112

WO 2012/144203 PCT/JP2012/002677
[Fig. 1]
CONTROL DEVICE 3 [-.., NETWORK
FORWARDING FORWARDING
NODE NODE
“‘ I
FORWARDING
NODE Vb
TERMINAL 1
/\/
PROCESSING _COMMUNICATION‘
UNIT 12 UNIT 10
= 11
STORAGE
UNIT
[Fig. 2]

CONTROL DEVICE 3

CONTROL COMMUNICATION L/
UNIT 32 UNIT 31
A .

33 i

POLICY
MANAGEMENTUNITJ & i

FORWARDING NODE 2

r/

. 4
CONTROL DEVICE
COMMUNICATION UNIT 22

PROCESSING UNIT 23

STORAGE UNIT 21




WO 2012/144203

[Fig. 3]

PROCESSING

[Fig. 4]

212

PCT/JP2012/002677

............... FORWARDING.NQDE..............

ACCESS REQUEST PACKET

FORWARDING TO CONTROL DEVICE

"
/\/

RECEIVE PROCESSING RULE 82

STORE PROCESSING
RULE IN STORAGE UNIT

RETRIEVE PROCESSING RULE
CORRESPONDING TO PACKET 35

PROCESS PACKET BY
PROCESSING RULE

End

MATCHING RULE PROCESSING CONTENT
FORWARDING FROM PORT a OF
FLOW #A FORWARDING NODE -
..................... e R DG FRONTPORT 5O



312

WO 2012/144203 PCT/JP2012/002677

[Fig. 5]
Start S6
RECEIVE ACCESS REQUEST S7
RETRIEVE POLICY
CORRESPONDING TO
USER OF TERMINAL 38
DETERMINE PROCESSING RULE
BASED ON POLICY
TRANSMIT PROCESSING RULE
TO TERMINAL
End
[Fig. 6]
300 400
POLICY MANAGEMENT | CONTROL DEVICE
DEVICE / A
420 410
310 ~ )%
ggmgfg%gg; —————— > PROCESSING RULE PATH
@ DETERMINATION UNIT CONTROL UNIT
UNIT COMMUNICATION
POLICY ya y
A e
1 '
rd
) ! @ e
USER 1 PROCESSING RULE , (3) Vs
AUTHENTICATION | REGISTRATION
PROCEDURE | L7 SE%C'EES'NG RULE,?
/
' — “ 100
USERTERMINAL »“}~/
-z 110
TERMINAL CONTROL, ¢ 4
DEVICE -’ d , 200 200 /j %0
< 120 ol A~ A~
PROCESSING RULE ’/\// FORWARDING FORWARDING NETWORK
STORAGE UNIT >| NODE NODE RESOURCE

xl_//

ACCESS
CONTROL UNIT |

(5) DATA PACKET

[~
130




WO 2012/144203

[Fig. 7]
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[Fig. 9]
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[Fig. 11]
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[Fig. 15]
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[Fig. 17]
SOURCE DESTINATION ACCESS RIGHTS CONDITION
(OPTION)
IP:192.168.100.0/24 | 192.168.0.3 deny
[Fig. 18]
(1 ) TRANSMIT PROCESSING RULE i CONTROL DEVICE 400
SPECIFYING THAT IDENTIFIER OF F—
TERMINAL BE WRITTEN TO PACKET.
- (3 ) SET PROCESSING RULE
P %, CORRESPONDING TO
QI IDENTIFIER OF TERMINAL IN
—— s ', FORWARDING NODE.
PROCESSING |4 = [= = - T ‘.
RULE :
FORWARDING NODE 200

TERMINAL 100

MATCHING RULE JPROCESSING CONTENT]
(2) WRITE IDENTIFIER “TERMINAL"
FORWARD TO
TO PACKET AND TRANSMIT. TERMINAL A

(4 ) PROCESS PACKET IN ACCORDANCE
WITH PROCESSING RULE MATCHING
IDENTIFIER OF TERMINAL




10/12

WO 2012/144203 PCT/JP2012/002677
[Fig. 19]
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[Fig. 23]
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