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METHOD AND SYSTEM FOR PROVIDING AN INSTANT
BACKUP IN A RAID DATA STORAGE SYSTEM

FIELD OF THE INVENTION
The present invention relates to data storage systems and more particularly to a
method and system for providing an instant backup of a portion of 2a RAID (redundant array

of inexpensive disks) data storage system.

BACKGROUND OF THE INVENTION

In order to store data, some computer systems use a redundant array of inexpensive
disks (“RAID™) data storage subsystem. For example, a RAID subsystem may be coupled
with a host or server that services clients on & network. The RAID subsystem typically
includes a controller and a plurality of disk drives. The controller generally controls
operations of the RAID subsystem. Information is physically stored on the drives.

It may be desirable to copy the information stored on the RAID subsystem and which
is being used via the host. For example, the data stored on one or more of the drives may be

backed up to ensure the data is available in the case that the RAID subsystem malfunctions.



In order to store data, sone conputer systens use a redundant array of

| nexpensive disks (RAID') data storage subsystem For exanple, a RAID
subsystem nmay be coupled wth a host or server that services clients on a
network. The RAID subsystemtypically includes a controller and a
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or nore of the drives may be backed up to ensure the data_is available in
the case t rportiaohe tiRedats stoisd ps therponse fukeefi e ALD subsystem, the files on the source
2°The drive fromwhich the backup is desired is known as the source drive.
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progressively to another location. This location may be another drive, called a target drive.
Typically, the organization of the source drive is also copied. Thus, the target drive may
include directories and subdirectories containing copied files. The c_iopies on the target drive
can then be accessed separately from the originals on the source drive. The drive being copied
is then released, allowing input to and output from the files. |

Although the conventional method for providing a copy functions, it may take a long
time to copy the files from the source drive to the target drive. This is particularly true where
there is a great deal of data to be copied, for example for back up. During the conventional
copying procedure, the source drive cannot be accessed via the host. Thus, users of the system
may be precluded from reading, modifying, or otherwise utilizing the data to be copied for a
relatively long time.

Accordingly, what is needed is a system and method for more rapidly generating a
copy of data on a RAID subsystem. It would also be desirable if the method and system for
generating the copy had a relatively low impact on system performance. The present invention

addresses such a need.



progressively to another location. This location may be another drive,
called a target drive. Typically, the organization of the source drive is
al so copied. Thus, the target drive nmay include directories and
subdirectories containing copied files. The copies on the target drive can
then be accessed separately fromthe originals on the source drive. The
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functi ons, F?’nay gﬁgpgﬁ?%%§9%¥ﬁ§§h§o copy the files fromthe source drive
to the target drive. This is particularly true where there is a great deal
of data to be cophearesensinvertignirevidesra mebed asl sysigmi fogprovemg srrelitn isal
copyi ng procedure, the source drive cannot be accessed via the host. Thus,
users of theosieateasoureey/dibpe of & ehiraltte of drvesin emdimn@nt aragiof yrierpensoe diskber wi se
utilizing the data to be copied for a relatively long tine.

Qféﬁgiii i”ﬁ'gi d cog%‘*t%¥‘9‘§§?§gffhf PRt 5&@5%?‘%?% B?‘?d‘%.g{ﬁ‘?agfs‘%?ﬁ%f%%} TPl e
| mpact on S JSER SR AR RIS REES BsoNY SRS W & ek cuveet Geiaheed

of drives and providing a copy of the plurality of segments on the target drive. The copy is

provided such that input to and output from source drive and the target drive are allowed
during the step of providing the copy of the plurality of segments.

According to the system and method disclosed herein, the present invention allows
users to read from or write to the source drive or target drive during copying. Thus, to the
lgen1hecqpﬁngpnmaﬁneappmusnﬂaﬁwﬂyhw&mﬂumow&

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a system iricluding a RAID data subsystem.

Figure 2 is a flow chart of a conventional method for copying data from a disk drive in
the RAID data subsystem.

Figure 3 is a block diagram of a system in accordance with the present invention for
rapidly providing a copy of data in a RAID subsystem..

Figure 4 is a high-level flow chart of a method for rapidly providing a copy of data

residing on a drive in a RAID subsystem.



3 SUMVARY OF THE | NVENTI ON ' The present invention provides a nethod
and system for providing a backup of a portion of a source drive of a
plurality of drives in a redundant array of inexpensive disks RAID) data
storage system The portion of the source includes a plurality of segnents.
The nmethod and system conpri se associating the source drive with a target
drive of the plurality of drives and providing a copy of the plurality of
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bf providing the copy of the plurality of segnents. According to
t he syst emresidingen hddvelinscRAH dulisgstein, t he present invention allows users
té read from or vvrite to the source drive or target drive during copying.

Thus, to the uéiﬁctwlﬁ&e@waﬁe@mmam dfalpafbvel embodithanbhneous.
BRI EF DESCRI PTI CF THE Figure 1 is a block diagramof a
system i ncl ue%lon or ra R’%lprrg%Eh%gsauc%f) ot &8 residing on a drive in a RAID subsystem.
Figure 7A is a block diagram of metadata for the source and target drives at the time
the copy of the source drive is to be made.
Figure 7B is a block diagram of metadata for the source and target drives just after the
copy of the first block on the source drive is made.
Figure 7Cis a biock diagram of metadata for the source and target drives just after a
file which had not been copied has been modified.

Figure 7D is a block diagram of metadata for the source and target drives just after a

file which had been copied has been modified.

DETAILED DESCRIPTION OF THE INVENTION

The present invention relates to an improvement in a redundant array of inexpensive
disks (“RAID™) data storage subsystermn. The following description is presented to enable one
of ordinary skill in the art to make and use the invention and is provided in the context of a
patent applioaﬁoﬁ and its requirements. Various modifications to the preferred embodiment
will be readily apparent to those skilled in the art and the generic principles herein may be

applied to other embodiments. Thus, the present invention is not intended to be limited to the
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Fi:gure 2 is a flow chart of a conventional nmethod for copying data froma

disk drive in the RAID data subsystem Figure 3 is a block diagram
of a systemin accordance with the present invention for rapidly providing
a copy of data in a RAID subsystem Figure 4 is a high-level flow

chart of a method for rapidly providing a copy of data residing on a drive
I'n a RAI D subsystem 4
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and 6B depict a nore detailed flow chart of a preferred enbodi nent of a
net hod f or feaipesideperibediliestithg a copy of data residing on a drive.in a RAID
subsystem Figure 7A is a block diagram of nmetadata for the source

and target drive@gué 1 igeblbtkidiagramefeapivek 10 hewhiok a RATOr subgystesn 2Mishgedrade.

ﬁ for data storage. For clarity, only some features of the system 10 and the RAID subsystem 20
are depicted. The computer system 10 includes a server 12 that services network clients 14,
16, and 18. The server 12 includes an operating system 13, for managing the server 12,
residing on a memory 15. The server 12 also includes a cache 17 for rapid access to data and
a processor 19 for running }he operating system 13, running other a;}plioations (not shown),
and performing other operations. The RAID subsystem 20 inchudes a RAID controller 21, and
disk drives 30, 32, 34, and 36. Although four drives 30, 32, 34 and 36 are depicted, nothing
prevents tﬁe use of another number of drives. Typically, bytes or groups of bytes are striped
across theidrives 30, 32, 34, and 36. The RAID controller 21 includes processor 22, a
memory 24, and a RAID cache 26. The memory 24 may include a nonvolatile memory that
stores prografn instructions for operating the RAID controller 21. When the client 14, 16, or
18 desires to use data stored by one of the drives 30, 32, 34, or 36 in the RAID subsystem 20,
a portion of the data may be retrieved into the cache 17. A user operating one of the clients
14, 16, or 18 may then modify or read the data stored in the cache 17,

Using the RAID subsystem 20, a great deal of data for the system10 can be stored

relatively inexpensively. Striping data across the drives 30, 32, 34, and 36 improves

performance, allowing data to be accessed more rapidly. Furthermore, fault tolerance can be



Figure 7B is a block diagram of netadata for the source and target drives
just after the copy.of the first block on the source drive is nade.
Figure 7Cis a block diagramof netadata for the source and target drives
just after a file which had not been copied has been nodifi ed.

Figure 7D-is a block diagramof netadata for the source and target drives
fust after a file which had been copi®d has been nodifi ed. DETAI LED
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depicts a conventional method 40 for providing a copy of data stored on the RAID subsystem
20. The files to be copied on the source drive are closed, via step 42. For example, data on the
drive A 30 is to be cbpied, the files on dnve A holding the data are closed in step 42. Thus,
blocks of data stored on the isolated source drive cannot be read from or written to. This
allows a consistent picture of the data to be maintained during copjing. A portion of thé
source drive is then copied, via step 44. When copying is completed, the blocks of data on the
source drive and, therefore, the files being copied are released for use, via step 46. Thus, the
data on the source drive can be modified or read_énce copying is complete. A copy of a
portion of the source drive or the entire source drive may thus be provided.
Although the conventional shown in Figure 2 functions, one of ordinary skill in the art
-will readily realize that the server 12 is precluded from accessing files being copied from the
source drive during copying. Tn many systems, a great deal of data is desired to be copied. For
example, the entire driv.e may be backed up or the file being copied may be a very large
database. When such data is copied, the files may be closed for a relatively long period of
tirne. During this time the server 12 cannot access the files. Thus, a user cannot read from or
write to the source drive during the copying. However, users of the network 10 may frequently

wish to use data stored in the file. For example, if the file being copied is a large database



enbodi ment shown, but is to be accorded the w dest scope consistent with
the principles and features described herein. Figure 1 is a block
di agram of a network 10 in which a RAID subsystem 20 is used for data
storage. For clarity, only sonme features of the system 10 and the RAID
subsystem 20 are depicted. The conputer system 10 includes a server 12
that services network clients 14, 16, 7Zand 18. The server 12 includes an

operating syste 3, for managi ng th eV, 2 e y 15.
The server Aeesireer Pl SR BRte SO BiER 137 15, of S804 09 oGl A2 ARy )
processor 19 for running the operating system 13, running other_ .
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sabsystem 20 includes a RAID controller 21, and disk drives 30, 32, 34,

and 36. Al thipmgRobasg inthedvede 36ility3F thekbranih Rprevide the pliatet, 16,0tdi gwith
prevents the use of another nunber of drives. Typically, bytes or groups of

bytes are siri.ped..across the drives 30, 32, 34, and 36. The RAID
controller éﬁdgﬁggﬁéﬁég‘cessor 22, a nenory 24, and a RAID cache 26. The
menory 24 may include a nonvolatile menpry that stores.progra

i nstructions forThspeesent inyentine proxides a siethod apd system W‘gq‘ﬁeg@?%ﬂf’fi& 16,

or 18 desires to use data stored by one of the drives 30, 32, 34, or 36 in
the RAID sustic ¢# sdlce drive of a plurality of drives in a redundant array of inexpensive disks

(RAID) data storage system. The portion of the source includes a plurality of segments. The
method and system comprise associating the source drive with a target drive of the plurality
of drives and providing a copy of the plurality of segments on the target drive. The copy is
provided such that input to and output from source drive and the target drive are allowed
during the step of providing the .copy of the plurality of segments.

The I;resent invention will be described in terms of a network employing specific
elements. However, one of ofdinary skill in the art will readily recogniie that this method and
system will operate effectively in other systems having different components and
environments other than networks. The present invention will also be described in the context
of providing a backup. Hov»;ever, the present invention could be used to provide a copy for

" other purposes. Furthermore, the present invention could provide a copy of all or a po:tion‘ ofa
drive or to provide a copy of multiple drives.

To more particularly illustrate the method and system in accordance with the present
invention, refer now to Figure 3, depicting one embodiment of a system 100 used in rapidly

providing a copy of data. The method and system in accordance with the present invention



aportion of the data may be retrieved into the cache 17. A user operating
one of the clients 14, 16, or 18 may then nodify or read the data stored
in the cache 17. Usi ng the RAID subsystem 20, a great deal of data
for the system 10 can be stored relatively inexpensively. Striping data
across the drives 30, 32, 34, and 36 inproves performance, allow ng data
t’o be accessed nore rapidly. Furthernoge, fault tol erance can be
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data stored on the 1so urce drive cannot be read fromor witten to.

Thi s 130 preferably resides in the nonvolatile memory 24 of the RAID controller 21. The copy

engine 110 copies the desired data in the background. Virtually instantaneously after copying
is initiated, the files being copied can be accessed using the server 12. Thus, while the copy of
the daté is being provided by the copy engine 11 0, the files being copied can be accessed for
use. Th.e consistency machine 120 ensures that data can be written to or read from the files
i)eing copied without adversely affecting the copying process or use of the data. The metadata
130 is used to track changes in the data being copied.

| Figure 4 depicts a high-level flow chart of a method 200 for rapidly copying data on a
RAID subsystem 20 in accordance with the present invention. Figure 4 will be explained with
reference to Figures 1 and 4. The data being copied can reside on a portion of a drive 30, 32,
34, or 36 in the RAID subsystem 20. The drive 30, 32, 34, or 36 from which data is being
copied is the source drive, The drive 30, 32, 34, or 36 to which data is being copied is the
target drive. In a preferred embodiment, the target drive may be any drive which is recognized
by the system 10. The source drive is associated with the target drive, via step 202. Thus, the
copy engine 110, consistency machine 120, and metadata 130 understand the location of the
data being copied and the location to which data is being provided. The data on the source

drive is then copied to the target drive while allowing input to and output from the source



al'l ows "a consistent picture of the data to be maintained during copying. A
portion of the source drive is then copied, via step 44. Wen copying is
conpl eted, the blocks of data on the source drive and, therefore, the
files being copied are rel eased for use, via step 46. Thus, the data on

t he source drive can be nodified or re once copying is conplete. A copy
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alternate embodiment, the copy could include some or all modifications made to the data
during the copying procedure. Note that the copying step 204 may not take any less time than
conventional copying using step 44 of the method 40 depicted in Figure 2. Referring back to
Figure 4, however, the copying st;ap 204 appears significantly faster to the server 12 and a
user because access is allowed to the data bei:tlg copied very rapidly. In a preferred
embodiment, step 204 includes allowing access to the data being copied almost
instantaneously after copying commences.
Figure 5 depicts a more detailed flow chart of a method 210 in accordance with the
present invention for rapidly providing a copy of data m a system, such as ﬁle system 10,
including a RAID subsystem 20. Figure 5 will be explained with reference to Figure 1 and
Figure 5. The source drive is assoctated with the target drive, via step 212. Step 212 is
analogous to step 202. Thus, the source and target drives are defined and the RAID
subsystem 20 is made aware of the source and target drives.
Cache data for the source drive is then committed to the source drive, via step 214. In

a preferred embodiment, step 214 includes committing data in the cache 17 and data in the

cache 26 that is to be stored on the source drive to the source drive. During step 214, there is



7-accessed frequently using one or nore of the clients 14, 16, or 18 and
the server 12, many wusers may desire access to this file during copying.
Refusing to permt access to this data during copying inpedes the ability
of the server 12 to provide the clients 14, 16, and 18 with the desired
I nformati on. The present invegption provides a method and system
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backup. However, the present invention could be used to provide a copy for
on the server 12. '

The RAID controller 21 is then commanded to commence the copying process, via
step 216. In a preferred embodi_ment, step 216 includes providiné a “create snapshot”
command to the RAID controller 21. The data on the source drive is then copied to the target
drive while allowing input to and output from the source drive and, in a preferred
embodiment, the target drive during copying, via step 218. Step 218 is analogous to step 204
of the method 200. In a prefened embodiment, the copying step 218 is performed using the
cop}.' engine 110, the consistency machine 120, and the metadata 130 on the RAID controller
20.

Figures 6A and 6B depicts a more detailed flowchart of a preferred embodiment of a
method 250 for providing a copy of a portion of the source drive to the target drive while
allowing input to and output from the source drive and, in a preferred embodiment, the target
dri\(e. Thus, the method 250 may be used to perform step 204 or 218 of the method 200 or

210, respectively, depicted in Figure 4 or 5, respectively. Note that although the method 250

is described in terms of “blocks™ of data, any segment of data can be used.



ot her purposes. Furthernore, the present invention could provide a copy of
all or a portion of a drive or to provide a copy of nultiple drives.

To nore particularly illustrate the method and systemin accordance with

t he present invention, refer nowto Figure 3, depicting one enbodi nent
of a system 100 used in rapidly provi ding a copy of data. The nethod and

systemin accordance with the present thvention
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accessed using the server 12. Thus, while the copy of
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appear to the user in the expected position on the target drive. A portion of the metadata 130_

for that block is then updated, via step 256. i’referably, the metadata 130 includes a tag for

each block that is to be copied. Thus, step 256 preferably includes updating the tag to indicate

that the block has been copied. It is then determined if there are more blocks to copy, via step

258. If not, then copying terminates, via step 259. If, howevér, more blocks remain to be

copied, then the next uncopied block is set as the current block, via step 260. Steps 254

through at least step 260 are thus repeated until the desired portion of the source drive is

copied. Steps 254 through 260 are aiso preferably carried out by the copy engine 110 in the

background. Thus, steps 254 through 260 are transparent to a user.

In addition to copying using steps 254 through 260, input to and output from the

source and target drives are allowed. Thus, read or write requests for the source or target

drives are intercepted, via step 262. In a preferred embodiment, the consistency machine 120
performs step 262. It is then determined whether the request is a read request, via step 264. If
the request is a read request, then it is determined whether the block or blocks requested is to
be rg'ad from the source drive, via step 266. If so, then the requested block(s) are read from the
source drive, via step 268. If it is determined in step 266 that the read request is not for the

source drive, then the read request is for the copy stored on the target drive. It is then



the data is being provided by the copy engine 110, the files being copied
can be accessed for wuse. The consistency machi ne 120 ensures that data can
be witten to or read fromthe files being copied wthout adversely
affecting the copying process or use of the data. The netadata 130 is used
to track changes in the data being copjgd. Figure 4 depicts a

hi gh-1 evel oW, C of a ngth 00 for rapjdly copying data RAI D
subsystem {WQ%IHW@%%I?&%@E]&EWW R?éﬁﬂ t?‘f%?/érﬁ%g‘d‘?éteﬁgaﬂ 1ahe
explained with reference to Figures 1 and 4. The data being copi ed can
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The drive 30, 32, 34, or 36 fromwhich data is being copied is the source
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target drive. In a preferred enbodi nent, the t'arget drive e any drive
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machi ne 120, and netadata 130 understand the |ocation of the data being
copi ed and thenevia step 27 thetreadwhduesit g divartedtolihé soyroedove. ddd blotkis) akas thersfore, he
source drive is then copied to the target drive while allow ng input to
and out put réddqrBnl {He s5ardE BEve. If it is determined in step 272 that the block(s) have been copied,
then the data is read from the target drive, via step 274. After completion of the read in steps
268, 272, or 274, then the method 250 refurns to step 262 to intercept the next request.
If it is determined in step 264 that the request is not a read request, then the request is
a write request. Thus, the request is attemipting to modify block(s) storing data on the source
drive. It is determined whether the block(s) to be modified have been copied to the target
drive, via step 276. If the block(s) have been copied, then the block(s) are simply modified,
via step 278. This is because modificationto block(s) which have already been copied may
not édversely affect the copying procedure by changing the block(s). If, however, it is
determined that the block(s) to be modified have not already been copied, then the block(s)
are copied to the target drive, via step 280. The tag(s) in the metadata 130 for the block(s) are
then updated to indicate that the block(s) have been copied, via step 282. The desired block(s)
on the source drive may then be written to, via step 284. The method 250 then returns to step |

262 to intercept additional read or write requests. Although not explicitly shown, if an error

occurs during the method 250, then the method 250 terminates.



9 drive and, in a preferred enbodi nent, the target drive during copying,
via step 204. In a preferred enbodi nent, step 204 incl udes copying the
data on the source drive block by bl ock. However, in an alternate
enbodi ment, the data being copied could be segnented into any si zed

pi eces for copying. In a preferred enP di ment, the copy of the data
.provided in st 204 IS t at.a as Tt | st ed, at proxi mat el v, t he

i nstant copyi n?}%‘g Fhehdugue %?t,tﬁ? ﬁatg%ﬁllw%q%%ggﬂg%ge e h?l?/d PHE copy
could include sone or all nodifications made to the data  during the

-copyi ng prdstieduriag vatsus tites afterisepyingldsibgensiniistedlofor prapmpiein %%@6;9% hel ess
time than conventional copying using step 44 of the nethod 40 depicted in

Figure 2. Rethed 21018 eRRads ddv to Hin@t 7R, the sRRBUC s deplo@d@0HE 07 viHef Phe? 04
appears significantly faster to the server 12 and a user because access

i s all owed h t a. bei copi.ed v LAY, g A '
embodi mentcoPRpR BRot Y pt et Realed Pk bR S pd Bt BT RR Bve b

al nost i nstant aneously after copyi ng commences. . Figure 5 depicts
a nmore detdefined The mgtadntar er tags 320 fersoblogks 11316 éxbr epniedebloplesiholding date asent
i nvention for rapidly providing a copy of data in a system such as the
system 10,b, ¢j d)e| arcdi fiBave bedl eterteds Tientagd320Miagel sleo beenideterthmed Xheaagye3diwi t h
reference to Figure 1 and Figure 5. The source drive is associated with

the targetydhin 96 drsidndiedd Blockt £91 1%hfoubR £ 316 have been set as zeroes. This is

(=g

because none of the blocks 311-316 have been copied.

Figure 7B depicts the state 300” of the source drive 310, tags 320, and target drive
330 at time t1, when the first block 311 in ﬁe source drive 310 has been copied to the first
block 331 in the target drive 330. Thus, the tag'321 fof the first block 311 has been changed
to a one. This change reflects the fact that the first block 311 has been copied. Because the
remaining blocks 312 through 316 have not been copied, the corresponding tags 322 through
326 remain zeroes. |

Figure 7C depicts the state 300 of the source drive 310, tags 320, and target drive
330 at time t2 > t1 when a request to write to the fourth block 314 has been received and
processed in accordance with the method 250. Because t2 > t1, the first block 311 in the
source drive 310 has been copied to the first block 331 in the target drive 330 and the
corresponding tag 321 is a one. The fourth block 314 on the source drive 310 has been
modified to hold data d” because of the write request. However, before data in the fourth

block 314 was modified, the fourth block 314 was copied to the fourth block 334 on the target



anal ogous to step 202. Thus, the source and target drives are defined and
the RAID subsystem 20 is nade aware of the source and target drives.

Cache data for the source drive is then conmtted to the source drive, via
step 214. In a preferred enbodi nent, step 214 includes conmtting data in
the cache 17 and data in the cache that is to be stored on the source
drive to the sour drive. ring step 214, there.is .

10 no inpanY‘?ﬁ%' %g‘éﬁ Bsttange Vﬁﬁgomcl@gS&%aBéoréﬁﬁpﬂomhﬂoalﬁﬁ%er@daﬂtee drive.
Thus, in a preferred enbodinent, step 214 includes tenporarily closing the
files on theddoatias. hiraddiion the taigr3eH fiotehe fbatth bloek Bty sohaed wdhieflectdlzedt e dat a
Is commtted. Once the cache data has been commtted, the files can be

d f ' ' i
reopened f gt $fock 314 Bas bedn @(Jgg@%glt&é b e BN 30 Thus, @Ix&?oﬁﬂxg P fleudeRe

opening the files that i1 ncl a to be copied once t ache data has
been comm tted to the source ive, Also in a preferred enbodinent, step
57 i o car fHEH 19, fontiienghe ﬁmg&cs?iﬁge%m Betedpicd G e ierestage 3305,

Instead, the second block 312, the third block 313, the fifth block 315, and sixth block 316

will be sequentially copied if there are no more intervening write requests.

Figure 7D depicts the state 300°” of the source drive 310, tags 320, and target drive
330 at time t3 > t2 when a second request to write to the fourth block 314 has been received
and processed in accordance with the method 250. The fourth block 314 on the source drive
310 bas been modified to hold data 4 becéuse of the write request. Because the tag 324 for
the fourth block 314 indicated that the fourth block 314 had already been copied to the fourth
bl(.)ok 334 of the target drive, the fourth block 314 is not recopied. The fourth block 314 is
instead modified to hold data d°*. Block 334 of the target drive 330 still includes data d for
the fourth block 314 prior to any modifications. Thus, the tags 320 in the metadata 130 h—ac;k
changes in the data. The copy engine 110 and consistency machine 120 ensure that a copy of
the desired portion of the source drive 310 at the desired time is provided to the target drive
330 and ensure that input to and output from the desired locations can be provided during
copying.

Using the system 10 and the method 200, 210, or 250, a copy of some or all of the
source drive can appear to be provided substantially instantaneously. The only time during

which input and output may not be provided to or from the source drive is while cache data is

14



The RAID controller 21 is then commanded to comrence the copyi ng process,
via step 216. In a preferred enbodi nent, step 216 includes providing a
"create snapshot” command to the RAID controller 21. The data on the
source drive is then copied to the target drive while allowing input to
and output fromthe source drive and, jn a preferred enbodinent, the
target drive during copying, via step1518. Step 218 is anal ogous to step
204 of theomatitiatito2Bdsoutas daivpred step 2 efithouitioh 2 10.((iherpinsydatycanegeadis i s
performed using the copy engine 110, the consistency machi ne 120, and the

netadata 1300melhecERive GM {a(ﬂg{ &five villle col%ing is provigad i Shdmchgrdw@B depi cts

a nore detailed flowhart-of a preferred enbodi nrent of a nethod 250 for

*ovi di f. ' f t dri to dri whi |
Bl Towi g1 e P B B o s QPP by IOty I AR G, /2" ©

enbodi ment, the target drive. Thus, the nethod 250 may be used to perform
st'ep 204 oreniboBingeht, it enwirdiotiataptians of the goureedniede be slodified axs fsirepiet i gur e
4 or 5, respectively. Note that although the nethod 250 is described in
terms of " RhoOEkdt didbe. TBER theRdYy SiEBRRATEetQhrive pieSer0ayth®Rndpgethe source drive at
substantially the instant that the copy was requested. However, in an alternate embodiment,
updates to the source drive during copying may be reflected on the copy provided to the target
drive. In either embodiment, the metadata 130 can be used to keep track of changes made
during copying. Thus, the RAID controller 21 tracks changes to the data and, using the
consistency machine 120, ensures that the data on the source drive and the copy on the target
drive are consistent with what is expected. Furthermore, although steps 254 through 260 are
described as being provided for all blocks to be copied, only a portion of the blocks on the
source drive may be copied. For example, steps 276 through 284 can be used to copy only
those blocks which will change during a particular period of ﬁrﬁe.
Thus, a copy of the desired portion of the source drive can be provided rapidly. In
other words, the server 12 and useré can both the access copy and modify the data i the
source drive almost immediately. This is true even though the copy may not be completed.
Thus, the present invention finds particular utility in systems in which a copy of a large file is
desired. Because input and output are allowed and consistency managed during copying, the

file need not be closed for the entire time the copy is being provided. Instead, the file may be

inaccessible only for a short time, while data in the cache 17 and the cache 26 is committed to



11 : After the nethod 250 commences, at step 251, a first block is
set as the current block, -via step 252. This current block is copied from
the source drive to the target drive, via step 254. Step 254 preferably

i ncl udes copying the block such that the organi zation of data is also
copied to the target drive. Thus, the copies of the directories,
;subdirectories, and files should appd&r to the user in the expected

posi tion the target drive. A portion of _fh tadgta 130, .for that block
P% hen uiliontve e Arehis Sive, bF Brect amocibiibe Fiit Qe aoTSO AT AL : t og
.for each block that is to be copied. Thus, step 256 preferably includes
updat i ng tabeest thg copy emille eage drvhdthus, hserbbhmalot Hasedreoess togdte thr alrtlatieely hen
determned if there are nore blocks to copy, via step 258. If not, then
copyi ng t gsHRaLesrumka step 259. |If, however, nore blocks renmain to be
copi ed, thenm“the next uncopied block is set as the current block, via step
260. Steps 254, through, at | east st 26Q ,are .t hus r.epeated [ the
desired porti oélaPé*P#gn%%W@wd ?}b‘%ggosegcg ir@a.hlg ﬁ%‘ﬁ@‘g&?ﬁoﬂm&% %60 are
al so preferably carried out by the copy engine 110 in the background.
Thus, st ePAIRsbsystenu g a paferradentbodmsns tendopy ¢ ovidesd relatively instantameaaslii. t i on
to copyi ng using steps 254 through 260, input to and output fromthe

sour ce ang@ithafigitthe Brds¥f SnRhorfhds B8BHldesdiibtdt in b&REHaBEe With R cntfduRsdnss f or the
source or target drives are intercepted, via step 262. In a preferred

enbodi me ”%ho\%l oné OF osridlsntax%fns?c}ﬁ {ARDLY ‘ewil}lzegdily recognize that there could be variations to
the embodiments and those variations would be within the spirit and scope of the present

invention. Accordingly, many modifications may be made by one of ordinary skill in the art

without dépaxﬁng from the spirit and scope of the appended claims.



perforns step 262. It is then determ ned whether the request is a read
request, via step 264. If the request is a read request, then it is
determ ned whet her the bl ock or bl ocks requested is to be read fromthe
source drive, via step 266. If so, then the requested bl ock(s) are read
fromthe source drive, via step 268. If it is determined in step 266 that
the read request is not for the sourdd drive, then the read request is for

the copy stored on the target driveg %\fl s then
12 determined if the requested bl oclIZ sl)w have been copied to the target

drive, via step 270. In a preferred enbodi nent, step 270 is perforned by
determ ning _the state of the tags in the net adata 130 for the bl ock(s)
request ed. T@*ﬁﬁ%“ﬁ?@ék(s) have not yet been copied, the data stil

resi des unchanged on the source drive. Thus, if the block(s) to be read
have not been copi ed, then via step 272 the read request is diverted to
the source drive. The bl ock(s) are, therefore, read fromthe source

drive. If it isjdetegmn | 7 | i ed,
then the data i é r eaﬁ%‘%{%&n{% %°ﬂ8‘%§’§rﬂ’§e%i &8& p%p&@?%%f%#%)ﬁlwiﬁ @rﬁf&rggprr%ﬁ etion
of the rea .in.stggf . e .
ves 1n a redundant array of inexpensive disks (RAID) data storage system, the portion of
the source drive including a plurality of segments, the method comprising the steps of:
(a)  associating the source drive with a target drive of the plurality of drives; and
(b)  providing the copy of the plurality of segments on the target drive;

wherein input to and output from the source drive and the target drive are allowed

during the step of providing the copy of the plurality of segments.

2. The method of claim 1 wherein the copying step (b) flirther includes the steps
oft

(b1)  indicating whether each of the plurality of segments has been copied since the
step of providing the copy commenced; and

(b2)  tracking modifications to each of the plurality of segments since the step_of

providing the copy commenced.

3. The method of claim 2 wherein the indicating step (b1) further includes the
step of:
(bli) providing metadata associated with each of the plurality of segments, the

metadata indicating whether a copy of the segment has been provided to the target drive.

R



268, 272, or 274, then the nethod 250 returns to step 262 to intercept the
next request. If it is determined in step 264 that the request is
not a read request, then the request is a wite request. Thus, the request
is attenpting to nodify block(s) storing data on the source drive. It is
determ ned whet her the bl ock(s) to be nodified have been copied to the
farget drive, via step 276. If the blieck(s) have been copied, then the

bl ock(s) are sinply nodified, via step 278. This is because nodification

to block(s) whigh hayg, thgoa&ycgaﬁl%eubﬂfvgégg%%ge Bpying BB (AMRS HloN Bl iR GHept 1O

.copyi ng procedure by ete m ned
that the bl ock(s) to be nodified have -not already been copied, then the

bl ock(s) 4 e copied to the target drive, via step 280. The tag(s) in the
net adata 130 for the block(s) are then updated to indicate that the

bl ock(s) have b@én gapvidihg awegmatiteptli2@iralityef shgmientsdrobl the kéusde drow if the
source drive may then be witten to, via step 284. The nmethod 250 then

returns t : ¢
ATt hough noP "Expt (¢ A R A i e A b )

then e L gt 250, LI JRL e

(b2) providing the segment from the source drive if the segment is requested for
reading and modifications have not been made to the segment since the step of providing the
copy commenced,

(b3) providing the segment from the source drive if the éegment 1s requested for
reading, the modifications have been made to the segment since the step of providing the copy
commenced, and the modifications are desired;

(b4) providing the copy of the segment of the plurality of segments from the target
drive if the segment is requested for reading, modifications have been made to the éegment

since the step of providing the copy commenced, and the modifications are not desired.

5. The method of claim 1 wherein the copying step (b) further includes the steps
of:

(1)  if modifications are to be made to a segment of the plurality of segments from
the source drive and a copy of the segment has not been providing yet, providing the copy of a
segment to the target drive, i_ndicating that the copy of the segment has been provided, and

making the modifications to the segment in the source drive; and —

o



13 : Figures 7A through 7D depict the states of the netadata 130,
source drive, and target drive during various times after copying has been
initiated, for exanple in step 216 of the nethod 210. Referring now to
Figure 7A, the states 300 is depicted at tinme t0O, when the copying
procedure has just been initiated. Thus, source 310 and target 330 drives
have been defined. The netadata, or L g§gs 320 for six blocks 311-316 to be
copi ed, bl ocks holding data a, b, c, d, e, and f, have been determ ned.

The tags 320 ha®?) alif thehewifidabey 2t foclsh. madedo amne&?&omtﬂmmugje dBiz6and the
<corresponding to blocks a 311 through f316 have been set as zeroes. This is
because n IR K r

depicts tﬁg$ tgt %%%%Rﬁ%éthe sour ce %%?%ﬁﬁq tgﬂgt%gwsq%ngn %ﬁ%§§m§§|ve
330 at tinp.t1l, when the first block 311 in the source drive 310 has been
copied to & first block 331 in the target drive 330. Thus, the tag 321
for the first block 311 has been changed to a one. This change reflects
the fact that the first block 311 has been copi ed. Because the remaining
bl ocks 312 thradigh 3[R hak®l sfelaibesenhaen tietopfine step (b) falen dichdes tgstep 2
through 326 remain zeroes. Figure 7C depicts the state 300" of the
source dri 310, tags 320, and target drive 330 at tinme t2 > t1l when a
request to wite to the fourth block 314 has been received and processed

in accordance with the t hod 250. Because t2_ >t the first blo 311 in
t he V\(/{)i) Provi gﬁgthe segment from the source drive 1t1 the segment {s requesteﬁ %or

reading and it is indicated that the copy of the segment has not been provided on the target
drive,

(b4) providing the segment from the source drive if the segment is requested for
reading and modifications have not been made to the segment since the step of providing the
copy commenced,

(bS) providing the segment from the source drive if the segment is requested for
reading, the modifications have been made to the segment since the step of providing the copy
commenced, and the modifications are desired;

®6) providing the copy of the segment of the plurality of segments from the target
drive if the segment is requested for reading, modifications have been made to the segment

since the step of providing the copy commenced, and the modifications are not desired.

T The method of claim 1 wherein the RAID data storage system further includes
a cache coupled with the plurality of disks, the cache capable of including data to be provided

to the portion of the source drive, and wherein the method further includes the step of:

AR O




source drive 310 has been copied to the first block 331 in the target drive
330 and the <corresponding tag 321 is a one. The fourth block 314 on the
source drive 310 has been nodified to hold data d because of the wite
request. However, before data in the fourth block 314 was nodified, the
fourth block 314 was copied to the fourth block 334 on the target

d4 drive 330. Thus, the target drive 3@ includes data d for the fourth

bl ock 334 prior Ho B IR0 4 {0 dhbe
fourth bl ock 31 "I) S cﬁangﬁ‘g {hog?% Qggetca%}%at?q?ﬁte) ourehrﬁm% (%%felc ﬁ; as been
«copied to t e 330. Thus en copying of the source drive 310
conti nues, tF'PiQJS g %@ﬁomtﬂt%é%em’ebe recopied to the target drive
330. Instead, t he second bl ock 312, the third block 313, the fifth bl ock
315, and sixth block 316 wll be sequentially copied if there are no nore

i ntervening wige reaugstts for providing a dop Yol €poffdrisiii sotuSe Bhiee ftaaileraBRLL *  of
t he source drive 310, Lig’?ags 32P § tatr)get drive 330 at tine t3 >@fb2 when

2 SeCONT T SIS o Btk kol 10 Al RS e DG 8o of

the source drive including a plurality of segments, the system comprising:

a target drive associated with the source drive, the target drive for storing a copy of the
plurality of segments;
- a copy engine coupled with the source drive and the target drive for providing the copy
of the plurality of segments on the target drive; and
metadata coupled with the copy engine including an indication of whether the copy of
the plurality of segments has been provided to the target drive;
wherein input to and output from the source drive and the target drive are allowed

while the copy engine provides the copy of the plurality of segments to the target drive.

9. The system of claim 8 wherein the metadata further includes a plurality of
entries corresponding to the plurality of segments, each entry indicating whether a

corresponding segment has been copied to the target drive.

10.  The system of claim 8 further comprising:
a consistency machine coupled with the source drive and the target drive, the
consistency machine for intercepting a write request for modifications to be made to a

segment of the plurality of segments, in response to the write request, the consistency

-
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and processed in accordance with the nethod 250. The fourth bl ock 314 on
the source drive 310 has been nodified to hold data d" because of the
wite request. Because the tag 324 for the fourth block 314 indicated that
the fourth block 314 had al ready been copied to the fourth block 334 of
the target drive, the fourth block 314 is not recopied. The fourth bl ock
314 is instead nodified to hold datad". Block 334 of the target drive 330

still includes t for . .the four bl ock 314 prior, .to.any nodifications.
Thus.  t ho THige I e forvidias & aonot b et i Bt BiRbolits Hofhe. Copy
.engi ne 110 and consi stency machi ne 120 ensure that a copy of the desired
portion ofbepmprovuied yet, tdicatingthdt the coflyef thesegment hasreeen propndediifithel copy Hake
target drive 330 and ensure that input to and output fromthe desired

| ocati ons nz)aae&q)r@ﬁ@m'ggi@gaﬁm&mg tHe QR tions to the segiSntI8 tHeRBuy & eafkp and
t he nethod 200, 210, of 250, a copy of sone or all of the source drive can

appear to rQvi ded substantially instantaneously. The only tinme during
whi ch inpﬁg%%g%ﬁg%e&tpr%éedﬁot be provided to or fromthe source drive is
14

whil e cache data is

11.  The system of claim 10 wherein in response to the request, the consistency
machine makes the modifications to the segment in the source drive in response to the request

if the copy of the segment has been provided.

12. 'I‘He system of claim 11 wherein the consistency machine is further for
intercepting a read request for the segment and in response to the read request, providing the
segment from the source drive if it is indicated that a copy of the segment has not been
provided on the target drive, providing the segment from the source drive if the modifications |
have not been made to the segment since the step of providingl the copy commenced,
providing the segment from the source drive if the modifications have been made to the
segment since the step of providing the cop& commenced and the modifications are desired,

and providing the copy of the segment from the target drive if modifications have been made

to the segment since the copy was provided and the modifications are not desired.

—_—

G g



15 commtted to the source drive, via step 214 of the nmethod 210.

O herwi se, data can be read fromthe source drive or the target drive
whi |l e copying is provided in the background. Furthernore, input to the
source and target drives nmay be allowed. In a preferred enbodinent, it is
ensured that portions of the source drive to be nodified are first copied
to the target drive. Thus, the copy on22he target drive preserves the

i mge of the source drive at substantially the instant that the copy was
requested. However, in an alternate enbodi nent, updates to the source

drive dur i novETRIHD A NTBYS Yiser ENe FORCRTROVADING ANCINST AN PBIATEAUP IR ALY g€t
drive. In either enbodinent, thg1etebasEIFganbe used to keep track of

changes made during copying. Thus, the RAID controller 21 tracks changes
to the data and, using the consi ste{gﬁgrf@%ﬁi ne 120, ensures that the data
on the source drive and the copy on thé target drive are consistent with

what is expected, Furthernore, alfhough,steps 254 thrqough, 260 areg,
descri bed @%B?‘%glﬁ} @9&85@6"@(69&;?1' 125} @W}?aﬁklﬂ’e"f@dﬁﬂr%‘a’, ofghiopres diyefan of

the bl ocks on the source drive may be copied. For exanple, steps 276
t hr ough 28dlursdity b€ dizesd(308264R3p) dmayredundgsteartiyoefkinexpensive wisks (BAERpdatdur i ng
a particular period of tine.
storage system (20) is disclosed. The portion of the source includes a plurality of
segments. The method (210) and system (100) include associating the source drive with a
target drive (step 212) of the plurality of drives (30,32,34,36) and providing a copy of the
plurality of segments on the target drive (steps 214, 216, 218). The copy is provided such
that input to and output from source drive and the target drive are allowed during the step

of providing the copy of the plurality of segments (step 218).

FIGS



Thus, a copy of the desired portion of the source drive can bé provided
rapidly. In other words, the server 12 and users can both the access copy
and nodify the data in the source drive alnost imediately. This is true
even though the copy may not be conpleted. Thus, the present invention
finds particular utility in systens in which a copy of a large file is
desired. Because input and output are allowed and consi stency nanaged
during copying, the file need not be c% sed for the entire tine the copy
i's being provided. Instead, the file may~be inaccessible only for a short
fime, while data in the cache 17 and the cache 26 is conmitted to

16 the source drive. After this time, the users can nodify the data on the
source drive as well as access the copy on the target drive.-Thus, users
are not denied access to data for a relatively |ong period of tine.

A nmet hod and system has been disclosed for rapidly providing a copy of data
on a RAID subsystem In a preferred enbodﬂﬁbnt, the copy is provided
relatively instantaneously.,

24 26

4/1'22
— - 21
Memory Cache / 13 15 ——
] r 20-/ — 12 (| Client
Processor
_ . 11 S P
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. . Systém
~ Memory
Client
< m o 0 1] -Gache | "
£l 12 g11E B 16
a a ) a |
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Al t hough the present invention has been described in accordance with the
enbodi nents shown, one of ordinary skill in the art will readily recognize
that there could be variations to the enbodi nents and those vari ati ons
woul d be within the spirit and scope of the present invention.

Accordi ngly, many nodifications nmay be nade by one of ordinary skill in the
art wthout departing fromthe spirit and scope of the appended cl ai ns.
17 219 CLAI M5 What is clainmed is:
1. A nmet hod for providing a copy of ahdaorti on of a source drive of a

plurality of drives in a redundant array of inexpensive di sks_ (RAI D) data
storage system the portion of the source drjve. including. a urality of

ségnents, the nethod fconpri si the steps : R ssoci ati ng
t he source drive vvitrfarelé)’s@e?ﬁ_%ir&@t@fmﬂﬁgﬂ%ﬁ%‘ioab?t@owgari ves; and

F, R o J
Copy Filesto Target Drive

b

Release Files for Use | | J
Prior. Art
Figure.2
120 =~ .
N 110
Consistency Machine _ - - Copy Engine
130

- . Metadata

Figure 3



(b) providing the copy of the plurality of segnents on the target drive;
wherein input to and output fromthe source drive and the target drive are
allowed during the step of providing the copy of the plurality of

segnents. 2. The nethod of claim1 wherein the copying step
(b) further includes the steps of: ~(b1) indicating whether each
,of the plurality of segnents has been copied.-since the step of providing

t he copy comenced; and (b2) ®r.cking nodifications to each of the
plurality of segnents since the step ofyn@roviding the copy comenced.

3. The nmethod of claim 2 wherein thendicating step4b202further

i ncludes the step of: (bli) providina nmetadat sociated with

each of the plurality of segnents, the netadata jndicatiphg whether a copy
of the segnent has been pﬁﬁﬁ@éﬁ&@%ﬁ@etﬁé\cgg?r%ﬁ EVes

- e

Copy Portion of Source .'Drive"to“Target'Drive
While Allowing input to and Output From the
Source Drive and Target Drive

Figure 4

=10 ?,—1212

Associate Source and Target Drives
— l — 214
Commit Cache Datafor the Source
Drive to the Source Drive
—r— le' . “ 216
Command RAID Controller to Start
Copying Process

l ‘ ' Vs 218
Copy Segments of Source Drive to Target Drive

While Allowing Input to and- Output From the
Source Drive and Target Drive

F iguke 5



18 ' 4. The nethod of claim1 wherein the copying step (b)
further includes the steps of: (b1l) providing a segnent of the
plurality of segnents fromthe source drive if the segnment is requested
for reading and it is indicated that a copy of the segment has not been
provi ded on the target drive, (b2) providing the segnent fromthe
source drive if the segment is requestegyfor reading and nodifications
have not been made to the segnent since e step of providing -the copy
comenced, (b3) providing the s8gment fromthe source drive if the
segnment is requested for reading, the nDdlflcatlons he\25been made to the
segnent since the step of providing the copy. and the

nmodi fications are desired; (b4) pro_“ i he Qopy of the segnent
of the plurality of segnents fromthe target i i
requested for reading, nodifications have been made to the segment since
t e step of providing the copy comren

desi r ed. 252

Set First Block as
Current Block .

254 -
: Copy Gurrent Block to
Target Drive- .. .

256 L
Update Tag for the
Block in the Metadata

258

More
Unupdated
Blocks?

No

259

Yes .

260

Go to Next
Unupdated |
Block

Figure 6A



5.
the steps of: (bl)
of the plurality of segnents from

segnent has not been providing yet,
target drive,
and nmaking the nodifications to the se
19 (b2)
source drive and the copy of the
qrodi fications to the segnent in ﬁh
nmet hod of claim5 wherein the co

of : (b3) providing the seg 5
segnent is requested for V/-. o

nt in the source

urce drive.
step (b) further

>

The nethod of claim1 wherein the copying step (b) further includes
I f nodifications are to be nade to a segnent
the source drive and a copy of the

provi ding the copy of a
I ndicating that the copy of the segnent has been provided,

drive; and

if the nodifications ag80to be made to a segnent fromthe
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reading and it is indicated that the copy of the segnent has not been

provi ded on the target drive, (b4) providing the segnent fromthe
source drive if the segnent is requested for reading and nodifications
have not been nmade to the segnment since the step of providing the copy
commenced, (b5) providing the‘ﬁggnent fromthe source drive if the
segnent is requested for reading, the di fications have been nmade to the
segnent since the step of providing t hgggopy commenced, and the

nodi fications are desired; (b6)providing the copy of the segnent

of the plurality of segments fromt get drive if the segnent is
fequested for reading, nodifjgations h been madgg o the segnent since
the step of prOV|d|ng t he copy conn9ﬁee§——aq the di fications are not

desi red. /F"HR;ILTTRRP(ﬁ £ arm RAID data storage

system furt her |ncIu y of disks, the

cache capabl e Ofoj% udi ngoilrte to be magvided ffargee porjg of the

source drive, firhad i ncludes the
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20° . (c) commtting the data in the cache to the source drive prior
to conmmencing the step (b) of providing the copy to the target drive.

8. A system for providing a copy of a portion of a source drive of a
plurality of drives in a redundant array of inexpensive disks (RAID) data
storage system the portion of the source drive including a plurality of
segnents, the system conpri sing: " a target drive associated with
the source drive, the target dri-ve for sggring a copy of the plurality of
segnent s; a copy engine coupled with the source drive and the
target drive for providing the copy of3@%e plurality of segnents on the
target. drive; and nmet adata coupled with the copy engi ne including
an i ndi cation of whether thgyﬁppy of t%%Qpluralit¥3@f segnents has been
provided to the target driv N inpu o and output fromthe

source drive and the t;l'g‘EFJH'VEﬂ\

| owe py engi ne
provi des the copy of tdhe plurality of: t drive.
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9. The system of claim8 wherein the netadata further includes a
plurality of entries corresponding to the plurality of segnents, each
entry indicating whether a correspondi ng segnent has been copied to the
target drive. 10. The system of claim@8 further conprising:

a consi stency machi ne coupled with the source drive and the target drive,
the consistency nmachine for intercepting a wite request for nodifications
to be made to a segment of the plurali tgjgof segnents in response to the
wite request, the consistency

21 machine further for providing a copy—gg—the segnent on the target drive
I f the copy has not been provided yet, Qplcatfng that the copy of the
segnent has been provided if3{pe copy hg not, beerg3® ovi di ng yet, and

maki ng the nodifications to the seg de: sourde drive after the copy
has been provided. 7 ™ 321 N VP aE N
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11. + The systemof claim 10 wherein in response to the request, the

consi stency nachine nmakes the nodifications to the segnent in the source
drive in response to the request if the copy of the segnent has been

provi ded. 12. The system of claim 11 wherein the consistency
machine is further for intercepting a read request for the segnent and in
Jesponse to the read request, providin 9ﬁhé ‘Seghent fromthe source drive
if it i's indicated that a copy of the g@ﬁnent has not been provided on the
target drive, providing the segnent fromthe source drive if the

-modi fications have not been made to thepgegnent since the step of

provi ding the copy conmencedlQ providing the segmed0from the source drive

if the nodifications h 0 (NEe N\ ' the step of
providi ng the copy c nced and th® 3DHi~{i clti ons are desvred, and
provi di ng the copy of nodi fications

have been made t®1gHe sed®@UEC&incd t Hakdpy. wasT @il ded| @@ t he
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