; CDEFe3e ||}, 6Tw.. Techni ques and Systens for enbeddi ng and detecting
watermarks in digital data Field of the invention The p I nvention
relates to techni ques for enbeddi ng and detecting 5 wat 3@% wummm gital
ddta, particularly inmage data. Background of |nvention | oprent
of the digital technology, there has been an explosion 10 imsuse of digital
mul ti medi a data. Anal ogue audi o and vi dqo equi pnent is gradually in the
process of being replaced by its digital successors. Wth “mmﬂwﬂwmmw
digital storage and Internet connections, the distributio I a
data and applications is becon ng nuch easi er and faster, so Gogykd ght

| ssues are |ncreaS| ngly i ortant to the owner s of the d| gltal cont ent
data, and f&eC HQ ang <) forrambedding anddetectingayalesms prdigital fying
di gi tal data vvatermarkl ng the data), in such a way that the fact that
the data ha en nodi fied can be detected. Digital watermarking technol ogy
makes it easier for copyright to be enforced, because it nakes it easier

for the copFieldibf thevineention prove that the data originates fromhim
However, digital watermarKki ng is not 20 only used for copyright protection,

usual |y has THRSTEReM deTEPh AR o EhaHEa o AmBRINDS P dRtEr e K

det ecti o/ eyatetfidrRdin MBRQI déta'ﬁarh@ﬁlﬂi‘lﬁtﬁa?@d@fé?t ect the 25 ovvnersh| p of
the i mage, the enbedded waternark i s detected and extracted fromthe

nodi fied image. A first key I ssue in technol ogy for enbedding watermarks is
the choice gf kh rkspace") in which waternmark enmbeddi ng shoul d

be perfor e ac ' , existing watermarking techni ques operate in

t he spati al dorral n, discrete cosine transform (DCT) domain, Mellin-Fourier

transform donmai n, wavel et domain, etc. A further key issue is the sel ection

of the pixe¥¥th hbpcqﬂyelqnmfwtaﬁélﬂed@lf@baChneloem ﬂ"%@?é begs aeRasiPRs shoul d
be hiddgp. @ yse of digital multimedia data. Analogue audio and video equipment is

gradually in the process of being replaced by its digital successors. With help
of the digital storage and Internet connections, the distribution of multimedia
data and applications is becoming much easier and faster, so copyright issues
are increasingly important to the owners of the digital content data, and for

15 this reason techniques are being developed for modifying digital data
(“watermarking” the data), in such a way that the fact that the data has been
modified can be detected. Digital watermarking technology makes it easier for
copyright to be enforced, because it makes it easier for the copyright owner to
prove that the data originates from him. However, digital watermarking is not

20 only used for copyright protection, but also for indexing, captioning, data
hiding, etc.

A watermarking system usually has two stages: (i) watermark embedding and
(i) watermark detection/extraction. When it is required to protect the
25 ownership of the image, the embedded watermark is detected and extracted

from the modified image.

A first key issue in technology for embedding watermarks is the choice of the
domain (“workspace”) in which watermark embedding should be performed.



Desirably, a watermark is enbedded in a host inage by nodifying the inmage
so that the nodifications in the image are not visible. Such
"inperceptibility" is one of the nost inportant requirenments in inmge

wat er mar ki ng systens. Al so, desirably, the waternmark should be hard to
remove (to "attack"). 10 We now review sonme known wat er mar ki ng techni ques
inrelation to these two desiderata. (1), Spatial domain watermarking is the
nost strai ghtforward waternmarki ng 15 techni que. An advantage of the spati al
domai n techniques is that they can be easily applied to any imge,
regardl ess of subsequent processing. One approach is called the
Least-Significant-Bits mpdification nethod (LSB). In this technique the

. L (LSB)
wat er mar kK n&gr %’éa@ﬁ’@eﬂﬂ'éﬁn&wm%’kinﬂ teghnigyes opgeai@ In the sratiad dpgain gh
channel capggi - NS i ! : efifsgnmul tiple
times. Evenﬁlg}f“texrr%gtaglgé tﬁ%ﬁ%ﬁ@?@?@é 'g'ra g{)lngcg@n g&é”tegtréﬁ?@gﬁs, aggi ngl e
survi vi ng waheelehdamamy ledc.bk furthesikeyrisslieais the sekextioh SBtheipixelst bidcas,
however, despjte . its sigplicity brings host of dr acks. Although it may
Corvive' o aRLraSTaNT SREiAn whedd bEWATEAS SopHie BETI%SHo! se or I ossy
conpresggon will totally renove the waternmark. An even better 25 attack is

sinply to set the LSB bits of each pixel, since this would fully renove the
wat er mar k wDehiraklyl a wiatérmarkjisembeddet én arhiast imagel by anodifyinghtheninage once

t he enbeddi ng,al.gorithmis. kno t he enbedded .wat er mark can be .easily

di scover ed. SRS Mesiftcation 1 e imdas:Ate AtsiEE; SR ST ientiiity”is
pseudor andoghé by mastirhpsrtint réquiRirRents 18 irhAge WateinSarkivgbsystsiRs. ARb,
enbeddi ng 30 based on a given "seed" or key. re advanced ‘spati al donain

net hods exi desirably,3he watermoark shoulbbe bped taorememado f'alfdtl jues. Anot her

di sadva{bt age of spatial techniques is that the enbeddi ng techni que for
produci ng t hem cannot be published w thout nmaking the watermark nore easily
renovabl e. \We aoWliréview, somi@ Rhows wateanmaring freghhiztiesiin nelation ¢o thdskitadl t i n
the spatial donmain, as it is 5 hard to distinguish between snooth and noi sy
regi ons. (29e$H€@@te Cosine Transform (DCT) domain wat er marki ng has been
wi dely studied in the context of JPEG and MPEG nornally in the

m d- f requency AC conponents. Enbeddi ng operations in the DCT domain are
of t en r obus(1)tSpatial dmaGirewdtdviPiatking ligthesmostistraightforevard weatermarkamn r esi st

JPEG MPEG at t ack ily. t i in DCT d i f t h

p05s: bi 18 t y S5RnKREeAd a0y Sacs o SPATALALTn oG UES AMEE MY Gt b . so
as to mning t i tid t 1 i i n

TS by TR AIER D s iviage, IeGRrdIERYEY SibsRlLRN BHIISHE ST he
wat er mar k oappreachids callest thed eest-SignjicantBitsl mgdificatiommetihoth (LSBY lenbedded

in the lowjfre nc coefficients.,in onai n.. v.el et domai n
t echni ques %&%P'#QEM?%FSM%\}?Pseréggq]%%rﬁgmn@%@i'Hé)ho,%rgké\ﬁ‘o'mm'ch has
been popul agd ther@d bavigh Bharms €apacieeand agmall wa@ﬂhrﬂab%ame Wavel et

analysis is usually based on nmulti-resolution analysis ( ) whi ch anal yzes

y based . :
an i mag® i nembedded myltiple timesy lrviesyif aoshehthesaobiegiepes lost dHet®r m consi st s
of amltis spatl.al - M ANo) i . into four
pands such Sedss’ B3ndle sUARIHG NN ARGRTRGT beXbritladtEd WBitest 58, 1 0
HH. The MAsulsstitutiorahoblewernjidespiteits airhplicitylhyriridfs anbostofelrawbatker efore, it

is helpful |p managi ng a good sel ection of termark enbeddi.ng | qcations in
the. or | gi naPNRGHETT e S e dranegaatins SusBras FoppLOL ANY BIARRR, ot 5 ar o
al 50 key, I MndiBe of ey ~bnstaRLiBh wit botdl Ao H-AERRMar iiByen Bengomi n
wat er mar ki ng al so has the advantage of  robustness to JP conpr essi on.
30 25 attack is simply to set the LSB bits of each pixel, since this would fully remove

the watermark with negligible impact on the original data. Furthermore, once

the embedding algorithm is known, the embedded watermark can be easily

discovered. An improvement on basic LSB substitution is to use a pseudo-

random number generator to determine the pixels to be used for embedding

30 based on a given “seed” or key. More advanced spatial domain methods exist



4 (4) Most watermarking techni ques encounter serious problens in extracting
wat er marks after an affined geonetric distortion, i.e. inmage rotation,
scaling and translation (RST), which is called m s-synchronization. For
tRis reason Mellin-Fourier Transform domai n watermarking techni ques have
been 5 introduced since this transformis invariant under RST
transformati ons and even their conbi natison and pernutation in any order.
Watermarking in this way may al so have the advantage of conbining the

wat er mar ki ng enbeddi ng process with nmethods dealing with sol ving geonetric
di stortion problens. However, one drawback is that this watermnarking

techni que i ncreases the 10 coaneX|t of watermarking very nmuch so

practical alPepsHehascogglationhasediaelnigres.fyother disa Y%Ptégeﬁ?mpﬁféﬁ“

di sadvant ag ljgt y of the
wat er mar ks. %fhélqﬁ'llgna *'?aﬁg'gée(ﬁenﬁe on f@ﬁnfq%i%%&@gﬁ%%ﬁ?ﬁ%ﬁ%tﬂer mar ks
relies on hpuolishéd weithetut nididng the watermarkvnidee gasily ssrdovalde! cddditipres used
Wi t hin that vvorkspace sh Id| ea nour Hupan Vi si on
Syst em ( HvSpdaptygayater ﬁ %‘ﬂé‘%@f@é’sﬁ%& ﬂ'@osRﬁz'Péa g%rral ns are
directly baﬁsﬂh t‘aruulti@u.myewbﬂneﬁﬁoaﬂhearﬂﬁﬁéw%d|bﬁ§n fr equency based

mat hemat 1 cal funct Al t hough sone known wavel et wat er mar ki ng 20
t echni ques sel ect the watermark errbeddl ng |l ocations in accordance with HVS

b | ecti t iy K ' th

{achni ques (3 IReI o5 e FRBHPTND Lol ahdiketa NERE: Boan WSS
guar ant ee t §igididdinth®icohtext of JPES i RIRE GInordfalFUATRE nig@ffrdduentpyent i on
The invention ains to provide new and useful techni ques for enbeddi ng

wat er mar ks £empanentss Bowegdingeperatiansin thed€d daneain@se edgnarBusider ul
devi ces, ig\rl\)llsﬁgf %@Q&Lﬁﬁ'ﬁecttoﬁ\ﬁegéﬂ €S0’ the w?te?rtﬁ ik Eé{r?Péélé’anlsE@h\?ﬁgGa' ms to

prOV|de appar at u or fecogni'si ng

wat er nar ks. aftacigemerebasis W¥atetrharkiny enDCIdamaipasfiess theaposkibitity of
(particularly, inmage data) is 5 analysed to derive a transform matrix which

eRcodes st ?ﬂ"‘?@ﬂéﬁlgl \yammaaﬁ Jirecilydn eﬂmpmﬁemgt &P asre miraIseAppl y: Ing
t t t
IS trans ﬁ{%érﬂ%ﬁ@ﬁoﬁ@i}ﬂﬂee F\;\%@J& bidv | 0 aﬁgﬁghtdﬁ%élgmby“ﬁé? drAdihsti cal ly

i ndependent “conponents I ng these
anpl i t udes, cemprets}smn pmhctrhhewsmleimpaet dfthe sfatenmarkton theiwatepphrked t o

obtain the water ata., The presenc he wat ermark, i s found by
appl yi nb‘sth@‘?g%;@f@h &‘&W?tﬁ"@@ 1], e’ﬁ'ﬁ%‘ﬁ@&ﬁ'ﬁﬂh?h 'tf'F?@ureQQYn‘otl&for t he
presence of cbdMicidptSintRE DCTABMaih.N contrast to the known wat er mar ki ng
t echni ques 8ESC?|‘I@@ gﬁove in which the transformfunctions are fixed, and

V\:hl ch are not fl exi bI e to various 15 types of inmages, the present technl gue

S s R R e A
oo
B

transf o?trs €6eadas. YVavalet apalysisin lasqé"u@asnagn myigeesplutionanalysis cA donai n
| G synt hos (AR fHicHPEAeN 266 pRfidablin LR e lene/ ddmaff The™t | 1.0 .1
many vari anavelket transioemveonsests bf amltuﬁalespaﬂaa‘reqirmcyIdecaﬁnplmlsﬂmrnf
Fof orred t 0ARETRER, & Ba e KNSRI A5 AhABR CBRESETAN, Uit RG] PeBeanal s s
o ent at 1 ono o e L R B o RB Wi Pt BY L 2 e
pri mar y2& el hsmah gyesatherefonglit is helpful in managing a good selection of

watermark embedding locations in the original image in terms of robustness

versus visibility. Wavelets are also key in the ongoing compression standard

JPEG2000, so wavelet domain watermarking also has the advantage of

robustness to JPEG2000 compression.

30



6 cortex exhibit simlar properties: they are |ocalized, oriented and
band-pass [2][3]. In other words, nost of the I CA i mage features obtained
by an I CA transformrepresent the edge details that are the nost essenti al
elenments in images, referred to as perceptually significant conmponents. It
is known that 5 when an inmage is nodified to add a feature which is simlar
to an existing perceptually significant feature, that added factor is
hardly visible (it is "masked"). Thus, Basing the watermarks on the
visually significant features inplies good inperceptibility. 10 The
distribution of ICA coefficients is "sparse”, in the sense that there are
few |l arge coefficients, inplying that these |arge values are statistically
si gni fi cant(4) Must hestenarkirg teehniqaes watcounter kerious prsbiers imertraetingshi ch i s
based on the significant features of the inmage, this | CA based watermarking

techni que iWalesbashs aftrliansefMagg geemplrie disterltian e ieagRirgtatione sealing
conpr essi O'Qnd%?bﬁaaﬁ?? giﬁgﬁ’),.%’iich W Edidd rﬁisﬁgrfdh?&ﬂﬁaw thiQ rb8Sor mage. For

exarrpl e, nost conven I mage operatlon renove | -Trequency
conponent s Mellinflegeier Jeansform adomdinwateemarkingsteghniquesmavedeiene qual ity of

t he vi d. t | f eat . band- in the md-b
Frequendy. IDBORIEAd RS HS taRSHTLAN e ANt AEReT R IcFARTAAICAR e o
weaken wat eg gy l‘h‘éiraéo‘?nﬂﬁﬁf}i]&ﬁﬁd pRFmatdtidhltin ‘UrdéﬂW@teﬁﬁBFl@ﬁ% i thiynd

therefore do not affect the present waternarks to a great extent.

Ther ef ore, way may alsedane the ativantapeof wambining the watermarking embeddingr i ous

attacks. If_the attacks. tr Q.remye or. reduce . the i ma uality wll

2l 50 be. af rROEER MBNEnoHs deBing itsqhing Geostlttislalfion BRITPEA’: [ ansf or m
i's preferablywboenénkldrawbask issthat tis Wamkingfteém&ﬁé‘ﬁfé'reaéé%e' S

sections of the host inmage. These patches nmay De obtained fromthe host
i mage at0 r seropiexity ofwatarmarking vegamuchrsst prastical asoption sfigueh ven set of 7

pat ches te LSt AV i t f. t. t irqugh ot her
ot anst denahBuBE i hotpd BResitie: Bl AR A Hoe S R T RE o 20 Pon
schene usesegsyotorshisie infetoaptibility of ke watdinrrks.i vate key to spread the
watermark bits to nultiple I CA features. The length of a WM pattern is al so
preferably kept as long as possible to reduce m snmatch probl em due to the
strong alt T ' ' ity L Syl ; [ only
appl i cabl eerlg@i;b?la?%éé'ﬂrgg%v&?qngegggﬁegétﬁpﬁgmyoj@)@%ﬁ%%&éqta%éégﬁg “g‘ﬁ essed

i mages.150pt eyesalTherefores the worlspace andeihedeclaniqbes dsedwithasthat and treat ed

the t t  host i t t Ki tem lied t
hem t non Wsase SBRdBJApRNCRE Seaglad based o Al FURIaP VISRD SERRT can be
applied di r(g-g&é)y HYWeVR, RHBP6 AR bobe-hBREsTed Wat%rﬂ?ﬁ'lﬁﬁgﬂ!bﬁéiﬁé gfd 1 On

met hod may be performed, in different enmbodi nents of the invention, either
enpl oyi ng tdiecablyibgised ord¥S, butitpsteast aneuderivedfrpro drequiency-beedi ng net hod

may vary acg ing.t i.ch o ese t roach IS, 20 be used for
det ecting tfﬂgf'%é?%ﬁ?ifwt' s'dé‘lyicﬂ@e%?q\q% kﬁ@ﬁ’&ﬁ'r’g‘beg%o‘mffeﬁ@ﬁ 0%r i ations are
possi blag wi feBhRiquBs seRepthedlvatdimark éfibeddinglieeatishsia dceokdehcePRitih cation in
which it is to be used. For . )
HVS by selecting certain frequency bands for watermark embedding, these
techniques do not fully satisfy the requirements of HVS and do not guarantee

the invisibility of the embedding.

25 Summary of the Invention

The invention aims to provide new and useful techniques for embedding
watermarks in data, such as image data, and to provide new and useful
devices for carrying out this process.



exanple (i) in the manner in which it is determ ned which of the encoded 25
val ues the watermark should be added to, (ii) how the waternmark patterns

are generated, and (iii) howthe waternmark is added (e.g. linearly, or
non-linearly such as by nodifying certain of the encoded val ues so that
di fferences between themfall into pre-selected ranges). 8 Specifically,

a first expression of the invention is % nmet hod for enbeddi ng a wat er mar k
in data, including the steps of: (i) analysing the data to derive a
transformmatrix for extracting fromthe data the anplitudes of
statistically nutually independent conponents of 5 the data, (ii) encoding
the data using the transformmatrix, (iii) nmodifying at |east a portion of
t he encodedThainrvemionduaherainsitarpopidenawhand ygeful methedvand gepaeatdsit a

usi ng an inyer - matrix to obtain 10 watermarked data in
whi ch the mgoﬁééms'bgﬁ?%&%@%@%g%edded. Anot her expression of the

i nvention is the nmethod used to detect the watermark i nage fromthe
wat er marked data. 15 Alternative expressions of the invention are apparatus

havi ng meani genergbtermspthegnvertion pieposes thatdatatnargedlarly imagerdata) i | t he
A " . _ . ; ool umi L

oot 1 ona Ty gnavedicashiatihshsin Akl RARRAAcUEs Buaishlafy AlGIRE . 00

circuits). rideBendéntsmapondntsof tie data. Applyiresthiy tarsford tb ¢ae dates of t he

oY orbnce VisaHE S o ok sl ndepdncart SR e 1
watermark is added by modifying these amplitudes, and then the inverse of
the transform matrix is applied to obtain the watermarked data. The presence
10  of the watermark is found by applying the transform matrix again, and

examining the result for the presence of the watermark.

Thus, in contrast to the known watermarking techniques described above in
which the transform functions are fixed, and which are not flexible to various

15 types of images, the present technique is “image-adaptive”. This may make
the watermark hard to remove (to “attack”), and improves image
imperceptibility.

Preferably the transform process is the one commonly known as an

20 Independent Component Analysis (ICA), so that the transform matrix (the ICA
analysis filters) performs transforms the original image data (the "host image")
into the ICA domain for the watermark embedding, and the inverse of the
transform matrix (the ICA synthesis filters) transforms it back into the space
domain. However, many variants are conceivable of the ICA process, and the

25 present invention is not limited to the use of the algorithms which are
presently referred to as ICA.

Particularly for 2D image processing, the ICA analysis and synthesis filters
have the properties of spatial-domain localization, orientation and frequency-
30 domain band-pass. it is well known that the primary cells of human visual



Fig. 1, which is conposed of Figs. 1 (a) to 1 (e), illustrates sone
properties of an ICAinmage; 25 Fig. 2 is the flowhart of a | CA-based

wat er mar ki ng system which is an enbodi nrent of the invention; Fig. 3 is a
flomchart of an I CA feature | earning process which is part of the system of
Fig. 2; 9 Fig. 4 is conposed of Fig. 4(a) and Fig. 4(b) which
respectively are a flowhart of an | CA-based wat ermark enbeddi ng process
which is part of the systemof Fig. 2, and an illustration of a
classification of ICA coefficients performed in a step of the flowhart; 5
Fig. 5is a flowhart of an ICA—based wat er mar k detection process which is
a part of the systemof Fi Fig. 6 is a flowhart illustrating how the

enbeddi ng pfi%@ég’dﬂib'tlsi"g%ar &fOPgﬂ'&ﬁdth@Y@iﬁ lpgalized) orinted a@@rﬁﬂ*@s%@?ﬁ I rrages
Fig. 7 B“@d«ﬁ%ﬂ
plrgcessI gf ag]@?_v‘ét}gg%r e aphf 8??}?% rﬁﬁ%é gé?tg%t'égﬁ%g\ﬁb n°the process of

Fi g. 6; Fi gtrafisformuepreseat the ¢dge detaiilttha:trare/ahehmﬂessémuai|emmannsrmduced in
t he known JPEG2000 rithm Fi il tes | CA coef.f] ci ent r oduced
e per o e aAs, deler e ipam RereaStualv.aianificant compoaaRETtis KapRMIRAEn | o
conposed of | W@Aficlk Hil@gtcﬁ‘ﬂﬁ' SREARG N9
process |n \g}ﬁ?urtmer en%qﬂgdrr'g%tg@% ?defé?h\r/rgntlgnw%etlm | ed Bescrlgptmn of
t he enbodi npatcepfally significant feature, that added factor is hardly visible (it is

"masked"). Thus, basing the watermarks on the visually significant features

implies good imperceptibility.

10  The distribution of ICA coefficients is “sparse”, in the sense that there are few
large coefficients, implying that these large values are statistically significant.
Furthermore, since the watermarks are added in a way which is based on the
significant features of the image, this ICA-based watermarking technique is
robust against any image processing technique (e.g. compression) which

16  does not inflict significant damage to the image. For example, most
conventional image operations remove high-frequency components in images
because of they are not significant to the quality of the viewed image, but ICA
features are band-passed in the mid-band frequency.

20 Furthermore, in general, attacks which tend to remove or weaken watermarks
are designed not affect major image contents, and therefore do not affect the
present watermarks to a great extent. Therefore, in the present system, the
watermarks are robust under various attacks. If the attacks try to remove or
reduce WM, the image quality will also be affected significantly, which is not

25 desired.

The ICA transform is preferably found from analysis of a number of "patches",
that is sections of the host image. These patches may be obtained from the
host image at random. In general the ICA transform based on any given set of



Before describing in detail the enbodi ment of the present invention, the
| CA techni que for processing data such as imge data will be descri bed
briefly. Note that this technique is not presently known in the present
technical field: watermarking of data. 25 The I CA technique is a signal
processing nmethod that transforns a signal to mutually i ndependent
conponents in the conplete statistical gense. In inmage processing, the
i mge coefficients obtained fromone ICA feature (transform are
statistically independent fromthose fromother |ICA features. In other 30
wor ds, each I CA feature (transform, consisting of an analysis filter and a
10 synthesis filter, uniquely and accur represents articular comron
shape in thed hﬁ@@ﬂp@rt? hkﬁ‘tﬁg's Vlvﬁ%ﬁ‘%\ﬁﬁ dentdremdh 9%?&" ‘HQI‘F@ t from
ot her feat “I@-@%raﬁ?l’o?mg' nd of transformgives a set of features with the

a

| east represen Ion redundancy anong them 5 As an exanple, suppose that X
i's an observation nmatrix with each row x, as an observed vector. The I|ICA

t to fi f t wW dapt
| ar i ng. | BieBiabhy 38 PreRelt kA erareadiis BRd dBidbton Yhiehia Bses 8, oo
data Y 3 Wl -fndohségubrcs Wi ansndtkey fOapreadthe Wigérma bits to

Mat hemat i cal I ﬁ this i ndependence neans that the correlation (at second
order or abow u)le)fC/ArfgatﬂcesGﬂ‘hedengﬂw eraWMpattaﬁslfsalmarefataéplwkemrﬂs y~inY

' addl t1 ontong Assshh 5o edlet mismash HisE 4o R ESSRTERLocy S

| CA-t r ansf ofrgmdnmeensperationssual |y have a probability density function (pdf)
which is a very sparse distribution, also known as a super-Gussi an

di stribution. The properties of th|s probability distribution are 1) a

very hi P 2 | ue. r n, 2) a long
vory I g PRAK APARR' R oPbol Mpe A8 e raf imdbst T !
super - GausSeﬂenaﬁbldltetalnymmmpreséedlbwgw Optionalld, the compressest insadésissi an
di stribution {shown as "line 2" [ b) shows an exanple of |CA

. Figure 1
coeffici ent%a'?ahﬁ decgmpiegsed and zie@}@pr%‘g'&fa&ﬁj hestinrgesnthe samg
super - Gauss I LA
ot oper 1 oo NAeraPkihg 3ybichT call B BIPIEHHS fierh thon el Ban He' cchfipleteed
coef fi ci entagdiavAltermativélys the methodscanviee applierhdiréctinon the &imprgssedent
i mages; | ar ge _nunber of coefficients have small values. These would bring
sone behefi &% wat er mar k enbeddi ng and detection. Although the |ICA
transform pi cks out many kinds of different |ICA features from each
i ndi vidual image, they all have in conmmon that that the features are 30

spatially oThemaéermaJhrWtemmsuetrmdnawel performed; in difereént espadimentand 11

cer tai - angpiage yartiee: EteTebleRlng BhdoidalBosf biade 17 it OBiGER R * 1

el enent s orembegddinganethodhmag vahynacdardingae whithbftheskitwdl approdstsess igre al so
matched with the primary neural cell patterns in the human visual cortex. 5

It is 8w b hevsed foisdeteqting s watermarkyj sual stinuli fromthe retina of
the eye into many different conponents. These conponents pass by different
tuned channels fromthe retina to the cortex, each channel being tuned to a
di fferent rAsgdiscussed undqatan@elov{l,%{an? valiatichscarelpusaibile within the sdopa of

t t.he | d e
conponent | the mven]hon accordmg 'to the g{)SIicatlon in which it is to be used. For

example (i) in the manner in which it is determined which of the encoded

25 values the watermark should be added to, (ii) how the watermark patterns are
generated, and (iii) how the watermark is added (e.g. linearly, or non-linearly
such as by modifying certain of the encoded values so that differences
between them fall into pre-selected ranges).



Its location (corresponding to its co-ordinates in the inmage domain) |Its
orientation (corresponding to a phase in the Fourier donmain) A spatial
frequency (corresponding to a nagnitude in the Fourier domain). 15 A

per ceptive channel can only be stinulated by a signal whose characteristics
are tuned to its own characteristics. Different channels have different
characteristics. Mreover, according toghe perceptive nodel of human
vision [5], signals that have simlar characteristics use the same channels
fromthe eye to the cortex. It appears that such signals interact and are
subject to non 20 linear effects. Masking is one of those effects. Masking

occurs when_a S|g cfannot be seen because of another _si gnal with cl ose
ﬁ'?yét T OBr?glt

charact eri S§P€§'f Irgt @xRyREsi kg inveption jssa mgthodforigrabedding@ eri sti cs
of a conpon y match the 25 properties of
features i nﬁl{é&\e éﬁ\hﬂ’éfnazwu‘j'hﬁo'% §te%§ed i mge features obtained by I|ICA
transformrepr es(ahanalyemgctgedlat&to derivena tlankforaetatrixsfor batractirg from nost

essenti al in.i | 1y, Si i cant onents. .-The
features ar Lh% ?ﬁ"ﬁqggg?o B’?'SEC%@) HJ&\N@ ’é‘;weﬂgcgﬁ@??’éﬁﬁformw
for a typicle 4af@0e, and Fig. 1(e) the Fourier transformof it. In both
cases 12 anplitude values are represented as grey-scale values. Fig. 1
(d) high anpl it ufigengedingtthe datanisingdbe transfagm matred, hi gh anpl i t udes are
dark. Referring i, i . e et which i enmhodi ment o

invention of 5 e eﬁaﬁﬁﬂggﬁ&%&ﬁ&%@w‘ 8*%?@%9@?#%%%&@?@“‘

i | lustrat edpaté@ahdcal |y, acting on an i mge taken from a dat abase 1. In a

first stage of t he enbeddi ng process, "I CA feature |earning", the image
from t he dat abasévideepdingthesjata using andnvesse gtthe transfermaimateix to ghtain

w i rolty cNeSPhsRRed et MYGEA e Mo sBRMTREMBRIGIE, 10 1M ococe.

"1 CA- WM enbeddi ng", the | CA transformis used together with the image from
t he database 1 to generate 15 | CA-based coeffjcients (by a unit shown as

7). A wat er faPther expiessiqn-eifhedayeionds the Rethod uged todetect e d dat abase 5
are used by gatermark pattern, which is
conbi ned bngtétfmét’ki'ﬂgﬁ as ftwaﬁ]ﬁﬁ'ﬁfé‘qa based coefficients to form

wat er mar ked coefficients. The wat er mar ked coefficients are then transforned
by a unjtgth 1i{tUSi rttlaﬁt he |nvers 0.1CA . transformto Br oduce the, watermarked
i mage. Ghee tHINE teéPF?aﬁSM? §NyRILiop ALE APRALAtUS BVING PEANS I Lt i nt o
the public gefBiniingthestepstofithiese/ HetRbds/ 1§ PAHRUARItHePmeans may be a

conpr essi on/ deconpressi on operations, attack, and noise. 25 t he
det ecti ng ppsessing' devicevimot Becessasily a single physical unit; thlplnaﬂytiIhecesm ng

st age, perf V. i any distortion
it may haveB{de%g €e@g¥tr¢%t gaém 4fﬁ§|§ﬁ§}ﬁ8§/’e{ﬂ%l ’Eg%ﬂr?g?ﬁ‘? ?'E%‘f{sé-i stortion,

di gi tal -toanal ogue or anal ogue-to-digital effects, |um nance variation
effects, etc). 30 Subsequently, a unit 15 uses the |ICA transformto convert
the water magked 13 jmage_into warped watermarked data. A unit 17 uses the
war ped 3tht eBhat Regcrpiion ofthe Rguigs er nar k pattern to produce a result

i ndi cative of the presence of the watermark in the watermarked i nage. 5 The
procedur e Oprareaal fegtutds of thaliméhtioRaNillindt bé dbhbﬁb‘éd Fbefhel dukEit- 3, as

follows, where the left of the figure gives the process steps and el enents
on the ri ghillustratioreonlygwite referenaer tattbetfgltowing figused inswhitht hose st eps:

Fig. 1, which is composed of Figs. 1(a) to 1(e), illustrates some

properties of an ICA image;
25 Fig. 2 is the flowchart of a ICA-based watermarking system which is an
embodiment of the invention;
Fig. 3 is a flowchart of an ICA feature learning process which is part of
the system of Fig. 2;



1) In step 21, an inmage, such as image 10, is used to generate patches 20.
These patches are 8x8 pixel arrays randomy selected fromthe i mage 10. 10
Twel ve such patches 20 are shown in Fig. 3, but in fact nore preferably
thousands of 8 x 8 inmage patches are randomy selected fromthe inage in
order to cover all kinds of inmage shapes in the inmage (note that an
alternative to generating the patches rgndonly is to obtain the patches
regul arly bl ockby-bl ock, e.g. by selecting blocks in turn adjacently from
left to right and top to 15 botton). 2) In step 22, the 8x8 patches 20 are
each vectorised into respective 64 x 1 colum vectors, and the vectors are
used as respective colums in a data natrix X. Thus the matrix X is 64

el enents hi gh anfiighdss gompased affig Hapand Fig, 4hkwhighdegpeelivebtaiend equal

to the nunb eOf the
mat i X ar oueiaREE 8 Feadhactlneorinane bibedding, piBcs s AnRpHe TRT e Cach
row of the spstpacof F/lg z;emd ah |Ituwat|omwf ataladsificatianrof dCAi coefficents x; t hen

subtracti on frome Eﬁ rrents of each colum of the m)dlfled matri x
of the respB@'EfPVBe Cuhﬁﬁt. This results in a matrix of

"preprocgssed i npge 5ﬁ§ta°ﬂftﬁﬁchdrf‘of’% m%%séé%téfméﬁk%é@&ﬁbr%rdé@éé'rms have

zero neans. 4) In'step 24, "PCA pre-whitening” is carried out, in which the
data matri xwmafslsmaammtl‘amtw qfdig.c2;mi ng a princi pal conponent anal ysi s

(PCA) to renove rrelatio eC|f| L | vvefl t ohtain the

covariance matri gcg\r, W%C%ﬁ'i"tfﬁ"atg‘gah%‘ﬁ Jpgywcf’ﬁ%ﬁ Elﬁsa nits 64

ei genvectorsan@mﬂcéﬁ)btecaﬁﬁuédwblcbmyrégséaaﬁﬁagesv whi ch has these

ei gen-vectors as regpectlve r ows. 14 In statistics this process is called
i

2nd-or der de-cor Fig. 4t s éflowehartiflustrating hew the ICAhased WM Detaeion to form a

out 0. 0 RroHeEBF P, ' Ve hoPlied 4ot (i Shtginsin b e dr G E '

| earning us@s the data matrix X to forma 5 dem xing matrix, dwW The r ows
of an output matrix dw.x X are as_jndependent as possible

Y given by Y=
when the system Fi@g. @dH&W%}@ﬁ"t‘Ult"fﬁ%O'Hﬂ?’P WVSWPQGE'PH%SBF%UCG dda i the

input is 2n 6) In step 26, "ICA feature formng" is
carrled outﬂt%wﬁr%o uce a ngtebﬁ'gnW(the "ICA transform’ of Fig. 2), given by

= dWx V. The thNsQ ithfistrdtes @A raoeffiicris peqadureerfrori4hé %vetat@befffaertters of
the imge 10. The ' ersa transforn of Fig. 2 is an inverse matrix A
gi ven bggA shewn in Efg éq@f‘ alently A=V-'xdWI). The colums of the matrix A

represent the COngesllﬁoﬂﬁt'létﬂls%rﬁ&%e‘aydﬁﬁﬁ'fDB}Jaﬁ& 10119 il ilG8fhtedl the

matrices A and WIS 64x64 matri x. The Synt heS| S (set of synthesis
filters) A andoemgla;nsh@mdmg rocess inod flaﬂaarmbodlmeméoéyhe\myenmnl be used
later in the | CA watermark enbeddi ng and watermark detecti on processes.

Turning to Fig. 4, the | CA-based watermark enbeddi ng procedure is shown. It

i ncl udes fi pDetsilcdd®escription)of e efibodifentsg t he host inmage in the spati al
domain, 20 (32) TCAtransforming the pre-processed host inmage into the | CA
domai n 2 derive I CA coefficients, by making use of the analysis matrix W

(32) vt o TRl B ARG OLLE AR ARRH bR Esel ChleA L mETCR |
t he synt hestethmime for aroc(e%tngmaaspcbtassmagg data wikbe mscalbedibnaﬂyl W now
25 explain }\I ﬁta?ttt?ig%schnrllqt?g Is nclt presently known in the present technical field:

watermarking of data.

25

The ICA technique is a signal processing method that transforms a signal to

mutually independent components in the complete statistical sense. In image

processing, the image coefficients obtained from one ICA feature (transform)

are statistically independent from those from other ICA features. In other

30 words, each ICA feature (transform), consisting of an analysis filter and a



Pre-processing in spatial domain (stage 31 ) is performed by obtaining the
gl obal nean value of the host inage, subtracting it from each pixel val ue
of the imge, and also recording it for imge restoration |ater (step 36).
The host 30 image is then divided into continuous bl ocks of 8 pixels by 8
pi xel s (step 37), 15 illustrated as 30. The nunber of such blocks N
depends upon the size of the host inmagesgas shown in Fig. 4, Nis 64, but
the invention is not limted in this respect). 5 The |ocal nmeans of these
bl ocks are obtai ned, subtracted from each pixel of the blocks, and recorded
for image restoration later (step 38). The 8x8 pixel blocks are vectorized

into N respective columm vectors, each having 64 conponents (step 39), and
the N col unﬁ%nthéﬁlﬁ(ﬂt@f»wlﬁly aﬂ@@@FH@tereﬂrQ%nﬁ aRafticularzommomnhe | CA

transform ( : ! d : i j I mat ri x
Wio data napargiriine,isetlerd Wel'aRy if AR Wiy WhioHTs Yeh/Hireldpt oK Tber ™ ¢
the matri x featoese¥hisrkdndof transfaoh givesca setof features with th€4eastef fi ci ents c.
The 64 coefficients . c of each block are normalized to zero nean and unit 15
vari ance wi [GPres@ntation regundangy ameng, nce recorded for |ater restoration
(step 415). We turn now to the watermark enbeddi ng stage (stage 33). Sone

i nportant issues here are the selection of | CA coefficients for W

enbeddi ng, Akarcéxdropleusappase that Xiis patabsenatondnatiixi withheddh sewanas wi t h | CA

ffici L fi 2 f h mbeddi
e na Bnohsefved vertor TRBEH 85 & nd i faiisrdfth Btk BV fo8dnt . S
in step 41 a8t d%@-béﬂ)ﬁ\lék I%ahﬁg?'sﬁﬂtﬁa@]gh@ﬁﬁﬁﬂﬂhﬁédW_égfiﬁlrff?f dfr?rovbé‘of)ﬂ\‘éer to

fully utilize the 25 nmaskin 'fects_qr i npercept i y in this system
two schenestrapsfossedstata Y »WxXare statistiealyrindependantiiomipagh gtherdescri bed

here as,f ol . u [ ' ' Li m e chenes and
many ot Hﬁar é@ﬁ@?@gl'%& gﬁshﬂ%&e@gg@é# ﬁ%é&%ltﬁ%{ﬁhﬁgéqr#i&fci%agg'g?ﬁ ients to
wat er mar k  eshiddrpbve) ofldnyudclions freamt trahsfoyméd data g el @i Yoh#ijs based
on the energy of the I CA coefficients corresponding to every |CA feature.
The | CA analSyaqual i geed; frlidsf8V¥ Gt i ons are sorted in the order of their
coefficients' energy (variance). The functions corresponding to | arge
energies are put at the 5 beginning of the list. To explain, Fig. 4(b)
shows a typirciA-tased image analysis, PAaddition ta trentempiventahindepesddnce, he | CA

coefficientg of this distri ion according to their ni tudes, ipto three
ol asses!s Thinecapiiudesof ool JeAtEarsia st SampoRamu Ay TRyaia B@BabIRh ch
means t hat ﬂaﬁé"}}ﬁfgv@gg&?@q W'Piidh”iggléiﬁ%b%?éé)@&r(du%ﬁeal@é%ﬁﬁfﬁ' d¥goperations

try to avoid re arge | coefficients). However, this may
occasi onal | gupen:Gaussisn glisirileutiosc {Tde propértiestaf tiie peolability distribefien amn

detect on TSP TR Al P S BB o e 2,
great er t hamilC4lSpearingratithe! fvé erfes! Fig@ﬁéﬂ(@rﬁmwp{cm%gﬁﬁ@d‘dsgﬁn but

their nunber is few The coefficients |abelled as class 2 15 have mniddle
range nd@ni distiutiop(shewa ast'line 15) epmpaesio Gayssiam distrétion{shewp@sr el at i on

| nter f er encalesyuuely LoV shIBGIh LBl rdEn dalifGohi@lardgS Ricgaggpect rum

met hod) al t houg y are’l'ess n Conpressi on an t ass 1

coef 1;] i cikent eorréi}ﬁr&iir?g Eisedgrian} \]ynhs sﬂﬁ@-@uuslsfaifdisnm:tibmllmciﬁg%hbl ty based
on the known "self-naskjng" effect, that small, changes to | CA
coef fici ent (QaWBsBNJOtICE OHEEHGQ'QStOEéh%?W"H&PGSI(%Aa@cﬁﬁﬂﬁ'@ﬂ'ﬂ@: flave a

hi gher ener y Hﬁ Fgm > WGk & C sinclass 1
with | arge ?rﬁafmgﬂﬁ‘it"'uﬁ eés?.%fﬁgga Y, é'if;?%%ﬁ@f%rq%g@g}e %’%f%@mﬁ%rﬁg@ 2
coef f i c2®nt egpresenttimages; gYarge denguerl of soefficeerde have sthéiloralves. dhesek
e 10, WagIcL GG RS s el Ash SmBodaiig hd dedBofil. " eauency
Although the ICA transform picks out many kinds of different ICA features
from each individual image, they all have in common that that the features are

30 spatially oriented, band-passed, and localized both in the spatial and



25 smal | magnitudes, close to zero. They are the | east robust conponents,
and t he enbodi nent does not perform watermarking of such coefficients. For
exanple, the I CA coefficients with values less than 1 % of maxi num
coefficients are preferably not used in the watermarking. 17 An optional
enhancenment to this strategy for the selection is to select coefficients
within the class 2 which have further desired properties. Specifically, in
this enhanced strategy the I CA analysis and synthesis functions derived in
step 41 are ordered according to their three main 5 properties: the edge's
spatial location) orientation and its frequency magni tude. They are
arranged so that the paraneters of these properties change continuously and
smoot hl y. Féeaqesngyfiamaingd3l8ln it pihes wergs.deeyrare someredgesand bars with

| owfrequen : e ' ' LM
frequenci esgéa(trrté‘elﬂ5‘:ﬁ géﬂ}gégﬁggggﬁgﬁﬁrd&ﬁ% Eﬁg%g?f%%&g? ﬁﬂ?ﬁ\ee:"é pnziggélllaﬁ{e[rﬁse range
Ff 10 angl eler gggmcanpswsma(? W.iméﬁﬁingw, hese aw‘;erélt@maiméd with
ocations al so being placed adjacent|ly. The purpose of this arrangenent is
to nmaximi sethqw'maw%ab@&«ﬁ%eﬁma 'MHﬁBrYéwaiCW?’h simlar
characteyistics. The watermark patterns will be enbedded into a set of
coefficients with adjacently arranged functions, and this set of

coef fi ci ent i is sowlediewed that thé &V Sikplits visubb stimafi fiom thet retinaofithe eyass 2. A

masking threshold c al so _be app] i here for ar ant.eei

mer cept | b MAnYEHTHaEnt BBReRBYisc 108SS RemponeRtrars SREBEIeTtIHRed o der e
function |i ghafifi floR e ratiha %o IDEGHEE TacH thahnaf BEAY undPto & YFERERY
functions within the |ower-to-nddle frequency range Survive relatively
wel | under fespgetivwapmponeat{2][4lih). Iheahanacietstinsofiajeemponentiadie ng based
on 20 t kngwnI . Eil gegbour maski ng" effect: the small scal e watermarks
cannot ;\Q Ha_bf!f 8% of ot her | CA conmponents obtained through nearby I CA
features wi{h & |Bbatn W@Ebﬁdihéttb% cRLordirtited fY theNfiage dcdigih) Anot her
inportant part of the watermark enbeddi ng stage (35) IS the 25 generation
of the wat es miskorEntatioméoriesponding do iaghasst iartheFoudebddhainy), it is
beneficial to perform sone pre-processi to format.the termprk bits (0
or 1) obt i AbaPaUE HedEn ekl castisRo8a g 1 a haghtige i B Airks oAl k
patterns with certain properties. The present enbodi nent enploys a "spread

spectrunt technique for generating the watermark patterns, which is 30
conmmonl 16 usAdereeptive dhianngscat oplyreastinulated;by acigral avhnsekthagactarigliss poi nt

Cr anst or m rdie GRetande Soiy RARR el 0 Re Bt SRAnGBS R A G8 T urh pac ¢ or no.
A private kehyaradtepistivs. dderdovek erRRokdifg Y&t parckpthas irodel sElsumhan Visid® neke
possi bl e spread spectrum processing, I n step 43 (which correspronds to unit

9 of Fig. 2iPlviignalsdhatthavesiavlar chanactesisties pe the)samechasselsdfremdbei but ed
do- rand i ' ' , f Fig.

DS hese. seife MR UTat R dibaard fal Beh b= inferdElald S8 SONBEABSON 0, 7§

bits, t20 trlvedr@fiectd)Maskingis-drandf thosgieffettswiMaskinmy dcdurs svhed 4 sighabpecti ve

wi de-spectrum terns. Therefqgre, these termark patternps are
Uncor r of at RPN SeRsUhecRISe: A ArOENRGNA VWD Qs haiaetarRiee b abRe (o be
enbedded. Tﬁi'gﬁep W)qe{,%@gﬂg known as direct-sequence Code Division

Ss . [

Mul tiple Acc 15 schene al so has the benefit of ensuring
that the | CA-based watermarking is a secure systemsince only the party who

has the priyate k is able to detect or renove t termarks... Note that
the schene FotfeEhdiastariios ok 8 aarumdnant el us el ek ABRS Paeh the

optionalgd y propeitidd\6f featiRes i e ION frafsfont, mEest ICEOMagd icutliied wat er mar k
bits to inprove the robustness and extraction 20 accuracy. Because of the

CDMA) it i sobtaineddes KrAtranstoraniepesant thepdoedike orkaklikedetailadhatare t he

sane portio | ¢l : - erns for
di fferent \/\@te g&ﬁ%ﬁ%éﬁgﬁg[@r‘éé{é&ﬁ ﬁﬁbﬁ%&ohg\[&g g}ql&gg%ﬁéﬁj{tﬁhﬁ)oﬁ%ﬁ?er fere
with each oThefeatdfesNreesHoat indfFighoURil. 1 () sheiverarpalt obthiestransfolmnanfys t he
wat ermark patterns are real valued (or, rather, are gne of a |arge nunber
of intensi t?tXqu’%lé'%‘?ge?rﬂ@Eﬁﬂ-él(e) thediryriey tansfarm ofit-dp PRIk Cas8T ern i s
determ ned by a watermark strength paranmeter a , which is used as a control
variable to select a trade-off between watermark inperceptibility and
robust ness. 30




19 The watermark patterns generated as shown above are statistically
orthogonal to each other. This is beneficial, for exanple, if multiple

wat ermarks are to be enbedded in the sane piece of data. To inprove the
orthogonality of different series of random nunbers orthogonal, we can 5
optionally pre-process the patterns by standard 2"d-order decorrel ation
nmet hods, e.g. PCA, to make them uncorrelgated. Al though, as di scussed above,
the watermark patterns used are real -val'ued nunbers, the enbodi nent is not
limted in this respect. For exanple, 10 orthogonal binary patterns (e.g.
having the values +1/-1 or having the values 110) can al so be used. Sone
such known series, suitable for use in the enbodinment, are referred to as
" m sequenced3Mpiidealves awyiepresanted ge greyssealealiuase £ig. 1(dkhight hough t hese
t echni ques e PF 2 rggg : erns, Fig.
10(a) ill us?ﬁ‘gﬂfé@‘égairégﬁwqu@% or @a@éhg@ﬁlﬁg%ﬁ@gg@%%rﬁoﬁ%hi s techni que
an msequence is input to a unit 80 which al so receives a random sequence

of +11-1 bits_(which_pmay for exanpl e, be produced by applyin si gn
operation t%eﬁﬁ(@@%&%ﬁ!ﬂa%@ith? B@thﬁw‘tﬁ‘é‘g" I ﬁ&'m%}té’?ﬁ'é%lﬂ’{gnﬁo&é’ 0 20
means) . glhe ' IACH M M Qi Lpdidgatioon,
to genersat eeﬁbgﬁ@gdﬁgﬁi %@%ﬁ?ﬁgyé"%gmﬁ '\ﬁ!nclﬁ gaanqsgtugygge-ﬂag&*#aéd\}\gﬂ{deaﬁghrk
pat t er n. | nastirgpod antimagedakemfroln pdatabase bt ai ned in step 43 are enbedded

in the 25 I CA coefficients selected in step 42 to obtain waternarked
coefficients. Assunme the watermark pattern is a sequence of N nunbers are,

where | i afirdtR&RE6T the driBeddiig Prdcess, "IDRANABICarIg e infeigen D nary

val ue. The | CA coefficients are denoted as f(n), where n’s an integer
runni ng froffom the databage:i és Nsed by aHinit maiedasthde obtain an |CAetransfoemt s) .

suoh il "nand RBER Avetbe Pansiéity 5 SESERER RO I aBRIRG EEhRGREUR ch ey
Pr: u;ed [ s:dF%gfésM +i)=.f(j)(1+a~~,) (1 ) 5 Another enbedding formula which
y be use ;

In a second stage of the embedding process, "ICA-WM embedding", the ICA
transform is used together with the image from the database 1 to generate
15 ICA-based coefficients (by a unit shown as 7). A watermark from a second
database 3 and a key from a third database 5 are used by a unit shown as 9
to produce a watermark pattern, which is combined by a unit shown as 11
with the ICA-based coefficients to form watermarked coefficients. The
watermarked coefficients are then transformed by a unit 13 using the inverse

20 ICA transform to produce the watermarked image.

Once this watermarked image has been generated it can be put into the
public domain, where it is typically subjected to compression/decompression
operations, attack, and noise.

25
In the detecting process, "ICA-WM detection", there is a first pre-processing
stage, performed by a unit 14, of compensating the image for any distortion it
may have received in the public domain (e.g. geometrical distortion, digital-to-
analogue or analogue-to-digital effects, luminance variation effects, etc).

30 Subsequently, a unit 15 uses the ICA transform to convert the watermarked



f'(j+i)=f(j)+a~~, (2) 10 In either case, conbining the waternmarked
coefficients f(n) and those I CA coefficients f(n) which were unchanged
produce final |CA coefficients ¢' (in the formof a matrix C) for each

bl ock of the watermarked i mage (step 45). Note that it is inportant that
the watermark pattern is I ong enough to have a 15 good enough correl ation

| evel for robust detection. Qptionally,q40 enbed a watermark into a
particul ar i mage, a nunber of patch bl ocks (e.g. 8x8 blocks) may be defi ned
wi thin the host data with the I CA anal ysis bei ng perforned bl ock-by-bl ock,
and in step (44) any given watermark bit (0l1 ) is encoded in multiple

bl ocks. The, nunber of bl ocks used | el ect, based on the, size of 20 the
host inage.'"B&?eﬁnFWﬁfp%cﬁWﬁerm?égeé aafané\ 'éfHEgEiUﬁEﬁ&%Wém%dam e nunmber of
bl ocks for i Pia . &,?@% r of
wat er mar k b\lwta gerﬁ%}%%@?iaér%ﬁed ’%Hgﬁ[gét;p lgt?;g)%@?]rﬁc’n(g&r 0 ?gg slt ?g%dggg%
wat er mar k bihie, presgnce of thecwatesmark indthetwatermarkeddmageper wat ermark bit. 25

Anot her way to increase the robustness is to cluster several watermark bits
together to share watermark patterns. For exanple, one watermark bit may be

enbedded; i NTh&DrOGERIFEBF KdBBHVEITS et Neb ARG i illistated 9P FRE DY) laszero (0) or
one (1 ).Two watermark bits nmay be enbedded in four watermark patterns ,

whi ch r espefollows| wheeptheslefttof due figure givesithe process stppsand elemantsotat er mar k

sossibi 11 11 WEMGHBRAS: AU lirate R eE i oL AREE 3RS L “EPTe. ' The 1 ength
of the wat enyRrdtep @1t ahihagBCsGetEas imagd 10, isdused tolyepepatergdteiies 202" ), and

so the correglation is nore robust. In such a way, the detection rate for
each wat er mhiRsepatches are B8 pixel agays sandomiysiiesied fiomthe imAgeh®edded i n

t he | o] t f : havi ng an
ntens 15 whieRe uch pBis 203 sBORRIM Fid & but YRS FRFEBRERISRIIEY "0,

maxi mum i nt thasisands ob8 xAB image/ paiches ane randamly selddied froaotheoimagesinhavi ng an
intensity nore than 30%of .th ,integ@ié(%/%_of 10 the nts of maxi mum

Nt onsi 1) | OiSPEdR CoUer Bhangs GEIrEq Bherds g e (EPEBat an altemalEor
oot {1 ci ant & SN In BACNBO AN RIe o BbIeRTHE PRt R MR T,
t hese are t bydbidok el bysejecting blocksninitusn adjacentiyt from IEft thyighbang topta he
synt hesi5s ng(t)t;“i)rﬁ).A, which is the
2) In step 22, the 8x8 patches 20 are each vectorised into respective 64 x 1
column vectors, and the vectors are used as respective columns in a data
matrix X. Thus the matrix X is 64 elements high and has a number of
elements in the lateral direction equal to the number of patches 20.
20 3) In step 23, the rows and columns of the matrix X are processed by:
subtraction from each of the elements of each row of the respective mean of
that row, to form a modified matrix; then subtraction from each of the
elements of each column of the modified matrix of the respective mean of that
column. This results in a matrix of "preprocessed image patches" in which
25 each of the rows or columns have zero means.
4) In step 24, “PCA pre-whitening” is carried out, in which the data matrix X is
pre-whitened by performing a principal component analysis (PCA) to remove
the row-wise correlation. Specifically, we first obtain the covariance matrix
Cov=X=* X", which is a 64x64 matrix. We then obtain its 64 eigenvectors, and

30 form a whitening matrix V which has these eigen-vectors as respective rows.



i nverse of analysis matrix W such that Z2 = A x c¢'. Stage 35, of
post:processing in the spatial domain, includes a step 48 of reshaping the
vectors in the matrix Zto form8 x 8 blocks, and then a step 49 20 in

whi ch each of the pixels of each block are increased by the respective

| ocal mean of that block obtained in step 38. In step 50 the bl ocks are
arranged to forma conplete image. Finakky, in step 51, the global nean
obtained in step 36 is added to each pixel value to obtain a final

wat er mar ked i nage. 25 W now turn to the | CA watermark detection, which is
illustrated in Fig. 5. ICA watermark detection is the counterpart of the

nbeddi d t t th nbdd mark from the
wat er rrar Ked n°§t§§%tw@§8a oo Rried 2nchprdst GBraTGIPLAN. ThadAte AEE dboen
rocessed t 22 The
Broceéﬁre Io% t he %e%&ectlgy%lrfg(r:@?sﬁéw X’@W@H’S 5 mc’f udes the general
stages of: Py ms,iep(zés 8liofgleaoninghisecestie éd oﬂt)re @guthe dilgaridhin calleddasth@Aibyage
while it te fQ, geonetric
di st or i on. A@PGHORRENIBETBRE blesthith ssae TroBaroradix & 425 o,
| uni nancg 5d@m3¢|ﬁg ﬁ?étn@rawwhéhom P ahf SUtFBCBYiX Y Qiven t&% dW ¥X9are? (Step

60); pre processing in spatla domain (stage 61 ), "an | transform (stage
62) and wat @s indepepdentas pasgibleawkesthe sy&tem is nanvengest nidtehmatriodW isot

Chor o7 o5 SRREOGHA Beloubd eobbBt §%nd;BRR7 L BerBIl e O e o hg (ot ago 61 )
is exactly 6pirestap 260&QX féam%ﬁﬁingg |90¢amedlmm@ retfucki dmatrix Whdhéesul ts
|n|sadata matrix 2" whi ch may not be the sane as the waternarked

data matri x I@A transformt e&Figc), Q'\éﬁibhbmr(@ﬂdg\! 6he rews Oéﬁkﬁsmmﬁ Y6is matrix
Wis ”Sﬁfl ! Rprb S Te B AOUR @Wt?ﬁ?&smhé%gﬁedl%t ‘Th{e mve} é\rﬁéef@ﬂﬁi éf g g?;;: ¢’

= Wx Z" Zero nean an varl ance rmar

63) | CA coEﬁé anurwurse anatris A giver thyi A =W ob éqbivaRMtly e=\FhrawWihetned as in
step 42 of Fi enerated I n step 65 according to

g Vﬁternarkpatterns areg
sane key an€® @ﬁsrﬂftt 8 datex Afepresent shg coprpgponding B¢ 1Ay sYrshesis t he
paraneter a t t er mar k
Dot torn -, -ncliong. EAUERY e (FAVELS X dnd FIs P BARSA Mt T sitfel 0 1o (e
fornul a: 25matrix (set of synthesis filters) A and analysis matrix (set of analysis filters) W

15 will be used later in the ICA watermark embedding and watermark detection

processes.

Turning to Fig. 4, the ICA-based watermark embedding procedure is shown. It
includes five stages: (31) pre-processing the host image in the spatial domain,

20 (32) ICA transforming the pre-processed host image into the ICA domain to
derive ICA coefficients, by making use of the analysis matrix W, (33)
watermark embedding onto the ICA coefficients, (34) an inverse ICA
transform from ICA coefficients back to image intensities by making use of the
synthesis matrix A, (35) post-processing in the spatial domain. We now

25 explain these stages in detail:

Pre-processing in spatial domain (stage 31) is performed by obtaining the

global mean value of the host image, subtracting it from each pixel value of

the image, and also recording it for image restoration later (step 36). The host
30 image is then divided into continuous blocks of 8 pixels by 8 pixels (step 37),



Ns ="~ N(3) 23 whi ch should converge to a certain non-zero val ue
according to the central |[imt theorem W conpare the correlation value 8
with a detection threshold T. The detection threshold may be sel ected, for
éxanpl e, such that if we consider two different watermark patterns ~, and
~,' then the threshold 5 value for watermark pattern ~, may be the average
val ue of the autocorrelation of w, and qge correlation of ~, and w,'
Conversely, the then the threshold value for watermark pattern w,' my be
t he average val ue of the autocorrelation of r~,' and the correlation of -,
and r~," . This technique relies on an assunption that the simlarity of
one watermark pattern_1Q to itself_in terns of correlation is al

ys
great er t halustiaiedias IGelheoRYmbaRgESYRL Rigcksl Qﬁﬁ%}d&m%rﬁ@%{@@r ns. An
advant age o r t:l @ i det | 1O tque i s
That i 1 can B R (B Bl A B B e bt e el T
it can be pmspectied wi t hout knowi ng the original host imge 10. It can be
very accurate when detection is performed on the raw wat ermarked i mage,
because we adopt the CDVA schene. Under various attacks, |ike inmage

CONPI €SS ONThé IBEHE nibiaiisWfithede bIRKS afe BBfANTEd, SuBEACERN ForaQRichi gik&brs to
enbed and detect waternmark patterns to increase the extraction accuracy 20
dramat i cal | the blocks; anduecorsdsd fohimage testoration latee (step SBiafhe 8x8 pixal | | be
decreased af, the sane ti.ne,.hut this i.s a,mnor issue_ in, copyrdght

br ot et | on- BIohRE af Pectbrigsa e Mistbebie S VanoRapathoaifipfas (o be

i ncl uded i nchmponBhter(BRIP3IZIahad tHS N dbllimas GRsfrs Bpé plhRgeticto™rdq Nat t erns
were produced using the t echni gue shown in Fig. 10(a), the detection steps
65 and 66 afmatiX@.aced by the process shown in Fig. 10(b). In this case,

t he enc,Rpled bi nary sequence is obtained fomthe coefficients selected in
step 64.” This sequence is input to a unit 80 perform ng the sane function

as the unit THE IOA tFargforhd (stage 8R% i3 parforingdoby apglyingetheweigBiO(analyisity sane
random sequence used in uts the m sequence

s F%g 10&?29. The unit 80 thus outa [
used to proB@ex Whto dafadnatibuZdta torma madis Eqr MeKaA (step #Hk ERe PREISY bi nary
sequence wi biyiiafitE BBHBEHUTIIAG to Bablbock18Brdsiits BATCRICERAerte SN que
is not limted to watermarki ng raw I nages. er, conpressed | nages al so
can be treaThe 6dcaetificientstc ofreaphdblodihare nermalizedtto zeeameanFargd uBit 1 n this
wat er mar k enbeddi ng.. process., fwo additional steps are necessary. first the
Conpr estod FRRATISS Gt e originaliean cadapnanos reeBrd iRl TBR IO beddi ng
process is ((:’?Qé'shqy! out (step 72), and 10 the resultant watermarked inage
reconpressed (step 73) to give a conpressed wat ernmarked i mage with proper
settings of inmage size and quality. The conpressed i nages nmay for exanple

be inthe f P e imla e 1,ng
wat er mar k dﬂeg@{r ﬁ6\%@5@&9%g@%ﬁﬁ%&%rﬁ%iﬁn&ﬁ%%{s&%e ?ﬂ)cﬁ?g‘ééﬁﬁgéﬁgﬂbt 75 of
i mge de- cORBUES HefNaredihedelédlion ofdCAl dBYTRciEnisdo VWM epfitsstiiing, (thgep 76)
which is identical to the process shown in Fig. 5, %grt fromimage

conpr es?l onforauiationspfVivt paliterns @anddheir snedulations with Hed coeffitientsages, such
as geonetric distortion, imge recapturing, digital-to-anal ogue (DA) and
anal ogue-to-digital (AD) conversion, etc, may also intentionally or

acci dent al | in afitstistépéstemu2y obthiceslatermgrek ebeddingrstage (stage 83)akéy can be

corrected by .usjng. so S dargd i e restoratiaon nmethods a

pr epr ocessi PRIESHW 'Cﬁﬁ%iﬁgéoﬁg‘lcﬁgw{mé%%aﬁ‘ﬁgdﬁéﬁﬁ%ifpﬁ exanpl e,
25 i nmage no i hah i t il enovi n
geonet ?i C dlélgﬁoﬁrl%?%ﬁie ”3?8??'2?’“? ???@Piﬁ%teﬁgﬁgf P1 e?@r%trlﬁgg%gﬁ'ﬁ"%ﬁgrr‘%el S ang
pi xel |2fm nenaskingaaffdets:forimpdraeptibiitypinehiscs ysternntwamsichmes foraseldationD

process. The operatiopns. can be carried oul cordi to vent i .pnal
echni ques. Of ICACREBHS 6F rtpasiitats fesdrbrodE T aanoens BN AT he
embodi nent sindeatién RetbtaRier] BRHedE stifémes andimany biter seRemes may e

i nvention. Each of these variants is presented bel ow as a respective

enbodi nent develaped forseiedting the Wehwoeffigients tg watermark embeddingleel y conbi ned

as desired. In



5 summary they are: 1. Instead of the database 1 storing data which is the
original inmage, it nmay alternatively be transforned i mage data, e.g. the
wavel et coefficients of an JPE&R000 conpressed inage. 10 2. In contrast to
the detection nmethod descri be above, the detection nethod may enpl oy the
original host image. Preferably, this not only changes the detection
techni que, but al so involves an alteratggn I n the correspondi ng 15
enbeddi ng technique. 3. The techni que descri bed above of adding the

wat ermark data by a linear additive process may be varied, for exanple by
quantizing the I CA coefficients based on the watermark data. 20 4. Using a
key to select which | CA conponents are used for enbeddi ng water marks.
Enbodi ment sOaamosgibigstrategy fenthe selectiontis based ondheienesms et thed@A n det ai | :

25 1. Water LA~ r i di i n the

enbodi nment é@%ﬁ#’%ﬁ%ﬂg&@ﬁaﬁéo%ﬁ ﬁnég%@eeor??‘%ﬁﬁg?%'%@"&'at abase 1 are
ori gi nal i ngfRedis faittionsxeé sofediintheoder of tHuir Ssbfficibod! erReigy shown in
Figs. 6 and 7 a de-conpressed i nage in the pixel 26 domain i s used as the

host i mage (V@fianes). Wapefuﬂ@thr@rrqap@ﬁdwﬁﬁrl@rg@@q;g&srﬁrenwt@bther ast, in the
enmbodi t : I th I i id 1 as
shown 13 i eaHngEs (gl T8 el Fipy () $Rells g picHf bisibutichorIEA

tlr3 ansf oa n}adttanfﬁ@'en&s% bamgfhsdﬁy ﬁhé t?%bbeffin%tsﬂefmml i 'strh:lﬁdniamgmimgilt a

obt ai ne romif. For, exanple, the data_may nul ti-resol ution vel et
coeffici ent@%ﬁ"&n gﬁ’@&h{ﬁee%@%e% 0 F@%@sd%@‘;d&%ﬁlﬁs re

avail abl e i ; : i ' | ' i awar e of
10 techni qulgas\;éf.'glrg\lrgx r'g%shg t eﬁe% rﬁg%ﬁ%}ﬁg%%?é%%%tw e aenbtgbér!rlggtB g?i ng them
t o t he JPEGhDagefprocessingopevationsityko myoid remavingithmiiaege oA t hese wavel et

coefficjents e contained in.the database 1. Figure 8 is a typical exanple
of mul 10 cSetlicieB Houpuer. s fravSeasionaly sausd 2o pexpgristireipE o000

al gorithm ihbsHereRtd irtaPélation Betdttibn! Téreforel beffitients il cdass 1 afeé Aobet ween
adj acent |evels. Each |evel has horizontal (H), vertical (V) and di agonal

(D) bl ocks.desiredto benusest indhis watgsearking embodimenk\rar examplerthese verti cal

hor i sontal coapeient wi fales atéa P fhattadeofisRafiin LBetighiis e Bvall o age
of | CA f eat ntembeified] gt their peiriberie tew nTheicdefdients tabetiedastdiask2 e.g. HL

or V1, as the source to produce the corregsponding |CA analysis and
synt hests fhavemiddievange magnitudes.ou ace stilk significant IGA isafutese Their a set of

64 anal ysi sqdid |68 intdiberdce is much lower (which is more desirable for the spread-
spectrum method) although they are less robust in compression than the
class 1 coefficients. Class 2 coefficients also provide good imperceptabilty
based on the known “self-masking” effect that small changes to ICA

20 coefficients cannot be seen because the original ICA components have a
higher energy, and the “neighbour-masking” from the coefficients in class 1
with large magnitudes. Usually, 17"-48™ functions (i.e. class 2 coefficients) in
the energy-ordered list are selected for watermark embedding. The ICA
coefficients of class 3 are usually high-frequency features or noises, having

25 small magnitudes, close to zero. They are the least robust components, and
the embodiment does not perform watermarking of such coefficients. For
example, the ICA coefficients with values less than 1% of maximum
coefficients are preferably not used in the watermarking.



In each of the enbeddi ng and detection stages, the steps 7 and 15 are
performed separately for each block. In these steps, the filters
corresponding to each block are used to transformor inverse-transformthat
bl ock. 30 27 2. Detection using the host imaclLe As described above, the
enbodi nent of Figs. 2 to 5 does not use the original host inmage during the
detection process (so-called "blind detpction"). By 5 contrast, the

enbodi ment now descri bed does use the original host image in the detection
process (so-called "non-blind detection"”) This enbodi nent still has the
general structure shown in Figs. 2 to 5 but the detection process of Fig. 5

I's nodified by replacing the use, of Eqn. (3),in step 10.66 py the steps of:
(1) obtai AgplinkaleshaBgement Qs stra v ethgc eqtﬁ’ﬂd%,t%ﬁg’ct 2) |

subtract i ngedpbhtsWRHiR thd %Isﬁ%kﬁibﬁ'&%B%uﬂhé@déﬁ%d}ﬁo@bﬁ%s@“ to obtain Wi
patterns close to original patterns. Because the host 1nmage is avail able

i n det ect i oBpetifieallynincthiscemirareedrsirategyethiesl Gfoanalysisgmd syntipesiad spectrumni s
correlatio ca.cul&t L. on .carg ba reduc&d to a r@ni rmm bry subtracting the host
i mage' s cogff’f‘f: onshderivesyinister 44,ars ordefedancerding te thelnihfee MAR i ons are used
in W ?beEOMbgertietshmé &8’ §isphfAIlb ORI briBAtatiOR WnidSh Feudrityany i magi ng
operations. 20 In this enbodi ment, preferably not only the detection
process butmageitudeel heyraredirrapgedaaethat the panagmeaters of these prapdrtiesn t he

patterne | rtangecieniRubls red srhot: PR exbiele 446 einhina BE Pag e
changes Vi serdeled ﬁbﬁﬂbﬂﬁfr@quéiﬁiyftﬁﬁﬁgﬂ-ﬂﬁqﬁéﬁ%gtbut toseciuABlidms with Simildr O™

functions are desired here. \Wereas, in_ 25 detection nmethods which do not
use the oriffeauandassare erdgeed aceaidingdestirection of thelr phasedndhe sange 9f car ef ul

2 bi g 1 ordiren 838724 S e ThPiar B STl shel B CSiaR 88hon Lol no
host i nage, béiag placededdjacertlyl Thaepirpess oEttis arrémtgernent ibad mwiimisethel ng.
Interference is kept at m ninmum due to subtracti ng 30 host image's
coef fi ci ent®asking effect between components with similar characteristics. The
watermark patterns will be embedded into a set of coefficients with adjacently
arranged functions, and this set of coefficients is chosen such that all the
15 coefficients are in class 2. A masking threshold can also be applied here for
guaranteeing imperceptibility [6][7]. Properly choosing a certain range in this
ordered function list could ensure the robustness under attacks. For example,
functions within the lower-to-middle frequency range survive relatively well
under image compressions. This technique provides good masking based on
20 the known "neighbour masking" effect: the small scale watermarks cannot be
seen because of other ICA components obtained through nearby ICA features

with similar characteristics at a higher energy level.

Another important part of the watermark embedding stage (35) is the

25 generation of the watermark patterns. For effective watermark embedding, it
is beneficial to perform some pre-processing to format the watermark bits (0
or 1), obtained from the database 3 of Fig. 2, to produce watermark patterns
with certain properties. The present embodiment employs a "spread
spectrum" technique for generating the watermark patterns, which is

30 commonly used in the fields of signal coding and watermarking. A key point of



28 3. Watermarking the | CA coefficients by Quantization As di scussed above,
in step 44 of Fig. 4 the waternmark patterns are added to the selected | CA
coefficients by linear addition. The present enbodi nent, by 5 contrast,
though in other respects identical with the enbodi nent of Figs. 2 to 5,
uses a quantization nethod to enbed the watermark patterns. The enbodi nent
uses pre-selected individual |1CA coefficients, or sets of |ICA coefficients,
and sets these pre-selected | CA coefficl®nts ("reconstruction points")
according to the watermark data. In the case that individual |CA 10
coefficients are nodified, this is referred to here as "scal ar

quanti zation". In the case that sets of |ICA coefficients are nodified, this

i s referredyhferhie paﬁer'hVI%ﬁhQratiﬂhlaﬁ'%Eiéa@éﬂévﬁbm fidhnicudsYis té frangfr@Ct i on
process in this enbodi nent detects the waternmarks by nodifying step 66 of

E@ g. 5 by nwmwd?aﬂdeorigél&@mtﬁmaﬂ@itﬁoio_lmwbi%mﬁﬁmPﬁﬁﬁrﬂ‘ﬁgA/\Pfébtat%termark
Cquant se. oG BaEPIE8 tdRegp o BRI R SEEHE, ' 2 Soalar quant i zati on

schene suitable for use in the enbodinent. In this technique, pairs of the
| CA coefficients are chosen, and their initial magnitudes are indicated
here as & (79 malke possiblespeeathspRciium progassing inetept: (wdiish cRERSPANGS ven by

o=l.f (1>1-0f. i\ Lo t " which ma
be 0 oE 1, {%%'('t:%gf F !dgizgwgﬁ'ﬁér}ap%@&’g%d‘%'!ﬁ"P'geqngdc?i‘fafuégﬁgﬁsﬂﬁvh that the
absol ut e di dishibetedpseudsratiiom numbersusivigea private Key-ebt@inethfeomw' =1 where
Qis a paraneter caontroll] t he detectiop robustness. or tol erance. The
changes. ar SI2EBASE AR Fi9)2 Hese RarR ! AWEDSE ARdNpIutarhwi sperectg (2)
they use Sebfcd GPRERAMNBHOIS 8 aMBIOHTEI RIS LBRIRDTTAIaro RaK tiscal | Y.
the changes are as follows: ' 29 st (1) | ~ QX f?l) +(tf(J) and

8f (. i) =Hb- Qoxebpeaetivef Wide-Sprecirupt patiernsan be sinply extended to vector

guanti zation nmethod as 5 follows. Anong the selected | CA coefficients
wi thin one block or nmultiple blocks, 2xm coefficients are chosen as f~ (~)

fr(r) fRrérefore;these watefiark gaterns are uncorrelated to ICA coefficients on

which the watermark patterns are to be embedded. This process is also
known as direct-sequence Code Division Multiple Access (CDMA). This

15  scheme also has the benefit of ensuring that the ICA-based watermarking is a
secure system since only the party who has the private key is able to detect or
remove the watermarks. Note that the scheme for generating the watermark
patterns can be varied by optionally inserting some error-correcting codes
(ECC) into the watermark bits to improve the robustness and extraction

20 accuracy. Because of the CDMA, it is also possible to embed multiple
watermark patterns onto the same portion of the ICA coefficients as long as
the watermark patterns for different watermark bits are all orthogonal so that

they do not interfere with each other.

25 Note that although the watermark bits are binary, the watermark patterns are
real valued (or, rather, are one of a large number of intensity values). The
total intensity of the watermark pattern is determined by a watermark strength
parameter «, which is used as a control variable to select a trade-off between
watermark imperceptibility and robustness.

30



absol ute difference between two groups is given by o f orar (1) - .f

orar* (.1 ) where .farar (1) =1 .f; (L) I +1 fz (i) I + ..+ 1 ") (t) I
and .~a,p, (=) =1 .~ (= | +1 f2 (~) | +~ ~~+1 f~ (~) | . In order to
enbed one WM bit, denoted as w' which nay be 0 or 1, the coefficients f ~
(r)y . . . fm~) and f~ ~) . . . fm) are nodified such that the absolute

di stance becones e, - < -Q when wW' = Og- Q when w' =1 where Qis, again,
a paranmeter controlling the detection robustness or 15 tol erance.

Specifically, the changes are: Sf oral (1) =0 - Q@ Xoral (t) .~,orar (i )
+.forpr (J ) S-orar (.1 ) =10 - QxJIoran(?) , and .f orar (1) + .f
orpr (.1 20 Sf, gl) = Sforar(1l) x | and Sf, ~ frorarﬁJ)x I
fr(.1) | foT q =watermark fpaétrsms (ge')ergtq%r% ghawp lﬁhoélet e Stadistica

coef ficient gy n<§§HHaI'F@t h¥EC ipfis qgu%héﬁ&.apnf&awﬁxaga' ergukﬁs?@ those

in scalar qua |on or t e sane robustness paraneter val ue
Thus, vect owatpumarks ate to bprembedded ét the sameepleeptoftdatax yodnprores the

robust ness In the tecgti st a th W is s det ect ed by
conpari ng t?@“@%@g& 03 ﬁ‘?)r |ge'?ﬁ tﬁofa&?té)’m |W’Bh?rsgpgﬁﬁé°”%pé’¥?f?%l ly,
if1f @) 6pt|o_ﬂall§l prelprdcelss N thd Epsttsths Oby SQQ@%r&UQMérBéF'@éﬁor%Iaf&m o, (i)
< fa,ar (>) (in the case of vector quantlztlon) then this inplies that w'
= 0 . Convemethads, efg.IPGA to)makethem uncprrelatech t he case of scal ar

guanti zation) or fo,a, (i) > fo,0, ( j) (in the case of vector
guanti zation) then this inplies that w' =1. 10 The techni que expl ai ned here

can be eaSiArfhéﬁqrﬁ@Edlsbﬁsﬁl‘i?ﬂﬂd\lréﬂhﬁuhhielﬁh@rw\@bﬁéﬂ@ #sdd ke irdaloued

guanti ze- and-repl ace ste For exarrpl e, consider three of the selected |ICA
coef fici ent@urﬁbefsngthﬁe§ﬁmfilmént s el limiteds iy )thISf [gopeghd fFEKk)examplee t hree

| ntensi 4 S i Bl ieheRts 180 nhiIRY (AE RSN e LPRRLING 3 aLd - and

such tha I @S enco he wat er ma

exanpl e, if1/Ohecan alsesbenushd.i Sdmlenseasrslmxowm seﬂes t suitatde Hor tuse rotst
nmodi fi ed |ntenS|ty I S vvrlt%en as L, and the other npdified intensjty is

witten as &M Pﬁ@ﬂﬁ’lth@r%dﬁ %Eﬁ%ﬁ@leﬁc eNFeqUERCRa: haramand; £8a¥eNaes eREoded
(uv") may b n Table 1. 20 wnf (f)f (1)f
(k) oowvmw&fi%l?ﬁ}{l ML HXXL MH

15 Although these techniques produce a limited number of purely orthogonal
patterns, Fig. 10(a) illustrates a technique for making it more secure. In this
technique an m-sequence is input to a unit 80 which also receives a random
sequence of +1/-1 bits (which may for example be produced by applying a
sign operation to a sequence of real-valued random numbers having a zero

20 means). The unit 80 performs an individual component-wise multiplication, to
generate an encoded binary sequence which can be used as a watermark
pattern.

In step 44 the watermark patterns obtained in step 43 are embedded in the
25 ICA coefficients selected in step 42 to obtain watermarked coefficients.

Assume the watermark pattern is a sequence of N numbers aw,, where i is

an integer in the range 1 ... N and each value , is a binary value. The ICA

coefficients are denoted as f(n), where n is an integer running from 1 to N'
(where N' is the total number of ICA coefficients). The watermark pattern is to



31 Table 1 In Table 1, XX neans a pattern reserved for future use. In other
wor ds, there never are occasion on which the value of the I CA coefficients
are quantized such that f(k) becomes the highest. 5 Contrary to |inear
addi ti ve net hods, these various quantization nmethods are non-linear. They
can utilize the high-energy coefficients even though the original inmage is
not available. This schene treats both high and | ow magni tude coefficients
wi th equal weight. 10 The strategy of epgrgy sorting in step 42 is suitable
in this enbodi nent, since the quantization schene suppresses the image self
noi se (interference)) so that it is desirable to use the high-energy |ICA
coefficients. Significant features inply good self-masking effect for

guanti zati o

uant i zat i ope AR IFSCRETE (. pHSisieDts sitsEMalBae i 1 G0EE
reconstructOne pussible ehibedding formakpwhich mapbewsetii®i | ity of the

wat er mar ki ng. Addi tional | y these significant features have | ess distortion
under i nmagi ng operations, conpressi on. The enbodi nent therefore
perforns its equivale st orting the I CA coefficients,jn order
of 20 their average e qugy’)) j@)éﬁg \ﬁé?er mark patters may be enbedgeld in
the | CAgoefficients of class 1 and the highest energy conponents in class
2 in Figure 7, e.g. 1St-10t" ICA coefficients. 4. Use of a private key to
sel ect | CA Apathenentbedding fomnatdwhigh2Bay beiusedds.ant ageous is to preserve
the security of enbedded waternmark, although the schene of watermark
enbedding is usually required to be disclosed to public. In order to do

this, the above schenzeqel_egs_ Q private key to protect its sggurity.
In the present enbodi p; i)/ate ey is 32 used to generate a Seguence

of pseudo-random nunbers, in a way simlar to the spread spectrumtechnique
for generating the watermarks described above. In this enbodinent,

pseudo-toandergitherisese, corabining theowatesmarked easfficientsdite) andthesedChar k

"ea coer 11 isiuefEbifel ¢ ZEehbhoRFbiot R foa cBemeug et e ™ '
wat er nar k efob@dstizngatriseCt)iforeactiibloekottite watsriifkéd irhageé fgtep @Byl whi ch cl ass
the coefficients belong to, i.e. i, j or k. For exanple, suppose the first

10 ICA features in energy order list are selected for this quantization

vt er ke eqberilapiis RGN e WALk Rbati I RISUAIUIIB AR 2 eauences

with one od er a ano her even nu a group
1 whi chia s doodbenduglBcormelation Tevel for. robuetrdhtectwmmptibnaﬂy ctb embéd a2 8) 6,
2, 4, 10, 4 Corresponding itens fromthese t eries are paired
(6.9 1 wi tWalernancinie aarieuasimage ia mambersf Raiah HiReke g SXBRAS) s ¢ he

sel ect ed C%%g'u‘é @éﬂredfmh.ﬁqﬁ@hgéeaétarw.ﬁmieqemsnéi |§%éhoqb?§ﬁ&mé&"ere odd

15 nunber beldngs to group i even 1's group | or a erent private
key, the sechjoekby-bleckiianddnesten (44)canytgiveri waternesk \bﬁt(@ﬂr)as ehoadedsinsecur e

have been. diulPi BRYRE THEafirBéEol BlosRbsedls sRe BB NP B e BT s oo
possi blz 20theiHdst ima§e: Emﬁn@it su-hws thé?ihtth@ferﬁmhiﬁiéﬁt ra sm?eitﬂemhfﬁeron will

be clear to a skilled reader. irst exa ereas the enbodi nents

above deri v&f Q'ﬁ@k&ﬁ%ﬁ@ﬁm’ﬁf@rmﬂmt i&ftQm@tOrth?W@Oyn@y"%&rtbealumrpfcorrpl ex

mmy deri ve DRETTRDRER B0AHRE o kesh e sy STRBEAITT phelbaklifol g "
ti me i nt enshite.4 ctthergaes lesdthan fl0rsbdckas gar, wateemeed bit. ey be anal ysed to

make a selection froma library of previously determ ned sets of transforns
Wand A This selection is nuch faster than deriving the transforns Wand A

construgl i Vghdthet Wad t8 H5@BEsS tiProbustness is to cluster several watermark bits
together to share watermark patterns. For example, one watermark bit may be
embedded in two watermark patterns which respectively represent zero (0) or
one (1).Two watermark bits may be embedded in four watermark patterns ,
which respectively represent 00, 01, 10 and 11. In general, for n watermark
30 bits, 2" watermark patterns are needed to represent respective possibilities



30 the transforns Wand A nay be nodi fied based on the inmage, e.g. making
33 use of Gabor functions, since the properties of an ICA are quite cl ose
to those of Gabor functions. Thus, the derivation of Wand A nay be
considered as "sem -adaptive". (Note that this possibility has the further
advantage that less nmenory is required to store Wand A for use in the
detection step, since it is 5 only necessary to store, for a given inage,
whi ch of the previously determ ned trag§ﬁorns were used to watermark it,
and how they were adapted.) As a second exanple, the techniques descrlbed
above may be extended to 10 watermarki ng data which is audio data or video
data, making use of known | CA techniques for these forns of data. The

present invention he applied to man a For ex le, it can be used for
Gopyri ght prt%ﬁagﬁat'%@&gﬁwtemw@  Therignathial dhe wetsrmater mar k i nt o
15 t he host , mC tigon can be
extracted I%étt{éaﬁﬁtgcl)ﬁc al m t eﬁo eln Efbp#dgﬁétkgg QndlggggééCbﬁlggygﬁtécan be
used for i magee mbisérnistahiaonay tthe detéctivmedtetor eachatermarkneit ison can al so
be used to |dent|fy any alteration in the inage itself and altered

| ocati ons H)C&@8Hting the existence of | CA-based WM patterns. Also it can
be usedsfor 20 data hiding in inmage: information such as a description,

rel at ed knovvl edge about the inmage or indexing data can be enbedded as a
wat er mar k sbhe oA compionentsoanesnat@mbeddadoindbe dgAxampanentsofiverxisiall it can

e traced 05 bk IRE Fipsa CADBFTRIER haki'G 4 BRREY WHInE R GeP thar o gFOC can
transm tt ethedfénsity 6kihedsdrhpendrits of Abxémunt intensityl dpaf veRuhighlenerpef ul

applications of the present invention are: - to pr V|°de a first watermark
on multi-ne@i%h tha%cgm@ﬁng@tsmymg anqnteesﬂsamm 3?3?&3@55346@ irtepgity ofht

pr ot ect |00n tﬁ%%@%%n@%&lrﬂum%ﬁgﬁyf o 30 trace the unauthorized canera

recordlng)

Stage 34, the inverse ICA transform, includes a step 46 of restoring the
original mean and variance of each block of the watermarked coefficients c'
using the values obtained in step 41. Then, in step 47, these are transformed

15  to an intensity data matrix Z' by applying the synthesis matrix A, which is the
inverse of analysis matrix W, such thatZ' = A x ¢’

Stage 35, of post-processing in the spatial domain, includes a step 48 of
reshaping the vectors in the matrix Z to form 8 x 8 blocks, and then a step 49

20 in which each of the pixels of each block are increased by the respective local
mean of that block obtained in step 38. In step 50 the blocks are arranged to
form a complete image. Finally, in step 51, the global mean obtained in step
36 is added to each pixel value to obtain a final watermarked image.

25 We now turn to the ICA watermark detection, which is illustrated in Fig. 5. ICA
watermark detection is the counterpart of the embedding process, and aims to
detect the embedded watermark from the watermarked image obtained in Fig.
4 (or a version of it which has been processed in the public domain by
unknown techniques).

30



- to enbed netadata into nulti-nedia data for extral/hidden information
transfer. References 5 The disclosure of the follow ng docunents is
incorporated by reference: [1 ] C Podilchuk and W Zeng, "Il nage-adaptive
wat er mar ki ng usi ng vi sual nodels", |EEE Journal on Selected Areas in
Conmmuni cations, vol. 16, no. 4, 10 pp.525-539, 1998. [2] B. A 0 shausen
and D. J. Field, "Sparse Coding with an Overconplete Basis Set: A Strategy
enpl oyed by V1?", Vision Res., 37(23), 1997. [3] A J. Bell and T. J.

Sej nowski, "The "I ndependent Conponent of Natural Scenes are Edge
Filters", Vision Res., 37(23):3327-3338, 1997. 15 [4] B. A d shausen and
D. J. Field. "Energence of Sinple-Cell Receptive Field Properties by
Learning a Sparse Code for Natural |mages", Nature, 381:607-609, 1996. 20
[5] John WTrwprdgedAre Gfii‘@ldetectébmproleesgmmmwn lmﬁlgb5dkclude§>ﬂ"te:epti on and
Human Per f or mangg PE ensor tProcesse% &md Perc?q%hl OF Chapter 7:
Seei ng Spat9¥1€" ?"?8?%8 P’?frﬁ’i’%‘?&%”i OoforpReNIale fer.any dis o Qthe

Cal i forni a, n;]a%I%GM F @AHSEIEat cHuman

Vi sion: Bi nlocu arhlgégklwﬁséﬁgg??gggcdo% (e;‘_b tgoc Am A, %H)Jn%th 847, June
1979. [7] Hliskrtion, mwtal-t@analog\emarwmuatmdlgltatdlsmﬁﬁmn |Itpmmar@pat i al

ELEEFﬁSd UreHBRafahhER € baBy e 67 the Entdysh Aigy? BREBODh e &ren and
éorr;g:] ede\r/vl t hbg?ém? (Ian %galmmléﬁmlén Fgrtraggg \)]tsida:'lc%o&rb? gﬁﬁnﬂ(stdég? g)g%nd ggggls Soc.

Lond. B, ZMaW%GetePQQIB (stage 6R). Nptedhathihis methed deesineb®mBIoYRANY%Ed- poi nt
Al gorithms 1WIEQQ§BE§%Q&?\%§QI%QWO,%W& % assUhfdd thaffiRAE id 985 Neural

Net wor ks,
to the databases 3 and 5.

10
The pre-processing (stage 61) is exactly same as the pre-processing
procedure 31 of Fig. 4, and results in is a data matrix 2", which may or may
not be the same as the watermarked data matrix Z’.

15 In the ICA transform (stage 62) the same analysis matrix W is used to
transform pre-processed image data, Z”, to ICA coefficients ¢” = W x Z" with
zero mean and unit variance.

In watermark detection (stage 63), ICA coefficients are selected in step 64 by
20 the same method as in step 42 of Fig. 4. Watermark patterns are generated in
step 65 according to same key and ECC method as in step 43 of Fig. 4, but
not using the parameter « . In step 66 we calculate the correlation § of the
watermark pattern o, directly with the selected components f' of ¢" according
to the formula:
25
N
U+,

5= (3)




36 Clainms 1. A nethod for enbedding a watermark in data, including the
steps of: (i) analysing the data to derive a transformmatrix for
extracting fromthe data the anplitudes of statistically nutually

I ndependent conponents of 5 the data, (ii) encoding the data using the
transformmatrix, (iii) nmodifying at |east a portion of the encoded data
using a watermark pattern, and (iv) decoding the data using an inverse of
the transformmatrix to obtain 10 watermarked data in which the watermark
pattern is enbedded. 2. A nmethod accordjfig to claim1l in which the
conponents are obtained by an i ndependent conponent analysis (1CA). 15 3. A
nmet hod according to claim2 in which the 1CAis perforned using multiple
pat ches of the data. 4. A nmethod according to claim 3 including perform ng
a principal co ne anal ysis of a.matrix formed usip he patches of the
ata. 205 WHICHEPRG SEverds Hyaceriainy e zereayaiie eccardit fo el cntiane
modi {1 ed Pk fedtr, e BMRARE AL Ardiatian LAKECS With 8/dRRELIH thRG&rBRITPONENt s
by their anplitudes and sel ecting conponents having anplitudes wthin in
one or nor el.ahpe deledtion thresboldabay be Aetated, fonexamplenguch thatdf wes i n whi ch
the selected conponents are in a nmedi um anplitude range. 37 7. A nethod
accor di ng teonsideriwe different watermarikpattermsdopoand on thentthe thresbalst data i s
further sel ected based on a conponent simlarity criterion. 5 8. A nethod
accor di 15g tvalee jorprateadarigpatternnm  rmanbetthe heerbgeavalae ofittge dat a, and t he
wat ermarked data is waternmarked i mage data. 9. A nethod according to claim

8 in which altecornslationaf an sarmbthal currbltiorder afpams sbhgCeaversens ek i mge
data, the nethod further including a step 10 of conpressing the waternarked

i mage dat a.then the threshold value for watermark pattern ®, may be the average value

of the autocorrelation of ®,' and the correlation of »° and o,'. This

technique relies on an assumption that the similarity of one watermark pattern
10 to itself in terms of correlation is always greater than that to the host image

patch and other watermark patterns.

An advantage of such a correlation-based WM embedding-detection
technique is that it can be performed very quickly by known processors.

15  Additionally, it can be performed without knowing the original host image 10. It
can be very accurate when detection is performed on the raw watermarked
image, because we adopt the CDMA scheme. Under various attacks, like
image compression, image distortion, we can normally use more coefficients
to embed and detect watermark patterns to increase the extraction accuracy

20 dramatically. It is true that the capacity of the watermark bits will be decreased
at the same time, but this is a minor issue in copyright protection since only a
small amount of copyright data usually has to be included in the watermark
data.

25 In the case that the watermark patterns were produced using the technique
shown in Fig. 10(a), the detection steps 65 and 66 are replaced by the
process shown in Fig. 10(b). In this case, the encoded binary sequence is
obtained fom the coefficients selected in step 64. This sequence is input to a
unit 80 performing the same function as the unit 80 of Fig. 10(a). Also input to



10. A nethod according to any of clains 1 to 10 in which the data is
conpressed i mage data. 15 11. A nethod according to any preceding claim
further conprising a step of generating the watermark pattern using

wat ermark data and a key for generating at | east one pseudorandom pattern,
t he pseudorandom pattern being nodul ated with the watermark data. 20 12. A
nmet hod according to any preceding claimin which the portion of the encoded
data is nodified by adding the watermark pattern linearly to it. 13. A

met hod according to any of clains 1 to 44 in which the portion of the
encoded data is nodified to make the values of groups of two or nore itens
25 of the encoded data differ by values which are in predeterm ned ranges.
14. A method of detecting the presence of the watermark pattern in

wat er mar ked,, dat riyved from cC | NG-.1.0 ecedi claim
the det ect 15 Urtk S0lF 8 Rarte Mo SeRlede B (it 1 e R eBdnta s o
using a trangpatsntheBhisequened tsad td prikickithe waitefrharkvdite biyesrseel data, and
(b) using a watermark pattern to exam ne at | east a part of the encoded

wat er mar kedcaeglatingthe exdranted binasy sequencewite thearandesn sedwenes.15. A net hod
according to claim14further conprising a step before step (b) of
generating the watermark pattern fromwaternmark data and a key. 10 16. A

met hod &ccoNeienalsd thatlthe prédsemitectrigue ishotrdimvitedcto watermparkingfaw he encoded
wat er mar ked data is sel ected based on propertjes of the encoded watermarked
data. 17. AmagesnRatherceemprRpsed images)lsq eampe trpated ag the,hgslimadesep (b)

part of |t hor Ias Hughall A Fid & hdhis Wt A b o R G T i on 1 s
above a additional steps are necessary: first the compressed image is de-compressed
(step 71), then the watermark embedding process is carried out (step 72), and
10 the resultant watermarked image recompressed (step 73) to give a
compressed watermarked image with proper settings of image size and
quality. The compressed images may for example be in the formats JPEG,

JPEG2000 etc.

15  Similarly, the corresponding watermark detection process, illustrated in Fig. 7,
includes a step 75 of image de-compression, prior to a watermark detection
process (step 76) which is identical to the process shown in Fig. 5.

Apart from image compression, other operations conventionally performed on

20 images, such as geometric distortion, image recapturing, digital-to-analogue
(DA) and analogue-to-digital (AD) conversion, etc, may also intentionally or
accidentally alter the watermarked image. These operations usually can be
corrected by using some standard image restoration methods as a pre-
processing step before the watermark detection procedure. For example,

25 image normalization based on spatial moments can be used for removing
geometric distortion; digital filtering on different colour channels and pixel
luminance has been used to remove noise introduced in an DA/AD process.
These operations can be carried out according to conventional techniques.



threshold. 18. A nethod according to any of clains 14 to 16 in which step
(b) includes 20 conparing the values of different ones of the predeterm ned
items of the encoded waternarked data. 19. A nmethod according to any of
Clainms 14 to 18 in which step (b) includes subtracting fromthe encoded

wat er mar ked data correspondi ng val ues of 25 encoded data obtained in step
(ii) of claim1. 20. An apparatus for eﬂpeddlng a watermark in data,

i ncluding a processor arranged to: 39 (i) analyse the data to derive a
transformmatrix for extracting fromthe data the anplitudes of conponents
of the data which are statistically nutually independent (11) encode the
data using the transformmatri X, 1 11) | east a portion of the

encoded datWeusiony tHWvé?e?nﬁ??P@rMPf‘ePf] foﬂhd"ﬂs\/)'” d@B'GBetl'i%eerB%‘?cH""l%‘l%g an
i nverse of d%e%%a@gm Béxvagfégomtﬁ\n”tﬁ@ke ad@arolfefﬁeqﬁ\t/ tidh. B4 & of he

wat er mar k appar s according to claim20 in
whi ch the phhesesmmants isr maesgrted obelowaias meesmmmeMdWment iofdépendent
conmponent anal SI S An appar at us,accordin 1 in which

2
PO o e, Miaalér. AGesd rieshhr Al ba ba e i b |8 TeStRao IRy he

data. 1 ZSSUFMG?*)%féI@S accord| ng to claim22 in which the processor is
arranged to perfo rincipal conmponent analysis of a matrix fornmed using

t he patches of the data 20 24. An apparat us according to any of clains 20
t023inwhchthe rc sor, s arran r,.the,co onetsb.heir
arrpl!tudesjl and Gt °€§1€p8ﬁ@@§ehﬁ\§&ﬁ ﬁﬁan Wﬁ!ﬁ’é‘s'svxﬁh?hg'&ﬂpﬂ %0 it oy
anpl i tude rmagesfiternatively be transformed image data, e.g. the wavelet coefficients of
an JPEG2000 compressed image.
10

2. In contrast to the detection method describe above, the detection

method may employ the original host image. Preferably, this not only changes

the detection technique, but also involves an alteration in the corresponding
15 embedding technique.

3. The technique described above of adding the watermark data by a
linear additive process may be varied, for example by quantizing the ICA
coefficients based on the watermark data.

20
4, Using a key to select which ICA components are used for embedding
watermarks.
Embodiments employing these four variants will now be described in detail:

25

1. Watermarking compressed image data

As discussed above, in the embodiment shown in Fig. 2, the host images
contained in the database 1 are original images in the pixel domain, and in the

30 embodiments shown in Figs. 6 and 7 a de-compressed image in the pixel



25. An apparatus according to claim24 in which the sel ected conponents 25
are in a nedium anplitude range. 40 26. An apparatus according to claim
25 in which the processor is arranged to select the portion of the encoded
data based on a conponent simlarity criterion. 5 27. An apparatus
according to any of clainms 20 to 26 for watermarking i nrage data. 28. An
apparatus according to claim27 which igncludes deconpressi on neans for
obtaining the i mage data by deconpressing conpressed i nage 10 data, and
conpressi on neans for conpressing the waternmarked i mage data. 29. An
apparatus accordixg to any of clains 20 to 28 further conprising database
for storing watermark data and a database hol ding a key, the processor

bei ng ar r andemairnisguaed @sethe: hpstaimags o KeArinatamaaniinga tthen rcomyessed

nodul at e thg %ﬁeudorandonlpattern using the watermark data. 30. An
apparatus a g ding to any of clains 20 to 29 in which the portion of the
encoded data is nodified by adding the watermark pattern linearly to it. 20
31. An apparatus according to any of clains 20 to 29 in which the portion

of the encoB¥&oaieat ik thiemoodiment disgusseddaral altough Reriprabsirugirer nore
Itens Of%t hg eBfog&dsiidhR i fl{i}%[ 1byth\éaldéh?§ YHtSReR" fn | RePHatREM NG

ranges. 32. An apparatus for eCting the presence of the waternark
pattern i n fansfatraedieokyaessed irlage \datafitself, anateddroompeessedi imgage daty  of

cncode it he. WHBUISHIOES Thopar FaAIpe Tedafe maNces | uBEsAIgnpMaNERL i os of

the wat er markemoidaisd in 380 POV SomtBs & aaden! TREd [ Qetiaghtac afd | east
a part of tﬁﬁ%‘gofﬁdn% wat er mar keg at a forhﬁ?e presence t he vé\l/aternark
pattern. available in the JPEG2000 image file, and a skilled reader will be aware of
10 techniques for extracting them from the JPEG2000 file and restoring them to
the JPEG2000 file after watermarking. Let us assume that these wavelet

coefficients are contained in the database 1.

Figure 8 is a typical example of multi-resolution wavelet coefficients produced

15 by a known JPEG2000 algorithm. The coefficients are in 6 levels with size in
4:1 ratio between adjacent levels. Each level has horizontal (H), vertical (V)
and diagonal (D) blocks. H1, V1 and D1 are respectively 1st-level horizontal,
vertical and diagonal blocks, and H2, V2 and D2 are respectively 2nd-level
horizontal, vertical and diagonal blocks.

20
In this embodiment, the stage of ICA feature learning is performed individually
for each block, e.g. H1 or V1, as the source to produce the corresponding
ICA analysis and synthesis filters (W and A). Figure 9 shows a typical
example for a set of 64 analysis filters, W.

25

In each of the embedding and detection stages, the steps 7 and 15 are
performed separately for each block. In these steps, the filters corresponding

to each block are used to transform or inverse-transform that block.

30



41 33. An apparatus according to claim32 in which the processor is
arranged, before performng step (b), to generate the watermark pattern
fromwaternmark data and a key. 5 34. An apparatus according to claim32 or
claim33 in which the part of the encoded waternarked data is sel ected
based on properties of the encoded waternmarked data. 10 35. An apparatus
according to claim32 to 34 in which thg,processor is arranged to perform
step (b) by calculating a correlation between the watermark data and t he
part of the encoded watermarked data, and determning if the correlation is
above a threshold. 15 36. An apparatus according to any of clainms 32 to 35
I n which the processor S arranged to performstep (b) by conparing the

val ues of d or Detectiondising thedhostdmage ni ned items of the encoded

wat er mar ked data. 37. An apparatus according to claim32 to 33 in which the
processor is 20 arranged in step (b) to subtract fromthe encoded

wat er mar kedAdalescribed ebpue,dhegembodirrent fof Eiys@etd $ldbes oot aisedhe ionigitatp (i)

f claiml. 38. A t ding t f clai 32 to 37 whi ch
he part of NOMHeiTBAES QbR tha HARIPTGRIEEesS  tas-callesh "Dieb AP oRY f es. of
t 2‘(3 igzei‘cog&ﬂré@t ﬁfé‘@h‘ﬁ@gln‘i’é’ﬁtanow %s@l?&faa‘dégs sé the Mrlgind! Hosfirtagéin
f.A A . A Athe dleteréﬂlcun No@SsAsdxmaued Aandblinddetactiont).S) MKFCEl n
I ~ytoje [V]ca]ca] ca]ca]ca] ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
aJca] ca] calc”a]ca]calctalctalc:alUc:alcTal ! vUr JI OQOTM#NY #>98 &, &c(*, wy---.{
vql gb] X] ] cafp@l %béé&%t%l%%bfﬁﬁipﬁw&w&% F%?)’ggid:é]&ﬁ]tﬁ@] caj ca

] ca] ca] ca] ca] cal ca] cal] ca] ca] ca] ca! /1 b/ 000&1Nn11122
detection process of Fig. 5 |s modlﬁed by replacing the use of Eqn. (3) in step

10 66 by the steps of: (1) obtaining the ICA coefficients from the host image, and
(2) subtracting them from the ICA coefficients obtained in step 64 to obtain
WM patterns close to original WM patterns.

Because the host image is available in detection, the interference from the

15  host image in spread spectrum’s correlation calculation can be reduced to a
minimum by subtracting the host image’s coefficients. Additionally, the more
significant functions are used in WM embedding, the less distortion may be
resulted due to any imaging operations.

20 In this embodiment, preferably not only the detection process but also the
embedding process is slightly different from the embodiment of Figs. 2 to 5. In
this case, it is desired to embed WM patterns into high-energy ICA
coefficients, which are modulated by small changes visually blocked by self-
masking effect. For example, 1t -10™ functions are desired here. Whereas, in

25 detection methods which do not use the original host image in the detection
stage, we are usually careful to avoid using large ICA coefficients, because
this may occasionally cause a big interference in correlation detection, in
contrast, for method using host image, large coefficients are desired to be
used for watermarking. Interference is kept at minimum due to subtracting

30 hostimage’s coefficients.
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25
20, whenw, =1

where Q is a parameter controlling the detection robustness or tolerance. The
changes are such that (i) the changes are as small as possible, and (2) they
use self-imperceptibility feature as much as possible. Specifically, the
changes are as follows:
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This scheme can be simply extended to vector quantization method as
5 follows. Among the selected ICA coefficients within one block or multiple
blocks, 2xm coefficients are chosen as fi(i) ... fn() and fi(j) ... fu()). The

absolute difference between two groups is given by
A= Fooia D)= S (J)
where S D=L LD+ /@) [++] £, D and
10 foa D=1 LD+ LD ++] f,()]- In order to embed one WM bit,

denoted as w, which may be 0 or 1, the coefficients f (i) ... fn(}) and fi()) ...
fn(j) are modified such that the absolute distance becomes
Ao {s -0, whenw, =0
=20, whenw, =1
where Q is, again, a parameter controliing the detection robustness or
15 tolerance. Specifically, the changes are:

f;olal (l)
f;olal (l) + ftolal (J ) ,

é‘flolal (1) = |A - Ql x

f;olal (.I ) an d

é‘lolal ) = A_ j N’
oo (/) = |A = Q] x Froat @D+ Fonat ()

20 &)= 5ﬁo,a,()><lf’{:;()l and &,(j) = c?’,o,a,(j)x;f:afg;forlﬂ

Note that the coefficients’ modification in vector quantization can be smaller

than those in scalar quantization for the same robustness parameter value Q.
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Thus, vector quantization provides better imperceptibilty and better

robustness

In the detection stage, the WM bit w, is simply detected by comparing the
5 coefficient pair or two coefficient groups. Specifically, if | £ (i) |<] £ (/)] (in the

case of scalar quantization) or f, ., < f..(J) (in the case of vector
quantiztion) then this implies thatw, = 0. Conversely, if | £ () |>| £ ()| (in the
case of scalar quantization) or f, ., (@) > f,,(J) (in the case of vector

quantization) then this implies that w, =1.

10

The technique explained here can be easily extended to embedding multiple
watermark bits in one quantize-and-replace step. For example, consider three
of the selected ICA coefficients having respective intensities f(i), f(j) and f(k).
These three intensities may be modified so that they are each at least Q
15 apart, and such that the order of the intensities encodes the watermark bit.
For example, if the highest modified intensity is written as H, the lowest
modified intensity is written as L, and the other modified intensity is written as
M, then the correspondence of the watermark bits to be encoded (w;,) may be

as given in Table 1.

20
wo | FO) | FO) | k)
00| H M L
or | M H L
10 | H L M
11 L H M
XX M L H
XX L M H
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In Table 1, XX means a pattern reserved for future use. In other words, there

never are occasion on which the value of the ICA coefficients are quantized

such that f(k) becomes the highest.

5
Contrary to linear additive methods, these various quantization methods are
non-linear. They can utilize the high-energy coefficients even though the
original image is not available. This scheme treats both high and low
maghnitude coefficients with equal weight.

10

The strategy of energy sorting in step 42 is suitable in this embodiment, since
the quantization scheme suppresses the image self-noise (interference), so
that it is desirable to use the high-energy ICA coefficients. Significant features
imply good self-masking effect for quantization changes. Because of their

15 large magnitude, a large quantization tolerance is available to enlarge the
distance between reconstruction points but still keep the imperceptibility of the
watermarking. Additionally, these significant features have less distortion
under imaging operations, e.g. compression. The embodiment therefore
performs its equivalent of step 42 by sorting the ICA coefficients in order of

20 their average energy, and the watermark patters may be embedded in the ICA
coefficients of class 1 and the highest energy components in class 2 in Figure
7, e.g. 110" ICA coefficients.

4. Use of a private key to select ICA components for embedding

25
It is advantageous is to preserve the security of embedded watermark,
although the scheme of watermark embedding is usually required to be
disclosed to public. In order to do this, the above scheme needs to use a
private key to protect its security. In the present embodiment a private key is
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to make the watermark patterns, but alternatively or additionally are used to

5 select, from the ICA coefficients selected in step 42, the ICA coefficients

where the watermark embedding quantize-and-replace process will place and

which class the coefficients belong to, i.e. J, j or k. For example, suppose the

first 10 ICA features in energy order list are selected for this quantization

watermark embedding. Based on a private key, two random number

10 sequences with one odd number and another even number may be

generated, e.g. a group 1 whichis 1,5,9,3,5,7,7, 1, ... and a group 2 which

is 8, 2, 8, 6, 2, 4, 10, 4, .... Corresponding items from these two series are

paired (e.g. 1 with 8, 5 with 2, etc.). Each pair of odd and even numbers is the

selected coefficients for quantization embedding in each block, where odd

15 number belongs to group i and even is group j. For a different private key, the
sequence is different, and therefore the watermarking is secure from attacks.

Although the above variants of the embodiment of Figs. 2 to 5 have been
described in detail, many other variants of the embodiments are possible

20 within the scope of the invention and their implementation will be clear to a
skilled reader.

As a first example, whereas the embodiments above derive the transforms W
and A constructively by a relatively complex set of standard ICA operations,
25 alternative embodiments of the invention may derive the transforms W and A
by less computationally intensive and time intensive techniques. As a first
step, the data may be analysed to make a selection from a library of
previously determined sets of transforms W and A. This selection is much
faster than deriving the transforms W and A constructively. In a second step,
30 the transforms W and A may be modified based on the image, e.g. making
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o Dok (a8 8F Bl Hinctichs? Sihde the properties ofan ICA are Glite slose tothose
of Gabor functions. Thus, the derivation of W and A may be considered as
"semi-adaptive”. (Note that this possibility has the further advantage that less
memory is required to store W and A for use in the detection step, since it is

5 only necessary to store, for a given image, which of the previously
determined transforms were used to watermark it, and how they were
adapted.)

As a second example, the techniques described above may be extended to
10 watermarking data which is audio data or video data, making use of known
ICA techniques for these forms of data.

The present invention be applied to many areas. For example, it can be used
for copyright protection: embedding copyright information as a watermark into

15  the host image to be protected, so that the copyright information can be
extracted later to claim the ownership of the host image. Also it can be used
for image authentication: the embedded watermark information can also be
used to identify any alteration in the image itself and altered locations by
detecting the existence of ICA-based WM patterns. Also it can be used for

20 data hiding in image: information such as a description, related knowledge
about the image or indexing data can be embedded as a watermark so that
such information is protected and attached. Also, it can be used image
transaction tracking: the transaction path of the image can be traced by
embedding a watermark into the image whenever it is transmitted, and

25 extracting this data later.

Two particularly useful applications of the present invention are:
- to provide a first watermark on multi-media data such as a movie (i.e.
a watermark-based copyright protection scheme on commercial movies to
30 trace the unauthorized camera recording), and
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1. A method for embedding a watermark in data, including the steps of:
(i) analysing the data to derive a transform matrix for extracting from
the data the amplitudes of statistically mutually independent components of
5 the data,
(il) encoding the data using the transform matrix,
(iii) modifying at least a portion of the encoded data using a watermark
pattern, and
(iv) decoding the data using an inverse of the transform matrix to obtain

10  watermarked data in which the watermark pattern is embedded.

2. A method according to claim 1 in which the components are obtained

by an independent component analysis (ICA).

15 3. A method according to claim 2 in which the ICA is performed using

multiple patches of the data.

4, A method according to claim 3 including performing a principal
component analysis of a matrix formed using the patches of the data.

20
5. A method according to any of claims 1 to 4 in which the modified
portion of the encoded data is selected by ordering the components by their
amplitudes and selecting components having amplitudes within in one or
more amplitude ranges.

25

6. A method according to claim 5 in which the selected components are in
a medium amplitude range.
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7. A method according to claim 6 in which the modified portion of the
encoded data is further selected based on a component similarity criterion.

5 8. A method according to any preceding claim in which the data is image
data, and the watermarked data is watermarked image data.

9. A method according to claim 8 in which the image data is obtained by
decompressing compressed image data, the method further including a step
10  of compressing the watermarked image data.

10. A method according to any of claims 1 to 10 in which the data is
compressed image data.

15 11. A method according to any preceding claim further comprising a step of
generating the watermark pattern using watermark data and a key for
generating at least one pseudorandom pattern, the pseudorandom pattern
being modulated with the watermark data.

20 12. A method according to any preceding claim in which the portion of the
encoded data is modified by adding the watermark pattern linearly to it.

13. A method according to any of claims 1 to 12 in which the portion of the
encoded data is modified to make the values of groups of two or more items
25 of the encoded data differ by values which are in predetermined ranges.

14. A method of detecting the presence of the watermark pattern in
watermarked data derived from a method according to any preceding claim,

the detecting method comprising:
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(a) encoding the watermarked data using a transform matrix encoding
properties of the watermarked data, and
(b) using a watermark pattern to examine at least a part of the encoded

watermarked data for the presence of the watermark pattern.

15. A method according to claim 14further comprising a step before step
(b) of generating the watermark pattern from watermark data and a key.

16. A method according to claim 14 or claim 15 in which the part of the
encoded watermarked data is selected based on properties of the encoded
watermarked data.

17.  An method according to any of claims 14 to 16 in which step (b)
includes calculating a correlation between the watermark data and the part of
the encoded watermarked data, and determining if the correlation is above a
threshold.

18. A method according to any of claims 14 to 16 in which step (b) includes
comparing the values of different ones of the predetermined items of the

encoded watermarked data.

19. A method according to any of claims 14 to 18 in which step (b) includes
subtracting from the encoded watermarked data corresponding values of
encoded data obtained in step (ii) of claim 1.

20.  An apparatus for embedding a watermark in data, including a
processor arranged to:
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21.  An apparatus according to claim 20 in which the processor is arranged
to obtain the components by an independent component analysis (ICA).

22. An apparatus according to claim 21 in which the processor is arranged
to perform the ICA using multiple patches of the data.

23.  An apparatus according to claim 22 in which the processor is arranged
to perform a principal component analysis of a matrix formed using the
patches of the data.

24.  An apparatus according to any of claims 20 to 23 in which the
processor is arranged to order the components by their amplitudes, and select

components having amplitudes within in one or more amplitude ranges.

25.  An apparatus according to claim 24 in which the selected components
are in a medium amplitude range.
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28. An apparatus according to claim 27 which includes decompression
means for obtaining the image data by decompressing compressed image
10  data, and compression means for compressing the watermarked image data.

29.  An apparatus accord'm‘g to any of claims 20 to 28 further comprising

database for storing watermark data and a database holding a key, the

processor being arranged to generate at least one pseudorandom pattern,
15 and modulate the pseudorandom pattern using the watermark data.

30. An apparatus according to any of claims 20 to 29 in which the portion

of the encoded data is modified by adding the watermark pattern linearly to it.

20 31. An apparatus according to any of claims 20 to 29 in which the portion
of the encoded data is modified to make the values of groups of two or more
items of the encoded data differ by values which are in predetermined ranges.

32.  An apparatus for detecting the presence of the watermark pattern in
25 watermarked data derived from a method according to any of claims 1 to 13,
the apparatus comprising a processor arranged to:
(a) encode the watermarked data using a transform matrix encoding
properties of the watermarked data, and
(b) using a watermark pattern to examine at least a part of the encoded
30 watermarked data for the presence of the watermark pattern.
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33. An apparatus according to claim 32 in which the processor is arranged,
before performing step (b), to generate the watermark pattern from watermark
data and a key.

34. An apparatus according to claim 32 or claim 33 in which the part of the
encoded watermarked data is selected based on properties of the encoded

watermarked data.

35.  An apparatus according to claim 32 to 34 in which the processor is
arranged to perform step (b) by calculating a correlation between the
watermark data and the part of the encoded watermarked data, and

determining if the correlation is above a threshold.

36.  An apparatus according to any of claims 32 to 35 in which the
processor is arranged to perform step (b) by comparing the values of different
ones of the predetermined items of the encoded watermarked data.

37.  An apparatus according to claim 32 to 33 in which the processor is
arranged in step (b) to subtract from the encoded watermarked data
corresponding values of encoded data obtained in step (ii) of claim 1.

38.  An apparatus according to any of claims 32 to 37 in which the part of
the encoded watermarked data is selected based on properties of the
encoded watermarked data.



