coN, i :
A ‘SECUMF, | o ¥BARD FOR SHARI NG APPLI CATI ON DATA AND PROCEBURES !
AMONG A PLURALI TY OF M CROPROCESSORS BACKGROUND OF THE | NVENTFCN-5'Fi“el ¢ of
the.lnvention This invention relates to the filed of portable pg\.’rsgnaJ
conputers and nore particularly to systens for maintaining data”“ seclifjty
in a_ portable digital information environnent. 10 The security of
personal information has always been concern. Historically, it has been
saf eguarded through the use of signatures, credentials and
phot ogr aphs. El ectroni ¢t dexi SRQURECRP 2T ONFDOR ¢ARD A NEATAGyY nes have
added encoded cards and APRPLECARICNJPNTATANB! PROCEDYEIN RHORGNS) to the
repertoire of security tools. ZCRIVRAEICY @R HIOROPROGESZPRSSWOr ds. 20
More recently, the "Smart Card" has been used as a security tool. The
"Smart Card" is a small mcroBAGKGROVND OF THE| IMVBNTIOMON-vol atile nenory
and a sinple input/output interface, fabricated as a single chip and
enbedded in a pl,astic "credit card". 1t has exterior 25 pins to all ow
it be connect edi®dd efodibs| Ipvaasigned equi pnent. The program

contained in the 1¢3d" $nvention relates to the filed of portable
personal computers and more particularly to systems for
maintaining data security in a portable digital

iO information environment.

Priox Arnt
o The security of personal information has always been
. . concern. Historically, it has been safeguarded through
s the use of signatures, credentials and photographs.

Electronic devices such as automatic banking machines
have added encoded cards and personal identification
numbers (PINs) to the repertoire of security tools.
Computers continue to use passwords,

20 _ More recently, the "Smart Card" has been used as a
security tool. The "Smart Card" is a small microcomputer
with writable, non-volatile memory and a simple
input/output interface, fabricated as a single chip and
epbedded in a plastic "eredit card®. It has exterior

05 pins to allow it be connected to specially designed
equipment. The program contained in the card's
microcomputer interacts with this equipment and allows
its non-volatile memory data to be read or nodified
-according to a desired algorithm which may optionally

30 include a password exchange. Special . techniques have

been implemented to protect the memory data and to allow

permission variations according to the -situation. For
example, U.S. Patent No. 4,382,279 entitled, "Single Chip

Kicroprocessor with On-Chip Modifiable Memory" discioses

an architecture which permits automatic programuin§ of a

non-volatile memory which is included on the same chip as

35



m cr ocomput-er- i nt erac#s with this equi pnrent and allows its non-volatile
nmenory data to be read or nodified according to a desired al gorithm which

may optionally include a password exchangs. Speci al techni ques have 30
been inplenmented to protect the nmenory data and to all ow perm ssion
vari ations according to the situation. For exanple, U S. Patent No.

4,382,279 entitled, "Single Chip Mcroprocessor with On-Chip Mdifiable
Menory" di scloses an architecture which permts automatic programm ng of a

non-vol atile nengr ysw@eebmi amlé@lﬁg:@n Ghge San: o otaser sy&ﬁnw,oems' ng
and control unit., As in ot

stems t{_ﬁ; nm cro roce sSor ‘% cl‘?rot ects
nmenory on the saﬂécEﬂPﬁ"c%‘”f‘ 2 SRR ﬁge Bt ilitate
t he process of identi 'E‘heal"Smarﬁmtatrd"bemamebm uasedi botbf tohefacilligate
i nf or mati on. [ tiQn ) t wat i,Qns, [
presence of a " ktgh"tl i’ﬁﬁ%#? 58 ’id%ﬁ’c& I&oﬁ \/\ﬁS gb B% £hes adtiad Hte

85 SO Sp as been used as part
of the verificat p@ntbﬁ ualh@htimmimmce% thig gbéhaéh@és as in most

i dentification hagipbpvakygsh fonlt 2l 0 PRIVEYrdacBeEE0R dRey" as WESI 1D
access and a fixed agent such as a securit
some speclal Kknowledge hgs been used ‘as part of the
verification oy authentication process. In such cases,
identification has involved a dialog between the person
10 desiring access and a. fixed agent such as a security
guard and an automatic teller wachine.

The current state of portability of free standing
computing devices makes it possible for both the physical
key and the authentication agent to be small, portable

15 and hence more subject to loss or theft. Fuirther,
computing devices make it possible to perform repeated
attempts to guess or deduce the special knowledge or
passwords associated with the identification process.
This is especially true Iif the authentication agent or

20 device is alsc undexr the control of the thief. To make
matters worse, technology now allows and encourages the
carxying of enormous amounts of sensitive information on
one's person where it is subject to mishap.

. Also, today's notebook and subnotebook sized

95 computers provide a free standing environment having
significant computing power which has created a need for
additional data storage capabllity. This need has
initially been met by miniature hard disk devices which
can hold both programs and data, While passvorg

30 protection is often used in these systenms, it does not
completely protect sensitive data because, first, the
authentication agent is ~vulnerable. But, more

significantly, the disk device containing the data can be
physically removed and accessed in a setting more
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guard and an automatic teller machine. The current state of portability of
free standi ng conmputing devices nmakes it possible for both the physical key
and it he authentication agent to be snmall, portable 15 and hence nore
subject to loss or theft. Further, conputing devices make it possible to
performrepeated attenpts to guess or deduce the special know edge or
passwor ds associ aenduciye h tcheahddysliéi cat Ton PhbsesmseThidatta bsgedradny
true if the aut hﬁf&t&a&rﬁgnﬁggg ng?&y?:@g some HS¥hCRf SeAbSRHINUIES thphe

control of the thief. : tters”worse, technology now all ows and
encour ages the cBREYFig oFf eAdFkpuacansant BakessekBisi vEOPRERSmLY HRIGHE

one's person Wheeficbintér i) Haded BbsBar Apedrforimaded’ Harfdlesqok ARd
subnot ebook sized 25

onputers provide, a fre st andj n
envi ronfrent havi A§2BPYRI ﬂfcaﬁﬁlt?orﬁ)‘(ﬂ‘? n§LpofEPEERI AF hggsﬁ’l’ﬁ%ﬁdedqg néed f or
addi ti onal data Patentighe.capsds|92y.entitieds “Ietedirdtad Chrtuat| gabsden net
by mniature hard dis ev] i ol b a d .
Wil e password 30 thg %§§§%€?| %ﬂelﬁzggg‘f“geng seghlgn ??1%%% rs@%?@r:}g ?{'3
does not conpl et EEpoprblectnenory t caxdsfhthave csllswed imagiox raductions in

authentication g3g@ntands poidnehRhBrements B¥l. ch&ONE a8kl | 68Nt LY
t he di sk device contaijning I% he data car‘f-ebenpﬁ Si gal Iy rigormved and €

accessed in a POEFRPhY memBulsY. The flash memory combines the
flexibility of random access memories (RAMs) with the
permanence of J3isks. Today, the combining of these

technologies allows up to 20 million bytes of data to be
stored without power, in a credit card size removable
15 package, This data can be made to appear to a host
system either as if it were stored on a conventional disk
drive or if it were stored in an extension of the host
system's memory.
These technolegical developments have made .further
20 reductions in system size possible to the extent that the
systénr and data including programs can be carried on
one's person. This has made the data, programs and its
hoat system more vulnerable to loss or theft and also
moxre difficult to protect memory data by encryption since
25 this presents major cost and performance barriers,
Accordingly, it is a primary object of the present
invention to provide a portable digital system with a
secure menmery subsystem,
It is a further object of the present invention to
30 provide a memory card whose contents can bhe protected if
removed from a portable digital system.
It is =a more specific object of the present
invention to provide a secure memory subsystem which can
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3 conduci ve to anal ysi s. In this case, data has been protected by

enpl oying sone form of encryption. Theynature of disk access nakes
this possible wthout encountering undue cost or performance barriers.
An 5 exanple of this type of system is described in US. Patent -

No. 4,985,920 &t iudast tq nPegEasedtler cine 1eded oPerid inge BRI r &sYence

of the flashrda@iRer ianduhBiIRYaRheapPEIRsYisHS ds” have al | owed naj or
reductions in size and power requirenents of the portable of the 10

portable conputer. The flash nmenory conbines the flexibility of
random access menori es (RAVE) SUMMARY@ R ErHRINVENTIONI Sks. Today, the

conbining of these teghnol agies allows up to 20 mllian es of ato
be stored wi?hout povve%gei nﬁ%‘fﬁ edif CSFHQEi z%b}ee%va ?e %}3 prese q}ackage.
This data can HanwuqéOMOaappeahipwed hnstheyprefrerréedermaad ienit afere
stored on a co %%%O%ﬁ%;%agw Y88 ibn! LsVBhEr 2t Qd o ! L Epi on of

the host systems no ese techno oglca el opnent s have nade
further 20 with renric?f omere nhegtkt spipre FYSHI BEe the trbte@¥stien hat

the system angGyidaichrddacles N0 RRFLRER canPe Garriedam patent
10 application in the  United States of America
(Application no 960 748). The present invention extends
the security for data to programs thereby providing a
secure operating enviromment for running applications.
The secure application card of the preferred embodiment

15 includes a access control microprocessor (ACP) on a
single semiconductor chip and one or more non volatile
addressable memoxry c¢hips which serve as main memory.
The access control microprocessor c¢hip and non-volatile
memory c¢hips connect in common to an internal bus

20 having different portions for transmitting address,
data and control information to such non-volatile

memory chips. The access control microprocessor
includes an addressable non-veolatile memory for storing
configuration information including a number of key

25 values and program instruction information for
controlling the transfer of address, data and controel
information on the interpal bus. In the preferred
embodiment, a portion of the configuration information
serves as the content for the access by type memory

30 which is loaded at power~up., This data is protected by
the ACP and can be modified via the host processor only
with proper permissions (via changing passwords).

According to the teachings of the present invention,the
35 secure application card further includes an



one's person. This has nmade the data, prograns and its host system nore
vul ner-able to loss, or theft and also norse difficult to protect nenory data
by encryption since 25 : this presents nmajor cost and performance
barriers. Accordingly, it is a primary object of the present invention to
provide a portable digital systemw th a secure nenory subsystem s a
further object of the present invention to 30 provi de a nenory card
whose contents caPpbicptirrcndgrioprresseed fYlifa ﬁdﬁ%bP@"Gﬁ’@W af‘-‘:”syéll

It is a nore speghfhen@pl phg0f theppregpat i ﬂmweﬁﬁ@dm@tﬁ, Seghi e
nmenory subsyste

operating envi roﬁ?r@#ic?%h?ﬁ‘réﬁ:W’r?%rﬁti)’%n:JSEdag’fg 8[)%%2:?%%? %&? RUReE

I NVENTI ON' 5 microphcesdeme wHikh odtwrat dhylactconmdctt ke theesand has

vention are AobeYsiDobte LS g R IR L el B ERTTBbEEBph T

t he host system ofcriis obessointerdfscei bk ried thaoughel o edihe pavshrol
portion of the internal bus which is used for indicating
“"Execute" access to memory as contrasted to simple read
access, Associated with the application processor is an

10 access discrimination logic unit included on the same
chip as the access control microprocessor which controls
access to the non-volatile memory chips. The access
discrimination logic unit includes an access by type'
random &access memory (RAM) having a plurality of word

15 locations, each location assocliated with a different
block of the addressable memory chips and having a number
of accesgs control bhite coded for defining different types
of access as a function of the specific application being
run. -

20 ‘Selector means within the access by type mnemory
connects to the control portion ¢f the internal bus and
in response to signals applied to the "Execute" signal
line and an mMoff board"™ signal line for designating
vhether the microprocessor source is located outgide the

25 application card (e.g. host microprocessor) or within the
card. The selector means selects the bit location
corresponding tcl the type of access requested and. uses
the bit contents of the designated access bit location to
allow or disallow the transfer of an enakling control

30 signal to the non-volatile mnemoxry chips. In the
preferred embodiment, the states of the *"Execute”" and
"off Board" signal lines define several different types
of memory access. These are: Data Read Access from the

host  microprocessor, Data Read access from the
35



10 application  in t he Uni ted St ates of Anmerica. (Application no
960 748). The present invention extends thg security for data to prograns

t her eby providing a secure operating environnment for running applications:

. The secure application card of the preferred enbodi rent 15 includes a
access control mcroprocessor (ACP) on a single sem conductor chip and one
or nore non vol atil e addressable nenory chi ps which serve as nmain nenory.
The access cont rapphieatinroceasdl ac icaepcpeassor at iBXeCHERDAFCeREpst ron

connect in CONMMDPKEO 1Ryael NhEERShrEYass8rNaving eliddiceicaid | grem fiHe
transmtting addreﬁ@#atacand‘ contro information to such

non-vol atil e nen®Py ok s IHFPreRRFH  ni croprocessor includes
an addressabl e non-voltai | acoresry ¢omtssdr i MYLQ@Yragwisabr ON writkesr methon

i ncl udi a nunber, of key .2 al ue and rogr 4 nstr ion,. .

: nf olrJrr:a{g?on ?of"’ﬁ%ﬁ’ﬁ%l %??né:t%/ehegf’?:?ﬁgf Q‘Pyof@Yg’d”grg@é, l:ﬁlafaa §§1‘é{'§%%f?%71

i nformati on on t henhert erchatingus powert-up .pr ef asr edndabatédenthea posti orr of
th fi ti | ' t f ;

remor y 30 whi ch FEPRLSAERSY (ProCeuESy2dy W GANETCo BEULN i TammEntyPe
and can be nodi f PEd thilg (R heRtY prhadessckheniepnirol wfofde FGh Shepply

(via changi ng paﬁﬁ!ﬁﬁ&'ﬁﬂin&%ﬁﬂﬁyio the teachings of the present
i nventi %n, the 35 secure application card further i ncil udes an
1 In the preferred enbodiment, each host

microprocessor couples to the application card through a
standard interface such as one of the interfaces which
conforms  to the ©Personal Computer Memory Card
International Association (PCMCIA} standarxds. More

15 gpecifically, the particular PCMCIA interface selected is
one which has the so-called "“Execute-in-Place" (XIP)
functionality which can be used in conjunction with card
processors which provide bus mastering and intercard
communications capabllities.

20 " fhe present £invention expands the capabilities of
the secure memory card of the related patent application
by providing security <for programs thereby enabling
application software to be packaged along with its

. required microprocesser in a self contained card that

25 responds to cooperating/host microprocessor(s)} over the
standard shared bus by the use of well defined nessages
or protocols but shields its internal operation from such
microprocessoi:(s). Thiz wmode of operation conforms to
the basic principal of object oriented software design

30 whose goals are to provi;ied & superior development
environment by such segmentation of functions. Thus, the
present invention achieves the same goals relative ¢o
providing a secure operating environment. for
applications.
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application mcroprocessor which also connects to the internal bus.

In the preferred enbodinent, the application processor as well as each
of the other m croprocessors which operatively connect to the card has 5
an additional signal line included in the control portion of its bus

I nterface carried through to the control portion of the internal bus which
Is used for indicating "Execute" access to nenory as contrasted to sinple

read access. Associ at ‘?& v!!{ l1;‘£|ecgggﬁl |00é1t%8g Weﬁ%@éa atendn a;lggﬂicatign,

access discrimnation®" ogl c uni t T ncl ch| access

control i croprodds @rasenth iwmtdp@ Feddss the t'Haardn Qﬂﬂ"at qngl nﬂ‘?ﬁ‘?ﬁ

chi ps. The accegs-qW SC¢ Mdmg OGLRiHRAI t llsncl)ggles 80 a@q_g&mhg t):ne
random access nmenory (RA haV| ng a plurali t

ns,
each location dFtactien ‘Mftt’rargedlﬂ“@?‘ﬂﬁ %WaagP t"?‘Péleadaf’%gé%]g 59
nmenory ghi ps and f1asmg fchupper tdctariessy Corihr ol the t s "gedaniter dmfrlshl“ng

oL erent ypes ol iRt SRR, By | [BGBERE ROhLAel R
connects to the cxidaoltiporpresend! inwventiion n@lswseiaa:m rf:h@esfiﬂ#@&@ﬁoc’f
signals applied t&aéh é&ﬁe&m&;mf' W' the related patent application
relative to being capable of operating in secure and non-
10 secire modes, eliminaiting the need for encrypting and
decrypting data, and protecting memory contents if the
card or its host processor is lost, stolen, powered off
or left unattended. 1In the event of theft, the memory
contents ie protected from access even if the memory card
15 iz opened and probed electronically or the mamory chips

are removed and placed in another device,

The above objects and advantages of the present
invention will be better understood from the following
description when taken in conjunction with the

20 accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

. Figure 1 §s a block diagram of a system which
25 incorporates an appijcation card constructed according to
the present invention.
Figure 2 shows in greater detail, the flash memory
of Figure 1.
Figure 3 shows in greater detail, the access by type
30 nemory of Figure 1 constructed according to the teachings
of the present invention.
| Figure 4 is a system arrangement used to explain
the operation of the application c¢ard of the present
invention,
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line and an "off board" signal |ine for designating whether the

m cr oprocessor source is |ocated outsideqthe 25 application card
(e.g. host microprocessor) or within the“card. The selector neans
selects the bit |location corresponding to the type of access requested
and uses the bit contents of the designated access bit location to allow or
disallow the transfer of an enabling control 30 " signal to the

non-vol atile nmenory chips. In the preferred enbodi nent, the states of

the "Execute"” and "Of Board" signal Line fl e L{f.erent types
of menory access. These MMT@@Mh%

m cr opr ocessor, Data Read access from the 35 6 application
card's m croprocessor, cut e ;Acce S em_cr CESS8F ¢
Execute Access from ﬁ%@%&pl#cé?i g‘n%ﬁ%ﬁ?%@?&%r%ée&ﬁ&%‘% ﬁggcggis]g
controf microphecdstmlid wampdingheysten usabdenagneis PEFSPRR] aceBRYtGY

type RAMin a copvegpil opale AeHiei sl | BloclQMB¥ - UBysten St |iMd1eakad, ak he
host or application processor Is allowed to npdi fé/ tcpe-contegt.s of this RAM
only under the éRRigaton Heands  gepghypucted according to the present

invention which connects to a host processor 5 by an
external bus 102. The host processor 5 may take the form
10 of a palm top personal computer, such as the HP 951X
manufactured by Hewlett-Packard Company. The host
processor 5 includes a microprocessor 5~6 which connects
to bus 102 via an internal bus 106 and the interface
logic circuite of block 5-10. The host processor 5 also
13 may include other units which connect to internal bus 106
such as & liquid crystal display (ICD) 5-2, a keyhoard 5-
4, and a memory. The memory includes a one megabyte read
only memory (ROM) and a 512 kilobyte random access memory
(RANM) . .
20 ‘The connection between the application card 3 and
host microprocessor § is established through a standard
bus interface. In the preferred embodiment, the bus 102
conformg to the Personal Computer Memory Card
International Association  (PCHCIA) standaréd which
25 includes an YExecute-in-Place" (XIP) capability. The
interface 102 provides a path for transferring address,
control and data information between host processor 5 and
the application card system 3 via a standard Interface
chip 104 and an internal bus 105. Each of the buses 102, .
30 105, and 106 include a data bus, a control bus and an
address bus and provide continucus signal paths through
all like buses. For example, bus 105 includes address
bus 105a, data bus 105b, and control bus 105c.
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mai nt ai ni ng security. 10 In the preferred enbodi nent,
each host m croprocessor couples to the application card through a
standard interface such as one of the interfaces which conforns to t he
Per sonal Conputer Menory Card International Association (PCMCA)

st andar ds. More 15 specifically, the particul ar PCIVCI Al nterface
selected is one which has the so-called Execute i n-Pl ace"

functionality which cAR BBOWSedinnFiomre et itie abRd icatdopr Sards gf e cn
provi de. bus rrasb%t-agtand mmﬁﬁ@{d CORENE@E | ONAnCapaduiddds es. cdftrol

The present I nvent,i on expands Lt s of the sec pory..card of
the related pat eﬁ‘i’cgﬁﬁF‘Pgﬁ?FBH bf)‘%% 3& NP <é’%urci ‘i’e r g?o&%s l}(’f‘t’ére Dy
enabl i ng appl i caplmm-aligz&t\w&nda) £ lzash pm&mgedcmimgdcwqﬂated sasg efodaed
m croprocessor ai ar spapds

cooper ati ng/ host Qﬁ‘%&’?‘?”r ogggg’or?ﬁﬁc%vegoém standar esrt’t%?‘edgggs ggsfh

of well defined mppddgadion pr Rmmebﬁtorsmﬂel%lﬁthscphpéﬁﬁaltﬂoﬁ@#%ti@‘h
from such ni croprgee re(c%)e s JHicriB1a 9bnoRgHaL 2R £0RBOGABchOcblgLEES] ©

princi pal of obj ect oriente war e_desi se goal s are to
provided a supd@ d?“%le\léﬁo;ﬁ%tt‘enﬂﬂﬁhnﬂﬁP“’B‘}e’éuc’W@eg’ﬁEﬂ as
functions. Thus sHdw.pr eﬁ@!ﬂt 10nyentypicatiy eyre thpeseypegos! prbebat;tuq to

providipg 2 SSRGS as OPE L% n Y ASRIR card®  The cMOs flash
memories 103a through 103n may take the form of flash
nemory chips manufactured by Intel Corporation. For
example, they may take the form of the Intel flash memory
chips designated as Intel 28F001BX 1M which includes
15 eight 128Kilobyte x g8-bit CMOS flash memories, Thus, a 4
Megabyte flash memory card could include 32 such flash

memories (i.e. n=32). _'
The access control microprocessor 10 and flash
memories 103a through 103n can be constructed as
20 disclosed in the above referenced related patent
application . For the sake of completeness, both ACP 10
and non~volatile memory 103i will be briefly described

herein,

- According to the present invention, as seen from
28 . Figure 3, the control portion of internal bug 105 as well
as external bus 102, contains a plurality of control
signal lines which apply Execute, Read and Write control
signals generated by any one of the microprocessors 5-6,
10 or Al. More specifically, each of the microprocessors
30 - include means for initiating Execute, Read and Write
cycles of operation. through the different states of
various control lines. For example, the microprocessors
may be constructed in a manner similar to Intel 486 DX

| nicroprocessors relative to including the capability of
35



applications. 35 7 As in the case of the related patent application, the
present invention nelds the "Smart Cart"ltand "nmenory card" technol ogies
which is key to allowing the protection of |arge anounts of data nade
possi ble by 5 flash nenory technol ogy in the "security

har sh" environnments created by electronic mniaturization. Al so, the

resent inventio | so retains the features of the secure card,.of . the
Pel ated patent P%ﬁ%f%{m ofiPfel XeRfle (PRI Tttt BEUBRE, YEihG iRyS

secure and non- dgcles of opetatdomndss, aktermingt thg thateseoff gpecific

encrypting and d | N a, egt.l Y. [ rd
or its host proc‘géé%:?&* Sﬂ:}.rg%%., s?%?eﬁ?géo%élsggmgﬁg%rc%ﬁ{l}ﬁ t%uréégg?&él n
the event of thety¢lese refmrencsomashtts? inads dicedhedr fp bitakbers LriH. ¢4
the menpry card iffjoroprocedsbrdPeRRA.aNdvir ORede LR Bl Cabbyy 9534 by

menory “chi ps are_renpved and pl ac I n anot her device. The above objects
and advant ages ofnkad eErFAtidirention will be better understood fromthe

fol'l owi ng descri pti onThe Wedess @ikt iminktidiPNjogiet iffit AW &40 didfussed
in greater detail in connection with Figure 3 includes an
Access by Type Random Access Memory (RAM) array
10 containing a plurality of word locations, one location
for each block of- the memory chips 103a through 103n and
input selector circuits connected to the "Execute" and
®"0ff Board" control signal lines indicating the nature
and source of the memory access. In accordance with the
15 present invention, these signals define four different
types of memory access, These arei Data Read Access from
Host Microprocessor 6-6, Data Read Access from the
Application Microprocessor Al, Execute Access from the
Bost Microprocessor 5-6, and Execute Access from ¢the
20 Application Microprocessor Al, The Access Discrimination
Logic Unit A3 performs the task of applying the output
enable control to the memory chips 103a through 103n,
That 4is, it determines which type of enable control
signal i= to be applied to the memory chips 103a through
25 . 103n as a function of the state of the selected prestored
access control bits of the location associated with the
block being addressed.

ACCESS CONTROL MIGROPROCESSOR 10
30 _ : :

The access control microprocessor (ACP) 10 of the
preferred embodiment, includes a protected non~volatile
memory 10-2, a random access memory (RAM) 10-4, and an
interval counter 10-6, all of which are diagrammatically
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20 : acconpanyi ng draw ngs. BRI EF DESCRI PTI ON OF THE DRAW NGS Fi gure

1 is a block diagramof a system which 2§ | ncor porates an
application card constructed according to the present invention. Figure 2
shows in greater detail, the flash nmenory of Figure 1. Figure 3 shows in
greater detail, the access by type 30 menory of Figure 1

constructed accordlng to the teachings of the present invention. Figure 4
is a system ar mmmmeme&tsxgnpbaan t hEhepoeatrvohatblet pemorlpld; i on

card of the pr aAdpgenti 1zathle BREﬁERBE@ch to
EMBODI NENT Fi 93’?& f% o) gt ?%%g%ggéﬁre aOII:ﬂtg B

hand- hel d- conputtang sﬁ%@ﬁﬁé§9ﬁé°&s anfeymafhken ¢ (i’rﬁ‘iht BF"@F*““‘és a Hore
transaction pr%ﬁﬁﬁ&caﬁ&iﬁf ena drolpl Wiesmavvpplocatioms catord omastmuct ed

g oty bemomaicy LaeRE LELERe ESAT TSy R (PR FSeRor® BV
pal mtop persor@éqm(w er prsucdtipsr t hadeiRt9bidation information for
verifying that the user has access to.the system, and
configuration information for identifying the blocks in
flash memories 103a through 103n that the user may access
10 in addition to a time interval value used for
reauthentication, Additionally, another group of memory
locations store information for a given application which
is loadable into the access discrimination logic RAM for
designating the type of accesses (i.e., is a map or image
15 of the access by type RAM contents).

Another group of memery Jlocations store the key
values used for protecting each of the flash memories
103a through 103n or the codes used to protect the
individual blocks of each of the flash nemories 103a

20 through 103n. A further group of memory 1oqati.cna store
the program instruction sequences for performing the
required authentication operations and for clearing the
system if the preset conditions for failure are met, For
certain applications, program instructions c¢an be

25 included to enable the user to control the setting of the
interval counter 10-6 which establishes when user re-
authentication takes place.

FLASH MEMORIES 103a through 103n
30
Pigure 2 shows in block diagram form, f£lash memory
103a which is identical in construction to the remaining
flash memories 103b through 103n. As shown, memory 103a
includes two sections, a memory section 103M organized
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manuf actured by Hew ett-Packard Conpany. The host processor 5
I ncl udes a m croprocessor 5-6 which connects to bus 102 via an internal
bus 106 and the interface |ogic circuitd?of block 5-10. The host processor
5 also 15 may include other units which connect to internal bus 106
such as a liquid crystal display (LCD) 5-2, a keyboard 5- 4, and a nenory.
The menory includes a one negabyte read only nenory (ROM and a 512
ki | obyte rando r Rﬁ%@, : é‘tgﬁr@g};i
bet ween t he apgkggg??gwggggdxaéa ﬁgég #Pg?ggﬁggegggrggg?s est bl?s éﬁ
through a stand8PEtHOR | }RLS f sowntainimge Fher esesyrdf¥oodARass AeNBERL 102
conf or s to chibeuitFesB0NRd pricyat ShveyRITY. Card International
Associ ati on (PCMCI A) standard whi ch 25 i ncludes an
"Execute-in-Place" (XIP) capability. The interface 102 provides a path
for trsnsferringeadtdyessctiomtiyody and data i nformati on between host
processor 5 and the plicati ar.d, em 3 yi t d,| Lface_chip
104 and an internal ggs éﬁﬁﬁ;‘ QE ch ‘g’fﬁﬁée se\éeéﬁg?gi%gm lh%ﬁ?ﬁ%, &nd
106 include a daeacibisarvaydit ratganizeshdrdie sidtess bleckadapr shpdn in
conti nuous si gnals hs, t hryou i : or S
R It T S P D e

i ncl udes addr ess a, data 10 and control
circuits 60, an address counter 56, a write state machine
10 ' 61, an erase voltage system 62, an output multiplexer 53,

a data register 55, an input buffer 51, an output buffer
52, and a status register 58, arranged as shown. The
basic logic circuits of flash memory 103a, as discussed
above, take the form of the type of circuits included in
18 flash memories manufactured by Intel Corporation. Since
such circuits can be considered conventional in design,
they will only be described to the extent necessary. For
further infermaﬁion regarding such circuits, reference
may be wmade to the publication entitled, -"Memory
20 Products®, Order Number 210830, published by Intel
| Coxporxation, dated 1992.

As shown in Figure 2 the flash memory circuits
receive a plurality of input address signals A0-Al6, data
signale D0O-DO7 and control signals consisting of c¢hip

25 enable, write enable, output enable, power down and
erase/program power supply signals CE, WE, OE, PWD, and
VPP respectively.

The CE, WE and OE signals are applied to command

register 50 and 1/0 logic block 60 from host processor 5
30 - via bus 102 and control bus 105b and dispersed to control
' the indicated logic blocks.  More specifjically, the

output enable (OE) signal is applied as an input to

output buffer 52 and in accordance with the present

invention is provided by access discrimination logic A3
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As shown, in Figure 1, the application card 3 of the present I nvention

I ncl udes an access control. mcroprocessor (ACP) 10 which
couples to bus 105, a plurality - of CMO83f|ash nmenory. chi ps designated as
103a 5 through 103n which couple to internal bus 105, an

application mcroprocessor Al. which couples to bus 105 and an access
discrimnation logic unit A3 which couples to bus 105 and to flash nenories

103a t hrough 103 A .call Sg e .of sin
10 O01 endhe PRaiPe oo The b AYBRET ¥ RISoTATBLNAC £, REASAAS N9
103a t hrough 108aghsyer alsd tﬁerf ek ing adtherefidagh aenesvymabRf REFEPES by

| ntel Corporati e, y ak erher she lstbehgk! ash
merory ohi ps de%"ﬁ‘ét BRerRXABRE sz%ég%oﬁg% fed feLhOl Modhtl g

ei ght 128Ki | obyt"-ée%eB’;%l tOfCNEBCFIiagh Hetfor Pé"s g’ﬂ%dn gﬁrﬁﬂjaﬁﬁf@rﬂiﬁgh

nmenory gard COUhderncféwlﬁcﬁ@nﬁma\uémsmm@mDrnmna@ epepaBidn T agadass
contr ol nlcroprocessgr 10 and flash nenories 103a through 103n can be
constructed as 3§5wme disclosed "in the above referenced rel at ed

patent application,. cénersbeysakheobasday| ligine o=l enteoitis- ACP skCtdon 103M
non-vol ati e meqpey, 493y wihly bePYAETAY ndRRGE. PCdMIR SRR Ion is storea
in memory array 54 via data bus 105a, input buffer 51 and
10 data register 55 at an addressed location of one of the
memory blocks specified by the address received by
address counter 56 from address bus 105c. Information is
read from a specified addressed location of a block of
memory array 54 and is sent to host processor 5 via an
15 output multiplexeyr 53, output buffer 52, data bus 105a
and bus 102. A status register 58 is used for storing
the status of the write state machine, the error suspend
status, the erase status, the program status and the VPP
status.
20 The write state machine 61 controls the block erase
and program algorithmz. The program/erase voltage systen
62 is used for erasing blocks of the memory array 54 or
the programming bytes of each block as a function of the
voltage level of VPP.
25
gecurity Sectio 038
Az seen from Figure 2, section 103S includes a
security access control unit 30 and a volatile access
control memory 43 interconnected as shown. The output of
50 "~ the access contrcl memory 42 is applied as an enabling
input to output buffer 52 during each memory read cycle
when the contents of a byte location of any block of
memory array 53 is being read out. That is, a read cycle
may occur, however, the data read out is inhibited from



According to the present invention, as seen from 25 Figure 1, the
control portion of internal bus 105 as well as external bus 102, contains
a plurality of control signal |ines whi ¢ apply Execute, Read and Wite
control signals generated by any one of the mcroprocessors 5-6, 10 or Al.
More specifically, each of the m croprocessors 30 I ncl ude means
for initiating Execute, Read and Wite cycles of operation. through the

different stat eSpagf;émgr ithtvughntaudipdt] NESL fefos2exanpties Tﬂi@xfce of Dthc-.

m croprocessors nay_be st ruct in_a manner, simlar to lnt

i croBrocessors PB%&PP&'&%S H:B?gg? nCTH scﬁﬁﬂﬁf?ﬂ %%?%E?arh%foé?’%f’?' at.i ng

code read, nenory realozxedspeabficaltlye dusesgctontuvbl apamantyl ¢3 Bypedhidesi ng

‘he stat ; Lo . | . . . H
€ stales o Sp%&kftb%nc‘mgggl.rirggéfg’g ?%cgi)%%ggﬁfe'Biergﬁﬁ,il‘zﬁbe%(i%%%w&br}gaﬁuc

bus cycles, reference na I cation
"M cropg ocessor s inpyt addressRdf &oedde i desodaoponnetieg S Ebepdnbbton.
The access di scrigh RO WleheA anadia ClSEEd1s oW RA! Shi1¢8balekeln
connection with Fi,gure 3 includes an Access . b Type Random Accgess
Menory  ( RAM g,i?cgy%’t connected to the outpth of each storage element,
As shown, four bits of address latch counter 56
corresponding to the block address applied to control
10 memoxry 43 are decoded and used to select the appropriate
- storage element output which is applied as an enabling
input to output buffer 52.
This section receives command control signals from
command register 50 of section 103M, Special commands
15 such as those described iIn the related patent
application are added to the sets of commands used by
the flash nemory for implementing data security. The
standard flash nmenmory commands take the form of the
commands utilized by the Intel Corporation. flash
20 memories. '

PPLI MICROFPROCESEOR & BORYT DEVICE

The application microprocessor Al is contained 4in

g the application card and is programmed to pexform all
operation functions required for running a given
application, In the ©preferred embodiment, the

microprocessor may he constructed using an Intel 80286
microprocessor chip. The application microprocessor Al

30 ‘ also has a random access memory which is uses to perform
certain intermediate calculations in running specific
" applications.

In addition to being used with the host processor 5
of Pigure 1, the application card 3 alsc operates in



10 : containing a plurality of word |ocations, one |ocation for each
bl ock of: the nmenory chips 103a t hrough §g3n and i nput selector circuits
connected to the "Execute" and "Of Boar control signal lines indicating
the nature and source of the nenory access. |In accordance with the 15
present invention, these signals define four different types of nmenory
access, These are: Data Read Access from Host M croprocessor 5-6, Data

Read Access froomjuhetigplieithonthecr dargihasgor patntExaxiut esgoe eskoedt om
the Host M croprogssseker- 8¢ %@éecyte 385 Shddt0 P ddbe selt: inclxxdepf\;?) a

Appl i cation M croprocessor Al e Access_Discrimnation Logic Uni

performs the tasﬁ“@Pe‘épSIfyll?ﬁ}' x3dt (Reviees| suehnpgola t@%WﬁfmnﬁﬂﬁP%l ps
103a through 103giciéf! prEnthk, dereuitnarii sdadePeaid &NabkAUARBAEOLNS

s onal 1 0, 0% TERL SR D Lo eRaeh B Sho Bt et A
the | ocati on asspektt ﬁdcﬂbﬁho&é‘&@i‘ow & et Drap pel dedsizrd whACKESRe CoERCthe
br of er red enbodi REREPRERRT LABLLGER, BB A BREATL: PRt b of "Ses
random access nmeewhy (R exemn;teanahgn nismaprocessant ern1bes conkkbructehi ch
are diagrammati cgklija3%n Intel 8051 chip., It has its own read only
10 memory (ROM) which contain start up and self test code
only. Thus, the host device can be viewed as an "shell"
with all of the significant functionality contained
within the application card 3.

15 ACCEBES DISCRIMINATION LOGIC

The access discrimipnation logic unit A3 as shown in
Figure 3 includes a random access memory Bl having n
groups of locations corresponding to the number of flash
20 memories. Each group containg 16 multibit or word
' locations, one for each block contained in the flash
memory 103a. The number of bhit positions of each word
correspond to the numbexr of different types of accesses
required for the application being run., For example, in
25 the application card of the preferred enmbodiment, as
discussed above, there are four  diffexent <types of
accesses. These accesses are designated by bit positions
0 through 3 of each word. As indicatéd, bit positions 9
~ and 1 are used to control application microprocessor
30 access to data and programs respectively. Bit positions
2 and 3 of each word are used to control host
microprocessor access to data and programs respectively.,
When, any bit position is preset to a binary ORE state,
this indlicates that access is permitted. When a bit
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represented in Figure 1. The non-volatile nmenory 10-2 dedi cates a nunber
of addressed locations in which to stoft® authentication infornation

and prograns. More specifically, a group of menory | ocations store one
or 5 nore personal identification nunbers (PINs) , protocol
sequences or other identification information for verifying that the

user has access to ,the system. apd, conf, i | ti f QL dicat
i dent i fying t he BRGSO 15 P%ﬁeﬁrsﬁ%r+]e2g%§% ?%F%B% 30 that fhe User
may access 10 that acvesaddist hohh albowed.time interval value used for

reaut henti cation.  Aqdl tianal | A RANNGAAROH QorfRAEREY doOERki @BGa Shase

h
I nformation for a given application which i's | oadable into the acg)ess
Y P8 g

. discrimnation IRRE%LGRAVIOEP de&i dRSerRglt nBUEy kP S 9 cedCRLIRY
map O:*rtﬁi' mage 15 guthorizdd t BEcpepesSedyoiyPe RAM agebentshnedtot ker gheup

{1 ash mewor | oo ARSI M GRRFCAUSI IR (96 LBHEEALHIEo 1P ReT, fupp)1bE®
i ndi vi dual bl ockeh@® m@@ste Rfniifieahkaphtseodr the ®ORarPOaddress tchrolighs
B ncms. o "era R e ik B SR BBy s et
clearing the location are applied to the data inputs of a multiplexer
10 B2. fThe selector-inputs of the multiplexer Bl connect to
the "Execute" and "“Off Board" contrel 1lines of the
control portion 105¢c of the internal bus 105 as shown.
The output of the multiplexer Bl is applied as one input
to an AND gate B3 which has another input connected to
15 the output enable control line of the control portion
105¢ of internal bus 105. The AND gate B3 has its output
connected to the output enable contreol 1line which is
applied as an input to each of the memory chips 103a
through 103n. :

20
ESCRI OF OPERA

The operation of the application card of the present
invention will now be described relative to a particular
25 . .app_lication fllustrated in the system configuration of
Figure 4. There are a number of application cards, each
of which |is programmed for use in a restaurant
environment. In the restaurant, the mainframe personal
computer is used to all of the restaurant processing and
30 can be constructed as the host personal .computer 5 of
- Figure 1, 1In addition to all of the normal facilitles,
the host personal computer 5 has, occupying a diskette
glot, a device which accepts PCMCIA cards.
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systemif the preset conditions for failure are net. For certain
applications, program instructions c#nh be 25 I ncl uded to enable
the user to control the setting of the interval counter 10-6 which

establ i shes when user re- authentication takes place. FLASH MEMORI ES 103a

t hrough 103n 30 Figure 2 shows in block diagramform flash nmenory 103a
which is identical in construction to the remaining flash nemgries 103b
through 103n. As sh&®ash ndiEBiicabben fantieSawoPeedtiugsed o 1R Fhat

section 103M or gaitied§dce abl WvBAQO0THH Nhid 4Me Piesent thaveniber apdhand
security logic segtjon ,103S coptaini th segurt acces caont r ol
circuits of the%%"’icﬁ\%nﬁuﬁ . o8 ehe deV ﬁ‘of’& gé@%F%nEIMBFA??'Qth
from Figure 2esdctiao@ hddadMizwhckutas aakeppady arsmyliS4ispdayi 2ed anto
'si xt een bl ocks S ' [ e a,co i sper L.np t
logic ircuits %egﬂﬁ}égsg%%%dngr ’5‘% rrgaargﬁ'ggst% e rérg%ﬁ#ne%%/gggyau
61, an erase volacrpssysiesm 6In Sheouvepbauranti ptises 18Y, be o &or &difsver
55, an input bufdglh Havidee"WeBeha?HG! 8h the number of service personnel

(e.qg. waltere, bartenders, etc.}.
Each morning before the restaurant opens for
10 buginess, the data processing manager for the restaurant
checks the group of hand. held devices, one for every
waiter, stored in a rack having their batteries recharged
and without any cards. In another location, the manager
locates a stack of application cards used the previous
15 _ night, - That is, the normal procedure is that when a
waiter checks out, the waiter removes the card from the
hand held device, places the device in the recharging
rack and slips the card into a slot in a secure place in
a door which can be only accessed by the manager.
20 Each application card has the capability of
| recognizing two hosts which means that the access control
microprocessor 10 of each card has been programmed to
recognize two PINs. One is the PIN of the computer
system which only the manager and the mainframe perscnal
25 computer 5§ knows. The other is the PIN assigned by each
waiter at the beginning of every shift chosen from a list
of generic PINs provided by the manager,
The manager takes each application card and inserts
it into the PCMCIA slot of the mainframe personal
30 conputer 5 which presents the higher level PIK. The most
important information stored in each application card is
a record of previous days transactions for a particular
waiter for a given shift. This provides an audit trail
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52, and a status register 58, arranged as shown. The basic logic circuits
of flash nenory 103a, as di scussed above, take the formof the type of
circuits included in 15 flash menpgi es manufactured by Intel
Corporation. Since such circuits can be considered conventional in design,
they will only be described to the extent necessary. For further

I nformati on regarding such circuits, reference nay be nade to the
publication entitled, "Menory 20 . Products”, ‘Oder Nunber
210830, publishadhichy elimbhai®s pthat ireed doe elreg9ss AArgfoVANPWRES g@fe

2 the flash nme I Lo diseeceive a plurality of input address signals
; o te€ plur y nput sig
AO- A16, data si gﬁ’; S D(E%WS&?’ gnd control signals, consisti of chip 25

enable, wite enableINoutht BFSEFE, PLEFIRPATCUnd / pPgr amP
power supply sigralfyddantWatidn iBVEBhdecapdl YO ¢ aspatie waipes T adcesdksand

nost bracoseor 5 8 -evpds S Ak S ik in BueBThe A T8, AHEC

to control the ifulileatiady Haddiec bl ocks. More specifically, thles'gﬁ'[ [S)ﬁ'?
enable (OE) signal is applied as an input to output buffer 52 and in
accordance wwth the present invention is provided by access
discrimnation logic A3 35 RAM CODING TABLE
10 Wis 1 o} 0 01 Application Microprocessor DATA-"AY
wi4 1 ) 0 D} (Day's Transaction History)
Wiz 0 i 0 0
Wiz 0 1 0 0
W1l 0 3 0 0 \,_Application Microprocessor PROGRAM-"B"
15 W10 0 1 0 0 {Application Code, Encryption for
wo 0 2 0 0 Credit Network)
w§ 0 1 0 O “
w7 0 1 4] 0
Wé 0 1 0 o )
20 W5 1 ¢ 1 0}- Host Microprocessor DATA~"CY" (Today's
_ Menu, Price List, In-Process Orders)
W4 0 0 0 1 .
W3 0 0 0 1| Host Microprocessor PROGRAM-"D"
W2 0 0 o 1 (Host I/0 Drivers)
25 Wi 0 0 0 1
WO 0 ¢ 0 1
HD BHP

>
e,
e
L v)

wherein AD = application data, AP = application program,
30 HD = host data and HP = host program.

As indicated above, the dalily transaction history
data is shown ag data which is accessible only to0 the
application microprocessor Al in the hand held devica and
not the hand held device itself for the reasons discussed
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13 of Figure 1. The PW signal is also applied to command regi ster 50 for
enabling the flash nenory to performother operations such as to clear the
vol atil e storage el ements of section 103S as desired thereby enforcing 5
user reauthentication. when nonal operation is again resuned. Generally,
the basic logic elenents of section 103M operate in the follow ng manner.
Information is I n nor arr%y'54 via data bus 105a, input buffer 51

tored
and 10 dZta%r% i st 5%’}/%3 2% BEHPREY ed U38c £PHRTIONGHEY L@ htwo
menmory bl ocks spebiiisethdry bden addiceatadearivaskdnimAdiIgsS QQifidreda i/ om
address bus 105 nfQr. [ IS ad_from a.specified addressed | ocajion
of a bl ock of rrgrrr%%y %x‘r% &Ztgnda‘?s ga tgfhogﬁepr%@é@%or@ vi"“é‘dan"%é5
out put mul ti pl ex@ssB3lateg Mithhther a32ocdbed BusckESamndsdtstaOdinaky
status register & d Sedisethd i¥natidk f, t it t.af
machi né, the erroy suspend slt%;ntaus, bjt%atg:%s%%%?u!gyt eeg{reoéi%g%%taa j‘tﬁ"s" and
the VPP st at us. roprocessor Alme wite state machine 61 controls the

bl ock erase and prograntHigoriitiationThenar e8aANAEE 28R WOLLALL sl 062 1S
used for erasi ngulio*l:eorc k%eOf mta (ea ”EC”EEX.SELESV %g {:he mainframe personal
conputer 5 under the control of ACPl0. While the hand
10 held device is in the hands of the waiter, a closed
transaction is stored within the application card and is
accessible only to the application microprocessor Al .on
the card. This prevents tampering with such data by any
one,
is When the application card is placed into the
mainframe personal computer 5, it now presents a PIN or
password which is used by ACP10 to verify that the host
computer 5 has the correct permissions. Only when the
appropriate permissions have been presentéd does ACP1lO
20 modify the content of the RAM array to provide the
appropriate access (i.e., sets the third bits of each of
the words Wi4 and W15 are set to binary ONES. When the
access discrimination logic volatile RAM array is
reloaded, the mainframe computer 5 {8 now allowed to
25 read this data which in the hand held device was
unavailable to it. The volatile RAM memory of the access
diecrimination logic A3 is set up by ACPI0 so that the
mainframe computer 5 has free access to all of the
application card's information. The setup is under the
30 control of the ACP for maintaining security.

The first thing the manager dees is capture all of
the previous night's transactions and stores them in the
mainframe computer 5 for later processing as appropriate
(e.g. payment ocalculations, etc.). As previously



the progranm ng bytes of each block as a function of the voltage | evel of
VPP. 25 Security Section 103S As seen frpm Figure 2, section 103S

i ncludes a security access control unit and a volatile access control
menory 43 interconnected as shown. The out put of 30 t he access
control nenory 43 is applied as an enabling input to output buffer 52
during each nenory read cycle when the contents of a byte |ocation of any
bl ock of nenory imdixatssi, swhenndhecadabnfrafibatcomputarr gadpryeidesnythe

occur, however, - a | Syaby2 Bi.t.e r I h
out put buffer SZé%%%a@eggg%gp ?ﬁg%%p:)&?%pgfgt gmbrgciétsggi?eﬂs% ‘fg’?{,?}*ﬁ’”

nmenory gating si@fhatherprecepacidismrininatdansslegher A3 nendr ythe i kRakSdes
si xteen indivi dysd¢nspddieseniiie didorstas ages £l @iiigh W30 R la 1Al age 4

to 16 bit decoder copnnected to the input of gaeh stgorage el enent, an l1to
16 out pft nulti gt rang coPrPYthett g&’ tli?atcﬁea t gt %8?' aﬁéﬁ &tt?rrﬁée%”

element. As shaweh fiemoribsls Mftemddhessiatiaatids beant etorg@d, those
correspond_l ng t%é!&'&}p lbol%ck%ddarreesScl%%@éde/%xlaggﬁongﬁgl rewritten for later

use.
Ae indicated in Figure 4 and the table, another area
10 of memory 102a has been allocated to -hold the correct
nenus and prices/specials and is rewritten each morning
by the manager. This area corresponds to a single block
which has word W5 associated with it. As indicated in
the table, this information is made accesaible to both
15 the application nmicroprocessor Al and to the hand held
host wnicroprocessor of Figure 4, Therefore, both the
first bit and the third bit are set to binary ONES to
allow such access.
The piece of data which would be not changed,-is the
20 program code for the application microprocessor itself.
An important parxt of that code is the algorithms and
encryptions that allow messages to be sent over the
credit network via the communications link of Figure 4
which includes the information describing how the hand
25 held device is to access that network. That 1is, it
includes the information which properly identifies the
requester used for establishing that the transaction is a
legitimate transaction to make a charge against a given
account. This is highly secure information that is kept
30 in the application card., If there is any change to this
Information such ag a password change or update relative
to identifying the  restaurant as the source on the
network, this information would also be written into the
card by the manager as well and then protected so that it
35



10 . menory 43 are decoded and used to select the appropriate storage
el ement out put which is applied as an eng ling input to output buffer 52.
This section receives command control signhals fromconmrand regi ster 50 of
section 103M Speci al commands such as those described in the

rel at ed patent application are added to the sets of commands used by the
flash nenory for inplenenting data security. The standard flash nenory

comands t ake t I&eufmr mc,Qf veh@ceerrerd Ly %ééti@ﬁhn@kmﬁl@eeﬂ nt @ls shown
Cor por ati on fl,as menor | es APPL| CATI

DRI CE- The appl Bt $ARYpr UL cRBEh A RATRIH ARy GTEoGPONAIG €58
application car ®lmeks shaw ogeemnallboaged ofor atbrmgarahe oprbgnani avsle

required for ru pl the
crbodi ment .t haSh oPBRbSEELER" hEBeBRacespar, tar o ThE) HEHO¥  page
mi croprq)cessor asspoiatied &pprewéthonwmdﬁoﬁﬁomwghmlSO each of whlish has
a random access ygTyi gms(ibci'o?x BS Gotl Ot&eéf B&%Eﬁléﬁi‘ Notdtl & x@tﬁn&sed

cal cul ati ons |nrunn|n spemﬂcaglcatlons adltlont el ng

with the host pr stEPerpgapes1 by I@@P&émaitééﬁﬂ cﬁwc@%ars@m
operates in 35 Another type of information stored in memory 103a of
the application card is the drivers for the devices on
10 the hand held device. The area of memory corresponding

to 5 blocks has been allocated to the storage of this
information. The blocks have assocjated therewith, words
WO through W4, each of which has bit position 4.set to a
~ bipary ONE state for designating access only by the hand
15 held host of Figure 4.

If there was a bug in the credit card reader
program, the update would be written into the flash
memory at this time by the panager. By having the
mainframe host processor 5 identify itself .wherein

20 different hosts can have different levels of privilege,
the entire application card whose memory had been cleared
can be updated sc as to be ready for the next day's use
and may be personalized for specific people on the
service staff or the same information may be written into

25 all of the cards.

The programmed application cards are placed in a
stack and when an individual comes in to start work, that
individual will take a hand held device from the charging
rack and select a personalized card if 80 specified (e.qg.

20 bartenders ~one type, waiters another type) which will be
inserted into the handheld device., During the first log
on, the individual will insert a generic PIN requiring
the individual to identify themselves as the user which

33



15 conjunction with the handheld point of sale host processor of -
Figure 4. This host processor includes a nunber of peripheral devices such
as a display, keypad ticket printer, cred2t card reader and a

conmuni cations 5 | i nk whi ch connect in conmon to an internal bus.
The host -m croprocessor is a sinple device which operates the peripheral
devi ces but has mninmum functionality of its own. For exanple, the

M croprocessor cagy e CQ:@,%trPQ;_?%\ASé dcrtt el 8PPl &y Puse cForha%hETtS

own read only 10 contain start up and self test
code only. Thus, perspnkﬁnshiﬁﬁ<ﬁ9rb@ﬁdbé @ﬁ@ﬁ&é ¥s an "shell" with all of

the significant functy@nayd Y caeat abpedadyide n waze a@abhg@éd orarﬁar qa&},er15

ACCESS DI SCRI M NATI ON LOG C The access discrim atl ni
shown in Figure SePRieVRfbs 5B Pad‘&ﬂﬂﬂé‘&”@% CFFE‘HB ¢*e h'é%gin‘g ﬁ g‘P

| ocatiops corresppedimgthe datanumrenugdf tn@shs@OOf its ovmzuﬁdmag PIHEach

Qont ained i n  neOFl o REor- 08k o SERLSERRY cpRl RS WAEKe pe
word correspond puctéeted niforomf beintier dmpropeeky ofac&‘(ﬁ@égéestlﬂwwlr edheor
the application RELOG: E¥ i Ve L Rp1 idhtion card as described in the
cited related patent application . That is, access could
10 only'be gained through the use of & master PIN which is
only known by the mainframe computer 5.

One aspect of this security is that it allows the
restaurant to operate without paper slips. Therefore,
there is no need to maintain carbon copies thereby

15 ensuring protection of customer credit card data. The
printer in thae hand held device would be used to print a
single copy of a receipt for each customer who requests
such a receipt. If the bhand held device had a pen
surface on it, this could alsc capture the customer's

20 signature.

After the above operations have been performed, the
four areas of memery will have been properly setup
pursuant to the table and the hand held device is now in
the hande of the service perscnnel, 2As mentioned; the

'25 data area is reserved to the applications microprocesgsor
A3 for storing closed transactions for the day which will
be in a protected area (i.e., controlled by the coding of
words W14 and WiS) for both security reasons and so that
they are properly preserved (e.g. not overridden by

10 accident). This is an advantage of flash memory in that
it eliminates the mneed for special battery backup
circuits to preserve such information.

During the operation of the restaurant, service
personnel enter closed transactions into the appropriate

35



25 : the application card of the preferred enbodinent, as

di scussed above, there are four differefi8 types of .accesses. These accesses
are designated by bit positions 0 through 3 of each word. As indicated,

bit positions 0 and 1 are used to control application mcroprocessor 30
access to data and prograns respectively. Bit positions 2 and 3 of

each word are host I ce to:datq and
progr anms respec%“g% egg&yoibo.‘} 'p05| %1 ?é%re% %ﬁ 'lgnari;ﬁ/

state, this i neibmee Qm!elt aevuer iwndger m‘cmeed contnedn afbuapmpriai-e
position Is prgge % é%%oﬁé&%{? " ?gb:?%?ﬁﬂs th"fhwd'i%at %et "l 13RS Dl S

not allowed. As s connects to dat a bus portlon
105b of |nterndl’r%§aHO€°¢‘brWQ‘ﬂd3d|Q¢g’Stﬁ/ mppl catjdfm HAACLSFOr Al to
m cropg ocessor. wntétmeésene PHRPE e A ALl Qﬁ@mqrthmek@asofno

:agé(ra(rags tlo)chtlogg ‘ﬁa’éﬁd pI Ib(c‘o ?W%%&;Iﬂ q‘{:ll Cﬂaﬁri]’tcﬁbflﬁt?%o?"fdnpgﬂ‘%%séed
| ocation are apphlen hast hhedabﬁlitupute et igemintopomorylQo3a. Sibike The
selector inputsef hoendd! 44 RhPEhePloeR R8E! £bPm a part of the present
invention, it is not described in further detail herein.
10 : As indicated, there is another area indicated as the
data area for the hand held host processor which is made
freely accessible since it holds menu information as well
as "in process® orders. In Figure 4, there is a RAM
shown as part of the application card. There is a normal
15 trade off wherein for ease of implementation, interim or
scratch caloulations would be done in the RAM since it is
more difficult to rewrite areas of the flash memory 203a.
But it may be more desirable to write orders into nemory
103a to protect against power loss. In this situation,
20 the application processor Al counld tag a record
indicating when an order was changed. This would he a
matter of design choice.
Notwithstanding the above, there would be some type
of information areas in the RAM that must be made
25 accessible to both the application microprocessor Al and
the hand held host processor. The buffer areas that are
used to refresh the screen on the hand held host
processor would be made accessible to both devices.
Here, there would he no truly secure information stored
30 in there. ©Each transaction flows through the RAM but
information such as credit card numbérs would have no
reason to be stored there. They would only be written
into the secure area of the RAM,

35



t he "Execute" and "Of Board" control |lines of the control portion 105c of
the internal bus 105 as shown. The output,of the nultiplexer Bl is applied
as one input to an AND gate B3 which has anot her input connected to 15

t he output enable control line of the control portion 105c of internal bus
105. The AND gate B3 has its output connected to the output enable control
line which is applied as an input to each of the memory chips 103a through
103n. 20 DESCRI PTI ON EF GPERATSEM! Thabopey atthereof adee 4&ppl | sackéangarelf of

the present i nvegé_,bg?e#l :Ln Qg%df&?&' begh& &l it i\ ]Ex% %hQaBEbEHEﬁraﬁ?&

appllcatlon i1lu tem configuration o There are
a nunber of appkhégbi éf @a‘ptagteem e \AhPEhl‘F%tlm'bgi?%ﬁﬁﬁﬁF"frorAhse Thi.g

restaurant envirggnepisica iy heneestadiast .- ﬁlﬁd&wmﬁ\r aﬂﬁo@ﬁ&rﬁowlcﬁoﬂwter
is used to all of the restau t ocessin and
construgted as t @"H@SP”‘&E?E{D‘?I‘SI pg ﬁf}ﬁt}é‘?c o) ﬁg‘d}celufes FﬁeaBBFFYBHI%
all of the normaliacikthiseandtpartbst iperepnedemmmuiproprietaryopeodyctg a
di skette slot, aog}_evéhcee Mf& aﬁﬁﬁ&%§c€%4:p‘ﬁarag§ B’i%S). such as unique
programs which run the gdevice. If the application card
ware stolen and someone were to try to copy the program
10 for reverse engineexring purposes or to break some of its
security features, they still would be unable to read
that data even if they put the application card into the
proper host device since they would still have to know
the proper PINs including the very basic one which has to
15 be first entered. This security is provided by the
security unit which is subject of the related patent
application ..
As indicated, the hand held host processoyx would not
have access to this type of information for purposes of
20 robustness., If there were bugs or errors in the code
that branched off into the wrong area, it would be
trapped out and not permitted access to such code.
The program code of the hand held host processor
similarly is protected from access by the’ application
25 microprocessor Al for the purposes of robustness. Also,
it allows the hand held device toc be programmed moxe
simply and reduces the amount of membry recuired. Thus,
the present invention, by allowing two microprocessors to
share memory, vresults in a more economical system
implenmentation.

During normal operations, the hand held host
processor and application processor B3l of Figure 4
generate memory addresses as required for accessing flash
memory 103a, In the case of each access, the most

30
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17 Each application card can be plugged into that interface as well as into
any one of the nunber of hand hel d .devi @es, such as the device of Figure 4.
As shown, each hand hel d device has a keypad, a small display and a 5
credit card reader in addition to other required accessories. In
the restaurant, there may be up to fifty such devices depending on the

nunber of Seer@ﬁgdPEfﬁ@élﬂ?'bi(& Gf WAb! GERoEYIBAEPEEE Sar €' oy 1Yy TN O

before the restﬁﬁignt qgw?s Sl ness rocessi ng
manager for the*TEEteRir u%ét&%@b%&"&ﬂ%@m&%\n @88 Mtsf or
every ng ter s.tMaed mrlmsrestksémwgwg i roubl]e\tdpru@é ﬁ@ﬂhﬁ{(ﬁ%&ﬂiﬁdﬁﬁ hout
any cards. r l,ocation, the manager, ] ocates a stack o plication
cards used the q%hsdfg gnated HP&HH foc capign, s The s&ates p?g ddh¢re is
that when a wau'fmcemmmandt "affe BaataY FHHBQESapriQ@r &s rdnphbe Rand
hel d devi ce, pl \ he.,rechargi n nd slips the card
into a slot in Ig&fs‘%c%?ée‘xg'lea%% énlrégttdg.' c’rg? égﬁ* If’&'raﬁ ;1 og28aSBad et he
manager. 20 state of Eiemblfapm it c;mntmrlck chetpputt AID gatabid3i tby of
[ eCOgNi 21 NG t V0a S Solthist BaNEARSEHdI A rhRE B CEES £hEN Gl GERARACTIO!

of each card haé been programmed to recogni ze I N of
the conput er he Output “Enable control line to memory section 103m of

10 Figure 2., That is, read access is allowed or disallowed
by preventing the output buffer 52 from applying the
information read out from memory 54 to the data portion
105b of internal bus 105,

It will be appreciated that the performance

s requirements of the system and the access times of the
access-by~type RAM array may be important in selecting
the'particular memory control bits to be used. Further,
in the event that either the host microprocessors used or
the external bus used does not support the "Execute

20 Access" control function, these accesses may be treated
as read accesses with some loss of security.

From the above, it is seen how the application card
constructed according to the principles of the present
invention provides a secure enviromment for both data and

25 programs. It allows sharing of such information stored
within a non-volatile memory between a plurality of
microprocessors. Further, it enables epplication
Boftware to be packaged with its own application
processor making such systems more economical to produce
and use.

It will be appreciated that many éhanges way be made
to the preferred embodiment of the present invention
without departing from its teachings. For example, the
present invention may be used in conjunction with a

30
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system whi ch only the manager and the mai nfrane personal 25

conputer 5 knows. The other is the Pl assigned by each waiter at the

begi nning of every shift chosen froma |list of generic PINs provided by the
manager. The nmanager takes each application card and inserts it into the
PCMCI A sl ot of the mai nfrane personal 30 conputer 5 which presents
t he higher ey he most i nportant_information stored in each

appl i cati on ca‘?alcrf%é\l% ?gcgpglid‘f:affg&‘%us %%’i/smf?%ctgbﬁsif’&lea ‘?)(fif‘%rl‘ cul ar
wai ter for -a drelkowsilfiustrahes phutitbes examplid ofaimenfry 21obbchfor
elimnates th &Eﬁ%&t f§§¥% rge amounts of paper receipts. In t he
access di sc?l; m-nat |a(c)brfpf og;%cdsa' A3, a differentiation is nmade rel ative
to the types of accesses 5 and types of data as indicated in Figure
4 and in the f g bl e. RAM CODI NG TABLEO$E PROCESSQR5 1 0 0
0 [err] Appli 1 roprocessor DATA-"A" W4 1 0 0 0 [err]

(Day's TransachATa-Hi'story) VRIGRAMOuB® 1 BaraOugerr] W2 pro@ram-bpr O
0 [err] .

A compilation Analysis Pro- General HWork- Interface
of Financial gram to perform space (valu- Program with
Data specifie able-slots are Application
analysis at a limited)
fee per trans-
action

10

Compressed Decompression Specific Map "
naps (or software at a being viewed "
other images) fee per trans-

‘ action

15
-- Any Application Users - "
{e.g. a program Workspace "
which is not
authorized to
be copied such
as "MS WORD")

20

While in accordance with the provisions and statutes
there has been illustrated and described the best form of
the invention, certain changes may be made without
departing form the spirit of the invention as set forth
25 in the appended claims and that in some cases, certain
~ features of the invention may be used to advantage

without a corresponding use of other features. '

30
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W1 .0 1 0 O [err] Application Mcroprocessor PROGRAM "B" 15

WLO 0 1 0 O [err] (Applicatiwon Code ncryption for. V\B 0

1 0 O [err] Credit Network) W8 0 iE

1 O O ferr] W 0 1 0O O [err] 2 /lnw7- 1
O [err] Host M croprocessor DATA-"C' (Today's anu Pr[cenL n Process
orders) W 0 0 0 1 [err] W8 0 1 [err] Host

M cropr ocessor PROGR@ R W2 0 0 0 1 [err] (Host 1/0O Drivers)

25 W gﬁlﬂg 1 [err] WO 0 0 1 [err] AD AP

HD HP wherein AD = application data, AP pplicatiqn pro
HD = host data and HP = HYSt2BROWF aeﬁ'ﬁmhs"zflﬁg &?ﬁ b‘(‘)"\/é"‘:’“tg m&ézPF‘y"”“u’

transaction hi S&Oh)bsdatﬂdzé‘oms%&‘ dabapibd c khirdughces shis e intky fhaet he
application nrcro?roces hand el d device and not the hand held

devicé itself foP ¥ndPR %ﬁﬁ) °%|% SPREL S N9y

interface logic circuit wneans operatively
coupled to said bus interface, said interface logic
circuit means being coupled to transmit and receive
requests including address, data and control information

10 to and from said host microprqcessor;

an internal bus connected to said interface
logic circuit means, said interna) bus having address,
data and control sections for transferring sald requests
including signals from said interface logic circuit means

15 for each memory request specifying which microprocessor
is making sald each memory request and type of memory
access being made; |

an access control microprocessor connected to
szid internal bus, said microprocessor including:

20 _ an addressable non-veolatile memory for
storing configquration information including non-volatile
memory mapping information coded for executing a specific
application; '

] at least one non~volatile addressable memory

25 being connected to said internal bus in common with said
mieroprocessor for receiving said address, data and
control information, said non-volatile memory organized
into a number of blocks for storing different access type
information required for executing said application;

30 access discrimination logic unit coupled to said

' address, data and control sections of said internal bus
and to said non-volatile memory, said access
discrimination logic unit storing access hy type
information correéponding toe said non-volatile nemory

35 ' mapping information for said number of blocks coded for
Specifying different types of memory access to be made to
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her ei n.

allocated for storing this information.
WL4 and WL5 associated with the all ocated bl ocks are _set to binar

designating read access only by the application m c Bumﬂu ﬂl u Eumn t hi s
on, the transaction history datadfi || later I bl e
nalnfrane personal conputer 5 under the control of ACPlO Wi | e

hel d device is in the hands of the waiter, a closed
transaction is stored within the application card and is acceSS|bIe only t

the applicati omﬁmrm@@eﬁssoaaéh md{/zﬁ»m&s&h'ﬁwe@n% LRFRALH figy W
%i ag lication card is
t 5in refpanss ekBnfs REMINY or
passwor d whi ch regquessdd, byeAGPHY tmtlerseﬁ;d t Batebbe H}OStyp@rrputﬂmfaﬁm t he
correct perms
present ed does

t he apiddmmsst ntoowatticn . ef sadtds ndmeryhineduieists m‘r e?atﬁblifnq he
wor ds W4 and

vol ati| Skt 6F, spPabIBck B Sp TP GHRRRR O Wakiig! 4 OO

situati
to the
t he han

such data by a

pl aced

provi de

| ogi c

An area of nenory 103a corresponding to two bl ocks has been

d 10

into

ARl TR TioRt 10 <BRdI e
Ui VwIER" ale, 8PP bl TaZeh lee R By 5

now al | owed t o PEROXY requ¢@5d0n3m1§s SRegifipichy iseitt RecessSndY HmE

devi ce
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information.

2. The application caxd of claim 1 wherein saigd
access discrimination logic unit includes:

a random access memory (RAM) array having address,
data and control inputs connected to said address, data
and control sections of said internal bus respectively,
and an output connected to said non~volatile menmory, said
RAK array having a plurality of sterage locations
corresponding in pumber to said number of blocks for
storing said non-volatile memory mapping information,
each storage location having a number of access control
bit locations set to predetermined states as specified by
said memory mapping information for designating types of
memory accesses required for executing said application,
said RAM array in responsge to each memory request reading
out memory mapping information from one of said plurality
of storage locations designated by said address
information and applying to said output, a control signal
corresponding to one of said predetermined states from
one of said access control bit locations specified by
sald signals from saild interface logic circuit means for
enabling said access,

3. The application card of claim 1 wherein said
access control microprocessor and said access
discrimination logic unit are contained on a single chip,
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unavail able to it. The volatile RAM menory of the access discrimnation’
logic A3 is set up by ACP10 so that the mainframe conputer .5 has free
access to all of the application card's infornmation. ﬂgpe setup |s ‘under

t he 30 control of the ACP for nmigtaining se Mﬂ’“mtl yléthl ng

t he manager does is capture all of the previous night"

'stores themin the mainframe conputer 5 for later processinf a% ap riate
(e.g. paynment calculations, etc.). As previously 35 20 i ndi cat ed,

when the mainfranme conputer 5 provides the correct PIN, it can cause the

ACP 10 to set up the RAM B3 of the access discrimnation logic A3 and the

| ocks within the flash. nenthe eapﬁDBaathonugdamﬂ&mft clafimow twleeein said

Ater the datn reecgebratfErulinaion Yogl e £t URe IBER: P g and
rewritten for Iater use. Amﬂﬂﬁﬁkﬁﬁ&ﬂi$ﬁ16¢§G¥e04r§h§ttheaM%bhéVlaﬁoﬁnéﬁ
area 10 O nd® BRI b3 A i o iy abh%%ed:mml Ghdifts COS4 £&41 aBRAUS
and prites/specials an rewitten each PD
nputs be ng coupled to sa RAM array for receiving said
‘memory mapping information, said ocontrol inputs bveing
coupled to sald contrel section for receiving said
signals from said interface logic circuit means and said
10 ~ output ‘circuit means being coupled to said non-volatile
nemory, sajld multiplexer selector circuit means in
response to said signals applied to said control inputs
salecting one of said access control bit locations for
applying said control signal to said output circuit means
15 for enabling said access.

5. The application card of claim 3 wherein said
output circuit means includes a logic circuit having at
least first and second inputs and an outpukt, said first °
2 input being connected to receive said control signal and
second input being comnected to a predetermined bus line
of said control secticon and said ocutput being connected
te said non-volatile memory and wherein said signals
include an off board signal for designating which

’s microprocessor generated said memory request and a bus
access control signal for specifying said type of memory
access, '

6. The application card of clair 5 wherein said
bus access control signal is an execute control signal

30
coded for specifying that said microprocessor requesting
access is allowed only to execute information in said
block being accessed.
" 35 This Sheet Has Been Replaced
[T
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by the.manager. This area corresponds to a single block which has word W
associated with it. As indicated in the table, this infornmation is.made
accessible to both 15 t he application nicroprocessor Al and to the

hand hel d host microprocessor of Figure 4 Ther ef mmm Ill rst
bit and the third bit are set to binary ERES to allummum HI
pi ece of data which would be not changed, is the 20 * program code for

the application mcroprocessor itself. An inportant part of that code is
the algorithnms and encryptions that all ow nessages to be sent over the

credit network via thg comwnappn@ambhnleaﬁd FofuicdadmWs orhérmeinudesid he
i nformati on desribin oW h I ' a

t hat net wor k. g‘l‘ﬁapc f%ﬁ%ﬁ’ﬁ ig‘?ﬂ% Fﬁforl}% %%E f"l L;§8I~.£’1 Coded
identifies the d.’equepeeff]ntmi ffront @mlmqumwrhe"mﬁ@acm é%*%ﬁ a
legitimte tranigcmawaa Eskfeaacgﬁagsxg%wtm%o%m~ﬁ0§ﬁuasm BPbex i s

hi ghly secure intormation that 1s he application card.
| f there is anybedBfigaceesseds Inforrrat|on such as a password change or
update relative to identifying the restaurant as the source on the network,

this informati on woul d al so be tten into the_c b e nager., as weII
and then protect ed s8¢t haTh qetaggicatinon carctl of cﬂ m)ﬁ %) errvﬁn first

group of said blocks of said non-volatile memory stores a
first type of data pertaining to said application and
10 wherein a first access control bit location of each
storage location associated with a different one of said
first group of said blecks is set to a first state for
enabling access to storage locations in said first group
0of said Dblocks by an application wmicroprocessor
15 programmed to perform operations for executing said
specific application and a second access control bit
location of said each storage location being set to a
second state for inhibiting access to storage locations
in said first group of blocks by a host microprocessor
20 which is not authorized to access said data.

9, The application card of claim & wherein said
first state and second state corresponds to a binary ONE
and a binary ZERO, respectively. '

25

30
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21 could not be accessed by restaurant enployees. As shown in the table,
an area of menory 103a corresponding to 8 bl ocks has..been- all ecated for
storing the program code for application mcroprocessor A3. The bl ocks

have 5 associated therewith, words W thr oughumnuuﬁmmmwﬂmch has
bit position 2 set to a binary ONE statesgesignatin access
by application m croprocessor A3. Anot hef type of inforfation stored in
menory 103a of the application card is the drivers for the devices on 10
the hand hel d device. The area of nmenory corresponding to 5 bl ocks has

been allocated to the storage of this information. The bl ocks have ,
associated therewith, Xbrd PRP&4gAtIRn caRFA ofofnhicdRiRas bikhasesinien 4

set to a binary G%cﬁwt@rw dsssamt bmgcRQCQ&S Nl ABh-veaakand kemory
hel d host of Figure If there ug |ntg|?3 credit .card reader

program the upda’?té’ﬁﬁﬁjl aabesﬁ?‘?‘[‘ en m?o Pre FR%an RerbRYnaPI nte  Saddpy
t he manager. Byppilaicatoion handuaiwhi-nain hgaidprmeﬁascuc&essjeabmﬁym t pekf

wherein 20 a{éééf‘&:@“t Poagghc%‘;@a edl%een Lségggé‘ﬁé%‘grl vi.l ege,

the entdre application card wWhOS€ nenory ea SO
as to be ready fotiffarentkionmyest gaplsl second group of said blocks J.S set

to sald second state for inhibiting access to storage
locations in sald second group of blocks by said
application microprocessor and said second access control

10 _bit location of each storage location being set to said
first state for enabling access to storage locations in
said second group of locations by said host
nicroprocessor.

15 11. The application card of claim 10 wherein a
third group of said blocks of said non-volatile memory
stores a first type of program information utilized by
sald application mi::zrcapmcesx\?.caz‘~ in executing operations
pertaining to said application and wherein a third. access

20 control bit location of each storage location associated
with & differentlone of said third group of said blocks
is set to said first state for enabling access to storage
locations in said first group of said blocks by an
application microprocessors programmed to perfornm

25 operations for executing sald specific application and a

' fourth access control bit location of said each storage
location being set to said second state for inbibiting
access to storage locations in said third group of blocks
by a host microprocessor which is not authorized to

30 access said program information for maintaining sec‘urity.
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and may be personalized for specific people on the servi-ce statf-or-the
sane information may be witten into 25 all of

progranmmed application cards are placed in a stack anH!manmlliwﬂBmual
cones in to start work, that individual WII take a ha Tl sCExTTrom
t he charging rack and sel ect a personaliZZed card if so specified (e.qg.

bartenders -one type, waiters another type) which will be inserted into the
handhel d device. During the first log on, the individual will insert a

generic PINrequiring the individual to identify thensel ves as the user
whi ch 35 al | ows tie. mhesoappl boatbércicardd| Kt teaige orwherginepson' s

shift. for added fof Ngatar YL RIS rlrRaded 19N hdmicyr
‘etrieved the féﬁﬁ#ﬂ %ou of Eaf’g 91851(9 YJ'f %& g

l.e lﬂ-ﬁ‘gt %I n t he
data thr ough t hatoges oft ﬁ?@O%"\‘/eFYP% ﬁ§ mmqr&ﬁn a“;;}[PP §F ¢
application cargas¢ata pssd d ﬁgcpépf@@éedofrorﬁrbel egecopioper qumﬂt&sm@d

L ough e ek usthd, € i BbbESLRBLoR A BN PERgD Dt e
gai ned through hbeesse @ntaolBsbit Rlddatticoh b each storage laaation
associated with a different one of said:fourth group of
said blocks is set to said second state for inhibiting
access to storage locations in said fourth group o©f
10 blocks by said application microprocessor for maintaining
system integrity and said fourth access control bit
location of each storage location being set to said first
state for enabling access to storage locations in said
fourth group of locations by said host microprocessor.

15 .

13, The application card of claim 12 wherein said
first, second, third and fourth groups of blocks contain
different numbers of blocks.

20 14, The application card of claim 1 wherein said

card further includes an application mnicroprocessor
programmed for performing operations for executing said
specific application, sald application microprocessor
being coupled to said address, data and control sections
25 of said internal bus and for generating eignals
specifying said -type of memory access being made.

15. The application card of claim 1 wherein said

access control microprocessor in response to a power on

10 signal loads said access discrimination logic unit with

) said non-volatile memory mapping information which is to
be used in executing said specific application.
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only known by the mai nfrane conputer 5. One aspect of this security is that
it allows the restaurant to operate w thout paper slips. Therefore, there
is no need to maintain carbon copies thereby“15 “ - ensuring

protection of custoner credit card data. The pri nt Eﬂmmhand hel d

device woul d be used to print a single cqopy of a rec t oner

who requests such a receipt. If the hand hel d device ace on
"it, this could also capture the custoner's 20 si gnat ur e. After the

above operations have been performed, the four areas of nmenory wll have

been properly setup pursuant to the table and the hand hel d device is now
in the hands of the sgevi cehpeapphieitioriscamntodnelisin hk @herein durdeg a

area is reserved to tgggapp%,t E\H?‘? ée%r&%gr 0C ?agﬁricA%JLW sgggangagagggd

transactions for ®*fEY pré areéa
controll ed by theocotdbhg mifcnemusaddkéranih WEBFEpeOEEbdIth gééhr |Itejme§é?som
and so that they ghg epr%QQB!ynoBLgﬁffggﬂe (ﬁeﬂorPOtmQﬁ?ﬁﬁ?ddQHfogﬁaéﬂon

accident). This 1s vant age of menor

el.i m nat
need fog special st&red r}“bé@%@p&ﬁcﬁéﬁl9§SF§1E#E§E49€ éﬁﬁﬂclﬁPéFnﬁﬁFﬁive

Duri ng the oper@ionsa i hidet rmwz%&bsso%ewﬁpﬁ peasghael =vii@rnehosed
transactions |nt0 he appro riate
clatile m mory mappinq information after & successful

authentication operation 1is performed by said host

nicroprocessor.
10 X
17. The application card of claim 16 wherein sald
access control microprocessor  non-volatile  memory
configuration information further includes a number of
passwords used by said access control microprocessor in
15 performing said authentication operation.
20
25
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23 area of nmenory 103a. Witing takes place in a conventional

manner under the control of appropriate wite prot That
is, the application program code woul d cause the a$ﬂ|lmmwmﬂulll)wu“sor Al
to 5 wite into the appropriate areas of nendry® Ther® i o
software in the hand hel d host processor ¥f Figure 4 which has the ability
to wite into nenory 103a. Since the nmethod of witing does not forma part

of the present invention, it is not described in further detail herein. 10
As indicated, there is another area indicated as the data area for the hand

hel d host processor ""*1'8‘3h inf '3?9%.&5@%1\{ é&f&sib{”@sé'ﬂ?ecdxt Mtﬂ%ﬂ“ﬂfi‘th

information as well_ as " rlg ere is
PLe

ess ders ure RAM
shown as part of & Re3bp PPEACRSFRY FREPdeds tef“l'g%‘ﬂ?alalgus intezﬁ%
off wherein for ead# aippglipatiiont aamncompf@gﬁ.ny or scratch cal cul atlons
woul d be done in the RAM si,n e.d| flLcult,to rewite areas,
flash nmenory 103a. But it r?ﬁ@ieﬁé ﬁﬁre &ﬁcr abPEEERLYy | 8"’8?derc?%"'r‘i;'t(%b‘L rﬁgﬁ‘bry
103a togprotect agaipisid pdeer shbds.bud n irtiexrFideyat sahd 2nterfacet Hmgic
appl i caf'i on POt A%:ea QU flot AT cdlpl &F O | RELEZRLO9 MEN LAV
was changed. Thi's
requests including address, data and control information
to and from sald host microprocessor;
an internal bus connected to said interface
10 logic circuit means, said internal bus having address,
data and control sections for transferring said requests
including signals from said interface logic circuit means
for each memory request specifying which microprocessor
is making said each wmemory reque'st and type of memory
15 access being made;
an access control microprocessoyr connected to
said internal bus, said microprocessor including:
an addressable non-volatile memory for
storing confiquration information including non-volatile
20 menory mapping information coded for executing a specific
application;
an application microprocessor programmed for
performing operations for executing said specific
application, said application microprocessor being
25 connected to said address, data and control sections of
said internal bus and for generating signals specifying
gald type of memory access being made;
at least one non-volatile addressable mnemory
being connected to said internal bus in common with said
30 microprocessor for receiving said address, data and
control information, said non-volatile memory organized
into a number of blocks, each having a plurality of
storage locations for storing different access type
information required for executing said application, said

35 This Sheet Has Been Rep
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matter. of design choice. Notw thstanding the above, there would be some
type of information areas in the RAMthat nust be made 25 ~° "~ accessible

to both the application mcroprocessor Al and the han ssor.
The buffer areas that are used to refresh the scrgmﬂ“ﬂnmﬂnuwmm

hel d host processor woul d be nmade accessifple to both* devilced. Beré

there would be no truly secure information stored 30 in there. Each
transaction flows through the RAM but information such as credit card

nunbers woul d have no reason to be stored there. They would only be
24 As di scussed above, there

witten into the A2 RAM ~ 35
are two sections: nm%r Ogc?%eﬁé ‘lgjf:\k %&9%3%‘ PUBREY s &Lt i BIPHRS t RE ﬁ?mm
aLea which is Iorle\?‘ﬂ‘e g&oupe Lol | g:tummrmﬁmczfenﬁl dathi Sldnﬂbbﬁd’g@ahy
the entire appli GaiforhaRloar age) S fpi ng, pg ot Re' Rk an,
i ncl udes the encryption alg ms ar?ld plgfﬂgaﬁ ﬁﬁ? Seﬁpg a 4 addapy
product of the d CYOPXRER g_e{:‘ﬁréh ereeutipy Ospid sspee R cumpple qad@hg s
whi ch ryn the device. acbbssheg Bapti A4 Olbif ABgic unst coupled to said
address, data and control sections of said internal bus
and to sald non-volatile memory,  sald access
diserimination logic unit storing access by type
information corresponding to said non-volatile memory
10 mapping information for said number of groups of said
number of blocks coded for specifying different types of
memory access to be made to either said data or program
information stored in each block by said application and
- host microprocessors in executing said application and
s sald unit in response to a nemory request, reading out
said access by type information of oneé of said blocks
designated by said address information of said memory
request for enabling access to information stored in sald
block by said microprocessor naking said memory request

20 only as specified by said access by type information.
25
30
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were stolen and soneone were to try to copy the program10.. .. _..for
reverse engi neering purposes or to break sonme of its security features,

they-still would be unable to read that data evenl“l“ﬂﬂﬂﬁﬂﬂ"ﬂ“l&ﬂm
application card into the proper host device sinc | have to
know t he proper PINs including the very Bdsic one whiéh has"to 15

first entered. This security 1is provided by the security unit which |s

subj ect of the related patent application. As indicated, the hand hel d host
processor would not have access to this type of information for purposes of

t2)0 hed ][]gbust nesrs] 19lf Tmrapm&aawefadafbazerr@fScuaihhq ag@:émt said g

ranched o into the wtpon u e trap out and not permtte

access to such coTETHHal ‘?58’?%%;0% g:t%ex:rwathgirﬁgl' YS€¥5st processor

simlarly is protected fr0m1anmmdnmtna¢dﬁs&unmemnny(MIREE) array having

m cr opr ocessor Agd&pgséhe @y{gosgﬁdof # %ﬁnngc@EhOMQ thgaggnd
y and reduees t

hel d device to be programed nore Si anount
requireg. Thus, ?ﬁ@r%$%seﬁ§tﬁnﬂéﬁtMmmtﬂﬁlzﬁQQﬁMQﬁftQﬁ)$ﬁ%¢ob¥b@é@@erUSo

share Tenmory, fespbé€iveily,K @ af®' Gne @a' 3Qo id -
i npl ement ati on. EUr?%g norg% operatlons t hand host fgcessg?nand

appl i cation pr o¥eLabiley memopyyy reaid Béﬁer%‘f’@ﬁreﬁé}’iln‘édd‘rd% kity of
required for accesstégefloshtions corresponding in number to saidgnhumber °

of blocks for storing said non-volatile memory mapping
10 information, each storage location having a number of
access control bit locations corresponding to said nunber
of groups within said number of blocks, said access
contrel bit locations being set to predetermined states
as specified by said memoxry mapping information . for
designating types of mémory accesses reguired by sald
application and host microprocessors for executing said
specific application, said RAM array in response to each
menory request reading out memory mapping - information
from one of said plurality of storage locations
designated by said address information and applying to
said output, a control signal representative of one of
said predetermined states from one of said access control
bit locations specified by said signals from said
interface logic circuit means designating either said
application or host microprocessor as requesting memory
access and type of memory access for enabling said access

enly as specified by said one of said predetermined
states,

15
20
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menory. 103a. In the case of each access, the nost 35 25 significant
bits of the nenory address are applied to the address inputs of RAM Bl of
Figure 4 via the address bus 105a. This causes the read out of the

mul tibit contents of the designated word | ocation. The states of the 5
"Execute" and "Of Board" I|ines applied as inputs to nultiplexer B2 sel ect
the appropriate bit |ocation. The state of this bit in turn controls out put
AND gate B3 to allow or disallow the transfer of the signal applied to the
Qut put Enable control line to nmenory section 103m of 10 Figure 2.
That is, read access is allowed or disallowed by preventing the output
buffer 52 fromapplying the informati omggpeh@nt fromnenory 54 to the data
portion 105b of internal bus 105. It wIll be appreciated that the
performance requirenents of the systemand the access tines of the

access- by-type RAM array nagciee | appitiaation seérery ngarkie (&) t icenl ape

merory control bbderd©i RAYSEhnedtdd NAon |8 ABEL CHEBEobPBLSLENC5LEP NOST

M Cr opr ocessors use e externa bus used does not uppor ecute
3 via a standard interface, and contains an access

control  microprocessor (ACP 10) on a single
semiconductor chip wich interconnects to a number of
non-volatile addressable memory chips(103a, 103n) each
organizeqd inte a plurality of blocks. The
10 microprocessor includes an addressable non-volatile
memory (10-2) for storing information including a
number of key wvalues and progranm instruction
information and security control unit for protecting

the data contents of the non~volatile memory chips fronm
15 unauthorized access.

The memory card further inciudes an application
processor (A)) and an access discrimination logic unit
(A3).

20

The access discrimination logic unit includes
an access by type memory writable by the application
processor (Al) under the contrel of the ACP (10) for
maintaining security. The memory has a plurality of

25 locations, each .location having a plurality of access
control bits and being associated with a different
block of the non-volatile memory chip for defining the
different types of access permitted to such block.
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20 . Access" control function, these accesses may be treated as read
accesses with sone | oss of security. Fromthe above, it is seen how the
appl i'cation card constructed according to the principles of the present

i nvention provides a secure environnent for both data and 25

prograns. It allows sharing of suoﬂ/'nfornation stored within a

non-vol atil e menory between a plurality of m croprocessors. Furt her,
it enables application software to be packaged with iits own application
processor maki ng such systens nore econom cal to produce 30 and

use. It will be appreciated that many changes may be nade to the preferred
enbodi nent of the present invention w thout departing from its teachings.

For exanple, the present invention nmay be used in conjunctiofgith a 35

26 variety of applications. For exanple, 'the table_g[ven.bﬂﬁﬁw il lustrates
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- DATA-" A" PROCGRAM " B" DATA-"C' - PROGRAM"D' A conpilation

Anal ysi s Pro- Ceneral Wrk- Interface of Financial gramto perform
space (valu- Program with Data specific abl e-sl ots
are Application analysis at a limted) 10 fee per
trans- action Conpressed Deconpr essi on Specific Map maps (or
software at a being viewed other images) fee per trans- action -- Any
Application Users /?“ " (e.g. a program Workspace which
S not aut hori zed to be copiea such as "Ms WORD') 20 While in

accordance wth the provisions and statutes there has been illustrated and

descri bed the best formof the invention, certain - -changes nm be nmade
wi t hout departing formthe spirit of the invention as sef§ forth g5 g
mtma&wmmm&mJMJMLmsm&w%&$mmmL&wm?mLm%
I nventio may be used to advantage w thout a correspondin 'uge otiher
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30 35 27 1. An application card for use in conjunction with a host

m cr opr ocessor coupled through a bus interface, said application card
conprising: interface logic circuit neans operatively coupled to said bus:
.interface, said interf.ace logic circuit neans being coupled to transmt and
recei ve requests including address, data and control information to and
fromsaid host m croprocessor; an internal bus connected to said interface
logic circuit nmeans, said intern? bus havi ng address, data and contro
sections for transferring saidr é&EStS i ncluding signals fromsaid
interface logic circuit nmeans for each nenory request specifying which

m croprocessor is nmaking said each nenory request and type of nenory
access being made; an access control mcroprocessor connected to said
internal bus, said mcroprocessor including: an addressable non-volatile
menory for storing configuration information including non-volatile
menory mappi ng i nformati on coded for executing a specific application; an
application m croprocessor progranne§ for perform ng
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operatlgﬂs wml.or executing said specific application, said application
m croprocessor being connected to said address, data and control sections
_of said internal bus and for generating signals specifying said type of
menory access bei ng made; 28 at | east one non-volatile addressabl e
menory being connected to said internal bus in comon with said access
control mcroprocessor for receiving said address, data and control
“information, said non-volatile nen?%? organi zed into a number of blocks for
storing different access type info tion required for executlng sai d
application; access discrimnation logic unit coupled to said address, data
and confrol“sectrons-of-sgad-tnt-ernal-»bus and to said non-volatile nenory,
sai d agcess discrimnatiof |ogic un|t|stor|ng access by type information
correspondlng to sapd-rpaS volatile mérory mapping information for said
nunber jof bl ocks cofed for pecj fyi hg!different types of nenory access to
be madé to either shid PHat@g or prog ain i nf or mat i on stored in each bl ock by
sai d application anfl bt i croprocgssors in executing said application and
said ufit iffierelsponke 2p y %aquest readi ng out said access by type
i :
£

5
i nformati or éf D asfgnated by said address information of

sai d nenory ept}f e
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maki ngwsai-d~nenory request only as specified by said
i nformation. 2. The application card of claim1 wh
di scrimnation logic unit includes: a random access
havi ng address, data and control inputs connected to afla
and control sections of said inter nag7 bus respectivql
connected to said non-volatile nmenory, said RAM array thaving a pluralit
storage | ocations corresponding in nunber to said nunber__of bl-eeks
for storingABIRACHoN-vol atile nmenory mappi ng i nformati B, each storage

| ocati on having a nunber of access control bit |ocations set to

pr edet er m nAJSEURE e SPREIGATERH f CARP FPRsAPE NG nHPSLIGRPEMN gPATAY or mat i on f or
desi gnat i ngA p EEOFPURES D AYONG Ac ITY egEi M4 %598% appl i cation
and host m croprocessors for executing said specific application, said RAM
array in response to each nenory. request readi ng out nenory mappi ng
informati on from on& okesard plpphicdtyiad mkeavbage cawcdt i(@)S dasi geat ed by
sai d address,.| j.on yi t i t cont.r o} signal
represent at |% _%ﬁq%iﬁfcm%(?@dg%reégg?egmiggg %;%C%é?go%ersgéré%n{as oé)gsai d
access cont¥ig a pptandard interface, and . contains an access

control microprocessor  (ACP 10) on a single

semiconductor chip wich interconnects to a number of
non-volatile addressable'memory' chips(103a, 103n) each
organized into a 'plufality of blocks. The
10 microprocessor includes an addressable non-volatile
memory (10-2) for storing information including a
" number of key values and program instruction
information and security control unit for protecting

the data contents of the non-volatile memory chips from
15 unauthorized access.

The memory card further includes an application
processor (Al) and an access d_iscrimi,nation logic unit
(A3).

20

The access discrimination logic unit includeé
— an access by type memory writable by the application
processor (Al) under the control of the ACP (10) for
maintaining security. The memory has’ a plurality of
25 locations, each location having a plurality of ‘access
control bits and being associated with a different
block of the non-volatile memory chip for defining the

different types of access permitted to such block.

Fig. 1




| ocations specified by said signals fromsaid interface |ogic c&eupdneans

designating either said = application or host m croproc ﬁ§§ﬂA3E”EﬂWQ§“§”nT
me y access and t ss for enabling sai{

spegtified by said o*lmmlu ']lwmlgrm ned states. 3. he ap%hCﬁggo
card of claim1l whereincsatd mceess control m croprocegsdr

access discrimnation logic unit are conta%ned on a singlle ch|n
application card of <claim 2 wherein ' access |scr|n1nat|on
logic unit further includes: nultiplexer selector circuit ;
and control inputs.and output circuit. means, said data i nputs bei ng coupl ed
to sai d RAM-arrAp fapplicatiomgcasidd f@ﬁnﬂ?erm)ﬁbl ﬁgnﬂﬁﬂﬁ‘ﬁhﬁ{ll dtithapd host
control in S t & v

ot gnal's 1 rCERE O G6H PeBSp L ST A ud e el B il 8l fhon
means bei ngaedupbrprtieiagi:d non- volatlle 30 nenory, sald mul ti pl exer
selector circuit neans in response to said signals applied to said control
inputs selecting one of said access control bit locations for applying said
control signal iﬁtéefaceuaegacceisehitnﬁaaﬁsfeiseea@mw S&F1 84 CES Ssadd

The appllcatlon card of claim 4 wherein said output circuit
* bus interface, said interface logic circuit means being coupled

sy Q)

to transmit and receive requests including address, data. and

control information to and from said host microprocessor;

an internal bus connected to said interface 1logic circuit
means, said internal bus having address, data and control
sections for transferring said requests -including signals from
said interface 1logic circuit means for each memory request
specifying which microprocessor is making said each memory request

and type of memory access being made;

an access control microprocessor connected to said internal

bus, said microprocessor including:

an addressable non-volatile memory for storing
configuration information including noﬁ—volatile memory mapping

information codéd for executing a specific application;

an applicétion microprocessor programmed for performing
operations for executing said specific application, said
application microprocessor being connected to said address, data
and control sections of said internal bus and for generating

signals specifying said type of memory access being made;



means includes a logic circuit having at least first and second inputs and
an out put, said first input being connected to recpre—satd LLﬂgﬂégi 51 gnal
and  second input being connected to a predeterni hREPLAGEMENE aj d

cqontrol section and 'ﬂ g connect ed t o} sgrc—rrorr=vorati] e} nenory
and wherein said si mm "mﬁmu:wrml of f board signl fqrg.dgggqgggi ng|{ whi ch
m croprocessor gener dtell sai d nenory requggt and albys ‘access cont}o
signal for specifying said type of nenory“access. §. “ftreapplicatl onjcard
of claimb5 wherein said bus access control signalf is an execute contro
signal coded for specifying that said m croprocessor—Tequestin ccess i s
al lowed only to exeetit depafopnat POR-VAlakideppddkeperinye ARERJ. P9ing e
appl i cat | gg.garde ot ! &40 5 WISLEhNLAR! tn DUSHAGE SFELIF WUIP!a SHR it fol
read cont Sirgnal “Coded f'or specitying that said m croprocessor

request i ngiecopeecessall doedreceivadgasdidxaddressnfdahat andé | aoBErdlbl ock

bei ng accessed. 8, The application.card of claiml _whergin f il r OpIP
of said bABEREMBFLQM @?ﬁdﬁ-%’éﬁqhaélﬁrﬁnﬁwoﬁ’o?%%a%lﬁ st“ﬁ/opga 04&@:}3&13 4
pertainin3%59k§afgra§ﬁgffﬁﬁidﬁffﬂﬁénwhﬁbéégsatﬁééSinfﬁﬁﬁﬁﬁidﬁ”&éq&iiéd for

| ocation of each storage Iocation associated wth a different one of said
first groepectitinigdsblidckppildcagions a first 31

. access discgrimination 1logic unit coupled to said
address, data and control sections of said internal bus and to
said non-volatile memory, . said access discrimination logic unit
storing access by type information corresponding to said non-
volatile memory mapping information for said number of blocks
coded for specifying different -types of memory access to be made
to either said data or program information stored in each block
by said application and host microproceséors in executing said
application and said unit in response to a memory request, reading
out said access by type information of one of said blocks
designated by said address information of said memory request for
enablihg access to information stored in said block by said
microprocessor making said memory request only as specified by

said access by type information.

2. The application card of claim 1 wherein said access

discrimination logic unit includes:

a random access memory (RABM) array having address, data and
control inputs connected to said address, data and control
sections of said internal bus respectively, and an output
connected to said non-volatile memory, .said RAM array having a

plurality of storage locations corresponding in number to said



state for enabling access to storage locations in sa
bl ocks by an application m croprocessor progranmed to

for executing said [ ifid i ion and a second
| ocation of said ea@“iﬂ“&‘\ﬂmﬂmuﬁm on being set to a
I nhi biting access to«storage™ oéatfons in said first
host microprocessor which is not authorized to access{said data. 9. Thg
application card of claim8 wherein said f4¥st state gnd second state
corresponds to a-binary ONE and a binary ZERO, respectively. 10. The
application card of claim8 wherein a second group of said blocks of said
non- vol at i pamperprgf shbeeks afercoberiypesaid dxn- ekatils menayr g #apping

Torage 1 onenbEete ! sBBh Aroleel TRENAR v ih o2 BB 41, R

TEAEREDE Sy

S
Tong
c§ess control bijt

sqcan@ APRt18%9 0
rqup of bl ocks byla

sai d bl ockéontrsletbilty It isenG et ajice Prasddteninedn g tatesss also sple@idied .

| ocations in sajd second group of bl ocks by said appljcation m croprocessor

and said sk_@éo?ﬁl%éﬁ%‘g%r%dﬁ?PB}n%i%nf%%ﬁt?W Ho%a %’t%’ra&g‘é‘q d’é@ﬁ rP%ei ng
set 1o saiflefory! 8kpbSstd’ SRAMIAA ARPSSA St O aPs11aRIsANSah it
second group o} | ocat i'ons by sald host™ m croprocessor. 11.
The appl i osic¢roprrreassofrscifarnet8cuhingisaial t spedifiouppplicatbrhl caskisl RAM
said non-volatile nmenory stores a_first_type of program.inf.Qrimation

i 11 7ed HFRRY dragaRert N e Besty ocmbtBFy! reBhRRE R aobEn pemory

pertaini Ngudep AL d hppéreation afwbm one of said plurality of storage

locations designated by said address information and applying to .

said output, a control signal representative of one of said
predetermined states from one of said access control bit
locations specified by said signals from said interface logic
circuit means designéting either said application or host
microprocessor as requesting memory access and type of memory
access for enabling said access only as specified by said one of

said predetermined states.

3. The application card of claim 1 wherein said access control
microprocessor and said access discrimination logic unit

are contained on a single chip.

4. The applicétion card of claim 2 wherein said access

discrimination logic unit further includes:

multiplexer selector circuit means having data and control
inputs.and output circuit means, said data inputs being coupled
to said RAM array for receiving said memory mapping information,
said control inputs being coupled to said control section for
receiving said signals from said interface logic circuit means and

said output circuit means being coupled to said non-volatile
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associ.ated with a different one of said third group o?ﬁggéggﬁﬁggke LS ket

to said first state ' ess to storage | ogations,.l id first
group of said bl ockuwmmmiﬂm’"m:m“on m cr opr ocessof s pﬂ@r&rﬁr&ﬁ% -
perform operations for Exécuthi ng sard specific applifati.an-and afeutth
access control bit location of said each g&Prage ‘| ofation being set tp
sai d second state for inhibiting access to storageI,&:uiimm;Ln—saFé—Phird
group of blocks by a host mcroprocessor which is not rauthorized to

access said programinformatiaon for nmaintaining security. 12. The

appl i cat | dFF"E%E oL T LRI (7o SR ORI Bratsi 4% SERPBFSs &Cd
non-vol at i £ JrYna 1S 8B i8dSe5088id YiRtYo1Piaghes | SéDePRinPond idf 24 dby
sai d host microprocessor in executing operations pertaining to said

appl i cat i BFeaRF wentagiol dditd loadtiiomsadeds appdatingl sgild copsricdnsigppl to

each sto Eﬁ? L on, oCli Wi 1 f4f Q id fourth-
group of s%u b+'§%§%&i€l€e J"t?orﬁlés%lgsd s%&%ﬁqlaﬁﬁg%%}$%%%ﬁng access to
storage locations in said fourth group of blocks by said application

m croprocessor _for majptai pning systemintegrity and saiq fourth access .
control bit-| o@g?i PP bt cakion sQQ’)y-rdag?ef IS (gnw%ereln said outtpu% circuit

means includes a logic circuit having at least first and second

inputs'and an output, said first input being connected to receive
'said éontrol signal and second input being connected to a
predetermined bué line of said control section and said output
being-connécted to.said non-volatile memory and wherein said
signals include an off board signal for designafing which

microprocessor génerated said memory request and a bus access

control signal for specifying said type of memory access.

6. The application card of claim 5 wherein said bus access
control signal is an execute control signal coded for specifying
that said microprocessor requesting access is allowed only to

execute information in said block being accessed.

7. The application card of claim 5 wherein said bus access
control signal is a read control signal coded for specifying that
said microprocessor requesting access is allowed to read and

execute information in said block being accessed..

8. The application card of claim 1 wherein a first group of
said blocks of said non-volatile memory stores a first type of
data pertaining to said application and wherein a first access
control bit location of each storage location associated with a

different one of said first group of said blocks is set to a first



being set to said first state for enabling access to storage Iocations I n
said .. fourth group of l|ocations by said host m croprogesset—=i3—the
appllcatlon card of n said first, second, Rtﬁmkﬁtﬁkﬂﬂ'ﬁﬂﬁﬁfh
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appl.icationh card o sai d access control| nf 1@p@@ge iﬂ
response to a power si gnal Ioads sald?ﬁ;cess di scrii nj nati on Ioglc ungi t
with said non- volatlle menory mappi ng i nfo tion which i [ in
executing said specific application. 15. The applicatiqn card of claiml
wherein during execution of said specific application, ro
n1croproce%§%te|ﬁbFE§¥§ﬁ§@n9)aﬁﬁﬁﬁSeﬁ@e§torég§héﬁ§@tgép§luﬁpvéﬁaduﬁérst
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recei ved f@%ﬁ%@éﬂé hos(i%ggi%grggesso #hé?ﬁﬁ? qd¥Q? EQ%ERQC fﬁﬂﬂé&
nmenory rmummrmprfﬂxmrupenmtlahSefoa sxeceisizigl|sadial sprididdia applumammdn<amd

S per fornmed sai d o rocess | i catj on card
of claimi% r?QQ%Q§ &ee&ge cBh?riﬁ oéé%go?aag %ﬁ?lk?
confi gur ath@ingnisettd 08 second state for 1nh1b1t1ng access to storage

locatiqns in said first group of blocks by a host microprocessor

which is not authorized to access said data.

9. The application card of claim 8 wherein said first state and
second state corresponds to a binary ONE and a binary ZERO,

respectively.

10. The application card of claim 8 wherein a second group of
said blocks of said non-volatile memory stores a second type of
data pertaining'td said application and wherein said first access
control bif location of each storage location associated with a
different one of said second group of said blocks is set to said
second state for inhibiting access to storage locations in said
second group of blocks by said appliéation microprocessor and said
second-access control bit location of each storage location being
set to said first state for enabling access to storage locations
in said second group of locations by said host

microprocessor.

11. The application card of claim 10 wherein a third group of
said blocks of said non-volatile memory stores a first type of
program information utilized by said application microprocessor

in executing operations pertaining to said application and
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wherein a third access control bit location of each storage
location associated with a different one of said third group of
said blocks is set to said first state for enabling access to
storage locations in said first group of said blocks by an
application microprocessors programmed to perform operations for
executing said specific application and a fourth access control
bit location of said each storage location being set to said
second state for inhibiting access to storage locations in said
third group of blocks by a host microprocessor which is not
authorized to access said program information for maintaining

security.

12. The application card of claim 11 wherein a fourth group of
said blocks of said non-volatile memory stores a second type of
program information utilized by said -host microprocessor in
executing operations pertaining to said application and wherein
said third access control bit location of each - storage
location associated with a different one of said fourth group of
said blocks is set to said second state for inhibiting access
to storage locations in said fourth -group of blocks by said
application microprocessor for maintaining system integrity and
said fourth acéess control bit location of each storage location
Being set to said first state for enabling access to storage
locations in said fourth group of locations by said host

microprocessor .

13. The application card of claim 12 wherein said first, second,
third and fourth groups of blocks contain different numbers of
blocks.
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14. The application card of claim 1 wherein lseid-access—contzdl

microprocessor in response to a power on signal loads said

access discrimination logic unit with said non-volatile memory
mapping information which is to be used in executing said

specific application.

15. The application card of claim 1 wherein during execution of
said specific application, said access control microprocessor in
response to each request to change said non-volatile memory
mappiné information stored in said access discrimination logic
unit received from said host microprocessor only modifies said
non-volatile memory mapping information after a successful
authentication operation' is = performed by said host

microprocessor.

16. The application card of claim 15 wherein said access control
microprocessor non-volatile memory configuration information
further includes a number of passwords used by said access control

microprocessor in performing said authentication operation.



