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B2 FW-Financial Institution Online Alert Update Your [nformaltion -

»

[ Click hera to download pctures. To halp prolact your privacy, Duliook B of some piclures in s massege,

T
[+

3 O e {ehi X,
F;cm‘ m“pmso [xxex@vaxs conl\70 5 70

Subject: Y fig_nnciug Instilation Online Atert Updatr:’Yerr

Sent: Thu SOHA200T 11:29 Pis

ns
v

—=Criginal Message——

Financial

From: Financial Institution [xxxxx @, com]
Sant: Friday, Qclober 18, 2007 5:14 AM
Subject: Online Alert Infarmation

—720 Online Banking

Need additional
up fo the minoie
aggount
iefarmation?
SignIn>>

735

Doar Valued Customer: 725

We gece.nlg have delormined that different computers have logged In your Financia
Instilufio Qnline Banking account, and multiple password fallures waro present beforo
tho legans. Wo now napd yod in ra-canfirm your account infarmalion fo us, If (his 1s
nol comploled by Oclober 20, 2007, we will be forced to suspand your account
indefinliely, as it may have bean used for fraudulon! purpesas. We thank you fer your
cooperation in this manner. In ordor to confiren your Cnlina Bank records, wa may
require some specliic infermalion from you.

Ta rastore your account, pleasa Sign In te Online Banking.

thank you for usingFinancial [nstituliotDnRne Service.

Your aecount might be place on restricted status, Restsicted acoounts continog ta receive payments, bat
they ar limited in theic ability te send or withdraw funds, To it wp (his cestrictian, you need 1o Jogin inte
your aseouat {with your esemame of SSN 2ad your password), then yuu have to complete our
verificarion process, You must confirm your credit cand detalls and your billing infonnation as well All
reslzicsed accounts have thcir billing information wnsonfimmed, meaning that you may no knger sead
money from yoor account until you have reactive yous billing infarmation or file, Sivn & to Online

Banking
Thank Yoo,

Flease do not reply to this message, If you hiave any questions abewt the informaiion i tifs o-Bil, please
contacl your biller. Far all other questions, cadl us ot 2ze-gwg-seag .

FIG. 7
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- Mazaaga [Plaln Text}

2| A S A DRIF| Y 0]HE ? § (2| Doy [HE L1O]

[For. | Ex

To... et B e

[~

Bt Er.u:rui - person ¥

Sublect |Flnanda| Insk.Phish Sia {2008 | »Piease Reply

Groetings,

We have detected a website hosted on your network that purports to be & Fipancinl lusiitulionvebsite. Wo
contitmed that this wabpage is NOT autborirzed by Financial Insiitutionand appears to ba et uaauthoxized
attempt to obtaln our customers’ confidential information. Plemsa oend us any server logs or server side
seripta that are asseciated with thie fraudulent site. We reguest that you please sasisi we in shutting

down tho webpleo:

URL —
hitps HURLXOOCOOOCOXIOCOOOOOOC 000 XX

¢ Mddesa —  ssRasng 1113 1m0
Please fozwizd this pessage wish your Zesponas, dizectly to .xxxxfinancial institution.com

wWhile the unauthorized site is no longer a threat te our customera after your asristance with shuteing ic
down, wa aix& muggest thak you replace your mtandard ‘shut down' page with a redirect to our Finanein}
InstiivtionShutdown Paga using the attached redivect code. By doing this, many ISPS have jolned us in
educating the public about Thishing and working toward combaring the Phishing problem eon the intermet.

<htnl> /EZO

<haad>
<mgts httpeoaquive=-REFRESHE® contentw~D} URLwhteps:/f/lwar financinlinstiiwian.coms>

<fhead
<bedy><fbody>
</htmiz

1f you are unable to replace your shot down page with our redirect, wa thank you in advance for taking
action to shut dewn the waawtherizedfinancinl Inslituiion site-

Thank you,

Abuse Team

Financral Institufion
3

]}00 ﬂgﬁ FIG 1]
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