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MANAGEMENT SCHEME INCLUDING TRUSTED SYSTEMS FIELD OF
THE INVENTION [00011 The present invention relates generally to digital
iy g7 AaPrigement schemes and more specifically to playbBek/US2087/063956
- certification schemes where various playback activities are enabled in a
coordinated fashion by different entities within the system. [00021
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stakeholders in the content distribution chain. One approach is to encrypt
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class of device. In several embodiments, the registration entity also

SUW&%‘KU%S?&Ef%V%@QgtO content providers. The trusted systems
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that dififitp oisponte i rovigebditisisyb ity ableseceetiilcation Maithoutbodiments of
the inn@gbntinaxehange infoymatiepinitin g €antial repiskalion ReNveRy ik configured
to register each different class of device. In several embodiments, the registration entity also
distributes trusted systems to content providers. The trusted systems enable content providers to
issue content with playback certificates. The playback certificates determine the playback
capabilities that specific users have with respect to the content and can include at least one piece
of information encrypted using an encryption key known only to the content provider. An aspect
of many embodiments of the invention is the ability of content providers to issue playback

certifications without needing to exchange information with a central registration service.



WO 2007/106844 PCT/US2007/063950 [0004] In many embodiments of
the invention there is a central registration device and multiple distributed
content services. As part of the registration process, there is a one time
VR aAHG &Bdhta between the registration service and the conBH/E8HATEE3950
In addition, content services can issue secure transactions without
needing to contact the central registration service. [0005] One
embodiment of the invention includes a registration server connected to a
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echnEY ificat@or} [ cIu?es information encrypted using the base encryption key,
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and-the playback certification includes information encrypted using the
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[00106] In 2 yet further embodiment, the second set of activation information includes the
same base encryption key and a different user encryption key.
[0011] In yet another embodiment, the second set of activation information includes a
different base encryption key and a different user encryption key.
[0012] In a further embodiment again, the content server is configured to provide a set of
content encryption keys and information concerning the device requesting content to the trusted
system, and the trusted system is configured to generate the multiple playback certifications.



-2 WO 2007/106844 PCT/US2007/063950 [0013] In another embodiment
again, the registration server is configured to revoke the base encryption
key. [0014] In a further additional embodiment, the registration server is
VERRERJIAEHD revoke the user encryption key. [0015] AnothiCAdTRBITA63950
embodiment includes, a processor, a storage device connected to the
processor, and a network interface device connected to the processor and
configured to connect to a network. In addition, the processor is
1001400 R BERNE A AL BLSHR VAR HBHEDIETBER oke he base
device, the processor is configured to generate activation mrformation for
encryRigsKTEsion via the network interface device, the processor is configured
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to the processor, and a network interface device connected to the processor and configured to be
connected to a network. In addition, the processor is configured to receive requests to provide
the stored content via the network interface device, the processor is configured to generate
encryption keys and encrypt the stored content, the processor is configured to provide
information indicative of the request and the encryption keys to the trusted system, the trusted
system is configured to provide a playback certification containing at least one encrypted copy of
the encryption keys used to encrypt the stored content, and the processor is configured to
transmit the encrypted content and the playback certification via the network interface device.



transmit the encrypted content and the playback certification via the
network interface device. -3 WO 2007/106844 PCT/US2007/063950
[0021] In a yet further embodiment again, the playback certification
VittritE ehttiple copies of at least one of the encryption key§ BiY&28aw 3950
copy is encrypted using a different encryption key. [0022] In yet another
embodiment again, the trusted system is configured to provide multiple
playback certifications, each playback certification includes at least one
ncrypted of the_encryption.keys, and each playback.certification. i \
00 R e R RS copies

of at Least Sue L ShheRrEHRIRRKFY 3 hTREh CHPYTF RBERMIG] ArasAb fRTsh RstgHion
key. interface connected to the processor. In addition, the processoris
[002290nfighiked deotRGEIMDAAHEORIIA D enEfAle-Rlybaak cartificatians & de multiple
playbSACEIRALERLLEHATR. o0 IERSLONE GRNSAUGRANPHRY Gy ANANIATNBIQR e

identifying a user, the trusted system|s confi ured 1o encryp% e-content
GHCWBHBN&YSHE‘RQWL?Qﬁ&%%@ﬁﬁ%%@ﬁ‘%iﬁé%&%@ﬁ‘%ﬁﬂﬁe user, and the
[0023)roces et furtiomfigdieehnd erabrthitadenplagbackroeetifimdimnedavitien a tamper
proommgn@tmmfﬁmﬁﬁQ&éﬂfheey@ixﬁaa}%m«oaﬂ@g}@a@s@inmg&aﬁﬁeh, Hfrl]@

e fications, eac
i A R S S T S L S S
includgsdt gt ST IR A RO B RIS 1B A dieTe the trusted
systeniitferenfigird 02 shoavitithrerandditionaehobddimsmagaininglucesey associated
with IROSRSSEI taphamEsIniedacty ey iR cannactach g, hieEOCERSIbAR the
Comﬂgggﬁgg%&?g&connected tlo a nglt;/.vork:[hand a non- vo_Iatlle 1Enemtzjr;;()
onnected to the processar. In addition, the processor is configure

100241 o b R AT oR SRR BT GEWE [Qyggnerate
multipleplasbarkisatihfiaives rsdeptavessncatiivation redotes vidaimeanienvorkypted
usinginigiffepadercendnpivotessaidsatiigueskte-axiratbrmigtivationed differently.

[oez3pformation dramuhe.actiyation esaidiihe RIOSeS SR LRGeS terface
enerate g% é%ctlvatlon conf rrrgﬁﬁon u(gln%the actlv%ﬂon information, the
i

devied AR 0 LA RIS RRtP P THL S VAL R ABR G P
volatil: (esRIintaRISECH dvike RapRPEHE plo cddiinnidlvpingaredt ibcenbengd wdismsmit
a regisomieofdheactiyvditon:inatniationde dbedrp hyptatitesordmons 036 Meceive an

activARRRRLACTigRalSMRediRaL again.th-astivation; informationdnciydes a -
ase_encryption key,and a user encr ptﬂon ke¥.5[5)027 In another further
he twe%i X $SOT 0 g éon%?g}%rt% an

st I e HHAaE o IO e
activaliarscquieiAnseihibmest irtieereieimsdione Hic fiecawmatiopnigared e drnsmit
the adSatrambidoanditivés processok iseoitigdeettéoapedorprqrseasiesidigured to
store SERG5AMBRIE Shenagtiyation infermation:d 402 Anemogimsnt of the

{902({11 ethﬂga%];{ﬁeer h%vltri]cyx%ri] el*xr}%g m?erslte Q%&?tﬁ‘erggcﬁg%'r?ﬂq c? ua%%tn mcludes a base
encryption key and a user encryption key.

[0027] In another further embodiment, the activation information includes multiple base
encryption keys.

[0028] In still another further embodiment, the activation information is scrambled, and the
processor is configured to perform processes to descramble the activation information.

[6029] An embodiment of the method of the invention includes sending a registration request
including identifying information, receiving an activation record, extracting activation
information from the activation record, generating an activation confirmation from the extracted

activation information, and sending the activation confirmation.
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including identifying information, receiving an activation record, extracting

activation information from the activation record, generating an activation

confirmation from the extracted activation information, and sending the

Ve A0EHBER A nfirmation. -4 WO 2007/106844 PCT/US2007/08898624t08Gps¢

In a further embodiment of the method of the invention, sending a

registration request including identification information further includes

transmitting the telephone number of a mobile phone to a registration
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user encryption key and a random value. [0033] M Still ano
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[0037] Another embodiment again of the method of the invention includes generating
multiple domain keys associated with a particular class of device, providing each of the dornain
keys to each device in the class of device, storing the multiple domain keys on a registration
server, using each of the multiple domain keys to encrypt information to generate a playback
certification, which enables each device in the class of device to access technically protected
content, deleting one of the stored multiple domain keys, and using the remaining multiple
domain keys to encrypt information to generate a playback certification.

[0038] A further additional embodiment of the invention includes generating multiple user
keys associated with a particular device, storing the multiple user keys on a registration server,



certification, which enables each device in the class of device to access
technically protected content, deleting one of the stored multiple domain
keys, and using the remaining multiple domain keys to encrypt
WRKBPAT&LT#40 generate a playback certification. [0038] A furtfel/ BeR¥ftidtearso
embodiment of the invention includes generating multiple user keys
associated with a particular device, storing the multiple user keys on a
registration server, -5 WO 2007/106844 PCT/US2007/063950 providing
-one of t ser keys 1q the device, using each.qf the multiple user keys to
prov g B L B e L (58l
inforgidiofetRcEeraie daa I ieRi NPt tuahcTIkint Torefistifg bhartsaigehnically
protegiintedniser dayis) poovidiny shotdarsef Megsuparvkdyg todtier détlicasaricys to the
devicHSing @36 @Em% Eﬁéf}ééﬂik ' 'g;g@_ﬂiﬂﬁé@gg@lfrg@é&% éﬂ?ﬁlpﬂoﬁlﬁ%ﬂ;ﬂ%ﬁgﬂﬁ Wnerate a
.playback certification.
playb%%géﬁ%%%tégkow] FIG. 1 is a schematic diagram showing a federated

BME?B&?&WS@%%MW gdiment of the invention. [0040] FIG. 2
IS a flow chart showing a process [

. or‘viewfl)%fa specific piece of content in
10639 ccorffshdei ittt e esbBsrmentiorie i A foeen mesconlacs ik an

embodhaenshbthingagprocess for registering a device capable of

[004030MNFEOICRANOAMIN Rare RIS ALoN He R8I RO} GG 3 d8i Bc3nBaMAUSntent in

scoorlBHEAMPLA SONSHME Slegliaes device including ROM and non-volatie
memory In accordance with an_emf)ogﬁment of the invention. [0043] FIG. 4

[0043) 5 SEHdmALE aidgparhast HoBierRISAcsE foE Fo R HEEBRRARACR RPPANe of
comnanivetimenthof thgsmsemtismy§0044] FIG. 5 is a schematic diagram of a
[0040NteRkElistiiLinBreME R SO RETUMA FUNEGo SYS IR I8 ACEQIRANESM and
1101’1-\’\%1'5@i%nm%@19 dl'ﬁna%gfgr%‘;}l@g \;&QM'%HI gl@ﬁb[)ocgﬁl%“: cl&;thg IEV%JtIIOOVﬁl diagram

showing a process for_.encrypting content in accordance with an
10043 b ocfithehis drsghembistivh 2 p A TegEraH R SEE A atrolaRath an

emboghowingf e éxehrioge of messages between a content server and a
[0044TuSteriSyStRM dcessatdaneandh assarhemimeit ol thadvestiieodDRM rusted
systetn -0 B HOVE0A 2RR) ﬁﬁe%@&?&%%ﬁ&%%!ﬁy back of technically

rotected content in accordance with an embodiment of the invention.

10043048 ¥ 95 8 Ao tiagram SHRMAGE PERFESRISRPERa (alpLKaccordance with
an engedileetion glsowierjigrortions of the playback certification that are

[oo4@ncrypled ok iakbes lagrsda g Weg yptiashahtee rpleybaek wantifigadiomtent

servel hAFGHADEE IR ANCOIRAAIDGRRCI NG RERADL DY BIAN.nlRRA9] FIGS.

I0A and 10B are flow charts showing processes for deregistering devices
[004?"ﬂ FIG. ??s a flow chart s ows,sng a prgcgss ?or play back 0{ tegchn?callg protected

content in accordance with an embodiment of the invention.

[0048] FIGS. SA - 9D are schematic representations of a playback certification showing
portions of the playback certification that are encrypted at various stages during decryption of the
playback certification in accordance with an embodiment of the present invention.

[0049] F1GS. 10A and 10B are flow charts showing processes for deregistering devices in

accordance with embodiments of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0050] Turning now to the drawings, a federated system for establishing playback parameters
for digital content that includes trusted systems is illustrated. Playback parameters define the
actions that a playback device is able to perform with respect to a particular piece of digital
content. Playback parameters can govern the playing, copying and/or distribution of the content.
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accordance with embodiments of the invention. DETAILED

DESCRIPTION OF THE INVENTION [0050] Turning now to the drawings,

a federated system for establishing playback parameters for digital

Vo atentdhEtincludes trusted systems is illustrated. PlaybackPpdrER3eqeps39s0

define the actions that a playback device is able to perform with respect

to a particular piece of digital content. Playback parameters can govern

the playing, copying and/or distribution of the content. -6 WO

2007/106844 PCT/U 007/063950 The,s tem is referred to . :
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[0052] Although many of the embodiments described herein refer to combinations of
encryption keys such as base keys, content keys, user keys and frame keys, any of a variety of
combinations of keys provided by different entities can be used in a federated system in
accordance with embodiments of the invention. In addition, no single technique need be used to

register playback devices, provide playback devices with playback certifications and suspend



devices depending upon the structure of the federated system. In

instances where a base key is issued with respect to a particular class of

devices or a domain, the base key can be referred to as a domain key.
WOOsPIMdugh many of the embodiments described hereif¥di&F1ef7/063950

combinations of encryption keys such as base keys, content keys, user

keys and frame keys, any of a variety of combinations of keys provided

by different entities can be used in a federated system in accordance with
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number phenebudeneme rijptiontkeysstheat 12 does not pessess, in the clear (i.e., in an
unencrypted form), the encryption keys used to encrypt the content. The trusted system 24 does,
however, possess the ability to obtain the encryption keys in the clear. Therefore, the content
server 12 can provide information requiring encryption to the trusted system 24 for encryption
and the trusted system 24 can generate any required playback certifications using the playback
device's encryption keys (if required).

{0056} As discussed above, playback devices in accordance with the present invention can
take a number of different forms. Playback devices can be consumer electronics devices,



the registration server associated with the playback device during
registration, one or more base keys inherent to a class of devices and the
playback certification to access the content. In a number of embodiments,
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configuring the trusted system and providing the trusted system with information concerning the

secur

functions that the trusted system is authorized to perform. For example, a trusted system may be
authorized to register playback devices, generate persistent, user-bound playback certifications
but may prohibit the generation of base or general playback certifications. Configuration is
typically performed by providing an appropriately formatted message to the trusted system.



embodiments, trusted systems use system-level security including

firewalls, network and host- based intrusion detection, system hardening,

two-form authentication, physical security (such as secure data centers,
VEReltiy%estheras, locked computer racks, physical access cBAEBISHEFEsHS0

logs, etc.) and cascaded network architectures. [00581 An important

element of the federated systems described above is the ability to trust in

the security of the trusted systems. In many embodiments the trusted
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| [0063] Extending on the Optimized Secure Media Playback Control registration process

described in U.S. Patent Application Serial No. 10/895,355 is a registration process that can be

used to register devices capable of interactive communication with a registration server, such as

mobile phones, is shown in FIG. 2A. The process 54 includes determining (54a) whether the

device has been “activated”. In many embodiments, this determination involves determining

-10-



receipt of the content by the playback device, the content is decrypted

(50) and the content is then available for viewing (52). [0062] As

discussed above the registration of a playback device involves the
YRABEEEHEvice being registered with a registration server. ¥fHiai{#7/063950

embodiments, the user device is provided with one or more "user ids"

(i.e., a user identification) and one or more unique "user encryption keys".
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which one or more “user_ids” 66 and one or more “user encryption keys” 68 are stored. As
discussed above, the “user_id(s)” 66 and “user encryption key(s)” 68 are obtained from a
registration server in many embodiments of the present invention.
[0066] . Although the consumer electronics device shown in FIG. 3 only shows a single “base
encryption key” 62 in its ROM, multiple base encryption keys that are each identifiable using a
unigue 1dentifier can be stored in the ROM. In addition, the encryption keys need not necessarily
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registration server can send the activation record to either the computer or
the device. If the activation record is sent to the computer, the activation
record can then be transferred to the device and used to complete the
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accordance with an embodiment of the present invention is shown in FIG.
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regisshalvihdndeitiraBaniysbovrsaasingler Rasenenenplion key i n #RAM,

registpiiple:Dasg %&9&9& &evs thatasmigach ide %H%%‘Sdféf&ﬁﬁﬁ%” S,%@

identifi r can b n the. ROM. In additign, the encryptio
inverfigp o XER iy BSOS RIS YRR foet

3000%’@ Ceie sﬁ@adudﬁaném%@mﬁm@yg Sirhisersmenisiisgnirocdssasarad (g’ 66 and
“userpravigeidn Wiy afplaylegtketaMiceithatwambensged doude tiypt éenkasle
encryiRfdnS&,10Q64] 40manvemRadine n&ﬁn@@}ﬁ@ﬁkﬁ%i{é a%as‘k{gglo iU YIPIat is also

e reqistrations,(i.e., istere to multiple users at a time
storeq B e B bR RSB BB OT L amains
addltw;@% Wéawugé@ﬁ@gsgﬁaﬁbﬁtwtﬁ@vmm@mﬁ%gmnsrerthéu many
embodfecstgeviaadinin [RIHR]ddhencd degistebedwplaybank device; sisMtare ability to
sharetﬂ?nfélﬂy hagkdeyine shoue iR ans:is ﬁﬁ@ﬁ@ﬁ?%a rggﬁﬂéﬂgﬁﬁe&cﬁ{p” and a
en cf es a user account contalnlg%lnformat on apg he re#S teret?

'8 Uevice. A reg GETOR SERYSA acc%%a%%@ AT BRRBSR AR gy Premium
groupy s AinvEnHBAAS SRBiReS hERS ganerh’egfeanstﬁaﬂ%gwmtgzolﬁemé In
embodimerntsomdre \whigpsuse suapceoet) the 2 giker sfioreskrinraaniy Lobbiliveeniso a
dmmm@g:%mﬁmmﬂaﬁa&g%c&%@@@@@&%@fa@&%@zﬁwﬁgkem bit

or.a regi terecti device. When a us %unt |rfm L{des {]m{ltl % encr t|o
VGCIO&C&U €11, I‘OVld I‘S okissuap ¥I 60 an0ns.tha Ea e CO& ttg (=}
each user ncryption ca using a " OSer ey

play%% o drfpsigan ‘?ﬁ@‘hgé“rc #ﬁe"lrﬁ’@}ﬁumber of embodlments the
{0069 gisthdthongetheeahmad itminvs siad dities ab ihforegation @ostreening scusete device,

the r@mﬁ@@@m%rdaﬁlseédmwtﬂ%zm HSBEAN MM VARBOGIMERLS, RGted

Systerﬁs%ocg& eflg%g% 3 of d@gll%e Q%Tiwe%lwwhlch the user desires the

] )(NO share conten'fmﬁor exa e user can define a premlum
éroup Wf&ﬁﬁ%ﬁ“ %‘Efﬁd 4R vace 18 then able to request content from a content

prowder In federated systems in accordance with a number of embodiments of the invention
where only one class of device exists, the content server can issue encrypted content to a user
with a single playback certification. In other embodiments that support multiple classes of
devices, then the content server can issue encrypted content to a user with multiple playback
certifications. Each playback certification contains the information required by a particular class
of devices to play back the content. In this way, the playback requirements of different classes
of device can be accommodated.
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"general group". Each group can give a different number of device

registrations (e. g "premium group" could include up to 3 devices while

"general group" could give up to 10 devices). In embodiments where
W48 Supported, the registration server can issue a bitRfe¢tortg’463950

device requesting registration that indicates the groups to which the

device belongs. The bit vector can enable content providers to issue

playback certifications that enable content to be played on a group of

[0{}7ﬁeV'C§§ %BQdﬁﬂ%'fb% devipes 9&%@&&%&@99%&@9 Esi%?éfﬁ HISEUHBRe with

%rs éOt (gistration server.a &,Faé;j&'e ilﬁec he Ee |strat§)nﬁ lud
a““’é BRLR Jﬁ%%‘iﬁgﬂ’%ihii%iﬁ Bds S m Ak CHIBRRRGR L2 ancludes
memw&%&%y@i&mai%ﬁ%éwmwwiﬂmw&@@f Bawgizeavioirndispsr . [0b70jemory
80 al\Whehdedavise R cegisisdht hierdevitenadbaniaielio uesieshSnnteme content.
In aJﬁm&a&%@a&Iﬂ%% ik feAeratec RUSLe P dR-AGROEABRER YU Br more “user
encr num bke C §nb§] iLne tsscr)ft ei ve tion there ‘g{g@g class of dewgl%

Xidts: the Content senve IS0 BN ptEd EEt WS AP
encryﬁiﬁ‘g‘ié{ﬁia@@d’éi@ ééi‘fiiﬁ:afioﬁaliif? Sﬂ?@‘i’é‘ﬁibg@iﬁi@r‘its that support multiple
[00721]lassEhofideviCEsthamthe tontent SBévandanussue @myypf&dmmﬁenﬁdeo
sequdd %%E?ﬁi@a f?#&i@iﬁpﬁiﬁg% %G&i@é&'gﬁﬁf%%ﬁike i q&i}iﬂ&i%ttggbussed

ins information req ar.c of device
inU. % %t A&’ ol iChton Serial Nod lﬁ?ﬁég %I}_{Q%b?ﬁ%é 94 del i’emen%n g ﬁ 3¢ L&Qﬂagd and

tent. IS way erent

Sysm&l‘d@§§§°@ﬁ&@i@@ﬂfﬁi‘?%’e@é§é}rﬁﬁ%ﬁ atede. fisajggyre b 1 fodgient Application
SeriaP@T /1082 0BPOBI8EH pd OO ieAm émivdctitmenirotcecordignt server
iOO?ﬂonnﬁ@@chi‘i@rﬁﬁﬁé%ﬁMﬁtﬁ@ *@ﬁ&@iﬁ@%@;ﬂ!‘%c%%ﬁ%?ﬂm m&f $B&erated by
&)res nt inv, nti hown |n Fl H]e gonte ver 12ni ?Hx
the conténf pro ? BSS IOV Ste(iI art o |~ eneratlon of
33 805 Contaihs aEonten encryption AndrEnTe ené'

the pi@é?%ﬂkfﬁ@%éiwarymgaa&i%&m@&é‘@% B%%P@BEB&H%%@?H%@%PH% key 82
and thefofmat encajyountheyeis84 rediestingotiient prtertier ks pstmmibdegfable to limit the
poterfAFEAIARSIIS KB LAAGEOIIN FABIAINIARIRA CHRSAION IR ANA QN P X eurity
conoem%e{heeé‘o‘i{ pon ke .98, &%%%ﬁ'é“%”atte‘i §mbg 1'0”‘?%& 1he Memon:80..
ntains a content encr tion me encry tion

encr}iPé‘% kxS [@67?]5”?‘??5%‘81 ityiopg H&ﬁﬁﬁﬁ@ﬁ’%&/% 7 copib Jgéd%nber of
embogitopps, fltemesoft arvidder pegukneeiitmeagsasddrramcrypting tvitedrusted

systeBEAHENE S HsING fampaRN YRliaRKeys 2 @ISCUESRIeA MrBoRaient, the

conm APRISTAAT, S5 N IO 0985 i 2900 A0 SO NGRS oy

or Securing Compres closure o

Smm%%oﬁﬁ?éﬁ?%ﬁﬁi% ﬁ“@&?iﬁi‘?ﬂ‘&t‘ﬁﬁiéﬁ%@@@iﬁ%88?&6?&%@‘?1%‘?&‘?69*0"”“
[0074kferdndbeinlitsraitireyb¢d07S]tThe covmmeneremtiyhiritikieyu82 aredithis 86 and

the usHiamR@NEBMtion keyspBd ae:generiied byysthesconteal previesf ARS8 ning
the ué@é%c%i%%?ifig eohiodhe,usted SyRiem.as Rad ks a&ﬁg%y %ﬂt?tieﬂa?the

back certification. In mar%/ embodiments, maintaining e "content

conte R il A SRR AT CRUR MRS S BN b o devices
is acqumhém ithesysteniad desiraiiopddinkieykiets’ can be provided by the playback device

and the encrypted “user encryption key” 68’ encrypted using either the “base encryption keys” or
other encryption keys. In other embodiments, the content server 12’ requests that the registration
server provide the encrypted “user encryption keys™ 68” and the encrypted “user encryption
keys” 687 are encrypted using the “base encryption keys” or other encryption keys.

[0075] In the iHustrated embodiment, the trusted system 24’ also includes a memory 86 that
contains a set of keys that the trusted system 24’ can use to issue playback certifications. These
keys includes the active base key(s) 86 that are used by various classes of device. The set of
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potential for the keys to become publicly known. In other embodiments
having lower security concerns, the content provider can provide the
“content encryption key" 82 and the "frame encryption keys" 84 to another
VR AR 3% form the encryption of the content. In a number &fT/US2007/063950
embodiments, the content provider provides a video sequence for
encryption to the trusted system and the trusted system returns the
encrypted content. In several embodiments, the content provider provides

keys %ﬁ Egtﬁgﬁﬁ% %%EHJ%%@}!&%’?; 0 éﬁé‘&gﬁ%}{ptﬁﬁéf rg&{g}gg&gﬂ c? :%Qé{lssed above,

suitable content encryption t ch nique nd return contentto

the éncr
the CORIERIGITSRL brotRgarotaesy thy Hen RISrREanerRBORTdnt Hfﬁéf&ﬁﬁ%ewm 24 to
genersérpdgyvbacknsiodestinnsr accounts 86 and the user accounts contain

[oo7@NCrypiedcysssSBseABipmKeysichteAbradiantage ol sjeintatainge thed to
m)}g,%%5&8&%@fa?s&ﬁ*aﬁtfe%emafvm > [NALRQGomM gw&&& onWith devicas

outside II 1800” ent OVI er's system is required to Issue caontent.

sequifitufes CARIRSHTERBSR Wit ofh 8P GRUREE S TR SEANTA! e H’ewéaeo
sequenpsals epapedhréyys dscokadys Provideaesnere fayirack deview! @racrypt at
least theoahar ywtdd ctigentencryption key" 68' encrypted using either the "base

omﬂncwﬁtmé&% 2&&&&&&5&0&%@%&%&&%9rf&m%?&%ns D08 and

content r ests that the regist server provi
cene S BRI AICF G BRI TE Eikts el Bh BTSSP e Pstapine (02
the cqetpge warér@ﬁemtm Kgythe Brusdramerypiionticayseyer atheen encrypted (94)
usingeherypiomkaysyior kkin thetidusiatad emctedimest; thaledSiashsysdqon) using
the ofé b@ﬁgr@%&% UK éi t%‘im‘f%}%ﬁ@ foreh %ﬁé‘ﬁ»ﬂﬂi%‘htﬁ' H}éﬁl@&tmn or

R R T A

the capiepf p&fa/m@m@sme@@ﬁmg@wmms@ Tasys enpvaidonikelsde
apprapaetivie besdadkeys davanticipatian didkelyietile neetifis ats didetisgedaldoviegain, the
use omlﬁeﬁf@%@%wgﬂqgﬁwlm IRPEClea CRRIYP IR KEYS USEH dMetirement

(see c‘%s%uslsji%%egeﬁ}/ zf 41'6&:58% nacﬁee BP . baa%%lge?ncrca“ ¢ ges 0f6 [n-trgrmatloa are

S POSSesS he COﬂ server an S)?S em can

used {g Cé‘?ﬂ’f?)}ﬁ? e W@f&‘tﬂﬁlﬂmﬁ%ﬁ% THE RGHEhSAFPBORIGHIES0) with

the eseguedcentntdudieasegilerfoedatsiikiphotograpbeothatfitejukisted the content. In

embIARQAMERLS %@M@ﬂ%&@%l&%@@ﬁ%Qk%%ﬂﬁ%ﬂ%s%ﬁ%r}fﬁﬂ%ged in the
e k%g des%:rlb d ast encry n.keys" are u %to CHypL ¢

e B Rl P IR B R S

cm%?@é@hﬁ%%ﬂﬁ%lf@?l@ﬁé%tﬁ?@taﬁmg ﬁkeawae@éﬁ@rﬁtﬁﬁg SEPifgRaRI such as 2

versigerifivhtion is shown in FIG. 6. The process 90 includes encrypting (92)

- [oo78he cr?mmcugaa %ﬁ%m@rawnﬁ]nh%k@mw Theofsa asm%;?,lmif@ygm the
are then encrypte using,the "cont ten e e "content

s A S b el S PO B 8 e G

P""V‘élﬁ@r%‘?pﬁ B REFHEPTeRe it ragﬁﬁuéw%ﬂemf@é feypeadg or
playhreth eengitafsaefdistessiamb eovsan dithehed igitad digiris s plecifiedewititovider

sendd @RPERIL0 DR BRBRRN e information requiring encryption by the one or more “user
encryption keys” and one or more “base encryption keys”. in other embodiments, other
combinations of keys provided by different entities are used to secure information necessary to
access technically protected content. As discussed above, the technigue used to technically
protect the content can vary depending upon the security needs of entities within the federated
systen.
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the content provider are then encrypted (98) using one or more "base
encryption keys" appropriate to the class of device for which the playback
certification is being issued. Again, the use of multiple "base encryption
Waao7a%ed for "base encryption key" revocation or retiremditT (§&g07/063950
discussion below). The resulting bundle of variously encrypted pieces of
information are used to create the playback certification. The playback
certification is incorporated (100) with the encrypted content to create a

007 e for déglt,(;g)utlon the user that re e ted.the ont nt, In embodiments
E %Hv here more't 5%Vbnegt§laguesiés %y Ea cése ReY |§en¥]ﬁegref§e’é?@ j1 01 one or

moreRipybRek ﬁ?lﬁﬁ%caﬂ@nimméqﬁf@ﬁ@m?@lmmet pleps aersertiifkaationds
showarin flsvidedheactvplaybadis tertificationstan indudedaiogmelidmat includes a
contd@entifying the, Wﬁ&pfrﬁi)kﬁygéimh %ﬁ%ﬁ?%@?ﬁ%@@@oﬁcéfﬁfﬁm Sof

se v istribution of the various encrypfion
Pfay‘ig‘?g?&‘?&?%% G o e BT R s v
a mepage JRhtb donitinghe plaasl Cﬁ%ﬁ%ﬂ)ﬁtﬂ@d% a%éi@af‘égvét?@ﬁﬁagﬁd%éontams
one qrm@e@mﬁe?ﬁmm@hﬁhcwfeﬂtfdmmdmmng eespiayhackpeeififipation !
contd@r gistiledioniad ﬂﬁ@gd&bﬁ@ﬂfe%@%ﬂﬂﬁﬁ cﬁ?&@%@W@?ﬁusﬁed system

with ?&9@& 1RerAeHHIS SYISHLAORIY $hednfopmalic t'OPeée?%!H Leghyelion e%erate a

one r more "user encr |on ey S an more ase encr%/

Playﬁ?&%é‘ﬂff HHEP AR R R B SR G5 draeFRpntent and/or
whethigfdre apeianitic arad isedursrsadurenihfo rmatib ) n@bessarytss agceds contains the

“userteshiyigadly rategietheapsent ﬁercti&ﬁugfs&g;@d@@@hmxﬁﬁ%ﬁ QW@V@%%&&S
SeCurl

e B R -

lmiogE AR 55T BHTE RS BT e ARy 4 W%&P@mwmng the

playhpgh ipattienico cfibagaadreglorrdifnag or beingasplay sk fyehifivatioersinvhich a
user &aCHrcande: withiaun embodiment of the present invention is shown in FIG.

008(?] Thq&@wg@ﬁmvléﬁ%@gfémém DR }Qv%@%c?%%&% gﬁ,ﬂothé‘&smmmd by the
ntent meixas%g? 02, a er m ssage, 104 and instructions

°°“‘%8f88 B af%ﬁépfﬁ SES Cear?mcfaﬁ%ﬁ%n@éHaPaféedw%oiayback
devwaé%éatggﬁsiéfﬁméééﬁ/@qr?@mmeﬁc@@mﬂpﬂwue@wmp@msag@mwde
generhD8ctleat comtaingitie qldybrel(cestiticati ari{Si1Q9: ugﬁ%ﬁﬁﬁﬁﬁf&irﬁgﬁsaﬂ@cher form

of resHRZHBANAING ORE QL MR LRGN é@&%ﬁéﬁ%ﬁtﬁygﬁ%%ﬂ%&& o %

008 ith rirp ct to a specifi ceo content and access c¢ontrol that governs

[ ’\tlxe opera%Ll Q'It)ﬁa? g§ lb%?fg PRy 2 Rffét%fanéyg@ﬁf%ﬁﬁ ?“élﬁf@gl‘%omem
provifkappraideotednes it gehisnedide pratruistan bsyereindisvihidhresues playback

certifgmnondte aVpiaybatktetifivatinrcthe dypess afpiayhdel eestifisatangtthRtclasses
of de®& agggwggtfgrpqg%m%tﬁzgggégg Igvgﬂgégr the content |s bound to a user

o Pesbia el Taten messate It e tie usel o
playbagkpaggniabevol @E\i@‘ﬁﬁﬂf@e\/\m% ﬁéﬂaﬁkﬁ% Yieés gaearaivorigeigdigentals active
at a timustddsystemitshpentalia ¢ecified, then the certification for one of the previous eight
rentals automatically expires (i.e., the user loses the ability to access the content). With slot
based rentals, the content can be copied with the same playback certification(s).

[0083] A count-based rental is a playback certification that enables the content to be used a
fixed number of times, after which it expires. The content can be copied with the same playback
certification(s). A time-expiration rental is a playback certification that grants access to content
for a fixed period of time. The time period can be absolute (¢.g., June 2, 2006} or relative to the
first time the content is used (e.g., 24-hour rental).
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limiting slot-based playback certifications to specific slots). The
instructions 106 concerning the playback parameters of the playback
certification being issued specify the manner in which a user can access
WReeUteiit4[0080] The rights that can be granted by a contettlpHowdandsrse
users can be customized by the content provider and are typically based
upon the content restrictions supported by playback devices registered
within the federated system For example, a content provider can provide
ener ces sto device (@ vayiation where no "user
[Gogﬂncr §?§§‘ %:c:)? o) ?orm ﬁ} lr(éastfﬂ%t}’lso% c?{ a s§ec%€%g@rt?§t{?sed‘§ir$ g media
COPY@@%&?Q%% @%%’&fek%ﬁﬁm@?ﬁ TOUBAY AFBgfer USRS T REpB ey (ic., is
not ticé tficasihasdapersistenticertificaltibnedvhaia tag cantanhepro\igieal disc, secure
flash ralﬁ»%ﬂ eiaﬁ%?%wi H qﬁr%mw éﬁ‘ﬁ%ﬁﬂ&%m E&ﬁ%@l@%ﬁ#ﬁ&éﬁ&mt be
aybac ification ere mu ayhack certificatio
comi e e S B LG e

certi &@Hﬂf&&%ﬂ%t?gf&aﬁ?@d PIRERSd WD R SHE SRS ésﬁbraﬁwntem
may eertficabiotowhisrdgbatd stasdentified:fodaplayivaick but arentalstaid EBamot be

cop:eawfmfae@memwtﬁnemmﬁtﬁ&q;c@@%ﬁ\fe&mﬁ@ﬁ%&gB%{%{%L@iéf@ﬁ%ﬁﬁﬁn
t then the certification for o
numﬁé@@f \%@agﬁ%ﬂ rentH% ESHI% f?%n ﬁﬁ% original, ?rog?l}]e re e?)foses 1t10%¢tthe

previ S auto atlca ex res

abov S SHUSELT CIHEBHEFIBRRATS S?f%%a&@ﬁaqgﬂmébeaﬁf&wfé%%@a&@&n sold
via awithsenptsarsrpfayback certification(s). [0083] A count-based rental is a

[oosqlayback eerificatiembtiatenables mﬁtﬁﬁmﬁah&ésbﬁp%%%& dexeHaHpARgE: can be
provigkies @t&rn%mc& i gaws&&@snsgm?ﬂé fRabesaRed w&%@@&%é&o enable

E@%ﬁ {i‘ kg atlon S A tlme explratlon ntal Is ap

eXUre e URHIGh IR G RY A0S T6°ROME %racﬂ%aeﬁéfw of tha&ontrat by
anothgrispedon @Wblsﬁbg@nﬁ% ¢ergficatioe Rapeod)or rekativectvitigahfirsintent to
view tihBedhendotenitisrtisaibfengindd dRauirgtabe: 1 Wir2od8684d a user can

en jO)P acé;ﬂ)‘sjc%%ggg JaQ@ %@%Quiféﬁf%é‘kéglﬁ’!ﬁ%ﬁ’&e 9!&%'@%9%%‘& &%E%ﬁ% 0 ﬁable content

ixe dia copy protection playbac

fixed dia C ction
Wil R LA DHBe T D LB RS BP0, e can
have ﬂéé@faougbw@ﬁangcmﬂnﬂa@@ktgem@ﬁ@mmm@ﬂa\wghem&mémagovems
the sulptidatdisesecuecflagh cre)t. Content assigned a fixed media copy

{0086}rOte%P&ld@l@é@@%@%r%@'&ﬂb%%ﬂﬂ@ﬁt@%f?ﬁ&fﬁ@eﬁﬁﬁ%gﬁ&%e ?éj;]ﬁan one

ia bac xé)r[x%lectlon o |flﬁgnﬁion is an gh%g té/tge‘&%pla bag{:%yggtmcatlon t altrtls
Dy ehiCally proteey oitUERY e Bh TR pfrtification
is aSSM@eWHhu&wea%m@a@éﬁ apig e desin reredablenaedisseruy atedack
certifiecaond dciicanhbtshie capied oheeateestdad: Mapatibaskafdiis paddasihe
piaybﬁgﬁtg&ﬁﬂgﬂﬁﬁ@ (%B%Bl% Qﬁ%ﬁtﬁ{ H%gclpﬂﬁpgﬁétgsc%ﬁ}% g%é%@s%aﬂ?ferent users
and/o?eec ycr%gs] tto L enl gﬂ ag/ (il o tgéfbrg%%s c,%Lvueser can receive

afiona. cof ent Cah be otetiedl ﬁw‘ﬁ“ﬁﬁ? ThE

Gomeaéi’fiﬁ%atmﬁéca}%a prerpSeratifieativn e scaprishaseragebtain a different type of
playback certification from the content provider. The user’s device can then incorporate the
different type of playback certification into the file that includes the content.
[0087] Once a file has been formed including the technically protected content and a
playback certification, the file can be provided to a playback device. A process for accessing the
content for playback in accordance with an embodiment of the present invention is shown in
FIG. 8. The process 120 includes identifying (122) the active “base encryption key” for the
particular class of device that is attempting to access the content, which can be used to access
information concerning the type of playback parameters supported by the playback certification.
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[0085] In a number of embodiments, the content includes a playback
certification that can be provided with the content as a guest certification.
The guest certification can be used to enable extremely limited play back
Yy W78ép8tresponse to the recommendation of the contenti§yT/HRHe63950
user. For example, the guest certification may enable a user receiving the
content to view the content for a short period of time or a single time. In
other embodiments, a user can enjoy a subscription and be entitled to

The ebﬁucsiéraé!lc e qéteetmlnt%dqs seﬁ% e]:: av é ?tlgre%egllton% {:o tent
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other'@%ﬁ%fm%‘ﬂgrﬁ%the active "base encryption key" for the

articyl s of de ce that js attem to access the coptent, which
008 LT D LA, CORERTHIRG (5 BT IR Bl s have
been WF@W&@@%VW Braytsddr el uiestigl. o IDbTmica8san also
be usBOb/4E200TE0639E0 aﬂmaﬁnueeysenenammmek&;e ‘feditent ¢iReghiton key” is
decry}8&] YRHEL A ttt%rveﬁ%&t ﬁ%?” gepéa%ﬁ{eq; Q&K%ébabwecsme ‘content

priar R pled P@étﬂl AGUVE S ”gfﬁtgcf pgéér Eet% e eNCLYDUON o
SHCRe en used'to deckpt { DR NcHyption keyeyP
keys'lyg aq%%ﬁéﬁ%&rﬁé&t&?ﬁﬁ&e&%ﬁ@eﬁtﬁ@wwtwﬁahﬁ@@wcﬁmw has all of
the irdoengptiomdeysirgan dhenshieusatto aplayd @0k (1 A8) thel chnt®entAlNy 46
inforRl@ADAHIQR -0l ﬁ%%@@@f)@wbwgwyc@s%eestﬁ@%&e&?nt is being viewed.
[00953088&1 ormelen aNalabi Iiecc 2! 4R S ICYRIANALS was issued

laybac |caf%n |ssued vices that incl u e a sin

with g5pegh K@?%Q@’ﬁ@l@% s SISHERHRB G a&é@raaglfe WiER EasTyption
key” ebdidinsnd obtlve, prasgiatpirve nfiomisishewhaive FI@EG 10 Ala@ack betifications

associated with it to accommodate various classes of device. Federated systems in accordance
with many embodiments of the invention support the assignment of multiple “base encryption
keys” to domains of devices and the assignment of multiple “user encryption keys” to a user
account (typically enly the active “user encryption key” is actually provided to the device at any
given time}. Therefore, playback certifications can be created that include multiple “base
encryption keys™ and multiple “user encryption keys”. An advantage of using multiple keys is
that over time individual keys can be retired or revoked and the remaining keys can still be used
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information within the playback certification 140 that is initially available in
the clear 142 is the "Base_ D", which identifies the "base encryption key"
used to encrypt information concerning the playback parameters
VI pporteetby the playback certification. In the illustrated emB¢diivRaG07/4bEese
identified "base encryption key" is used to decrypt the "Type" 144 and the
"Rental" 146 information. The "Type" 144 and the "Rental" 146
information specify the manner in which the user play back and otherwise
, dea),with the content (e.,g.,.'Rental" 146 can specify the rental slot ‘
0 s SO ERSR CIRSIE S8 B 00 8 R S MR RS Rsed g gncrspt
the sagpe IB{IFBLARY HAGISheIcESHIbm 2ER6H ST MR IERISN [0 0STL iprencrypt the
“contemn bodypentsepidréstha tahipelrffofonatidrudidd ¢aclidatesithat géngrdic
inforFiiE Raverhran Aranted it theraRiaptieyplighiegranted iR s Shack
cemf{é‘aﬁiégs‘?‘%?a%”&&’a"“or:%%{rﬁacﬁne% 0498 Lise: e‘%%éé{%é*é% e E‘ég&he a single
____encryption key ﬁ% erwise, _ﬁe content encryption | e;?pls ecrypfedg
contel SECHBILEF et SHeRIKE) vatrad it RRHRYBREE et cb ShonBaid GiS. 94 -
9D. Retwieite ehohgolionikdiyal a8 isindhe tlbkryihoaredd used totbecylptishbe
“contp @b phioAe PNeRRHAE Kﬁg{g‘é @ﬁ@?& mﬁﬂ?aﬁsﬂﬁ%aﬁwas e SHATR also
crypt 3 evice has e Information necessary
e ot O R Ml S LB ARSERERP e
retirefpegt anskisHaRion el kevs hdisseseh e Redttcesses the content.
[0091100981aty thebediboulinvdthshowniin EIGS: 0%:OD dthegplaybalekice. For
examﬁ%,tgiﬁﬁi%wafﬁsﬁﬁﬂﬁgﬂ)}é@gﬁ ﬁ%ﬁ@%&'@@}ﬂ@?§ ﬁgﬁtm%.a&m&é'@ﬂﬁ?a user
can u?@&!&g}%&&% r?é]gtg‘e% Q8 #‘%‘%&&Uﬁ '%F#@. 1‘%@% THE é’:‘?&éﬁﬁ%‘é ARG
_a single piece of content can have multiple playback cettifications ,
recei g MU IS BEE TSNS OSSR PR il includes
a congymiing, iftadeordantetiwisieniarapemb i rrsions efng dairape ntiondsujsp dren erases
(164)the assignsaanfehmidtiple. nsecapahiyptioro eyl dpidamainsal Amiiess)

obtai AL EPSIERMAR! ol UMPIG s P60 NADRHOREPYSId0 A HREACER L ode can
té%cally_on %/ the active "user encryption key" is actually provided to th

d

be e<iiid Yt PRSI PAGTSE b By BNt AL i 2ctivation
inforpesiatedThadeneliddamatisies tmséerendde Bromegisyasioarrvalahart sfar
dereptRypliesykeay sl 6830 FHY aftageanhesioganyitipledaysisvimhevae tifdethen
remo{/d iM“?'%%'é%)é%i%@@r&% {%tlr%‘i’sfé'f spvekedAng. the remaiing kgy ?rSQ&?QQscribed

be.used -1.7 WO, 2007/106844 PCT/UQ2007/063950 to access the
abo"%gﬁf’é’ﬁi?ﬁr‘i B AT 6@#‘?8?5??88{%%“@“& ’%&&8"%8%?8&%&75‘%38%%8““’
the deasaxAsOnIsedspie dlsrobmrrosticd iinilag sereerch ot thsd dgeice Aeplysaerpomputer. In
a nunkeysif arebodaddiose dderpiitiaedetnientancypliondseyva 8. chdatie: gauser
o LS SRS Sy AL R
00 SR R A Lo ST AL b o e
mveniighiticiieiEndsiigle! @Bortenperssryphdnikeimiag ehenyraasukifghe wasarFIG.
10A. éhiaryptioditiyéras is shotve irpEdG $69As-Oiarieathien theplagbaskuser connects
(1s0\aertficatiansinchee.adenle) wherg e £aty indhe takieds 8 server records
(184) that the device has been deactivated. The next time the device contacts (186) the server,
the device learns of its deactivation and generates (188) a deactivation code that is sent (190) to
the server. The server (192) authenticates the deactivation code to confirm that the device has
been deactivated.
[6093] In addition to users deregistering devices, several embodiments of federated systems
in accordance with the invention enable revocation of devices or “base encryption keys™

-18-



"content encryption key" encrypted using a different "user encryption key".
The same is also true with respect to tables of information encrypted with
different "base encryption keys". The retirement and revocation of keys is
Viisgwsseck4#drther below. [0091] Many embodiments of the inERESRI07/063950
enable users to deregister a device. For example, a user may wish to
replace a device and register a new device. A process that a user can
use to deregister a registered device is shown in FIG. IOA. The process
assod Q(len(;% a C asréeg \élvr} e(éIGBZr)eve r(jj%%%“éﬁi’?nfsslyt? de%{:ttl aite th (rjee‘erIC% on relies
e user Instruction typica y ncludes a confirma on; w S die 16 e
on thejustifiEsles of tREHBR ﬂ“béfﬁ‘@%%he‘#ﬁ’e“a@%ﬁéébﬂﬁéﬁﬂé‘?éé% Riggay fieformation
(suchawstivation keforenatipred esinhe diftvationaaodieh &ag/loedsialiaibactivatipna

dewdsesvmnthaimgauﬁé\glf&%ﬁmiaap@ﬁ& A8BRIBISSAL 8N AAGEHYANRD the device
posse%géjse %gnqﬁ YcaH o(r:r?r}nsb § g\rr]l%{a%tg d}s'fSIle%g r%%et%r} %:msas(;jued a set of
processes that | See eas? Somé of the activation nfermation.

“baser%’éfa@é%%fsr%n dbaee .E%ﬁ@?@ﬁ@&f&cfﬁ%%@&ﬂ’ﬁfa%w%5%?%@%
but thgaredidivaigdreyerriestl 168)irF ee semver Enrthentipitds: (17¢) Miebile Phone™

domdiieagtivalien:eade RBG ICRaKRVAUTSHAI2ITDE SRR OR Brefoaisialedihone
that sag@xﬁg%%%vsgﬁm gm%ﬁ) R RIQEERRERST §&@%@\4&%%@ 5 G ambles

ice Itself communic on t eactivation code to the reqgistration
of thekeYe ! tﬁE%é%&ﬁ%ﬁB’f’i“éS(&é‘&éﬁ %qgsvs&eﬁrav.ﬁ'@a%%ﬁ@eewaaﬁas discussed
abovehiferttesriceBiioh ey s eunmipuitée. dencsainuniies whenmbistiméntss apiece of
inforgiaregistereptclewite Qenerate shadeactimtinnieote WiahthedsSerepbRvil €% key is

no lof'%tép&éqﬁv e @é @%Wtﬁ@é@ﬁggtf&? oq'%%‘rﬁgol@&gqg\f}‘ﬁ@ﬁ@? Qvas extracted in
nter ac%}#O%% ,gnm%[ f‘?fﬁ r3\{(}333 for deregistering a device in accordance

8 CIrqRY SR AIS BRtloM s shown in FIG. | OB. The process
[0094] 60’ Rexieatzamotnensrobe devisomahibwin msindar fghioThénmairy embodiments, a
deviddiffgrentg:isihatdbageacess To0r s arpervarintiaiathpioghastifnudethe user’s

dev;c%qg%ﬁ)t}?e(f]tﬁgllgg Q%&R@I %sglngl EM?{&}S%)lH}?O %&%@[ 69 &%Q%E\é%teeof the

ice. The server records that [he device has b

\
mcrya’égs% Pt AR i &Y \‘ﬁ HOREEts PRSI TRATLR %’r’ayt'??ék
Ceﬂi%ﬁl@é@ﬁ@§%ﬁ$t§@%@aﬁﬂh%@éﬁerﬁﬁéﬂéi%)l&nd@d’cm@ﬁréﬁaém a
circuthedngcseint (186 twl thidlserkearzet haderlte (192) dethentioatds ikgstered again in

ordexols%mtm@o%e&oeﬁm&s&m&a@y%%mcg@m tf?@ﬁ&%%ggﬁst%q?' [0k ssued
a,ijﬁimon to csu ererglsterln deylces S embodiments he d b

comtq e e e e T B B ep et Bl fvce by

the regisfraBenoieeisE @ icplastiie REGe kaws wes Podlrrfodaated system to encrypt the

“confe TACISROAY 2§398Rernisomiatas ayvttir b @leseaficie\Beaitg dieValihtaldseer keys
at m%@?&ﬁﬁé%@@&%%@fﬂ@ﬂ%%@muﬁ& QUi %&P&ﬁ@?&%ﬁfmy” during
0] |n

ere each entr Ia leis same. plece atIQ
e K R A R A s e R
usefcﬁ%@iﬁé?i‘ahk&bioW%%ébF@e%@ﬁﬂWi@%@@%@%é%‘?@ feResen B apirigat key.

[0093]pon Ky pandictiler encajgotionuke] ttherdevicenpestesses, Méhefronuttipléiscovery
of a (iiereptiamaing ol fevices £Xistnaach-dormaincashe issusdidee o
embodiments of the invention, media key blocks are distributed to different content providers
and a breach of security associated with a particular content provider’s media key(s) can be
minimized by deactivating that content provider’s media key(s). Such a deactivation would not
impact content provided by other content providers. Such a revocation would also not impact
content previously provided to registered playback devices using the deactivated media key(s).
The revocation would, however, prevent access to new content issued by the content distributor
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"base encryption keys". These keys can be protected using different

scrambles for each system, but the underlying key material remains the

same. For example the "Java Mobile Phone" domain can be defined to
WesHE thessame set of "base encryption keys" to every mobil#@HER00HEEIS6

supports a Java operating system. However different models of receive

different scrambles of the keys. If a key is compromised, it can be

revoked by the registration server As discussed above, "base encryption

as thé(ﬁ asctl%ra?eg %neééhtg Qs%va%}]e t Wher%% ehagcrgg tﬁ( rﬁc Wﬁtmn wzthm the
ormation encrypt it ere ase encryﬁtlo

new playhosk é@*&ﬁw@v@%%ﬁ@@w@%%tmca e&rﬁf‘?ﬁtéfb@ﬁ’é%‘tlon of
[0096Ghe tablbiléfttraibevokestipiionasreéxira otedyinp@ificounbedtienstobththatention,

theset@dundlhboulongRiwerks [RRRAdReU0aRLBLR & BRERIFIGHGYI6E WARKS 10 A
exan '@H%{%%mgadm dnany sebfoql%%t%am%% ice.is provided with a single
ctive "user encryptlon lg Ff%e user's devicels

durin istration.
Privaje DIYEE PEREORE &sUs e i, %ﬁ.%tﬁéﬁwwwﬁg&ws@%@é B
releagniecorfiting éh@ypnmey@lmmé pringler touhtent enomympbon keytiablption

key” asapRibOkapayhagkieertifiorliom (sepiisalisainbrrO ¥ it 1o gRYBkad
certlf Hﬁ% r]ﬁryﬁ)x inﬁ?tydu\géﬁ (}ﬁe&eac%ﬁgﬂp&?g '&8}’%}{?&%%9%‘1%@5*&@ 19 I\I()Va!ll{)i’l that

er work. The user's device mu e registere

is 385861%% TR, deides WSERAsEEARYMBsE AU reah@bag'ép?algeeageéﬁyld be
embeddogyriosumnt tormeble Thenewlagibe curdertancrygtimsikeytdsionecofithaldition, a

greatkeyGnassodiatadayithtthe tﬂegmbv(xt@emegisﬁe{igmggrw B3PS QIS and the
contédk msvkgé@ éé?ﬁ% Byomgetﬁmmya&%m%@ m&a% r;g&ma of the

cr thn |ssum ?ac certi catlon Storl set
Pley g CAPASIOR: T TSk oo STRPTORAL UAbE Jb SRR R those
descrihgleboysepehenasion eynanmgn edgiettanbmbibiitmeukeyersyofafonmation
inclu@ainteni=isl pybiectadifacalbiuses angiyptionikeysrit{f@casisel ieneipiiNincluded

in thé‘ﬁbéyb%&ﬁ%'éﬁﬁ’éﬁ% %&9%@%&%&9@{%&1@% L ool BR AeaRIRE B ninea

[r %lrevocatl can. also be u ed to ent abuses that ”13’
Seq““’r% Uit f%%r & BB B S CORRACES F&é"r‘% %g%ti!%ﬁ KEYEIRREh e
scor)ff@ééhaﬁéaeep@séﬁh@w aeclsteramised vieh be s coifnstireoi thisgiedtiby, by the
appeiriediddiey hlocksinsguiiaiedigted to different content providers and a
breach of security associated with a particular content provider's media
key(s) can be minimized by deactivating that content provider's media
key(s). Such a deactivation would not impact content provided by other
content providers. Such a revocation would also not impact content
previously provided to registered playback devices using the deactivated
media key(s). The revocation would, however, prevent access to new
content issued by the content distributor -19 WO 2007/106844
PCT/US2007/063950 as the deactivated media key(s) would no longer
provide access to the information within the new playback certifications
required to play back the technically protected content. [0096] While the
above description contains many specific embodiments of the invention,
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these should not be construed as limitations on the scope of the invention,

but rather as an example of one embodiment thereof. For example, the

above system can be used to create a private player network for use in, MCSLLP
for example, the secure distribution and viewing of pre- released content.

IV itisI dodnaniB i '8ontent provider could use a common "user

encryption key'dhatis passessedbyoall deyisas.within the private network

to generate a eraé\élbs r%tﬁ certificati nd,ln other embodiments, the content

provider can iSsUe & playback cortiticafid M A i FLuBHIabrGiliTa HsrRibe

icReRIfCRTI R YRuM IserRg diw itipténplayback certifications could be

em_bedded in %%tﬁ&lt@ﬁ%@n@c%e&) Rl the é%%%ee[‘&&’éi'eﬁéﬁh" opaque system,
|ste£ed de\gce. In. addition, a]é(%;gjater number of entities within the

re : _
s"‘;?% Erm it & GRS HRARSIRBI S HSGhR AR SERPARRelE Pegmbantnd is
proviger)! canrbeprovide thwithbase bpportuaityrtorceatrébLitedto the

generation of the, plavback certificall -({‘reﬁal%?rm&ﬂéﬁ%wﬁo he base key, and a

encr gtio techniques in addition to those described above can be use
iHOng CREHITB o dshidht AAPaE daise s piawes et riimmatisikincluded

in the playback certification. As an additional security measure,

information inclyeess . eiBlaybipclerUicaon.can be sGambIed using. .

a scramble function or a predetermined sequence of scramble functions
S8BT et BYaePattBle functions. Accordingly, the scope of the
invention shoultidedi@te painadinet by the-embediments Husiraieddkbyn
tﬂ?orﬁﬁﬁ&?ﬂ@nﬂeﬁl@iﬂ%ta ng Ithé%i{ equivalents. -20 MCSLLP WHAT IS

CLAIMED IS: 1 A content distribution network, comprising: a registration

server includint & ftiehfopjerbitailfiriecsisanbovesd whenedteoreyidhatior content
SeRr«es is connected to a network; 5 a content server connected to the

network and t(\:)}v ﬁetruséEd and opaque sr%/ tFm, where the trusted and

S ¢
opaque systen INGILAES S TEMBH AL I ‘BRSeREY %y pgotected content

@M@@wmwmﬁmm to the base key by the content server; and a
playback deviggdpeluding adead.-only EBﬁﬁé%qug%@%r}getg%y%%é%c‘é%}/{'gatlon

and a non-volatile memory, where the playback devices is’ connected t
SFRTHARIONE L Ui rlis U elitrakisrrEdtvaidre by Vet iproviddinee
playbaklotibvieehvidti upicueictiationinformations whergindheelaykask,

device is,configured to. tore, the unigue activation information in the
non-volatile memory; 15°wherein the playback device is configured to

request conteﬁﬁﬁfé%t{ﬁe%@mf@htd@éWé‘rFO”ﬁgm‘@d to use the unique activation
information, the base key, and the playback certification to playback the technically protected

content.

2. The content distribution network of claim 1, wherein:

the activation information is protected by the base encryption key and includes

a user key and a random value;

the playback device provides the content server with an encrypted copy of the

user key that can be accessed using the base key;

the content server provides the encrypted user key and at least one key for

accessing the technically protected content to the trusted system; and
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wherein the content server is configured to issue technically protected
content including a playback certification; wherein the content server is
configured to obtain the playback certification 20 from the trusted system,
where the playback certification includes information enabling playback of
the technically'{frotaxitack ot tasiscddoasdsiblstedngiene inhigereencrypted
defivaticion informatiosisndsihg baseskeyy, and wheraindheplayhackdevice
Is figured to.use the unique activation information, the base key, and
e R B P e RS s e
2. The content distribution network of claim 1, wherein: 30 the activation

informagion is pretecied: ﬁ%ﬁhﬁib%%@@ﬁwp&i@ﬂnkﬁmim@wgi@&n@d%'i@%ﬂcrypted
ke random value; layback device provides the ¢content server

and th Vi
S R S S T e e B S e,
Pasieckesleatiensontent server provides the encrypted user key and at least
one key for 35 accessing the technically protected content to the trusted
system; and -21 MCSLLP the playback certification issued by the trusted
system includes encrypted information that is accessible using the base
key, antl the usks kayewhiesrebthimenctyptetc rfoPmeitoniintiudestatieastver is
QBB IOk AGLRSSRGIhe E@ghnically protected content. 5 3. The content
distribution system of claim 2, wherein the information encrypted using
the base key and the user key determines the playback permissions of the
technicéally protectedaontentulionkyTibe cheitentdistribuitidre systemiaf server is
CaiRb WSS INERQISration server is configured to revoke the base
key. 5. The content distribution system of claim 2, wherein the registration
server is configured to revoke the user key. 15 6. A content server,
comprising: a processor; 20 a storage device connected to the processor
and including stored content; a trusted and opaque system connected to
the processor, where the trusted and opaque system includes a memory
containfhg baskdaieardriscopfiglisfdd:to prevent access to the base key;

and a processor;

MCSLLP

a storage device connected to the processor and including stored content;

a trusted and opaque system connected to the processor, where the trusted and
opaque system includes a memory containing base key and is configured to prevent access to
the base key; and

a network interface device connected to the processor and configured to be
connected to a network:

wherein the processor is configured to receive requests to provide the stored
content via the netwoerk interface device;

wherein the processor is configured to generate encryption keys and encrypt the
stored content;

wherein the processor is configured to provide information indicative of the
request and at least one encryption key that can be used to access the encrypted content to the
trusted system;

wherein the trusted system is configured to provide a playback certification
mcluding encrypted information including an encrypted copy of the at least one encryption key,
where at least a portion of the encrypted information in the playback certification is accessible

using the base encryption key; and
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a network interface device connected to the processor and configured to

be 25 connected to a network; wherein the processor is configured to MCSLLP

receive requests to provide the stored content via the network interface
device; wherein the processor is configured to generate encryption keys

and encrypt theh&opdbcdbiesitr SocwnEram the procedsoriagodigurent epd the
previde:ipfarmatiomindicaliveof therfieguestand at least one encryption

key that can be used to access the encrypted content to the trusted

system; wherein the trusted system is configured to provide a playback
certification inthadititrenerypteddaformatiereincluding an encrypted copy

of the at least PR BNHILANKEYon IR WAL R ALiILaSt AR NN LTdNE one

encr Iﬁltgglggf?ﬁggggggelns ssible using the

SN tlae p%\%bagi( certifi(t:a ion tis acc

SASeentryption key: and 22 MES LI F HHRFS S hritessor is
configured to wrahsiity thesnangdtedngontefiremdntepplayback certification
via the network interface device. 7. The content server of claim 6,

wherei%: 5 the_playback certification includes multiple copies of the at

least orie enchyStioR REy ST RRHWE BisklifteMccess the encrypted
content; and edclreoplsistemcryptédusing ardifierent@ricpiptlonkkeytifBations;
The content sgryenaf Glain 6 RRIF N HANG RLSIGH SYSIEMIS opy of the at least

configured to provide multiple playback certifications; each playback
CBRTERRS I e EBE AP RRSEE AR SRE B e3Py b ahe %t 8dst one
encryption keydbiapeamidecussttdocadcdsstredatitiyypted content; and
each playback certification is formatted differently. 15 9. A process for
issuing technically protected content, comprising: providing a trusted and
opaque system to a content provide, where the trusted 20 and opaque
system includes a memory containing a base key and is configured to
prevent the content provider from accessing the base key; encrypting
content to be accessible using at least a content key known to the content
provide?; providipgdse tomamkeyhodhl trustelddsystem, @oproiiging
playback parameleis SPREHEMRY JHRGOGRL REQGSE 1P RS HTUSIED : the trusted
and opaque system includes a memory containing a base key and is configured to prevent the
content provider from accessing the base key;

encrypting content to be accessible using at least a content key known to the
content provider;

providing the content key to the trusted system;

providing playback parameters specified by the content provider to the trusted
system;

providing an encrypted user key associated with a device and accessible using
the base key to the content provider,

providing the encrypted user key to the trusted system;

decoding the user key using the base key;

receiving a playback certification from the trusted system, where the playback
certification including encrypted information, where at least some of the encrypted information
is accessible using the base key, at least some of the encrypted information is accessible using

the user key, and the encrypted information includes the playback parameters and the content

key; and
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system; providing an encrypted user key associated with a device and
accessible using the base key to the content provider; providing the
encrypted user key to the trusted system; 30 decoding the user key using
the base key; receiving a playback certification from the trusted system,
where the playbaoike eertifiedti proirnckidingen drypteddafovmation  thehérebatk
leagtisame althe ancryniet njgrmation is accessible using the base key,

at least some of the encrypted information is accessible using the user

key, and the encrypted information includes the playback parameters and

the contént 35 keyrcaed 28 MCS i cissuipg $eghnically protected

content that is acgessiblasing dhe-playhack sactification 18 MReK KRX .« device

and the base key. 10. The process 0f claim 9, further comprising: 5
AR Y D lEhser I A d Mulfls Baelkyéassociated with a
device and prowidimgathyiser peysand haseweys dathedrusiad sysiamiudes the

fi Ing. zﬂlﬂyé?é%ﬂ rag&e}gg Ea(pﬁ here each entry in the table
i@ciudes%the playbéc?{ypararﬁe%ersle%%fgflesa%gi’ng a different base key;
1l

forming a contERSAEIE ks fbEathaRtirirette tabe trinekdscopypy of the
ebiirert 1Oy cantentkey encaypiedusings different user key; wherein the

playback certification,from the.trusted system includes encrypted
o e R ooy
tafEmationT i ysig dsspipbratny Ganpeabmpdidingenestdartgpling the
playback parameters using the base key; and encrypting the content key
using the user key, wherein the playback certification from the trusted
system includes &ReRpted’ RO MatBATAURIT e encrypted playback

parameters and the encrypted content key. 20 -24
encrypting the playback parameters using the base key; and
encrypting the content key using the user key;
wherein the playback certification from the trusted system includes encrypted

information including the encrypted playback parameters and the encrypted content key.

MCSLLP



