WO 20091002514PCT/US2008/007911 STORAGE AREA NETWORK WITH TARGET SIDE
RECOGNITION AND ROUTING TABLE UPLOAD RELATED APPLICATION(S) This application
claims the beggiit@bldoS 1 Provisional Application No. 60/937,058, filed on ggneoes26an1 The entire
teachings of the above application(s) are incorporated herein by reference. BACKGROUND OF THE
INVENTION This invention relates to networked data storage and in particular to target 10side
recognition and host page routing table update, as.adapted for use with Multi Path Input Output
(MPIO) or similar protocols. As computer users rely more and more on access to remote stored
information such as for databases, web applications, e-commerce, online transaction processing, and
the like, the amount of remotely located information that needs to be 15managed and stored increases
as well. The management of this information continues to provide challenges to information system
administrators. While standard disk servers are quite capable of storing data, their capacity is

limited. They can also become leneckit (T@f\@)@gég ame storage device at
the same time. In one 'tradition%%%%é&g%wm{t@@%@@g%gg%@ Efg?g%}?umber of storage

devices are attached to a single network server, A network administrator can then create a "farm" of
such servers for a given application. ~ However, as server farms increase in size, and as companies
rely more heavily on data-inténsive applications, even this storage model is not completely 25useful.
Recently, a numberIfAghfosPRave solabidrated to develop so-called Storage Area Network (SAN)
technology. SANs provide more options for network storaﬁg’g, including much faster access than
peripheral fevices that oEéFé?é’ﬁécamn ciaims the benefit of U.S. Provisional Application

No. 60/937,058, filed on June 25, 2007, The entire teachings of the above

application(s) are incorporated herein by reference.

 BACKGROUND OF THE INVENTION

This invention relates to networked data storage and in particular to target
10 side recognition and host page routing table update, as.adapted for use with Multi-
Path Input Output (MPIO) or similar protocols.

As computer users rely more and more on access to remote stored
information such as for databases, web applications, e-commerce, online transaction
processing, and the like, the amount of remotely located information that needs to be

15 managed and stored increases as well. The managément of this information
continues to provide challenges to information system administrators.

While standard disk servers are quite capable of storing data, their capacity is

- limited. They can also become a bottleneck if too many users try to access the same
storage device at the same time. In one traditional approach to solving this problem,
20 . alarge number of storage devices are attached to a single network server, A
network administrator can then create a “farm” of such servers for a given
application. A "
‘ However, as server farms increase in size, and as companies rely more
heavily on data-intensive applications, even this storage model is not completely
25 useful. Recently, a number of vendors have collaborated 1o develop so-called
Storage Area Network (SAN) technology. SANs provide more options for network

storage, including much faster access than peripheral devices that operate as



WO 1009/002514PCT/US2008/007911 - 2 - Network Attached Storage (NAS). SANs further provide
flexibility to create separate networks to handle large volumes of data. A SAN is a high speed
special purposgyshvesksihat interconnects different kinds of data storage gleyigeswitl-associated data
servers on behalf of a larger network of users. A SAN can be clustered in close proximity to other
computing resources, but may also extend to remote locations using wide area network technologies
such as Asynchronous Transfer Mode (ATM), Fiber Channel, Internet Small Computer Systems

Interface (iSCSI), anehueakikBasiaiStaypeediy'stipSetgibktharmmamisedonbibieria eeaisre, archival and

ioretrieval of archived data, dalernaigration fnarp.arauaiesagagevice to another, and the sharing of data
among different servers. SANs can also incorporate subnetworks within network attached storage

systems,  Certain improvebiitd HEDemssaRsair RIPBESHP SRR dirtHiersrpaer ek dmed in U s.
Patent Publication Nad280#HR4aagy denttediiiaaptisedtragerdnckn ehatoDistigstion”, hereby

i ted b f in.it ti hat I I t twork administrator t
control howdata 1 G0 AFH PRGN ST € BATOHAD 10 G TOF i g recuess

traffic. The specificreystenss blesorpeddrtatipatentap plicttion piogidélblack fevebdata storage
services in an iISCS1 environment, for I Ic empl artition the
%ecﬁm%o 1€S S cﬁi}g A%§§§ﬂpogé uﬁ%n%f%? Mife @h&?e%@?% %Xeg[xgq%?h%l%%‘gﬁ{

available data storage acrdss a plurality”of equivalent servers (als:
terminology). EachSotaH&etmmviglehitssensdpiepiassd s Slsipdhii&eface to a client (called "initiators" in

| SCSI terminology) and eqckyequival ?)B\f%i[?!i%ﬁf‘r%ﬁﬁ%,]eoﬁé‘ms iRERANSR 12 the same request from

the client. Each server can also therefore communicate with other servers to notify each other 25when

responsibiliy for caRBIAaLtE BRIk daRodaa T EpRTEuR ARa St a8 R iR rnothets 31 Batain an
understanding of th@dagatienah differe i datnbiockssagass dileientRariiedns andacknegs the different

disk volumgs maintvaAt (?gl rl?e)( v:[,gr %%%%ipelgcélt%?atggas Se{gxgtem, each equivalent server maintains a routing
table. To this end,

Certain improvements have been developed to SANs such as those described
in U.S. Patent Publication No. 2004/0143637, entitled “Adaptive Storage Block

15 Data Distribution”, hereby incorporated by reference in its entirety, That design
allows a storage area network administrator to control how data is stored and
managed without requiring a gateway to monitor all incoming request traffic. The
specific systems described in that patent application provide block level data storage
services in an iSCST environment, for example. Such a service may be employed to

20 partition the available data storage across a plurality of equivalent servers (also
called “targets” in iSCSI terminology). Each of the equivalent servers presents a
similar interface to a client (called “initiators” in iSCSI terminology) and each
equivalent server presents the same response to the same request from the client.
Each server can also therefore communicate with other servers to notify each other

25 when responsibility for certain data blocks is moved from one server to another
server.

To maintain an understanding of the location of different data blocks across
different partitions and across the different disk volumes maintained by the data
block storage system, each equivalent server maintains a routing table. To this end,

30 each equivalent server executes a routing table process that tracks the different data
blocks being stored on the data block storage system and the particular equivalent

server that is responsible for each data block. Changes to the routing table can be



30 each equivalent server executes a routing table process that tracks the different dam blocks being
stored on the data block storage system and the particular equivalent server that is responsible for
each data bloglo folvanges to the routing table can be WO 2009/002514PEJ1uSR008/007911 3
propagated by the routing table process. More particutatly, since the location of the data blocks may
change from time to time, routing tables need to be updated to reflect these changes. In that system,

the routing table thus shows which parts of a given volume 5(which page) reside on which server;
each of the server§%2PagHé WéW&%té?ﬁB%}?lﬁf’éoﬁ%%cMSrred?%rﬁ’ﬁ“Q?‘@ér%@alf’ofﬂfé\?‘é’ &fouting

tables do not necegsartjvdisd aliynhame Sooh ageauping) ddnsdakind gsaigpdnebehexshed ten't a function of
the routing tables, "MPIQO;" as iméglemented in certain versions of MicrosoftTM Windows has torecently

emerged as a solufft r?cftotrhfosr‘?)\c}l1 m%e?ﬁigher availability and higher performance storage area

connectivity, with the so-églﬂw s_msmirpﬁth m@tipgﬁaid@@nmﬁi@mﬂhiﬂpp&mmg(‘MPi@)ﬁsea server,
network, and Storag&?c :%%%5QQ&HJB&R@UQX‘@&Q&%@}P&? BRI SRGREHRANS Q%H@%%&%@St

computer and target sto array. The benefit of this configuration is increased availability via multiple

Isredundant commizaatiatisTEfsathaf sgiarh pHRY pe HhsrrAbieS Bhete rahewsgsirydishgavailable for

use all available pathghers M9IBELMEPAR SlRIBGE ALEY HEABSYRRAH TR Sietwak-cemmections and
networks can be configured to support multiple physical connections. Host systems can also have

multiple initiator prE?é%"s%es. MPIO can work in many standard 70operating system configurations such
as stand-alone systems aridiElostesSmplemented in certain versions of Microsoft™ Windows has

10 recently emerged as a solution for providing higher availability and higher
performance storage area connectivity, with the so-called multi-path I/O protocols.
Multi-path Input/Output (MP1O) is a server, network, and storage configuration that
allows for multiple physical connections between a host computer and target storage
array. The benefit of this configuration is increased availability via multiple

15 redundant communication paths, and improved performance by simultaneously
making available for use all available paths.

Using MPIO, storage arrays can support multiple network connections and
networks can be configured to support multiple physical connections. Host systems
can also have multiple initiator processes. MPIO can work in many standard

20 operating system configurations such as stand-alone systems and clusters.

Implementation of MPIO is somewhat complex, however, in that multi-path
software, initiators, network elements and storage array software must all work
together to provide a robust solution. A deficiency in any component can cause the
solution not to meet requirements for high availability, quick recovery, and high

25 performance operation.

MPIO solutions have historically been implemented such that each storage
array vendor has a custom software solution. This creates a configuration
management burden on the end user in the event that the end user desires to deploy
different solutions.

30 Microsoft has recently developed its own Multi-Path VO framework for use
within Windows™ environments. The Microsoft MPIO architecture allows multiple

storage systems to share the same MPIO solution. This framework allows, for



Implementation of MPIO is somewhat complex, however, in that multi-path software, initiators, network
elements and storage array software must all work together to provide a robust solution. A deficiency
in any compownaninangsisse the solution not to meet requirements for high@vadadiityyguick recovery,
and high 25performance operation. MPIO solutions have historically been implemented such that
each storage array vendor has a custom software solution. This creates a configuration management
burden on the end user in the event that the end user desires to deploy different solutions. 30Microsoft
has recently develB{2BAIS SWHIRIGREEA 1983PRRERSR #&J%’@%ﬁﬁﬁﬁh%%‘bev??’ environments.

The Microsoft MPIQasshiteclerralivas sallipia SkoragaizksieTissthaharathcoaaverMBiGraolution.

This framework allows, for WO 2009/002514RPCT/US /007911 .: 4 . example ltiple physical

device objects to BEIBIFRETSGEHRFIRIE & siRGfE &ne&ﬁéﬁﬁég&?c@g%égf) LS é%éyﬁjﬂf)ﬁré%ék". This

framework, however “régjuirgshgsoragdieencorssiogects tobe vige Specific Module (DSM) for each

product in grder to "claimy physj } ingl i 2] PI1O
}g”g%c e b 16%8‘1@%&%99&%5‘&@ l%@sﬂ%é’#@kﬁls% id o

solution, thé server (the " | target”) is capable of recognizing such MP ctures. This is

supported by havirgeganipiggsesaNgEOSis spuptygmes U RupPorsdeahapiag teiy™éndor specific
SCSI op codes so that Al sernestans.el aMRIR diskSPR! & AEOMHIBR 3EH arknap g deowever,

there are at least several problems even with this a,pgroach: |. This information alone cannot be

used to provide lod@ BstAbrgTNg PhamiMEIShSie Shas A ROBBRE. SFIPIiBaTst possible to spread

connections from a singleWRéQdigleeves alllvaispe meriiimsnoeisvipaasialgicaeven locate two
connections on the same jnterface. of a singﬁe volume rgembgr. In otgher an attemgpt to load
f

words,
balance cafinot take into AcSBEHP L EREMINA WHSARTRE Sy SHL SR é%?()ér §§‘%ﬁ‘§%&‘%" Feonnections
across other availatldttiskpikicabsorinethremeyehinef & matagdssdilarte, spraidplenpectiestidos might be on

a common physical,pah (i hasfalled.RubIRRARLEINIALAS felfiat:fvoube peligr to spread

the available connéo’lcﬁ%%s away from one.anotﬁer across all available physical paths. 2. In addition, the
standard DSM doegonotaiionsyenrdesameaiotiitaaton froimekovahenigisatiaydnMbrOWstess that an

ISCSI connection hag heen isasiapishednid thitSeR02EQUR G Shigssrwatiaasaullneiaaskigorrectly,

which means that clusters will also not operate correctly. .
15 spread the set of connections across other available disk volumes. In the event of a

network failure, multiple connections might be on a common physical path that has
failed, but this path cannot be deleted. It would be better to spread the available
cormections away from one another across all available physical paths.
2. In addition, the standard DSM does not always receive notification from
20 the higher level MPIO process that an iSCSI connection has been reestablished. In
this scenario, iISCSI reservations will not work correctly, which means that clusters

will also not operate correctly.



WO 20091002511PCT/US2008/0079 SUMMARY OF THE INVENTION The apparatuses and
methods described herein include data operating systems that manage requests for a plurality of
clients for aceessdmanetof resources, In one embodiment, the systems eomipsig@sdpitimality of
servers wherein the set of resources is partitioned acro$s the plurality of servers. The servers execute
a load monitor process that is capable of communicating with the other load monitor processes for
generating a measure of the client load on the overall system and the client load on each of the

respective serverssﬁgﬂfgﬁ\@g@%ﬁa%?mwiIable path information with the client processes.

More specifically, a client process es the server process with information concerning the

connections that are serviging,MinRathabiraisdsadhabiicnsmivandanetake dperiffgrmation into
account when providing path information bac}< to the client referred embopdiment, such as

.. In.a
implemented in a SYSKIE: PRGNS NGRS TR &Y 8?18‘%@%% FBOHEERY network
communication pretecaisssthis genenadbdinanidds: systefay targetisideliseliveiconsideraticrinof MP10O
disk structures, such as by informing the target, side of MP ' e inf ' i iISCSI
session obfect that%ilg %‘ietr?gﬁ?éog{/cgsggzp\%égg% é)?\?rgﬁsdﬁ%? pfgaﬂ%c?géﬁ%émi&gé %%%%%’%%ﬁ%g from the
iSCSI target side to thve iIBGSbRPIniatdhatitecapable af qonarDeigeangpédificcvbgn leadsmjion the
ISCSIinitiator side J@M@P?&@&?&M@X ABRIAVOING. ILaelesiesh amBodimeySem andkggquesting

that the contents o? the routing table be provided from the iSCSI target side storage servers to the
iSCSI initiators, aneligginepdng sachioé BE 1EePoNE Iy SHHUERCIE Pl sRrebapEr 28 BE#Ifmed in the

MPIO DSM on the injtjaiessides MR Me clichk FrREMBIINgkiptRE S dndiatentedhadSCSI target
storage server, information that identifies connectjons as belon the same MPIO disk, and then

A nec ing t
receiving Back frorHAYS S SEYSEPET ¥ T 8%&?&%‘?%593'6%&%?&?8%88%%%‘6ﬂ%ethat should
be created, and fugheidhgMaRiiPgiactiunne ciahaahd faalancer wkethidsstdoagetzeruep hegmbe those

connections as related connﬁctionst
when providing pa

In a preferred embodiment, such as implemented in a Storage Area Network

fmx?{ormation back to the clients,

that uses iSCSI and Microsoft MPIO-based network communication protocols, this
15 generally includes:

(a) target-side (server) consideration of MPIO disk structures, such as by
informing the target side of MPIO disk structure information via an iSCSI session
object that is settable by a service action; and/or

(b) uploading of routing tables from the iSCS] target side to the iSCSI

20 initiator side, such as to a Device Specific Module (DSM) on the iSCSI initiator
side.

Implementations may also involve, in preferred embodiments:

(1) requesting that the contents of the routing table be provided from the
iSCSI target side storage servers to the iSCS] initiators, and using this as one of the

25 factors influencing path selection as performed in the MPIO DSM on the initiator
side; and/or

(2) transmitting, from the iSCSI initiator to the iSCSI target storage server,
information that identifies connections as belonging to the same MPIO disk, and
then receiving back from the iSCSI target storage server information about the

130 connections that should be created, and further then having a connection load

balancer on the storage server handle those connections as related connections that



WO 2009)002514PCT/US2008/0 - 6 - need to each be assigned to a different Network Interface (NIC)
on the storage servers. Further implementation details and the advantages of these features are
discussed belgyy, )b 20991002514PCT/US2008/001911 - 7 - BRIEF DE2GRPHHANQF THE
DRAWINGS The foregoing will be apparent from theg following more particular description of
example embodiments of the invention, as illustrated in the accompanying drawings in which like
reference characters refer to the same parts throughout the different views. The drawings are not
necessarily to scal@cethiphagidmaiertbéorydpiterens Msbreniustuting EMBoamiEE HEhe present
invention. FIG. &ig-a high level diagram of an MPIO-enabled storage area network in which the
invention may be implemented. FIG, 2 illustrates more detail of a targ?t side process used with

the network ioo F g. L FId 8t spaleecatabions eilnaneibs #iiniested Bessssiisimsd by an initiator

side client. FIG. 5 ilustigdestaisaequence of steps performed by a target side server. FIG. 6 illustrates
handling of multiple connections. Is



WO 70091002514PCT/US2008/00791 - 8 - DETAILED DESCRIPTION OF THE INVENTION A
description of example embodiments of the invention follows, I. INTRODUCTION FIG. 1 illustrates
an example systemvirmoykich the invention may be implemented. In generatcthessystemomay be a
Storage Area Network (SAN) such as that described in 1-S. Patent Publication 2004/0030755 entitled
"Transparent Request Routing for a Partitioned Application Server", filed August 12, 2003 by Koning,
et al.; U.S. Patent Publication 2004/0143637 entitled "Adaptive Storage ioBlock Data Distribution”, filed
January 20, 2003 ' : U ication 2004/0215792 entitled "Client Load
Distribution”, filed %ﬁ:@%&%ﬁw o%i%i@fgg{é@g?ggf which are hereby incorporated by

reference in their e”tifetyﬂ%ef&fégwn%%ﬁk%el BHEN 3 bn QRSN IWAHE GlieD ARl 2-2,12-C

15(collectively referred to as clients I2) arc connected via a network 14, such as the Internet, an
intranet, a Wide Aréeuationik araamcormbrimentsol svareniaigs sl eaden dBhnection, to servers
16-1, 16-2, 16-3, 16z dhaparanaatala sy amaiv iR hefeiir Clivgin s caferhe apyatiable data
processing system such as a Pgﬁsg"gal 20Computer PCﬁ% workstation, alhandh Id coryguting
device, a wireless EIRHARMCEFHIHERY B ani o Ere MRS EERDEdUtA'Y RERUGHK client
process capable ofgteabsig pivtédtepastiigswitingherdediergroodibpeexchargeomformation with
the server group 16. The petwork cliet 12.may.be. A0p. ¢ igpiarplisrtiondhat aleedisvaer to

exchange data with the server.
which the invention may be implemented.

FIG. 2 illustrates more detail of a target side process used with the network
10 of Fig. 1.

FIG. 3 illustrates a routing table.

FIG. 4 illustrates steps performed by an initiator side client.

FIG. 5 illustrates a sequence of steps performed by a target side server.

FIG. 6 illustrates handling of multiple connections.



25Multiple network interfaces are preferably provided with each client 12 and server 16 such that
multiple communication paths 20-p exist between them; these multiple paths will be described in
greater detaivbelmws/oo2sikhe clients 12 and the server group 16 may use posasasegiocmmunication
paths for accessing services at the remote server group 16. To add security to such 70an
arrangement, the clients and servers can employ any known security group mechanism, such as a
Netscape Secured Socket Layer (SSL), WO 2009/002514PCT/US2008/007911 - 9 - In a preferred

embodiment, the I?I.?&s %ﬂﬁﬁ%&;& W@Wﬁ@%ﬁ unication protocols, preferably iISCSI
running over TCP/IP, tﬁat support multiple communication paths 20-p. Thus, each client 12 preferably

also includes a multipath presasstpMct apaMissosABddvinMidtb PRt it SAutsdP10) 42, a Device
Specific Module (DSM) process 44, an iISCSI initiator process 46, and a network stack such as
provided by one or more TCP/IP network interfaces (NICs) 48-1" ,48-m. The clients 12 will also
sometimes be referred ta.hereNTROIBOSTIOKators, and the servers will sometimes be referred to as
iISCSI targests. Each servgfé..al-qu &S%-a gs%gcé )}a6m3 ma tgr%rrlllp{\i?}ecg @%%@&Q%al% aail,vg\(ielable server
platform, such as a Sun fe ntlng system. Each server

paremi system runnlnai%s ersion o nix opera
16 may also includenpineersedtwargcooraip teaytteth ab&xterrdStosigo pecaitnivoradSamiplisthtae

ransactions describgh el AN 1o AkhRIER;Oh MRAR0AIA A acaaming: 0 he
h 16 lly re

application. For example, each server 16 may have built-in extensions, typica ferred Is to as

modules, to allow HriluestReytie ioirefrtiianws] Shwlinmbng deserbddatorudt 3eiRid16may have

access to a directqry,of exgcytable. filgs epohiclwhichonay e Lreptiaxd fparomngdhe
operations, or parts of the operations described below. Certain such modules of interest to the present

invention, #s depict&RFiniefe DistHpytinnisted {aryanitbctdl 35 B onaie dri@lorphte $E€P/IP network

interface modules PR EsdiZatin 2008K0thersinsathderDhodi Mt Bithebadove$ika-Janlery and 16-3
may employ a softyar. hitecture that builds certain of the processes described below into the
yerearente e B 3

! : ol et al,. each of which are her imncorporat reIerence in .
server's operating Systerm, Tto B Gevice driver, Or INt6 & Software Process thatoperates oh a peripheral

device, such as a tagie dilsraty, a RAID storage system or 75some other device. In any case, it will be
understood by those of oﬁjeif}?lr%g%uﬁft}t.hﬁparticularly, one or more clients 12-1, 12-2, ..., 12-¢

15 (collectively referred to as clients 12) are connected via a network 14, such as the
Internet, an intranet, a Wide Area Network (WAN) or Local Area Network (LAN),
or by other connection, to servers 16-1, 16-2, 16-3, ..., 16-s that are part of a server
group 16.

The clients 12 can be any suitable data processing system such as a Personal

20 Computer (PC), a workstation, a handheld computing device, a wireless
communication device, or any other such device equipped with a network client
process capable of accessing and interacting with the server group 16 to exchange
information with the server group 16. The network client 12 may be any client
application that allows the user to exchange data with the server.

25 Multiple network interfaces are preferably provided with each client 12 and
server 16 such that multiple communication paths 20-p exist between them; these
multiple paths will be described in greater detail below,

The clients 12 and the server group 16 may use unsecured communication
paths for accessing services at the remote server group 16, To add security to such

30 an arrangement, the clients and servers can employ any known security group

mechanism, such as a Netscape Secured Socket Layer (SSL).




art that the systems and methods described herein may be realized through many different
embodiments, and practices, and that the particular embodiment and practice employed will vary as a
function of theyappleatienof interest and all these embodiments and practigasdgibygithinithe scope
hereof 30In operation, the clients 12 will have need to a&eess the resources partitioned across the
server group 16. Accordingly, each of the clients 12 will send requests to the server group 16. In a
typical operation, one of the clients 12-2 will contact one WO 2009/002514PCT/US2008/007911 - 10 -
of the servers, for examplé a@rg&TRe-omRPHEH oS bestH U Faloth SETagACR Y data block,

page, file, databasg,appliisatian soaihes meauses: BESTantaciedeeVEP/1B- thitsalfpoay not hold or
have control over the entire requested resource, To.address thjs, seryer. groyp 16 is configured to
make the partitionéﬂ@gm“gﬁvgﬁ’ﬁﬁlgafgstgﬁe%%igﬁ\uifaé&rc |l ﬂ%né?gt%ﬁ ,e{ﬁgﬁég%%&g%v@s two
resources, one reseutdp:iBhatis pattitiohbcoedr dMhisePstrias; SetpersMBLA) 45-2, 16-3, and
another resource 17 that is partitioped over-.onl nvers.Le-d; . 16- g)g%'nm application of
the server gsroup 1@%‘8?@ g cfégk?}g%%%{g%%%éi%’%?n%%gcﬁ]lg}gs%Gg;%egtf%qgggew m’ay%e a partitioned
block data volume rftveorkstusicas s psaadvidrovar the eoveral KePiErsere wlinbslansddies, individual

files within a directggy; or eyan.blogks yithina i also Qe ResHigRagd:seyiresinan hrgontemplated.

\

For example, it may be possible to partition a database in an analogous fashion or to provide a

distributed file systifiasira ansiimuten st Plieeess RirelREEd (Db REIP T8t ons being

15delivered over the Intempgiy k3. genesal, ael apRRORED aa benappliedooranysalyiceaididee a client
request can be interpreted as a re(éuest fog ﬁ’j}} iece+f the total resource, and ﬁqecfr%t{%ons on the pieces
0

do not reqdfre globSHrEHREHRIBNSAHSRG AHtREBfeced ™ INIRREANOUMEH &. 1, the server
group 16 provides aphtatkgatastogt sandcetthalymiay dpbrdte hsraStoragecfmEaddetnatk (SAN)
comprised of a 20plurality.of equivalent servers,. I Lo 1613 &ach ofithe servers 164,
16-2 and 16-3 mayeééeﬁéér egn%)%rra?r‘ﬁgr% [a)%cr %ﬁggf%?e%g%#éned& %?Iog‘gh gata{ volumes 18 and 17. In
the depicted systerrdtictiere drbawortasanasiupnescantiingde SemmHcHivRever there is no specific

limit on the number of serygrs, Jipilary. fhereeis Basharific dimitan fhaauebepRbNoserises or data
volumes. Moreover, each _ .
15 to as modules, to allow the servers 16 to perform the operations described below. Or

servers 16may have access to a directory of executable files, each of which may be
employed for performing the operations, or parts of the operations described below.
Certain such modules of interest to the present invention, as depicted in F1G. 1, are
an iSCSI target process 28-3, and one or more TCP/IP network interface modules

20 (NICs) 26-3.

Further, in other embodiments, the servers 16-1, 16-2 and 16-3 may employ

a software architecture that builds certain of the processes described below into the
server's operating system, into a device driver, or into a software process that
operates on a peripheral device, such as a tape library, a RAID storage system or

25 some other device. In any case, it will be understood by those of ordinary skill in the
art that the systems and methods described herein may be realized through many
different embodiments, and practices, and that the particular embodiment and
practice employed will vary as a function of the application of interest and all these
embodiments and practices fall within the scope hereof.

30 In operation, the clients 12 will have need to access the resources partitioned
across the server group 16. Accordingly, each of the clients 12 will send requests to

the server group 16. In a typical operation, one of the clients 12-2 will contact one



25data volume may be contained entirely on a single server, or it may be partitioned over several
servers, either all of the servers in the server group, or a subset of the server group. In practice, there

may of courseske:limiigdue to implementation considerations, for examplesthegmestofimemory
available in the servers 16-1, 16- 2 and 16-3 or the camputational limitations of the servers 16-1, 16-2

and 16-3, 30 Moreover, the grouping itself, i.e., deciding which servers will comprise a group 16, may
in one embodiment comprise an administrative decision. In a typical scenario, a group might at first
contain only a few SEeFeVSESHADE MY BAT VTS syttt FRIRDDIGEPS1 RIS HeBA07911 - 11

- would add serverg dg:auIseK b asNeRJas B0 @IRIIBR ey Rk lisendsarea UM HgEeRTING Servers
creates more space (memory, disk storage) for rgsources at are stored, more CPU processing

capacity to act on 8 EliehtrdSe LY ALY ABYR SR T SaE RS A TSI W Earry the
requests and respansekifeomha)thbiethe ghienis divitinfenapprecialediyy/ thdsemtiskibindie art that

the systems describe rein are readi aled to address jncreased client demands by adding
additional servers ﬁﬁ%%ﬁq?zeg?ot %%@%ﬁ%o%%ﬁ%?é%%?ﬁj%éﬁ% RERRR rl?)sf)ﬁéceﬁieorﬁ% typically act
independently, and@aswsuch 3 thet dlipattitateglaved: bivhtiae sseyvest gpoveps 16-Will &ary veetiime. As client

demand for access,{q [esouERS.RYig: (UBRIEILARYeslibLE dienklago ke peter

advantage of the available resources in server group 16. To this end, in one' embodiment the system
10 comprises a pluraAmpPET alinaien P58 epEsV A ST BgilE S Iark depErErEtS AR BRI Blent

servers, the equivaleghsryerseaerdinate AMengdnarBaaivasio SRR atta /measuiepkaystem load
and to generate a measure of the client load of each of the ,e%uiyalent servers. In a preferred practice,

this coorditfating isCYEhE TS FrLSHRIETRAPIC R D SR §S IRENEAALS s VAR IBECIIRENES 12 see
only requests and esponses traualindglketween the clients 12 and server group 16, WO

Zoog1002514PCT/USZOQ§{1%9Z)%JE%16n]é% services can be contemplated. For example, it may be
possible to partition a database in an analogous fashion or to provide a distributed
file system, or a distributed or partitioned server that supports applications being

15 delivered over the Internet. In general, the approach can be applied to any service
where a client request can be interpreted as a request for a piece of the total resource,
and operations on the pieces do not require global coordination among all the pieces,

In the embodiment of FIG. 1, the server group 16 provides a block data
storage service that may operate as a Storage Area Network (SAN) comprised of a

20 plurality of equivalent servers, servers 16-1, 16-2 and 16-3. Each of the servers 16-1,
16-2 and 16-3 may support one or more portions of the partitioned block data
volumes 18 and 17. In the depicted system 10, there are two data volumes and three
servers, however there is no specific limit on the number of servers. Similarly, there
is no specific limit on the number of resources or data volumes. Moreover, each

25 data volume may be contained entirely on a single server, or it may be partitioned
over several servers, either all of the servers in the server group, or a subset of the
server group. In practice, there may of course be limits due to implementation
considerations, for example the amount of memory available in the servers 16-1, 16-
2 and 16-3 or the computational limitations of the servers 16-1, 16-2 and 16-3,

30 Moreover, the grouping itself, i.e,, deciding which servers will comprise a group 16,
may in one embodiment comprise an administrative decision. In a typical scenario,

a group might at first contain only a few servers, perhaps only one. The system



“In a preferred embodiment, a given client 12 connecting to a particular server 16-1 will see the
resources managed by the entire server group 16 as if the group were a single server 16-1, The client
12 is not awaggdhaddb@server group 16 is actually constructed out of a pategiigiyclasge pumber of
servers 16-1, 16-2,... | 6-s, nor is it aware of the partitigning of the block data volumes 17, 18 over the
several servers 16-1, 16-2,...16-s. As a result, the exact number of servers and the manner in which
resources are partitioned among the servers 16 may be changed without affecting the network
environment seen Wyuldeddispve s IComtpARg RSETe tANG RS lavehplirepisritroNEsdserver group 16,

any tovolume mayhe-SRIgAcLANSE aRyERhe el ameRoWithinthe dpey b Rshuihe exanple
mentioned above, one volume 17 (resource 1) is spread over two, servers 16-1, 16-2, whereas another

volume 18 (resour@BTnRueldhRiaersies fAPIETYERATSOIENF g rati st ald MiGeously, the
respective volumesaiai tapgat ildisesksize gictspsoalnipdisraaisakeiadradionas: fhagesd wherein
an exemplary page 15coptains 8192 blocks. Other. suitable Sizes m employed. Each
server in th& grouptol ?)Fgle@%b t‘gbi%iﬁgpécggr{%(gsb(;{ fﬁgo%%%?ﬁl taBIaértl?gal‘%%%g %c@\({ﬁume, with the
routing table 15 ideletifyiingl theeeseaveradilyisiclicd spatificpageaikcd dpetifievoldsiy eddile found. For
example, when the server 16-i recel eqpest from a client 12 for partitioned "volume 18, block
93847", the ZOservaegrg}Ltg)-rla%% E‘&ét%‘llﬁk?ég a%qg)nufnber (page number Il in this example for a page size
of 8192) by dividing the requested block number by the page size and looks up, in its respective

routing table 15-1, the numbey gisthersefyanthaicantrios:iergguested page number 11. If server
16-3 contains page number 17, the request is forwarded to server 16-3, which reads the data and

returns the'tlata to the semérclignBsypicalinast mslepsRdsnta i Aies el BeRiFHaRd P ARE LBt 12. In

other words, the regpesseig NS walunediethiaclientclidniathengamasanias iGduitat received
the request from the ctienélz. It is there(fgqre. ransparent to the cliggg 12(}0 which §%(ver 16-1, 16-2,

16-3 it is actually cOMHECI8YSTRERSG™ 5 Rk SR grant fequests the

EHE DRI 50851 g
y "sees" the server group 1% an

resources of the servgblotgedlfices in keshongdcbbe Iotdd Heserthantbecroutindimtolidntspstprests is done

separately for each re Thi ' desaurge 1@ exist at differentiservers. Jialso

allows resources, er%%ﬁﬁ%e?%j@g%‘fgg @g%%%?/ﬁelgg \5\%\ile t%ue clientis cg%nected WO

209/002514PC T/USRIGE00TIIE s hhesirolanypeiysre 60rainsesmpnsrheatchies o atRgtsdes 15-1,

15-2, 15-3, I5-s argidatest as:Nacessaiabdsihseauanichie ot rabesis ase iorueadeehto the new
server now responsible for handling that request. . At least fqr a given resource 17, the routing
tables 15 are identRE VelPEE4THDILR éﬁfﬁg‘gﬁ?{i B Re ko L B -Wo‘f‘saeiﬁ?@f?ﬁ‘g?‘i and
16-2are identical fak resRpiamlié.the cllds $gstenhis tieshéate diferentfnemuestredirespangshanism,

wherein a server 16 deEern’gntev‘%if::rrl1 gé  Una ea}l% @grggle roeug)u%sts from a client, and redirects the
client to the server That can g0 6. The chient then would Rave to establish a new connection to another
server. Since establishing a connection is relatively inefficient, the redirect mechanism is ill-suited for
handling frequent requests. As shown in FIG. 1, an example server 16-3 also includes one or more
network interfaces (NICs) 26-3-1, 26-3-2,...26-3-¢, an iSCSI target process 28-3, a request handling

process 40-3, a load monitor process 22-3, and client distribution



15process 30-3. The request handling process 40-3 handles client requests in the partitioned server
16 environment by checking if the requested resource is present at an initial server that received the
request from e pkientikas It then examines its routing table 15-3, to determaine svghichiserver the
requested resource is located, If the requested resowrd@ is present at the initial server 16-3, the initial
server 16-3 20returns the requested resource to the client 12. Conversely, if the requested resource is

not present at the initial server 16-3, the initial server will use dgiglta from. its routinaé,t?i?le 15-3 to
determine which server &%ﬁjﬁTFf‘ﬁEﬂé?ﬂ?@‘?%ﬁﬁr&g‘r‘éﬁUé&g v IHRCEHER O TGS E then

forwarded to the sggventhatbaldsdhriieguesiagtdesatromtinhsehvtheroretuins tifehregioested resource
lo the intial server, The process Ieatiest Zrandiing progess 40:3 henas ne il sgrver forward

the requested resoUfée drning now , one particufar embodiment of a
block data servicessystintdfsisistedwnt inf mpoeditj | SpeoifichtyoFiGyadbpibid@bystérh 10 wherein

the client 12 communicsies Wit SERYREJIRUP 4R LTAR SEYSESIRLP 36 iRclues g servers

server 16-f, 16-2 4nd 1 er includes a routing table depicted as routing tables 15-1, 15-2
and 15-3 (which cetrespditdltd fobitintftablbs ayeey aobo s TESIOBBAIG D eN4™ 15 in FIG.

1). In addition to the (gutinglahles Sach-alitheLaHbralan seversdhel, JbcR.apeileBdnciude a load

monitor process, 22-1, 22-2 and 22-3 respectively. Each of the servers 16-1, 16-2, 16-3 communicate

with other servers HeF@HEBEEENOE GrOM MBS AR IS ARFE! Huting tables 15-1, 15-2 and 15-3. As

Sdescribed above, the rogiipgriables tfdrask wirch of Hhehinstivitioat & gerivalgnigerdessyis responsible
for a particular resogrce maintained b%/ the serv%%rt%%%la In thle% eIr{rH.ﬁod|men¥6$'hf)f\gi_;|f the server

group 16 rifay be & SARE BEHAR BFESAN FHeTein €ath of t r%Vé'qkﬁ]iva &rit Servers 16-2 and 16-3

has an individual |Pxasigte asthansiabbe pmployetiby 7a(clientct 2 fos sieeedsivry tatspareieular
equivalent server %tﬂel éﬁl\\kzhereas another volume 18 (resource 2) may be spread over three

servers 16-1, 16-2, 16-3. Advantageously, the respective volumes are arranged in
fixed-size groups of blocks, also referred to as "pages," wherein an exemplary page

s contains 8192 blocks. Other suitable page sizes may be employed.

Each server in the group 16 preferably contains a corresponding routing table

15 for each volume, with the routing table 15 identifying the server on which a
specific page of a specific volume can be found. For example, Whgn the server 16-]
receives a request from a client 12 for partitioned “volume 18, block 938477, the

20 server 16-1 calculates the page number (page number 11 in this example for a page
size of 8192) by dividing the requested block number by the page size and looks up,
in its respective routing table 15-1, the number of the server that contains the
requested page number 11. If server 16-3 contains page number 11, the request is
forwarded to server 16-3, which reads the data and returns the data to the server 16-

25 1. Server 16-1 then sends the requested data to the client 12. In other words, the
response is always returned to the client 12 via the same server 16-1 that received
the request from the client 12, It is therefore transparent to the client 12 to which
server 16-1, 16-2, 16-3 it is actually connected. Instead, the client only “sees” the
server group 16 and requests the resources of the server group 16.

30 It should be noted here that the routing of client requests is done separately
for each request. This allows portions of a resource to exist at different servers. It

also allows resources, or portions thereof, to be moved while the client is connected



As further described above, each of the equivalent servers 16-1, 16-2 and 16- 3 is capable of providing
the same response to the same request from a client 12. To that end, the routing tables of the

individual equiyglejat A8rd4 16-2 and 16-3 coordinate with each other to proyigda; s alghdlgatabase of
the different resources, In Is exemplary embodiments, the. servers include data blocks, pages, or other

organizations of data blocks, and the individual equivalent servers that are responsible for those
respective data blocks, pages, files or other storage organization. FIG. 3 depicts an example routing
table 15. Each routintitadoledSzinuhé@0Ee pespioish 1et.sherratnamelestd: intfudebiah identifier

(Server ID) for eachsof e, gyéyéh%%é@{yﬁﬁaaé-&ml&;@eﬂmiéﬁ-?ea*aa;@%ofm%m&iﬁ%ed data
e

block storage service. Additionally, each of routing tables 15 includes information that identifies
those data blocks 8Y pryEsnEsteRaetdnlndyrn drgibataepisstive equivalent servers. In the

embodiment depicted by kiGa3: féie: oy 4ebt2eVEIh RaupRAsbia] partitiapad Molugies. A first one
of the volumes, Volume 18, is distributed or partitioned across all three ivalent servers 16-1, 16-2
and 16-3. The secSAHPHFifBRES ViiHee \t/ag’l%% ﬂ?allg E%gi?%rfgav S rggst e géé\ %equivalent
servers, servers 162mid] T6r Zesespedtively. The routing tables 15 may be employed by the system 19

to balance client 30 load agress.fie Avallabissaers FReelivalyload maniprprofesyes 22-1, 22-2
and 22-3 each observe the recf'ue§t patterns arriving at their respective equiva erit servers to determine
to determine whettserysattedeteoniesgubsité fropnadlietndandiprecidsig firoa client, and redirects

2009/002514PCUYR20RR(00 A1k dodonivadg ed. b inatRh g herthrae:paticsnR wan be

served more efficiently or reliably by a different arrangement of client connections to the several

servers. In'dne emBRIBIFRERR, RMSBRT FRbfsitor BrSCSERtisInep opnecling soryaiuidredfisitttequests

coming to their resprGiVE-REHYHeNEEEVBISuited BONREMPednentrdhedaad monitor processes 22
each build a table representative of t digerent re :jlests thzzt ?ave b.ergg ;een b¥§the individual
to 8 &

request monitor processeé.S ehiaf §hit ep?%ré'gg z”ﬁs‘l‘ 80933 capable of
communicating betweeorkharadatee SNUESheopiHp Asedel, bulithrg g iG] datah asecedsr2éiiests seen by

each of the equivalr%%éssgr}ya%r(ﬁhéc&%%isgg%lg' ,natmgd monitor process 22-3, and client distribution

15 process 30-3. The request handling process 40-3 handles client requests in the
partitioned server 16 environment by checking if the requested resource is present at
an initial server that received the request from the client 12, It then examines its
routing table 153-3, to determine at which server the requested resource is located. If
the requested resource is present at the initial server 16-3, the initial server 16-3

20 returns the requested resource to the client 12, Conversely, if the requested resource
is not present at the initial server 16-3, the initial server will use data from its routing
table 15-3 to determine which server actually holds the resource requested by the
client. The request is then forwarded to the server that holds the requested resource,
which then returns the requested resource to the initial server. The process request

25 handling process 40-3 then has the initial server forward the requested resource to
the client 12,

Turning now to FIG. 2, one particular embodiment of a block data service
system 10 is shown in more detail. Specifically, FIG. 2 depicts a system 10 wherein
the client 12 communicates with the server group 16, The server group 16 includes

30 three servers, server 16-1, 16-2 and 16-3. Each server includes a routing table

depicted as routing tables 15-1, 15-2 and 15-3 (which correspond to routing tables



10embodiment, each of the load monitor processes is capable of integrating request data from each of
the equivalent servers 16-1, 16-2 and 16-3 to generate a global request database representative of the
request trafficvggamtyyotiiesentire block data storage system 10. In one embedimenistbisglobal request
database is made available to the client distribution proigesses 30-1, 30-2 and 30-3 for their use in
:5determining whether a more efficient or reliable arrangement of client connections is avai table.

FIG. 2 also illustrates that the serverﬁ%rou 16 may. be capable of redistributing client load by having

client 12-3, which Wa&drGinkty e SAARCREP{H ¢ COMRRIRRIG G i) 1R R vAER! SUrstributed to server

16-2. To this end, F§R &h20depicttudn dntial eenditigrosterein thezsermr 63 kdspeamennicating with
o?t{(glin the ser\{‘er 16-1 to the
iti

clients 12-1, 12-2, and 12:3. This is depicted by the hidirectional arrows,

respecive dionts 12,1, 155" AL 55 K6 At nbgin 1RA TRA-SHARLIT SHBRES 358 ang 12
are communicatingesgtivtbergerntos, anch e ©ignt<doving thbl asitiat coridtion) 1S-6ommunicating with
server 16-2, Accorgjn I IS 1niti jti 16-1 Is: servicing requests from three
clients, clients 12- é i%éeaa%gﬁg%@éﬁggﬁfg%g ?ﬁ%@%ﬁﬁé’%ﬁe‘éﬁ%ﬁ?% tggl gé%geun(tfsts from any of
the clients.  Accerudngyly rappeiisi Witer eartitolrtessuremgrdapabmthe deteanghosntiat server 16-1

is overly burdened:pr asssteanstaNGL dlhisJetersipatan ey Jesut 30Uem.an garlysis that server

16-1 is overly utilized given the assets it has available, For example, it could be that the server 16-1
has limited memory SiE Atk Fhg erdielsaigyendiied by éﬁgﬂéﬁ?@f,aﬂﬂéf"éﬁ&lllﬂ?; have
overburdened the AAHR:2008/AAZTARG T3 2008400 forkf comaip iyt eaaisiavajlableto server

16-1. Thus, server 16-1 ma bgﬁ&e\fponding to client requests at a level of performance that is below
an acceptdble limitc et o e S AN.
As further described above, each of the equivalent servers 16-1, 16-2 and 16~

3 is capable of providing the same response to the same request from a client 12, To
that end, the routing tables of the individual equivalent 161, 16-2 and 16-3
coordinate with each other to provide a global database of the different resources. In

15 exemplary embodiments, the servers include data blocks, pages, or other
organizations of data blocks, and the individual equivalent servers that are
responsible for those respective data blocks, pages, files or other storage
organization.

FIG. 3 depicts an example routing table 15. Each routing table 15 in the

20 server group 16, such as table 15-1, includes an identifier (Server ID) for each of the
equivalent servers 16-1, 16-2 and 16-3 that support the partitioned data block storage
service. Additionally, each of the routing tables 15 includes information that
identifies those data blocks and pages associated with each of the respective
equivalent servers. In the embodiment depicted by FIG. 3, the equivalent servers

25 support two partitioned volumes. A first one of the volumes, Volume 18, is
distributed or partitioned across all three equivalent servers 16-1, 16-2 and 16-3.
The second partitioned volume, Volume 17, is partitioned across two of the
equivalent servers, servers 16-2 and 16-3 respectively.

The routing tables 15 may be employed by the system 10 to balance client

30 load across the available servers. Specifically load monitor processes 22-1, 22-2 and

22-3 each observe the request patterns arriving at their respective equivalent servers

to determine to determine whether patterns or requests from clients 12 are being



Alternatively, it may be determined that server 16-1, although performing and responding to client
requests at an acceptable level, is overly burdened with respect 5to the client load (or bandwidth)
being carriedwy servarnif-2. Accordingly, the client distribution process 38mfrtissisesven group 16 may
make a determination that overall efficiency may be imidreved by redistributing client load from its initial
condition to one wherein server 16-2 services requests from client 12-3. Considerations that drive

the connection load balancing decision may vary. One example may be the desirge. tp reduce routing:
for example, if on W@F?s‘?ﬁé%%gﬁaﬁrﬁ)ﬁ%?@gfgﬁ%ﬁc?&ﬁﬁ?’?a%ﬁg}’#‘éf’éﬁs Bte ‘8&%2‘?&%8% the others
on which portions aflitteyregautice(engaroksme)residies: iomay thmadyvantagenisdoenove the

connection (o that server, Anglher example. may.be. (g halance serysr.eomnigalions jpad: ifthe (otal
communications load 6n a server is substantially isgréater thah that on Some other server, it may be
useful to move somgwhktheooonpéctimisthepertive eaghigitohersveserver to the lightly loaded one, and

balancing of resource acgeszdanth(fithedlISkd/QulpRdlBS JORRERINGENRIRIG it dor disk 110 load

rather than"’communication . This Is an optimization process that involves multiple dimensions, and
the specific decisicfirepriRtiferd ﬁi@éﬁf@é@%ﬁ%ﬁ%@@!ﬁgﬁ’&ﬁ%@ﬁlgf’déﬁé}f’ﬁj%ﬁ‘é@fﬁm?@ﬁ%ve policies,
historical data abo%ﬁﬁ@?%ﬁ%&‘é&%. the gApRbiliting efdheyprivusserversaam AatwoskagoMponents,
etc. To this end; FIG. 2 depicts this_redistribution of ilien%loahd b{/gillustragtglz%@ con e%tion 325
(depicted by a dotERBIHRERAUBHAMTAGRE BRAERMEMSHF 3" dAG RER0SF 2655106 R B Bderstood
that after redistributigsmedetbereljaaitiaren thecacimfiaication pativheteancthdistntrl®i8 and S.?,iVer
16-1 may terminate. alancing of client lgad is.also applicable to new. connegtions from new clients.
When a citint 12-€ BRI TACL HEHEa s B0 e e A T 6.
establishes an initiddtadime etion a6 ttratapivalert Gervtis dohnkeBomdvllb t&tmsatsatt pletst the servers

16-1, 16-2, or 16-3, Since ' I it Wi be aware of
i cistmetion b S e O

20091002514PCTASSEB08:007d 91 Imane eBihadinet. cha iRt Fear e ¢aRa81% 5BYAE robin, or fixed, it
will not be responsivg; it 6 GHETEMpad RBtIEsA$RMEAY T0el SSIVEERIMOr9EH: Ukir use in

s determining whether a more efficient or reliable arrangement of client connections is
available.

FIG. 2 also illustrates that the server group 16 may be capable of
redistributing client load by having client 12-3, which was originally connected to
(communicating with) server 16-1, redistributed to server 16-2. To this end, FIG. 2

20 depicts an initial condition wherein the server 16-1 is communicating with clients
12-1, 12-2, and 12-3. Thisis depicted by the bidirectional arrows coupling the
server 16-1 to the respective clients 12-1, 12-2, and 12-3. As further shown in an
initial condition, clients 12-4 and 12E are communicating with server 16-3 and no
client (during the initial condition) is communicating with server 16-2. Accordingly,

25 during this initial condition, server 16-1 is servicing requests from three clients,
clients 12-1, 12-2, and 12-3. Server 16-2 is not servicing or responding to requests
from any of the clients.

Accordingly, in this initial condition the server group 16 may determine that
server 16-1 is overly burdened or asset constrained. This determination may result

30 from an analysis that server 16-1 is overly utilized given the assets it has available.
For example, it could be that the server 16-1 has limited memory and that the

requests being generated by clients 12-1, 12-2, and 12-3 have overburdened the



When this initial client connection is received, the receiving server can at that time make a client load
balancing decision. If this is done, the result may be that a more appropriate server is chosen to
terminate theyguwhenspaeation, and the client connection is moved accordinglyyShesimagh balancing
decision in this case may be based on the general levebof loading at the various servers, the specific
category of resource requested by the client 12-6 when it established the connection, historic data

available to the load monitors in the server group 16 relating to toIE) evious access&atte{ns from server
12-6, policy paranfetarersatapiishad aNF IR SRtinRsirato 5 SEKE é‘rbﬂl@ig‘f EERRGheT consideration

in handling initial client: cenRectionIdsdhs gistobudion ofithe belguestedagsailedénis stated earlier, a
given resource may be distributed over a proper subset of the seryer group. Jf sq. | y happen that
the 15server initiatfy §TEREYY) HiBAY ﬁ%%&%%eg(ﬁﬁesg%eﬁ Hs,%er%\ieas),/t %%gﬁgﬁ% 5#% e aéggsted resource.
While it is possibleréspandizpttsutiera eanesstiom icisptebls FaricisiaMgrethordnred Ry easieat because in

that case |l reauesta o (06, chorl 08 IS K AIACHA0 O UB0L, el eQuis rsiog. For this

reason it is useful 18 CHoOSe the server for the initial client connection only from among the subset of
20servers in serveslipmulistibuian acesass et astawsiBerRd PEHEB B R FEBIRE YR Hidb sted by

new client 126 o\ Lhi SEEIRIRY £04) be i affiienilimifigioiamsiibno assesand routing

database. The first routing database 15 described earlier specifies the precis? I%cation of each
separately movealSRIiieR i SnthENEeBL T Bt itk FEEHEHIFRLETF SN Wt dting database's need

to be available at each serygsithatiesminaiasve tlanineenirction balaubich dbcsiolentysrepuesting

access to the resource in question. Howeyer, the second "conneciti ancing'. routing,database
simply stat¥s for a GRAFER %Fﬁ%y(%%? SRS W |cll§1°%é?\3telp§'§§1rc}r?g t @%egfégsesrver group 16

currently provide saesgnadoiiast okipafirestyiceE Gretenmilsaasthihen tionobarmemghrouting
17 that st sorverb o e T e e e 105, The
servers that participatesietion to that server. Another example may be to balance server
communications load: if the total communications load on a server is substantially
15 greater than that on some other server, it may be useful to move some of the
connections from the highly loaded server to the lightly loaded one, and balancing of
resource access load (e.g., disk VO load)--as in preceding example but for disk /O
load rather than communication load. This is an optimization process that involves
multiple dimensions, and the specific decisions made for a given set of
20 measurements may depend on administrative policies, historical data about client
activity, the capabilities of the various servers and network components, ¢tc.

To this end; FIG. 2 depicts this redistribution of client load by illustrating a
connection 325 (depicted by a dotted bi-directional arrow) between client 12-3 and
server 16-2. It will be understood that after redistribution of the client load, the

25 communication path between the client 12-3 and server 16-1 may terminate.

Balancing of client load is also applicable to new connections from new
clients. When a client 12-6 determines that it needs to access the resources provided
by server group 16, it establishes an initial connection to that group 16. This
connection will terminate at one of the servers 16-1, 16-2, or 16-3, Since the group

30 appears as a single system to the client, it will not be aware of the distinction

between the addresses for 16-1, 16-2, and 16-3, and therefore the choice of



WO 2009/002514PCT/US2008/007911 - 18 - the volume have the entire routing table for that volume
as shown on FIG. 3, while non-participating servers have only the bottom section of the depicted
routing table, Woppariiening of the two volumes as shown in FIG. I, this pegngihaiggesyer 16-1 has
the bottom left table shown in FIG. 3 and both of the tabfes on the right side of 5the figure, while
servers 16-1 and 16-2 have all four tables depicted. 11l. CONNECTION LOAD BALANCING WITH
TARGET SIDE RECOGNITION OF MPIO AND ROUTING TABLE UPLOAD ioAs alluded to previously
in connection with FIERCEieRERIRYP I H B RdRraBRypE g Rserdi eb i pasIet Be e SR RENRing

Microsoft's MPIO 42 tige&MNiido aNshiaShinttigtor4erpirdasaesp M 10 solutions use redundant
physical network compon%ts-su‘ch as éiiltix%le networkjnterfacecf 6, cables, and switches-to create
i

multiple logical and physiCAIB=tHE BEHEULSRIPERERE 1 ROLE alhg ther g TS Sk ahe devices)
16. For example, algivemsenier d 6idnnayddetiaatin p doe sloreel N Hisi 2608e] (126363 angt B6-3-3. In

addition to being used for further load balancing, in the eve tntl‘g e or more component fails thereby
i LY SR

causing thespath to F',ifgarlfc; ?r?%%’r%aetﬁtse%v t%lﬁ%e MBS mo Lises an alternate. Toath so that

applications can st‘illliataic@ssl@hémda!wm@lI%Rﬂ@rfﬁjhgbicélrhﬁmérﬂ@@@ﬁh@dﬂmommhmﬁz.., 20-n are
therefore provided fedween 3 HivaR sk QR e dissl: FArHUE Qe PRNC b &icific The

additional connections can be provided in a secure environment in various ways. In a preferred

embodiment, this CAf B UBREIRIG R ENEE RIS sliepd )y ARyBFrARs S ROBRR RS HEEE Pmanage

host passwords ang e dika2RaERiIgxampiacaneR tRevse iHogs-RrUsie estisige; security protocols,
the additional connectipns are installed secure ¢ nels using known DH protqcols in IPsec. Thus
i Lo ARy

an ideal sollition toPFEUITHG FEHTR RIS BB the POYGE S BUEFTHE® mftiple MPIO
connections as weld3thidisagebSide2ecognitiortof MPIO Disks It is therefore desirable to provide

an enhancement 1o previoys MPIQ SOIians KNG Aaessian abiesidn.acess running in an
ISCSI initiator 12, The session object can carry identifiérs for structures to the iISCSI targets 16.
distribution of the requested resource. As stated earlier, a given resource may be
distributed over a proper subset of the server group. If so, it may happen that the
15 server initially picked by client 12-6 for its connection serves no part of the
requested resource. While it is possible to accept such a connection, it is not a
particularly efficient arrangement because in that case all requests from the client,
not merely a fraction of them, will require forwarding. For this reason it is useful to
choose the server for the initial client connection only from among the subset of
20 servers in server group 16 that actually serve at least some portion of the resource
requested by new client 12-6.

This decision can be made efficiently by the introduction of a second routing
database. The first routing database 15 described earlier specifies the precise
location of each separately moveable portion of the resource of interest. Copies of

2 that first routing database’s need to be available at each server that terminates a
client connection on which that client is requesting access to the resource in
question. However, the second “connection balancing” routing database simply
states for a given resource {(as a whole) which servers among those in server group
16 currently provide some portion of that resource. For example, a connection

30 balancing routing database describing the resource arrangement shown in FIG. 1
consists of two entries: one for resource 17 that lists servers 16-2 and 16-3, and one

for resource 18 that lists servers 16-1, 16-2, and 16-3, The servers that participate in



WO 2009/002514PCT/US2008/007911 - 19 - In one embodiment the MPIO identifiers can be settable
by a new service action of a iISCSI vendor specific op code. In a preferred embodiment, informing
the target sidgyef the/MRKP disk structure can involve cooperation betweepyafieusinegdyles on the
client (iISCSI initiator) 12, such as the kernel DSNI 44 argl.a specific Windows service (EHCM 49), and
other modules on the server (iISCSI target 16), specifically a Connection Load Balancer (CLB) 33
portion of client distribution process 30-3. In particular, a dialog is established between the host

E,HCM process ariietMel @aehayerbearget Fring e dpgtiah ¥elime pashommeedil réobiifize” MPTO
disk structures, bupsathenidgibimprefesabivepesifieadlydaivimedof srenexisiense ehivigianaisk
structures, In one implementation, this can occur as follows, The EHCM module 49 server in the client
sends a job requedP ?i@ﬁ*ﬁﬂﬁ’@@gﬁﬁg‘il\tﬁi%%ﬁ‘f%ﬁﬂﬁﬁ@ 1o t?‘t&?ﬁé’ﬁé%@f FAGh Tﬁ'ephost. The
response tells the Eisk&dvbdttbihett tupie efigaln i FHteGuinddollith achbjieb seduesthespense, the DSM
kernel can also retyrn the time .at which EH ould d the.next request. Two jobs on the
client side are rele\tllﬂlzf'n1 uerFe:WEf%L SISO m&%@eﬁuég%ﬁég%ﬁ%f

20Eg1DsmloctlJob:: TABLE_LIPLOAD; each of which are now described in more detail in connection

with FIG, 4. Eq1DsmloctiSob::CONNECTION_SETUP 25Step 401: Additional MPIO and iSCSI
information is obtained fré&fn VaabieBEHENEE ABUBAISANCING WITH TARGET SIDE
PIO AND ROUTING TABLE UPLOAD

RECOGNITION OF M

10 As alluded to previously in connection with FIG. 1, the client 12 may
preferably be an iSCSI compatible host 40 running Microsoft’s MPIO 42, a DSM
44, and iSCSI initiator 46 processes. MPIO solutions use redundant physical
network components—such as multiple network interfaces 26, cables, and switches—
to create multiple logical énd physical paths between each client 12 (host) and the

i5 servers (storage devices) 16. For example, a given server 16-3 may actually have
three NICs 26-3-1, 26-3-3 and 26-3-3. In addition to being used for further load
balancing, in the event that one or more component fails thereby causing the path to
fail, logic implemented by the MPIO module 42 uses an alternate 1/0 path so that
applications can still access their data. Multiple physical network connections 20-1,

20 20-2..., 20-n are therefore provided between a given host 40 (on client 12-1) and a
given server 16-2.

The additional connections can be provided in a secure environment in
various ways. Ina preferred embodiment, this can be done using the Diffie-
Hellman (DH) algorithm, avoiding the need to manage host passwords and the like.

25 For example, once the user logs in using host-side security protocols, the additional
connections are installed as secure channels using known DH protocols in [Psec.
Thus an ideal solution to routing requests also distributes the requests over the

available multiple MPI1O connections as well.

30 I. Target Side Recognition of MPIO Disks

It is therefore desirable to provide an enhancement to previous MPIO
solutions by including a session object in a process running in an iSCSI initiator 12.

The session object can carry identifiers for MPIO structures to the iSCSI targets 16.



Step 402: Using a particular service action of a vendor-specific encode (such as op code 20h), any
necessary corrections are made to the DSM endpoint information (for example, if ISCSI has moved a
connection). 30StepAM31All the information is then sent to the target 16 (ther@idBodd)se11 Step 404:
The target 16 determines an optimal MPIO configuratiorpand sends its recommendations back to the
client 12. WO 2009/002514PCT/US2008/0079 1 - 20 - Step 405: The EHCM 49 (which is in client
12 userspace, of course) removes and adds connections as %%%g&riate.

Eq1Dsmloctl.lob:: TABRECTTHOLIAE b HHY dentBrRSBES PYsPaRstRRttiSa 1P get.
Step 411: Correctiggssare:Haensmade:toptbed®SM endpoint information as required (as above). Step

412: The entire routing taple is then read (e.g., in 64KB chunks). rnSt : The routing table is
downloaded to the DSMafhaL%rl g é?g‘c ﬁ?ﬁ%’f‘?f_’i &‘EB%%%?%SEJ‘% ﬁ%ﬁ%ﬁ%@ééﬁ’m& FIG.5
illustrates more desait@fith eandrespeondipgratispdrsegrocessiomiiialtargetsidécwhliBRS$ to return

TCP/IP endpoints gf Acciiqng (g.H.upeH-PB Uig 18 SGS LIIAIOG IRIeGL Ry A renisp action on a

vendor specific op co st step IS to determine which servers 16 are g part of the

requested resourcé9s3cH eibbyreastitemngithecrueritg Cablelsyi®) Nesti inadhep Gomesgidstermination is
made as to which NiG:s 2823 RIGECHIAlY RISRAN QNLAPSRIABIESPIRAING SRAVESS JRkdliatep 504, any

of those NICs not presently operatin%, or not available for assignment 20to the initiator in question

(according to the CHBogrisGstd ishes) baiwaRithed At hifdM prodess and the CLB in the target.

Thus, the target need not automatically "recognize” MPIO disk structures, but rather,
10 it is preferably specifically informed of the existence of MPIO disk structures. In
one implementation, this can occur as follows.
The EHCM module 49 server in the client sends a job request,
(I0CTL_EQLDSM_EHCM_WORK_RQST ioctl)
to the DSM 44 on the host. The response tells the EHCM 49 what type of job is
15 required. With each job request response, the DSM kernel can also return the time
at which the EHCM should send the next request.

Two jobs on the client side are relevant here:
EqlDsmloctljob::CONNECTION_SETUP and
20 EqlDsmloctlJobi: TABLE _UPLOAD;

each of which are now described in more detail in connection with FIG, 4.
EqlDsmloctlJob:: CONNECTION_SETUP

25 Step 401: Additional MPIO and iSCSI information is obtained from various
USerspace sources.
Step 402: Using a particular service action of a vendor-specific opcode
(such as op code 20h), any necessary corrections are made to the DSM endpoint
information (for example, if iISCSI has moved a connection).
30 Step 403: All the information is then sent to the target 16 (the CLB 33).
Step 404: The target 16 determines an optimal MPIO configuration and

sends its recommendations back to the client 12,



list. Finally, in step 406, the resulting list is returned to the initiator 12, By returning a list of
connections (TCP/IP address pairs) that should be established, then there is an implication back to the
initiator 12 tha}@ny,oHiesgXisting connections should be terminated. 25In thigyeawsifgdpitiator 12 is
informed of allowable connection information, without.hgving to be informed of the information in tables
15 that the servers 16 use among themselves. The initiator 12 can then use whatever algorithm is
suitable (e.g., round robin, least-queue-depth, lowest-latency, etc.) to manage the connections it has
been told about. 10FIG. §hds: tHbeESHEMEéwhighieindrent ! hupsterars: CASNER make use of four

(4) physical NICs withousknawing furhekdglails, ,(I;}gggt\éailable three (3) servers in the group 16 at
the iISCSI target that each have, three (3) available NICs, WO 2009/002514PCT/US2005/007911 -21

- for a total of nine (9) physical connections there, The MPIO process at the initiator 12 can now simply
balance the load among thgssmisiEble: TaBIEEioRs@ADhich it has been informed. It can now be
understood that the following advantages are provided by this implementation. l. Information about
MPIO disks can now be used by the connection load balancer (CLE 33) component, which is logically
a function of the group 1&dhiE) wherbthepdomhequost isroeessitiedetherargritwork protocol stack 26

on each given storage segyer 16 0k oHMANOR. # SARIEINCHSRRo MR IaRtie] pairs.

10Since the EHCM 49 nowc%ransmlts the MPIO configuration information directly to the 01.33, the rest

of the system neededquirbé (aselrevel. MP10 identifier information, In other words, the connection load

balancer is now also awagg.fhaia sekehaanRREiNENesakkioshand dhas hryshiauiepe spread
across several available physical connections 20, away fron#gqach other, Thjs can be imﬁlemented by

15making the connectionSER b dlifOFSRELRS FRL A SRRt RdYs Aeysapg e oc
IOCTL_EQLDSM_ROUTING_TABLE_UPLOAD.

FI1G. 5 illustrates more detail of the corresponding response process on the
target side, which is to return TCP/IP endpoints of connections to be used by the

15 iSCSI initiator. Initiated by a service action on a vendor specific op code, a first step
500 is to determine which servers 16 are holding part of the requested resource, such
as by consulting the routing table(s) 15, Next, in step 502, a determination is made
as to which NICs 26-3 are actually present on those corresponding servers 16. In
step 504, any of those NICs not presently operating, or not available for assignment

20 to the initiator in question (according to the CLB process 33-3) are omitted from the
list. Finally, in step 406, the resulting list is returmed to the initiator 12,

By returning a list of connections (TCP/IP address pairs) that should be
established, then there is an implication back to the initiator 12 that any other
existing connections should be terminated.

25 In this way, the initiator 12 is informed of allowable connection information,
without having to be informed of the information in tables 15 that the servers 16 use
among themselves. The initiator 12 can then use whatever algorithm is suitable
(e.g., round robin, least-queue-depth, lowest-latency, etc.) to manage the
connections it has been told about.

30 FIG. 6 shows the result. Here, a given iSCS| imitiator 12 can now make use
of four (4) physical NICs without knowing further details of the available three (3)
servers in the group 16 at the iISCSI target that each have three (3) available NICs,



different NICs 26 servicing a given server 16. 2. When a connection is closed by initiator 12, it can
now notify other sessions that correspond to the same MPIO disk and those sessions can return a
vendor specifig ghggloeangdition back to the DSM 44, This provides the DS #ds2éwfiibys reliable
notification mechanism for connection changes. Uploading of Routing Table The DSM model, as
specified in Microsoft's MPIO, allows a hardware vendor to perform device specific load balancing.
With the prior art, this can entail, 25for example, routing a iISCSI command to the least busy N1C 26,
in that case, one tHing thtd efnine@dAbYR FontetioRTEFRws TR Crmecserldicisititiee the
requested data is lpsalgdipiirpihanifekeing. thad SeSidaent st thabin i pebrarsid)ito do the
routing among themselves as explained above. This approach requires uploading a routing table to the
DSM 44 process indOtHe REEM$fteferably as demanded by the DSM 44. This can be periodic or
whenever changes are magsh ddisys anisnaspérsiveploliesingindeathereoutingriabledidgypically quite
small. With this approach, the DSM 44 does not need to actually balance the WO
2009/002574PCT/tTESBEIHP811 - 22 - connection since it does not have necessary per-interface
information. The DSM 44IcanfoongteneabewtNEIS! diskmeannovnbressishisy dbethenseatiovitaie

members. It is therefore al ssible to.r client side Ryt detarning f {aroptside
endpoint. 50nce abg&nﬁgéﬁﬁyg?s?@s%&?s%%g?’tﬁé%lglgﬂ (%4 c%se a servicte ng (vendor’specific op
code 20h and serviekeadhorrOBECHETIISS AT gD e bk YRS Qlitiartof? BUEIRAEHSY involve

target side routing.gfhere may: he lBashRalARGRgicoRsidRraeBmeE BN RRsIdREAtions. i.e.,

sub-network considerations, that are more impaortant than dOiRﬁ all routié?g on the %ientilz. The
new target*functionsiffyf EXnE5EEM SR Rk e saith e MBI SORMBETALD FEIBRILAHAY €hedfic SCSI op
code 20h, as sent fiRrati3e, inidiater (R yidrintae 1508 hiargeSVPhe kientitkegetfiunationality can

thus define three o ncgtgxgrzvg)oq s,egl/jacgoggctﬂicotposn ?gslld balancer is now also aware that a set of

connections are related and that they should be spread across several available
physical connections 20, away from each other. This can be implemented by

15 making the connections go to different storage arrays ( different servers 16) or to
different NICs 26 servicing a given server 16.

2. When a connection is closed by initiator 12, it can now notify other

sessions that correspond to the same MPIO disk and those sessions can return a
vendor specific check condition back to the DSM 44, This provides the DSM 44

20 with a reliable notification mechanism for connection changes.

I Uploading of Routing Table

The DSM model, as specified in Microsoft’s MPIO, allows a hardware
vendor to perform device specific load balancing. With the prior art, tﬁis can entail,
25 for example, routing a iSCSI command to the least busy NIC 26. In that case, one
thing that can be done is to route commands directly to the server 16 where the
requested data is located, rather than forcing the iISCSI target side (that is, the
servers 16) to do the routing among themselves as explained above.
This approach requires uploading a routing table to the DSM 44 process in
30 the host, preferably as demanded by the DSM 44. This can be periodic or whenever
changes are made. This is an inexpensive process since the routing table is typically

quite small. With this approach, the DSM 44 does not need to actually balance the



WO 2009/002M4PCT/US2008/007911 - 23 - enum
SCS|_VENDOR_SPECIF1C_20_ SERVICE_ACTIONS ( EQLCDB_SA_ GET JAOE_TABLES=0, /* read

session pagesablasfiiozl CDB_SA SET_MPIO _ID=1,/* payload is binapygichddsoorot1
5EQLCDB_SA_GET_TCPIP_INFO=2,/1" read host/target.tcp/ip port infonnation*; TO SERVICE
ACTION ASSIGNMENTS A. Service Action 0 This is the standard service action implemented for op
code 20h. It sends a ismessage to the volume leader, advising it of a name change and then updates
the session iSCS| poReraIeTESTIHd <IRs 8Ot daTe MRS raYRENIDISERSR darrer tickibsr B R¥nifatibility,
although it is no loggensseskRe 2eRUGQAGHN chiRdarRRnseHadhis servise aetiverthatfallowing
actions are then taken. 1. Information concerning the connections %ein used forda particular
bead ey SR cshadE

MPIO object is corfS{ERr tGHAYERERY e TOHIF 6 dRIMEEIPE BRTIRERShE%Biowever, in an
optional configuratigmpeatiner than provide such a list, a Globally Unique Identifier (GUID) can be

defined anci then SUbseqL&?nré%%%%ggefc%rog ¥ Qs{\z{ﬁils%e%,s&%j%hd 44 can use a service action
(vendor specific op code 20h and service action 03h as described below) to assess
the situation, but that may involve target side routing. There may be load balancing
considerations or network considerations, i.e., sub-network considerations, that are
more important than doing all routing on the client 12,

10 The new target functionality can be implemented as three new service

actions for vender specific SCSI op code 20h, as sent from the initiator (DSM 44) 10
the iSCSI targets. The new target functionality can thus define three opcode 20h

service actions as;



2. Standard service action O is then run. This involves sending a message to the volume leader to let it
update its tables so that it will not orphan any reservations already held by that session. 30C. Service

Action 2 Kpis sesuiegAaction also has no input parameters. The responggGadayisHag[euting table
In one embodiment, this may be a message that begins4with s header WO

20091002514PCT/US2008(007911 - 24 - giving the number of volume pages, the volume members
and the storage array identifier of each volume member, with the header being followed by bit fields for
each volume member, However, other formats are possible. D. Service Action 3 This service

action has no inpuly|{fedus @g{@ﬁg@%ﬁ@ﬁgg aigay iganifier (oo gfthe volume member on

which the connection is terminated. 10~ _In addition, the foIIowmg two request/response messages
are also provided %@Q@&&&@@SPAGE W@%y@xcﬁﬁé@/%@ﬂk@%&é $p! and
15CHostConncetignireconfigwadpmRagIOCHBstCon_nectiopiesanfiginatpniisp/  The first of these

message pairs is ys ynamjcally e tfempoyrary segurity/login CHAP) credentials, which are
used to securely ﬁéﬁe&? egmgé@eéﬁﬁgg&n cre/agté%ag}?g%éﬁérﬁﬁtﬁgg ﬁ’s%?r(usmg Diffie
Hellman as alludednforatzon@)./  The second of the message pairs is how the host transmits MPIO

configuration information {{o the target (i.e., to the CLB 33 process ), and then subsequently receives
instructions on how to op%i’mally set up the MPIO connection

SERVICE ACTION ASSIGNMENTS

A. Service Action 0
This is the standard service action implemented for op code 20h. It sends a
15 message to the volume leader, advising it of a name change and then updates the
session iSCSI port name. This service action can remain unchanged for backward

compatibility, although it is no longer used.

B. Service Action |
20 In response to this service action the following actions are then taken.

1. Information concerning the connections being used for a particular MPIO
object is conveyed to the target. This can be conveyed as a list of connections.
However, in an optional configuration, rather than provide such a list, a Globally
Unique Identifier (GUID) can be defined and then subsequently used for each MPIO

25 object.

2. Standard service action 0 is then run. This involves sending a message to

the volume leader to let it update its tables so that it will not orphan any reservations

already held by that session.

30 C. Service Action 2
This service action also has no input parameters. The response data is the

routing table. In one embodiment, this may be a message that begins with & header



25mesh. By sending updated routing tables to the host, the host DSM 44 can then take into
account routing considerations when performing path selection. Also, this process informs the host

12 of the numKey REsRKAgE servers 16 involved in providing a volume 17 @4 {higim Rt of the
routing data). This 30allows the hest 12 to open at leaspghat many connections. When it does that The

storage group recognizes that these connections all come from the same host 12 and WO
20991002514PCT/US20081007911 -23 - it can now spread them over the storage servers rather than
simply doing the cEAB&tbh R BABYRIVGSERSE SR MBS CRCEHfER el e StotarsrarFrticularly, the

connections are alliRanRe F2RIIVBAING InHBHN R diskeausbamy i te nfermation cagyveyed in
service action I. This allows the connection load balancer 33 to know that they are related, and to do

the balancing diffef@Hhy BRURSITRFERRT o hRKIISE. R £BiE fion load balancer 33, when
presented with a set of connections to handle, would place each connection individually, since it
doesn't know of or assumg agé/r&eclag‘ocﬂts)gig among the connections. As a result, depending on the
current load patterns in the'group,etoseveral connections may share resources (such as storage server
NICs). However, wheTthssovimection loadbiiancelt 83usihandiisgsal setrafecomayections all of

which relate (0 a Siale MENG sk Jf GV ORAKEYRIRL BINRNAGIRLIDESATIS MGy Tlis ensures

that the multiple MPIO connectioris will not in fact share a path, which would defeat the fault tolerance
and performance enhancing 15benefits MPIO sets out to deliver. The MPIO client is told by the
storage server (by the connection balancer) how many connections it should create, which takes into
account issues such as failed interfaces. As a result it should normally be the case that the client will
open as m¥hy connections as can be spread over the available interfaces and no more than that --
and the connection load balagdiebd3ieafvlinaeng Rospead/beornkanvaycbeanusediblanare that they
all relate to the sar%gtwééo %sckSse .While this invention has been particularly shown and described
with references to examp'i)epem Sdiments thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein without departing from the scope of the

invention encompassed by fiaappendes 918k ey ExchRsp; and

15 CHostConnectionReconfigurationReq /

CHostConnectionReconfigurationRsp

The first of these message pairs is used to dynamically create temporary

security/login (CHAP) credentials, which are used to securely "clone" the initial
20 iSCSI connection created directly by the user (using Diffie Hellman as alluded to
above).

The second of the message pairs is how the host transmits MPIO
configuration information to the target (i.c., to the CLB 33 process ), and then
subsequently receives instructions on how to optimally set up the MPIO connection

25 mesh.

By sending updated routing tables to the host, the host DSM 44 can then take
into account routing considerations when performing path selection.

Also, this process informs the host 12 of the number of storage servers 16
mvolved in providing a volume 17 or 18 (this is part of the routing data). This

30 allows the host 12 to open at least that many connections. When it does that, the

storage group recognizes that these connections all come from the same host 12 and



25 - 26 - CLAIMS What is claimed is: 51.A networked system of data processors for providing access
to a shared resource comprising: a client data processor, at which requests for access to the
resource origigaiestbaekient being an iISCSI initiator and having multiple pagitriopuboutput (MPI1O)
functionality, and the client providing, upon request, inf@fmation concerning resource 10objects that
use the MPIO functionality, wherein the resource is a partitioned data volume; and a plurality of
server data processors, having the resource partitioned thereon, at least one server receiving MPIO
object information HoRPIRYCHERRIAREIURY %ftt%ﬁgf”é‘ﬁé SEYGE RUREHARAG SRR AABIS thlthe client
concerning a set otganasehapaitbabtimgliephhbanauseicabiainoaccess to the resource, wherein

the servers are iISCSI targets, wherein the information transmitted from the iISCS1 initi lient to the
iSCSI target server ident%%%r%ﬂ?ﬁ%féaégﬁﬁ%%ﬁ%%egéoﬂsé%ﬁglnﬁj% Ssr |?:l§)l%§’ﬁﬁli?(§1 aa aIvéqume, and
wherein a connectidiskpadbhalancereonftmmiS GSidargetisersericeemgived tHEhBOMGIOobject
information and handles the identifi a?) U | ' r i each
assigned to'a differ%orwlgféﬁ/\rllo%?:ﬁ%r aécge %Jg)%%g%c I%ﬁ%%%‘eg%e%%%?ssgs ‘?ﬂ?ébﬁ?%ﬁﬁ%

differently than it would otherwise. Normally, the connection load balancer 33,

when presented with a set of connections to handle, would place each connection
individually, since it doesn't know of or assume any relationship among the
connections. As a result, depending on the current load patterns in the group,

10 several connections may share resources (such as storage server NICs).

However, when the connection load balancer 33 is handling a set of
connections all of which relate to a single MPIO disk, it can now avoid assigning
them to the same NIC. This ensures that the multiple MPIO connections will not in
fact share a path, which would defeat the fault tolerance and performance enhancing

15 benefits MPIO sets out to deliver, The MPIO client is told by the storage server (by
the connection balancer) how many connections it should create, which takes into
account issues such as failed interfaces. As a result it should normally be the case
that the client will open as many connections as can be spread over the available
interfaces and no more than that -- and the connection load balancer 33 can indeed

20 spread them that way because it knows that they all relate to the same MPIO disk.

While this invention has been particularly shown and described with
references to example embodiments thereof, it will be understood by those skilled in
the art that various changes in form and details may be made therein without
departing from the scope of the invention encompassed by the appended claims.

25



2. A system as in claim 1 wherein the MPIO information is provided as part of an 25iSCSI session
object. 3. A system as in claim 2 wherein the MPIO information is provided as a settable service
action in the iSCSI session object. 304.A system as in claim 1 wherein a routing table thé&f defifies
which server contains the resource is uploaded from the iSCST target side storage servers to the
iISCS1 initiator client. EILLP - 27 - 5.A system as in €fain 4 wherein the routing table is uploaded to a
DSM module in the iISCSI initiator client. 56.A system as in claim 5 wherein the routing table is used to
determine path selection as performed in the DSMIddd{iffe. 7.A networked system of data processors
for providing access to a shared resource comprising: 10a client, at which requests for access to the
resource originate, the client being an iISCSI initiator and having multiple path input/output (MPI1O)
functionality, avibathe dhenedeseiving upon request routing table information indicating which of one or
more servers has the resource, wherein the resource is a partitioned data volume; and a plurality of

servers, the servers being iISCSI targets and having the requested
5 1. A networked system of data processors for providing access to a shared resource

comprising:

a client data processor, at which requests for access to the resource originate, the
client being an iSCSI initiator and having multiple path input/output (MPIO)
functionality, and the client providing, upon request, information concerning resource

10  objects that use the MPIO functionality, wherein the resource is a partitioned data
volume; and

a plurality of server data processors, having the resource partitioned thereon, at
least one server receiving MPIO object information from the client, and the at least one
server returning information to the client concerning a set of connections that the client

15 may use to obtain access to the resource, wherein the servers are iSCSI targets,
wherein the information transmitted from the iSCSI initiator client to the iSCSI
target server identifies multiple connections as belonging to a particular MPIO data
volume, and

wherein a connection load balancer on the iSCSI target servers receives the

20 MPIO object information and handles the identified multiple connections as related
connections that are each assigned to a different Network Interface (NIC) at the iISCSI

storage servers.

2. A system as in claim 1 wherein the MPIO information is provided as part of an

25  iSCSI session object.

3. A system as in claim 2 wherein the MPIO information is provided as a settable

service action in the iSCSI session object.

30 4. A system as in claim 1 wherein a routing table that defines which server
contains the resource is uploaded from the iSCSI target side storage servers to the i1SCSI

initiator client.



15resource partitioned thereon, each server receiving MPIO object information from the client, and
providing upon request by the client the routing table information, wherein the information transmitted
from the iSCSI initiator client to the iISCSI target server identifies multiple connections ag;belanging to
a particular MPIO data volume, and 20wherein a connection load balancer on the iISCSI target servers
receives the MPIO object information and handles th&7ielentified multiple connections as related
connections that are each assigned to a different Network Interface (NIC) at the iISCSI storage servers.
258.A system as in claim 7 wherein the MPIO information is provided as part of an iISCSI session
object. 9.A systern ag I len, 8 herein (R MBI IAIRNAR B;LIEN A 3 PRIANIR etvice action
in the iISCSI session ob?lect. O U28T11A system as in claim 10 wherein the routing table is used to
determine patin $ateStion astipérforineet! in the DSM module, 512.A method for operating a server data
processor in a network of servers that provide access to a shared resource comprising:

5 6. A system as in claim 5 wherein the routing table is used to determine path

selection as performed in the DSM module.

7. A networked system of data processors for providing access to a shared resource
comprising:
10 a client, at which requests for access to the resource originate, the client being an

iSCSI initiator and having multiple path input/output (MPIO) functionality, and the
client receiving upon request routing table information indicating which of one or more
servers has the resource, wherein the resource is a partitioned data volume; and
a plurality of servers, the servers being iSCSI targets and having the requested
15  resource partitioned thereon, each server receiving MPIO object information from the
client, and providing upon request by the client the routing table information,
wherein the information transmitted from the iSCSI initiator client to the iSCSI
target server identifies multiple connections as belonging to a particular MPIO data
volume, and
20 wherein a connection load balancer on the iSCSI target servers receives the
MPIO object information and handles the identified multiple connections as related
connections that are each assigned to a different Network Interface (NIC) at the iSCSI

storage servers.

25 8. A system as in claim 7 wherein the MPIO information is provided as part of an

iSCSI session object.

9. A system as in claim 8 wherein the MPIO information is provided as a settable
service action in the iSCSI session object.

30
10. A system as in claim 7 wherein the routing table is uploaded to a DSM module

in the iSCSI initiator client.



receiving, from a client data processor, a request for access to the resource, wherein the resource is a
partitioned data volume; receiving, from the client, information concerning resource objects fhaduse
10Multiple Path Input/Output (MPIO) 'functionality, wherein the client is an iSCSI initiator and wherein
the resource object information received from the iISCS1 initiator client identifies multiple connections
as belonging to a particular MPIO data volume; r@8eiving the IMMO object information at a
connection load balancer in at least one of the servers, wherein the servers are iISCSI targets;
15handling at the connection load balancer on the iSCSI target servers the indicated multiple

connections a felated SaBRENARRNAL RiCARRANGR EaGMNAMAEIR0l Natuorh RlgTace (N 1) at

the iISCSI storage serve returning, to the client, information concerning a set of connections
that the client pakpticseapnsbieimetieds tBhé resilgce from the server. 13. A method as in claim 12
wherein the MPIO information is provided as part of an iISCS1 session object. 14. A method as in
claim 13 wherein the 1V1P10 information is provided as a settable 25service action in the iSCSI

session oBject! 215. Aniesihed 5 PPETaHNLLD SSEHTSHAIRF eestr Shynctwaik ebifRg ™ Hriting table that

defines which servar Gertaing theJrsonCRIRe SRR Able being uploaded to the iISCSI initiator
client. -99 - 17. A method for operating a server data processor in a network of data processors that

provide access to a SKaFEdTRdBRES SrRbAdmBroces e 8iliAYCTHoM 2eefsHPdhed $rOEESsor, a. request
for access to the fRIRURES ARG R Matian GeRcerRiRg mKtiple path input/output (MPIO) functionality

at the client, wherein the resource is a partitioned data volume and wherein the client is an iISCSI
initiator: receiving, from the client, information concerning resource objects that use

10 Multiple Path Input/Output (MPIO) functionality, wherein the client is an iSCSI
initiator and wherein the resource object information received from the iSCSI initiator
client identifies multiple connections as belonging to a particular MPIO data volume;

receiving the MPIO object information at a connection load balancer in at least
one of the servers, wherein the servers are iSCSI targets;

15 handling at the connection load balancer on the iSCSI target servers the
indicated multiple connections as related connections that are assigned each to a
different Network Interface (NIC) at the iSCSI storage servers; and

returning, to the client, information concerning a set of connections that the
client may use to obtain access to the resource from the server.

20

13. A method as in claim 12 wherein the MPIO information is provided as part of an

iSCSI session object.

14. A method as in claim 13 wherein the MPIO information is provided as a settable

25  service action in the iSCSI session object.

15. A method as in claim 12 additionally comprising:
uploading a routing table that defines which server contains the resource, the
routing table being uploaded to the iSCSI initiator client.
30
16. A method as in claim 15 wherein the routing table is uploaded to a DSM module

in the iSCSI initiator client.



- receiving the MPIO information at a connection load balancer in at least one of the servers, wherein
the servers are iISCSI targets and wherein the information received 10from the iISCST initiato¢ gliept by
the iISCS1 target server identifies multiple connections as belonging to a particular MPIO data volume;
handling at the connection load balancer on the iISCSI target servers the indicated multiple
connections as related connections that are assigned2@ach to a different Network Interface (NIC) at the
iISCSI storage servers; and 15providing, to the client, routing table information indicating which of one
or more servers provides access to the resource. 18. A method as in claim 17 wherein the MPIO

information is @ﬁq\{ideg as:haitf gBe' g‘% gg&@&ndgggﬁgﬁ%?}% M@Qﬁgo@%%gg}i%%§%vherein the

MPIO information is provided as a settable service action in the ISCSI session o method
as in claim 17 Wifareividseeginép raphatisdgrsvidied eorepDSng:module 25in the iISCSI initiator client. 21.

A method as in claim,2Q.wherein the rautingiahle defines pa selsctionasparfoungddn the DSM

module.
information concerning multiple path input/output (MPIO) functionality at the client,

wherein the resource is a partitioned data volume and wherein the client is an iSCSI
initiator;
receiving the MPIO information at a connection load balancer in at least one of
the servers, wherein the servers are iSCSI targets and wherein the information received
10 from the iSCSI initiator client by the iSCSI target server identifies multiple connections
as belonging to a particular MPIO data volume;
| handling at the connection load balancer on the iSCSI target servers the
indicated multiple connections as related connections that are assigned each to a
different Network Interface (NIC) at the iSCSI storage servers; and
15 providing, to the client, routing table information indicating which of one or

more servers provides access to the resource.

18. A method as in claim 17 wherein the MPIO information is provided as part of an
1SCSI session object.

20
19. A method as in claim 18 wherein the MPIO information is provided as a settable

service action in the iSCSI session object.

20. A method as in claim 17 wherein the routing table is provided to a DSM module

25  inthe 1SCSI initiator client.

21. A method as in claim 20 wherein the routing table defines path selection as

performed in the DSM module.



