1 AN I NTELLI GENT NETWORK CELL BACKGROUND OF THE I NVENTION 1. Field of the
I nvention The invention relates.to the field of networks w 1S Ii QL
i ntel I\gence, configuration and control and intelligent cel ig?
networks, primarily where the networks are used for sensing, conmuni cat
and controlling. 2. Prior Art. There are nany conmercially available
products whi ch provide sensing, control and conmunications in a network
envi ronnment. These products range fromvery expensive, el aborate systens,
to sinple systens having little intelligente. As will be seen, the present
invention is directed towards providing a systemhaving a relatively |large

anmount of intelligence and conput at hQnalTEROMENT Nttrwdk agllow cost. One
comercially avail abl e system " X-10™ provides controt, by way of exanple,

bet ween a Iigh@ﬁ@“@h@gﬂdaogggvngmnlrF?N ght switch is operated, a

code pattern is transmtte e power nes to a receiver at the

|l ight. The code patfernfFidld réPsfRé t Rivémtiofhy once in its true form and
once in its complenentary form \Wen the code is received by the receiver

it is interpreted, Ping irfasretion ursidté® wontheokieldeof | wétwo e vaith cal
addressi ng neans are enployed to allow the '

. distributed intelligence, configuration and control and intelligent

ng

cells used in networks, primarily' where the networks are used
for sensing, communicating and controlling.
2. Prior Art. -
There are many commercially aVailabIé products which
provide sensing, control. and communications in a network
— environment. These'products range from very expensive,
elaborate systems, to simple systems having little inteliigence.
As will be seen, the present invention is directed towards
providing a systém having a relatively large'amount of
intelligence and computational power but at a low cost.
One com-heréiélly available systéh "X-10" provides control,
\ by way of example, between a light switch and a light. When the
light switch is operated, a code pattern is transmitted over the
power lines to a receiver at the.light. The code pattern is
transmitted.twicé. once in its true form and once in its
complementary form_.. When the code is received by the receiver,
it is inter-preted. and thereby used to control the light.

Mechanical addressing means are employed to allow the



WO 89/ 04516 PCT/ US88/ 03909 2 transnitter at the switch to communicate with
the wpsofpusigiesi red receiver at the light. As will be se?g_r resent.
=L D

invention provides substantially nore capability and flex IR U
current 5 systens. Applicant will submt prior art references on X-10 and
ot her known prior art systens. According to the present invention there

is provided in a network for sensing, commnicating and controlling
whi ch includes a plurality of cells, each cell conprising: a processor; an
i nput / out put section for providing coupllng bet ween sai d processor

and sai d net wor k, sai d i nput/o#tput section conprising: a plurality
of circuit elenents conprising, a state nachine for providing contro
signals for said input/output section, event sensing neans for sensing

predet er irgRenabERt Btote MRS to! IcBrmuTRAte" w;zmeﬁwrses

intervals mul tipl exing nmeans for directing sald sensed e ectrlcal
changes tgegipbd $E8bRer at the light.
As will be seen, the present invention provides

substantially more capability and flexibility than current

5 systems.
Applicant will submit prior art references on X-10 and other .
known prior art systems.
o/



machi ne; first regi ster neans coupled to receive signals fromsaid
processor, said first register nmeans for automatically electrically
configuwting and reconfiguring said circuit el ements based on said signals
fromsaid processor to provide a plurality of input/output functions;
second regi ster neans coupled to said processor for storing input/output
status information and for coupling this information to said processor,
sai d second regi ster neans being coupled o said timng neans; said state
machi ne bei ng coupled to said event senSinfg neans and at |east one of said
first and second regi ster neans; whereby sai d I nput / out put section

can be configured aﬂgcéggﬁﬁélgggedtﬁg pﬁ;&gggha ghaégkkax o%hgpgutégutput

functions. A plurality | 1 gent Cel TS eac conprrses an
i ntegrated ci PEQV!-dﬁé\V" g al'l?#mléssofoﬁnd semsdngout prammunticaking e andpl ed

to the networkonEpe19hg wHith Pipenadesdl £ AurR1HeGe! ¥ES @k, each
manuf actured a ﬂ? gue |aent|f|cat|on nunber (48 bits) which rendins

per nanent | y wWPEhi n®PRBYLERPI® The cells can be coupled to different nedia
such as power |ines, awpsbedspary, radio

an input/output section ﬁggl,pgoviding coupling
between said processor and Séi&” network, said
input/output section comprising:
a plurality of circuit elements comprising, a
— state machine for providing control signals for said
input/output section, event sensing means for sensing
predetermined electrical changes, timing means for
measuring time intervals, and multiplexing means for
directing said sensed electrical changes to said state
machine; | .
first register means coupled to receive signals
from said processor, said first register means for
automatically electrically configuring and reconfiguring
said circuit elements based on said signals from said
processor to 'provide a plurality of input/output
functions; '
second register means coupled to said processor
— for storing input/output status information and for
coupling this ihformation to said processor, said second
register means being coupled to said timing means;
said state machine being coupled to said event
sénsing means and at least one of said first and second
register means;
whereby said input/output section can be
configured and reconfigured to perfdrm a plurality of
input/output functions. '

A plurality of intelligent cells each of which
comprises an integrated circuit having a processor and
input/output section are coupled to the network. Each of



frequency,

Net wor ks are di stingui shed fromone another by system identification

infrared ultrasonic, optical coaxial, etc., to f.orma network.

nunbers (IDs). Goups of <cells within each network are forned to \J
perform particular functions: and are identified by group | Ds.
Communi cat i ons occur wi thit*the network through use of the system group
and cell I Ds. Sone cells (announcers) are assigned the task of sensing, for
exanpl e, the condition of a switch, and others (listeners) the task of
controlling, such as controlling a light. Cells can performnultiple
tasks and be nenbers of nmultiple groups, and, for exanple, can act as a

repeater for one group and a |istener

the cell> Eh€ | 0POLEaRnaBYECPLelO5  PBCBEVLs! Dwnaheymanu}f@c%%éw A6
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to performs eC| I.c tasks

group or ghBifgde T H& gbfb??ﬁﬂ°@nbﬁﬁﬁ?ﬁﬁn 8  Ritsd| | whigh,gEemains
mul ti procepsmaﬁaﬂtmyl wwhﬁznl tResubiect i PRe vBELS oAy Bé tbaApledptecessors

can comrun

execution

e l/Q subs Ilons

afELErsht 'naBYa” kuch® ad BNEE TiSHY iisfed ity FRA:

or a particular

_|nterfacungreuuhnche infreeedlumtriaennbc>99¢tcam cqekmdés pktogr, atoabl e
A-10-D andggrm a network. e

_ Networks are distinguished from one another by
system identifidatipn numbers (IDs).. Groups of cells
within each network are formed to perform particular
functions and are identified by group IDs.
Communications occur within the network through use of
the systen, group and cell IDs. Some cells (announcers)
are assigned the task of sensing,: for example, the
condition of a Switch, and others (listeners) the task of
controlling, such as controlling a 1light. Cells can
perform multiple tasks and be members of multiple groups,
and, for example,_éan act as a repeater for one group and
a listener in.another group. When manufactured, the cells
are identical except for the cell ID; they

I n anot her group. Wien manuf act ur ed,

ern.ts thg.continual



programuabl e D-to-A converters as well as other circuits for 10 other
nodes o The network protocol provides great flexibi and
for m.s&%?g @BHDOWS groups -to be forned and/ or- changed aftqurﬁEsg%/p?%ware
in place. As wll be seen, the intelligence for the network is distributed
anong the cells. In general,.the network 15 1is lightly |oaded, although
provi sions are made for contention and ot her conditions which may ari se.
The conmuni cation between the cells in general is optimzed for carrying
out the functions assigned to groups, rafier than for transm ssion of data
unrel ated to the control function of the network. For this reason, normally
20 the packets carrying nessages are relatively short conpared to

Et hernet, Arpa, AppleTalk, X-25 and many ot her broadband and data

Fgmtniagatn:at%sﬁ ?emﬁdvvﬁﬁaégﬁzégaéfgé H?rom&z%e de :ﬁh@%@i | ?ngeof
the inventi 89/ 04516
PCT/ US88/ 039 995°Bﬁ€EF DESCRI PTI ON OF THE DRAW NGS
The preferred embodiment of the cell includes a
. multiprocessor and m'ultiple /O subsections where any of the
5 processors can communicate with any of the I/O subsections.
This permits the continual execution of a program without
potential interruptions caused by interfacing with the /O
section. The I/O section includes programmable A-to-D and
programmable D-to-A converters as well as other circuits for
10 other modes of operation. |
The network p'rdtocol provides great flexibility, and for
instance, allows groups'to be formed and/or changed after the
cells are in place. As will be seen, the intelligence for the
network is distributed among the c_ells. In general, the network
15 s lightly loaded, although pros)isions are made for contention and
N other conditions which rriay arise. The communication between
the cells in genera] is optimized for carrying out the functions
assigned to groups, rather than for transmission of data unrelated
to the control function of the network. For this reason, normally
20 the packets carrying messages are relatively short compared to
_Ethernet, Arpa, AppleTalk, X-25 and many other broadband and

data communication systems.



Figure 1 is a block diagramillustrating typical application for the
presdMO 8%84816i on. Figure 2 is a diagramused to il | ust r atgeef %sgiogy@ ng of
5 cells. Figure 3 is another block diagramsimlar to Figure use 0 \/
illustrate the grouping of cells. Figure 4 is a diagramused to describe
subchannels. Figure 5 is a diagram illustrating a plurality of cells;
this 10 diagramis used to describe cell group fornation enploying the
present invention. Figure 6 is a chart illustrating the packet format used
with the present invention. Figure 7 gg a chart illustrating the
designation |list portion.15 of the p&Cket format of Figure 6. Figure 8
illustrates a series of steps used in formng a group of cell with the
present invention. Figure 9 is a chart illustrating the code assignnments
for the three-@therxaspects 0f tha=dnvented mewaerke@nd resdhiwitnbe20

Figure 10 is a block diagram of the comruni cation and control cell. WO
89/ 04516 aumasss/foevodhe getailed desariptionk i the alavEntiPortion of the
instruction decoding logic used within the processor of the cell of Figure
10



Figure 12 is a detailed block diagram of the process of 5 Fi gure 10.

Fi gure %D g i mng diagram for the processor of Figure 10; this diagram
al so ‘shows V@?%ﬁ%s and regi sters used to provide the pipelih?ﬁﬁ/ %¥88 by
the cell. Figure 14 is a block diagramillustrating the presently 10
preferred enbodi nent of the three-of-six encoder. Figure 15 is a bl ock

di agram show ng the presently preferred enbodi nent of the three-of-six
decoder. Figure 16 is a block diagram showi ng the presently preferred
enbodi nent of the three-of-six code verifier. 1.5 Figure 17 is an

el ectrical schematic of the buffer section of one of the I/O sections.
Figure 18 is an electrical schematic of the counting and tim ng functions
for an 1/0O subsection. Figure 19 is an electrical schematic of the control

and 20 stagRIBEDESCRIPTION QFSTHERDRAWINGSEO0 is an el ectrical
schematic for the sanple and hold neans associated with the I/0O

subsecti ons. \Mgire)4$b1fs a -block diagram illustrating typical application
PCT/ US88/ 03909 Figure 21 illustrates the network formed within an I/0O

subsection for dhedimiels®@ntt inverion. conversion. Figure 22 illustrates the
network formed within an I/0O section for anal og-to-digital conversion.
i Figure 2 is a diagram used to illustrate the grouping of
5 cells.
Figure 3 is another block diagram similar to Figure 2 used
to illustrate the grouping of cells. |
Figure 4 is a diagram used to-describe subchannels.
Figure 5 is a diagram illustrating a plurality of cells; this
\_ 10 diagram is used to describe cell group formation employing the
present invention.
Figure & is a chart illustrating the packet format used
with the present invention. |
Figure 7 is a chart illustrating the designation list porticn
15 of the packet format of Figure 6. |
. Figure 8 illustrates a series of steps used in forming a
group of cell with the present invention.
Figure 9 .is a i:hart illustrating the code assignments for
the three-of-six encoding used with the present invention.
20 Figure 10 is a block diagram of the communication and

control cell.



5 Figure 23 is an electrical schematic show ng the comruni cations
portivw)gg @; |/ O subsection. Figure 24 is a state diagramused for the 1/0
subsect] TRV Mfd for transm ssi on contentions. Figure 25 i PETAISESAGORNI(IM
for the link | evel ARQ 10 Figure 26 is a state diagramfor primry .
station connections. Figure 27 is a state diagramfor secondary station
connections. Figure 28 is a block diagramfor a grouping device. 15

Figure 29 is a diagram showing the formin which the systemID is encoded

for transm ssion by the packet and encoded within a cell. Figure 30 is a
di agram used to describe the operati &.of the input/output section and
semaphore register. WO 89/ 04516

PCT/ US88/ 03909 10 DETAI LED DESCRI PTI ON OF THE PRESENT IlNVENTI ON An _
spparat vs and B RA, 1Ps A Yo A bATTHIL SRSy SF TG TugPdeten o
ot 1 9%BbcalN Jobhe R Sy PG, Brabdsd ol FIPHICFEAR S0S 2, .,

(via various nmedia) with other cells, have distributed sensing,
.comuni cati on,

Figure 12 is a detailed block diagram of the process of
5 Figure 10. |
Figure 13 is a timing diagram for the processor of Figure
10; this diagram also shows latches and registers used to provide
the pipelihing employed by the cell. |
Figure 14 is a block diagram illustrating the presently
10 preferred embodiment of the three-of-six encoder. o’
Figure 15 is a block diagram showing the presently .
preferred embodiment of the three-of-six decoder.
Figure 16 is a block diagram showing the presently
preferred embodiment of the three-of-six code verifier.
15 Figure 17 is an electrical schematic of the bufier section
of one of the I/O sections. v
Figure 18 is an electrical schematic of the counting and ;
timing functions fof an /O subsection. -
Figure 19 is an electrical schematic of the control and
20 state machine for an I/O section. |
Figure 20 is an electrical schematic for the sample and

hold means associated with the /O subsections.



control and network: configuration intelligence, configurati on and control .
The sKﬂﬁ‘uem corrgrl ses a network of cells organized in a 10 hierarchy based
on co 80435 needs. Cells are organi zed i nto worKki ng gf’?"ﬁ’éSSS/ﬂBM
i ndependent of the network hierarchy. G oups of cells general 'y’ are’used to
performa group function. This function is carried out by the assignnment of
tasks to cells within the groups. Cells comunicate, control and sense 15
information. In general, each cell has a unique identification nunber and
performinformation pr ocessi ng tasks such as: bidirectional comunications
protocol, input/output, packet processifyg and anal og and digital sensing
and control. In general, the system conprised of the cells has the
characteristic of 20 storing network configuring information that i's
di stributed thropghout Eﬁﬁ g tem ang conmuni cat es autorratl cally routed
nessages anong c gyreE E}l-'sit@ﬁe&l doenaetworki tRrsned witlsiay @110
PCT/ US88/ 03908 ntlfl or? E) Dé t/\/n ich in the presently preferred
enbodi ment $¥P38C Bpf‘s 'Sr'ta t0-2BA19G SONYRESIPNt e progr anmabl e

cel1's to Specifi E1GHEE ?%2, “byhitasithen RelBiork ofSTREde W Poamrdbog 1 1 0
communi cati ggeatinR 3¢ %%%Bifoa-t&iaﬂil PEbnl8t§ionenS! N9-
5 Figure 23 is an electrical schematic showing the
\_  communications 'portion of an I/O subsection.
Figure 24 is a state diagram used for the I/O subsections
and for transmission  contentions.
Figure 25 is a state diagram for the link level ARQ.
10 Figure 26 is a state diagram for primary station
connections.
- Figure 27 is a state diagram for secondary station
connections. |
Figure 28 is a block diagram for a grouping device.

15 - Figure 29 is a diagram showing the form in which the
~ system 1D is encoded for transmission by the packet and enccded

within a cell.
Figure 30 is ‘a diagram used to describe the operation of

the input/output section and semaphore register.



In the foll ow ng description, nunmerous specific details are set forth such
as Sﬁﬁﬁ%ﬁhﬁsi equencies, etc., in order to provide a thoro%gh under st andi ng

of the present invention. It will be 10 obvious, however PGI{LS$R03909) |ed
in the art that these details are not required to practice the invention.
In other instances, well- known circuits, nethods and the |ike are not set
forth in detail in order not. to unnecessarily obscure the present
invention. | . 15 OVERVI EW OF AN APPLI CATI ON OF THE PRESENT

| NVENTI ON Bef ore describing the present invention in detail, an

understanding of a typical applicatild® will aid in appreciation of 20 the
details to follow. In Figure 1, a sinple, typical application is shown
based on the use of the present invention in a hone. In WO 89/ 04516

T USIORRRA B DESCRIPTION TF THEPRESERT RN P oo
e b ook pbRrdits SHd aheion T SRuioly A BpEARERteslS °
12 oCSEARIRS £09 chrofn Bt 6 ABASBRE ARG M BatoRl
25 are ordiaive wusrirality vof iinteiligett cdlldVARe #BUs in general are
5 programmable single chip remote control, sensing and
communication devices that, when interconnected (via various -
media) with other cells, have distributed sensing, communication, ~
control and network configuration intelligence, configuration and
control. The system comprises a network of cells organized in a
10 hiera'rchy -‘based on communications needs. Cells_ are grganized ~
into working “"groups” independent of the network hierarchy.
Groups of cells generally are used to perform a group function.
This function is carried out by the assignment of taské to cells
within the groups. Cells comrﬁunicate, control and sense
15 . information. In general, each cell has a unique identificaticn |
number and perform information processing tasks such as: '
bidirectional communications protocol, input/output, packet
processing and analog and digital sensing and control. In general,
the system com;;rised of the cells has the.characteristic of
20 storing network configuring information that is distributed
throughout the system; and communicates automatically routed

messages among cells. Each system alse has a unique



the power supply 30; a five volt DC supply. The cell 27 is 10 preferably
an int \Qg\‘%@%ﬁ{& cuit which is described in nore detail begiparnassddives

Fi gur &10. The transceiver 29 may be any one of nany wel | -known' devi ces for
receiving and transmtting digital data and as presently contenpl ated does
not perform any processing on transmtted data. The entire arrangenment 20
may 15 be small enough to fit within an ordinary wall nounted el ectri cal

box which normally contains an el-ectrical switch. The arrangenment 21 again
may be small enough to fit within a typildal electrical outlet box and

i ncl udes a power supply 31 and transceiver 33 which may be identical in
construction to the 20 power supply 30 and transceiver 29, respectively.
This cell 28 is coupled to the transceiver 30 and power supply 29 as wel |l

as the sol eideadtifipationed!Pdwahicini ircithe2 presieinti3s prefetred dembodimetnt VO
89/ 04516 PCT/ US88/ 03909 13. cell 27 except for programm ng and an

i denti fi catii®ndBubilsr wiMereswer.| itheontaings vessatiieeprognamumabte fr om t he
cell 28 controls the solenoid 32 to operate a power switch which in turn
connect s théﬂpﬂéﬂﬂumgttydlhﬁ"s&%r Wﬁtgeéﬂgﬁabnﬂe@ﬁtlWh@r@@"a@mmg tas will

be seen, cancProvide a Fi&ital or.analqg outEut, whi.ch can control a

rheostat (n&OTHHDIMS GRS HO SPECITiIE HRRNEASLI FRFTNDIGRTRN nFaMtrehand ght

23. 5 /O, analog /0O, communication /O and communications bit rate
sénsing.

In the following description, numerous 'specific details are
set fofth suc_h as specific frequéncies, etc., in order to'provide a
thorough understanding of the present invention. It will be
10 obvioué, however, to one skilled in the art that these details are
not required to practice the invention. In other instances, well-
known circuits, methods and the like are not set forth in detail in
order not to un'necessarily obscure the present invention.

i.

15 OVERVIEW OF AN APPLICATION OF THE PRESENT
, INVENTION

Before describing the present invention ih.detail, an
understanding of a typical application will aid in appreciation of
20 the details to follow. In Figure 1, a simple, typical application is

shown based on the use of the present invention in 2 home. In



The break 26 in the power lines 24 and 25 is used to indicate that the
povey,, %Egﬁs 4 and 25 may not necessarily be on 10 the sane circuit. as-.
power Tines 34 or 35. As will be seen, the transcei ver 2BCTayS38)03909 \/
necessarily comunicate -directly with transceiver 33, but rather

communi cation between the transceivers may require |Iinkage through another
cell and transceiver which repeats packets sent between the 15

arrangenents 20 and 21. In Figure 1, the transceivers 29 and 33 communi cate
over power lines. The transceivers comuni cate with one another in
nunerous different ways over countless nmedia and at any baud rate. They
may, for exanple, each transmt and receive radio 20 frequency or m crowave
frequency signals through antennas. The transceivers could be connected to

a ComTU”FFq"UHeOm,S the newitchueR #s t%b@ftﬁ\irﬁﬁgh' ttvd Sﬁr@%el@ﬁi inva@ntidrbapopt i ¢
cabl e and 7t hus WO 89/ 045 16 PCT/ US88/ 03909

comuni cepatral t theniiglh@3er i ndependent of the power lines. Qther known
comuni cati ons .medi um may be enpl oyed between the transceivers such as

infrared or ulheaarrangemertn2OscompriSgpia adell 2¥hwiishi 3 gortreectede 10K~
bits per second (KBPS) for 5 power |lines. Mich higher transm ssion rates
are posstdithef switchdid2.f r Eheecoell, isi alsarcannactedt tal pdranscéiveer®®dtic |inks
Thend | owhich couples data onio the lines 24 nd 25, Bower for the " oo
transceiver and cell are provided from the power supply 30 which
receives power from the lines 24 and 25.. For this example, the
lines 24 and 25 are ordinary household wiring (e.g., 110VAC) and
the power supply 30, a five volt DC supply. The cell 27 is
10 preferably an integrated circuit which is described in more detail w
beginning with Figure 10. The transceiver 29 may be any one of |
many well-known devices f_br receiving and transmitting digital
data and as presently contemplated does not perform any
processing on transmitted data. The entire arrangement 20 may
15 be small enough to fit within an ordinary wallmounted electricai
box which normaliy contains an electrical switch. v
The arrangement 21 again may be _s'r'nall enough to' fit within o
a typical electrical outlet box and includes a power supply 31 and |
transceiver 33 which may be identical ‘in construction to the
20 power supply 30 and transceiver 29, respectively. This cell 28 is
coupled to the transceiver 30 and power supply 29 as well as the

solenoid operated power switch 32. Cell 28 may be identical to



preparesgﬁ)gaéket whi ch includes a nessage initiating the state 10 of the
switch 2%, 4Ppkecket is communi cated to the cell 28.through scel ver

29, liaés 24 and 25, lines 34 and 35, and transceiver 33. Theﬁé-gfhgs%éoﬁog
acknow edges the nessage by returning a packet to the cell 27 and al so acts
upon the nessage it received by turning on or off the light 23 by operating
the 15 solenoid controlled power swtch 32. Each cell .has a unique 48 bit

i dentification nunber (1D nunber), sonetinmes referred to as the cel

address. In the currently preferred enbodi ment, bach cell as part of the
manuf acturi ng process, receives this perhﬁhent and ‘unique I D 20 nunber.

(I't cannot be changed foll owi ng manufacturing.) As will be appreciated,

w t h approxi matel y- 248 possi bl e I D nunbers, each cell will have a unique ID
nunber no rra@@%r2ﬁoﬁlxcaﬁbef°é REQGRAR MiNgWangh /am 5de ntificatioss/rosaber 15

beconmes for practical  purpgses, or, no matter how many networks are

i nt er connect W&ICh W‘b%ﬂjﬁﬁﬁﬁuﬁﬁﬁﬂc&t?ﬁen Al caitput frem ithei eellu@B cell 1Ds
and assigns a system|ID to each.gell. In addition, the grouping device
Cont | gur oo t entRIS ShenEnleelr 32 30 50PRERIEoAPAY 8t FWIA: uNTGHh HHa)

that 1ts pripARperthnPoioft 2010 AHsomaer Tings pg and 35, tThe ‘cell 28,°' ¢
5 as will be seen, can provide a digital or analog output, which can
control a rheostat (not shown) or the like, thus enabling the
dimming of the light 23. :
The break 26 in the power lines 24 and 25 is used to
indicate that the power lines 24 and 25 may not necessarily be on
% 10 the same circuit as power lines 34 or 35. As will be seen, the
transceiver 29 méy not necessarily communicate directly with
transceiver 33, but rather communication between the
transceivers may require linkage through ancther cell and
transceiver whiéh repeats packets sent between the
15 arrangements 20 and 21. |
i In Figure |, the transceivers 29 and 33 communicate over
power lines. The transceivers may communicate with one another
in numerous different ways over countless media and at any baud
rate. They may, for example, each transmit and receive radio
20 frequency or microw_avé frequency signals through antennas. The
transceivers could bé. connebted to a communications lines, such

‘as an ordinary twisted pair or fiberoptic cable and thus



transmt the state of switch 22 on the network comunications |ines 24 and
25, d 35. On the other hand, cell 28 is 10 desi e (.t h the
Iettgpg??ﬂ“?i%nce its primary function in Figure | is to "llg&gbe%sm:’(?o?hw
network and in particular to listen to messages fromcell 27. In subsequent
figures, the "A" and "L" designations are used, particularly in connection
with a group formation of multiple cells to indicate an announcer
arrangenment. 15 such as arrangenent 20 and a |istener arrangenment, such as
arrangement 21. For purposes of discussion the cells thenselves are
sonetinmes referred to as transm’tting or receiving data w thout reference
to transceivers. (In sone cases, the transceivers nay be a sinple passive
network or sinple wires, 20 which couple the input/output of a cell onto a
line. Ascafrirhuhicateewitherid @rattier oimdeperndentidfsthampaweri liesiut put

si gnal s that WO 89/ 04516 PCT/ US88/03909 can drive a twisted pair or the
li ke. Th@shéheknmihscommuaicationsamediurmni mayaden employed \natween sone
nmedia.) The cells 27 and 28 as wi |l be described subsequently are
pr ocessothe Haansgeingnsi [susheA®rinitareds @reytrasenicraljaps Miss@nfyr ammed
D Shnboisoica anersuaionibted:Bos K BB hechoas (kBRG] g 0" <
5 power lines. Much higher transmission rates are possible for

radio frequency, infrared, twisted pairs, fiberobtic links and

other media. | | : ~

Cell 27 senses the opening or cl'osing of the switch 22. then

prepares a packet which includes a message initiating the state
10 of the switch 22; the packet is communicated to the cell 28 U
through transceiver 28, lines 24 and 25, lines 34 and 35, and
transceiver 33. | The cell 28 acknowledges the message by
returning a packet to the cell 27 and also acts upon the message
it received by turning on or off the light 23 by operating the
15 solenoid controlled power switch 32.

Each cell has a unique 48 bit identification number (ID v
number), sometimes referred to as the cell address. In the ~
currently preferred .embodiment, ®ach cell as part of the
manufacturing process, receives this permanent and unique ID

20 number. (It canno_t.be changed following manufacturing.) As will
be appreciated, with approximately 248 possible ID numbers, each

cell will have a unique 1D number no matter how large a network
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DefinLtig& Cell: Acell is an intelligent, programmble el ement
or el §9ﬂwﬁ0§d|ng renote control, sensing and/or comuni getri0g 8035@“
when interconnected with other |ike el enents forma connunlcatlé control
and sensing network or systemwi th distributed intelligence. 10

Announcer: An announcer is a source of group nessages. Listener: A |listener
is a sink of group nessages. (An announcer in some cases may request state
information froma listenér.) Repeater: Arepeater is a cell which in
addition to other 15 functions reads ppgkets froma nedi um and
rebroadcasts them G oup: A set of cells which work together for a conmon
function (for exanple, a switch controlling a set of lights) is referred to

b and a72echies e pLasics, PUapEset, 3 n8n ofaieL MW i AstEiRs =0
) oterer s Db o ko, T S1BUpHY, dRftecirn dctsbak ot ¢
individual cell IDs and assigns a system ID to each cell. In

addition, the grouping device configures the cells into groups to
5 perform 'grou-p related functions. |
For the illustration of Figure I, cell 27 is designated as. "A"
to indicate that its primary function is to "announce" that is,
transmit the state of switch 22 on the netV\_)ork_ communications
lines 24 and 25, and 34 and 35. On the other hand, cell 28 is
10 de-signated with the letter "L since its primary function in Figure
| is to "listen" to the network and in particulér to listen to |
messages from cell 27. In subsequent figures, the "A" and "L"
designations are used, particularly in connection with a group
formation of muitiple cells to indicate 'an announcer arrangement,
15 such as arrangement 20 and a listener arrangement, such as
arrangement 21. 'Fdr purposes of discussion the cells themselves
are sometimes referred to as transmitting or receivihg data
without reference to transceivers. (ln some cases, the -
transceivers may be a simpl.e passive network or simple wires,
20 which couple the input/output of a cell onto a line. As will be

seen the /O section of the cells can provide output signals that



WO 89/ 04516 PCT/ US88/ 03909 groups. |f announcer 37a has a light switch
funCt“R989bES n control lights through cells 37b, 37c and 40. Simlarly, a
'switch assocrtated with announcer 38a can control |ights thpougbsssibigne3i{S:
37b, and 40. 5 In Figure 3, a group 42 includes announcers 44, 45
and listeners 46 and 47. The.group 43 shares cell 44 with group 42;
however, cell 44 is a listener for group 43. The group 41 shares cell 47
with group 42; cell 47 is an announcer for group 41 and for exanple, can
announce to the listener 48 of group 41. Cell 47 also 10 operates as a

i stener for group 42. A single cell gs shown may be an announcer for one
group and a listener for another grod {cells are programred to perform

t hese functio

" o 1 i e el 75 58 ke b oSS EmLefiy 2 ThE

[imes anipall SURERBH BRE LRHYcsIbr SRE SaE” RN sof “of resourbes. The

shar od r ssour cLBCoEEAEPEL Y 128 44 19l Re; Yk Bes SLBSEAVEMIS Upc s as -

Pight swRreoessss, BRER muftidtices3or' ARFRUERT ey oedl B he” 1€

annougcerpragftammed prior to or after installing to perform their required o
function, such as an announcer or listener and for grouping

combinations. - W
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Subcha neafés?/r?“ﬂ‘sgure 4, a first plurality of cells are shownpﬁgm'gfgé’bng
t hrough™a common nedi um such as a twisted pair 50 (cells are s ,
announcers as "A" and listeners as "L"). This (e.g., twisted pair 50) is
defined as a subchannel, that is, a 5 set of cells all of which

communi cate directly with one another over the sanme nmedium A broadcast by
any nmenber of the subchannel,. such as thg=ell 49, will be heard by al
menbers of that subchannel over the tw sted pair 50. Channel: A channel
conprises two or nore subchannels 10 where all the cells conmunicate using
the same nedium In Figure 4, another plurality of cells are shown coupl ed
to twisted pair 52 form ng anot her subchannel. Assune cells 56 and 57
comuni cat e between one another through a twi sted pair 72. They form yet
anot her subchannel. The cells associateqqwi th the 15 twsted pairs 50, 52
and 72 conprise a single channel. It is pdssible that the tw sted pairs 50,

52 -and 72 a P td ' ' A p,?nq channel 50 so far
apart from the secg?l@d ?mﬁgﬁ?gﬂgﬂt %’?Dt \PeEoln y %sruni cations between
subchannel spi s OD?’;iﬁP?oR%r“O“ of the twisted pair 72 running between
cel®!ls 20 56 and . In"this case the cells 56 and 57 are assigned to be

"repeategys” in aMi OrA t@eIM8t aMeinteliigint] WegramrhBle relenseny ar(e. g.
announcer or |istener).

elements providing remote control, sensing and/or

~ communications, that when interconnected with other like
elements form a communications, control and sensing netwcrk or
system with distributed intelligence.

< 10 Announcer: An announcer is a source of g_rdup messages.

Listener: A listener is a sink of group messages.
(An announcer in some cases may fequést state information |
~from a listener.)
Repeater: A repeater is a cell which in addition to other
15 functions reads packets from a medium and rebroadcasts them.
| L\ Group: A set of cells which work together for a co_rhmon
function (for example, a .switch controlling a set of lights) is
referred to as a "group”.
In Figure 2, the group 37 has an annou-ncér 37a, listeners
20 37b, and 37c, and a listener 40. A group 38 includes an announcer
38a, listeners 38b and 38c¢ and the listener 40. Figure 2

illustrates that a single cell (cell 40) may be a listener in two
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gr ouw(»89/04s1gl | ustrated in Figure 4 which conprises an announcer and .
listener in the two different subchannels. Another group BPGT[sS88/03989 r 3 ed
conpri sing an announcer on one subchannel 51 and subchannel 52, where the
subchannel s are not part of the 5 sanme channels since they use different
nedi a. Gateway: A gateway reads packets fromtwo different nmedia and
rebroadcasts them A cell nmay be a gateway. Conmuni cations between channel s
is through gateway 54. In Figure 4, an additional subchannel which includes
the cell 10 58 is coupled to anothej<®edi um 51, for exanple, a common
power line. The cell 58 is shown connected to channel gateway 54 which in
turn communicates with the twi sted pair 52. The gateway 54 does not

necessargp I ffoaRheuNter 837aaRB]UACRANP 'sWitsh e Clsl but rat her
for the gl Iolutgssterat ed enbodi nent, perfor%EPISSWit%ﬁlgﬂg:t{:%n}nte aSat eway

functi oredntror oVighits ottreughicells @7Hhesreeandvacdi f S%ﬂaﬂl){rére%ii §witch

Subnet wor k: A subnetwork conprises all the cells having t ane system

i dent i f i gsgdciatédd ywitbmariHoumoer SGamdan cohtrohdigrels! shidughseeigd e famly -
hone may have the sane systemID. 20 Therefore, the channels of Figure 4
may be @r¢, 87bi r@and&@® subnetwork in that they share the sanme system|D.

5 in Figure 3, a group 42 incluces announcers 44, 45 and
listeners 46 and 47. The group 43 shares _'ceu 44 with group 42;
however, cell 44 is a listener for group 43. The group 4| shares
cell 47 with group 42; cell 47 is an announcer for group 4! and for
example, can announce to the listener 48 of gkoup 4]l. Cell 47 also

10 operates as a listener for group 42. A single cell as shown may u
be an announcer fo_r one group and a Iiste‘ner fof another group
(cells are programmed to perform these fuhctions, as will bé
discussed). However,.as presently contemplated, a single cell
cannot announce for more than one group.

15 (In the currently preferred embodiment each cell has tnree
input/output paifs of lines and a select lin_'e'{ Each pair shares a V
common set of resources. The lines may be uSed independently
for some functions where the required shared resources do not
conflict. In other functions, the lines are used as pairs. In this

20 example, a pair of leads from cell 27 are coupled to a light
switch and ‘another pair are used for communications from the

announcer, cell 27.)
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Ful | Vs full network may conprlse a plurality of subnetworks -each
of vvh% h3£°"

ifferent systemID;, a conmunications proces®&T/LE88/839% or
exchangi ng packets between subnetworks. The conmuni cati ons processor

transl ates 5 packets changing their system|D, addressing and other

I nformation. Two factory buildings may each have their own systen1ID but
control between the two is used. by chaq ng systen1IEB (The word "network"
is used in this application.inits nnrqueneral sense. and therefore refers
to other than a "full 10 network"” as defined in this paragraph.) O her
ternms used |ater are: Probe Packet- A packet routed by flooding which
accurul ates routing information as it travels through the network. 15

G oupi ng Devi ce: %@@g@t hah Figureolds aidiret plordlitpnobiceliguars showa

cells, assigns cells to groups, and assigns function to group menbers.

Cont ent i on: cdimmanhigatinvgi tbhoegh sa scovmeno h vwnediunvrsuctheldss aatwvisted pair
transmt a broadcast on the same subchannel at the 20 sanme tine and their
si gnal s i nt 80f fgedls areVEh®®N0ASI'E", announcers as "A" and listeners as "L").

PCT/ US88/ 03909 22.
This (e.g., twisted paxr 50) is defined as a subchannel, that is, a
5 set of cells all of which communicate directly with one another
over the same medium. A broadcast by any member of the
subchannel, such as the cell 49, will be heard .by all members of
that subchannel over the twisted pair 50.

Channel: A channel comprises two or more subchannels
where all the cells comfnunicate using the same medium. In
Figure 4, another plurality of cells are shown coupled to twisted
pair 52 forming another subchannel. Assume cells 56 and 57
communicate between one another through a twisted pair 72.
They form yet andther subchannel. The cells associated with the

15 twisted pairs 50, 52 and 72 comprise a single channel. It is
% possible that thé twisted pairs 50, 52 and 72 are one continuous

twistéd pair with one subchannel .50 so far apart from the second
subchannel 52 that the only communications between subchannels
is over the portion of the twisted pair 72 running beﬁueen cells
20 56 and 57. In this case the cells 56 and 57 are assigned to be
“repeaters” in addition to whatever other function they may serve

(e.g., announcer or listener).



B. GROUP FORMATION 1. Cells Assigned to a group by a postinstallation

gr oupV€y8264516e. Assune that the plurality of cells shown #% rg& are
all 5 connected to comuni cate over the power lines in a'h Sgﬁé) R Rart
of the same channel. Further assunme that one cell, announcer 60, is to be
grouped with the listener 65. The |ines between the cells such as line 59
Is used to indicate which of the cells can conmunicate directly with one
anot her, for instance, announcer 10 60 and cell 61 can conmunicate with
one another. (Cells 61, 62, 63, 64 ar 6 of course may be announcers or
listeners in other groups, but for pdrposes of explanation are shown as "C'-
in Figure 5.) Since announcer 60 and cells 61, 62, and 63 all communicate
wi th one another, they are on the sane subchannel. Simlarly, 15 cells 62,
64, 65 and 66Aargroapotideis silustrated in Figure 4rwhichaomphisesnaal s in
Figure 5). Inportantly, however, announcer 60 and |istener 65 are in

di f f er en@npopdie@inand dstemer dnatheltwe diffguest ssubchamrels. aAeotiteer ous
routes by which_a nessage can be passed from announcer 60 to |istener 65,
for exan@reuptidoisgiiussrateds comprising @n @nnaungeihobepne spbghansel et c.

Not e thaf even though all ihe cells are on the sanme power system of a
house, tgéyaﬁﬁysHEFgEBﬁﬁLr#%aW egerthe |spbghannglis are ot g 4sh dhe

PCT/ US88/.03909 .23 , : .
same channels since they use different media.

Gateway: A gateway reads packets from two different
media and rebroadcasts them. A cell may be a gateway. | | -
Communications between channels is through gateway 54.
In Figure 4, an additional subchanne! which includes the cell
10 58 is coupled to another medium 5l, for example, a common power )
line. The cell 58 is shown connected to channel gateway 54 which
in turn communicates with the twisted'péir 52. The gateway 54
does not necessarily perform either an announcer or listener
function, but rather for the illustrated embodiment, performs
15 only a channel gateway function by providing communication
between two different media. |
Subnetwork: A subnetwork comprises all the cells having
the same system identification (system ID')'. For example, all the
cells in a single family home may have the same system ID.
20 Therefore, the channels of Figure 4 may be part of the same

subnetwork in that they share the same system ID.



anot her. For instance, the announcer 60 nay be on one circuit which is only
coupl edwipgéigsig St ener 65 through long lengths of wire running the |ength
of a heme arid a | ow i npedance bus bar of a circuit breaker pPRGE(LSSBRB9AY gh
frequency communication 5 nessages may be sufficiently attenuated through
this path to prevent direct communications between cells even though they
are physically close to one another. For the follow ng description, it is
assunmed that each of the cells can broadcast without interfering with the
broadcast of 10 other cells. That is, Zpssages do not interfere with one
anot her. The case where sonme contention occurs is dealt with under the
protocol section of this application. In one enbodi nent, the group of
announcer 60 and listener 65 is formed by using the groupi ng devi ce shown

o S B B SR L b
el PSR Sl oA LRI P s o e
\é\n'stsgrggcthhgrgupl Hgs%zv_l ce.p%e ﬁe!rl Z%cﬁecgne%ggsgterﬁ%%s Thi s o
o’ s | BOMEYE SEMIBLN, TRASCRSROmGRORY prtcelsc Rl fates

' 5 packets changing their system |D, addressing and other

information. Two factory buildings may each have their own

= system ID, but control between the two is used by changing
system IDs. (The word "network"” is used in this application in its
more general sense and therefore refers to other than a "full

~ 10 network" és defined in this par‘agraph.)'

Other terms used later are:

Prche Packet: A packet routed by flooding which

- accumulates routing information as it travels through the
network.
15 Grouping Device: A device that controls determination of

R/

routes amdng cells, assigns cells to groups, and assigns function
to group members. -

~Contention: The state which exists when two or more cells
attempt to transmit a broadcast on the same subchannel at the

20 same time and their signals interfere.



own "groupi ng" device and hence, its own systemID for the subnetworks used
I n t q%ﬁilngs system|D is used in cell packets for the subnetwork. .In
this exanplal® he groupi ng device has available the cell POI/US88/08I® 6Q/
and 65. (Various nethods of 5 obtaining cell I1Ds will be described later.)
The grouping device is connected to cell 60 by comuni cating through one of
its three pairs of input/output (I1/0O lines of the cell (or the select pin)
and the grouping device reads the 48 bit I D nurber of the cell 60.
(Different methods of 10 determiningzhe cell's IDs are described in the
next section.) The grouping device next generates a random bit binary
nunber which in the presently preferred enbodinent is 10 bits. This nunber
functions as a group |dent|f|cat|on nunber (also referred to as the group
address) for the group conpri 60 and 15 |istener 65. The
groupi ng devi ce checks thi L2t group IDs which it has
previ ously .silg‘ed to oetern1ne has preV|oust been used.
lf it has £ 3 Igned 10 r X S Sidion. o olinly S|ngle
grouping!deV|ce, for i nstance keeps track of al | the group | Ds assigned in ~
a singl one.) The grouplng deV|ce prograns the cell 60 designating it

20 o AHOUNER nar 4 BRI S CHISSIROIRIR FELA YHRISeV! oo By

5 connected to communicate over the power lines in a home and are

part of the Same channel. Further assume that one cell, announcer
60, is to be grouped with the listener 65. The lines between the
cells such as line 59 is used to indicate which of the cells can
communicate directly with one another, for instance, announcer -

10 80 and cell 8l can communicate with one another. (Cells 8, 62, B
63, 64 and 66 of course may be announcers or listeners in other |
groups, but for purposes of explanation are shown as "C" in Figure
5) Since announcer 60 and cells 61, 62, and 63 all communicate
with one another, they are on the same subchannel. Similarly,

15 cells 62, 64, 65 and 66 are another subchannel. (There are other
subchannels in Figure 5). Importantly, however, announcer 6% and A4
listener 65 are in different subchannels of the channel of Figure S
and there are numerous routes by which a message can be passed
from announcer 60 to listener 65, for example, through cells 6l

20 and 64 or through cells 62 and 64, etc. |

Note that even though all the cells are on the same power

system of a house, they may not communicate directly with one



broadcast the group nunber in a special packet which asks all cells in the
net wor k W& 8/04506l edge t he nessage if they have been desi gnatldeT _ 8§/0'§§§)q3er
of this”group. This i's another way 5 to verify that the group lééhas n
been used. The groupi ng device now determ nes the I D nunber of the cell 65.
This may be done by connecting the grouping device directly to the cell 65
even before the cell is installed or by other nethods discussed in the next
section. (A cell and a group 10 ‘can be assigned ASCI| nanes, for exanple,
"porchlight” (cell nane) and "exterior |pghts" (group nane). This is used
to allow selection of cell IDs or group IDs by accessing the ASCII nane.
Now t he groupi ng devi ce causes the announcer 60 to transmt a probe packet.
The probe packet contains the I'D of cell 15 65. The packet directs al

cell's recei vamsthiere Forkieistance etieatannoandedielerhay dveé lorboried cirelgitow edge
t he packet. Each cell receiving the probe packet repeats it and adds to the
repeat ed paokkich tis only icouplediefo tReclisteridr 63 throyghtisnghéemgthiseofonce
(the nechanism for preventing a probe packet from being repeated 20 nore

t han once i switesruniag the denptiTiod achomesandcai iow impedgande: husbar of

t hrough nunerous routes, including_those which in the diagram appear to be
nost WO sB/ainsdis breaker panel. The high frequency cornmunication

PCT/ US88/ 03909 direct (via cell 62) and those which are |onger, for
exanpl e, Svi anessagesL may be. sufficientlys atienuated thewough thiprpdt packet to

o prevent direct communications between cells even though they
~ are physically close to one another.
For the following description, it is assumed that each of the
cells can broadcast without interfering with the broadcast of
10 other cells. That is, messages do not interfere with one another.
The case where some contention occurs is dealt with. under the
protocol section of this application.
in one embodiment, the group of announcer 60 and listener
65 is formed by using the grouping device shown in Figure 28.
15 Note that before this group is formed the announcer 60 and
A _ listener 65 are ordinary cells, not designated to be an announcer
and listener. Each grouping device may be assigned a unique 48
bit system ID at time of manufacture (in the presently preferred
embodiment a 48 bit num.ber is used). In the presently preferred
20 embodiment, a cell is included with each grouping device. The
cell's |D becomes the system ID. Thi_s assures that each system

has a unique system ID. By way of example, each home has its



arri 65 took the nost direct route and is therefore the preferred
Wo 8b03ls.

rout nme-that this is via cell 62.) Cell 65 5 reper)esgsipoagket
whi ch indicates that the probe. packet was transmtted by celr“GéﬁorepeaLed

by cell 62 and intended for ceil 65. The ot her -probe packets received by
cell 65 after this first packet are discarded by cell 65. Cell 65 now
transmts an acknow edgenent back to.10 announcer 60. This packet includes
the routing of the probe packet (e.gZCwsepeated by cell 62). The packet
directs cell 62 to repeat the packet to confirmits receipt. After
announcer 60 receives the acknow edgenent packet for cell 65 it determ nes
that cell 62 nust be a repeater. The 15 groupi ng devi ces causes announcer

60 t ] ' t L d [ | D nunb
of cor| B BB, VAT el Wi shRRH B ohCHE 82" bt it e
[ [ f he JK; . | | t t

AT DnossRre RS ubedh' By KR TR Byt I G dh 9 ana 6.

Anot her: ERIERG°1rS R MUt AN URC BhisO@xaRiSte, Y 'dtbuing e gicaUP! No

devi ce peated by cel esi gnating ce as a cadsing it

ook Y ST CllDs o) €0-3AeE] ORI Bores (e | ©°
nunbgr \gisthimings lowliedDey witimber described later.)
The grouping device is cohnec_ted to cell 60' by
communicating through one of its three pairs of input/output U
(I/O) lines of the cell (or the s'e.l_ect. pin) and the grouping device
reads the 48 bit ID number of the cell 60. (Different methods of
10 determining the cell':s IDs are described in -thlel.next section.) The
grouping device next generates a random bit binary number which
in the presently preferred embodiment is 10 bits. This number
functions as a group 'identification number (also referred to as
the group address) fbr'the groUp comprising thé 'announcer 60 and
15 listener 65. The grouping device checks this number against
other group IDs which it has previously assigned to determine if
the group ID has previously beeh used. 'lf-_it_ has been aiready uséd
it generates another number. (A single grouping device, for
instance keeps track of all the group IDs assigned in a single
20 home.) The grouping device programs the cell 60 designating it as
an announcer.



cells. ;I;be group formation described above is shown in Figure 8 by 5 steps
or bl oc 8%/0usreough 72. Block 68 illustrates the broadcasti f obe
packet\«( e.g., cell 60 transmits the initial probe packet to g&lrﬁc%ﬁ7§9%The
packet includes the address of a destination cell. As the packet proceeds '
t hrough the network, the packet and accunul ates the I D nunbers of those 10
cells repeating the packet (block 69). Block 70 shows the acknow edgenent
(reply) to the probe packet fromthe destination cell (e.g., cell 65). This
packet returns the I D nunbers of the re ters contained in the first

recei ved probe packet. Repeater assign packets are sent out by the 15
announcer causi ng each repeater to rebroadcast packets for the group; this
is shown by blo 71. Finally, as shown by block 72. the destination cell
such as cell 65 e&@t&j}sage%ewseam% e annNquUNGEsPENt to a group

el notal | RPARCES0 A, G o4P RUTREE in 18 SREG kb RRCR aWPicf 1 45ke Abr
eyt ce, bl ol e S oTRetl Sl S, s R, o o L2
00 59104516 T RPN 3 B oL 58 GO, Ol TSGR ™
5 to verify that the group ID has not been used.
The grouping device now determines the ID number of the
celi 5. This may be done by connecting the grouping device
directly to the cell 65 even before the cell is installed or by
othef methods discussed in the next section. (A cell and a group
(_ 10 can be assigned ASCI| 'names,.forexample, "porchlight" (cell
name) and "exterior lights" (group name). This is used to allow
selection of cell IDs or.group {Ds by accessing the ASCI{ name.
| Now the grouping device causes the announcer 60 to
transmit a probe packet. The probe packet contains the ID of cell
15 63. The packet directs all cells receiving the packet to repeat it
4 . and directs cell 85 to acknowledge the packet. Each cell
receiving the probe packet repeats it and adds to the repeated
packet its own ID number. Each cell only repeats the packet once
(the mechanism for preventing a probe _pa_cket from being repeated
20 more than once is de_sci'ibed later.)
The cell 65 receives the probe packet through numerous

routes, including those which in the diagram appear to be most



A groupi ng device assigns a cell to a group and assigns the cell's
funcwomspmusier that group. The grouping device may also S __assign a
IDto the cell. The system |ID assigned by a preinstallati 8“&5&%%@9

system
dewl ce

i's not necessarily a unique system|D. (Postinstallation grouping devices
assign a unique systemID to each system) One nethod that may be used by
preinstallation grouping 10 devices to generate a systemID is to choose a
system I D froma range of the 48 bit address and system | D nunbers that
have been set aside for use as prein@@.|ation systemIDs. Just as the cell
IDs in the range 1-1023 have been set aside for use as group |IDs and group
addresses, the cell IDs in the range 1024-2047 can be 15 set aside for use

as preinstallation system IDs. It is desirable that grouping devices

and

ot her nedireck (wiatcell G2)yiand thosebmehich adenlongerprfernexaftiplej amasyst em
| Ds as opposed to Fosti nstallation system IDs.  Since postinstallation

syt em | DeeHs bl

abdd bl isopgsugned dbat the first Iprobe packet taot 20 be

assigned in the range set aside for preinstallation system |Ds. Therefore,

| D nunbeR&rive ahLell H3topkutiensiosedirest giuter anckiis stherefere thes.
.89/ 04516 . . ) PCT/ US88/ 03909 29.
may be serefarrederouting: KASSURR thatclis|ignvin 1elh 82-0upCBY BRe

manuf act lrjcgceéi'veTshea tpyapcieqf_vﬁ{i‘gﬁ nxsnt |c|:!at""etsi ?Ha?rtﬂlépip?gbe packet was _
transmitted by cell 60, repeated by cell 62 and intended for csil
65. The other probe péékets received by céll 65 after this first
packet are discarded by cell 65.
Cell 65 now transmits an acknowledgement back to
10 announcer 60. This packet includes the routi'ng of the prcbe
packet (e.g., repeated by cell 62). The packet directs cell 82 to
repeat the packet to confirm its receipt.
After announcer 60 receives the acknowledgement packet
for cell 85 it determines that cell 62 must be a repeater. The
15 grouping devices causes announcer 60 to send a repeater
assignment backet which includes the unique |D number of cell
62, the group number and a message which informs cell 62 that it
is assigned a repeater function for the group. This causes cell 62
to repeat all those packets for the group comprising announcer
20 cell 60 and 63. Another message is sent from announcer 60 under
control of the grouping device repeated by cell 62, designating

cell 65 as a listener, causing it to act upon messages for the

\m"
Cells



devicelﬁgiétw'the manuf acturer assigns cells to groups by witing the
appr opr iy 9886 i nto the cells' nonvolatile nmenory. 5 The .

i nstal ™such a set of cells and it will operate w thout assi 5@%?@@%{”
postinstallation grouping device provided that the set of cells may
comuni cate via a single subchannel. A user may assign cells to a group at
the time cells are 10 purchased or at any other time before installation.
Such cells, unlike the case previously discussed, are not assigned to

groups by the manufacturer and are call nassi gned cells. Unassigned
cells all have the sane system|ID, a system | D nunber that has been set
aside for use only by unassigned cells. 15 The user assigns a set of

cells to a group by using a preinstallation grouping device that may be

different frexpigi¢ceN BHBeddrbs0a g:rro@tﬁoinﬁ@rrwi.)cemesg@o@glﬂin@ gevidgct urer.

Typically, such a grouping device will operate on one cell at a tine. The

operator Comﬁast Rferaberdi agnémberenumisenevindte is gidredeby ohermmbéd and
system I D and then each cell is connected to the device in turn. The

operat or cong@llgs the grouping device to assign a cell to the group whi | e
the.cell is connected to the WO 89/ 04516

‘PCT/ US88/ 03909 gr Thei ggodpviccmatitire dgsanitied) aboxie: és exrownsinc Higsre 18 byane
igroup I D and systemIDuntil it is cormmanded by the operator to generate a
new group | stems orsblocksD68 through 72. Block 68 illustrates the

| L broadcasting of the probe packet (e.g., cell 60 transmits the
initial probe packet to all cells). The packet includes the address
of a destination cell. As the packet proceeds through th‘e
network, the packet and accumulates the |D numbers of those
cells repeating the 'packet (block 69). Block 70 shows the
acknowledgement (reply) to the prbbe packet from the
destina.tion cell (e.g.,'ce_ll 65). This packet returns the 1D
numbers of the repeaters contained in the first received probe
packet. Repeater aésignment packets are sent out by the

15 announcer causing' each repeater to rebroadcast packets-for the

group; this is shown by block 71. Finally, as shown by block 72.

the destination cell such as cell 65 is designated as a listener.

There may be several types of preinstallation grouping
20 devices, for example, see Figure 28 for a device which may be
used. One type is a device that a manufacturer uses to preassign

cells to groups. ~ Another type of preinstallation grouping device



The ws§ é nstall such a set of cells and it will operate 5 w thout use
of a pos {allatlon groupi ng device provided that the spPCTpLS887b3ghocan.
connunlcate via a single subchannel. 3. Unassigned Cells G ouping and \J
Sel f - Assi gnment After Installation. Unassigned cells may create a group and
assign thenselves 10 to the group after installation in the foll ow ng
manner. The first announcer cell that is stinulated via its sensor input
(e.g., light switch) controls the group formation process. It chooses a
system I D nunber at randomfromthe ragge of systemID nunbers that have
been set aside for preinstallation grouping 15 devices. It chooses a group
| D nunber at random It then broadcasts the group ID nunber in a packet

L ansm 0 10106 oAt ReleteBE GRPHGRE o L Y EVIRE 08 aksn i 10 ot

random ,;Th I u ocess of selecting a 20 random group ID
and tesgg g'@gbéegﬁﬁprg ﬁﬁgbg Egéy in use until it finds a group ID that

e e s A S RETHE Y B8k S eSHE(eE Bowe o0 A4ERS e o
o0 ST s oy s o ey ; ey
5 assign a system ID to the cell. The system |D assigned by a
preinstallation group_ihg device is not necessarily a unique
system ID. (Postinstallation grouping devices assign a unique o
system ID to each sy.stem.) -
One method that may be used by preinstallation grouping
10 devices to generate a system ID is to choose a system ID from a
range of the 48 bit address and system |ID numbers that have been
- set aside for use as preinétallation system IDs. Just as the cel!
IDs in the range 1-1023 have been set asidé for Qse as group IDs
and group addresses, the cell IDs in the range 1024-2047 can be
15 set aside for use as preinstallation system lbs.'
it is desirable that grouping devices and other network
control devices be able to identify preins‘tallatioln system IDs as
opposed to postinstaliation system IDs. Since postinstallation
sytem IDs are generated by copying a cell ID, cell IDs should not
20 be assigned in the range set aside for preinstaliation system IDs.
Therefore, ID numbers in that range would n_of be assigned to
cells as cell iDs. | |



It maiéi for its sensing input to be stitulated, and when it is 5

stinul XOBYWMR6 cel | transmts a packet addressed to a gr oupCT/tS8803909
unassisgned cell is alistener, it listens after power-up for a packet. The
cell takes the group ID fromthe first packet it receives and assigns
itself to that group. The cell then sends a reply to the announcer cell.
This reply is not an acknowl edgenent 10 only packet; it is a packet that
identifies the cell as a listener in the group and the packet nust be

acknow edged by the announcer. This as es that all' of the |istener
i dentification packets will arrive at the announcer even though there wl|l
be contention and collisions in the process. 15 The cell that

e e TR i oo ARG B
& oup Al t orGTaHH 41y ANBoRTABBACturer. RS AR St o BiTsta)bBn, ateUPitg -

ﬁé-it ﬁf)idng S@ﬁi&‘ﬁoﬁggg&%i S miRufadluréP 4LsigniPB0fE & Grodhs' Byt Ne above
fd & gr oupeynth ah B ABHrRBrETE . EBRSIRRY Gnel clfy, Rohrb Bile e T Tl €
bnmouncd: anpedsst iy sl "lehcd KbF df SeiETAnd HIRH| opétatgepD gnee
recei ved pagk@loutCaskifiiRent by a postinstallation grouping device

~ provided that the set of cells may 'cbmmunicate via a single
subchannel. ' '
A user may assign celis to a group at the time cells are
(_ 10 purchased or at any other time before installation. Such cells,
unlike the case previously discussed, are not assigned to groups
by the manufacturer and are called unassigned cells. Unassigned
cells all have the same system ID, a system ID number that has
been set aside for use only by unassigned_cells. |
15 The user assigns a set of cells to a group by using a
1 preinstallation grbuping device that 'may.be different from the
- preinstallation ‘grouping device used by a manufacturer.
Typically, such a ‘grouping device will operate on one cell at
a time. The operatbr com.mands the_ grouping device to generate a
20 new group |ID and system ID and the'n' éach' cell is connected to the
device in turn. The operator commands the grouping device to

assign a cell to the group while the cell is 'connected to the



two events, the event that occurs first determ nes the subsequent actions
of the announcer cell. If the cell is stinulated first, it controls a group
fornﬁ‘t@&/oﬂﬂﬁcess just as in the above exanple. |f the anpeypcsis, (?.ﬁblf (00
receives a group packet first, it joins that group as an announcer t then
sends a packet to the group announcer requesting configuration information
about the group (group size, nunber of announcers,etc.) and the assignnent
of a group nmenber number. = WD 89/04516

PCT/ US88/ 03909 33 C. METHODS OF | DENLLEYI NG A CELL FOR GROUPI NG I n order
for a grouping device to go through steps necessary to forma group or
add a cell to a group, it nust know the IDs of the cells to be added to the
group. The grouping device 5 then uses those cell I1Ds to address comands

B?OLB?@%Q@"@@WCEQ THe Soiire Rvize, 438075, RO I Seln ot ot
&?["Fﬁ'i’%e ?f%&‘maﬁa?%%'ﬁpﬁ?rﬁ'“ﬂ' 808 LR AR, b e SRR 00 0 e [

used. T 'éX‘léW I);sqéh-pﬂg on conmmuni cations and | evels of -
_security are not criti to t esent 1 nvention. The follow ng exanple

assunes that 'Fﬁesﬁgéf'ﬁ'lé pﬁmgﬂuwéhaéesen ol aels éﬁdeerPLd:%ratét may be |
i npossible for a grouplng device to conmunicate with instal
5 without use of a postinstaliation grouping device provxded tha‘
the set of cells can communicate via a single subchannel.
3. Unassigned Cells Grouping and Self-Assignment After
Installation, |

Unassigned cells may create a group and assign themselves

10 to the group after installation in the following manner. ' U
" The first announcer cell that is stimulated via its sensor
input (e.g., light swifch) 'controls the group formation process. It
chooses a system [D number at random from the range of system
ID numbers that have been set aside for preinstallation grouping
15 devices. It chooses a group ID number at random. It then
broadcasts the group ID number in a pabket that requests a reply b
from any cells that are members of that group. |f the
transmitting cell receives any. such replies, _it chooses another
group ID at random. The cell continues this process of selecting a
20 random group 1D and testing to see if it is aiready in use until it
finds a group ID that is unused in the syétem in which it is
operating. '



15 celbﬁ)%ghﬁgf t he groupi ng device has the systemkey (system I D and
encrypti on kKey 3 1. Direct connection to the cell. The gr oPQTNES88203909
may b onnected to an 1/Oline of the cell package and then send a nmessage
to the cell requesting its ID. 20 Physical connection can be used to find
acell's IDeither before or after the cell is installed. Known means can
be used (e.g., a fuse WO 89/ 04516

PCT/ US88/ 03909 or a progranmed di sable c%gnand) to allow a user to disable
this function in an installed cell to protéct the security of the system

2. Selection of the Cell Through Use of Special Pin The user may use.the
groupi ng device or sone other 5 selection device to physically select the

cell by stimlatifg fnellsiahddutsh'd dduINA0RAGN 8RS IRbERAIRF e Ve t he

sel ection function. ?He groupi ng geV|ce connunlcgpes Wt t hr ough

the normal cREBYAMMBLOEE e aRtonAldentiies ﬁgrfgﬁlegaﬁt gE it eduest! ng

that all sele cel'l's reply w't their - one cel sel ected
so_only thatiseehér \Wrl hnraﬁhbuh@e?.helfrwqmasd?ﬁﬁétljlcééll 58! sﬁt??ﬁoeﬁeee_e used

to find a cell's ID either before or after the“cell is installed. Again, a
means can bt pyaits dfst ite sehneing inpet foo bl ssthheldteds arét wherd at gsot ect

the security of the system 15 3. Query Al Nanes of Previ ously G ouped
Cel I's 1t5i s spgmuhgtddi nthehicellexaamdmits hat padket dddregsed avda” gedup.
If an unassig‘ne_d cell is a listener, 'it listens after power-up
— for a packet. The cell takes the group ID from the first packet it
receives and assigns itself.to' that group. The cell then serds a
reply to the announcer cell. This reply is not an acknowledgement
(, 10 only packet; it is a packet that identifies the cell as a iistener in
the group and the packet must b.e acknowledged by the announcer.
This assures that all of the listener identification packets will
arrive at the announcer even though there will 'be contention and

coilisions in the process.

15 The cell that transmitted the group. announcement builds a
A\ list of group members as éach reply comes m It then sends a
. packet to each listener assigning that listener a group member
number.
4. Unassigned Cells Joining Preexisting Gr fter Installation.
20 Unassigned cells ‘may be _addéd to existing systems and

assigned to a group in a manner similar to the above method



names have been previously assigned to the cells. For this nethod, the

gr ouN @ e queries all of the cells in a systemto report thelr group
and cel Iggﬁgrgnlads: (ASCI I nane). The user scrolls 20 through Eﬁé"%ag{ p399p oLduUp
names by using the grouping device. The user selects the nane of the group
that is believed to contain the target cell. The grouping device displays
t-he nanes of all of the WO .89/ 04516 - '

PCT/ US88/ 03909 35 cells that are in the group and their assigned tasks

(announcer, listener, repeater). Theégser sel ects the nane of the cell that
is believed to be the target cell Zhe selected cell is an announcer,
the grouping device 5 pronpts the user to activate the announcer by
stinmulatingits input. For exanple; if the cell is attached to a |ight

switch, the user turns the S ch on and of f. The cell sends announcenent
packets (BSewesed dipSettiangBoapPNg. ddVilistenestieins tbet systesmmand cat i ons

h | d di h d, b h d f
Che ‘act i GABKR Bt ensaME MEE 38 i Sartan & ABONS: | ot ener ool | the

i d ds ket t | | d nb *
Dunber o2t or i D38 SafVE SxAmaTs, e “dnhe 55?2%5350%{&5 stirgulaigdimi o, i 1
th |1 t.rol t i w1, flash d.off h 1 |1
the user ¥ f%nvé?§$95?héﬁBH_e«_ r&eﬂ Jufdtsithed, aribilihr Wl toncltyr s ng
devicg sedsdt '?r‘?ﬁﬁ?tst{fﬂﬁld}ﬁ:rgré’l“'?tsaWsFEt@?:%:ved packet. Of those

two events, the event that occurs first determines the

>
subsequent actions of the announcer cen
if the cell is stimulated first, it controls a group formation
process just as in the above example. If the ‘announcer cell
U'

10 receives a group packet first, it joins that group as an announcer.
It then sends a packet to the group announcer requesting
configuration mformatuon about the group (grouo size, number of

announcers,etc.) and the as&gnment of a group member number.



nunber s f@r ?q%gressi ng) to the target cell wth a command for the target
cel l t.ow 8 19s cell ID. The groupi ng device now knows thpctrarsss/osdgeand
can pr\e(feed with the group assignment 20 process. Querying nanes i s used
to find a cell's ID before or after the cell is installed. WD 89/ 04516
PCT/ US88/:03909 4. Stinmulate Goup. This nethod is used in a network in

whi ch group and cell ASCIlI nanmes have been, assi gned. The user commands: the
groupi ng device to wait for the next gr &announcem&nt. Then the user 5
stinul ates the announcer in the group of interest. For exanple, if the
announcer is a light switch, the user throws the switch. The grouping

devi ce hears the announcenent packet and extracts the group ID fromit. The

the. oroupt n-cME A0S SRIBERHRY NG ohy CBLL OB BAOURNGE o °™°' ™

commndi g L {2 SO o It iy o Lokl e g el S

Now Usi ng- ¢ RECEGE8ES WPDIOTREE TSUR 5 Hok: & SUF 8 BrowPh BaBkst MPWhe

T erest i s ThBURE OfHbec8lE Sl be; Botindt o' thé 8o, THE gduing Gelite'

5 then uses those cell IDs to address commands to the cells during

the grouping pr_ocess.' The méthods that a user with a grouping
device may use to obtain the cell !Ds are listed below. Note that
" a grouping device or other control device's ability to cemmunicate
with a cell in the following exampie may be. limited by security'

.\/ 10 procedures if used. The security procedures, limitations on
communications and levels of security are not critical to the
present invention. The following _example assumes 'thét no
security procedures are in place. In particular, it may be
impossible for a grouping device to communicate with installed

15 cells unless the grouping device has the system key (system ID

"/ _  and encryption keys.)

1. Direct connection to the cell.
The grouping device may be connected to an I/O line of the
cell package and then send a message to the cell requesting' its 1D.
20 Physical connection can be used to find a cell's ID either before or

after the cell is installed. Known means can be used (e.g., a fuse



nane and the groupi ng device, knowing that cell's I D, can proceed mﬁth the
gr oupv@Rerasrent process. 20 If a user elects, the ID of the ce

be verifi ,ed before proceeding with the grouping procedurepcfﬁ‘es$%93f‘3l9ﬂn ﬁy
procedure is used to verify that the IDis for the target cell. WO

89/ 04516 PCT/ US88/ 03909 37. If the
selected cell is an announcer, the grouping device pronpts the user to
activate the announcer by stinmulating its input. For exanple: if the cel
is attached to a light switch, the user turns.the switch on and off. The
groupi ng device is then able 5 to discover the group address and nenber
number of the cell. If the selected é#f. is a |listener, the grouping device
sends packets to the cell (using the group and nenber nunbers, for

addr essi ng) _conmandi n .o o e its outpu For exanple, if the cel
control s g 2iRg ram@%c’ §a§\fq I %Im@@rﬁ‘q}n Qar%l Q¥fa USes tqodlsélbﬂ%vf@ls he user
to verify that he has sele d_t corr % . 5. Sti ?se Announcer .

Thi s met HEEEHRN LA, tﬁ@?&o i og Chdhgr S8SUWRY c6f | thessystemres have
been assipgne ounRc e bgen ass d. The grouping*®
device s dsgéig;éw ?3 gﬁ? géj"cmtrgl'ﬁﬁ Q% ﬁogPe&Sﬁﬂ;ﬁm ng each
announcer to e tlne it is _
stinmul at ed. Tﬁlgﬁ%ﬁi(;sﬂeg'lt ﬁgafﬁécéhfﬁhﬁbmﬁ%\h?ﬁ gﬁégrm%] fmul ate the i
annolgiCeielection device to physically select the cell by stimulating a |

cell ihput pin that has be'en designated to serve the selection

function. The grouping device communicates with the cell ~
through the normal communicaticns channe‘s and sends a
broa_dcast ‘message requesting that ali selected cells reply with
10 their ID. Only one cell is selected so only that cell will reply to .U
the request. Physical selection can be used to find a cell's ID
either before or after the cell is installed.' Again, a means can be
provided to allow a user to disable this feature to protect the
security of the system.
15 3. Query All Names of Previously Grouped Cells _
It is assumed in this example that ASCIl "groups" ana "cel!" A4

names have been previously assigned to the cells. For this
method, the grouping device queries: all of the cells in a system to
report their group and cell names (ASCIl name). The user scrolls

20 through the list of group names by using the grouping device. The
user selects the name of the group that IS believed to contain the

target cell. The grouping device displays the names of all ¢f the



by activating its sensed device; for instance, turn on a light switch for a

| i ght  sypt ouncer. Since the user will 20 stinulate only one ) _
announeer, ( € grouping device will receive only one packet PMIYhS88/83909 | D.
WO 89/ 04516 ' PCT/ US88/ 03909

There is a chance that another announcer ceil wll be stinulated at the
sane tinme. Perhaps soneone else throws a light swtch or a tenperature
sensor detects a tenperature change. The user may want to verify that the
ID received is for 5 the correct cell. To verify that the cell IDis the
correct one, the user goes through the2@nouncer stinulation process a
second time and verifies that the sane results occur. 6. Toggle Listener
This nethod is used in a network in which no group or cell 10 nanes have

been assi gn@?] ; i aﬁ? t ' cells
that are |is é%gggt%‘%]gg[‘g’%ﬁﬁﬁﬁhgr‘re _ ?héés%r"@%g(%#ﬁa?@@%e_ s'to
limt the nyeeerofrepldtry. ePTHENGsEP delBciyrdkat na %fn%hﬁncélp thiat fgBsk to
limt replies to a subset ‘of the possible cell |Ds. en the groupl ng

devi ce has ggnevegeth dSthe itggq]gf ckilstener IDs, it ‘allows the user to
toggl e each listener, causing the listener cell to turn its output on and

observes the targer ool togolna e ot it e e e ¥ hen dent i 1 ed
the cel 5 toptcﬁmpgsoﬁm' ngsde\%gcgggm;testtﬂ:a;l;mw&u\shey{ Bt;;e!a%htgg e
input. For example; if the cell is attached to a light switch, the
user turns the switch on and off. The cell sends announcement
packets to the group. The grouping device listens to the
communications channel and discovers the group and member
numbers or other codes of the activated énnouncer..

lf the selected cell is a listener cell, the grouping device
sends packets to the cell (using the group and_ member numbers
for addressing) commanding it to toggle its output. For example,
if the cell controls a light, the light will flash on and off. This

15 allows the user to verify that he has selected the correct cell.

,(W

The grouping device sends a packet (using group and member
numbers for addressing) to the target cell with a command for
- the target cell to return its cell ID. The grouping device now
knows ghe target ID and can proceed with the group assignment
20 process.. |
Querying names is used to find a cell's ID before or after the
cell is installed. | |



20 operation. WD 89/ 04516 PCT/ US88/ 03909 39 D. PACKET FORMAT Each

packe¥ O 8%0st6t t ed by a cell contains nunmerous fields. For g& ¥
format used for group announcenents is shown in Figure 6.fzﬁﬁg$£ gﬁéh W/

formats are set forth in Appendix A 5 Each packet begins with a preanble
used for synchronizing the receiving cells' input circuitry (bit synch).
The particul ar preanble code used in the currently preferred enbodi ment is
described as part of the three-of-six conbinatorial codes (Figure 9). A
flag field of 6 bits begins and ends each of the packets. The 10 fl ag
field code is also described in Figur&. As currently preferred, each of
the cells reads-in the entire packet, does a cyclic redundancy code (CRC)
cal cul ation on the packet except for the contention tiner field and

conpar es4t hatStiasuldteni Ghotpe CRC field of the received packet. The ALU 102
of 15 Figure 12 has hardware for cal cul ating the packet CRC and CRC

Veri 1ad foran noom ng packer Lhe packet 1o gl Sonqed Ame Srtker QR ¢
field i s ASCHi names tiaveubeendassigaedcoMhe usericommnizhds thé igriodpingr
transm ssion in a 3-of-6 code 20 wusing the encoding of Figure 9. (For the
r emai ndedeyicelitocwsait dor the next group anncuncement. Then the user
5 stimulates the announcer in the group of interest. For example, if
the announcer is a light switch, the user throws the switch. The
grouping device hears the annocuncement packet and extracts the
group 1D from it. |
The user may verify that this group ID is for the desired
10 group by causing the grouping device to send packets to all of the | v
group listeners commanding them to toggle their outputs. The
user verifies that it is the desired group by observing the aciions
of the listener cells (for example, if the group consists of
lighting controls, the light flashes). |
15 Now using that group ID. tﬁe grouping device broadcasts a
packet to the_ group reduesti_ng that each celllrep.ly with its cell o
name until the cell of interest is found. The ﬁser selects that
name and the grouping device, knowing that cell's 1D, can proceed
with the group assignment process.
20 If a user elects, the ID of the cell may be verified before
proceeding with the gr_odping procedure. The following procedure

is used to verify that the ID is for the targét cell.



of packet fields in this sectlon t-he field | ength is described prior to
encodi ng' A8P48He 3-of -6 conbi nat orial “codes of. Figure 9.) Us3¥3909

89/ 0456 PCT/ U888/0 909 40 the
currently preferred enbodinment the CRCis a CCTT standard al gorithm

([err]+[err]+[err]+ 1). The systemIDis a 32 bit field as currently
preferred. The 5 other 16 bits of the 48 bit system|ID are included in the
'CRC calculation but not transmitted as part f the packet (Figure 29). The
link address field is a 48 bit field. this field is all zeroes the
‘packet is interpreted as a system w de broadcast which is acted upon by al
the cells. For instance, a probe packet 10 has an all zero field for the

ar oupaddr esses. hane secidFed 18 BhoBRGS “ﬁ\“&%&héﬂ&@étﬁﬁg""d viges
contal e Pits L er, 18 5sFkle e HREA A e 0
o 2 i Fﬁmnﬁp@eddf fre, TG mwgﬁd%m&ﬁastk
;gg;a?it g:]alor é‘Js i ts %rthae-r eI d (or ogf[ ﬁ“%ﬁ%@‘j&” Bﬁgiecg ?so"{’\l'}%lhl l% hé
10 20 Pit3o08istBIet 'tHRY gf‘é@b ha&Rrds afld mbmbler’ RERMET 8f &ﬁ@kegupperat es
| It the selected cell is a listener, the grouping device sends |
packets to the cell (using the group and membef numbers, for
addressing) commanding it to togg-le its output. For example, if
the cell controls a light, the light will flash on and off. This
(_ 10 allows the user to verify that he has selected the correct cell.
5. Stimulate Announcer. |
This method is used in a network in which no group or cell
ASCll names have been assigned but announcérs. and listeners
have been assigned. The grouping device sends a packet to all
15 cells in the network commanding each announcer to broadcast a
\/ . packet containing its 1D the next time it is stimulated. The
| grouping device then prompts the user to stimulate the announcer
by activating its sensed device; for instance, turn on a light
switch for a light switch announcer. Since the user will
20 stimulate only one annbuncer, the grouping device will receive
only one packet with a cell ID.



upon this field if the cell nust wait to transmt the packet. If packets
are We 89y04318nsm-tted by other cells a cell nust wait to 16
PCT/ US88/ 03909 transmt its packet, the tine it waits is ?%E#%%@B%g@g o/
counting down the contention timer field. The rate at which this field is
counted down can be programed in a cell and this rate is a function of the
type of network. The field starts wth a constant 5 which nay be sel ected
by the type of network. Each cell repeating the packet counts down from
the nunber in the field at the tine g@gspacket Is received. Therefore, if a
packet is repeated four tinmes and if each of-the four cells involved wait
for transmtting, the nunber in the contention field reflects the sum 10

of the times waited subtracted froma constant (e.g., all ones). \Wen the
contention ti MHerel ¢4 d reterive thht arvsthes, anheunekl o#i twiflgbko transmit the
packet discards the packet rather than transmt it. Thi's prevents ol der
packet s ftimulated vanghensaina tignént Serhapsdsemdmnaceisentwows ket . 15

As nentioned, the contention tiner has its owmn 6 bit CRCfield. If the
cont ent i tighti switchi @rdavtemperature¢sensahaegiectsta Getnperatyrecket CRC
coul d not be conputed until a packet could actually be transmtted. This
woul d r eghangenanyheauset anagnwant toheetifysthatthei thosasived isefare a
transm ssion. To avoid this 20 problema separate CRC field is used for

t he dont ¢heioorrectegell. To verify that the cell ID is the correct one, the

user goes through the announcer stimulation process a second
time and verifies that the same results'occur'.
6. Toggle Listener '

This method is used in a network in which no group or cell

10 names have been assigned. The grouping dev_ié.e broadcasts a U_

packet that queries cells that are listeners to reply with their ID.
The grouping device needs to limit.the humbef of cells replying so
the packet contains an ID bit mask to limit replies to a subset of
the possible cell IDs. When the grouping device has developed a

15 list of listener IDs, it allows the user to toggle each listener,

| causing the listener cell to turn its output on and off. The user v

continues fhrough the list of listener cells until he observes the
target cell toggling its output. | The user has then identified the
cell to the grouping device and it can proceed with the grouping

20 operation.

&



field. If the contention tiner field cannot be verified by its 6 bit CRC
t he pacWeé 89/64sii6scar ded. WO 89/ 04516 S

PCT/ U388/ 035509 The hop count field records the nunber of hOF?CU'LSSS/03909
retransm ssions that a packet takes before arriving at its destination.
This 4 bit field starts with a nunber which is the maxi rum nunber of
retransm ssions allowed for a particular 5 packet and is decrenented by
each cell repeating a packet. For exanple, in a packet originated by a
group announcer the starting "hop" coun%Cfs t he maxi mum nunber of
retransm ssions that the packet nmust undergo to reach all of the cells in a
group. Wien this field becones all zeroes, the packet is discarded by the
cell, O rather than being retransmtted Therefore, 16 hops or

fiel d provides the Iink protocoP-sRAGKRS HARMAR biis This field is
The. andor pseudbaEan B GERSTORY oyha el GorB4Els imbBi S RER" whi o
acher " 5ot Wbl PRSI AL MR8, B el SaRbl eI, WA
DI ok Boe", 010, BAEla) Tty AL o ity WLAGBRRE £, L0 )¢
with engrypEheR Wagket ibeginst with R2préamitsiet OsB8 for synchronizing the
p receiving cells' input circuitry (bit synch). The particular

preamble code used in the currently preferred embodiment is

described as part of the three-of-six combinatorial codes (Figure

9). A flag field of 6 bits begins and ends each of the packets. The
10 flag field code is also described in Figure'Q.

- As currently preferred, each of thé cells reads-in the entire
packet, does a cyclic redundancy code (CRC) .calculation on the
packet except for the contention timer field and compares.that
result with the CRC field of the received packet. The ALU 102 of

15 Figure 12 has hardware for calculating the packet CRC and CRC
registers 130 for storing intermediate resﬁlts. 'If the packet CRC
cannot be verified for an incoming packet, the packet is
discarded. The packet CRC field is 16 bits as calculated, then
converted into 24 bit fields.for transmission in a 3-0f-6 code

20 using the encoding of Figure 9. (For the remainder of discussion
of packet fields in this section, the field length is described prior

to encoding with the 3-0f-6 combinatorial codes of Figure 8.) In
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The wiexsspedsieontrol field (4 bits) indicates routing typ ] ype,
PelnaREshe O

for instance, network control, group nessage, probe nessa

source address field (variable size) contains, by way of 5 exanple, the 48
bit I Dnunber of the cell originating a packet. For a probe packet this
field contains the I D nunber of the announcer. For an acknow edgenent the
field contains the ID of the |istener. For a packet addressed to a group,
this field contains the source cell'@Cyroup menber nunber. 10 The
destination list is described in conjunction with Figure 7. The nessage
field is variable in length and contains the particul ar nessage being
transmtted by the packet. Typical nmessages are contained in Appendix B. In

cach cont SRaETA] AratefaHcSmactie® dhe "BEE R, BT ‘Whlinnbbd e

once a q&@ggﬁkﬁp{orned, wll, for instance, is used by announcer 60 to tel
| i stener t urn-on a light, etc. The encryption field, when used,

cont ai ns ;(tasq_i)gsm_gexlag 0 wverify the authenticity of an encrypted packet ”
~typicall hi's portion of ‘a packet is not changed when a packet is

repeat ed. The system ID is a 32 bit field as currently preferred. The
5 other 16 bits of the 48 bit system ID are included in the CRC
calculation but not transmitted as part f the packet (Figure 29).
The link address field is a 48 bit field. When this field is
all zeroes the pécket 15 interpretedl as a system wide broaccas:
which is acted upon by all the cells. For instance, a probe packet
10 has an all zero field for the link address. Group addresses are b
contained within the link address. For group addresses the first
38 bits are zero and the remaining I0 bits contain the group
address. (The cell ID numbers assigned at the factory mentioned
earlier range from 1024 to 248 since 210 addresses are reserved
15 for groups.) The link address, in some casés_.- is an individual's ]
cell's address. (For example, when a cell is being assigned the b4
task of repeater or listener.)
The contention timer is a 10 bit field with an additional 6
bits for a CRC ﬁ'eld (or other check sum) used to verify the 10
20 bits of the timer field. Each cell which reﬁeats a packet operates
upon this field if the cell must wait to transmit the packet. If

packeis are being transmitted by other cells a cell must wait to



Vel | - known encryption techni ques may be used. WO 89/ 04516
PCT/@&'I)@BM@;GThe bracket 99 .of Figure 6 represents the portion of a _
packel” whi ch remains unaltered when a packet is repeated. TRETA $3840398%ar e
used to limt repeating as will be described in conjunction with Figure 8.
5 The destination list field of the packet of Figure 6 is shown in
Figure 7. The destination list begins with a 4 bit field which indicates

t he nunber of menmbers in a group designated to receive a nessage in the
packet. Therefore the packet can be directed to up to 16 nenbers of a
group. The nunber of each of the menber@{10 within the group is then
transmtted in .subsequent 8 bit fields. The group nunber contained in the
| i nk address and nenber nunber contained in the destination list forns an
address usdBnMiloilse\pankatadihe dime ihovaitsuis iindicatedd byl fcdurting '
destination nunber is zero, the packet is_addressed to all rrenbers of the
15 group. dawn sthe ganteation juser Hield: i eThecmateaiatswihtieh | thisf fieke is

recei ving cel S?ﬁ @ppendl x.A). E. MECHANI SM FOR PREVENTI NG REBROADCASTI NG
OF CERTAI NG8 A&B{éﬁ oWnaGapr B amrﬁmmd el cellhangdr e natekista are

repeal ed OQuXcﬂggeo?yth Gpgfo hr?et%érlks a'rl'hgr futePc? s%g(;tksawnltﬁ Iané:éhg'lcalr%/t
5 which may be selected by the type of network. Each cell
repeating the packet counts doWn from the number in the field at
the time the packet is received. Therefore, .if a packet is
: repeated four times and if each of the four cells involved wait for
ransmitting, the number in the contention field reflects gpe sum
10 of the times waited subtracted from a constant (e.g., all ohes).
When the contention timer field reaches all zeroes, the cell
waiting to transmit the packet discards the packet rather than
transmit it. This prevents older packets_'from arriving and being
interpreted as being a new packet.
15 As mentioned, the contention timer has its own 6 bit CRC
N dield. |If the contentioh.timer field were included in the:.packet
- CRC, the packet CRC could not be computed uﬁtil a packet could
~ actually be transmitted. This would require many calculations in
the last few microseconds before a transmission. To avoid this
20 Problem a separate CRC field is used for the contention timer
field. If the contention timer field cannot be verified by its 6 bit
CRC, the packet is discarded. o



WO 89/ 04516 PCT/ US88/ 03909 broadcast. A special mechani sm progranmmed into
each %§ t he ceIIs allows the cells to recogni ze packets which it has :
recent 9 Wed. First, it should be recalled that as eaPCTeEE88/03909
transmts, or 5 retransnlts a packet, it calculates a packet CRC field
whi ch pLecedes the end flag. For packets that are repeated, a new CRC is

needed 'since at |east the hop count will change, requiring a new packet CRC
field for the packet. This CRC field is different fromthe CRC field
di scussed in the next paragraph. 10 As each packet requiring

repeating is received, a repeater CRC qu@ber is cal.culated for the fields
extending fromthe beginning of the link control to the end of the
destination |ist as indicated by bracket 99 of Figure 6. As a cell

Circurar Tist 19 OR AL HBR T8FeRdS dhe HERRRAE: R4 ol endy "stor ed.
?ﬁ??iégaﬁéﬁa%%é‘%%éﬁ%?’f?%?ﬁ%#’“ﬁf S eReopIaR Vg s ench |
PRCie! 0" TN AT SN FBId sasts S 4 on (b BRI dnkor e
et %a&@eeﬁuﬂm 7 TR rBRS oWl (B4 eBiaRd v 1
5 packet and is decremented by each cell repeating a packet. For
example, in a packet' originated by a group announcer the starting
"hep" count is the maximum number of retransmissions that the
packet must undergo to reach all of the cells in a group. When this
field becomes all zeroes, the packet is discarded by the cell,
10 rather than being retransmitted Therefore, 16 hops or o
retransmissions is the limit as currently implemented.
The link control field provides the link protocol and
consists of 8 bits. T-'nis' field is discussed in a subsequent section
covering other layers of the protocol.
15 The random/pseudo random number ﬂeld contains an 8 bit
random number which is generated for each packet by the cell A4
originally transmitting the packet. This number is not
regenerated wheri a packet is repeated. This number is used as -
will be explained in conjunction with Figure 8 to limit
op rebroadcasting of probe packets; it also may be used in
conjunction with encryption where the entire packét is to be

encrypted.
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stored 1 {%{51@ he new repeater CRC results are stored as i p@iTyEsE88/08909
bl ock \#¥3c and the packet is repeated. On the other hand, if the nunber is
found then the packet is not repeated. As presently inplenented, 8 nunbers
are stored in acircular list, 5 that is, the ol dest nunbers are di scarded
as new ones are conputed. The use of the repeater CRC cal cul ation
associated with the field 99 and the use of the circular list will prevent
repeating of a previously rebroadcasted ,pagcket. Note that even if an
announcer 10 continually rebroadcasts t sanme sequence of nessages, for
exanpl e, as would occur with the continuous turning on and turning off of a
light, a cell designated as a repeater will rebroadcast the sane nessage
since the packet Tbet aetwogk neastrgbSielgpéar bitsy indicatasrroutingritiypei ort r ue
because the 15 random nunber sent with each of the identical nessages wl|
presunabl y tpackets rrew for instancs., NetWeoRe GorRtrahcerouRr Mmessage. prekeves
the same nmessage included within the same field 99 (same random nunber),

t he packet WNERSADS, sage will not be rebroadcast. This is particularly

2bove, the. broadclbe BOUFRE ARRESS JEICWGTARE BRS) CANIAIBSndDMVRY Of -
otherw SE thee)?/ar%a e,e?tr\"e) 48 bit ID number of the cell originating a packet.
| For a probe packet this field contains the ID number of the
~ announcer. For an.acknowledgement the field contains the ID of
the listener. For a packet addressed to a group, this field
éontains the source cell's group member number.

< 10 The destination list is described in conjunction with Figure

The message field is variable in length and contains the
particular message being transmitted by the p'acket. Typical
messages are contained in Appendix B. In the case of a probe

15 packet the field includes the routing; that is, each cell repeating |
|\ includes its |ID number to this field. The messages, once a ¢roup
is formed, will, for instance, is used by annocuncer 60 to tell
listener 65 to turn-on a light, etc. |

The encryption field, when used, contains 16 bits used to

20 verify the authenticity 6f an encrypted .packet typically this
portion of a packet is not changed when a packet is repeated.

Well-known encryption techniques may be used.
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per i W 89/04516e, causi ng unnecessary traffic in the netvvorlytﬁr
THREE- OF- S| X- COVBI NATORI AL CODI NG | n many networ ks using 't

SRR Those

transm ssion of 5 digital data, encoding is enployed to enbed tim ng
information within the data stream One w dely used encoding nethod is
Manchest er codi ng. Manchester or other coding may be used to encode the

packets described above, however, the¢goding described belowis presently
preferred. 10 A three-of-six conbinatorial coding is used to encode

data for transmission in the presently preferred enbodi nent.
grouped into 4 bit nibbles and for each such nibble, six bit

All data is
s are

transmtted. JThese six bits aldﬁmays have three ones and three zeroes. The

transni ssi on 6Net RFaeken8s ah

every six bits allows the input circuitry of the cells to
synchr orR3@kel Mhic y%ﬁ?'%d‘ﬁ't%t?f@@owqgt% r $nfeRea
.th the |/.0 sectiaon. Al so_on

iIgWreco egRr@sants shiee postiogo@bighat i on i n

iclﬂyy becone

wi These

di i ti 1k ) X h i zed t

ot St Fiels® GR0 o8kt il rBReatSg a5, Wil oh BRsRrBEd iRc Lony to
i nt ai e . . Th i ght hand -col f Fi 9 lists th

o hoos BUEA with Fignre 811 nt Tor na ahore 5 ot the bi s are ones s

-

It patterns where 3 of the bits are ones and.

3 arg zeroes. Thy GRS CREY TS tHE SREKESRINEIgie?8Pid shown

in Figure 7. The destination list begins with a 4 bit field

indicates the number of members in a group designated to

which

receive

a message in the packet. Therefore the packet.can be directed o

up to 16 members of a group. The number of each of the m

embers

10  within the group is then transmitted in subsequent 8 bit fields.

The group number contained in the link address and member

number contained in the destination list forms an address

used to

convey messages once the group is fbrmed. If the destination

number is zero, the packet is addressed to all members of
15 group. For some backet types this field contains the ID of

receiving cell (see Appendix A).

the

the

E. MECHANISM FOR PREVENTING REBROADCASTING OF

CERTAIN PACKETS
20

As previously mentioned, the probe packets are repeated

only once by each of the cells after the packet is initially
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patt ertWe8%04816d to the three-of-six pattern is shown. For

biq t he
cell “$ to transnit the nibble 0111, it is converted to théﬁ%ﬁ@Bgééﬁ%éﬂ
010011 before being transmitted. Similarly, 0000 is converted to 011010
before being transmtted. 5 When a cell receives the 6 bit patterns, it
converts them back to the corresponding 4 bit patterns. There are 20
three-of-six patterns and only 16 pos igge 4 bit conbinations. Therefore,
four three-of-six patterns do not have ' Corresponding 4 bit pattern
assignnments. The three-of-six 10 pattern 010101 is used as a preanble for
all packets. The flags for all packets are 101010. The preanble and flag
patterns are particularly good for use by the input circuitry to establish
dat a syncloroadzast.onAsspecial medanisme peageamimedsintd oeacktot bieebasi ¢ dat a
rate. The two three-of-six patterns not assigned can be"Used 15 for
speci al caedist atlowvsarthe eellsudoi erOgMNEEo RHCKES, whick! it paspaeesntly packet
generally in integral nunber of bytes and each nibble is assigned a 6 bit
pattern béepea@téfansni ssion. The preanble and flags are then added. The
‘circuitry for c nver;ing fromthe 4 @%£ Eattern to the 6 bit 20 patterns
and conversel y,Firsh gosherld Re rresalies thabias wack ee!l (isapsmits.nor

tt i h in_ Fi 4 and 15. ,
ba ergs Irsetrsanos\/\rgitle,na bggﬁgﬁ ljt cgf'cula?es a packet CRC field which

precedes the end ﬂag.: For packets that are repeated, a new CRC

~ is needed since at least the hop count will change, requiring a .
new packet CRC field for the packet. This CRC field is different
from the CRC field discussed in the next paragraph.

— 10 " As each packet requiring repeating is received, a repeatef

CRC number is calculated for the fields extending from the
beginning of the link control to the end of the destination list as
indicated by bracket 99 of Figure 6. As a cell rebroadcasts a
packet it stores the 16 bit repeater CRC results in a circular list
15 of such numbers if the same number is not already stor'ed.
P However, the packet is repeated only if the circular list does not
contain the repeater CRC results calculated for the field 99.
Therefore, as each packet is received'which requires
repeating, the CRC is computed for the field 99. This is shown by'
20 block 73a of Figure 8. This number is compared with a list of 8
numbers stored within the RAM contained within the cell
indicated by block 73b. If the number is not found within the



WO 89/ 04516 PCT/ US88/ 03909 COMMUNI CATI ON
AND CnO L A Overview of the Cell 5 Referring to Figure 10, each
cel | incP?dogg:%l mul ti processor 100, input/output section 18CTI4E88/A3909r ./
115 and associated timng circuits shown specifically as oscillator 112,
and ti mmg generator I1l. Also shown is a voltage punp 116 used with the 10
menory 115. This cell is realized with ordinary integrated circuits. By way
of exanple, the multiprocessor 100 rmay be fabricated using gate array
technol ogy, such as described in U SHeatent 4,642, 487. The preferred
enbodi nent of the cell conprises the use of CMOS technol ogy where the
entire cell of 15 Figure 10 is fabricated on a single silicon substrate
as an integrated circuit. (The multiprocessor 100 is sonetines referred to

in the sistoréchmurabens; hthgmewsrepdatebcCRS aiskittd, aré $tdrédnagti processor,
specifically four processors.) The nultiprocessor 100 is a stack oriented

pr ocessoindigated By bibckr 73etandfthecpasket s r@peatedyi @mathienptigr to an
arithmetic logic unit (ALU) 102. The ALU 102 conprises two separate ALU s
in the phafshtifyther eumbed isdfoumdntiten the packet Ggist repeated. As ’
PCT/ US88/ 03909 50, The nenory 115 provi des storage for a total of 64KB in
t he presently implemented, 8 numbers are stored in a circular list,
5 that is, the oldest numbers are discarded as néw ones are
computed. | _ |
The use of the repeater CRC calcu!ation. associated with the o
field 99 and the use of the circular list will pfevent repeating cf
a previously rebroadcasted packet. Note that eveh_ if an announcer
10 contihually rebroadcasts the same sequence of messages, for v
example, as would occur with the continuous turning on and
turning off of a Iighf, a cell designated as a repeater will
rebroadcast the same message since the packet containing
message'.s appears to be different. This is true because the
random number sent with'each of the identical messages will
presumably be different. However, in the iﬁstance where a cell )
receives the same message included within the same field 99 )
(same random number), the packet with its rﬁessage will not be
rebroadcast. This'is particulariy true for probe packets. Thus, for
20 the establishment of groups discussed abové, the broadcast probe

packets quickly "die out" in the network, otherwise they may echo



currently preferred enbodi nent, although this particular size is not

critical,, One portion of the nenory is used for storing instructions (ROM
code M /?ﬂgl fhext portion of the nmenory is 5 a random acB€TA SES/AAD9
115b mhlch conprises a plurality of ordinary static nmenory cells (dynamc
cells can be used). The third portion of the nmenory conprises an
electrically erasable and el ectrically programmabl e read-only nenory
(EEPROM) 115c. In the currently preferred enbodi ment, the EEPROM 115c

enpl oys 10 nenory devices having floating gates. These devices require a
hi gher voltage (higher than the nornal épérating vol tage) for progranm ng
and erasing. This higher potential is provided froman "on-chip" vol tage

punp 116. The entire address space for nmenory 115 addressed through the ALU
102a which i,s one part of 15

used To | mplfShaaRme@e/iRd Bt Hife/eustg unBRsestary fefle o tie s "

application ThIS ﬁgwlalso stores routines needed for programm ng the EPROV
115c. The a Vﬁgflon programfor the cell is stored in ROM 115a 20 and.

var Pablea | n the EEPROMTHAEEGN FRr HOM Bl ARAL CCOING oY cat i ons

variabl es and mes éh‘éﬁfbus transmission ‘of
PCT/ US88/ 03909 51ﬁ98§§P ﬁgéhgn a?e ﬁ?ﬁe escriptors. The cell ID,
systemlB digital data, encoding is employed to embed timing information

Y within the data stream. One widely used encoding method is
Manchester coding. Manchester or other coding may be used to
encode the packets described above, however the coding
described below is presently preferred.

10 A three-of-six combinatorial coding is used to encode daia
for transmission in the presently preferred embodiment. All data
is grouped into 4 bit nibbles and for each such nibbie, six bits are
transmitted. These six bits always have three ones and three

zeroes. The transmission of three ones and three zeroes in some

15 combination in every six bits allows the input circuitry of the

cells to quickly become synchronized (bit synch) and to become

byte synchronized as will be discussed in connection with the 1O

section. Also once synchronized (out of hunt mode) the

transitions in the incbming bit stream are used to maintain .synch.
20 The righthand column of Figure 9 lists the 20 possible

combinations of 6 bit patterns where 3 of the bits are ones and 3

are zeroes. In the lefthand column, the corresponding 4 bit



and communi cations and application paranmeters (e.g., group nunber, nenber
nunbeyQ g9 cer/repeater/listener assignnments) are stor ' PROM
115c. Themgg?'?i on of the 5 . EEPROM 115c storing the cell s&ﬁ'?éw&ﬁg o/
"write-protected” that is, once progranmed with the cell ID, it cannot be
reprogramed The input/output section of the cell conprises four
subsections 107, 108, 109 and 110. Three of these subsections 107. 108 and
109 have | eads 103, 104, and 105 respectively for 10 comunicating with a
network and/or controlling and sensi devi ces connected to the cell. The
remai ni ng subsection 110 has a single select pin 106 which can be used to
read in comrands such as used to determne the cell's ID As presently

i mpl ement ed, the subsection 110 is primarily used for timng and 15

count i npatTém iagsighedt pait thee dhree-afssixd padterad ihyshownpr oEessor through a
dedi cat ed address space, and hence, in effect appears to the processor as
menory sgxampl&adh tﬁBOC§UbI§ecIOi transmitbthe onipbde 0d1dadh ist the
subprocessors. This feature. along with the nultiprocessor architecture of
pr ocessdzonertedr tvilines hlbﬁezgfneﬂ%eoégﬁf‘ iInbaiere nbaingtteansmided. operation -
of the processor. _The |/ O section na fabricated from wel | -known
i rcuitP@i:m'tla@Jy, owﬁgjgg m\@rteg toyOQ?m% before beEng transmitted.

PCT/ US88/ 03909 K f d. enbadi is _shown in Fi 17
v ofigh WHeT Gl o6pNERGire 40P | BRHEHESte CORNSBR NP (Hacks 30 and

the corresponding 4 bit patterns.

There are 20 three-of-six patterns and only 16 possible 4 -
hit combinations. herefore, _four ihfee-of-six patterns do nct
have corresponding 4 bif pattern assignments. The three-of-six

10 pattern 010101 is used as a preamble for all packets. The flags W
for all packets are 101010. The preamble and flag patterns are
particularly good for use by the input circuitry to establish data
synchronization since they have repeated trahsitions at the basic
data rate. The two three-of-six patterns not assigned can be used

15 for special conditions and instructions.

Accordingly, a cell prepares a packet generally in integra! \J
number of bytes ahd each nibble is assigned a 6 bit pattern befare
transmission. The preamble and flags are then added. The
circuitry for converting from the 4 bit pattern to the 6 bit

20 patterns and conversely, for converting from the 6 bit patterns to

the 4 bit patterns is shown in Figures 14 and 15.



timng generator 11, the latter provides the timng signals 5

particuy eded for the pipelining shown in Figure 13. eration at a
16%\{33?/?(405?3,[ he phases 1-4 of Figure 13 is currently pr /L S88/039085
providing a 4nHz minor instruction cycle rate. O her well-known |ines
associated with the cell. of Figure 10 are not shown (e.g., power). 10

Al of the cell elenents associated with Figure 10 are, in the preferred
enbodi nent, incorporated on a single sem conductor chip, as nentioned. B.
PROCESSOR The currently preferred enbodi®ent of the processor 100 is 15
shown in Figure 12 and includes a plurality of registers which comrunicate
with two ALU s 102a and 102b. (O her processor architectures may be used
such as one having a "register" based system as well as other ALU and
menory arrangenents.) The address ALU J2' a provi des addresses for the
menory 115 and for 20 accessing the 1/0 subsections. The data ALU 102b

provi des data for the QOMNMUNICATIONsANDoCONTROENMGBLIout put in general
S WO 89/ 04516

PCT/ US88/ 03909 coupl ed to the processor registers through registers 146 to

DBUS 223. Ahe EHvérivietPUSt 289e PO@M| des one input to the address ALU 102a.
The base pointer registers 118, effective address registers 5 119 and the
instrugtion pointer registers.120 are coupled to this

Referring to Figure 10, each cell includes a multiprocessor
~ 100, input/output section 107-110, memory lI5 and associated
timing circuits shown specifically as oscillator 112, and timing
generator lll. Also shown is a voitage pump Il6 used with the
_ 1¢ memory lI5. This cell is realized'with ordinary integrated

circuits. By way of example, the multiprocéssor 100 may be
fabricated using gate array technology, such as described in U.S.
Patent 4,642,487. The preferred embodiment of the cell
comprises the use of CMOS technology where .tne entire cell of
15 Figure IC is fabricated on a single silicon substrate as an
1\ integrated circuit. (The multiprocessor 100 is sometimes
s referred to in thé singuiar, even though, as will be described, it is
a multiprocessor, speci'fically four processors.)
The multiprocessor 100 is a stack oriented processor having
20 four sets of registers 10l, providing inputs to an arithmetic logic
unit (ALU) 102. The ALU 102 comprises two separate ALU's in the

presently preferred embodiment.



bus. (In the Iower righthand corner of the synbols used to designate these
regi We'sy, 4t5§1§re is shown an arrow with a designation "x4". This is used to
i ndi cate THALS for exanpl e, the base pointer register is £CIébp8s/Adtee v
specifically, the base 10 poi nter register conprises 4 16-bit registers,
one for~each processor. This is also true for the effective address
registers and the instruction pointer registers.) The BBUS 221 provi des up
to a 12 bit input to the ALU 102a or an 8 bit input to the data ALU 102b
through register 142. The 4 deep top & stack registers 122, 15 st ack

poi nter registers 123, return pointer registers 124 and instruction

regi sters 125 are coupled to the BBUS. The CBUS 222 provides the other
8-bit input to the ALU 102 through register 143. The CBUS is coupled to the

the 20 four " coibyMYEELYIBLS hidpacstordaeriae. foral SCBAKR'R g, °F
d tad B8] B i : 76 |
P?ﬁ)ugggl%%@ggﬂ*ﬁ?%%éedcgup ed 16 thgal(t)%?gap (gplst earé{sr%?g/,s'ggn 'Fecei ve

data fr Orhélygrﬁwamyt i t Bt o0 e t PRSI ﬁ§9ti1§é@rfq]r4§¥briﬁl)%6f rom the

menory or sections (107-110). This bus t’hrough register and the

DBUS 223 ipiseictiens (ROM tedecdhShpr sSThESnekt pdaien b20thel PRemb?, is124,
125, 130, 131 and to the carry flags 129. There is a.16-bit path 132 from

the ogt pua rinddv-addesssmirbotP2hi Sb wihich egomiprisesl 2D. pilikalitglbf 102b
i ncludes circuitry

ordinary static memory cells (dynamic cells can be used). The w
third portion of the memory comprises an electrically erasable
and electrically pregrammable read-only memcfy (EEPROM! 115¢.
In the currently preferred embodiment, the EEPROM 115¢ employs
10 memory devices having floating gates. Thése devices require a e
higher voltage (higher than the normal operating voltage) for
programming and erasing. This higher potential is provided from
an "on-chip” voltage pump li8. The entirg address sp'ace for .
memory 5 addressed through the ALU 102a which is one gart of
15 the ALU 102. |
The ROM 115a stores the routine.s used to implemen: e hd
various layers of the protoco!l discussed in this application.  This
ROM also stores routines needed for programming the EPROM
115c. The application program for the cell is stored in ROM 115a
20 and. in general, is a routine which acts as a "state machine”
driven by variables in the EEPROM 115¢ and RAM 115b. RAM 115b

stores communications -variables and messages, applications



for performng CRC calculations. This circuitry directly connects with the
CRC registers 130 over the bidirectional lines 133. The 10 top of stack
regi st¥@89Ma31Gr e connected to the next registers 131 over ptirpesssigihog These
lines allow the contents of register 122 to be noved into registers 131 or
the contents of register 131 to be noved into registers 122. As currently

i npl emented, a bidirectional, (sinultaneous) swap of data between these 15
registers is not inplenmented.- Four bits of data fromthe output of the
menory may be returned directly ei ther=xtlo the instruction poi nter registers
120 or the instruction registers 125 through lines 139. The pipelining
(registers 141,142, 143, 145 and 146) of 20 data and addresses between
the registers,” ALU, nenory and their respective buses is described in
conjunction with Figure 13. WD 89/ 04516

PCT/ US88/ 0afiad|dbecandt 'state amgcbine’otiesheptorsck Pbencell iRgisysterm 123 or
any one of the return pointer registers 124 may be directly incremented or
decr enent atd icompilunications and. apptication panaretars (éoeh GwHMass eit her

of their inputs to 5 their output termnals, can increnent and can add
their i npmusnberyU mermben admberonanNposdEieifensaierdisiesgst ract i ng,

3R ng and assiGN DGR kAR Sared Hete ELRBOVU 168b (1 FTHENEOBtEs ol S0
can Cosnb ! nEGEEJEGOI(\:Aon‘IHeé]é Sstgl;ingeiterceeq\ SIberig '%A:z)’rlnte-protected" that is, once
o programmed with the cell ID, it cannot be reprogrammed
The input/output section of the cell combrises four
subsections 107, 108, 109 and [I0. Three of these subsecticns IC7.
108 and 109 have leads 103, |04, and 105 respectively for
10 communicating with a network and/or controlling and sensing
devices connected to the cell. The remaining subsection 110 has
a single select pin 106 which can be used to read in commands
such as used to determine the cell's ID. As presently
implemented, the subsection 110 is prim_alrily used for timing and
15 counting. The input/output section is addressed by the processor
through a dedicated address space, and hence, in effect appears tc
the processor as memory space. Each /O subsection can be
coupled to each of the subprocessors. This feature. ;long with
the multiprocessor architecture of processor 100, provides for

20 the continuous (non-interrupted) operation of the processor. The

I/O section may be fabricated from well-known circuitry; the



10 and CRC registers 130 (through paths 222 and 133) and conbine it with
the c one of the top of stack registers 122 to provide the next
nunbeﬁ”??e%@sﬁkt he CRC cal cul ations. Additionally, ALU 10215’%#15534%909 W/
standard shifting and provides a special nibble feature allow ng the | ower
or higher~ four bits to-be 15 shifted to a higher or lower four bits,
respectively. Also, ALU 102b perforns a 3-of-6 encodi ng or decodi ng
described in Section F. In the prefer&%%%enbodinent with a single

sem conductor chip for a cell there a asic contact pads on the die for
power 20 and ground and all the 1/O pins A and B and the "read only" pin
106 (subsections 107, 108, 109 and 110, Figure 12). These contact - WO
89/ 04516 o . . PCT/ USB8/ 03909 pads are
used for aPfeEeMNt PiafepRdk ABOATITEN s ShaWR indigeres Vb7 pidrugs. | n
addition tQ_.the basic contact pads additional pads i.n the presently
preferred Bbodi nent will be provided with 5 connections to the ADBUS 224

i sabl e i nt or nall MRS 01 o5 Qe 5. #R9 ieugdh: 2o oBEHElRY B fidterna © -

ey 2 ArREL h AR Ut SRRl A0 MR R S

For us® wnBATIREES M¥Raed IR e SERIrTAS ShpupETH FRLACIg e avallanie
Operation at a 16mHz rate for the phases |-4 of Figure I3 is
currently preferréd, thus providing a 4mHz_minor instruction V
cycle rate. Other -well-know.n lines as_sociated with the cell of

Figure 10 are not shown (e.g., power).

10 " All of the cell elements asscciated' With Figure 10 are, in u
the preferred embodiment, incorporated on a single
semiconductor chip, as mentioned.
B. PROCESSOR
The currently preferred embodiment of the processcr 100 is
15 shown in Figure 12 and includes a plurality of registers which
communicate with two ALU's 102a and 102b. (Other processor W

architectures may be used such as one having a "register" based 2

system, as well as other ALU and rﬁemory arrangements.) The

address ALU 102a provides addresses for the memory ils and for-
20 accessing the /0 subsections. The data ALU 102b provides data

for the memory and /O section. The memory output in general is



These additional contacts may be accessed by wafer probe contacts or from
pi ns i nwe®bagses t hat have nore than the m nimum nunber of ppps-

The ceM as ’r?gnuf actured requires an initialization program ngr/lﬁ/%?rgé?sgg?obe
time the external nenory is used for several purpose, one or whichis to
test the cell. Another use is to provide a programto wite the cell 1D
into the EEPROM during the nmanufacturing process. Any necessary EEPROM
instructions to 20 allow power up boot n the cell is later put in use
may be added at this tinme. Initializatio ogranms and test prograns are
wel | -known in the art. WO 89/ 04516 PCT/ US88/ 03909 57. C. PROCESSOR
OPERATI ON I n general, nenory fetches occur when the ALU 102a provides a

menory addr r LSi | G 2} eTes rpiehes! i ke
on the ABUSCPEBITAne SHE: HITEEIEn, rhRisteps Afrolgh, RAgSIS e P DAYS
addr ess reg:%?t%rs 119 or instruction pointer register 120 conbined with an

offset on't BUS fromthe stack pointer register 123, return pointer

Cacut ati ons i tHE AT ARTREE PreH, Ao e che of 40 the. t0p of
stack registgps. 12Pn6BBHSE pdintdicragistersdi®! @ffectile address registers
' 5 119 and the instruction poihter registers 120 are coupled to this

bus. (In the lower righthand corner of the symbols used to |
- designate these _régisters, there is shown an arrow with a
designation "x4": This is used to indicate that, for example. the
base pointer register is 4 deep, more specifically, the base
(_, 10 pointer register comprises 4 16-bit registers, one for each
processor. This is also true for the effective address registers
and the instruction pointer registers.) The BBUS 221 provides up
tc a 12 bit input to the ALU 102a or an 8 bit input to the data ALU
IC25 through register 142. The 4 deep top of stack registers 22,
15 stack pointer registers 123, return pointer registers 124 and |
v instruction registers 125 are coupled to the BBUS. _ _
The CBUS 222 provides the other 8-bit input to the ALU 02
through register -143. The CBUS is coupled ;to the instruction
pointer registers 120, the 4 deep top of stack regisfers 122, the
20 four carry flags 128, and the 4 deep CRC registers 130 and the 4

deep next registers I3l.



(CBUS) or data which may be part of an instruction fromone of the

I nst egisters 125. Wile in the presently preferred enbodi nent
proc%gy&gﬁ& ates with the output of the menory bei ng coBETAIS8s0NI90e ﬁBUS
15 223 through register 146, the processor could also be inplenmented with
data being coupled directly to the input of ALU 102b. Al so, the function
performed by sonme of the other registers, such as the effective address’
regi sters 119 can be perforned by ot her registers, although the use of the
effective 20 address registers, ggépr exanpl e, the CRC registers,

| nprove the operation of the proces WO 89/ 04516

PCT/ US88/ 03909 I n general, for nmenory addressing, a base pointer is
provided by one of the registers 118, 119 or 120 with an offset from one of

regi sters 122Thé2BU84 coupled. tol tive aslstpes vfAtHé Hemaryp\walesetonge
addresses. Also, in general the ALU 120b 5 operates on the contents of

the top dﬁtasfmm thel amutretgltheeALu lie2b threugicepgistes, 145b, oranpl e, the
i nstruction register may provide an imedi ate input to the ALU 102b.

Speci f i dromditkesmamany ot Hé@ sastmnmﬁ‘l@?ﬂéﬂé deEhisi bus briaugh D.
MULTI PROCESSOR OPERATI ON 1 processor is effective

mul ti pr d’@@ssmf (lﬂsuanp# 6b€sB(BL4$ Baaaag@w@he& Pl ttDpl’%glISé@rSsﬁ/@r.s and the .

| be d t th 13. As
PLpeyi Nl g M08 Clas! |1baP8 09055 PR, [51°ank" S tha! c\:grry fiage fod

There is a |6-bit _path 132 from the output of the address

ALU 102a to the registers 120. The ALU 102b includes circuitry
for performing CRC calculations. This circuitry directly connects
with the CRC registers 130 over the bidirectional lines 133. The

10 top of stack registers 122 are connected to the next registers 131 . u
over Iines 138. These lines allow the contents of register 122 to
be moved into registers 13! or the contents df register 131 to be
moved into registers i22. As currently implemented, a
bidirectional, (simultaneous) swap of data between these

15 registers is not implemented. Four bits of data from the output

 of the memory may be returned directly either to the instruction W

pointer registers 120 or the instruction registers 125 through
lines 139.
The pipelining (registers 141,142, 143, 145 and 146) of
20 data and addresses between the registers, ALU, memory and their

respective buses is described in conjunction with Figure 13.



menti oned, one advantage to this nultiprocessor operation is that

interru t needed, particularly for dealing with input_and 15

out pufvgit%fsl%‘lbgs.ﬁoThe mul ti processor operation is achieved w PRI S38183992e
of separate ALUs for each processor. In the currently preferred enbodi nent,
econom es of | ayout are obtained by using two ALUs, (102a and 102b)
however, only one of the ALUs operates at any given tine. (Note the BBUS
provi des an input to both 20 ALUs.) Therefore, the nultiprocessor
operation of the present invention may g@_.;obt ai ned using a single ALU.

WO 89/ 045 16 PCT/ US88/ 03909 The

processi ng system has four processors sharing an address ALU, a data ALU
and nmenory. A basic mnor cycle takes four clock cycles for each processor.
The ALUs take on€Tteé agatacymlanyrahe rof theenstackapemnteneegisteks d28l er ame

m nor cycles for 5 each processor are offset by one clock cycle so that
each procesome «fntizecetarnepointeantegistarsoldé meyh benddiceetivior cycl e.
Since each processor has its own register set it can run-independently at

i t's normal dperamentedspst dactementegdethieugh otircpitold&sors in parallel. 10
Each register of Figure 12 is associated with one of fougygr,ou_ps of

registers and eadBotir AlUisadd2aands! CRAMN PassoHEes bRt MEWIEN® i s
B o SuBaher T ads haf i dineioSth e el hp B0 o
ol _nter regiflt.LeJr 10§8pin0faddition to adding, provides subtracting, shifting,
~ sets carry flags 124 (when appropriate), ANDing, ORing,
exclusive ORing and ones .éomplement arithmetic. T'n'e ALU 102b in
é single step also cah combine the contents of next registers 131 |
10 and CRC registers 130 (through paths 222 and 133) and combine it
; with the contents of one of the top of stack registers 122 to
provide the next number used in the CRC calculations.
Additionally, ALU 102b performs standard shift‘ing and provides a
special nibble feature allowing the lower or higher four bits to be
15 shifted to a higher or lower four bits, respectively. Also, ALU
s 102b performs a 3-0f-6 encoding or decoding described in Sectior
F. | '
In the preferred embodiment with a single semiconductor
chip for a cell there are basic contact pads on the die for power
20 and ground and all the f/O pins A and B and the "read only" pin 108

(subsections 107, 108, 109 and 110, Figure 12). These contact



15 stack register, stack pointer register, return pointer register,

I nst gﬁéﬁn register. CRC register, next register, and a carry flag. Each
rel a %ﬁ}ﬁ of registers corresponds to one of the fourP@FASE8HINE) Kalch
processor executes instructions in mnor cycles, each mnor cycle

consi sti ng of four clock cycles. During 20 the first clock cycle a _
processor will gate the appropriate registers onto the ABUS, BBUS and CBUS.
In the next clock cycle the ALUs will_ be active generating data fromtheir
inputs of the WO 89/ 04516 S

PCT/ US88/ 03909 ABUS, BBUS and CBUS. Menory or |I/Owll be active during the
third clock cycle, wwth the address conming fromthe ALU 102a and data

ei ther being sourced by nenory or the ALU 102b. The fourth and final clock
cycl e wigddgpare ubedrforuattachmenthtonpackage pins foxLe bagle i nto the
appropriate register via the DBUS. A processor can be viewed as a wave of
dat a pr opeypensive pagkfiga.he sequence descri bed above. At each step the
internmediate results are clocked into a set of pipeline registers. By using
t hese pipel i o egglitearto ithei Bapiss somtact @%aﬂd&@oaabpl S iiRdthe dual ’
steps in the sequence and therefore hav,ﬁ bou_r st\%?s executing

“simul t agesently prefeved gmbadiment: ¥illoper RreviFe®oWith nterfering with

ci'r chi ¢ onnactang taithgr ADBHScae8 Ani- e MBES BeSPheTPR g a5 best 16
under st 8fle’ 63M01 b ratt pdd mE) B HPSTRAY 1b"6lskEI8 Mhedrfdl
memory. By activating the control contact thé internal memaory is hd
disabled and the data over ADBUS and MBUS is used by the
processors. This allows the use of a merhory that is external to
10 the cell. It is assumed that the additional contact pads may not o
be available for use when the cell is in an inexpensive package.
These additional contacts may be accessed by wafer probe
contacts or from p'ins in packages that have more than the
minimum number of pins. .
15 The cell as manufactured requires an initialization program.
At wafer probe time the external memory is used for several \J
' purpose, one or which is to test the cell. Another use is to ‘
provide a program to write the cell ID into the EEPROM during the
manufacturing process. Any necessary EEPR_OM instructions to
20 allow power up boot when the cell is later put in use may be
added at this time. Initialization programs and test programs are

‘well-known in the art.



counter and an instruction register. These are shown in Figure 1 1 as

count ngs:olg?;&ga?rough. 137d, each of which is associated with one of the
instr o) sters 125a through 125d, respectively. Each ROT/LI$88/03909
instruction registers is |oaded through the DBUS. As 20 an instruction
register is |oaded, the instruction is coupled to a PLA 212. This PLA
determ nes fromthe instruction how many m nor cycles are required to
execute the instruction and a 3 bit fy? 89/ 04516

PCT/ US88/ 03909 bi nary nunber is then | dadéd into the counter 113a or 113b
or 113c or 113d, associated with the instruction register 125a, or 125b, or
125c¢c or 125d being | oaded. For instance, for a CALL instruction |oaded into
instruction register 125c, the binary 5 nunber 010 (indicating three m nor
cycles) is |oaded into counCerPB%Eé@dbRt ORERATIONYcl es can be used for
a given instruction, however, onl¥ up to 6 mnor cycles are used for any of
t he instructiondni@eneelcumesianyy @iczﬁér peauerwbennthe ALUh®2bunt val ue
"000" is used to cause a new instructjon to be fetched. 10 The count
(e.g., 3 bpreyides a mrRmMEsy addrasse i hBermemery @ddjessiis tyRicgllynait s

associated instruction register fro bit input to the PLA 136. These
15 bit i npPaSe ?Qﬁlf%&‘cr?roa‘q hn'ger Ggpg']@ wsotﬁc’”% e &f Gﬁjﬁasﬁe@%@férs and

f f instructi t tiall led to the PLA 136
s i 115 be Mo LERISHREE Whe STEECUR paRCErSEnEePitt TS Br s Eukhan: on of

Lhe T 0Ces S0l SrerPLGisBr T2b' E8hninel With 24 G1RILY € PRLoBHIY Rarh e ABUS
~ the stack pointer register {23, return pofnter register 124, top of
stack registers 122 or the instruction registgrs 125.
| Calculations in the ALU 102b most typically involve one of
\— 10 the top of stack registers 122 (BBUS) and the next registers 131
(CBUS) or data which may be part of an instruction from one of
the instruction registers [25. |
Whiie in the presently preferred embodiment, the processor
operates with the output of the memory being coupled to the DBUS
15 223 through register 146, the processor could also be
| implememed'With data being coupled directly to the input of ALU
[02b. Also, the function performed by some of the other
registers, such as thé eftective address registers 19 can be
performed by other registers, although the use of the effective
20 address registers, .and tor example, the CRC registers, improve

the operation of the processor.



CBUS; lines 214 control the ALU 102; lines 215 control the nmenory; (and, as
wi | | WQ 8844816 bed | ater 1/ O operation of subsections 107, P{H.?L. %4} {@Ed 220)
and lines 216 control data 20 flow on the DBUS. The speciTi % g -
provided by the PLA 136 for ‘a given instruction is best understood fromthe
i nstryctions set, set forth later in this . application. The action taken by
t he ‘WD 89/ 04516 ' PCT/ US88/ 03909
processors to execute each of the instructions is described with the
instruction set. The outputs fromthe_PLA on lines 213 are coupled directly
to the devices controlling data flo “the ABUS, BBUS, and 5 CBUS. The
signals controlling the ALU are coupl ed through a one cl ock phase del ay

T2 T oo TP B AR, ¥ Sl AR
celay TUBCHUREY B, B4 SRR TH8°C TGF i MR it 50, U5

217 bef o;,%nbe{bﬁg ‘Fﬁggbﬁe;é) 112 9280L4 Ipusokhe ﬂ&%‘fﬁeﬁgswﬁ'gs 215 are

del ayed for two c ases related to the srgnals on - The -

.control gigEabsovidest iveEBURIGTdsdes. canlisBY ihhgeRkfall 3hernt. gd through

3 sets of delay registers 217 before being 15° coupled to the I nes 216 and
t her eg or operateisigry atiet bomtemisodk tieases ofItaeR 4Adt HERE repidiopes 213. The

regi sters 217 are clocked at a 6nHz rate, thus when the PLA™136 provides
output there are exceptions, for example, the instruction register may
provide an immediate input to the ALU 102b. Specific acdcressing -
and other instructions are described below.

D. MULTIPROCESSOR OPERATION

10 + The processor is effectively a muitiprocessor (four v
processors) because -of the multiple registers and the pipeiining
which will be described in conjunction with Figure 13. As
mentioned, one advantage to this multiprocessor operation is tha!
interrupts are not needed, particularly for dealing with input anc

15 output signals. The multiprocessor operation is achievec winou:
the use of separate ALUs for each processor. In the currently

preferred embodiment, economies of layout are obtained by using
two ALUs, (l102a and 102b) however, only one of the ALUs coerates
at any given time. (Note the BBUS provides an input to both

20 ALUs.) Therefore, the multiprocessor operation of the present

invention may be obtained using a single ALU.



control signals for a given instruction (e.g., contents of instruction
register(ﬁ%S%) the control signals during a first clock 20 phase are
coupl oY@ 8P[0AELe 213, during a second clock phase, I'ines 214pceurssgo®oo
third cl ock phase, 215; and during a fourth clock phase to |ines 21

During the first clock phase of each WD 89/ 045 16 PCT/ US88/ 03909

I nstruction cycle, the contents of the counter 137a and the instruction
regi ster 125a are coupled to the PLA 136. During the second cl ock phase,
the contents of the counter 137b and i n§%Huction regi ster 125b are coupl ed
to the PLA 136 and so on 5 - for the third and fourth cl ock phases. Assune
now t hat instructions have been | oaded into the instruction registers 125a
t hrough 125d and the counters 137a through 137d have been | oaded with the

fhe To imst ruct R ARERSSIE ST baR: IGHE PPRERRERE AT A Caed i th
Firet inotr BRErBRS AR8: T5iatE ApTAn o " S fle R pnei Pkl L 27"
cut put al | {00 K Golog T8 Sach Brothbsbht ThE AL ke ofERelfb ° cyei e
The ALU. (G0 168 fbrony QBKEs (006 GIBCRTETA LT aniRiey iR 1oRLS
5 each processor are offset by one clock cycle so that each
W processor can access memory and ALUs once each basic minor
cycie. Since each processor has its own register set it can run
independently at its nofmal speed. The system thus pipelines
four processors in parallel.
10 Each register of Figure 12 is associated with one of four
groups of registers and each group facilitates the multiprocessor
operation and is 'as;sociated with a processor (1-4) of Figure 13.
Each of the four groups includes one base pointer register,
‘effective address register, instruction pbinter register, top of
15 stack register, stack pointer register, return pointer register,
instruction register. CRC register, next register, and a carry flag.
Each related group of'registers corresponds to one of the four
processors. Each processor executes instructidns in minor
cycles, each minor cycle consisting of four clock cyclés. During
20 the first clock cycle a processor will gate the appropriate
registers onto the ABUS, BBUS and CBUS. In the next clock cyclé

the ALUs will be active generating data from their inputs of the



mul ti processing, the control signals on |ines 213 used to carry out the
firswa@Boyo#sghase of the CALL instruction which is the 2 | t he
ALUs. (During this first clock phase the other control |iﬁ?§*§$§&§5ﬁ@?on¢dng
the ALU, the nmenory and the DBUS of other processors, for different
instructions in the pipelines.)During WO 89/ 04516

PCT/ US88/ 03909 phase 2, the count in counter for 137b and the instruction
in register 125b are coupled to the PLA 136. During phase 2, the signals on
lines 213 now control the ABUS, BBUSkAd CBUS inputs to the ALUs for the
second processor to carry out the instruction 5 contained in register

125b. During this second clock phase, the signals on lines 214 control the
first processor and the ALU to performthe functions needed to carry out
the secoABUS oBBYhRageddeBUR. didamorns or édi will benaativeduning dhest er 125a.
(Note a del ay equal to ong phase s provided register 217.) Simlarly,

10 duritira icdoeki Gxeignhanidh the agdgyesisscemingn érm ec(ﬁhUoﬂoa)ﬁeaAQUS,
cont ai nddeta: BTRTPRING: 56uCoRDY BRANQYOAT T ALLL 4 W r She FuBU ¢ o
[ines 218nEofnaLIcipRE RSy o 0LF ri1e JoSulsTrain | RaFREY i Shadhen regi ot er
the nstALLE 124 ipft ABE- 8BBrogddte "aBBHsY B e PELS: *' Councer 137d
are coupl ed tQ HhgeEtdnrlddn BBEVRVEE' S5 U wavK Drodats prbhabating ABYS BBUS
- through the sequence described above. At each step the i
intermediate results are clocked into a set of pipeline registers;

By using these pipeline registers it is possible to separate the

10 individua!l steps in the sequence and therefore have four steps -

executing simultaneously. The four processbrs can operate
without interfering with one another even though they share the
ALUs, memory, /O and many control circuits. |

The control of a processor including thé pipelining is best

15 understood from Figure 11. For each processor there is a 3 bit

counter and an instruction register. These are shown in Figure 11 v/

as counters 137a through 137d, each of which is associated with
one of the instruction registers 125a through 125d, respectively.
Each of the instruction registers is loaded through the DBUS. As
20 an instruction register is loaded, the .instruction is coupled to a
PLA 212. This PLA determines from the instruction how many

- minor cycles are required to execute the instruction and a 3 bit



and CBUS to carry out the instruction contained within register 20 125d
fourt %ﬁ&ﬁﬁg the signals on lines 214 control the ALU to carry out the
i nstr regi ster 125c for the third processor; the ®iqIuisssmody nes
215 control the menory to carry WD 89/04516 S

PCT/ US88/ 03909 out the instruction in register 125b for the second
processor; and the signals on lines 216 control the DBUS to carry out the
instruction in register 125a for the first processor. After four cycles of
the 16nHz clock the count in register 5 137a decrenents to 001. Each
register is decrenmented on the cl ock d&zie follow ng the use of the
contents of the counters contained by the PLA 136. The input to the PLA 136
t hus changes even though the instruction within register 125a is the sane.

This al | opmdryenBiibd36s tthepr adsd riﬁ!bthepébuﬁ'télﬂq|1faa“b€rd¢dabobr10 ‘the
second m nor cycle of the CALL instruction. These control signals are

rippled thi@eglort ha 3donassbcidieduglith thec dnstralctimeeg?dtdr 324a,24p and 216
as described above. When the count in a counter reachés 000, this is

i nterpret 42585 am1Rbst ondi@5ah bleing Hokded. t Farsimetanted for @d€®AbL. 15
Therefore, each of the four processors may sinultaneously execute an

i st ruct i (stnbetieneinaded inte iinstrugptidrorregistera 1@5d,etket binater of

cycles. The control signals reaching the imginary |line 219 for any given

ci ock Tychember &tht(irdicateig shepel miner stgesmsf radediimdor aounters and
for four different

137¢c. (Up to 8 minor cycles can be used for a given instruction,

- however, only up to 6 minor cycles are used for any of the
instructions in the currently preferred embodim_ent.) The count
value "000" is used to cause a new instruction to be fetched.

~ 10 The count (e.g.,_S bits) in a counter and the instruction (e.q.,

12 bits) in its associated instruction register from a 15 bit input
to the PLA 136. These .15 bit inputs from e_ach of the respective
four seis of count r_egiste'rs and four sets of i;ﬂ.struction registers
are seqguentially coupled to the PLA 136 as will be described. The
15 ouiput of the PLA controls the operation of the processors. More
U | specifically: lines 213 control data flow on the ABUS, BBUS and
’ ' CBUS; lines 214 control the ALU 102; lines 215 control the
» memory; (and, as will be described later /O operation of
~ subsections 107, 108, 109 and 220) and lines 216 control data
20 flow on the DBUS. The specific outputs provided by the PLA 136
for a given instruction ié best understood from the instructions

set, set forth later in this application. The action taken by the



20 processors. For exanple, the control signals associated with the first
proceW4hB9/845l6ng a first cycle appear on lines 213; duri ngp@q- iltgg@‘yc ] e
on lines 214; during a third cycle on lines 215; and 045

PCT/ US88/ 03909 during a fourth cycle on lines 216. The control signal s
needed by the second processor follow behind; those needed by the third and
fourth processors follow ng behind those used by the second processor. 5
The pipelining of the signals is |Iluggzeted in Figure 13. The

mul ti processor operation of the processor 100 of Figure 10 is shown in
Figure 13 as four processors, processors 1, 2, 3 and 4. Each one of the
groups of ‘registers is associated with one of the processors The four

h f I t t 13.
pheses Clo Al MCHUEHTSA 8 156, MhedbOi s BB e 1.
f t f t t I d th ABUS,
SEes 1 B s%&sz:g i “ilg“;nzfrz_srgnptﬁzeABag e /2L,
124 d 125 9 1 3 Du
127, end 125 ovrvie ot Y 16 RER%an Heeng Aok e UagtE Ay 10
tuo of t heming! SediRieadcongalh das ﬁéﬁr nonhe MSBL@BL@U gnd oS

While this i's occurri S assocl a ed Wt €'group 2 registers are

gat ed OSfWQOF'HELU‘FISgLﬁgieséﬁ’jarialéﬂféon&&ﬁi’ngzﬂwe Wi 8 oIl Untedgnancbdd2b. This

clock phase delay register 217 before being coupled to the ALU
via the lines 214.  Since all the registers 217 are clocked at the -
same rate, the register 217 performs ‘delay functions as will be
described. Those signals from the PLA 136 used for memory

10 control are coupled through two stages of_delay registers 217
before being coupled to the memory, thus the signals on lines 215
are deiayed for two clock phases related to the signals on lines
213. The control signals for the DBUS after leaving the PLA 136
are coupled through 3 sets of delay registers 21.7' before being

15 coupled to the lines 216 and therefore are delayed three clock
phases related to those on lines 213. The registers 217 are
clocked at a 6mHz rate, thus when the PLA 136 provides output
control signals for a given instruction (e.g., contents of
instruction register 125a) the control signals during a first clock

20 phase are coupled to lines _213. during a second clock phase, lines
2~14; doring a third clock phase, 215; and during a fourth clock
phase to lines 216. During the first clock phase of each



processor 2 under the first phase colum. Sinultaneous signals are gated
fromr ®Os89m4s16.45a and 145b into the nmenory for - WD 89/0 .

PCT/ US88/ 03909 group 3 registers for processor 3. And, finaﬁ?&?L%ﬁV?%’gthis
first phase, signals associated with the group 4 registers are gated from
regi sters 146 onto the DBUS. During the second phase, signals associated
wth a group | registers are coupl ed f&g&éthe 5 ALU to registers 145. The
data associated with group 2 registers coupled to nmenory. The data
-associated with the group 3 registers is coupled fromthe register 146 onto
t he DBUS. Those associated with the group 4 registers are gated onto the
ABUS, BBUS and CBUS . And simlarly, during the third and fourth phase 10

Chusof f ec T notRR GYEI, g soReRfa & e BBLEREA T SRR s 1
this secti ?ﬁ'st‘?@&ﬁo{w”?ééx% df@IrZSH atraecBﬁpfé‘éstBr he PEF\ 43¢, fflpg?inga'tﬁ’é‘g wi th

the specific registers” and nmenory operations case l'e s¥are used

or oL | ST Ao AR g comns SHerig S st i conlen s o
forth bel O\i\hs\ﬂrhbtnbherégs%fw_qlz%' are! Golpled 2olthe #LA 136 and so on
_ 5 for the. third and fourth ciock phases.

Assume now that instructions have been loaded into the
instruction registers 125a through 125d and the counters 137a
through 137d have been ioaded with the corresponding binary

" counts for the minor cycles needed to perfor_fn each of the
. 10 instructions. For example, assume that register 125a is loaded
with a CALL instruction and that 010 has been loaded into counter
137a. During a first instruction minor cycle, 010 and the 12 bit
instruction for CALL are coupled to the PLA 136. From this 15 bit
input PLA 136 provides at its oﬁtput all the control signals
15 needed to complete the first minor cycle of the CALL instruction
Vs (e.g., four clock phases) for the ABUS, BBUS CBUS, the ALU, the
memory. and the DBUS. Since the system uses pipelining
multiprocessing, the control signals on lines 213 used to carry
out the f_irst clock phase of the CALL instruction which is the
20 'mpu_ts to the ALUs.(During this first clock phase the other control
lines are controlling the ALU, the memory and the DBUS of other

processors, for different instructions in the pipelines.)During



WD 89/ 04516 ' ' PCT/ US88/ 03909
FI GORD 89704906NTI FI CATION i p ‘instruction pointer (14 kpdf)sss/039d9 20

(fixed range of 0000 - 3FFF) 5 (not accessSible to

based prograns) i r i nstruction register (12 bits) - 125 (not
accessSible to ROM based prograns) 10 bp base page pointer (14
bits) _ 118 (fixed range of 8000 -FFFF) (wite only) ea

effective address pointer (16 bits) 11 915 (not

accessi ble to ROM based prograns) s ~data stack pointer (8 bits)

1 23 (positive offset from bp, grows-down) 20 rp return
stack pointer (8 bits) (positive offset from bp, grows up) 1 24 WO
89/ 04516 . PCT/ US88/ 03909 tos

top of cRhasetdcikhescpuptjn counter for 137p and theciRteUEPR dp of data
o e bl Pt gyl o, 6 FLA TSR, 258 el 4] ne .
29 signals on lines 213 now control the ABUS, BBUS and CBUS inputs
to the ALUs for the second processor to carry out the instruction
5 contained in register 125b. During this second clock phase, the
signals on lines 214 control the first processor and the ALU to
perform the functions needed to carry out the s_écond clock phase ™
of the CALL instruction contained in registér' 125a. (Note a delay
equal to one phase was_provided by register '2_17.) Similarly,
10 during the third phase, the signals on fines 213 control the ABUS, -
BBUS, and CBUS for the third processor to carry out the
instruction contained in register 125¢; the sighals on lines 214
control the ALU to carry out the instruction contained in register
125b, and the signals on lines 215 control the memory to carry
15 out the instructions in register 125a for the f_irst processor.
And, finally, during the fourth clock phase, the instruction from v
register 125d, a'long with the count in co’unte} 137d are coupled
to the PLA 136. The signals on lines 213 control the ABUS, BBUS
and CBUS ;to‘car?y_out the instruction contained within register
20 125d fourth processor; the sig’néls on lines 214 control the ALU
to carry out the instruction in register 125¢ for thé third

processor; the signals on lines 215 cantrol the memory to carry



processor ID (2 bits) 10 The top el enent of the return stack is also

addr essWMe) 89/8451% regi ster, even though it is physically |oc I-
Instrietion Table 15 CALL . 1 aaa . aaaa aaaaaﬁ&gﬂ'%u%?i ne
call CALL lib 0000 aaaa aaaa Library call 20 BR
0010 laaa aaaa Br anch  BRZ ‘0010 OOaa aaaa

Branch on TGOS==0 WO 89/ 04516

PCT/ US88/ 03909 70 . BRC ' 0010 1laa aaaa Branch on
Carry set CALL interseg 0011 LIEBLLLL (Subrout i ne) 0000
hhhh hhhh Two word instructions LIT 0101 1ffh
bbbb Constant op TGOS LDC 0101 111h bbbb Load
Const ant ALU . . . 0101 O00e ffff Top of Stack and NEXT
RET out the instrugtipn ipofagisien 1290 forctha Fagons (ProgessSerotdng

Regi st or LB3% SRl on lines 21 wprizehtheBUS o capysolthe 10° '
LD ST (bRiRitdtion 4 rBgRIB? 3283 for the HiPAYprbREEsor.
| After four cycles of the 16mHz clock the count in register
5 137a decrements to 001. Each register is decremented on the
clock cycle following the use of the contents of the counters
contained by the PLA 136. The input to the PLA 136 thus changes
even though the instruction within register 125a is the same.
.This allows the PLA 136 to provide new output signals needed for
\_ 10 the second minor cycle of the CALL instruction. These control
signals are rippled through the control through the control lines
213, 214, 215 and 216 as described above. When the count in a
counter reaches Odo, this is interpreted as an instruction fetch
for its associated processor.
15 Therefore, each of the four processors may simultaneously
o execute an instruction where each of the instructions has a
different number of cycles. The control signals reaching the
imaginary line 219 for any given clock cycle represent control
signals for four different instructions and for four. different
20 processors. For example, the control signals associated with the
first processor during a first cycle appear on lines 213; during a

second cycle on lines 214; during a third cycle on lines 215; and



LDR, STR

aaaa dest

10

15

20

r 0101 010w rrrr Load, Store CPU reg WO
89/ 0A¥DXBIHIBAESB8/ 03909 71. For each instruction, the opelpgttPRggMs¢mRdi Ng
and timng are set forth below in standard C | anguage notatlén. éRLL \~
Call Procedure 5 Operation: *rp++ = |lowbyte (ip); *rp++ = hibyte (ip);

[err] -

ip = dest; Encoding: intra-seg nment: 15 laaa aaaa

o

during a.fourth cycle on lines 216. The' control signals needed by
the second processor foliow behind; those n'eede-d by the third and
fourth processors followihg behind those used by the second
processor.

The pipelining of the signals is illustrat.ed in Figure 13.
The multiprocessor oper_ation of the proCessor 100 of Figure 10 is
shown in Figure 13 as four processors, processors |, 2, 3 and 4.
Each one of the groups of registers is associated with one of the
processors. The four phases of a single ins{ruction cycle are
shown at the top of Figure I3. In Figure 13, registers 101 are
used to indicate that the contents from the épecific registers
called for in an instruction are placed on the ABUS, BBUS and
CBUS. The registers are 118, 119 and 120 on the ABUS; 122, 123,
124 and 125 on the BBUS; 120, 122, 129, 130 and 131 on the
CBUS. |

During a first phase, signals previously stored in the group |
registers (e.g., two of them) are gated from the registers onto the
ABUS, BBUS and CBUS. While this is occurring, signals associated
with the group 2 registers are gated from the registers 141, 142,
143 into the ALU 102a and 102b. This is shown in Figure 13 as
processdr 2 under the first phase column. Simultaneous signals

are gated from registers 145a and 145b into the memory for

=ip +a+ 1, /* displacenent a is always negative inter-segnent:
001 1 LLLL LLLL 20 : 0000 HHHH HHHH dest = H: L; /* 16 bit
absol ute address / WO 89/ 04516

PCT/ US88/ 03909 S

L]



72. library: 0000 aaaa aaaa dest = 0x8000+*(0x8001 + a); [* table | ookup

cal |l */y; Weng: CALL type #cl ocks .specific nmenory

oper a%én sﬂy%f'@ intra-seg 32 “rp++ = | obyt BCT/$88/03909
*rp++ = hibyte (ip) 0. ir = *(ip = *dest) 15 _interseg _

4 | obyte (ea) = *ip++ 3 hi byte (ea) = *ip 2 “rp++ = lobyte (ip) 1
*rp++ = hibyte (ip) 20 0 ir = *(ip =
*dest) library 4 WO 89/ 04516 _ _

PCT/ US88/ 03909 73 3 *rp++ = | obyte (ip) 2 * rp++ = hibyte (ip) 1

Ip = dest O Ir =*ip &T.

group 3 registers for processor 3. And,' finally, during this first
phase, signals associated with the group 4 registers are gated
from registers 146 onto the DBUS. During the second phase,
signals associated with a group | registers are coupled from the
5 ALU to 're_gisters 145. The data associated with group 2 registers
are coupled to memory. The data associated with the group 3
registers lS coupled from the register 146 onto the DBUS. Those
~associated with the group 4 registers are gated onto the ABUS,
BBUS and CBUS . And, éimilarly, during the third and fourth phase
\— 10 of each instruction cycle, this pipelining continues as shown in
Figure 13, thus effectively providing four processors.
E. PROCESSOR INSTRUCTIONS

in this section each instruction of the'processor is set
15 forth, along with the specific registers and memory operations.
o | Lower case letters are used below to indicate the contents of a
register. For example, the contents of the instruction register
. are shown as "ip". The registers and flags are set forth below
with their correlation to Figure 12.
20 |



5 BR
aaaa dest

Br

= |£ +
#cl oNQ 89/0451

ir = *(ip = dest) WO 89/ 04516
PCT/U588/03909 BRC Branch on carry Operation: 5 if ( CF)ip =
dest; el se | p++; Encoding: 10 0010 Olaa aaaa dest =
ip+a+1, /* ais sign extended */ Timng: #clocks specific
nennry operation 15 _ 3. 10 ir = *(ip = dest) or
FIGURE 12 |
IDENTIFICATION
ip instruction pointer (14 'bits) 120
 (fixed range of 0000 - 3FFF)
5 (not accessible to ROM based programs)
ir instruction register (12 bits) 125
(not accessible to ROM based programs)
10 bp base page pointer (14 bits) 118 e
(fixed range of 8000 -FFFF)
(write only)
ea effective acdress pointer (16 bits) 11¢
15 (not accessible to ROM based programs)
sp data stack pointer (8 bits) 123
(positive offset from bp, grows down)
20 rp return stack pointer (8 'bits) .
124

anch almays Operation: ip = dest; 10 Encoding: 0010 laaa
/* displacenment a is sign extended */ 15 Timn

speC|f|c menory operation 20

(positive offset from _bp_, grows up)

PCT/US88/03909 W/



0 | r'wo $9/04918) WD 89/ 04516

PCT/ US88/ 03909 BRZ Branch on TOS==0 Operation: 5 if H(dE>88/03909

t os=next, nexts= *(++sp) ) ip = dest; else ++ip; Erncoding: 10 0010 O00aa
aaaaa dest = ip + a + 1; /* displacenent a is sign extended */ 15 Timng:
#cl ocks specific nmenory operation 2 _ 1 tos = next;
20 © next = *(++sp); O ir
= *(ip = dest) WD 89/ 04516 A _

PCT/ US88/ 03909 or O ir = *(++ip) LDR Move register to TOS 5

(includes certain indirect, indexed nenory reference)

tos top of data stack (8 bits) 122

next item below top of data stack (8 bits) 131

5 crc used as scratch or in 130
CRC calculations (8 bits)

tiags carry flags, (1 bit) 129
processor ID (2 bits) -
10 | |
The top element of the return stack is also addressable as a
register, even though it is physically located in RAM.
Instruction Table
15
L CALL laaa aaaa aaaa Subroutine ca'! -
- .
CALL lib 0000 aaaa aaaa Library call
20 BR 0010 1aaa aaaa . Branch

BRZ | 0010 00aa aaaa Branch on TOS==0



(8]

@erayggw’éﬁg--) = next; if (reg) { next = tos; tos =reqg } else

{
next r nex = (bp+2p)+TCS } 10 Encoding: 0 1 0 RCTOUS8BI0Srrrr
reg =r /* see table */ Timng: #clocks _ speci fic menory A\ d
operati.on 15 (if (bp+p)+TCS) 5 4 | obyte(ea) = *(bp+2p) 3
hi byte(ea) = *(bp+2p+1l) (if reg, bp+TQOS) 32 *sp-- = next 20
If (reg) next =tos; 1 if (reg) tos = reg el se next=bp+TCS, ea+TOS WO
89/ 04516 - PCT/ US88/ 03909 77. O
ir = *(++ip) STR Store TOS. to register (includes certain indirect,
I ndexed nmenory reference) Operation: FO. 1f (reg) { reg =tos; tos =
next; } ' o
BRC 0010 11aa azaaa Branch on Carry set
CALL interseg 0011 LLLL LLLL (Subroutine)
0000 hhhh hhhh Two word instructions
L] ¥ = ¥ ' - [ 2 v
LIT 0101 1ffh  bbbb Constant op TCS -
LDC 0101 111h bbbb Load Constan
ALU 0101 0Qef  fiff Top of Stack and NEXT
RET 010t ©011 1101 Return or Bit se:

in other instrucion
IN,OUT 0100 Owrr rrrr © ° Read/Write 'O Reg:ste \.J
LD,ST bp+a 0100 1waa aaaa Load. Store
LD,ST (bp+p)+a O11p pwaa aaaa Load. Store

LDR,STR r 0101 010w rrr  Load, Store CPU reg



el se p)gdﬁsﬁ = next or (bp+2p) +TCS = next } next = *(++sp) Encoding: O

101 reg =r {stk/@3§d9

Ti m nb’ #cl ocks speC| fic menory operatl on (if (bp+p) +

| obyte(ea) = *(bp+2p) 15

hi byte(ea) = *(bp+2p+l) if (reg. bp+TQOS) 32 if (reg) reg = tos el se
bp+TCS, ea+TOS=next 1 if (reg) tos = next; 20

next = *(++sp); O ir = *(++ip); - WD 89/04516

PCT/ US88/ 03909 Regi ster assignments™p{0 0 O Fl ags CF x 1D1
IDO5 000 1 ' CRC low byte (high byte in TOS) 0 010

| owbyte (bp) ) [* wite */ next ("OVER' instruction) /*
read */ 10 0011 " highbyte (bp) /* wite */

For each instruction, the operation, encoding and timing are set forth
below in standard C language notation.
CALL Call Procedure

Operation:
‘rp++ = lowbyte (ip);
“rp++ = hibyte (ip);
QO ip = dest;
Encoding:
intra-segment:
15 | laaa aaaa aaaa
N dest = ip + a +.1; /* displacement a is always negative °/
inter-segment: |
0011 LLLL LLLL
20 OO0O0  HHHH HHHH

dest = H:L; /* 16 bit absolute address */



tos ("DUP" instruction) - /[* read */ 0100

Sp 0101
rp 1%a sd/odsiy see RPCP, RPUSH O 1 1 1 *(bp?E@ﬁ)'5881[039o9 W
/* indexed fetch.store */ 20 1000 - *(*(bp+0) +TCS)
/* indexed indirect */ 1 00 1 *(*(bp+2) +TOS) /* i ndexed
indirect */ WD 89/ 04516 PCT/ US88/03909 7. 1 0 1 0
*(*(bp+4) +TCS) /[* indexed indirect */ 1 011 *(*(bp+6) +TCS)
/* indexed indirect 5 RPCP pop return stack Operation: 10
*(sp--) = next; next =tos; tos = *rp--; Encoding: 150 1 0 10 1 00 11
10 Timng: 20 : #cl ocks specific menory
operation - T2

library:

0000 aaaa aaaa

dest = 0x8000+°(0x8001 + a); /* table lookup call */

5
Timing: .
/
CALL type #clocks specific memory operation
40 intra-seg 3 -
2 *rp++ = Icbyte (ip)
1 *rp++ = hibyte (ip)
0 ir = (ip = "des)
15 interseg 5 .
4 lobyte (ea) = "ip++ V'
3 hibyte (ea) = *ip ‘
2 *rp++ = lobyte (ip)
4 *rp++ = hibyte (ip)
20 ' 0 ir = *(ip = "dest)

library 4



WD 89/ 04516 PCT/ US88/ 03909 2

*Sp-- WOB%045uI@ext = tos; 1 tos = *rp--;; O ir = *(+pQT/US8BRIIG6D
pushitos onto return st ack Operatlon 10 *(++rp)=tos; tos= next;
next = *(++sp); Encoding: 150101 0101 1110T|mng 20

#cl ocks specific menory operation 3 WO 89/ 04516

PCT/ US88/03909 2 *(++rp) =tos; 1  tos

next; next :*( ++Sp) :

et
3 *rp++ = lobyte (ip)

2 *rp++ = hibyte (ip)
1 ip = dest
0 ir = "ip

5 BR Branch always

— Operation:

ip = dest,
_, 10 Encoding:
0010 1taaa aaaa

dest=ip+a+1./ displacement a is sign extended */

15
2 Timing:

#docks specific memory operation

20 ' 1
0 ir = *(ip = dest)



0 ir=*(++ip) 5 IN Move |/ O register to TOS Operation: *(sp--)

ne YO 894516 next = tos; tos = reg; Encoding: 15 0 $cq/0s ror
rrr Timng: 20 " #cl ocks séec?é}lo%ﬂﬁemﬁy
operation 3 2 *sp-- =next WO 89/ 04516.
PCT/ U$88/ 03909 82 next = tos; 1 tos = reg; O ir =*(++ip); 5 OJT
Store TOS to 1/0 register Operation: reg = tos; tos = next; 10 next
= *(++sp); Encoding:
(++sp) g T,
BRC Branch on carry
Operation:
5 if (CF ) ip = dest;
else ip++;
o'
Encoding:
10 0010 O0Otaa aaaa _
' -/
dest=ip+a+ 1,/ a-is sign extended ™/
Timing: " |
#clocks - specific memory operation
15 1
| 0 ir = *(ip = dest) -
o



20 WO 89/04516 32 reg = tos; t os
89/ 04546 | PCT! Uses s a2
*(++sp); :~*(++|p) LDC |l oad constant (into TOS) 5
Oper ati on: *sp-- = next: next = tos; 10 tos = constant; Encoding: O -
101 111H bbbb 15 if (H==0) constant = 0000: bbbb; el se
constant = bbbb: 0000 Ti m ng: #cl ocks speci fic nenory operation 20 .
32 *(sp--) = next; 15
BRZ Branch on TOS==0
Operation:
5
if (tos==0, tos=next, next= *(++sp) ) ip = dest;
s else ++ip; |
ncoding:
o 10 |
0C10 00aa aaaa
dest = ip + aq-‘l /* dispiacement a is sign extenced *:
15  Timing
#clocks specific memory operation
2 1 tos = next;
20 next = “(++sp);

0100 O21rr rrrr 15 Timng: #clocks specific menory operation

0 ir = "(ip = dest)



next = tos; WO 89/ 04516

PCT/ US88/ 03909 1 tos = constant; O ir = *(++ip) LD (bp+a) -1 oad
fronM28Y08%ge 5 Cperation: sp-- = next next = tos 10 PCT/US88/03909
*(bp+source); Encoding: 0100 10 aa aaaa 15 source = aa
aaaa Fi-m ng: #cl ocks specific menory operation 3 20

2 *sp-- = next; next = tos; WO 89/ 04516 '

PCT/ US88/ 03909 85 1 tos = *(bp+so+|&:e);

or

0 ifl = '(++ip)

LDR Move register to TOS | |
5 (includes certain indirect, indexed memory reference)
Operation: _ : -
*(sp--) = next; _ ' 4

if (reg) { nex: = 1S, t0s = reg } | |
eise { next = bp~TOS or nex! = (bp+2_p)+TOS }
10 Encoding: | o <
| 0101 0100 rrrr

rw
’

reg =r see iable */
iming: | |
#clocks speciiic memory operatcn
15 {f (op-pj+TOS) 5
| 4 lobyte(ea) = “(bp+2p) \,,,f
3 hibyte(ea) ="(bp+2p+1)
(if.reg, bp+TOS) 3 |
' 2  *sp-- = next
20 it (reg) next = tos;
1 if (reg) tos = reg
glse next=bp+TOS, ea+TOS



0 i, = *(++ip) LD (bp+p) +a | oad indirect 5 ( TOs
V\Ath.3§;pé39£ ﬂ@ssed by pointer at bp+offset then indexed bPCIPESHE88}0890% i on:

10 *sp- - next; next = tos tos = *(*(bp+2p)+offset); Encoding: 15
011p pOaa aaaa offset = aa aaaa Timng: #clocks speci fic nenory
operation 20 54 | obyte(ea) = *(bp+2p) 3
hi byt e(ea) =*(bp+2p+1) WO 89/ 04516 -

PCT/ US88/ 03909 2 *sp-- = next; n =tos; 1 tos=*(eat+offset) O

ir =*(++ip) 5 ST (bp+a) . -store i'nt'o base page Operation:

0 ir = *(++ip)
STR Store TOS to register B
(includes certain indirect, indéxed memory reference)
Operation:
5 if (reg) { reg = tos; tos = next; }
eise { bp+TOS = next or (bp+2p)+TOS = next }
VU, next = “(++sp); |
Encoding:
0101 0101 rrrr
10 | reg=r  /* see table */
Timing:
#clocks spedific memory operation
(if (bp+pj~TOS) 5 |

4  lobyte(ea) = "(bp+2p)

—t
O
w

“hibyte{ea) ="(bp+2p+1;
it (reg. bp+TOS} 3

2 if (req) reg - tos;
eise bp+TOS,ea+TOS=next

if (reg) tos = next;

=

20 _ next = “(++sp);

0 ir = “(++ip);



10 *(bp+dest) = tos tos = next; next = *(++sp) Encoding: 15
0100 wdlgpp4sagaa dest = aa aaaa Tim ng: #clocks ' PREGUSES/08FIP Y
operation 20 3 2 *(bp+dest) tos; WO 89/ 04516 f N
PCT/ US88/ 03909 87. 1 tos = next; next = *(++sp); O ir = *(++ip) 5
ST (bp+p) +a store indirect ( TOS into byte addressed by pointer at

bp+2p of fset by a) Operation: 10 *(*(bp+2p) +of fset)=tos; tos = next;
next= *(++sp) Encoding: 1 5 _ 5

Register assignments

0000 Flags CF x ID1 1DO
. .
0001 CRC low byte  (high byte in TOS)
u,
0010 lowbyte (bp) I write !/
next ("OVER" instruction) /* read */
10 0011 highbyte (bp) - write */ v
- tos ("DUP" instruction) /T read */
0100 sp
0101 rp
15
0110 see RPOP, RPUSH \!
0111 *(bp+TOS) " J* indexed fexcn.store

20 1000 *(*(bp+0)+TOS) /* indexed indirect

1001 *(*(bp+2)+TOS) /* indexed indirect */



011p p1laa aaaa offset = aa aaaa Tim ng: 20 #cl ocks specific
menor.y WO aAUs e 5 WD 89/ 04516 :

PCT/ US88/ 033%9 4  lobyte(ea) = *(bp+2p) 3  hibyte(ea) = <THp33Ra309,
*(eatoff)=tos 1 tos = next; 5

next = *(++sp) O ir = *(++ip) [ ALUGoup ] 10 Qperation: if (r==1) {
hi byte(ip) = *rp--; |obyte(ip) = *rp--; 15 pipe = tos; /*
internal processor pipeline tos = tos op next; switch (s) { case 0: next =

next ; /* typical unary op 20 19 case 1. next = *(++sp);
typical binary op '

1010 *("(bp+4)+TOS) /* indexed indirect */
1011 *(*(bp+6)+TOS) /" indexed indirect */
5
RPOP pop return stack
Operation:
o 10 *(sp--) = next;
next = tos;
tos = “rp--;
nceding:
15
k ' 0101 0100 1110
Timing:
20 #clocks specific memory operation



WO 89/04516 PCT/ US88/ 03909

Encodi n% oor f ff ff op=fFfFffff /* s equal to hlg or eU
bit WO 045(li——unary op), (0==binary op) 5 Cp Table: cod®CT/LS88/03909
operation carry state 10 00000 tos + next
arith carry 00001 .tos.+ next + carry - arith carry 00010
next - tos arith borrow 00011 next - tos - carry
arith borrow 00100 tos - next arith borrow 15
00101 00110 00111 01000 t BECAND next unchanged WO
89/ 04516 PCT/ US88/ 03909 01001
tos OR next unchanged 01 01 0 tos XOR next
unchanged 01011
2 ‘sp-- = next
next = tos;

1 tos = *rp--i;

0 ir = *(++ip)

5
RPUSH push tos ontc return stack
Operation:
10 * *(++rp)=10S;
tos = next;
next = "(++Sp):
Encoding:
15
0101 0101 '111_0
Timing:
20 #clocks specific memory operation



01100 drop unchanged 01 1 01 5 swap- dr op

unchan 01111 CRC step _
asl Mwsyl&gl tos7 10001 asr (TOS)

unchanged 10000
PCT/[.S88/03909

10010 rotate left(tos) tos7 10011 rotate right (tos)
t osO 10100 t os parity(TOS) 10101 10110 15 '
10111 3of 6 encode set if not valid WO 89/ 04516
PCT/ US88/ 03909 11 00 _ - I'sl (TOS) 11001 Isr (TOS) 11010
shift left by 4 11011 shift left by 45 11100
swap 1 1 1 01 tos (NOP) 11110 NOT(TCS) 11111
3of 6 decode Timng: 10 s ~ #cl ocks specific nmenory
operation .

2 (++rp) = toOS;

1 tos = next;
- next = *(++sp);

| 0 ir = *(++ip)
5 1IN Move I/0O register to TOS

Operation:

*(sp--) = next;

o 10 next = tos;
| tos = reg;
- Encoding:
15
Vi 0100 0O0rr rrrr
Timing:
20 #clocks

3

specific memory operation

2

*sp-- = next



1 2 (4) (if r==1) 3  hibyte(ip) = *rp--; ) 15

(if r==1) o 2 | obyte(ip) *rp--; ) 1 tos = alu output O
ir = WO(88/945160 3 (5) (if r==1) - Apcr/céshgm@di =
*rp--; ) 20 (if r==1) _ 3 | obyte(ip) = *rp--; 2 t os
al u out put 1 *(++sp) = next O ir = *(++ip) SWAP special case The
exchange of TOS with NEXT is a special case of the ALU ops using the direct
data path between TOS and NEXT. The regi ster receives a copy of the
TOS via a pipeline register, prior to being | oaded with the contents of
NEXT (non-sinultaneous transfer). 10 NOP QOperation: 15 ++i p;
Encodi ng: short 0010 10000000 20
| next = tos;
1 tos =reg ;
0 ir = '(++ip);
5 OUT Store TOS to /O register
. ~/
Operation: '
reg = tos;
tos = next;
10 next = “{++sp); : ' o/
Encoding:
0100 O1t1rr rrrr
15
Timing: | N
#clocks specific memory operation
20 ' 3

2 reg = tos;

1 tos = next;



T

| ong 0101 0001 1101 WO 89/ 04516

PCT/US 9.3 Timng: #clocks speC|f|c menory operation 5
shor t\ﬁ% 937%9 16’ 1 (BR +1) PCT/10S88/03909 =
*(++ip) |ong 2-1 tos = tos O ir = *(++ip) 10
RET return from subroutlne OQperation: hibyte(ip) = *rp-- 15

| obyte(ip) = *rp-- ++ip; Encoding: 20 0101 0011
1101 Timng: WO 89/ 04516 PCT/US88/%2909 #cl ocks specific
menory operation _ D

next = *(++sp);

0 ir = *(++ip);

LDC load constant (into TOS)
. _
| Operation:
U
*sp-- = next:
next = tos;
w 10 tos = constant;
Encoding:
0101 111H bbbb
15 it (H==0) constant = 0000:bbbb;
S else constant = bbbb:0000
Timing:
#clocks specific memory coeration
20 3

2 *(sp--) = next,

next = t0s;



4 5 3 hi byte(ip) = *rp

Ioby —*rp-- 1 tos =tos O ir = *(++ip) [ LITERAL G ou
Oper at | or)o“?os = tos op constant; Encoding: 15 . PCT/LSSS/O@“&O\/l
f fH ccccop=fFffif (H=0) constant 0000: cccc el se constant =
cccc: 0600 Op Table: 20 code operation carry state
0 89/04516 PCT/ US88/ 03909 0 O t os. + const ant arith carry
01 tos - constant arith borrow 00 t os AND
constant 11 constant (s®e.LDC) 5 '
1 tos = constant;
0 ir = '(++ip)
LD (bp+a) load from base page
5
Operation::
*sp-- = next
next = tos
10 tos = *(bp+source), U
Encocing:
0100 1Caa aaaa
15 - sQurce = aa aaaa
Timing: | | v
#clocks specific memory operation
3
20 2 *sp-- = next,

next = t0s;



Ti m ng: #cl ocks specific menory operation 2 1 tos = al u out put
10 ¥O 89/04516 0 ir. = *(++i PCHLS88/03909 -
THREE-OF- SI X Cl RCUl TRY As previously nmentioned, the ALU 102b contai ns neans
for 15 encoding four bit nibbles into six bit words for transm ssion
(encoder of Figure 14) and for decoding six bit words into the four bit

ni bbl es (decoder of Figure 15). Both the encoder and decoder use hardw red
| ogi ¢ pernmitting the conversion to be ¥ ormed very quickly in both
directions. Mreover, there is a circuit shown in 20 Figure 16 to verify
that each six bit word received by the cell is in fact a three-of-six code,
that is, three zeroes and three ones (Figure 9). WO 89/ 04516

PCT/ US88/ 03909 Referring to Figure 14 thetosgest@p+sturice)i |l ustrated with
four bits of the register containing data DO through D3. If the ALU s
commanded to encode this data, the resultant si&k biti§ =i {+4®)coupled into
the latch register 145b. To obtain the conversion shown 5 in Figure 9, the
[err] bit is directly coupled into.first stage of register 145b and becones
[err], the encoded bit. Also, the bit D3 is directly coupled into the

regi ster akDbébprp+@err]loahcin@reehe remaining bits

5 , ( TOS with byte addressed by pointer at bp+offset
then indexed by TOS)

(.
Operation:
_ 10 *sp-- = next;
~
next = tos
tos = "("(bp+2p)+offsel);
Enceding:
15 0i11p pOaa aaaa
offset = aa aaaa
‘\(;
Timing:
#clocks . specific memory operation

20 5
| 4 lobyte(ea) = "(bp+2p)
3 hibyte(ea) ="(bp+2p+1)



[err] through [err] are provided by the logic circuits 153 through 150.
respectively. Each of these logic circuits are coupled to receive Do. 10

[err]WQ89yoasy6r] . Each |l ogic circuit contains ordinary gat%ﬁg@g
Qﬂ?P?ons

i npl ement the equation shown within its respective bl ock

are shown in standard "C' |language ( "&" logical AND. "!"= | ogical NOT,
and "1" = logical OR ) These equations can be inplenented with ordinary
gates. 15 The decoder of Figure 15 is shown in a simlar fornat.

This tinme the six bits of the encoded data are shown in register 142. The
decoded four bits of data are shown i i®&he register 145. To inpl enent the
pattern assignment shown in Figure 9, the [err] bit is coupled directly to
the regi ster 145 and becones [err]. The [err] bit 20 is coupled directly
to the registerl 45 and becones the [err] bit. Logic circuits 154 and 155
provide the bits [err] and [err], respectivelﬁ. G ré@-t 506X, coupled to
receive the bits [err] WO 89/ 04516 PCT/ US88/ 03909 97 and [err] while
the circuit 155 receives. [err], and [err] ([err]NeX motO%sed to provide
the [err] through D3 bits.) (Sorre of the six |t patternhs are, not used and *
others are used for synchronization and thus do not ﬁ%’*‘ eH$&) sion into
a data nibble.) The circuits 5 154 and 155 arda construpqt ed ;rom ordi nary

| ogic gates and inpl enent the equations shown. The ! yT"rbo

repressents t he

ST (bp+a) store into base page o
Operaticn:
10 " *(bp+dest) = tos -’
tos = next;
next = “(++sp)
Encoding:
15 0160 11aa aaaa -
dest = aa aaaa g
Timing:
#clocks specific memory operation
20
3

2 ‘(bp+dest) = tos;



exclusive OR function in the equations. The circuit of Figure 16, as
hentiﬁggg verifies that the received six bit words do contain three zeroes
and t _@8%@?1610 The encoded words are shown coupl ed fronpeirer$s80909
stack register 122 into the two full adders, 157 and 158. These adder
stages are contained within the ALU 102b. Each adder receives an X, Y and
carry input and provides a sumand carry output. These ordi nary adder
stages are each coupled to receive one bit of the 15 encoded word as
shown. (Any coupling of each bit to any input of address 157 and 158 may be
used.) The carry outputs of the adders 157 and 158 are coupled to the

excl usive OR gate 159; the sum out put sV the adders 157 and 158 are
coupled to the exclusive OR gate 160. The output of the gates 159 and 160
are 20 coupled to-the input termnals of an ANp gatqo§6;.né%fthe out put of
this AND gate is in its high state the word in the register V2 contains
three ones and three zeroes. Qherw se, the output ofqgyt m@g{sﬁéMG
PCT/ US88/ 03909 the gate 161 is'in its |ow state (abort condition). The

i ncom ng packets are checked to determ ne that g@ach sﬁx=bgkﬁﬁeﬁd is valid,
while it is decoded into the four bit nibbles. I'V. | NPUT/ SECTI ON 5
A.- General The I/O section includes a plurality of circuit elenents

5 ST (bp+p)+a store indirect
( TOS into byte addressed by pcinter at bp+2p offset by a)

Operation:
~ 10 *(*(bp+2p)+ofiset)=tos;
tos = next;
next = *(++sp)
Enceding:
d 0Ot1p plaa aaaa
) offset = aa aaaa
Timing:
20

#clocks . specific memory operation
5



such as a ranp generator, counter, conparator, etc., which are
interconnected in different configurations under software 10 control. -~
' Exar’rﬂYéssgm‘bllﬁi s are shown bel ow for the anal og-to- digit@cT(eskgoBosane
digital-to-analog (D to A) operations. These elenents with their software
configurable interconnections provide great flexilibity for the cell,
allowing it to performmany tasks. The entire I1/O section is preferably
fabricated on the 15 sanme "chi p" which includes the processor. B. Buffer
Section As shown in Figure 10 and prasicously di scussed, each of the cells
includes four input/output I/O subsections; three of the subsections 107,
108, and 109 each have a pair of leads, 20 identified as Pin A and Pin B.
The fourth subsection 110 has a single "read only". pin 106. Any of the four

subsecti ons can conmuni cate with any of the four Py sors hown in
VD 89/ 04516 A RS et gure
12, this is easily inplenmented by connectingathe r us e nd

the nenory bus (MBUS) to each of the four 1/ sub2@€¥ﬁ%§§. Ubgﬁggkﬁgé?NBUS _
t hrough the register 146 to the DBUS al |l ows he | A Liqns to g
communi cate with the 5 processor registers.éEach g?%g%ﬁ?F 14§n1 B can

receive and provide TTL level signals and isqtristggied.ndgr-the currently
preferred enbodi ment, each pin can sink and source approxi mately

40m gl i anps (except next = *{++3p)
0 ir = *(++ip) W,
[ ALU Group ]

10 Operation: -

if (f==1') {
hibyte(ip) = Trp--
lobyte(ip) = “rp--;

15 } _
pipe = tos: !* internal processor pipeline ° \!‘
tos = tos op next; '

~ switch (s) { _
case 0: next = next; /* typical unary op ¢
20 case 1. next = *(++sp); /" typical binary op °/

}



for pin 106). Al the Pin A's can be progranmed to provide an 10 anal og
out put w%3 signd a digital -to-anal og converter is included,ip,t t he
I/ O gu’g?eg%ng{‘)bnl? 107, 108 and 109 to provide an anal og out pﬁ?&g’&%ﬁﬁé@m
anal og i nput signal on any of the Pin B's can be converted to a digital
count since three of the 1/0O subsections include A to D converters coupl ed
to these pins. Each 15 pin pair (Pin A and Pin B) can operate as a :
differential anplifier for input si gnaﬁq a differential receiver, and a
~differential transmtter and a differential voltage conparator. The I/O
subsections can be used to performmany different functions, fromsinple
swtching to, by way of exanple, having two pin 20 pairs coupled to drive
t he wi ndi r%s of a stepping notor. The circuits shown in Figures 17-23 are
repeat ed iBNGAMBBEti ons 107, 108 and 109. Those circuits associated with

WO 89/ 04516 PCT/ US88 0133)03 Pid;OA gnd Ff’lﬂ B (such as the buffer sections of
Figure 17) are not fhl ont*ai Fu t Ie I/ O subsection 110. Only

sufficient buffering_to al t ek e ' i*3 needed.
Referring to the 1/ CPBuf% eflﬁﬁgvezfi%néﬂfgﬁt%uﬁ@rﬁ%ralggtggalqtng% data is
coupled to Pin A thrgugh 4he 16%0=ShiAdrar outgoing data is
coupled to Pin B thrgug’h(?ﬁeugéﬁ ?rp)16 aﬁaerdr?h%mdata passes through the
/0O cogtrol switch 165. This outgoing data, by way of exanple, is coupled

to PinYA fromthe register
| Op Table:
—
code operation carry state
10 00000 tos + next arith carry
00001 tos + next + carry arith carry
00010 next - tos arith borrow
0C0i1 _next - tos - carry arith borrow
co100 tes - next . arith borrow
15 C0101
L c0110
) - 00111

01000 ~ tos AND next unchanggd



206 of Figure 23 through gate 208 of Figure 19. The control 10 sw tch 165
i's u:w@ggymgrfﬁbl e outputs to Pin A through the buffer 163, when enabl e
(EN.A) is high (line 166). Mreover, the switch enables tﬁ@jahﬁﬁﬁp3ﬂ§ Pw1 B
when enable B (EN.B) is high (line 167) and enabl es outputs to both pins
(with the output to Pin B being inverted) when enable RS-485 is high (line
168). The 15 outgoing analog signal to Pin Ais provided through the
switch 175 when the enabl e anal og outdy signal is hi gh. Incom ng signals
to Pin A are coupled to one input termnal of the differential anplifier
169. The other termnal of this signal receives a reference potenti al

(e.g., 2.5 volts). This 20 anplifier also includes the commonly used

hyst eresi s node prevent detectiQn of noise. This de ig activated when
the enabl e hygﬂeé&éi s (Pin A)%Osei S#gln%’gupl ed to an%é?@%geéag i s high.

WO 89/ 04516 P 8/ 03909 101 T u t of anplif] is coupled to a
transition de&gﬁbﬁﬁn-circuit a@%ﬁc&ggﬁnply dete%égﬁiéﬁadtransition, t hat
is, a zero to(gps 401 one to zero. The inputs to Pin B. are coupled to one
termnal of a aifferential anplifier 170 which may be identical to

lifi 169.4 4. lifi [ th b ' Pin B
Gnal | Tho oiRb C%put o anfi BRI or 170 (11 mne 17e) eiN GEICRINAE " P

signal. The ot input to a e cou

5 swap-drop unchanged
01110 | |
01111 CRC step unchanged -
10000 asl (TOS) . tos7
10001 asr (TOS) "0 |

10 10010 rotate left(tos)  tos7 <
10011 rotate right (tos) tos0
10100 tos parity(TOS)
10101
10110

15 10111 30f6 encode set if not valic



to receive one of several signals. It can receive a DC signal used for

vol ta\gﬁﬂsgg&ar_i sons, a ranp which shall be discussed later, 10 the signal
on Pit 431% ferenti al' sensi ng, or a reference potential P@/'Q.SS,S/Q”@
volts). The output of the amplifer 170 can be inverted through the _
exclusive OR gate 177 for sone nodes of operation. A transition detector
172 is associated with the Pin B inputs, again to detect transitions of
zero to one or one to zero. 15 C. 1/0O Counting/ Timng Each of the cells
includes a timng generator (RC oscillager) for providing a 16nHz signal.
This signal is connected to a rate nmultiplier 178 contained in the 1/0
section (Figure 18). The multiplier 178 provides output frequencies to each
/O 20 subsection. This multiplier provides a frequency [err] equal to:
~[err] = 16MhZ 1 PO00D0ADED VALUS) {'E@S]) WD 89/ 04516 '

- PCT/ US88/ 03909 The | oaded value is a 16 bit word | oaded into a register of
~arate multiplier1Q@8. The rat e‘Sfu(To&)i er conprises four 16-bit registers
and a 16-bit counter chain. Four [,00] ircyits allow sel ection of four

di fferent outputl$0dfals, one f§h'f§a@c§t &ysgbsecti on. Two bus cycles (8
bits each) are used to load the 16, bjt rdg into the register of the rate
~multiplier 178. 1E0dan be seen 15}1’6% hfévg%oge equation, a relatively w de

. range of output frequencies can be_generated. These frequenci es are used
tor s 0P 111%%_ swap - q

11101 tos (NOP)
~ 11110 NOT(TOS)
11111 30f6 decode
Timing: |
_ 10 _
s #clocks specific memory operation
1 2.4 |
(i r==1) 3 hibyte(ip) = “rp--; )
15 (if r==1) 2 lobyte(ip) = “rp--i )
s | 1 tos = aiu outnul
0 ir = "(++ip)
: 0 -3 (5)
(if r==1) 4 hibyte(ip) = “rp-- )
(if r==1) 3 lobyte(ip) = “rp--s )

2 tos = alu output



many different functions as wll be described including bit 10
synchroni zati on. The output of the nmultiplier 178 in each of the subsecj.ion
is coupled to an 8 bit counter 179. The counter can be initially | oaded\/
froma counter |oad register 180 fromthe data bus of the processors. This
regi ster can, for exanple, receive data froma 15 program The count in
the counter is coupled to a register 181 and to a conparator 182. The
conparator 182 al so senses the 8 bits in a register 183. The contents of
this register are also | oaded fromthe data bus of the processors. Wen a
mat ch between the contents in the counter and the contents of register 20
183 is detected by conparator 182; conpar at or provi des an event signal.
to the state machine of Figure 19 %%Egut to multiplexers 190 and 191). The
contents of the counter 179 can WO 89/ 04516 ' :
PCT/ US88/ 03909 be | atched into register 181 upon receipt of a signal from
the state machi ne (output of the execution register 198 of Figure 19). The
same execution register 198 can cause the counter 179 to be | oaded from

regi ster 180. Wien the counter reaches a full count 5 (termnal count) a *

signal is coupled to the state machine of Figure 19 (input to nultiplexers
190 and 191). D. 1/ O CONTROL AND STATE MACH NHe#¥g)or mextg to Figure 19, the
processor MBUS communicates 10 wth regiaters 18? ar}d 186 both of which
per f or m maski ng _ L e g

' SWAP special case . V
5 _ | '
The exchange of TQS with NEXT ic a special case of the ALU ops using
the direct data path between TOS and NEXT. The NEXT register receives a copy
c_:f the TOS via a pipeline register, prior to TOS being loaded with the contents U
of NEXT (non-simultaneous transfer).
10
NOP
Operation:
18 ++ip;.
Encoding: S .
short 0010 1000 0000 : ’
2 . _ i

long 0101 0001 1101



functi ogssi;?/'é"gél%e bits of the register 185 control the selection of one of
t he fi coupled to the multiplexer 190; simlarly, i f
regi ster 186 control the selection of one of the five Iine?gg}ul'fﬁge%éo%g&t he
i nput of the multiplexer 191. The output of 15 the masking registers 185
and 186 are coupled to a nultiplexer 187. The five bits fromthe
mul tiplexer 187 are coupled to a register 198. Each of these bits define a
different function which is, in-effect, executed by the state nachine.
Specifically, the bits control |oad c@®ter,|atch count, enable ranp
switch, pulse 20 Pin A, and pulse Pin B. The nultiplexers 190 and 191
both receive the termnal count signal fromcounter 179 of Figure 18, the
conpar e sigpfthg: WO 89/04516
PCT/ US88/ 03909 "104 from conparator 182, the ranp start signal- fromthe ranp
generator 200 of Figure 20, and the transition A and B signals fromthe
transition detectors 171 and 172, respectively of Figure 17. The one bit
out put from each of the nulti p#etecks190 and ISpecaifici MecuPiyeddperatio TR
gate 188. This OR gate is biased in that if an output occurs sinmultaneously
fromboth nultiplexers 190 and 191, priority is given to nultiplexer 190.
The out put of the multiplexer 190 controls the multiplexer 187 with the
si gnal 5i denti fislloas "which event”. This signal is also stored in the 3x3
10 first-in, first-out (FIFO buffer 199. Thés signal . ndj cates which
(BR +1) it = °( ;5

e+
- long 2
1 tos = tos
0 ir = '(++ip)
, 10 RET return from subroutine
Operation:
hibyte(ip) = *rp--
15 lobyte(ip) = “rp--
AU ++iD;
Encoding:
20 0101 0011 1101

Timing:



MUX 190 or 191 has received an event and this data is stored along wth the
i nput WORHI4R14/ and Pin B (Figure 17) in the FIFO 1 99. Th i ne
for each 0P4t he 1/ 0O subsections 15 conprises 4 D-type fli Eﬁ’@%gslme&éd
in series as shown in Figure 19 within the dotted line 189. The flip-flops
194 and 196 receive the 8nmHz signal whereas the flip-flops 193 and 195
recei ve-the conplenent of this timng signal. The clocking signal (CLK) is
obtained fromthe Q output of the flip-flop 194 20 and is coupled to
register 198 and FIFO 199. The clear gignal received fromthe Q term nal of
flip-flop 196 is coupled to the register 1 98. WD 89/04516

PCT/ US88/ 03909 105 In operation, the masking registers 185 and 186 are

| oaded under software control. The bits fromregister 185, for instance,
cause the selection of one of the input lines to nmultiplexer 190, for
exanple, term nal count. Then prcuit of Fj i i 5 1 he
signal term nal count. Wen thgégpg term na#ggé@ﬁ %%ﬁ@ t%%égtéég
machi ne begi ns operating and the five bits of data fromregister 185 are
connected through nmultiplexer 187 into register 198. The state nachine
causes an output to occur on one pf the lines fromregister 198 causing,
for exanple, a pul se

5 ' 3 hibyte(ip) = “rp--
| 2 lobyte(ip) = ‘rp--
1 tos = tos u
0  ir = "(++ip)
[ LITERAL Group 1}
10
Operation:
tos = tos op constant;
Encoding:
15 0101 1fftH cccc
op = ff | N
if (H==0) constént = 0000:cccc
else constant = cccc:0000
Op Table:
20 |

code operation ) carry state



10 to be generated on pin AL Simlarly, a word in register 186 can be used
to cauysmwoa9m4819y Way of exanple, the counter to be |oaded. The flip-flops
203 amf 204 are clocked by the output of register 198. ThesePClVpS88/63209

al l ow the output signal to be controlled. The OR gate 208 permts data from
a shift register 15 206 of Figure 23 to be coupled to Pin A. This register
is discussed later. The |low order 6 bits of the ADBUS are input to decoders
in the I/0O subsections 107, 108, 109 and 110 of Flgure 12. Two of the bits
are used to select a specific I/0O el enEf®Sand the rest are 20 decoded to
control an operation. The PLA 136 of Figure 11 has generalized outputs 215
connected in parallel to all 1/0 subsections 107, 108, 109 and 110 to

sel ect the ABUS @bock cycle 89/ 045]7% . '

PCT/ US88/ 03909 &Y data to be u®¥ toFORB@MWol 1ing oBELR: C&ITWf the 1/0
subsections. E LOG TO DI d TAL. AND é)ﬁ L TO ANALQﬁa ERSI ON 5
Referring first Figure 20, t S17 & uﬁﬁ/ tem incPUles f'f%ﬂ’p gener at or

2Q0 which conti _rtgal | y gener at est%%r’%ﬁg)fc:ﬁ?ggﬂgm period. The output of the
urter n

ranp generator is buffered throu d selected by switch 202.
The. switch, as Wkl be descri beeonis&rﬁehgé‘éq_obeé some count (tine)

followng the 10 'start of each ranp, thereby oupling the sane potenti al
to the g -
Timing:
#clocks : specific memory operation
2
_ 1 tos = alu output
&L 10 : | ' 0 ir = *(++ip)

F. . THREE-OF-SIX CIRCUITRY
As previous!y'-mentioned, the ALU 102b contains means for

15 encoding four bit nibbles into six bit words for transmission
(encoder of Figure 14} and for decbdéng six bit words intwo the four
bit nibbies (decoder of: Figure 15). Both the encoder and decoder use
hardwired logic permitting the conversion to be performed very
quickly in both directions. Moreover, there is a circuit shown in

20 Figure 16 to verify that each six bit word recéived by the cell is in
fact a three-of-six code, that is, three zeroes arid three ones (Figure
9).



capacitor 203. This capacitor becones charged and potential is
couplgg-hhrou h buffer 204 to Pin A when the switch 175 is closed. (Switch
175 i ¥ARM5T6, Figure 17.) The switch 202, capacitor 203’P6ﬁ9t$&§§§k9294
act as a sanple and hold neans. 15 In Figure 21 several "o e
circuit- el enents previously described have been redrawn to descri be how a
digital to anal og conversion occurs and to show how the circuit elenents of
the I/ 0O subsection can be reconfigurqﬁ t hrough software by the /O contro
and state machine of Figure 19 to per 8?n1different 20 functions. For a
digital to anal og conversion an appropriate frequency [err] is selected
fromthe rate multiplier 178 or counter 179 of WO 89/ 04516

PCT/ US88/ 03909 107 Fi gure 18, "which corresponds to the period of the ranps
bei ng gener at &etgrringmtogdriguse of 42the (FRgjster 2142 & dilgstrated awith whi ch
corresponds to the desired output analog signal is |oaded into the register
183. WefPuf bitsp ofctiiensegirier fantgining dataaD0sthriosigho @B edlft theudbUt e
state machi ne 189 of Figure 19 (for exanple, through the nultiplexer 190)
and the Ppmw.tomm%sw datacdhet esultant sincbids ewilkdge. g., all

fhen conpabBledHiEtechTbaterb TagElesbaRber 170 GPlaIN: e EanESEBIShown
5 in Figure 9, the Do bit is directly coupled' into first stage of register
145b and becomes EQ, the encoded bit. A!sb, the bit D3 is directly
coupied into the register and becomes Es, Each of the remaining bits -~
E1 through E4 are provided by the logic circuits 153 through 150.
réspectively. Each of these logic circuits are 'coupied to receive Dpg.

10 D1, D2 and D3. Each logic circuit contains ordinary gates which u
implement the-equatiqn shown within its respective block. These
equations are shown in standard "C" language ( "&" = logical AND. "i"=
logical NOT, and "|" = logical OR.) These equations can be
implemented with ordinary gates.

15 The decoder of Figure 15 is shown in a similar format. This |
time the six bits of the encoded data are shown in register 142. \J
The decoded 'four bits of data are shown in ihe register145. To
implement the pattern assignment shown in Figure 9, the Eo bit is
coupled directly to the register 145 and becomes Dg. The Es bit

20 is coupled directly to .the registeri45 and becomes the D3 bit.
ngic circuits 154 and 155 provide the 'bits D2 and D1,
respectively. . Circui; 154 is coupled to receive the bits Ep, E3, E4



10 register 183. Wen the two words are the sanme, the conpare signal is
appl iQ?NU’ﬁ%%rmlti pl exer 191 agai-n causing the state machine to be
activated as indicated by "[err]" , 189 and the switch 202 &FCE/LKS88/43M%
and hold nmeans to close. For each ranp generated by the ranp generator, the
ranp switch 202 is closed 15 (e.g., for 500 nanoseconds) causing the
capacitor 203 to be charged to a DC vol tage which corresponds to the
digital nunber placed in register 183. dgae manner in which the A-D
conversion can be performed is shown in Figure 22. The input anal og signal
is applied to one 20 input termnal of the differential anplifier 170. The
ranp is applied to the other termnal of the anplifier 170. Initially,
when the ranp is started, the state nmachine 189 causes the WO 89/ 04516
PCT/ US88/ 0&9ab B svhitaither citegitt t5berdagivdes Egphav,eBastand B9 (Ee. is. noal |
zeroes). The counter is clocked at a frequency [err] suitable to the period
of the ramusedmenprawider tesiRo dfhraegbcDiodits7e (Bome of tthat sixhbitpot ent i al
on Pin B and the ranp have the same potential, the state 5 nachine 189
causes t he pasternsi are hrot usede anty 9thers areatiseddfomsynchrenizasion and
digital word in latch 181 corresponds to the DC potential _on Pin B, thereby
provi di ng thesadal 6@t requirg CANVEFRIRSY dnteh.a dataonibdNedn Ther cNsuits
5 154 and 155 are constructed from ordinary logic gates and

implemenf the equations shown. The symbol " A " represents the

exclusive OR function in the equations.

The circuit of Figure 16, as mentioned, verifies that the

received six bit words do contain three zeroes and three cnes.
10 The encoded words are shown coupled from the top of stack

register 122 into the two full adders, 157 and 158. These adder

stages are contained within the ALU 102b. Each adder receives an

X, Y and carry input and provides a sum and carry output. These

ordinary adder stages are each coupled to receive one bit of the
15 encoded word as shown. (Any coupling of each bit to any input of

address 157 and 158 may be used.) The carry outouts of the

adders 157 and 158 are coupled to the exclusive OR gate 159; the

sum outputs of the adders 157 and158 are coupled to the

exclusive OR gate 160. The output of the gates 159 and 160 are
20 coupled to the input terminals of an AND gate 161. If the output

of this AND gate is in its high state the word in the register 102

contains three ones and three zeroes. Otherwise, the output of



10 As previously discussed, for instance, in cohjunction with Figure

1, eagyoR9 }dﬁﬁﬁn transmt data over communications |ines oeﬁﬁ_zg%%/hi%%su

The cells 1In subchannel transmt data at the sane rate t

det er mi ned by the communi cations |ink being enployed, for exanple, 10K BPS
In a noisy environnent such as 15 for power lines. In the currently
preferred enbodinent, the cells do not have crystal oscillators but rather
rely upon RC oscillators. The latter aggnot particularly stable and
frequency variations occur both with tenperature and as a result of
processing variations. Mreover, there is no synchronization 20 provided
between cells, thus, each cell nust provide synchronization to the incom ng

hey det cbtS ot AL e B a8 0Bl FBBIERL0o T F'eafﬁéént@”%?hi e
(T oquency PERRETE B ORSEAe (o RE e RS ad iR RS v "bur aen
gn cells &Q}'Fé'r‘f Eo?béﬁdwnn%qgeafﬁif Hi€inibBegin acknow edgenent packet.

erring ure uring the hunt node, an 1/0O subsection is

hunting for data. During Nm S INPFET/OUTPUT SECTIONer provides a

frequency [err] to the counter 179 and a nunber is |oaded into register 183 -
fromtde MBUS. Matches occur and are detected by conmparator 182 at a
frequency correspondi ng -

A. General
The /O section mcludes a plurality of c:rcmt elements 7/
such as a ramp generator, counter, comparator, etc., which are
interconnected in different configurations under software |
10 control. . Examples of this are shewn below for the ahalog-to- ' <
digital (A to D) and digital-to-analog (D to A) operations. These
elements with their software configurable interconnections
provide great flexilibity for the cell, aliowing it to perferm many
tasks. The entire /O section is preferably fabricated on the
15 same "chip” which inciudes the processor. |
B. Buffer Section U
As shown in Figure 10 and previously discussed, each of the
cells includes four input/output /O subsections; three of the
subsections 107, 108, and 108 each have a paif of leads,
20 identified as Pin A and Pin B. The fourth subsection 110 has a
single "read only" pin 106. Any of the four subsections can'

communicate with any of the four subprocessors. As shown in



10 to the expected incom.ng data rate. Specifically, the term nal count of
counterfizglig ynchroni zed to the transitions. As indicated by the dotted
i ne , 4518 ocessor continual | y searches for transiti orBCTRSRE{1309
transition detectors 171 and 172 of Figure 17. Wen transitions occur, the
processor 15 determ nes whether the transitions occurred before or after
the termnal count and then adjusts the frequency [err] until. the term nal
count occurs at the sane tine that th ansitions are detected. This
frequency is the shifting rate for the'shift register 206. (The steps
perfornmed by the processor are shown in 20 Figure 23 as bl ocks 210 and
211.) The nunber | oaded into register 183 provides a phase shift between

the Lime afuiichl 8Osl IJ YIRS THpIGRLAES begbahbBEngouib dlaflile I n the
ng}aggg/o 5%298 S h? ev I Aed ' t I tions.
Not e count Psl(@éyg)eﬁﬁggg}? ?’gé®°w§¢§éé¢%gquéagﬁéﬁl%g{d%]q?‘ééms a
synchr oni zaPSRCtaES, e MBS SitBER Hie nellfisbetas o Be  y and
used to sepglie LRI the! IR9 MY MIGRs AR RAMAIAOsd EitRAHEPt for vhi ch

ped.” Thi's store It rate as discussed later is used in

t he corg ent.i - gorithmallowi ng slot periods (M to be matched
to ther% asplrﬁge??gﬁeriéﬁel%t 7 rate. ' '

| ‘Each Pin A and Pin B can receive and provide TTL level
N~ signals and is tristated. In. the currently preferred embediment,
gach pin can sink and source approximately 40milliamps (except
for pin 108). All the Pin A's can be programmed to provide an
\_ 10 analog output signal and a digital-to-analog converter is included
in three of the I/O subsections 107, 108 and 109 to provide an
analog output on Pin B. An analog input sighal on any of the Pin
B's. can be converted to a digital count since three of the 1/O
subsections include A to D converters coupled to these pins. Each
15 pin pair (Pin A and Pin B) can operate as a differential amplifie
SNt for input signals, a differential receiver, and a differential
transmitter and a differential voltage comparator. The l/O
subsections can be used to perform many different functions,
from simple switching to, by way of example, having fwo pin
20 pairs coupled to drive'the windings of a stepping motor.
The circuits shown in Figures 17-23 are repeated in

subsections 107, 108 and 109. Those circuits as_sociated with



The c%ggarator output is used as a shift rate for a six bit shift register
206. S48 e hunt node, the data fromPin B is conti nual,@c @ﬁg@ﬁ‘ag ;
t hrough regi ster 206. The preanble to a packet as shown in |6ure/ o
(010101-bit synch) is shifted along 15 the shift register 206 and the
shifting rate adjusted so that synchronization/lock occurs. Wen the packet
begi nning flag appears (ni bble synch-101010) the |ast two stages of the
register 206 will contain ones and thisewi || be detected by the AND gate
207. A binary one at the output of gate 207 ends the 20 hunt node and
provi des the ni bble synchroni zation. Wien this occurs, the data is cl ocked
out of the shift register (6 bits) into a data latch 235 and fromthere the

dat a Canfﬁn?{)%%hnaoﬁm as m&ﬂéf@éﬁ%écﬁ%/stl@ﬁﬁ#igé?&% @r aré and

converte it nibbles. Another circuit means 15 preseént to detect

al | zer oggllyncohtaimed tin' gee VO sAbsectioan 110 @aly suffifiertr ocessor and

shift register return to the hunt node. The nunber l'oaded into register 183

provi des pufteang thidllowp datat tede treadt onePat 106 cls heededt i ons occur and
the ideal tinme to shift data in and out of the register 206. This prevents

the shifting oRedatringutd npet /ahdbuffensediorm ohiFipure 1D, matgompnitted is
transferred into the data register 205. (Note only 6 bits representing a
four Bit dateblie coepled torRinsfArtheaught the heutler a162gi Similazlys.) These 6
it are éﬂtegr::ing data is coupled to Pin B through the bu_ffer 164 after the
data passes through the I/O control switch 165. This outgoing o/
data, by way of example, is coupled to Pin A from the register
206 of Figure 23 through gate 208 of Figure 19. The control
10 switch 165 is used to enable outputs to Pin A through the buffer
163, when enable A (EN.A) is high (line 166). Moreover, the
switch enables the output to Pin B when enable B (EN.B) is high
(line 167) and enables outputs to both pins (with the outgut to Pin
B being inverted) when enable RS-485 is high (line 168). The
15 outgoing analoé 'sigha! to Pin A is provided through the switch
175 when the enable analog output signal is high.

Incoming sighals to Pin A are coupled to one input terminal
of the differential amplifier 168. The other. terminal of this
signal receives a reference potential (e.g., 2.5 vblts). This

20 amplifier also includes the commonly used hysteresis mode to
prevent detection of noise. This mode is activéte_d when the

enable hysteresis (Pin A) signal coupled to amplifier 169 is high.



transferred into the shift register 206 and shifted out at the shift rate.
As nt icg g@%#"f t he packet being shifted out represents an o
acknow'e 8 , the shift rate corresponds to the rate of PGE/US8SHANY
data. If the outgoing packet on the other 15 hand is being sent to
several cells, the shift rate is the nomnal shift rate for the
transmtting cell. (Note that in Figure 23, data is shown | eaving the
register to only Pin A For differential nodes, the conplement of Pin Ais
driven onto Pin B - and other variatio %ﬁre possi bl e.) WO 89/ 04516
PCT/ US88/ 03909 G |/ 0O REG STERS AND RESOURCE SHARI NG Each [/ O subsection
has a nunber of registers which have bidirectional connections to the MBUS.
These registers are in the 1/0O subsections 107, 108, 109 and 110 of Figure
12. The r epl neufputand amiglifieg 0B9t hescoupi@dstter a trateitipnodessctiopr ogr am
control configures the I/O subsystens for proper operation. Figure 12

i |1 ustrat girguie 1DUr which ssimpiyt idetectd 7eadiostransitiomd thab isnda szews t he
connections to the low eight bits of the MBUS and the |low six bits of
ADBUS. TwioADBESdri orne ol zerd.one of the four 1/0O 10 wunits and the -

remai ning four bits are decoded to select one of the I1/0O control and status
regi sters (descTheeimpudscin) Pim Brane coupied itononenteranigal afwd 1ines from
the PLA 136 of Figure 11 to control the action qf the 5/0 subsei%tions. One
line i § "Riiffgrential  Bplifier 17Gewhichwhay bevieRnHEa! offt i aTP!HIRse | nes
are actl Ve169. The amplifier 170 receives the enable hysteresis (Pin B)

o
signal. The other input to amplifier 170 (line 178) can be coupled
to receive one of several signals. It can receive a DC signal used
for voltage comparisons, a ramp which shall be discussed later,

N\

10 the signal on Pin A for differential sensing, or a reference
potential (e.g., 2.5 _\_/o_lté). The output of the amplifﬂer 170 can be
inverted thfough the exclusive OR gate 177 for some modes of
operation. A transition detector 172 is' associated with the Pin B
inputs, again to detect.transitions of zero to one or one to zero.

15 C. I/0O Counting/Timing

éach of the cells includes a timing generator (RC oscillater)
for providing a 16mHz signal. This 'signal is connected to a rate

-l multiplier 178 contained in the I/O section (Figure 18). The
multiplier 178 provides output frequencies to each IO

20 subsection. This rﬁ_ultiplier provides a frequency fo equal to:

fo =__16MhZ X (LOADED VALUE)
216 :



15 on phase 3 of the clock cycles. The I/O registers, functions and b'it

def i NWQ 894812 descri bed bel ow WRI TE REG STERS: (Control Led by the
"Wite" Iimﬁe)ﬁ. 20 Event 0 Configuration .Register:regist e?c,:T/rFagqg/(h’(‘?WlM
Figure 19: Bit O: Upon event Toggle pin A Bit 1: Upon event Toggle pin
BBt 2 Upon event Latch 8 bit count Bit 3: Upon event cl ose Ranp

switch (nonentary on) WO 89/ 04516 PCT/ US88/ 03909 113 Bit 4: Upon event

Load 8 bit counter Bits5-7: Input I\/UI(tciR exer: MJX 190, Figure 19. 000
Transition on pin AO0O 1 Transition O in B5 010

Term nal Count event 01 1 Count Conpare event 1 0 O Ranp start event 1 0O
1 Pin B conpare event 10 Event 1 Configuration Register: masking register

é?ﬁ’ Ei %iu[ ‘?Qégfqggﬁtp &%ng%gggﬁ%gbgrgr%gbﬁ‘q'gfedAir?{é al:reglléf%gp 0 Vgn;atgoggl ©

multiplier 178. The rate multiplier comprises four 16-bit
registers and a 16-bit cbunter chain. Four logic circuits allow ;
selection of four different output signals, one for each

5 subsection. Two bus cycles (8 bits each) are used to load the 16
bit words into the register of the rate multiplier 178. As can be _
seen from the above equation, a reiatively wide range of output g
frequencies can be generated.  These -frequenci'es are used for
many different functions as will be described induding bit

10 synchronization.

The output of the multiplier 178 in each of the subsection
is coupled to an 8 bit counter 179. The counter can be initially
loaded from a counter load register 180 from the data bus of the
processors. This register can, for example, receive data from a

15 program. The count in the counter is coupled to a register 181
and to a comparator 182. The comparator 182.also senses the 8 '\/
bits in a register 183. The contents of this register are also -
loaded from the data bus of the processors. When a match
between the contents in the counter and the contents of register

20 183 is detected by comparator 182; the comparator provides an
event signal to the state machine of Figure 19 (input to

multiplexers 190 and 191). The contents of the counter 172 can



Bit 3: Upon event close Ranp switch (nonentary on) > Bit 4:

Upon . ev¥iQ 89/045168 bit counter Bits5-7: Input Miltipl exer I\/EM,? e
19 00 Transition on pin AOO1 Transition on.pin B 01 %ﬁﬁﬁgﬁHg

Count event 20 - 011 Count Conpare event 10 0 Ranp start

event 10 1 Pin B conpare event |/ O REG STERS AND RESOURCE SHARI NG 25 8 Bit
Counter Load Register: Counter |oad register 180; Figure 18 Bits 0-7 =

count 30 Wite Communications Data QuiCRBgister: data register 205, Figure:
23; Bits 0-7 - data Wite Comuni cations Configuration Register: (not

shown) 35 (Il oaded from MBUS) Used to configure the comunicati ons subsystem
for WD 89/ 04516 PCT/ US88/ 03909 transnit and receive functions. Bit 0: O

:_ Recei ve, &e:laIéﬁganujntto register 181 upon receipt of a signal from the
state machine (output of the execution register 198 of Figure 19).
The same execution register 198 can cause the counter 179 to be
loaded from register 180. When the counter reaches a full count

5 (terminal count_) a signél is coupled to the state machine of

Figure 19 (input to multiplexers 180 and 181).

D. /0O CONTROL AND STATE MACHINE
Referring to Figure 19, the processor MBUS communicates
W, 10 with registers 185 and 186 both of which perform masking
functions. Three bits of the register 185 control the selection of
one of the five lines coupled to the muiltiplexer 180; similarly, 3
bits of the register 186 control the selection of one of the five
lines coupled to the input of the multiplexer 181. The output of
15 the masking registers 185 and 186 are coupled to a multiplexer
W ~187. The five bits from the multiplexer 187 are coupled to a
- register 198. Each of these bits define a different function which
 is, in effect, executed by the state machine. Specifically, the
bits control load counter,latch count, enable ramp switch, pulse
20 Pin A, and pulse Pin B.
The multiplexers 190 and 191 both receive the terminal

count signal from counter 179 of Figure 18, the compare signal



Bit 1: NOP Bit 2. NOP 5 Bit 3: Shift Register enable Bit 4: Enter
Hunt N&de Bit 50 NOP Bit 6: NOP Bit 7. NOP 10 Qutput Configuration

Regi st ¥/ 8/04516t shown) (I oaded from MBUS) Used for setti Y 9&,@%@ v,
digital pin configurations. Bit 0: Enable pin A anal og out Bi't f: abl e
pin Adi.gital out 15 Bit 2: Enable pin A pullup Bit 3: Enable pin A
pulidown Bit 4. Enable pin Binversion Bit 5. Enable pin B digital out

Bit 6: Enable pin B pullup 20 Bit 7: Enable pin B pull down Qutput
Configuration Register 1: (now shown) (loaded from MBUS) Used for enable
and conpare functions. Bit 0: Enable1®bit counter 25 Bit 1:

Conmpare pin Bto TTL reference Bit '2: Conpare pin B to adjustable D.C
reference Bit 3: Conpare pin B to Ranp voltage Bit 4: Conpare pin B to
pin A Bitfrom comparafor 482 dtheeradp start siyrialbfrorhntie edmput hysteresis

onpin A generator 200 of Figure 20, and the transition A and B signals
from the transition detectors 171 and 172, respectively of Figure
17. The one bit output from each of the-m'ultip'lexers 190 and 191
5 is coupled to an OR gate 188. This OR gate is biased in that if an
output occurs simultaneously from both multiplexers 190 and )
191, priority is given to multiplexer 190. The output of the b
~ multiplexer 190 controls the multiplexer 187 with the signal
identified as "which event". This signal is also stored in the 3x3
10 first-in, first-out (FIFO) buffer 199. This signal indicates which v
MUX 190 or 191 has received an event and this data is stored
along with the inputs to Pin A and Pin B (Figure 17) in the FIFO
189. |
The state machine for each of the /O subsections
15 comprises 4 D-type flip-flops connected in series as shown in
Figure 19 within thé dotted line 189. The flip-flops 194 and 126 A
receive the 8mHz signal whereas the flip-flops 193 and 195
receive the complement of this timing signal. The clocking
signal (CLK) is dbtained from the Q output of the flip-flop 194
20 and is coupled to register 198 and FlFO 199. The clear signal
received from the Q terminal of flip-fiop 196 is coupled to the
register 198.



Bit 7: Enable input hysteresis on pin B Qutput  Configuration Register 2:

(not §h§mni éloaded from MBUS) Used for setting. pin logic |levels. 35

Bit O 4516| oad 8 bit counter with value in 8-bi't Coun
Register WO 89/ 04516 R toFr/L888/03900

PCT/ US88/ 03909 Bit 1: Set pin Ato logic level 1 Bit 2: Set pin Ato
logic level O Bit 3: Set pin Btologic level 1 Bit 4. Set pin Bto logic
level 0 5 Lower Half of Rate Miultiplier Register: rate nultiplier 178,
Figure 18 Lower byte of rate nultipliejc}& Upper Half of Rate Miltiplier
Register: rate nmultiplier 178, Figure 18 8 Bit Conpare Load Regi ster:
conpare | oad register 183, Figure 18 Byte for conparison 15 READ

REG STERS: (controlled by "Read" line); Read Event FIFO FIFO 199, Figure

19 Bit 0: O=Evepy ohetatiBh afle?thasking registers 185EHY {86 168ded
under software control. The bits from register 185, for instance,
cause the selection of one of the input lines to multiplexer 190,
for example, terminal count. Then the circuit of Figure 19 waits
5 fof the signal terminal count. When "the signal terminal count
U occurs the state machine begins operating and the five bits of
data from register 185 are connected through multiplexer 187
into register 188. The state machine causes an output to occur on
one of the lines from register 198 causing, for example, a pulse
10 to be generated on pin A. Similarly, a word in register 186 can be
used to cause, again by way of example, the counter to be loaded.
The flip-flops 203 and 204 are clocked by the output of
register 198. These flip-flops allow the output signal to be
controlled. The OR gate 208 permits data from a shift register
15 206 of Figure 23 to be coupled to Pin A. This register is
discussed later.

" The low order 6 bits of the ADBUS are input to decoders in
the I/O subsections 107, 108, 109 and 110 of Flgure 12. Two of
the bits are used to select a specific I/0O element and the rest are

20 decoded to control an operation. The PLA 136 of Figure 11 has
generalized outputs 215 connected in parallel to all /O
subsections 107, 108, 109 and 110 to select the ABUS .clock cycle



Bit 1: Pin A level during occurrence of event Bit 2 Pin B |l evel during
occur wanggyoesieevent Read 1/ O Condition Register: BH:_P S us B| t
O: Input pin ABit 1. Input pin BBit 2: 1=ranp conpare e

Bit 4: NOP Bit 5: 1=FIFO has data O-FIFO enpty 8 Bit Counter Latch:

regi ster. 181, Figure 18 35 Count Byte WD 89/ 04516 PCT/ US88/ 03909
116. Communi cations Data Register: data latch 235, Figure 23 Data Byte

Communi cations Status Register: (not &?m) (reads onto MBUS) 5 Bit.

0: Recei ve node: 1=data avail able hift register Transmt node:
O=transmt latch ready Bit- 1: 1=in Hunt Mbde from Figure 23
for data to be used fo_r controlling operation of the I/O
subsections. ' | | |
E. ANALOG TO DIGITAL AND DIGITAL TO ANALOG
CONVERSION |
5 | Referring first to Figure 20, the I/O subsystem includes a

ramp generator 200 which continually génerates ramps of a

known period. The output of the ramp generator is buffered hd

tnrough buffer 201 and selected by switch 202. The switch, as
will be described, is selected at some count (time) following the
10 stért of each ramp; thereby coupling .the same potential to the
capacitor 203. Th'is.capacitor becomes. charged and potential is
coupled- through buffer 204 to Pin A when the switch 175 is
ciosed. (Switch 175 is shown in Figuré 17.) The switch 202,
capacitor 203, and buffer 204 act as é sample and hold means.

15 In Figure 21 several of the circuit elements previously

described have been redrawn to describe how a digital to analog \,

conversion occurs and to show how the circuit elements of the
/0 subsection can be reconfigured through software by the 1/0
control and state machine of Figure 19 to perform different

20 functions.

For a digital to analog conversion an appr_opriate frequency
(fo) is selected from the rate multiplier 178 or counter 179 of



WO 89/ 04516 PCT/ US88/ 03909
RESQJQ?E g@ﬁkg\@ In the presently preferred enbodr ment there are five
resources s anong t he processors. They "are the EEPROM aPOTiUB88{a3909 | / O
5 subsections. A hardware "Semaphore Register” (SR):and five words in RAM
are used in controlling resource sharing, Figure 30 illustrates how t he
mul ti processors share conmon resources. hF SR 95 of Figure 12 reads and
wites to bit 0 of the MBUS. Each RAM d will contain one state: Idle,
Proc. #1, Proc.#2, 10 Proc. #3 or Proc. #4. A processor may interrogate a
RAM | ocati on before assignnment of resource to see if a resource is busy. If
the resource is not assigned it will then access the Semaphore Register as
descri bed below. (Alternately, a processor may, skip the initial RAM

i nt er r ogat i%guseei)samhrshesprwmﬁ |tectita @eriad &f the ramps desisgd 15 t he

Semaphore Register). |If the resource ?F? bus t he processor nmust cl ear
t he Semaph(gﬁf'ﬂ@éﬁgt 2% rainpogeaﬁaam Mﬁ"ﬁg 1h. A digital ¥alig ce |s

Regi ot er  { PBROR GREreSRONEE oo arﬁgséééﬁéqﬁéu“a“%naioéﬂégs inradedgi ot er
RAM I ocat | GRIQ dhel EPastenrisEr WG chd e Beginim e, @ne: star SINAL phase
3O 8. SRPRB LRI AR S o SR BB B S P REAT 3 s
_ example, through the multiplexer 180) and the flip-flops). This
~ causes the counter 179 to be cleared (e.g., all zeroes). The fo
signal then counts into counter 179. The comparator 182 then
compares the contents of the counteri79 with _the contents of
10 register 183. When the two words are the same, the compare
signal is applied through multiplexer 191 again causing the state
machine to be activated as indicated by "SMq* , 189 and the
switch 202 of the sample and hold means to close. For each ramp
generated by the ramp generator, the ramp switch 202 is closed
15 (e.g., for 500 nanoseeonds) causing the capacitor 203 to be
S charged to a DC voltage which corresponds to the digital number
placed in register 183.
One manner in whrch the A-D conversion can be performed is
shown in Figure 22. The mput analog signal is applred to one
20 input terminal of the differential amplifier 170. The ramp is
applied to the other terminal of the amplifier 170. Initially,

when the ramp is started, the state machine 189 causes the



WO 89/ 04516 PCT/ US88/ 03909 once on one of four successive clock cycles
(e.g., phases). The SR 295 is normally set to "0". In Figure 30, processars
#1 angwig e not requestlng use of the SR 295 . Processor #2 is shown
acces it receives a "0" at-the begi nni ng of PCTA S88¢013909 t
knows not hi ng 5 |s being currently assigned or cleared and it sets the
appropriate RAM |l ocation and if it contains "ldle" the processor inserts
its "Proc. # thus assigning the resource and then "clears"” the SRto "0".

I f the processor found that another processor was using t he shared resource
it does not assign its Proc. # and i {GFen "clears” the SRto "0". In this
event it 10 nust wait and try.again. Sone operations such as those on the
EEPROM may take many clock cycles so the processor - shoul d "assign" the RAM
regi ster but release the SR 295 while:it is using the shared resource. \Wen
the procegsghitdrs178r toide ibatedt froopeaegisten 180n(e.ghealiszewes). RAWES

| ocation It accesses the SR again until it finds a "0". It then "cl ears"

the RAM | gsahtemig cclocked" atral frequensy (fop srtasis to the' peviash@fcthey
processor accesses the SR 295 and finds a "1" it |eaves the SR 295 in the

"1" st at ergm@stusWhen ttheo transitigni detectiomel 22adptectsnthatythe 30 Processor

#4 is shown as needing a 20 shared resource, It interrogates the SR to

find out pébténtialsonr B Erengrts@esemp have ihe:sames gotedhial e staled since

the SR 295 was already "1" the test eh o&oeratlo‘??éeav S he regi ster
with & "1maghine 189 causes the count m e counter atche

into latch 181. The digital word in latch 181 corresponds to the )
DC potential on Pin B, thereby providing the analog to digital
conversion. '
F /O COMMUNICATIONS

10 'As previously discussed, for instance, in conjunction with
Figure 1, each cell can transmit data over communications lines
or other links. The cells in a subchannel transmit data at the
same rate typically determined by the communications link being
employed, for example, 10K BPS in a noisy environment such as

15 for power lines. In the currently preferred embodiment, the ceiis
do not have crystal oscillators but rather rely upon RC
oscillators. - The latter are not particularly stable and frequency
variations occur both with temperature and as a result of
processing variations. Moreover, there is no synchronization

20 provided between cells, thus, each cell must provide
synchronization to' the incoming data in 'order' to properly read the

data. One feature of all cells is that they detect and store the



WO 89/ 04516 PCT/ US88/ 03909 nust nOM/MBIt and try again. It will keep trying
unti| \ngwmgwﬁﬁgess to the SR 295 and"i't’ flnds the resource in the RAM

word is "idle". V. PROTOCOL 5 - A CONTENTI ORGTHLUSESfEBYI | n
a typical appllcatlon t he conmuni cati ons network anong the cells is lightly
| oaded and the cells will experience little or no contention delay. In the
case of heavy traffic, the network can 10 saturate. A heavy |oad wll
generate collisions and hence require rgﬁ nsm ssions. |f retransm ssions
continue to collide, the network can pd ibly saturate. The contention

backoff al gorithmused in the network quickly spreads the traffic over a
| onger tine period so that the systen1can recover fromsaturation. If the

15 traffl i s not spread over a | period, the systemw || be
instabi o TESQRPRCHAT (158 JOEPMIAGHESER AT NUREN BEkaaWISAGING BoPRCKBE under

8???632}8%5%8"#%' °?riaa'$m§.e8ﬁ ‘B remanc L‘ﬁ%*t‘a{hes?p?wd%ff”' g S‘ra?‘f’ packing

e o e SIS PRRk A BR: ks fdiced theblideR" o R

' when they are receiving an acknowledgement packet.

5 Referring to Figure 23 during the hunt mode, an /O
subsection is hunting for data. During this mode, the rate
multiplier provides a frequency (fg) to the counter 179 and a

- number is loaded into register 183 from the MBUS. Matches occur
and are de{ected by comparator 182 at' a frec’;ueﬁcy corresponding

“ 10 to the expected incoming data rate. Specifically, the terminal
count of counter 179 is synchronized to the transitions. As
indicated by the dotted line 201, the processor continually
searches for transitions from the transition detectors 171 and

172 of Figure 17. When transitions occur, the processor

15 determines whether the transitions occurred before or after the
terminal count and then adjusts the frequency (fp) until the
terminal count occurs at the same time that the transitions are

. detected. This frequency is the shifting rate for the shift

register 206. (The steps performed by' the processor are shown in
20 Figure 23 as blocks 210 and 211.) The number loaded into

register 183 provides a phase shift between the time at which

transitions occur and the ideal time to shift data in the register



Deferakégggonsists of counting free slots. When the nunber of free slots
that t 14516ias seen equals the defer count, the cell Ur PRI S88/08800 . .
packet in the next available slot. Wien backing off, the cell I'ncreases\4s
waiting tinme before 5 attenpting to retransnit a packet that has suffered
a collision. The anount of this increase is a function of the nunber of
collisions or retransm ssions. The algorithminplenenting this function is
call ed the backoff or contention algq“i hm The network uses a carrier
sense nultiple access nethod of 10 resolving contention for the

communi cations channel. When a cell is ready to transmt it first listens
to the communications channel. |If it hears another cell transmtting, it

waits for cl RV h iy et gﬁﬁﬂ a may

del ay be oﬁrse' tm%ﬁéltti ngts %esnlyg _”g% g?b?etta.egpnﬁﬁlbng t aﬁbag! agy@é{se 15 _
det er mi neghtet ME7G a8t el dRl(6.] tdIMzeFbEB) Céaémetirﬁaaﬁn@cfdﬁewsured in
slots, each slot being Mbits at he nost recently detected receive baud

rate (i.aermihaltcoghe). Wen a cell delays before transmitting, it waits
an integral nunber of slots. Wen a cell detects a clear channel, it 20

2210t boundary. T8 Getl St anam (i ng a Backet ihat has uffered & -
col | i 8i orgyrichrdelizgtion {16ebjiemard)déz estoreddwithimOtise/ pracdds urT/ US88/ 03909
memory and used to set the transmit frequency when
acknowledging the packet for which the rate was developed. This o/
stored bit rate as discussed later is used in the contention back-
off algorithm allowing slot periods (M) to be matched té the last
10 received bit rate. '
The comparator output is used as a shift rate for a six bit
shift register 206. During the hunt mode, the data from Pin B s
continually shifted through register 206. The preamble to a
packet as shown in Figure 9.(010101-bit synch) is shifted along
15 the shift register 206 and the shifting rate adjusted so that
synchronization/lock occurs. When the packet beginning flag
appears (nibble synch-101010) the last two stages of the
register 206 will contain ones and this will be detected by the
- AND gate 207. A binary one at the output of gate 207 ends the
20 hunt mode and provides the nibble synchronization. When this
occurs, the data is clocked out of the shift register (6 bits) into a
data latch 235 and from there the data can be clocked into the



by the backoff al gorithm Backoff delay is randonm zed uniformly over N
siots, NWOSMFI&ted by the backoff ‘algorithm Its smallest g sksoFa0and
it isk%ﬁjusted upward by the backoff al gorithm before each retransm’'ssion
of a packet. Its maximnumvalue is 5 [err]. B. GROUP ACKNOALEGEMENT PACKET
CONTENTI ON A packet from a group announcer to a set of group listeners wll
cause each of those listeners to send an acknow edgenent to 10 the
announcer. Wthout a nethod of a(bitratgﬁg contention anong those
acknow edgenents, they will always coll . To avoid this problem a built
In reservation systemfor group acknow edgenents is used. A listener cel
uses its group nenber nunber to determ ne which slot to use for its
acknow edgeppiesddr oAPURATRED iPtdid! bt ARHIE. | hdHiE OWrEdAHRItnd 1
STo ol )

the 5th fre ow ng reception of the original packe eresult is

the ' Q cpt | 9 Do
at group @rﬁ}egeﬁrt]gd ldézﬁettﬂsangzerbésa%ggwt %Hﬂﬁép‘isttb? 266, T iWklers! 0

follow ng the origi packet . oup ne ransmt its

acknow edgefmigt ocgurde ther proseedor Ardvenift tesisterGetgfPUB REEDRUNS
acknow edgenent. This process continues until The |ast group nenber has

replied to wigderi Theahumbéetioadiédainto t4QiSr04836provides a phase shift
PGT/ US88/ 03909 group nenber does not reply and.thus |eaves its reply slot

Ie;n%t Zi at%edwﬂgpgﬁﬁﬁt gri'gslraztriﬂn_sﬁﬂimsreaccm @nd the ideakentimentend
shift data in and out of the register 206. This prevents the
o | shifting of data during transitions.
Data which is to be transmitted is transferred into the data
register 205. (Note only 6 bits representing a four bit nibble are
v 10 transferred into the data register 205.) These 6 bits are then
transferred into the shift register 206 and shifted out at the
shift rate. As mentioned, if the packet being shifted out.
represents an acknowledgement, the shift rate corresponds to the
rate of the incoming data. If the outgoing packet on the other
15 hand is bei'ng sent to sevéral cells, the shift rate is the nominal
U "~ shift rate for the transmitting cell.
| (Note that in Figure 23, data is shown leaving the register
to only Pin A. For differential modes, the complement of Pin A is

driven onto Pin B - and other variations are possible.)



Il

The-followng table sets forth the states and their descriptions. 5

Contention States State Nane Description 10 0 I dl e Ti me

t he sW&8%YB4fldari es while | ooking for receive data transi t}; ) g; Bi i/

Sync Est abl i sh baud rate synchroni zation with received s(ragjraﬁs. /03909 Byt e

Sync Wit for the start of packet flag. 15 3  Rcv Recei ve the

packet. 4 | PG Delay Inter Packet Gap Delay. Delay for n bit times after

the end of the |ast packet on the subchannel (whether 20

this neuron transmitted it or receiviegZit). 5. . Backoff = Wait Mslots

whére M was set by the |ast. execution of the Del ay backof f al gorithm
~.or by the ARQ protocol software. 25 6. Xnt Transmt a packet in

the next slot. 7. Jam . Transmit a jampattern (all ones) for the

Lhe backor 1 51 ot Geon. RiealsTRESANE HEBBUBEA SERRINGS Cont ont 1 on
§§ ZEZ TransitEoRh ?Btéaubsgctio%/%nés a number of registeﬁ%t Which have Next
bidirectional connections to the MBUS. These registers are in the
I/O subsections 107, 108, 109 and 110 of Figure 12. The reading
5 and writing of these registers under processor program control
’ configures the I/O subsystems for proper operation. Figure 12
illustrates the four /O subsections 107, 108, 109 and 110 and
shows the connections to the low eight bits of the MBUS and the
low six bits of ADBUS. Two ADBUS bits select one of the four I/O
10 units and the remaining four bits are decoded to select one of the A
7O confrol and status registers (described below) of that
subsection. There are fwo lines from the PLA 136 of Figure 11 to
control thé action of the /O s_ubsections._ One line is "Read" and
the other line is "Write". When appropriate these lines are active
15 on phase 3 of the 'clock cycles.
The /O registers, functions and bit definitions are \"’
described below:

WRITE REGISTERS: (Controlled by the "Write" line).

20 Event 0 Configuration Register:register, masking, 185 Figure 19:
| Bit 0: Upon event Toggle pin A

Bit 1: - Upon event Toggle pin B

Bit 2: Upon event Latch 8 bit count

Bit 3: Upon event close Ramp switch (momentary on)



5 0. Idle A. Transitions Detected none - 1. Bit Sync 0. Idle

L. Pagket to Xnt none . 5 -Backoff Delay 1. Bit Sync B.
Sync ACWG—"S?/@&:SM none 2 Byte Sync 1. Bit Sync G No
Transitions ne 4. 1 PG Delay 10 PCB) $8873909 2.
Byte Sync F. Hunt Ti meout none 1. Bit Sync 2. Byte Sync
C. Starting Flag ‘none 3. Rcv Detected 15 3. Rcv E.
Abort Detected “none 1. Bit Sync 3. Rcv D. Ending Fl ag
Set Pckt Rcvd Flag 4. 1 PG Delay 3. Rcv N. PacketToo Long . none

1. Bit Sync 20 4. IPG Delay M Del ay| Bne ~ none 0.
Idle 5. Backoff J. Delay Done .- none . 6. Xnt Del ay 5.
Backof f A. Transitions Detected none 1. Bit Sync 25 Del ay
6. Xnt | . CBIiti 4t on UDgronteventalodcht@ bat:manneray 7.
Jam 6. Xnt B:tsrs-‘l)ondanput Multiplewer: Mux 190, Figurd e180 7. Jam

am Done none Transn B ke Iay 35 C COLLI SI ON
DETECTION I n the current Jlrrpl SG_F collision detection is
not used. Ordinary circu t car]r d

5 10 ermma nt event

‘ : 011 Count Compare event
100 Ramp start event
101 Pin B compare event

K**-"10 Event 1 Contiguration Register: masking register 186,Figure 19;
| Bit 0: Upon event Toggle pin A
Bit 1: Upon event Toggle pin B
Bit 2: Upon event Latch 8 bit count
Bit 3: Upon event close Ramp switch (momentary on)
_ 15 Bit 4: Upon event Load 8 bit counter
~ Bits5-7: Input Multiplexer: MUX 191, Figure 19
000 Transition on pin A
001 Transition on pin B
010 Terminal Count event
20 011 Count Compare event
100 Ramp start event
101 Pin B compare event

/0O REGISTERS AND RESOURCE SHARING

()]
(6]

- ' 8 Bit Counter Load Register: Counter load register 180;
Figure 18
. Bits 0-7 = count

30 Write Communications Data Out REgister: data registér 205,
Figure 23; _ _
Bits 0-7 - data

Write Communications Configuration Register: (not shown)
35 (loaded from MBUS)

Used to confngure the communlcatlons subsystem for
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this feature with the cells providing responses as set forth in | EEES802. 3.
Upon dwiegg/o4miea col lision, the cell can transmt a janmi ng signal for oa#
slot time to nake sure that all cells on the channel detectPGH&S88/03p6s on.
It then ceases transmtting and 5 executes the backoff algorithm The
backoff al gorithm adjusts the contention random zation interval. | EEE802.3
uses the nunber of collisions experie q@g by the packet to calculate the
backoff interval. The cell network ma;r) t al ways have collision detection
so the cell's backoff algorithmmy use the protocol's 10 inferred

collisioon to calculate the backoff interval If the cell has collision
detection, it detects a collision ﬁze same slot in which it occurs and
retries the triXASEMIL oA ft"SrCQ'Hé bEREIHONSt erval ). For cells without

col li sion det Biti &t hezeReamivie,silors Tbransmits, the cell discovers it
when the protoB@f 13 meoNOferiod expires. If a ceII Is sending a packet to
-mul tiple desti ns( egpnormal case), it infers a collision if at the
end of the pr CO p hes have been received from any
of the destin ﬁo% g\’t‘n gél.ﬁ r} é‘ggb«gel ved, there was no collision
20 at the tr 'p0| BntengHunt é&nsm’ ssion takes place w thout an

i ncreased del aBitdud:t o N@Roff. The cell then executes the backoff
algorithmjustBi@s 6t doN©OM™ th collision detection, using

Bit 7: NOP

10

Output Configuration Regxster 0: {(not shown) (loaded from MBU’?

Used for setting analog and digital pin configurations.
Bit 0: Enable pin A analog-out
Bit 1: Enable pin A digital out

15 Bit 2: Enable pin A pullup
Bit 3: Enable pin A pulidown - -
Bit 4: Enable pin B inversion
Bit 5: Enable pin B digital out
Bit 6: Enabie pin B puliup

20 Bit 7: Enable pin B pulidown

Output Configuration Register 1: (now shown) (loaded from MBUS)
Used for enable and compare functions.
, Bit 0: Enable 8 bit counter’ |

25 Bit 1: Compare pin B to TTL reference . U
Bit 2: Compare pin B to adjustable D.C reference :
Bit 3: Compare pin B to Ramp voltage -
Bit 4: Compare pin B to pin A
Bit §: Enable RS-485 driver . .

30 Bit 6: Enable input hysteresis on pin A
Bit 7: Enable input hysteresis on pin B

Output Configuration Register 2: (not shown) (loaded from MBUS)
Used for setting. pin logic levels.
35 Bit 0: . Execute, load B8 bit counter with value in 8 bit
Counter Load Register



WO 89/ 04516 PCT/ US88/ 03909 t he |nferred coll'ision count. After the backoff
i nteryalvo 84948/ | transmts the packet. “Therefore, the difference between
col liston detection and collision inference is in the |engt fP@T/lISSSﬁBDtD
takes the cell to 5 discover that a collision has occurred. D. BACKOFF
ALGORI THM The backoff algorithm wused in the currently preferred enbodi nent
is set forth in | EEE802. 3 standard, a truncated binary exponential backoff.
The backoff ¥interval is an exponentlall {89 function of .the nunber of
collisions (detailed or inferred) since the last sucéessful transm ssion.
An exponential backoff algorithmgives the systemthe stability it needs to
recover fromsaturation conditions. By exponentially spreading out the |oad
in a saturatedBitstem tSet apgor At ton dbigbes level system to recover. 15

Backof f intervgiti sl otSef ﬁ,-suAh tbhﬁl légapog nunber linearly
di stributed ovgnt@. I n %yai, Eg?[[%‘p ‘:i n)] where n = nunber of
col l'isions \/\g cel % elvers attached, it
transmts everP'ﬁadcet et bB{'h ﬂsc!@g\ﬁr %f e the transceivers access
di ff er®nt subchannels, they will experl ence different |oad
Lower Half of Rate Multiplier Register: rate multiplier 178,
Figure 18
Lower byte of rate multiplier

\\"_/,10 Upper Half of Rate Muitiplier Register: rate multiplier 178,
Figure 18 :
8 Bit Compare Load Register: compare load register 183,

Figure 18 | -
Byte for comparison
15

V READ REGIST : (controlied by "Read” line);

Read Event FIFO: FIFO 198, Figure 19
Bit 0: O=Event 1 occurred
20 1=Event 0 occurred
Bit 1: Pin A level during occurrence of event
Bit 2: Pin B level during occurrence of event

Read /O Condition Register:
~ 25 10 Status:
Bit 0: Input pin A
Bit 1: Input pin B
Bit 2: 1=ramp compare
- Bit 3: NOP
30 ~ Bit 4: NOP
Bit 5: 1=FIFO has data
0-FIFO empty

8 Bit Counter Latch: register 181, Figure 18
35 Count Byte
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condi twark} %ﬁgh transceiver is treated as a separate subchannel and has
its own Btk paraneters (collision count and backoeff in U
PRA1YE 8/0 o
ms

backoff parameters are "kept" by the cells, one set for each tran I on.
5 The random nunber for the backoff algorithmis generated by one of
two nethods: |I. by a pseudorandom nunber generation algorithm seeded with
the 48 bit cell 1D (guaranteed to be uni que as discussed), 2. by running a
counter and saving the |ow order bitd n an external event is detected.
10 The slots are equal in. durations to bit rate of the |ast received

data. Note: if each cell used its internal bit rate, slot durations would
vary frogesimuricetionsEDSATREGiSher! MEQatacKateht 285 aFRg e t 23l €
routes to a dQ§5t§aq%gmbnﬁy 15 experience a |ong contention delay via one
route and a shorter ay while traveling sinultaneously via another route.
If that contention delay is allowed to be too |long, the | ater packet coul d
arrive afR@MMAMNIGAHORE! (LS, g@ﬂ\!@‘%’égd&% awal) nixeasis | entpadMBUS)
the slne sequeBite QunbeReceivae madest . 1adatakaavailabde2dn tshiftameigistent -
of sequence without theTrdisnritt anodelet Oetragsit Tatehevemadiyhi s type of
error, each pagletqusestLie AARCMbGER fr8M Figufe(2g0ure ©) that is

y

decrenented b e nunber of slots -



WO 89/ 04516 PCT/ US88/ 03909 127. that the packet has waited for contention
at eaqg/hapsgm mul ti hop route. Wen the count reaches zero, the packet is
di scarded. F. Xgé PROTOCOL 5 The cel |l uses a sliding wpdow sysa3069!
with a wi ndow size of 1 and nodul o 2 sequence nunbering (equivalent to a-
stop and wait protocol). The link control mechanismis very simlar to the
HDLC asynchronous bal anced node. The principal difference being that with 1
bit sequence nunbering instead of acknow edging 10 packets with the
poll/final bit set, every information packet nust have an acknow edgenent.
Bef ore the ARQ mechani sm can work, a connegtion nust be established between
the two communi cating devices (cell or network control devices). The
connection process is described in 15 the "connection" section later in
this applicaiion . The ARQ, agnisn1only operates when the cell is in the

connect st ABEYE ARG ny be considered as substates of the connect
state. Wien a,cell tran

its . Cit waibs f eply f 20 th
dest | nati on RS REPSETTY RRIEHRC aIBBRsUnEn tiaT8 Ao tNBntesRUIRSs Shared
f;gﬂgﬁn' t“gdt%%ﬁgggg%gﬁfg'aggﬁgéé Firu 5re 1R EEPRERE P tHE FoL P02 1

5 subsections. A hardware "Semaphore Register” (SR) and five words in

RAM are used in controlling resource sharing. Figure 30 illustrates

o how the multiprocessors share common resources. The SR 95 of Figure
12 reads and writes to bit 0 of the MBUS. |

Each RAM word will contain one state: Idle, Proc.#1. Proc.#2,

10 Proc. #3 or Proc. #4. A processor may interrogate a RAM lbcation
before assignment of resource to see if a resource is busy. If the
resource is not assigned it will then access the Semaphore Register as
described below. (Alternately, a'processor may, skip the initial RAM
interrogation step and éh_eck the RAM location after it has accessed

15 the Semaphore Register). If the resource already busy the preccessor
must clear the Semaphore Register to "0" and vs)ait to try again. |If the
resource is "ldie" the processor aSsigns a resource by changing the
state of the RAM Register from "ldle" to "Proc.#x" and then clearing
the Semaphore Registef to "0". When the processor is finished with

20 the resource, clears the RAM location to "ldle".

The SR is a one bit hardware register. During phase 3 of its
respective cycle, if required, each processor may access the SR. In

time sequence, this means that the processors may access the SR 295



WO 89/ 04516

PCT/ UR4389899% Two types of packet may be used to carry an knomﬁed ene nt,
an acknow edgenent-only packet or an information packet. g%VLSS&m39
acknow edgenent is carried in the receive sequence nunber of the packet.
The acknow edgenent- 5 only packet has no nessage field and is identified
by the ACK conmand in the link command field. An information packet does
contain a nessage field and is identified by the INFO conmand in the |ink
command field. Figure 25 is the |inkjli€®%el ARO state diagram and along with
10 the followi ng table, defines the various ARQ states. State

Event i Action Next State 0. Idle Message

(9,509, ance onggf b 80 Secessive ciogk by fof, Hdtes), TapiSR 285
Cocket. Mgyl setfo oeaRoFIFR0. procegsaly 4 g S RELe"

Ti meout requesting use &QHngmfrzs@ Processor #2 is shown accessing the

Bui | d Pack Wait ACK  Packet to Retransmt
RetransmgRPaqket recewesla @Qﬂt@tnth@'b mHﬁig fiGhe Aefentkindeschartingr N
Stop Ti ner le retries Wait ACK “Non ACK pckt Recelved

Procegs Rackeing current!ﬁaséﬂgnbd“\@lﬁ Sleatedehhdnitssets qhe appropsaid RAM
sequence nunber for each addressee with whom.it comuni cates. An addressee
can be a location and if it contams "Idle" the processor inserts its "Proc. # thus
assigning the resource and then "clears” thé SR to "0". |f the processor o/
found that another crocessor was using the shared resource it does not
assign its Proc. # and it then “clears” the SR to "0". In this event it
10 must wait and try again. ‘ e
Some operations such as t'.hose on the EEPROM may take many
clock cycles so the proceésor should "assign" the RAM register but
release the SR 295 while it is using the sﬁared resource. Whan the
processor is through with its cperation'using the assigned RAM
15 location it accesses the SR again until it finds a "0". It then "ciears"

the RAM location to "idle" and "clears” the SR 295 to "0". Whnenever a \/

processor accesses the SR 295 and finds a "1" it leaves the SR 285 in
the "1" state and must wait to try again.
In the example in Figure 30 Processor #4 is shown as needing a
20 shared resource. It interrogates the SR to find out if it is free. The
processor uses a "test&set" operation and since the SR 285 was

already "1" the test & set operation ieaves the register with a "1". It



cell, a group, or a control device. For receiving, a cell nust save WO
89/ 04516 . - -PCT/ US88/ 03909 129 the
recei Vé 53y nunber of each source fromwhich it receives. A source can
b W ;ﬁéﬁﬁu . _ ! :
e a cell; p, or a control device. Wien a cell recei VEBCR/URES 999 it
checks the CRC on the nmessage. If the CRCis not valid, the cell does not
reply to the 5 nessage. The cell receiving a nessage al so checks the
nmessage' s sequence nunber. [|f. the sequence nunber indicates that this is a
dupl i cate packet, the cell acknow edges the receipt of the packet to the
sender but does not pass the packet tolifk application software. 10
The ARQ protocol uses a bit that neans "this is a retransm ssion by the
sender". A receiver will not acknow edge a duplicate nessage unl ess the
message has its retransmt bit on. The cell saves the sequence nunber for
the | ast rmustvedwmsesidgandotryeaghinyr oltpwibrke@pctrying i wntl it gedseaccess has
a separate 1 bit 15 transmt sequence nunber and 1 bit receive sequence
nynber f ortontise a8 Bs 288d anck #dfingds Htheh seseuicen drirtbes RANewatkeis “idle”.
comuni cating with control devices). Cell to cell communications is via
group addresses. Direct addressing with cell addresses is used for network

20 control functions. The cell wll 2§a lcating wwth a grouping
device or network controller in p&osg igggai'cel

5 A. CONTENTION IN GENERAL
In a typical application the communications network among
the cells is lightly ioaded and the cells will experience littie or
U no contention delay. In the case of heavy traffic, the network can

10 saturate. A heavy load will genérate collisions and hence require
retransmissions. |f retransmissions continue to collide, the
netwerk can possibly saturate. The con'tentio'n_ backoff algorithm
used in the network qu.ickly spreads the traffic over a longer time
period so that the system can recover from saturation. If the

15 traific is not spread dver a long time period, the system will be
unstable; it will not recover from saturation.

‘Access to a subchannel under contention conditions is
regulated by two mech'anisms, deferring and backing off.
.Deferring is a collision avoidance technigque used in group

20 acknowledgements. Backing off is a traffic or load leveling

technique.



can have only one conversation at a given tinme that uses cell WO
89/ 04516 PCT/ US88/ 03909 i 30 addresses because it has provisions to store

only o0 88f048f6 t hose sequence nunbers. Wen -a control devi i.shes. 1o\
comuni cate with a cell, it opens conmuni cations by sendi ngﬁg.ryag%é&'%ﬁth a

connect 5 command in the link control field. That command initializes the
sequence nunbers. After receipt of that command, the cell wll not accept
nmessages addressed to it (via cell address) by another control device until
t he conversation ends. The conversation ends when the control device sends
the cell a 10 disconnect command. ThéZ®riod of tinme that the cell waits
for an acknow edgenent of a nessage depends on the type of routing used. In
general, the cell allows enough tine for the packet to arrive at its

destination, plo@fe@fiﬁ_Poeahsmeceﬁdeiﬁwtmgmréé élb‘?s.15WHéﬁfA}'H@trhﬂﬂb@?” and
the transit time for The return packet carrying the acknow edgenent. The

protocol pf fpeet siegsi wratf tite o8l iNasp seerkeiqudls ties defef laturtedhiy the

collision count. Even in very noisy environnents, it is nore fikely t hat
the reasogell pamiernitbaitse¢paoke20in rthecmeéxts availabletslot. in time is due to a *

contention rather than a
When backing off, the cell increases its waiting time before
5 attempting to retransmit a packet that has suffered a collision.
The amount of this increase is a function of the number of
collisions or retransmissions. The algorithm implementing this
function is called the backoff or contention algorithm.
The network uses é carrier' sense multiple access method of
10 resolving contention for the communications channel. When a cell o
is ready to transmit it first listens to the communications
channel. If it hears another cell transmitting, it waits for a clear
channel. Once it detects a clear channel, a cell may delay before
transmitting. The method of determining that delay is
15 - determined by the contention algorithm. | |
Time on the channel is measured in slots, each slot being M \./
bits at the most recently detected receivé baud rate (i._e., shift :
rate). When a cell delays before transmitting, it waits an
integral number of slots. When a cell detects a clear channel, it
20 may delay and then when it is ready to transmit, it attempts to
transmit on a slot boundary. If a cell is transmitting a packet

that has suffered a collision, it delays a time period determined



transm ssion error. When a packet is retried, it is assuned that the
collision count is an indication of systeml|oad and the WO 89/ 04516

PCT/ USS%’W 2&3 ﬁpect ed contention delay for a multihop packet. The del ay
period for P op packets is adjusted upward as a functlonPcﬂ‘/lcsm;/osgogn
count. The tineout period is therefore a function of the transm ssion baud
rate, the nunber of hops and the collision 5 count. G LINK CONTROL
COVMANDS Li nk control commands control the operation of the ARQ protocol
and the |link connection process (see next section). The |ink command field
of a packet always contains a link co . 10 ARQ Protocol Commands | NFO
I nformati on Packet (requires acknow edgeferit) ACK Acknow edgenent

Onl'y Packet (does not requi re acknovvl edgenent) 15 Connection Contr ol
Conmmands CONN ect DS Di sconnect SlI Set

Initializathyrthgo bamgff algorlmmhangacm{fmamansa ra@gprmzedo updieradyi on
Control Commands CVDR Command %
over N siots, N is agjusted by the backoff algorithm. Its smallest
value is 2 and it is adjusted upward by the backoff algorithm
before each retransmission of a packet. Its maximum value is
5 210, -

\_/ B. GROUP ACKNOWLEGEMENT PACKET CONTENTION

A packet from a group announcer to a set of group listeners
will cause each of those listeners to send an acknowledgement to
10 the announcer. Without a method of arbitrating contention among
those acknowiedgements, they will always collide. To avoid this
problem, a built in reservation system for group
acknowledgements is used. A listener cell uses its group member
-number to determiné which slot to use for its acknowledgement.
15 - Group member 5 will transmit its -acknowledgement in the 5th
] free slot foliowing reception of the original packet. The result is
that group member 1 will transmit its acknowledgement in the
first slot followin.g the original packet. Group member two will
transmit its acknowledgement in the first slot following first
20 group member's acknowledgement. This process continues until

the last group member has replied to the original packet. If a
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RD

Request Di sconnect Rl Request Initialization UA

1

Unnunber ed Acknow edge WO 89/ 04516 PCT/ US88/ 03909 132 . Only packets

wi t h Wioegyh6ds1gnd | NFO conmands use sequence nunbering. Th

( cket o/
have two sequence nunbers, a transmt sequence nunber andei,twﬁgégﬁéﬂ%
nunber of the |ast packet received. ACK packets have both sequence nunber
fields but the transmt sequence nunber is ignored by the 5 destination.
Packets wi th commands ot her than ACK or INFO are called unnunbered packets.
Unnunber ed packets are acknow edgegd2n a stop and wait fashion via a UA
command. Unnunbered packets do not contain a nessage field. H CONNECTI ON
Before a control device can communicate with a cell, it
nmust establish a connection with the cell. Establishing a connection
initializing the sequence nunbers and putting the control
devi cgregg smrhbentdoes kmotwneplyaand Yhes deawest itsnreply asiot sempty, and
mai nt enance procedures are governed by state nachines inplenmented in
sof t wie. né%t group membesureplies: én|theusnexdsslebl i sh a connection with each

CONTROL 10

consi sts of

|i stener cell

inits group. Only when the connections, h%\/e beezr%r established”
‘may the anrkhsxconteotiomansg &Q\state iagrame e SNOWD nifle ‘e

19165

controlled by a subset of the Iink control co ds.. Commands are issued by _
v d ?Reﬁ' descnpq Y-

a pri Mg following table sets forth the states an

5

10

15

20

25

30

State

b

Hr W N

Name
Idie

Bit Sync
Byte Sync
Rev

IPG Delay

Backoff
Delay

Xmt

Jam

lons.

Contention States

“
Description . .
Time the siot boundaries while looking for receive data transitions.
Establish baud rate synchronization with received signal. _
' u

Wait for the start of packet flag.
Receive the packet.

Inter Packet Gap Delay. Delay for n bit times after the end of the last
packet on the subchannel (whether
this neuron transmitted it or received it).

Wait M slots where M was set by the last execution of the
backoft algorithm or by the ARQ protocol software.

Transmit a packet in the next siot.

Transmit a jarh pattern (all ones) for the jam period (specified
in bit times). Execute the backoff
algorithm to set the backoff sict count. -

+



station. A secondary station receives a command and sends a reply to the 20
pri margy In a group, the primary station is the announcer. The listeners
are se%jwui;sp}oagm When a network control device communi cates with a cell,
the control device is the primary, the cell is the secondar yPCTHeS88/¢3909
WO 89/045 16 o ' PCT/ US88/ 03909 133
control commands and their responses are shown bel ow. The I NFO and ACK
commands are ARQ protocol comrands; the rest are connection control

commands. 5 Primry Secondary ?escri pti on Command Response
| NFO I nf or mati on: va‘l?‘

only in connect state. |NFO
Information: valid only in connect state. 10 ' _ ACK
Acknow edgenent: use sequence nunbers In packet but do not update receive
sequence nunber. CMDR Command reject: sent only by Secondary in
Connect State. Rebulid pckt and S@RmdentiofySiaterTransitions Request
initialization: init secondary. 15 ' di sconnect
secondary. Stete Event Request Di sconfd@iton di sconnect NextSéat@ondary. DM
Secondddy Osldlg t he DAsTmNaiRnsPatectedK none 1. Bit Sync

Acknow edg@migie 20 CMDHPacketto Xmt Commandiang ect: sent obl Babkoté @edayar y
in

1. Bit Sync B. Sync Achieved none ‘2. Byte Sync
1. Bit Sync G. No Transitions none : 4. IPG Delay
10 Byte Sync
~ 2. Byie Sync F. Hunt Timeout none 1. Bit Sync
2. Byte Sync C. Starting Flag - none 3. Rev
Detected :
15
3. Rev E. Abort Detected none 1. Bit Sync
U 3. Rev D. Ending Flag Set Pckt Revd Flag 4. PG Delay
3. Rev N. Packet Tco Long none 1. Bit Sync
20 4.IPG Delay M. Delay Done none 0. idle
5. Backoft J. Delay Done none 8. Xmt
Delay
5. Backoff  A. Transitions Detected none 1. Bit Sync
25 Delay
8. Xmt [. Collisicn Detected Calculate Backoff
- Delay 7. Jam
At 6. Xmt H. Xmt Done - none 0. Idle
30 _ . _
- 7.Jam K. Jam Done none 5. Backeff Delay
35

| C. COLLISION DETECTION
In the currently implemented embodiment collision

detéction is not used. Ordinary circuits can be used to provide



connect state. Rebuild pckt and send it again. R | Request
initialization: init secondary. disconnect secondary. Connect secondary. 25
DM WO 89/04516 Di sconnect Mode: Secondary is in the disconnect state.'w/

CONN -Connect UA UnnumRCEL S88/03969
CVDR ' Command reject: sent only by Secondary in connect state
retry CONN: R | Request Initialization: init secondary.

di sconnect secondary, connect secondary. RD _ Request

di sconnect: send DI SC. 35 DI SC D sconnect UA
Unnunbered ACK CVDR ConmbédHy eject: sent only by secondary in
connect state. Retry DISC. 40 - WD 89/04516

PCT/ US88/ 03909 S | Set initialization CVDR

Command rej ect: Sent_onlg‘/ by _'secondary In Connect State. Retry SI. UA
Unnunbertbis Aeatuse with the Cells providing responses as set forth in

IEEE802.3. Upon detecting a collision, the cell can transmit a
jamming signal for one slot time to make sure that all cells on
the channel detect the collision. It then ceases transmitting and
5 executes the backoff algorithm. The backoff algorithm adjusts
the contention randomization interval. IEEEB02.3 uses the number
of collisions experienced by th_e packet to calculate the backoff
interval. The cell network may not always have collision
detection so the cell's backoff algorithml may use the protocol's
10 inferred collision to calculate the backoff interval. If the cell
has collision detectidn, it detects a collision in the same slot in
which it opcurs and retries the transmission (after the backoff
interval).
For cells without collision detection where a collision
15 . occurs, the cell diécovers it when the protoco! timeout period
expires. If a cell is sending a packet to multiple destinations (the
normal case), it infers a collision if at the end of the protocol
timeout period, no replies have been received from any of the -
destinations. If even one reply is received, there was no collision
20 at the transmit point and the retransmission takes place Without
an increased deléy due to backoff. The cell then executes the

backoff ai'gofithm ju's't as it does with collision detection, using



XND Exchange | D & Network data: This command is
sent only in when the primary is in the disconnect state. XND
Exchan§€OI88y0asiet wor k dat a: The secondary sends 10 .

an XND response only if it is In the disconnect state. If iPCI&eEB8/839%0%,
XND while in any other state, the secondary responds with CVDR CMDR
Command reject: sent only by secondary In connect state. D sconnect
secondary; then try 15 = - -~ XND again. The
connection state diagranms of Figures d 27 refer to primary and
secondary stations. The primary station controls the connection. The
secondary can r.equest that the state of the 20 connection change but the
secondary cannot change the connection unless commanded to do so by the

primary sfg '|ﬂ’FerrBB' WYSI%FAEO(B\MCO\WE@T' %%ﬁg@gftﬁwteﬂéhet% \Ag$llup

Event State

Initiali Zﬁ*ansmlts4thél\ﬁphckléftt 1. D| sconnect Connect Request Send CONN
2. Wit Connect 30 1. Disconnect Fatal Error or RI Send Sl 4.

Vait Init 1. DTywrehecs, theXdPference betweé’hoccﬁﬁsléﬁNDdetectldn Bngconnect
1. - Di sconnect | NFO, ACK Retry DI SC . Di sconnect 1.

Dt sconnectollisidh, irdrence is inl grerlength of tnmellt Rakesnihectcell tBi sconnect

RD, CMDR Retry DI SC 1. Disconnect 35 2. Wait Connect UA

Reset 5Seqdiscover3thabranecalligiondids @eourced. Fatal Error or R Send Sl

U | D. BACKOFF ALGORITHM

.. The backoff algorithm used in the currently preferred |
embodiment is set forth in IEEE802.3 standard, a truncated binary
exponential backoff. The backoff interval is an exponential

10 function of the number of collisions (detailed or in‘f.erred) since
the last successful transmission. An exponential backoff
aigorithm gives the system the stability it needs to recover from
saturation cohditions. By exponentially spreading out the load in
a saturated system, the algorithm allows the system to recover.

15 Backoff interval in slots = R such that R = random number linearly
distributed over the interval:

0 <R<2 EXP [min (10, n)]

where n = number of collisions.
20 When a cell has two transceivers attached, it transmits
every packet via both transceivers. Since the transceivers access

different subchannels, they will experience different load



2. Wit Connect 'Nonfatal error, RD, or CMDR Send DI SC 5. Wit
D sc. WO 89/ 04516

PCT/ qug 8/%899 135 2. Wait connect |INFQ ACK Send DI SC g
i t 89085164 t Connect DM . Retry CONN PCT/US$8/0388pt
Connect 2. Wait Connect XND - Send DI SC : 5. Wit Disc. 5
2. Wait Connect Tinme out Retry CONN 2. Walt Connect 3.
Connect Fatal Error or R Sendl| 2 4, Wait Init. 3. Connect
Nonfatal error, RD, or disc. Send DI SC 5. Wait Disc. 10

request 3. Connect DM Send DI SC 1. Di sconnect
3. Connect CVMDR, | NFO ACK ARQ Processing 3. Connect 3. Connect

XND Send DI SC : 5. Wait Disc. 3. Connect

glegg Dl S%ondxgon% tE#ltt.Ehéﬁ%vﬁ ||‘§ 1ethd! Eg@segggﬁ\% ??ﬁicé%ﬁnel g Se”d
|4'ni :/\a|4t \ﬂﬁ r?%?t L Lo Wh Bacg&fiR'H:a&?ﬁg?é{‘é colh idretdount! and bv?aﬁktOlem :/\3'25
éﬁ S\C’\ait 1ﬁ£§,rv5m' MPh8Ubackoff parafiiteys Szire "kelpt"Dbggg?lér’]\g%étll%ﬁbs\gftseté\fllsé
R for each tREf§mMsion. 4. Wit Init
5 The random number for the backoff algorithm is generated
by one of two methods: |. by a pseudorandom number generation
algorithm seeded with the 48 bit cell ID (guaranteed to be unique
as discussed), 2. by running a counter and saving the low order
bits when an external event is detected. __
10 The slbts_ are equal in durations to bit rate of the last b
received data. Note: if each cell used its internal bit rate, slot
durations would vary from cell-to-cell.
E. CONTENTION TIMER
Packets that have multiple routes to a destination may
‘5 experience a long contention delay via one route and a shorter
delay while travelihg simultaneously via another route. If that s
contention delay is allowed to be too Iohg, thé later packet could
arrive after the deétination's receive sequence number has cycied
back to the same sequence number in the packet. A packet could
20 thus arrive out of sequence without the ARQ protocol detecting it.
T'o-'prevent'this type of error, each packet uses the contention

timer- field (Figure 6) that is decremented by the number of slots



5. Wit disc Fatal error Send Sl 4. Wit Init 25 5.

Wait disc CMVDR, RD, XND Retry DIS C 5. Wait Disc. 5. Wit
Di sc ™~ | NFO, ACK Retry DIS C 5. Wit Disc. 5. Wit D sc
Ti me oUVO89/04516 Retry DI SC 5. Wait Disc. SECONDARY gghfyi!sa¥/03900
CONNECTI ON STATES 30 State . Event - Action
Next State O Start Power Up Initialization 3.
Ini-tialize 35 1. Di sconnect CONN r ecei ved Send UA 2.
Connect 1. Disconnect Sl received Initialization 3. Initialize
Send UA 1. Disconnect Fatal Error Send R 4. Wit Init.
1. Disconnect XND Seh@KND 1. Disconnect 40 1.
Di sconnect | NFO, ACK Retry DM 1. Di sconnect 1.
Di sconnect DS C ' : Retry DM 1. Di sconnect 2. Connect
Sl receiv It S & ' | g€ oM 2. Connect
DS C recglﬂ\%dxhe dgyk?taiég%hﬂgd foécah&%rgﬂh@ﬁﬂéc%te V\Dh8 /04516
PCT/ U388/ @%@tﬁ\@p r‘é‘?ﬁ@eCtWhen thé:%c’vuntEféatEhes zerSertﬁeRbacket is 4. Wit
Init. nnect fatal error . error 2.
Con_nect d,scalrugg ACK ARQ Pr oce55| ng 2. Connect 2. Connect
CONN try UA 2. Connect 5 2. Connect XND
Send RD 5 Error 'F. ARQ PROTOCOL.

5 The cell uses a sliding window protocol with a window size

\~ of 1 and modulo 2 sequence numbering (equivalent to a stop and

wait protocol). The link control mechanism is very similar to the
HDLC asynchronous balanced mode. The prin;:ipal difference being
U that with 1 bit sequence numbering instead of acknowledging
10. packets with the poll/final bit set, every information packet
must have an acknowledgement.

Before the ARQ mechanism can work, a connection must be
established betwéen the two communicating devices '(cell or
network control devices). The connection process is descrived in

~_~ 15 the "connection” section later in this 'applicati'on.. The ARQ
_. | mech_ani'sm_ only operates when the cell is in the connect state
The ARQ states may be considered as substates of the connect
staie. |
When a cell trahsmits a message, it waits for a reply from
20 the destination. If the cell does not receive an acknowledgement
within a predefined time out period, it assumes that the message

was lost and it transmits the message again.



3. Initialize Dl SC r ecei ved Send UA 1. Di sconnect 3.

Initialize | NFO, ACK, CONN Retry RI 3. Initialize 3.

I nit Sl Retry UA . olniti

| ni tf\g}tlsg/gssm XND Retry RD . |n|t|2+ﬁ§“%&/wﬁ? Init.
Sl received Initialization 3. Initialize Send UA 4. Wait Init

| NFO, ACK Retry R 4. Wait Init 15 4. Wit Init DS~
C, XND, CONN Retry R 4. Wait Init 5. Error DI SC recei ved
Send UA 1. Disconnect 5. Error Sl received

Initialization 3. Initialize Sen@®@%®A 20 5.. Error | NFO, ACK
Retry RD 5. Error CONN, XND 25 NOTE: Retries: Areply may be

retried N tines. The event that causes retry N+1 is defined to be a fatal
5" {nor ement daarYReE g k»é&%?&m&?%ﬁﬁ#ﬂk@&é%f{‘z Fit -? iyeéf’“%ear”‘ét y
cel 1. 18cRnBRH|EAaBAEA: anC aPRADWIRLG POy JUBkECO 0 D, (e packet
by 35 |sRiEtldn adkefOOThes aRKABMIebGENTEN: ¥ caftiédiihnthé 0 transmt
receive sequence number of the packet. The acknowledgement-
5 only packet has no message field and is identified by the ACK

command in the link command field. An information packet does

contain a message field and is identified by the INFO command in
the link command field.-
Figure 25 is the link level ARQ state diagram and along with -

10 the following table, defines the various ARQ states.

State Event Actien Next State

0. ldie Message to Send Build Packet ' 1. Ildle

0. Idie Packet to Transmit Send Packet 1. Contention
15 0. 1dle Packet Received ~ Process Packet 1. ldle

1. Contention Packet Transmitied Start Timer 2. Wait ACK

: N

2. Wait ACK  Timeout ' Stop Timer '
20 Build Packet 2. Wait ACK

2. Wait ACK  Packet to Retransmit Retransmit Packet 1. Contention

2. Wait ACK  ACK pckt Received or N Stop Timer 0. Idle

retries

2. Wait ACK  Non ACK pckt Received Process Packet _ 2. Wait ACK

25

A cell must store a transmit sequence number for each
addressee with whom it communicates. An addressee can be a

cell, a group, or a control device. For receiving, a cell must save



PCT/ US88/ 03909 t he packet. The Abort sequence is -a group of at |east 12
ones transmtted in succession. Areceiving cell identifies an abort from

t he céﬁwolgy/b:ig'lgr of Figure 16. A receiving packet treats any 3 of 6 code
violation as an abort. One result of this is that a link 5 l:FIGT/(!J5,8(81‘113151999on
results in an abort. If the link is idle (no transitions) for nore than a
bit time, the result is a code violation. Wwen a cell receiving a packet
detects an abort sequence, it discards the portion of the packet that it
has cl ocked in and begi ns searching for a new packet preanble. The abort 10
sequence is also used for jamming aftegpc collision is detected. J. SYSTEM
I D Referring to Figure 29, the nethod by which the 48 bit systemID is used

within the packets is illustrated. Thirty-two bits of the systemI|D shown
as field r8c@hvRc e hUrhBEP ofSeakbResBafdets whibgajted by the
field 255. heéremai %:érc\lgj ﬁnge{:)i ts g?e otljfseg i nst Ee ca‘lr% Wgﬁ' z)tf t he packet

CRC. | ni tiddeived neACEufcelicancbebadeets, & gfoup, oPeeeontrol @avieeed by the
field 252 at the start of the CRC cal culation. Then the 16 bit field 250 of"-

the systerWHen @ geficrdopivés mgﬁ%el,l it clveck the CRE on thebit field 20
253. The field 253 is stored in the EEPROM and used as a preset CRC field

PCT] USBE! 03000 Ghen o packet 15 (o be fansmtted once i he b caet Hield is
5 message. The cell receiving a message also checks the
U message's sequence number. If the sequence number indicates
that this is a duplicate packet, the cell acknowledges the
receipt of the packet to the sender but does not pass the packet
to the application software.

10 The ARQ protocol uses a bit that means "this is a
retransmission by the sender". A receiver will not acknowledge a
duplicate message unless the message has its retransmit bit on. .
The cell saves the sequence number for the last received message
for each group for which it is a listener. It has a separate 1 bit

15 transmit sequence number and 1 bit receive sequence number for
messages addressed with the cell address (used when
communicating with control devices).

- Cell to cel'l communications is via group addresses.

Direct addressing with cell addresses is used fofnetWork
20 control functions. The cell will be communicating with a
grouping device or network contrbller in those cases. A cell

can have only one conversation at a given time that uses cell



stored, the stored CRC field is coupled to the CRC register. The 16 bit
packet CRC field is calculated using this present field and hte other

fiel dsWiOn8%/MS16acket used to cal cul ate the packet CRC. (Al Ipérﬂjsjsgk(ﬁgog o/
except the contention tinmer field are used.) The other 32 bits of e
systemID are transmtted within the packet. \Wen a packet is received, the
processor calculates a CRC for the received packet by first placing its
stored CRC preset field in its CRC rqg@ter and then conputing the packet
CRC (again, the 10 contention timer field is not used). If the newy
conputed CRC field does not match the field in the packet, it is assuned
that the packet has been inproperly transmtted or that the transmtted
packet, if correct received, has a different system|D and thus should be

di scar dedgddpesses because it has proVisiofRQdPshérePRifForibeset @ipi ng devi ce
can take various forns and can be realized with commercially avail abl e

har dwar e s FequeIRis piighbersiput er. These conputers can be readily
programmed to performthe various functions described in the application

perforned by 2QVheheagcontiolgdeeicecavishies toxogrhmunisaye owithba celldi |y
programred to provide the packets needed to communicate with the cells for
gr oupi ng. itCbpensf contranications by tsendipgea apackebiwitihea reonnect WO
89/ 04516 PCT/ US88/ 03909 nunber used within the packets can be generated
with &l | cemmand in the link control field. That command initializes

the sequence numbers. .After receipt of that command, the cell

will not accept messages addressed to it (via cell address) by

another control device until the conversation ends. The

conversation ends when the control device sends the cell a

-

10 disconnect command. | : _ v

The period of time that the cell waits for an
acknowledgement of a message depends on the type of routing
used. In general, the cell allows enough time for the packet to
arrive at its destination, plus protocol processing time in the

15 destination cell and the transit time for the return packet

carrying the acknowiedgement. or

The protocol timeout period for multihop pa_ckets is also
influenced by the collision count. Even in very noisy -
“environments, it is more likely that the reason a packet failed to
20 reach its destination in time is due to a contention rather than a
transmission error. When a packet is fetried, it is assumed that

the collision count is an indication of system load and the



prograns. An Apple Il conmputer, for instance, may be used as a grouping
device. ;The 48 bit system|ID may be stored on a 'disk; or, 5 a printed

ci rcui tWABY04816 be provi ded whi ch engages one of the slots of the Apple |
conputer, the card can contain the system D which is taken PEBASS8/3909
such as cell 232 of Figure 28. As groups are forned, the assigned group
nunbers, nenber nunbers, etc., can be stored on the disk or stored in an
EEPROM on a card. 10 In Figure 28, the elements of a presently
preferred grouping device are illys®tated. They include a CPU 226 which may
be an ordinary m croprocessor. The CPU comuni cates with a menory which may
conprise a RAM 227, ROM 228 and storage neans 229 for storing the system

I D. Where a floppy disk is used the system 15 I D and program (ot herw se

O o aBaaiach Savbript. Helht oh s PG ket o8 R THRoR i nar
et antey BB pagkedd i AdLBIEd SUhwae Es B Rinbfobrgf Elisierii ¢ n ¢ hei
ASCIT 20, nfaMihe AKEXRPAL ST s! tréfaltrd B ALhBHIOROBYRHS o be entered
bei ng LATRARSIYT oRd (K. (o AL 40 81 fPokraBy; e, ol 55,7 %
5 count. o |
o« 'G. LINK CONTROL COMMANDS
Link control commands control the operation of the ARQ protocol and
the link connection process (see next section). The link command field _of a

packet always contains a link command.

Y
10 ARQ Protocol Commands
INFO Information Packet (requires acknowledgement)
ACK Acknowledgement Only Packet (does not require
acknowledgement)
15 nnection nirol m
CONN Connect
.’ DISC Disconnect
) Si . Set Initialization
20 XA\D Exchange Network Data
CMDR Command reject
25 RO Request Disconnect
Ri Request Initialization

UA Unnumbered Acknowledge



part of the grouping devices and the cell's IDis used by the grouping
devices as a system |ID. Typical nessages transmtted by 5 the conputer to
t he c§hb ghﬁ shown in Appendi x B, for exanple, the nessage of assigni ngi\the
desti N0 884818 | t0 be an announcer in a desi gnhat ed group p@rnﬁ,ilgggzmg
generated by the groupi ng device. The grouping device can co ni cate
directly with the cell over one of the three pairs of |eads which are
coupled to the 1/0 10 subsections or through the select pin which allows
nmessages fromthe CPU 226 to be read to the fourth I/O subsection. Thus, a
network for sensing, comunicatingja®Zzontrolling which has distributed
intelligence has been described. Wiile in 15 this application a sinple
exanpl e of use of cells in a home environnent has been described, it wll
be obvious to one skilled in the art that the disclosed invention nmay be
used in nunerous other applications. Appendix Cto this application
contains a list of sone other applications in which the present invention
may be 20 used. WD 89/ 04516 PCT/ US88/ 03909 Appendi x A, Packet Exanpl es

RoutOnly Papkets wittPtive ACKxang! INFQ commangs Ase ssquence numbering.odheng 3 -
Restricted Fl oodi ng ' ' : .

INFO packets have two sequence numbers, a transmit sequence number and )
the seqbence number of the last packet ieceived. ACK packets have both
sequence number fields but the transmit sequence number is ignored by the .
5 destination. - | ~
Packets with commands other than ACK or INFO are called unnumbered

packets. Unnumbered packets are acknowt_edged in a stop and wait fashion

via a UA command. Unnumbered packets do not contain a message field. w
| H. CONNECTION CONTROL
10 Before a control device can communicate with a cell, it must

establish a connection with the cell. Establishing a connection consists of

initializing the sequence numbers and putting the control device and cell

into a known state. The connection estab!ish‘rﬁeht and maintenance

procedures are governéd by state machines implementsd in software. \’,
15 An announcer éell must establish a connection with each listener cell |

in its group. Only when the connections have been established may the

announcer communicate with the listeners. Connections are controlied by a

subset of the link control commands. Commands are issued by a primary

station. A secondary station receives a command and sends a reply to the
20 primary. In a group, the primary station is the annbuncer. The listeners

are secondaries. When a network control device communicates with a cell,

the control device is the primary, the cell is the secondary. The link



4 G oup Fl oodi ng NOTE: The packet sizes are in cell nmenory bits (before

3-of - gf/ Qc@gd A packet on a communi cations subchannel, after conversion
to is 50%I| arger. Single Hop Packet Format: Pr®&jL888/08909i t s
Fl ag, 4 bits Destination cell Address, 48 bits Contention Tinmer, 10 bits

Contention Timer Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link
Control Retransmt Flag, 1 bit Rcv Seq, 1 bit Xmt Seq, 1 bits Unused, 1 bit
Command, 4 bits Network Control Routing Type, 4 bits = 1 (Fully Addressed)
Source Cell Address, 48 bits I\/Essag6316 to 512 bits Message Type, 8 bhits
Message Contents, 8 to 511 bits Encryption Check, 16 bits CRC, 16 bits

control commands and their responses are shown below. The INFO and ACK

commands are ARQ protocol commands; the rest are connéction control

commands.
5 Primary Secondary Description
Command Response
' INFO information: valid only in connect state.
INFO information: valid only in connect state.
10 ACK Acknowledgement: use sequence numbers in
packet but do not update receive sequence number.
CMDR Command reject: sent only by Secondary
in Connect State. Rebuild pckt and send it again.
\1/ RI. Request Iinitialization: init secondary.
5 ' disconnect secondary.
RD ~ Request Disconnect: disconnect the secondary.
DM Secondary is in the Disconnect state
20 ACK Acknowiedgement
CMDR Command reject: sent only by secondary in
- connect state. Rebuild pckt and send it again.
Rl Request Iinitialization: init secondary.
disconnect secondary. Connect secondary.
25 DM ‘Disconnect Mode: Secondary is in the disconnect
.'\,n“ state.
CONN Connect
' UA Unnumbered ACK:
30 CMDR Command reject: sent only. by s.condary ln
- - connect state retry CONN: _
Ri Request initialization: init secondary.
_ disconnect secondary, connect secondary.
as RD Request disconnect: send DISC.
- DISC Disconnect
UA Unnumbered ACK
CMDR Command reject: sent only by secondary in

40 connect state. Rotry DISC.



Flag, 4 bits WD 89/ 04516
PCT/ US88/ 03909 Single Hop Reply Format: Preanble, 16 bits Flag, 4 bits
System D, 32 bits Destination Cell Address, 48 bits Contention Tinmer, ‘&0
bi t s WOrgwusiién Ti mer Checksum 6 bits Hop Count, 4 bits wt}%h%ﬁ)g o8 bits
Link Control Retransmt Flag, 1 bit Rcv Seq, 1 bit Xmt Seq, I'ts !t?nused,
1 bit Coomand, 4 bits Network Control Routing Type, 4 bits =1 (Fully

Addressed) Source Cell Address, 48 bits Encryption Check, 16 bits CRC, 16
bits Flag, 4 bits :

| D4

Sl . Set Initialization
CMDR - Command reject: Sent only by secondary
in Connect State. Retry Si.
UA - Unnumbered ACK.

XND _ Exchange 1D & Network data: This command is
~ sent only in when the primary is In the
disconnect state. _
XND _ Exchange ID & Network data: The secondary sends
10 an XND response only if it is In the disconnect o
' state. If it receives an XND while in any other O
state, the secondary responds with CMDR. -
CMDR Command reject: sent only by secondary in
connect state. Disconnect secondary; then try

15 o ' XND again. :
" The connection state diagrams of Figures 26 and 27 refer to "
primary a;nd secondafy stations. The primary station contrcis the
cdnnection. The secondary can request that the state of the
20 connection change but the secondary cannot change the connection
unless commanded to do so 'by the primary station.

PRIMARY STATION CONNECTION STATES

25 State Event Action Next State s

0. Start Power Up Initialize 4. Wait Init

1. Disconnect Connect Request Send CONN 2. Wait Connect
30 1. Disconnect Fatal Error or RI Send Si 4. Walt Init

1. Disconnect XND Process XND 1. Disconnect

1. Disconnect INFO, ACK Retry DISC 1. Disconnect

1. Disconnect UA, DM ignore 1. Disconnect

1. Disconnect RD, CMDR ~ Retry DISC 1. Disconnect
35

2. Wait Connect UA Reset Seq Nums 3. Connect

.2, Wait Connect Fatal Error or RI Send Sl - 4. Wait Init

2. Wait Connect Nonfatal error,

5. Walt Disc.

RD, or CMDR = Send DISC



WD 89/ 04516 PCT/ US88/ 03909 143 Mul ti hop Full

Pr eanbl

Type,

Addr esses,

10

15

25

30

35

40

45

-d obd wb b
*« o =

48 -

2. Wait connect
2. Wait Connect
2. Wait Connect
2. Wait Connect

3. Connect
3. Connect

Connect

Connect

Connect
Connect

Wait
- Wait
Wait
Wait
Wait

Init
Init
Init
Init
init

Wait
Wait
Wait
Wait
Wait
Wait

disc
disc
disc
disc
Disc
Disc

ouaaan shhbh WO

State
0 Start

. Disconnect
Disconnect

-l b
.

. Disconnect
Disconnect
Disconnect
Disconnect

Connect

Ll

Connect

8 bits Link Control
1 bits Unused,
4 bits =1 (Fully Addressed) Cell
768 bits

Retransm t Fl ag;
1 bit Command, 4 bits Network Control
Addr ess Li st Address Count ,

| 25
INFO, ACK Send DISC
DM Retry CONN
XND . Send DISC
Time out Retry CONN
Fatal Error or Rl Send Sl
Nontatal error,
RD, or disc. Send DISC
request '
DM Send DISC
CMDR, INFO,ACK ARQ Processing
XND. Send DISC
UA Send DISC
UA received Send DISC
CMDR received Retry SI
INFO, ACK Retry SI
RD, DM,RLXND Retry Si
Time out Retry SI
UA, DM
RI Send SI
Fatal error Send Sl
CMDR,RD,XND Retry DISC
INFO, ACK Retry DISC
Time out Retry DISC

bhbbtr AL

n oD

s Nee®

_ Addr ess Packet Format:
s Flag, 4 bits System 1D, 32.bits Next Cell

é???%ﬁ%ﬂ nmer,

bi ts\ebnpe
4 bits Random zer,
bit Xnt Seq,

Addr ess, 48

10 bits Contention Tinmer Checksum emwasmpssmmm
1 bit Rev Seq, 1

Rout i ng
4 bits

Wait Dise.
Wait Connect
Wait Disc.
Wait Connect

Wait Init.
Wait Disc.

Disconnect
Connect

Wait Disec.
Wait Dise.

wait Dise.
Wait init
Wait Init
Wait Init
Wait tnit

Disconnect

.- Wait Init

Wait Init
Wait Disc.
Wait Dise.
Wait Disc.

SECONDARY STATION CONNECTION STATES

Event
Power Up

CONN received
S| received

Fatal
XND

INFO,
piISC

Error

ACK

Sl received °

DISC received

Action
initialization

Send UA
Initialization
Send UA

Send RI
Send XND
Retry DM
Retry DM

Initialization
Send UA
Send UA

Next State

3
2
3
4.
1
1
1

3'

1.

Initialize

. Connect

Initialize

Walit Init.

. Disconnect
. Disconnect
. Disconnect

initialize

Disconnect



Source Cell Address, 48 bits Message, 16 to 512 bits Message Type, 8 bhits

I\/bssaggqgﬁ)égl%s, 8 to 511 bits Encryption Check, 16 bits CRC, 16 bits

Fl ag,

WD 89/ 04516 : PCT/US88/03909 v,

PCT/ US88/ 03909 Multi hop Full Address Reply Format: Preanble, 16 bits Fl ag,
4 bits SystemID, 32 bits Destination Cell Address, 48 bits Contention

Ti mer,

10 bits Contention Tinmer Checksum 6 bits Hop Count, 4 bits

Random zer, 8 bits Link Control Retransmt Flag, 1 bit Rev Seq, 1 bit Xnt

Seq, |

10

15

20

25

30

35

bits Unused, 1 bit Conmand, 4 bit k3.

2. Connect Fatal Error Send R! 4. Wait Init.
2. Connect Nonfatal error Send RD 5. error
2. Connect INFO, ACK ARQ Processing 2. Connect
2. Connect CONN Retry UA 2. Connect
2. Connect XND Send RD §. Error
3. initialize DISC received Send UA 1. Disconnect
3. Initialize INFO, ACK,CONN Retry RI 3. Initialize
3. Initialize Sl Retry UA 3. Initialize »
3. Initialize XND - Retry RD 3. Initialize
4. Wait Init. S| received Initialization 3. Initialize

. Send UA
4. Wait Init INFO, ACK " Retry Rl 4. Wait Init "/
4. Wait Init DIS C,XND,CONN Retry RI 4. Wait Init
5. Error DISC received Send VA 1. Disconnect
5. Error S| received Initialization 3. Initialize

_ Send UA
5. Error INFO, ACK Retry RD 5. Error ~
CONN,XND

NOTE: Retries: A reply may be retried N times. The event that

causes retry N+1 is defined to be a fatal error and causes

initialization. The cell maintains one retry count and it is

incremented when any reply other than INFO or ACK is retried.” The N

retry count is cleared whenever a non-retry reply is sent to the

i

primary cell.
I. ABORT SEQUENCE

A cell transmitting a packet can abort the packet by

transmitting an abort sequence instead of continuing to transmit



Net wor k Control Routing Type, 4 bits = 1 (Fully Addressed) Cell Address
Li st Address Count, 4 bits Addresses, 48 - 768 bits Source Cell Address,

bits Eﬁ“KYQQ'Qﬂ5Check, 16 bits CRC, 16 bits Flag, 4 bits é{iﬁéé&ﬁgﬁg
PCT/ US88/ 03909 Open Fl oodi ng Packet Format: Preanble, 16 bit ?ts
System I D, 32 bits Broadcast Address, 48 bits = All Zeros Contention Tiner,

10 bits Contention Tiner Checksum 6 bits Hop Count, 4 bits Random zer, 8
bits Link Control Retransmit Flag, 1 bit Rcv Seq, 1 bit Xnt Seq, 1 bits

127,

the packet. The Abort sequence is a group of at least 12 ones
transmitted in succession. A receiving cell identifies an abort
from the code verifier of Figure 16. A receiving packet treats any
- 3 of 6 code violation as an abort. One result of this is that a link
5 idle condition results in. an abort. If the link is idle (no
transitions) for more than a bit time, the result is a code
violation. When a cell receiving a packet detects an abort
sequence, it discards.'t‘ne portion of.the packet that it has clocked
in and begins searching for a new packet preamble. The abort
N 16 sequence is also uséd for jamming after a collision is detected.
| J. SYSTEM ID
Referring to Figure 28, themethod by which the 48 bit
system ID is used within the packets is illustrated. Thirty-two
bits of the system ID shown as field 251 is placed directly. into
15 the .packet as indicated by the field 255.  The remaining 16 bits
NS are used in the calculatidn_ of the packet CRC. Initially, the CRC
register begins with all ones as indicated by the field 252 at the
) start of the CRC calculation. Then the 16 bit field 250 of the
system ID is used in the CRC calculation to provide a 16 bit field
20. 253. The field 253 is stored in the EEPROM and used as a preset
CRC field ea ch time a packet CRC is calculated.



Unused, 1 bit Command, 4 bits Network Cont r ol Roufing Type, 4 bits = 2
(Open Fl ooding) Destination Cell Address, 48 bits Source Cell Address, 48

bitsJWﬁéfa e, 16 to 512 bits Message Type, 8 bits Message Contents, 8 tie/
511 b %&ﬁl%tion Check, 16 bits CRC, 32 bits Flag, 4 bipGI/Uss¥0386) 045
16 PCT/ US88/ 03909 Open Fl oodi ng
Reply Format: Preanble, 16 bits Flag, 4 bits System|D, 32 bits Broadcast
Address, 48 bits Al Zeros Contention Timer, 10 bits Contention Timer
Checksum 6 bits - Hop Count, 4 bits Random zer, 8 bits -- Link

Cont r ol -
' | 255

When a packet is to be transmitted once the preset field is
stored, the stored CRC field is coupled to the CRC register. The 16
bit packet CRC field is calculated using this present field and hte
other fields in the packet used to calculate the packet CRC. (All

5 fields except the contentioh timer field are used.) The other 32
bits of the system ID are transmitted within the packet.

When a packet is received, the processor calculates a CRC
for the received pat:ket by firét placing its stored CRC preset field
in its CRC register and. then computing the packet CRC (again, the

10 contention tifner field is not used). If the newly computed CRC
field does not match the field in the packet, it is assumed that the
packet has been improperly transmitted or that the transmitted
packet, if correct received, has a different system ID and thus
should be discarded. o

15 VI. GROUPING DEVICE

The grouping device can take various forms and can be NA
realized with commercially available hardware such as a personal
computer. These combuters can be readi!y programmed to perform
the various functions described in the application performed by

20 the grouping device. For example, they can be readily programmed
to provide the packets needed to communicate with the cells for

grouping. Other functions such as the generation of the random



Retransnmt Flag, 1 bit Rcv Seq. 1 bit Xmt Seq. 1 bits -- Unused, 1

bi t %4 bits Network Control Routing Type, 4 bits = 2 (Open

Fl OOW 083104t i on Cel | Address, 48 bits Source Cell Addr /ﬁ@w

- Encryption Check, 16 bits CRC, 16 bits Flag, 4 bifts V\Dlggfd' é

PCT/ US88/ 03909 Restricted Flooding Packet Format: Preanble, 16 bits Flag, 4
bits System I D, 32 bits Broadcast Address, 48 bits = Al Zeros Contention
Timer, 10 bits Contention Tinmer Checksumacp bits Hop Count, 4 bits

Random zer, 8 bits Link Control .

number used within the packets can be generated with well-known
programs.
An Apple II_ computer, fof instance; may be used as a
grouping device. The 48 bit system ID may be stored on a disk; or,
5 a printed circuit card may be provided which engages'one of the |
slots of the Apple Il computer, the card can contain the systém ID
which is taken from a cell such as cell 232 of Figure 28. As
groups are formed, the. assigned group numbers, member numbers,
etc., can be stored on the disk or stored in an EEPROM on a card.
10 In Figure 28, the elements of a presently preferred grouping
device are illustrated. They include a CPU 226 which m-ay be an
ordinary microprocessor. The CPU communicates with a memory
which may comprise a RAM 227, ROM 228 and storage means 229
for storing the system ID. Where a floppy disk is used the system
15 ID and program (otherwise stored in ROM 228 ) are stored on the
L disk, with the program being transferred to RAM for execution.
| A'_display means 230 such as a ordinary monitor is coupled
to the CPU to provide a display to the user, for instance, the
| display can be used to provide lists of the groups with their ASCII
20 names. A keyboard'231 is used to allow commands to be entered
into the CPU.



Retransmt Flag, 1 bit Rcv Seq, | bit Xnmt Seq, 1 bits Unused, 1 bit
Command, 4 bits Network Control Routing Type, 4 bits = 3 (Restricted

FIl oooW@g89/6%s36i nati on Cell Address, 48 bits Source Cell A(ﬂ;[f-le _ i t's/
Message, 16 to 512 bits Message Type, 8 bits Message Conten J?%§8ﬁ§9@ﬂ1

bits Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits WO 89/ 04516
PCT/ US88/ 03909 Restricted Flooding Reply Format: Preanble, 16 bits Flag, 4

bits System|ID, 32 bits Broadcast Address, 48 bits = All Zeros Contention
Timer, 10 bits Contention Tinmer Chedke@m 6 bits

The CPU is shown coupled to a cell 232 with the cell being
coupled to a network. through transceiver 233. The cell 232 is
part of the grouping devices and the cell's ID is used by the
grouping devices a'_s. a system ID. Typical messages' transmitted by

'8 the computér_ to the cell are shown in Appendix B, for example, the
méssage of assigning' the destination cell to be an announcer in a
designated"group' is a message generated by the grouping device.
The grouping device can communicaté directly with the cell over
one of the three pairs of leads which are coupled to the I/O '_

10 subséctions or thrbugh the select pin which allows messages from A
the CPU 226 to be ;rééd to the fourth VO subsection.

Thus, a network for sensing., communicating and controlling
which has distributed intell-igence hais been described. While in
15 this application a Simple example of use of _cells in a home
environment has been described, it will be obvious to one skilled Nt
in the art that the disclosed invention may be used in numerous
other applications. Appendix C to this 'appiicati'on contains a list

of some other apblications in which the present invention may be
20 used.



Hop Count, 4 bits Random zer, 8 bits Link Control. Retransmt Flag, 1 bit
Rcv Sgﬂo | bit Xm Seq, 1 bits Unused, 1 bit Command, 4 bits Network
Contr @B9104816 Type, 4 bits = 3 (Restricted Flooding) Destggﬁ.ttggs gﬁol
Address, 48 bits Source Cell Address, 48 bits Encryption Ch / /87402
CRC, 16 bits Flag, 4 bits WO 89/ 04516 PCT/ US88/ 03909 G oup
Announcenent Packet Fornmat: Preanble, 16 bits Flag, 4 bits SystemI|D, 32

bits Group Address, 48 bits Contention Tinmer, 10 bits Contention Tiner
Checksum 6 bits - (Gl ' K

Appendix A, Packet Exampies

Routing Types for Packet Examples
1 Fully Addressed

2 Open Flooding

3 Restricted Flooding

4 Group Flooding

NOTE: The packet sizes are in cell memory bits (before 3-0f-6

encoding). A packet on a communications subchannel, after conversion
\_ to 3 of 6 code, is 50% larger.

Single Hop _
_ Packet Format:
Preamble, 16 bits
Flag, 4 bits
Destination cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
‘Retransmit Flag, 1 bit
Rcv Seq, 1 bit
Xmt Seq, 1 bits
. Unused, 1 bit
Command, 4 bits
- Network Control
- Routing Type, 4 bits = 1 (Fully Addressed)
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Hop Count, 4 bits Random zer, 8 bits Link Control Retransmt Flag, 1 bit
Rcv Seq, 1 bit Xmt Seq, 1 bits Unused, 1 bit Command, 4 bits Network

Control Routing Type, 4 bits = 4 (Goup Flooding) Source Menber Nurrber',‘J8

bi t SWIOE89/D4/16i on Menber Nunber, 8 bits, (0 = broadcast) NEGEAES8/08368020 512

bits Message Type, 8 bits Message Contents, 8 to 511 bits Encryption Check,
16 bits CRC, 16 bits Flag, 4 bits WD 89/ 04516

PCT/ US88/ 03909 Group Announcenent Reply Format: Preanble, 16 bits Flag, 4
bits SystemID, 32 bits V2

Single Hop
Reply Format:
Preamble, 16 bits
Flag, 4 bits
System 1D, 32 bits
Destination Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control ' o
Retransmit Flag, 1 bit '
Recv Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits _
Network Control | w
Routing Type, 4 bits = 1 (Fully Addressed) '
Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 186 bits
Flag, 4 bits



———r

G oup Address, 48 bits Contention Tiner, 10 bits Contention Tinmer Checksum
6 bitg Hop Count, 4 bits Random zer, 8 bits Link Control Retransmt Flag, 1
bi t R&Wéﬁ?lﬂsllﬁi-t Xm Seq, 1 bits Unused, 1 bit Conmand, 41;)53{‘/%1#?%02@5& :
Control Routing Type, 4 bits = 4 (G oup Flooding) Source Menber . 8
bits Destination Menber Nunmber, 8 bits Encryption Check, 16 bits CRC, 16
bits Flag, 4 bits WO 89/ 04516 . '
PCT/ US88/ 03909 Probe Packet Format: Preanble, 16 bits Flag, 4 bits System
ID, 32 bits 143 o
Multihop Full Address
Packet Format:
- Preamble, 16 bits
Flag, 4 bits
System ID, 32 bits
. Next Cell Address, 48 bits
- Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
\_ Retransmit Flag, 1 bit
~ Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
‘Command, 4 bits
. Network Control
~  Routing Type, 4 bits = 1 (Fully Addressed)
- Cell Address List
Address Count, 4 bits
Addresses, 48 - 768 bits
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
- CRC, 16 bits
Flag, 4 bits



Broadcast Address, 48 bits = All Zeros Contention Tinmer, 10 bits Contention
Ti mer Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link Contro

Retra 1 bit Rev Seq, 1 bit Xnt Seq, 1 bits Unused, 1 bit NS

%518&/‘@??@ Network Control Routing Type, 4 bits = 3 ( REIYL588/63909
Floodlng) Destination Cell Address, 48 bits Source Cell Address, 48 bits
Message, 49 to 769 bits Message Type, 8 bits Message Contents, 48 to 768
bits (Route List) Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits WO .
89/ 04516 PCT/ US88/ 03909 Probe e

Multihop Full Address
Reply Format:

Preamble, 18 bits
Flag, 4 bits
System D, 32 bits
Destination Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control ' -
Retransmit Flag, 1 bit ' v/
Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network Control : | | W
Routing Type, 4 bits = 1 (Ftu Addressed)
Cell Address List

Address Count, 4 bits

Addresses, 48 - 768 bits
Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Reply Format: Preanbl e, 16 bits Flag, 4 bits System|D, 32 bits Broadcast
Address, 48 bits = All Zeros Contention Tinmer, 10 bits Contention Ti ner

Check gﬁgbié Hop Count, 4 bits Randomizer, 8 bits Link Control

Ret r ansnpt ag, 1 bit Rev Seq, 1 bit Xmt Seq, 1 bits UnuseBCTIUE88/03909
Command, 4 bits Network Control Routing Type, 4 bits = 3 (Restricted

Fl oodi ng) Destination Cell Address, 48 bits Source Cell Address, 48 bits

Message Field, Message Type 8 bhits %gsage contents, Route List Encryption
Check, 16 bits CRC, 16 bits Flag, 4 SR
Open Flooding
‘Packet Format:
Preamble, 16 bits
Flag, 4 bits
System ID, 32 bits
- Broadcast Address, 48 bits = All Zeros
_ Contention Timer, 10 bits
. Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits.
Link Control
\-/ Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
i_s Network Control
Routing Type, 4 bits = 2 (Open Flooding)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 32 bits
Flag, 4 bits



WO 89/ 04516 .
Br oadcast Conmmand Packet For mat:

32W0s9/Esbedcast Address, 48 bits

Preanble

PCT/ US88/ 03909
16-bits Flag, 4 bits System D,

= ALl Zeros Contenti pgTl{:§8%/03909 byl s
Contention Tinmer Checksun1 6 bits: Fbp Count , 7

Control Retransmt Flag, 1 bit Rcv Seq,
Command, 4 bits Network Control Routing Type,
Fl oodi ng) or 2 (Open Flooding) Source Address,
8 bits Mesgags Contents,

bits Message Type,

18p¥H Fiddling!® P ts
Reply Format

Preamble, 16 bits

Flag, 4 bits _

System 1D, 32 bits

Broadcast Address, 48 bits = All Zeros

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits — .

Hop Count, 4 bits
Randomizer, 8 bits o
Link Control

Retransmit Flag, 1 bit T

Rcv Seq, 1 bit

Xmt Seq, 1 bits —

Unused, 1 bit

Command, 4 bits

Network Control

Routing Type, 4 bits = 2 (Open Flooding)
Destination Cell Address, 48 bxts
Source Cell Address, 48 bits —
Encryption Check, 16 blts

CRC, 16 bits

Flag, 4 bits

4 bits Random zer, 8 bits Link

T b|t Xmt Seq, 1 bits Unused 1 bit
4 bits 3 (Restricted
48 blts Message, 16 to 512

8 to 511 bits Encryption Check,



Flag, 4 bits Broadcast Command Reply Format: NO REPLY WO 89/ 04516

PCT/ US8%/989/83 pendi x B - Message Types Probe Function: Determ ne the
best bdeute f/rao?nﬁ'?he announcer to the listener. Source: G oupP@ahAesR/QI909

Address Type: Cell Routing Method: Restricted Fl ooding Message Type: 2
(Nunber for 8 bit field) Message Content: Address Count (1 byte), (nunber
of cell IDs in probe packet - this is the nunber of cells rebroadcasted
packet) Address List Probe Result Fgggo?l on: report the address list in the
first ﬁé)%?'fggﬁk?l&r?%@ ved by the destination Cell. Source: Cell
previ ou e_ﬁ gsr_a Probe nmessage. Address Type: Cell Routing Method:
Restricted Fl oodinackesaeemalpe: 3
Preamble, 16 bits
Flag, 4 bits
System ID, 32 bits _
Broadcast Address, 48 bits = All Zeros
- Contention Timer, 10 bits
~ Contention Timer Checksum, & bits
Hop Count, 4 bits -
Randomizer, 8 bits
Link Control
_ Retransmit Flag, 1 bit
\~ Rev Seg, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network Control :
.  Routing Type, 4 bits = 3 (Restricted Flooding)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Message Content: Address Count (1 byte), Address List Assign G oup
Announcer Function: Assign the destination Cell to be an announcer in
desi gﬁ@tgy}o‘grl@up Source: G oupi ng Device Destination:

Cell or Goup Menber Routing Method: Restricted Fl ooding gt@%ﬁ%ﬁ?@od. ng
Message Type: . 4 Message Content: G oup Number, Menber Nunber Deassign G oup

Announcer Function: Deassign the destination CeI | fromserving as an

announcer in the designated grouplySgurce: G ouping Device WO 89/ 04516
PCT/ US88/ 03909 Desti nation: Announcer Cell Address Type: Cell or G oup

Me Restricted Flooding or Goup Flooding Message Type:
ﬂﬁéﬁ@@ %ﬁ&&ﬁéne Sign G oup Li stener Function: Assign the
destl nati on Ce |stener in the destinated group.

Preamble, 16 bits

Flag, 4 bits

System ID, 32 bits

Broadcast Address, 48 bits = All Zeros

Contention Timer, 10 bits

Contention Timer Checksum 6 bits

Hop Count, 4 bits

Randomizer, 8 bits

Link Control o
Retransmit Flag, 1 bit o
Rev Seq, 1 bit '

Xmt Seqg, 1 bits

Unused, 1 bit .

Command, 4 bits

Network .Control U
Routing Type, 4 bits = 3 (Restricted Flooding)

Destination Cell Address, 48 bits '

Source Cell Address, 48 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits

&



Sour ce: Groupi ng Device Destination: Cell Address Type: Cell or G oup
Menber, thod: Restricted Flooding or Goup Floodi ng Message Type:
6 l\/Ess\a/ge Coﬂﬁen G oup Number, Menber Nunber Deassign G oupCI/E588/68909
Function: Deassign the desti nation Cell from servi ng as a listener in the
desi gnat ed group. Source: G ouping Device Destination: Listener Cell
Address Type: Cell or G oup Menber Routing Method: Restricted Flooding or
G oup Flooding Message Type: 7 Message Q@Htent: none Assign G oup Repeater

Funct i estination Cell to be a repeater in the designated
group. c@&?ﬁ&”@?&ﬂg vice Destination: Cell Address Type: Cell or
G oup Menber Rout efMmakestri ct ed Fl oodi ng or Group Floodi ng Message

Type: Praeanbie, Ckﬁltmms G oup Nunber, Menber Nunber Deassign G oup
Repeat €flagyndt bigs: Deassign the desti nati on Cell fromserving as a repeater

in the glmegﬁamdgcmg

Group Address, 48 bits

Contention Timer, 10 bits

~  Contention Timer Checksum, 6 bits

v Hop Count, 4 bits
Randomizer, 8 bits
Link Control _

. Retransmit Flag, 1 bit

' Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network Control

\_  Routing Type, 4 bits = 4 (Group Flooding)
Source Member Number, 8 bits
Destination Member Number, 8 bits, (0 = broadcast)
Message, 16 to 512 bits -
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 18 bits
Flag, 4 bits

-



Source: G ouping Device Destination: Goup Repeater Cell Address Type: Cell
or Group Menber Routing Method: Restricted Flooding or G oup Flooding ~ WO
89/ 04516 ~PCT/ US88/ 03909 Messdwé
Type: WO BBM4SIe Content: none Assign Repeater Function: ASpigfugs ot 0
act as a repeater. Used to assign Cells that are not normally allowed to be

a repeater, i.e. a Cell with one transceiver on a nonradi ated nedi um
Source: Control device Destination: Cell Address Type: Cell Routing Method:
Ful |y Addressed, Open Flooding, Re kct ed Fl oodi ng Message Type: 10 -
Message Content: none Shutup Functi'on: Broadcast nessage telling all Cells

to Grgup rAmsouncémeninti | commanded to resume. Source: Control Device
Dest i _nati on: Cﬁbbx;yﬁpélﬂﬁgﬁ Type: Broadcast or Cell Routing Method:
Restweqrﬁgléfl Q@jlm% or Open Fl'oodi ng :

Flag, 4 bits

System ID, 32 bits

Group Address, 48 bits

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits | . ¢

Hop Count, 4 bits

Randomizer, 8 bits :

Link Control ' . o
Retransmit Flag, 1 bit | | s
Rev Seq, 1 bit

Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits N
Network Control - (-
Routing Type, 4 bits = 4 (Group Flooding)

Source Member Number, 8 bits _

Destination Member Number, 8 bits

Encryption Check, 16 bits

- CRC, 16 bits

Flag, 4 bits

il



Message Type: 11 Message Content: none Report your |nput Function: Conmmand
a Cell.to report its input. Source: Cell or Control Device Destination:

Cel | AddWEx89/04516: Any Routing Met hod: Any Message Type: 12
Content: |nput number (byte). Report your Qutput Function: Corme{i%%sloée?a

to report its output. Source: Control Device or Cell Destination: Cell
Address Type: Any Routing Method: Any Message Type: 13 Message Content:
Qut put nunber (byte). Downl oad WO 89/ 04516

PCT/ US88/ 03909 157. Function: Downl ogésdata or code Source: Control Device
Dest i naﬂ,gg'e_ Cel I
Packet Format:

Preamble, 16 bits

Flag, 4 bits

System ID, 32 bits
- Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
- Link Control
\. Retransmit Flag, 1 bit
Rcv Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network Control
Routing Type, 4 bits = 3 (Restricted Floodmg)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message, 49 to 769 bits
Message Type, 8 bits
Message Contents, 48 to 768 bits (Route List)
Encryption Check, 16 bits '
CRC, 18 bits
Flag, 4 bits

<



Address Type: Any Routing Method: Any Message Type: 14 Message Content:
Address, |length, code Set conmunciation paraneter Function: Set a

Comm¥¥P#9104586 Par aneter in the Cell Source: Control Devi c%ﬁ?ﬁ Q@Qéognu
Cel | Address Type: Any Routing Method: Any Message Type:

Content: Paraneter nunber, value Announcenent Function: Announce Sensor
Dat a Source: G oup Announcer Destijagt2on: G oup Address Type: G oup,

Broadcast Routing Method: G oup Floodi ng Message Type: 16 Message Content:
0 - 255 (one hyte) WO 89/ 04516 '

PCTp &5t/ 03909 APPENDI X C APPLI CATI ONS CATEGORY  SUBCATEGORY
APPLI CATI ON Reply Format:
Preamble, 16 bits
Flag, 4 bits
System ID, 32 bits
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits _
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit v
Rev Seq, 1 bit '
Xmt Seq, 1 bits '
Unused, 1 bit
Cemmand, 4 bits
Network Control
Routing Type, 4 bits = 3 (Restricted Floodmg)
Destination Cell Address, 48 bits
" Source Cell Address, 48 bits
Message Field,
Message Type 8 bits
Message contents, Route List
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Gener al Sensi ng i:uhot I ons Usage ' Conm,ml cation Functions Control
Functions Agriculture Crop Managenent Sensor/ Comm

| rri gatd/ B8%84F16 conm Land Level er Sensor Cormn Pest Sensor/ CB%H‘(W&/W%’%I I
| Ds ldentifyi ng ani mal s) Ll vestock Det ect or/ Tr acker

Feed Sense/Cirl/Comm M | ker Sense/ Ctrl/ Comm Wei ght Sensor/ Comm Her der
Si gnal Devi ce Conmercial -Banki ng 153 ATM Card
El ectroni ¢ Money Commerci al Cash Regi ster

Sense/ Ctrl / Comm El evat r Sense/ Ctrl/Comm Sl ot Machi ne Sense/ Ctrl/Conm

Vendi Boageash& HBMRPE: | / Comm Commercial , M sc Di aper
Sensor / Conm Pagdtacket] Fesmater ot echnics, Sensor Ctrl St anp |.D. Watch Crl/
Const pygaietie, 16 bits Decay Sensor / Conm Post Sensor / Conm Ener gy
Wnagpf%ﬁt 4 bits Sensor Sense/ Comm Thernostat Ctrl/ Comm

System ID, 32 bits
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
, Retransmit Flag, 1 bit
~ Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
Command, 4 bits
Network Control
\_ Routing Type, 4 bits = 3 (Restricted Floodz_ng)
or 2 (Open Flooding)
Source Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits

“

- Broadcast Command
: Reply Format:
NO REPLY

v}



Utility Sensor/Comm Vent Ctrl/Comm Security .o Lock

Sense/ Ctrl/Comm Smart Keys (Serial #) Conmuni cat I on Commruni cat i ons
Cabl ¥@|89784886 i on Channel Ctrl/Comm Network Configuration g.lrtj W to
Anyt hi ng Bridge Phone |I.D. (Cell 1.D.) Phone to Cell Bri dé’ /LS 04516
PCT/ US88/ 03909 159 Telenetry Crl/Comm Wring Elimnation Conputer

Sl ow Dat a Networ k Net wor k Architecture

Artificial Intelligence Configuration Ctrl Copy Protection Parallel

Processi ng Nodes Peri pher al Cabl e Elimnation

Keyboard Sense/ Conm Mouse Sense/ G Wring Elimnation Devel op. System
Enul at or Devi ce

Appendix B - Mess_age Types

Probe

Function: Determine the best route from the announcer to the listener.
Source: Group Announcer
Address Type: Cell oo
Routing Method: Restricted Fiooding
Message Type: 2 (Number for 8 bit field)
Message Content: Address Count (1 byte), (number of
cell IDs in probe packet - this is the number of cells
rebroadcasted packet) | | W
Address List - '

Probe Result
Function: report the address list in the first probe packet received by
the destination Cell.
Source: Cell previously addressed by a Probe message.
Address Type: Cell
Routing Method: Restricted Flooding -
Message Type: 3 _
Message Content: Address Count (1 byte), Address List ./

Assign Group Announcer
Function: Assign the destination Cell to be an announcer in the :
designated group. | Y
Source: Grouping Device '
Destination: Cell
Address Type: Cell or Group Member
Routing Method: Restricted Flooding or Group Flooding
Message Type: 4
Message Content: Group Number, Mémber Number

Deassign Group Announcer

Function: Deassign the destination Cell from serving as an announcer in
the designated group.
Source: Grouping Device



Consurmer Appl i ances - " ‘Sensor Sense/ Comm Swi t ch

Sense/.Ctrl / Comm Consuner, M sc L el -0 Det ector/ Tracker
(El ectWOcS%MSlﬁal #) Low Battery Det ector Smart Lottery Ti cggﬁ. 'S88
Ent ert ai nnent Amusenent Park Crl r Arca @eiﬁ% /8}%%

Cable TV Access Cirl r Cable TV Sanple Cirl'r CD Player Crl'r Special
Effects Grl'r Stereo Grl'r TV.CGrl'r VCR Grl'r Home | nprovenent
Central Cock Sys Curtain Ctrl/Conm Doag<Sense/ Comm Garage Door Cirl'r

IntercomIintercom Crl'r Pool Cirl'r Sense/ Ctrl/Comm. Snoke/ Fire Detector
W ndow Sense/ Ct r IDestimatiens Announcer Cell Det ect or/ Tr acker

(Electronic Seri, zﬁldd;fbsEeTfr IC &l @r @rodp Udamissy .Education, M sc

Interactive Book gRgnded Gt EBmRJQ%té?rPI%G(?HH‘ or Group Flooding
Message Type: §

Message Content: none

Assign Group Listener
Function: Assign the destination Cell to be a listener in the destinated
group. ' '
Source: Grouping Device
Destination: Cell
t Address Type: Cell or Group Member
e Routing Method: Restricted Flooding or Group Flooding
Message Type: 6
Message Content: Group Number, Member Number

Deassign Group Listener
Function: Deassign the destination Cell from serving as a listener in the
desngnated group.
. Source: Grouping Device
Destination: Listener Cell
Address Type: Cell or Group Member
Routing Methcd: Restricted Flooding or Group Flooding
Message Type: 7
Message Content: none

W

\ Assign Group Repeater
~ - Function: Assign the destination Cell to be a repeater in the designated
* group. -
Source: Grouping Device
! Destination: Cell
: Address Type: Cell or Group Member .
Routing Method: Restricted Flooding or Group Fiooding
Message Type: 8
Message Content: Group Number, Member Number

Deassign Group Repeater
Function: Deassign the destination Cell from servmg as a repeater in
the designated group.

Source: Grouping Device

Destination: Group Repeater Cell

Address Type: Cell or Group Member

Routing Method: Restricted Flooding or Group Flopding



Engi neering Data Acquisition DAC/ ADC | nstrunent ati on

DAC/ ADC Swi tch Sense/ Ctrl/ Comm Hone El ectri cal

Li ghtwOtgyyg48ps™ Recepticl e Sense/ Conmi Ctrl WD 89/ 04516

PCT/ US88/ 03909 Swi tch Sense/ Ctrl/Conm Al l- forms of sensi n&%/FSF%/Pﬁ%“
control Energy Managenent Sensor Sense/ Conm Ther nost at
Crl/Comm Utility Sensor/ Comm Ven r1/ Comm Honme | nprovenent

Central Cock Sys Curtain Crl/Co 'or Sense/ Comm Garage Door Ctrl'r
IntercomlintercomCrl'r Pool Crl'r Sense/ Ctrl/Conm Snoke/ Fire Detector

W ndow Sense/ (iess&genTyipeu8ity ~Lock
Sense/ Ctrl/ Corppe88agk cemer(tSefdr@ #) - |

Assign Repeater | .
Function: Assign a Cell to act as a repeater. Used to assign Cells that
are not normally allowed to be a repeater, i.e. a Cell with one
transceiver on a nonradiated medium.
Source: Control device
Destination: Cell
Address Type: Cell
Routing Method: Fully Addressed, Open Flooding, Restricted Floodmg
Message Type: 10 ST
Message Content: none - W/

Shutup '
Function: Broadcast message telling all Cells to stop transmitting until
commanded to resume.
Source: Contro! Device
Destination: Cells
Address Type: Broadcast or Cell
Routing Method: Restricted Floodmg or Open Flooding
Message Type: 11
Message Content: none

[{_!}.

Report your Input
Function: Command a Cell to report ltS input.
Source: Cell or Control Device ' .
Destination: Cell o \j
Address Type: Any :
Routing Method: Any
Message Type: 12 N
Message Content: Input number (byte). :

Report your Output
Function: Command a Cell to report its output.
Source: Control Device or Cell
Destination: Cell
Address Type: Any
Routing Method: Any
Message Type: 13
Message Content: Output number (byte).

| Download



Vi brat i on/ Motion Sense/ Comm wi ndow Sense/ Ct. r1/ Conm Sprinkl er Sys

Timer G rl/Conm Val ve Ctrl/Conm Wet-ness Sense/Ctrl Industri al Ener gy
l\/anagerﬁvm) 89/04516 Sensor Sense/ Comm Thernostat Crl/
Sensor/ Conm Vent Ctrl/Comm I ndustrial Equi prent 1%?5@8{43490

Sensor/ Ctrl/ Comm Power Load Sense/ Ctrl/Comm Uility Sensor/Conm Security
Lock Sense/Cirl/Comm Smart Keys (Serﬁ$7#) Vi brati on/ Moti on Sense/ Comm
W ndow Sense/ Ctrl/Comm Security Industrial " Copy Protection
Det ector/ Tracker (Electronic Serial #) Personnel Badge |.D. Law

Security, Law Functlon Download daty orrédgetion |.D. Card (Serial #) Gun
| .D. Passport (S H%I[ |%%g{ cgPet ector Manufacturing CIM

Artificial Intel geqset?r?aetlonr | &%” I mnation

Address Type: Any
Routing Method: Any
. Message Type: 14
Message Content: Address, length, code

Set communciation parameter -
Function: Set a Communica*ion Parameter in the Cell
Source: Control Device
Destination: Cell
Address Type: Any
Routing Method: Any
Message Type: 15
Message Content: Parameter number, value

L

~~  Announcement
Function: Announce Sensor Data
Source: Group Announcer
Destination: Group
Address Type: Group, Broadcast
Routing Method: Group Flooding
Message Type: 16 |
Message Content: 0 - 255 (one byte)



WD 89/ 045 16
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PCT/ US88/ 03909 Production Cirl Det ect or /- Tr acker -
(El ecivicpg9 /64 ﬁgrl al #) Inventory Sense/ Comm Process Cirl o
Li ne Bal a roducti on Autonation . Producti on A @WLR8SA3909
Robotics - Det ector/ Tracker (Electronic Serial #)
Robot Sense/ Ctrl/ Comm Medi cal ' - Medical, Msc

Bi 0. Feedback Bi oni cs Handi capped Interfaces Heart Pacer. |nplants Medical
Al ert Sense/ Comm Medicine Alert Se nm Pati ent Mnitoring Personal

Di spenser Cirl/Comm Personal Monitors Prosthetics Mlitary

Mlitary, M sc Copy cﬁgﬁﬁg Damage Ctrl Sense/ Conm
Det ector/ Tracker (Electronic s al1 sonnel Badge |.D. Redundant Comm
SDI Sense/ Ctrl/Comm Sonns Buoy Sense/ Oom*n -

CATEGORY SUBCATEGORY Appu;g‘nou _
General Sensing Functions
Usage Communication Functions

Control Functlons

Agriculture Crop Management : Crop Sensor/Comm Irrigation
: : Ctrl/Comm Land Leveler Sensor Comm

Pest Sensor/Comm (with cell 1Ds
identitying animals)

Livestock Detector/Tracker
Feed Sense/Ctri/Comm
Milker Sense/Ctri/Comm
Wolght Sensor/Comm
Herder Signal Device

cqmmorciall Banking : . ATM Card

Electronic Money

Commuercial ' Cash Register Sense/Ctrl/Comm
Elevater Sense/Ctri/Comm
Slot Machine Sense/Ctrl/Comm
Vending Machine Sense/Ctri/Comm

Commarcial,Misc ' Diaper Sensor/Comm
Pager Ctri/Comm \j
Protechnics, Sensor Ctrl
Stamp 1.D.
Watch Ctri/

Constructlon Decay Sensor/Comm
Post Sensor/Comm

Energy Management Sensor Sense/Comm
Thermostat Ctri/Comm
Utility Senser/Comm
Vent Ctrl/Comm

Security Lock Sense/Ctri/Comm
Smart Keys (Serial #)

Communication Communications ' Cable _Ellminntlcn

Channe!l Ctri/Comm

Network Configuration Ctrl/Comm
Ceil to Anything Bridge

Phone 1.D. (Cel! 1.D.)

Phone to Cell Bridge



Spyi ng Sense/ Ctrl/Comm Position Sense/ Ctrl/Comm System Di agnosti cs
Sense/'% r _Game Monitor/SimWapon Sense/ Ctrl/Comm Security
Abftes

Lock Setls Feonm Smart Keys (Seri‘al #) Vibration/ Motion PETFES568)0%909
W ndow Sense/ Ctrl/ Comm Scientific
Weat her/ Eart hquak/ etc. sensor Transportation Aut onot i ve

Ceneral sensing General conmunicati o&fge,neral control Anti-lock Breaking
Sys Conpl ex Cable Elim nation:Guge rl" I'n Dash Map/Locator |nstrunment
Panel Cirl License Plate |.D. & Conm Li ght T@emerCoGtnivComiD 89/ 04516

PCT/ US88/ 03909 Regul at or Sense/ Conm Snar t K@W (@&"P‘éi“#)

Computer _ Siow Data Network
Network Architecture Artiticlal Intelligence
Contiguration Ctri
Copy Protection
Parailel Processing Nodes

. Periphaeral Cable Elimination

Keyboard Sense/Comm

Mouss Sense/Comm

Wiring Eiimination
Develop. System Emulator Device

Consumer Appliances : Sensor Sense/Comm
Switch Sense/Ctri/Comm

N Consumer, Misc Detsctor/Tracker (Electronic Serial #)

Low Battery Detector
Smart Lottery Ticket

Entertainment : Amusement Park Ctri'r

N} Arcade Game Ctrir

n Cable TV Access Ctri'r
Cable TV Sample Ctri'r
CD Player Ctri'r
Special Effects Ctri'r

Stereo Ctri'r
TV Ctri'r
VCR Ctri'r

Home lmprcvcmint " Central Clock Sys
_ Curtain Ctri/Comm
- Door Saense/Comm

intercom
Intarcom Ctri'r
Poot Ctri'r Sense/Ctri/Comm

\—; Garage Door Ctri'r

Smoke/Fire Detector
v : Window Sense/Ctri/Comm

Pets Detsctor/Tracker -{(Electronic Seriai #)

Pet Ctri/Trainer

Education Eduecation, Mise . interactive Book Sense/Ctrl/Comm
. } Test Sense/Comm
Engineering Data Acquisition o DAC/ADC

instrumentation DAC/ADC

Switch Sense/Ctri/Comm
Home Electrica! : Light Ctrl/Comm

Recepticie Sense/Comm/Ctrl



Switch Sense/ Ctrl/Conm Syst em Di agnostics Sense/ CommWring Elinination
Avi oni cs Anti -1 ock Breaking Sys Conplex Cable.
Eli myyg)gr#qhé%\uge Crl Instrument Panel Cirl Light Ctrl/Conm Regul at or
Sense ensor Sense/ Comm Switch Sense/ Gt rl/ Conm Syst e®IH/k§B88/63909s
Sense/ Comm Wring Elimnation Transportation, Msc Enmer gency
Locator (ELT) Sense/ Comm Traffic Monitor/Crl Traffic Signal

Sense/ Ct rl / Comm Tpy/ Hobby/ Spo me 3-D

"Chi p-Wts" Sense/Ctrl/Comm Bi ng fd Sense/ Comm Gane sense/ Ctrl/ Comm

Hobby Camer gwhens sérserdtri@umm Hobby Ki t :
Sense/ Ctrl/ Comm Magi ¢ Equi pnent Sense/ CAtil tot2asnof Ivenslag ure Train Crl/ Conm
Renmote Ctrl Sense/ Ctrl/ Conm Sport All forms of control Ener gency

Locat or (ELT) gagryeMaAlBenldmP Li Ne Sens@ensdOkhnfif€sEmm0r Y Sense/ Ctrl/ Comm
Thermostat Ctrl/Comm
Utility Sensor/Comm
Vent Ctri/Comm

Home Improvement Ceantral Clock Sys
Curtain Ctrl/Comm
Door Sense/Comm

.Garage Deoer Ciri'r
Intercom

intercom Ctri'r

Pool Ctri'r Sense/Ctri/Comm

Smoke/Fire Detector W
Window Sense/Ctrli/Comm

Security Lock Sense/Ctrli/iComm
Smart Keys {Serial #)

Vibration/Motion Sense/Comm _ V’
window Sense/Cirl/Comm

Sprinkier Sys © Timer Ctrl/Comm
Vaive Ctri/Comm
Wetness Sense/Ctrl

Industrial Energy Management Sensor Sense/Comm
Thermostat Ctrl/Comm
Utility Sensor/Comm
Vent Ctrli/Comm’

Industrial Equipment Oil Drill Sensor/Ctrl/Comm
Power Load Sense/Ctri/Comm :
Utility Sensor/Comm J
Security ' Lock Sense/Ctri/Comm *
' Smart Keys (Serial #) §

Vibration/Motion Sense/Comm
Window Sense/Ctri/Comm

Security , industrial Cpr' Protection
Detector/Tracker (Electronic Serial #)

Personnel Badge 1.D.

Law Security, Law Copy Protection
" I.D. Card (Serial #)
Gun LD.
Passport (Serial #)
Shoplifter Detector

Manufacturing cIm Artiticial intelligence
. Wiring Elimination



-~

j/'{l' oy ' ‘Lego-Bot Sense/ Ctrl/ Comm Medi a
“1nt
1.

er ctl ve Toy Sense/ O rI / Conm Ani-nat ed Toy Sense/ Ctrl/Comm 163 CLAI M5
&rk for sensing, comrunicating and controlling which includes

a pl ur al i ty 0 gel |'s, each cell conprising: a processor; an PORUSE8103p6Y
section for prOV|d|ng coupling between said processor and sai d network,
sai d input/output section conprising:j@plurality of circuit elenents
conprising, a state machine for provi d| ng control signals for said
i nput/out put section, event sensing neans for sensing predetermnned
el ectrical changmduétlcm gyt means for neasmdzmomrﬁskd,nfg;;a@n% Sard #)
mul tipl exi ng nmeans for directing said sensed electrical changes to said
stat e machi ne; ngg re&; ster nmeans coupl V 'tye@ef‘wcsmg'nal s fromsaid
processor, said ﬂogﬁ "Jnewug,ﬂmqeans for z{ll Ms qctrically
conflgurlng and reconfiguring said circuit e enents ased on sai d signals
from sai d procesBepotias provi de a pl ural it yDadéctoriPratkeu(Blertrdnim Serian )
second register nmeans coupled to said pro refor storing input/output
status information and for coupling this ﬁﬁf ?nﬁﬂ'&fﬁf@%&ﬂgd processor,
said wnedl regi ster wNweaiesi, iseg coupl ed to saiBiolFéddbgckeans; said state
machi ne being coupled to said event sensi Rjon®ans and at | east one of said

first and second regi ster neans; Handicapped Interfaces

Heart Pacer.

L/’ ) implants
Medical Alert Sense/Comm
Medicine Alert Sense/Comm
Patient Monitoring .
Personal Dispenser Ctrl/Comm
Personal Monltors
Prosthetics

L/ Military Military, Misc Copy Protection
- Damage Ctr! Sense/Comm
Detector/Tracker (Electronic Serial #)

Personnel Badge I.D.
Rsdundant Comm

SDI Sense/Ctri/Comm
Sonna Buoy Sense/Comm
Spying Sense/Ctri/Comm
Position Sense/Ctri/Comm

System Diagnostics Sense/Comm
War Game Monitor/Sim
. Weapon Sense/Ctri/Comm
&&_) Security : ' Lock Sense/Ctri/Comm
Smart Keys (Serial #)

Vibration/Motion Sense/Comm
Window Sense/Ctri/Comm

Sci_ontlfic Weather/Earthquake/ete. sensor

Transporiation Automotive General iomlng
: General communication

General control

Antl-lock Breaking Sys
Compiex Cabie Elimination
Gauge Ctr!

in Dash Map/Locator
instrument Panel Ctr!
License Plate 1.D. & Comm

Light Ctr/Comm



wher eby sai d input/output section can be configured and reconfigured to N
performa plurality of input/output functions. 2. The cell defined by~

c ai mwov@%‘gil@ said circuit elenments include a digital counter and di giv(al :
conpar ator . 164 3. The cell defined by O ai m1 wR&IEL388/43909
circuit elenents include a rate nultiplier and a ranp generator. 4.

The cell defined by Claiml wherein said circuit elenents include a sanple
and hol d .neans. 5. The cel | jgePined by Claim1l wherein said circuit
el ement includes a transition detector. The cell defined by Caim

6.
1 wherein said circuit elenent includes "agq'i:?'eﬁ (“ﬁé"?ecei ver. 7.
The cell defined by CQaiml wherein sai ey Koy (#ht i ncl udes a
differential transmitter. 8. The owilchdsbrgaectriigomtmai m 1 wherei n
said circuit element includes a diff@ystem disgnpslicyGenswlpmmat or. 9.
The cell defined by Oaim1 wherein sai d¥FPgSimigsafent i ncl udes a

conmuni cati ons gibsikstem 10, The G@hilicsleTdriithgd?$ye! @i m1 wherein

said circuit elenent includes counter |atches. 11. The cell defined

by daim1l wherein said Compiex Cable Elimination >
Gauge Ctri

lnitrumont Pane! Ctri
_L!gh_t Ctri/Comm

Regulator Sense/Comm

Sensor Sense/Comm u
Switch Sense/Ctri/Comm

System Diagnostics Sense/Comm

Wiring Elimination

Transportation, Misc Ehcrgcncy Locator (ELT) Sense/Comm
Traffic Monitor/Ctri
' \J.,
Traffic Signal Sensse/Ctri/Comm S
Tpy/Hobby/Spo Game 3-D "Chip-Wits" Sense/Ctri/Comm

Bingo Card Sense/Comm
Game sense/Ctrl/Comm

Hobby Camera Sense/Ctrl/Comm
Hobby Kit Sense/Ctri/Comm
Magic Equipment Sense/Ctri/Comm

Miniature Train Ctrl/Comm . o
Remote Ctr! Sensa/Ctri/Comm

Sport Emergency Locator (ELT) Sense/Comm
Trap Line Sensor

Sport Accessory Sense/Ctri/Comm A
Toy Loéo-Bot Sense/Ctrl/Comm
Media Interactive Toy Sons./Ctrllcbmm

Animated Toy Sense/Cirl/Comm



circuit el ement i ncl udes -a freqUéncy generator. 12. The cell defined
by Caim1l wherein said circuit element includes a waveform generator. 13.

The cé&l defined by Claim1 wherein 'said circuit el-erent—i-netudes—di-gi t al

sensors. - 14. The cell defined by Caim -1 uit
el ement includes neans for generating digital outpu mmﬂmi!} m
The cell defined by Caiml V\/nerein said circuit e

differential pair digital sensors. The cell defined by CI aim1l
wherein said circuit el enment | ncI ug?a means for generating
differential pair digital output contr § gnal s. 17. The cel |

defined by Claim1l wherein said circuid aghements include a sanple and hol d
nmeans, ranp generator , digital counte'r—orrrd di gital conparator, -and where
sai d eI enents are configured to provide a digital-to-anal og converter, such

that the output of saildd Aewakier sdring, conmipiedlingandicdntraiipyevidci hol d
means, the start of said ranp generator being detected as one of said

predet er m néncledes asplarafityiobdelisy - éamhdcelii tomprietigte .into in said counter,
sdi d conparator conparing the count in said counter with a digital
_ a processor, -
an input/output section for providing coupling between said processor and

said network, said input/output section comprising:

J a plurality of circuit elements comprising, a state machine for providing
control signals for said input/output section, event sensing means for sensing
predetermined electrical changes, timing means for measuring time intervals, and

multiplexing means for directing said sensed electrical changes to said state

;/"/ machine;
first reg'ister means coupled 1o receive signals from said processor, said first
register means for automatically electrically configuring and reconfiguring said
~ circuit elements based 6n said signals from said processor to provide a plurality of
input/output functions; | |
second register means coupled to said processor for storing input/output
l\\-/ statﬁs information and for coupling this information to said processor, said second

register means being coupled 1o said timing means;
said state machine being coupled to said event sensing means and at least
one of said first and second register means;
whereby said input/output section can bé configured and
reconfigured to perform a plurality of input/output functions.
2. The cell defined by Claim 1 wherein said circuit elements include é

digital counter and digital comparator.



nunber from said processor, and the output of said Gonpérator bei ng used

to control said sanple and hold neans, thereby providing a DC potenti al~at
t he output of said sanple and hold neans. 18. The cell defined b?'/a

daiimil wherﬂllwmllm "IIEEI"J elements include. an anal og
conpar at or ctor, di gi tal counter and ranp

gener at or, wher &i n' sai d elenents are configured to provide an
anal og-t o- dlgltal converter, an anal og signal being coupled to one term nal
of said conparator, the other term nal,_@f said conparator being coupled
to receive the output of said ranp generator, said digital counter being

| oaded to initial count in said counter to count at a predetermned rate
V\Qﬁg Sfu d evenj‘gI sensi ng -[brﬁanscedlgt Satefl}hl&adsbylr tCldfima Nanphéyesai dsaiahp

g rator, said,counter _being used.t oad_latc ' a use sai d
di gi t al outputchCEéFdeégﬁﬁggﬁ @% saldr%€%n€8§5¥g%gggn%§ga%§q:etects a
predeterm ned ggfstatosin sai d conparator neans.

4. The cell defined by Claim 1 wherein said
circuit elements include a sample and hold means.

5. The cell defined by Claim 1 wherein said

circuit element includes a transition detector. \ i
o/
6. _ The cell defined by Claim 1 wherein said
circuit element includes a differential receiver.
. I
7. The cell defined by Claim 1 wherein said \\a
circuit element includes a differential transmitter.
8. The cell defined by Claim 1 wherein said
circuit element includes a differential voltage
comparator.
9. The cell defined by Claim 1 wherein- said
circuit element includes a communications subsystem. ' {
10. The cell defined by Claim 1 wherein said
circuit element includes counter latches. 5
3
11.. ~ The cell defined by Claim 1 wherein said

circuit element includes a frequency generator.

12. The cell defined by Claim 1 wherein said

circuit element includes a waveform generator.

13. The cell defined by Claim 1 wherein said
citrcuit element includes digital sensors.

e T
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14. The cell defined by Claim 1 wherein said
circuit element includes means for generating digital
output control signals.

15. The cell defined by Claim 1 wherein said

circuit element includes differential pair digital
sensors.

16. The cell defined by Claim 1 wherein said
circuit element includes means for generating
differential pair digital output control signals.

17. The cell defined by Claim 1 wherein said
circuit elements include a sample and hold means, ramp
generator , digital counter and digital comparator, and
where said elements are configured to provide a
digital-to~analog converter, such that the output of
said ramp generator is coupled to said sample and hold
means, the start of said ramp generator being detected
as one of said predetermined events and used to load
initial wvalue .into in said counter, said comparator
comparing the count in said counter with a digital
number from said 'processor, and the output of said
comparator being used td control said sample and hold
means, thereby providing a DC potential at the output
of said sample and hold means. ) -

18. The cell defined by Cléim 1 wherein said
circuit elements  include an analog comparator,
transition detector, digital counter and ramp
generator, and wherein said elements are configured to
provide an analog-to-digital converter, an analog
signal being coupled to one terminal of said

n
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comparator, the other terminal of said comparator being
coupled to receive the output of said ramp generator,
said digital counter being loaded to initial count in
said counter to count at a predetermined rate when said
event sensing means detects the start of a ramp by said
ramp generator, said counter being used to load latches
which are used as said digital output of said converter
when said event detection means detects a predetermined
event from said comparator means.




