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Figure 9 the first case when decrypt the payload data in the Equal
Payload Length Digital Audiovisual Content Encryption mechanism.
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Figure 10 the second case when decrypt the payload data in the Equal
Payload Length Digital Audiovisual Content Encryption mechanism,

10/18



10%$8& ()-: -3 10%$& ()-: -3 10%$& ()-: 3 10%$& ()-: 3 10%$& ()-
SWAR3 w58 ) 10%$&' ()- % F10%$& ()- @ 10%$& ()-: 5WAR3 3 10%$& ()-: 3

10%0$& ()-: "#$% JbvT3 : "1090& ()-E-!(: "109%H& ()-E
1"]:10% i & ()-100$100$100$ ; 10%$& ()-( * h10%S$& ()-bH L S\ ] }]AVT3 :
"t 10048 ()-" 10%& ()-"10%& ()- clO%& ()- : "10%& ()-E( (S: "10%H& () - E]

A
hH, 3" 1096& ()-"10%& ()-"10%& ()-"10%& ()-"10%& ()-"10%& ()-"10%& () -
hLO, 3" 109%4& ()-"109%& ()-"1094& ()-"10%& ()-;cX3 ""10%& () - ) |

cG+3" 10%4#& () - (" 10%t& ()~ T‘“lO%#&' 0. 100/#&' [ 100/#&' ()-"10%:@5 ) - " 10%& ()

| PA+3" " 109%64& TO76r& ()= TOYer& ()= 1t
nn 0, 1 nn or ]
DP4+3" " 100448 () - " 10GHEPNESS cx3 S
Digitat Content

Demuitiplexer r_‘ "I Stream Analyzer {2) }—,—-—-p{ Encryption Buffer {2) h

/ i

; i

61 ‘ .—-—{ Stream Analyzer (i) ,—‘——-bl Enczyption Buffer (i} ] i
Y LT e ] .
Encrypion Strategy | _ | Enyplion Key - ] U
P enerator }
(K1, K2) f_“‘k\ X Y
| - Block Cipher Encryption Engine
g (k)] &3 e
E |k k) L
[+ 1172
i) <
E . ~——1  Muitiplexer
AN /
g\ 70
12 Encrypted Digital
¥ - y Content
Key Escrow 5 \/ Content Repository
Figure 11 the structure of the Encipheror.
5

11/18




t X+3"" 10%#&' () -""10%&" ()-"10%+& ()-"10%#& ()-"10%& ()-"10%& ()-"10%t& ()
- hLO+3"10%#& ()-"10%t& ()-"10%*& ()-"10%t& ()-"10%&' ()-; "

| " #$. T4+3" 10%#&' () -; cX3

" 109#& () -"10%#&' () -"10%*& ()-"10%t& ()-.9CN it ?+3"10%#& ()-"10%*& ()-"10
0%& ()-"10%t& ()-"10%#& ()-"10%*& ()-tyzgG +" 10%#&' ()-"10%*& ()-"10%& ()-"
109%#& ()-;cX3 ""10%t& ()-H, +" 10%t& ()-; cX3

")"109%#& () - " 10%#& () -" 10%t&. () - " 10%+& () - 0CB" 10%+& () - " 10%4#& () -" 10%#&' () -
"1006t& () -"10%#&' ()-" 109%& (- " 10%¢& () - hLOB4L0%HE () - " 10%+&86) - " 10%HE& () -
109%&' ()-; cX3 "" 10%¢&. (»\ Y*+ k/3:¢X3 S I~

" 1098& () -" L0%E () - BadHEd: () - 130 &'() i/012345057------‘----------;

C" 10%#&' ( )entnb@ofiRa () - " 10%& () - : " 19 ' (}-b567=
>?Al PO7; " 10%&&%)-"?& z CDEFGT87
" 109& ()-;cX3 ""109 ‘ :

"109%#& ()-"10%:& ()} " 1Q%:& ()-" ZIJO%;L TPQRUi

H8 <10% & ()- H+i10%&dy- #1d% & 0 10’.&&_(_)_&3_]

"el <10% &' () _ Stream Analyzer (i) : Decryption Buffer (i} P
B-#10% & () - CAB~#10D6 & () - CAB~#10% & ()~ CAB~H#10% & () CABF 0 &)] G110 10
"10" N2el B~#109% & () CAA03i | #B~#10% & () - CAB~#X36 & () - c40|3~#10%' & ()] clB-#1
0% & () - CdeRbrBrihts & () - CAB~#10% & () - CAB~#10U8-&!{ } CAB-#Y 004 & (\V- B-#10
9% & () - CAB~#10% & () - CAB~FI0% & ()-CA
j J*3B~#1 Paghac #1004 & () - CAB~#10% & () - C44A03i LHEHTUO EPY ™ At 1/006 &

()-C4 &, k,

t X<B~#109B~ 000') () - C41B~#10% & () - CAB~#10% & () - %SB~#10%§<L) CAB~#10% &

' () - CAB~#10pA '_ {CGAB~#10% & ()-C4 > WX Y

bF* <B~#10% - C4B~#1096 & () - CAB~#10% & () - 04|3~#10%§z - CHBPI 096 & ()|- CAA

03i | #Y Z |

tX<B~#10% k% & ~#10% B~#10% & () - CAB~#10% & () - C41B~#10%é' () - CAB~#10% &
"()-CA3B~#10% & () - AB~#10% & () - CA_ Digital Content

~bF* <B~#10% & () - CAB~#10% & () - CAB~#10% & () - 045~2t§%' O—ehs—#eus & () - C4

Ao3i | # ecoder

t 2<BA03i | #B~#10% & () - AB~#10% & () - CA1B~#10% & () - CA3B~#10% & () - CAB~#10%

& ()-4

0S7BAB~#10% & () - CAB~#1Q%4.& .( #1098 & )¢ ~#10% & () - CA(B~#10% & () -

CA( B~#10% & () - CA( B~#10&%/=&l§f<:)p_2' st#&g{?ég‘o{')checﬂ)(e%ﬁ#ege/p.

5

12/18



I . Y. Y TRvaET L A PNAIOY N ™ WL A PINNAAlL N7 ~1 7 \ rF A /N7 L

j N. 7B~#109% & () - CAB~#10% & () - CA(B~#10% & () - CA( Ao3i | #B~#10% & () - CAB~#10%

& ()-C4

gGtB~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~
#10% & () - CAB~#10% & () - C4

|, 7Bf F&+B~#109% & () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & () - CACB~#10% & (

) - CA4A03i | #BCNOPQTJ* +B~#10% & () - CAA03i | #B~#10% & () - CAB~#10% & () - CAB~#10%
"& ()- CAB~#10% & () - CAT [t X<B~#109B~#10% & () - CAB~#10% & () - CAB~#10% &
' () - CAB~#10% & () - C4AB~# h(]) - CAB~#109% & () - CAB~#10% & () - CA[\]~_" aj N2<B~
#109% & () - CAB~#10% & () { (4B33#10% & () - CAB~#10% & () - C4A03| | B~#10% & () - C4a
bcdef gt 2<A03i | #B~#10% & () .CAB~#1096 & () - CA3B~#109% &' 109% & () - CAB~#
109% & () - CAQOSTAB-#10% & () - CAB~#10% & () - c43~#10%® () c4( B-¥1006 & ()-CA(B
~#10% & () - CA(B~#1Q% & Ikl(kc}li EPEODIERC KonGaf T ZEZEIOE R )~ CAB=#10% & () - C4
B~#10% & () - CAdeRiddiBrit10% & () - CAB~#100 &' () - CACXERre#1(9% & Y CAB~#109B~#1
0% & () - CA1BL#10A &' () - CA3B~#38% & () - CAB~#1DUW-&—CAB<#10% & ()|- CAB~#10%

=N

& ()-Ch
fJ. 7B~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#109 'Q‘J'(‘)) B~#10% & () - C4A
031 | #N. 7B-#10%6 & () - CAA03i | #B-#10% & () - CALB-#10% & ()r,.lacjs ~#10%|& () - CAB~#
109% & ()-C4
| " #t X<B~#1B~#109% & () - CA3B~#10% & () - CAB~#10P6 & () - §~# ops & () {CA1B~#109%
& () - CA3B~#10% & () - CAB~#10% & () - CA#$% ) *#f U. <B~#]LO%kE8H{ @& () - C4
B~#10% & () - CAB~#10% & () - CAA03i | #B~#10% &\() - CA+, + . / 01t 2<A03i | #B~#10% & ()
“CALB~#10% & () - CABB~#10% & () - CAB~#10% & () cpB—A096-8:( ) - CA1234GOR] hL, B~#
10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#1096 & (Jc#8~#10% & () { CAB~#10% &
' () - CAB~#109% & ()- CA] M| }~fJ., B~#10% & () - CAB~FI0W & () - C4- Ao3i | #B~#10% & (
) - CAB~#10% &' () - CAB~#10% &' () - CACG+B~#10% & ()~ CAB=HIOW & (J-CAB~#10% & () -
CAB~#10% & () - c4|3~#10% & () CAB~#1096 & () - CAB~#109%6 & ()- CAf J. +B~#10% & ()-C

4B~#10% & () - CAB~#10% %8 ( #109% C4A03i | #N. +B~#10%
& () - C4A03i | #B~#10% ?(Sf Cé‘e#‘igb??f&“(’}‘ %&Igd%lgiﬁ BE % %&%‘“ﬂb% & ()-CAY[\]
AcG+B~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB
~#109% & () - CAB~#10% & () - C4*_" abcdt 2+BA03i | #" B~#10% & () - CAYB~#10% & () - C4~
B~#109% & () - CAB~#109% & () - CAB~#10% & () - CAdi wxyz{ | KCBBAB~#109% & () - CAB~#10%
"& () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & () - C4B~#10% & ()
- CA| }~$j J*3B~#10% & () - CAB~#10% & () - CAA03i | ##B~#10% & () - CAB~#10% & () - C4B
~#1008 & () - CA$UR' () * +t X<B~#109B~#10% & () - C41B~#10% & () - C43B~#10% & () - C4B
~#109% & () - CA#B~#10% & () - CAB~#10% & () - CAB~#10% & () - C4+, - . / 01j N2<B~#10% &
' () - CAB~#10% & () - CAB~#109% & () - CAB~#10% & () - C4A03i | #B~#10% & () - C41234567
t 2<A03i | #B~#10% & () - CAB~#10% & () - CA3B~#10% & () - CAB~#10% & () - CAB~#10% &
() - CAT8DEFGHI pT8AB~#109 & () - CAB~#109% & () - CAB~#10% & () - CAB~#10% & () - CAB~
#1098 & () - CAB~#109% & () - CAB~#10% & () - C4l JIKLMPQ J. 8B~#109% & () - CAB~#10% & (
) - CAB~#10% & () - CAA03i | #B~#10% & () - CAB~#10% & () - CAQRSTUVW X8B~#10% & () - C
AB~#1B~#10% & () - CAB~#10% & () - CA3B~#10% & () - CAB~#10% & () - CAB~#10% & ()-C
AB~#10% & () - CAWKYF J. 8B~#10% & () - CAB~#10% & () - CAB~#10% & () - CAB~#10% & ()
- C4B~#10% & () - C4A03i | #N. 8B~#10% & () - C4A03i | #1B~#10% & () - CAB~#10% & () -
3B~#109% & () - CAB~#109% & () - CAt X<B~#1B~#10% & () - CA3B~#10% & () - CAB~#10% & (
) - CA1B~#10% & () - CAB~#10% & () - CA3B~#10% & () - CAB~#10% & () - CAf J. <B~#10% &
()- CAB~#109% & () - CAB~#109% & () - CAB~#109% & () - C4A03i | #B~#10% & () - CAt 2<A03i |
#B~#1096 & () - CA1B~#109% & () - CA3B~#109% & () - CAB~#109% & () - CAB~#10% & () - CA* +
.- .1 00S7TAB~#10% & () - CAB~#10% & () - CAB~#10% & () - CA(B~#10% & () - CA( B~#10% &
' () - CA(B~#10% & () - CA(B~#10% & () - CA0123HI JfJ. 7B~#10% & () - CAB~#10% & () - C4
B~#1096 & () - CAA03i | #B~#109% & () - CAB~#10% & () - CAJKLMNOPt X7B~#109% & () - CAB~#
109B~#109% & () - CALB~#109% & () - CA3B~#10% & () - CAB~#10% & () - CAB~#10% & () - C4
B~#109% & () - CAPQSTUVW J. 7B~#1096 & () - CAB~#109% & () - CAB~#109% & () - CAB~#10% &
' () - CAB~#109% & () - C4A03i | #WKYZ[ \ aN. 7B~#1096 & () - CAA03i | #B~#10% & () - CA1B~#1
0% & () - CA3B~#10% & () - CAB~#10% & () - C4abcdef ght X<B~#1B~#10% & () - C43B~#10%
"& () - CAB~#10% & () - CAB~#10% & () - C41B~#10% & () - C43B~#10% & () - CAB~#10% &
() - C4hi j kt uvwh[ NAB~#110" 10" 10" B~#10% & () - CAB~#10% & () - C4A03i | #B~#10% & ()
~CAW [:AB [(&10% & ()-T B% 10% & ()- Bt QLO% & ()-:( BT10% & () -

BN61096 & ()- Bz10% & ()- 1CFW YS8AB B AR 2V10%8& ()-#-! 1AR 2V10% & ()-#' MR
2V109%€c& ()-# R 2VI099& ()-# GA 1090"& ()- B ]+Z10% & ()- WS${Z9AB R
2V10% ? | & ()-# R 2V10%H& ()- # PR%ZQ%&' ()-# R 2V10% & () - ## R

2V10%&' ()-# R 2V10%&' () - #$+KyX7* 10" 0% & ()-- B 3&10%"& ()-Z-!R 2V10%
& ()-# * RR 2V10% & ()-## uR 2V10%&' ()-#! BR 2V10% ! & ()-#+NT| bA10" B T
1([ 109X 4& ()- Bl 1([10%3"& ()- BA  10%"& ()- :  10%X b& ()- :

10% X j & ()-10" 10""{Z9A10" 10%& ()-x& BAL0% "& ()-x& : ALOUOO’ ()-x Z
10%j:& ()-x : 0109 & ()- A: 010%,1& ()-"*_{4|[:A10" N]10%X .& ()-~ B




&10%PH& ()-z=|[:uS10!S BQ 10% & ()- Q 10%& ()- fQ 10%8>& ()-
BBL10%! & ()- BBLOYPH#& ()- @L09%! & () - bghij | [ NA4O! 10P#10P#10P#
B<109%P#& ()- B(: 109P#& ()- B5 109P#& ()- Bt/ 109P#& ()- BQ 109%& ()- j

| [: NA4O! 10 NGQLO% d": & ()- [QLOY%E G& ()- R HIO% ()- Bl H10%d". & ()-

HLO%I" & ()- z HL0% d"f& ()- Hdj mo zX7NA4O!1 BNi 10% d". & ()-!- QLOY () -
-cQLO%& ()- - B6QLO% P. & ()- - GQLO%B03& ()- -! QLOY%K& ()- o

ITI[:NAMOIT | = 10%d"h& ()- BA =! 10%].& ()- = 10%l"& ()-
Beul0% . & ()- BGeul0%d". & ()- ~eul0%j "(‘)\"'*'J'MO'l[ NA4O! 1
B.i10%d". & ()- BT '10%d". & ()- B4$10% d*—& F4$10%H8& () -
7A7ZNLO%H& () -1 BAY&NLO% d". & ()- o!!!!!IAd)nmtmu 109 ()-} A 10% & ()-}

y 10% & ()-}10.d".10.d".10.d". B<10%d". &<)=—8
B+&10% d". & ()-[)"1"["""""{Y8vU30! Ig.- AE510%& GrangeX sE8100@ag () - W B 10%
q& ()-}!7 109 ()-} F A 10%u& ()-} { L0%& ()1}" #7#F#Ki##|[:vUSOl !
A#=1098& ()-:  #=109BZB& ()-: 1#=1006 1) 100 é%(y 3E510%

b& ()-W DE510% & ( -V\#######|[ vuseuw-Bmwsccp& )- + () -
B+010%uqg& ()- B=310% g %1 Bn 010%1 &)= 0% L& (

#$$
$S$k$0%| [ : vU30!! -nlO B% x10%y q& ()¢ £]£ 10%] & () -
] $Z109%&' ()- Bw'10%j q % a8 () - 0$sSS$Y) 0!l BR10% V$ & ()-
B10% V$ & ()-10q quq 0q:q Bz<@O0% q& ()§|H 626s|a& ()-t Bk ,ULOYg
q&' () - &IBY/@B804 [|: vU4 & By 11096 () - B?/J_ 110% .§& ()- WG 10% & ()-5 n
109 & ()-5 Bl 10% *" & grz §95/1" & ( @ﬁ&% @KVMOI! B
109" & ()-)B # 10%/$& ()-) ~ ZlO%V$\&() h QEo%F £ (2 11 110% & ()- 31
] 109D#& () - N&&&&&*'|, " | [: vU40!'! B B'940% V$ &i()-B B"'10% V$ & () -
Z10%/$& ()- B]"10%|V$ & ()- BL10% V$ & ()—BE-10%
& ()-),"'2'3 45" 2(\(vUa0!'! \ (! 109%+& 0) PRaP8%00a1 V& ()- (|' 109 & () -
t(110%$) & ()-10 V$ 10 V$ 10 V§ Bz<@O0% VS & () -\ (((() D)W [:vwao!! \
B=! 10%$& ()- Bt"10%& ()-Z MLOYa$n& () 7k ALOYa@& ()-k BhIOWM& () -
(1109%& ()-V)X)"A)_) )a)x)))vuao!! [ 109 Pl & ()- s@0%& ()-I
f @0% ()-110$10$10$ B<@O0%& ()- Bg$10%8& ()-))))))/*|[:vUso!! Bl 10%
& ()-s Bl0% & ()-f @0% & ()- 32@0%&()- BWLO% & ()-- BI10% & () -
[ *B*G* 7*8*: *=x2* QrvU40! | BAOBL0% & ()- B 10% & ()- B.#10% & () -
BQLO% & ()-10 10 10 B‘ézmm/cl&t%t)u@damgfoﬂw koyfor Keg Bgigese ()-bB
B9l 10%m&' ()-TB'B. 10% & ()-' B BAwk. 10% & ()-:  NLOY& ()-
BJz109% & () - NF***+++++| [ NA4O! | 10" 10" 10" B B; Z10% & ()-B B$10% & ()-B
B10% & ()-S5 BQ 10% & ()- y109R! & ()-+B+++9,d, u, |[: NA4O!!110 A W 109%& ()-+B
F3A W 10%

y]

14/18



A& ()-+B Y
W10% ™! : & () - +u, ,
Bz

W 10%"! 0&' () - +2. . .

W 10%

W 10% (& ()-+B A W10% & ()-+ -

W 10% (& ()-+B
W 1094 A1 (& ()-+/, 00, 1~A1E2| [ mpul_l_o_ame@/(“(

By WI10%"! (&[T

W 10961 & () - +E2

10% (& ()-FB °
B NLO% A (& () -

10%Fn& ()-10(M(10( ( !
Lﬁ+' [\cce%%ebt q10%y,

& () - F65\ 555

-2

K11 [: NA4O!T 10
W 10848 u&' () - +

SR s

40 ' ! 1{@5;&%&3 E&W@:SF

410Y& M) 1410 & 'in(th prcpess
6444444 :)5VU40| I
Y€~ (B Bz: @0%{”"(8&5()

100 ()- "T 109@7%ea"esPoes 1l0dgs & ¥06
& ()-,1g 010/9‘1'3‘\,"i’a“"“'{'9 doszs: () -
QLOYR& () - @777777g|<\}u4cﬁ37 3A Ol

& ()-10% & ()
& ()-%0% & ()-
1098 & () - 9409

& ()-(10% & ()- |(100

109 & ()-10%
1098 & ()-/K'd
IKid _10% & (

o thel oot

) —Tg)eg&wl Cl

tl&..alt _ :] )

& ()-+B A W10% & ()-+ L
'NA4D! 110 A W10%!& ()-+B G W 10%A!-& ()-+B
W 109! & () -+

TW10% & ()-+B B W 10% (& ()-+B B

W 109 ()-+ Bz

777777\ @%40! |

7

/K

_10% & (Wt Sbrvedionidia LIS VB
/[ Kl d _ilom?;ﬁe"&auggwlﬂ%
s & 10
0 .

10

0

()-109% &s§) - 1006

b6 Priv, teKey lmtISe ure Regist 0

& ()- .‘ 3( -
Vi 0 '.
L

W 109271 2&' () -+ T

W 10840f (& () - +B

Nl( Q! /\ LA

e iw ”,I"&:iﬁzf aome 52

Client Application. Then the Ciient
A -r«pphcatson writes the encrypted User

b Ll G
.Z“SJ&;E@,.&EC

‘3

N83WvU40'I 1 z%is

& [ (e NNREBE 8 FBRREMXKY UA0! |
/&

Jedait e e

b &' (SpegBeRdssoSy

0,

IKId “10% & ()= a\-:%& .q Eob)|- (1098 & () - (L1098,
& () - 8888888x\ @ U40! § 1,%’4%5 ¢ () 209Gl Y0 & ()= 1006 R 06
& ()-/K'd 8885508k LAKGE] | 1008—& (51 - & ;Znt i @s( ) - / KI d
_10% & ()-89 P! gmgg'&ﬂséw wo!!  10% & (§3810fy$ 3 m};‘ M KH 1098
& ()-109% & ()| &Gm@¥DLONS\ 9] OX\ @riggpi— —2' (]) {23 Cofeigigted 1 005
& ()-10% & ()L10Fsremie) o197 99959 imﬁ)iéemlm 1010%4—&: O™ % (Y1109
& ()- 00/$ & ()-109% & ()sad0°$ & ()Jsggg@%gﬂw U401 1 1008 & () - 1098
& ()- U5 &' |(omabckn ey DOgsS7vU40! I 109 & () - 10%
& ()- & ()-TO7 & ()=9999999° @W40! ! 109% & ()-/K!'d
10 '() 10% & @) -9999999t DvU40! ! /K d _10%
& ( J;&Q&s& heht- P2 |1 ;o kOvU40! ! /K 109%8
& ( gr/gggbmg -(10%5&() :::::::x\@'U40|!
1098 & ()-109% & ()- /$.n W R ()-/Kid FGHi:j:k sW
vUa0!l I 109% & &&Qa(moresm& -(100 & Prer g 0% & ()-10%
& ()-kil:::: ::xmmemw OVl & () 100/$|& (gm/Klq _109% & ()-10% & ()-10%
& () -t \ <upgR IO () -/
them SRM encrypts the User
Private Key with the Client
832 Secure Registry Key
A o according 10 @ predefined
Aher being encrypted, the Biock Cipher algorithm, Then
user information is stored the encrypled User Private
in the User Account Key and the Ciient Secure
Database by SRM Registry Key are sent lo the
Web Sarver, then fo_marded
, 533 " vosgn e SSL inkg

SRM generates a unique
Agent ID for the Sarver
Security Agent, which will
roam from Web Server to
tha Cliant. The Agent 1D
is sent o the Web Server

I

Figure 15 the main processes of User Register and License Distribution.
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Figure 16 the main processes of User Authentication and Key

Distribution.
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Figure 18 the main processes of License Transfer.
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