MONI TORI NG SYSTEM FOR VI RTUAL APPLI CATI ON ENVI RONMVENTS FI ELD OF THE

| NVENTION 5 The invention relates to a nonitoring systemfor virtual
application environments. The invention is particularly suited to
nmoni toring both internal and external factors of the virtual
application environments. BACKGROUND TO THE | NVENTI ON The fol | owi ng
di scussi on of the background to the invention is intended to
facilitate an 10 understanding of the present invention. However, it
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propagatrb g ﬁ%t[ i n other virtual machines. For exa
process RS rdtebC tetistic§aare measured from the operating system running on the

physical machine and, since they are made from outside the virtual machine concemed,
are referred to'in this specification as the “outside view”. Using the outside view, it is

20  possible to determine the resource usage levels of the operating.system of the physical
machine and the individual usage lévels for each of the virtual machines.

The problem with such systems is that “outside” view infdrmation alone does not
provide a complete view of the operations of the data network. Without this complete
view, effective capacity planning decisions regarding the data network may not be

25  made through ighorance of other constrammg factors. Additionally, without a complete
view of the operations of the data network, accurately identifying problems with the
virtual machine environment of the data network is almost impossible.

To elaborate, because each virtual machine operates as an individual brooess on the
operating system of the physical machine, but internally operatesé complete operating
. 30 system with individual applications, errors in one virtual machine may be propagating
errors in other virtual machines. For example, if a process on one of the virtual
machines staris fo take up excessive CPU cycles of the physical machine this would



machi nes starts to take up excessive CPU cycl es of the physical
machine this would -2- starve other virtual machines of the [imted
CPU cycl es avail able on the physical nmachine, resulting in «
application slowdowns on all the virtual machines. Accordingly, it
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physi caWhelehi nes, where, each agent programis operable to obtain a
first set of nmetrics fromthe first
SUMMARY OF THE INVENTION
Throughout this document, . unless otherwise indicated to the contrary, the terms
15 “comprising”, “consisting of”, and the like, are to be construed as non-exhaustive, or in

other words, as meaning “including, but not limited to”.

In a first aspect of the invention there is a monitoring system for virtual application

environments comprising:
at least one physical machine executing a first operating sysiem;

- 20 at least one virtual machine operating on at least one of the at least one physical
machines, each such virtual machine operating a second operating system; and

an agent program operating on each of the at least one physical machines,

where, each agent program is operable to obtain a first set of metrics from the first
operating system, such first set of metrics including metrics in respect of each virtual
25 machine as viewed by the first operating system, and operable to connect to the second
operating system of each virtual machine hosted on the physical machine the agent
program operates on and obtain a second set of metrics in respect of the virtual
machine from the second operating system, the agent progrém further operable to

communicate the first and second sets of metrics to a manager program.



operating system such first set of netrics including netrics in
respect of each virtual 25 machine as viewed by the first operating
system and operable to connect to the second operating system of
each virtual machi ne hosted on the physical machine the agent program
operates on and obtain a second set of netrics in respect of the
virtual machine fromthe second operat8ng system the agent program
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In yet a further variation of the first aspect of the invention there is a monitoring system
for virtual application environments comprising:

at least one physical machine executing a first operating system; -

at least one virtual machine operating on at least one of the at least one physical
25 machines, each such virtual machine operating a second operating system; and

an agent program,

where, the agent program is operable to connect to each physical machine in turn to
obtain a' first set of metrics from the first operating system, such first set of metrics
including metrics in respect of each virtual machine as viewed by the first operating
30 - system and operable to connect to the second operating system of each virtual



where, the agent programis operable to connect to each physical
machine in turn to obtain a first set of nmetrics fromthe first
operating system such first set of netrics including netrics in
respect of each virtual nachine as viewed by the first operating 30
system and operable to connect to the second operating system of each
virtual -4- machine hosted on the physgical machine and obtain a
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The manager program may execute on a physical computer system and also operate
as the agent program in respect of that physical machine. Alternatively, the manager

20  program may execute on a stand-alone device and the agent program also execute on
a stand-alone device. The stand-alone device that the agent program executes on may
differ from the stand-alone device the manager program executes on.

The agent program, vm agent program, and/or application agent program as
appropriate, may operate fo assess each metric in the respective set of metrics such

25 agent program obtains and communicate the assessment of such sets of metrics to the
manager program. Alternatively, or cumulatively, such agent program may operate to
obtain and communicate the values of each such sets of metrics to the manager
program Such communication may only occur in respect of those metrics considered
abnormal. ‘

30 In preferred arrangements of the invention”



appropriate, may operate to assess each netric in the respective set
of nmetrics such 25 agent program obtains and conmuni cate the
assessnent ‘of ' such sets of netrics to the manager program

Al ternatively, or curulatively, such agent program nmay operate to

obt ain and conmuni cate the val ues of each such sets of netrics to the
manager program Such communi cati on maysonly occur in respect of those
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system may b ed b oot -cause, error identification to determ ne
potenti al pr%ﬁiﬁ%ﬂ(ﬁ?} %&Qﬁ%oﬁg@f%'d@rn%va&me bcst he virtual
10application environnment. The manager program nmay provide for an
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application agent program as appropriate. er, the mana
pr o4® amepphcaiipoendigorfroentt he admi ni strator to sel ect the amount of
time which is to elapse for each selected 15 netric before that
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operabl e to conmuni cate such connection details to the appropriate

agent pfadhamdminigiratente select hexamennhettimeovhicl is toi elense forerashrealected
15 metric before that metric is re-assessed by the agent program, vm agent program
and/or application agent program, as appropriate.

The administrator may also be able to enter connection details in respect of each virtual

machine to the manager program, the manager program ther_eafter operable to

communicate such connection details to the appropriate agent program to allow them to
20  connect to such virtual machines.

After communicating the appropriate set of metrics or assessment thereof to the

- managér program, the manager program and each agent program, vm agent program

or application agent program, as appropriate, may execute a validation process to

determine whether the configuration the manager prégram operates under is the same

25 as the configuration the agent program, vm agent program or application agent

program, as appropriate, operates under. This validation process may include

comparing the timestamp of the configuration the manager program operates under

with the timestamp of the configuration the agent program, vm agent program or
application agent program, as appropriate, operates under.

30 To provide as complete a view of the virtual application environment as possible, it is

preferable that he first set of metrics also include metrics relating to the performance of



After conmunicating the appropriate set of netrics or assessnent
thereof to the manager program the manager program and each agent
program vm agent program or application agent program as
appropriate, may execute a validation process to determ ne whet her
the configuration the manager program operates under is the sanme 95
as the configuration the agent program6vm agent program or
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connecting, imathines; to a second operating system of each virtual
machi ne hosted on the physical machi ne; AND 10obtai ning a second set
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of obtalnlng a third set of netrics in respect of a pre-determ ned
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situations where a virtual machine is acting as a virtual server for

at |east one SAPPHQPCHRILRYB®M-he met hod can al so include the
addi tional steps of:
The method may include the step of connecting, in turn, to each physical machine.
The method may also include the step of obtainiﬁg a third set of metrics in respect of a

pre-determined application running on one or more of the virtual machines.

15 In situations where a virtual machine is acting as a virtual server for at least one virtual
desktop, the method can also include the additional steps of:

connecting to each virtual desktop hosted by the virtual machine; and
| obtaining a fourth set of metrics in respect of the virtual desktop.

Preferably, the method further includes the step of assessing each metric in the
20  respective sets of metrics.

The method can include the step of performing. root-cause error identification
techniques in respect of the various sets of metrics obtained.

The method may also include the step of allowing an administrator to select those
metrics o form the various sets of metrics to be monitored. Similarly, the method may
25  allow the administrator to select the amount of time which is to elapse for each selected
metric before a value for that metric is again obtained. Yet further, the method may

allow the administrator to enter connection details in respect of each virtual machine to
be connected to.



connecting to each virtual desktop hosted by the virtual machine; and
obtaining a fourth set of nmetrics in respect of the virtual desktop.
Preferably, the nmethod further includes the step of assessing each
metric in the 20 respective sets of nmetrics. The nethod can include
the step of perform ng root-cause error identification techniques in
respect of the various sets of netrics-Bbtained.. The nethod may al so
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In accordance with a further aspect of the invention, there is a computer program

t of .
i rﬁachme

product able to implement the method and/or system described in the prior aspects of

25  the invention.
BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described, by way of example only, with reference. to the

accompanying drawings, in which:

Figure 1 is a schematic diagram of the components of a monitoring system according to
30 the present invention. ' '



The invention will now be described, by way of exanple only, with
reference to the acconpanying drawings, in which: -8- Figure 2 is a
flowhart of a configuration process for a first aspect of a
nonitoring systemaccording to the present invention. Figure 3 is a
flomchart of a nonitoring process for the first aspect of the
nmonitoring systemillustrated in Figureg2. 5 Figure 4 is a flowhart

of a conFigars @t isoa fiivehes off Tcorfigeaand Reaas! iopfa FrdiDdpkel bNE MBRkETRg
according to the present invention. Figure 5 is a flowhart of a

noni t or i PFIPPREE’L NG the PErssN Inyeptier. of the nonitoring system
illustrated in Figure 4. Figure 6 is a schematic diagramof the
conmponenFigund 3aisnm fiowvonarh @f sy stoaitodes Eretasg foo tHD fitst thabeet eisihecthonforing

the present inyention. Figure 7 is a flowhart of a configuration
process ?36?&6'5‘ qﬁtr@&ﬁgﬁ&lﬁe& a nonitoring systemaccording to the
present invention. Fi %re 8 is a flowhart of a nonitoring process
for & thFigdreadpea flayychareofnm spniiguratiorns peicess iftvn asecenddspact Bf gumenioring

15 PREFE%@%%15 ! THE. | ON I n accordance with a first,
preferred e %@h’i@g}’?’?%ﬁeﬁm}gx@wt here is a nonitoring system

for virtual application environnents 10. The nonitoring system10
conpri ses/g4r d%@eﬁlo"b‘?r@&%fn? moriadingt Prreesst fop feSepdAt aspeshphiie1monitering
manager gieghalstdted ipffsurkie formof object code able to be executed
on one of” the at |east one physical 20 conputer systens 16. Each

agent pr 14_takes_the form object code. able.tq be executed.on
a physi cglg[‘%o %?3&%2?%&1‘?@@"? 89{7% %4{“‘??”% S e MegTng ﬁyqefﬁpsaccordmg to
enbot neathird dspect ot thelpresethvinestid8. to be nonitored have been created .
on the physical conputer systens 16 using the VMvare virtualisation

sof t war epggnetoges fIQWcNQSN\gv? E‘at ﬁéﬂfiﬁ)&éﬁf@!ppod@sg Yor %‘%{H\C”éﬁe@tn 8(/2\‘/ gbxi;laﬁitoring

operations and function nrtoring syste
descr i bedysiemtaseosing iexbe pfedent inventionled use as shown in the :
flowcharts formng Figures 2 and 3. In this respect it is understood

t hat t heFigare @nisskiflolveHart oft den@iitoridgNproessy firea ARRY eRpEG & PRoSbANdring

source code t rformthe described operations and functions.
sys em?llL%?raIedr in 1gure%. P

15 PREFERRED EMBODIMENTS OF THE INVENTION

In accordance with a first, preferred embodiment of the invention there is a monitoring
system for virtual application environments 10. The monitoring system 10 comprises a
“manager program 12 and at least one agent program 14. The manager program 12
.takes the form of object code able to be executed on one of the at least one physical

20  computer systems 16. Each agent program 14 takes the form of object code able to be
executed on a physical computer system 16 to which it is deployed.

In this embodiment, the virtual machines 18 to be monitored have been created on the
physical computer systems 16 using the VMware virtualisation software developed by
VMWoare, Inc of Palo Alto, California.

25' | The operations and functions of the monitoring system 10 will now be described in the
context of its intended use as shown in the flowcharts forming Figures 2 and 3. In this
respect it is understood that the person skilled in the art can generate appropriate
program source code to perform the desqribed operationé and functions.



-9- On initial execution of the nanager program 12, the nanager
program operates to display a nonitoring tenplate (step 100). The
nonitoring tenplate provides details of a range of netrics to be
collected in respect of: t he physical conputer systen(s) 16
to be nonitored; AND 5 virtual machines 18 to be nonitored. An

adm ni strator (not shown) is then ablegto set appropriate val ues or

val ue r @iofftidl xeRa6oh F thdenamider GsrodiamP! 12y 8o Bifark f=@ iop@rates to
tenpl ate which txhe adm ni st rat ord égpirl ?es t(?ym)nl t%r@ﬁmg db >

noni t or idifglaya maniteong feroplgieolstap b@)aﬂﬁ?eempa‘ﬁ@wgtﬂ@mpiﬂif@rpf@‘é¢@%d@i3”3 ofa
metri CS{%nq‘?‘;t!)Hﬁeﬁ*b @bg%opg&gglrﬁ%)égg&t sbe required, the netric being

ei t her |tore noni d as required by t he
adninistrator% At the sanme tine, g%nlstrator is able to set

the periodPcd ePHY%P@‘éHOEH%W%ie&“QS ﬁ@t‘é MAUEFRHENPc. 1 the
adm ni strator does not set a periodical interval for obtaining a

metrec to ke viviudl heachthest 1&tosyestendtoviedl operate to col | ect that
metric at default intervals. Once the adm ni strator has set and

confi 1 megh Y@hesad @gt éﬁé\ﬂ@sxsftﬁén %Bl%' b é@%?b?cgmé% Uﬁhéé BF v th‘?anges for

adm nistrator 1s pro provi de detail physi ca conput er
syst enm( $pch eoft thebeneioed wdinpéayeds by ghe ompnitaring demplates which dhe rasimitistraier
respect o f

o mandSr SRSk SRt BB BRUHRESOR, Ehit sBfudiis &y EPhig hagfor
| ocat i ormedamamaa‘tosoa kvaluds oeaalmenwgphylaycm:lt buaonmmired #hes retnid Being  either

now ) AT aboRt MevpRhee sSaf BY dom sOBvRETAPOn O LGNS Bris, the

machl nesdifinisestoe s @uett@eeﬂoﬂhwe@aalcapmwwlé f@ycﬂitélmanee(cﬁiﬁl@:hlrﬁét)lc lifithe
this exan%llwﬁ,gt he adm ni strator prow des the usernane and Passwo

for an &4 giprdoes 40t sehe Resipdis! BervakiopobtaiRing @ Eetitolae mepuisred,

progr angpd r‘ﬁWlh%ﬂeﬁa@@‘t&&&%&ﬂxa‘?ﬁf@?n@m’ééféaﬁ irG&yRt er system 16 not
al ready 25 having an agent program 14 depl oyed thereon (step 106).

being asiiey B AR BrElof bR a8 P PR AP HRRhef TR estec
own 185i mmeétsbapthlaoaaimlr%tmtnamagmmptangtcarprd\ﬂd@mmmm p$ the detyeichi computer
L onel: AP SRR TS 1020 28 e BB AT PR
step 1l1lQhvysieslecdngiter Kystémn‘&ﬂﬁ\uét)bél%Uﬂrcrénlﬂ&)ﬁlbhétrﬂi‘@{a@ﬁ pagiain T foidanify

14 is seeki to connect wth the nanager ram 12. If no agent
program gpﬁ%lcal computer system'’s 16 locationon a e ork.

As each new physical computer system 16 is identified, the administrator is prompted to

20 “.enter.in details of how a deployed agent program 14 should connected with virtual
machines 18 hosted by the physical computer system 16 (step 104). In this example,
the administrator provides the username and password for an administrator account set
up on the virtual machine 18. '

Agent programs 14 are then deployed to each physical computer system 16 not already

25 having an agent program 14 deployed thereon (step 106). Those agent programs 14
already deployed and those agent programs 14 being deployed may then connect to
the manager program 12 in their own time (step 108).

The manager program 12 maintains a detection Ioob process to determine whenever an
agent program 14 is seeking to connect to it. The detection loop process commences
30  with decision step 110 where a check is made to determine whether an agent program
14 ‘is seeking to connect with the manager program 12. If no ageht program 14 is



-10- seeking to connect with the manager program 12, the manager
program 12 waits a predeterm ned period of tinme (step 112) before
returning to decision step 110. Alternatively, if an agent program 14
is seeking to connect with the nmanager program the manager program
12 and agent program 14 establish a data communication |ink. 5 The
manager program 12 then sends (at stepldl4), by way of the data

comuni csdekiny td bmnabevail meohanagaepm‘gtrémc‘ﬁz tth@ El é‘g%]erl sroban al2l Rets a
t he val ues/val ue ranges fo metrics pr edet er m ned

time perP'&deIMNgEd: PHE? ntlgﬁt 2‘Ftﬁpn@ﬁ¥)n@ef%’?r [&tarningto 1@9‘%@1@“ n&eRod10.
by whi ChAﬁéTﬂaﬁ\thf £ 0GeABrbrer 140 SRBRAG o [dnActt it Hle ﬁ%ﬁggéleprbbram,

is to nonitor ny). Once sent ager program 1
step 112thﬁh”éi3'éagecr magna@ éZFﬂF@dé@@ﬁrﬁfﬂ@l@ﬁpéﬂl endalishta detebedromenication link.

connaot e freftaierbidBnth o bl sends (55 134} LRARAL PR B Pilpy fiion

of the nlo teteilegi:system 10 i s concluded. Operation of the monitoring
system 10 conmences with each agent program 14 checking, at deci sion

step 116, Vwefﬁé%eﬂrlksﬂ?esa@%;é‘ﬁtédn‘éﬁ .to nonitor. If not, processing

is returned to step 11 procéssing continues to step 118.

At step 118, the nt program 14 assesses whet her one or nore of the
metrics to 'be&‘fd’ﬁg%sf‘@lé%r eg,ﬁor MRS AT 80Y): metric. If so, then
processing continues to step 120. |f not, processing continues at

step 126. Gn thetpedétnimiget tiate pereocoio wait ketofeehitbtainingities medridse AND
nonitored is an outside nonitor nmetric, the agent program 14 accesses

a vafg ety of #ROhEFRHIRIWREAIAE F‘Lﬁrokp; rﬁ‘r1f4aﬁ% onfEttSo)a GRdal nlwgchine it
executes a variety of conmands o ysi cal corrput er system to
is to monitor (if any).
Once sent, the manager program 12 moves to step 112 where it waits a predetermined

period of time before returning to decision step 110.

Once all agent programs 14 have connected to the manager program 12 in this
15 manner, configuration of the monitoring system 10 is concluded.

Operation of the monitoring system 10 commences with each agent program 14
checking, at decision step 116, whether it has any metrics to monitor. If hot, processing
is returned to step 112. If so, processing continues to step 118, ’

At step 118, the agent program 14 assesses whether one or more of the metrics to be
20 monitored is an outside monitor metric. If so, then processing continues to step 120. If
not, processing continues at step 126.

On determining that one or more of the metrics to be monitored is an outside monitor
metric, the agent program 14 accesses a variety of application programmable interfaces
(“APls”) and executes a variety of commands on the physical computer system 16 to
25  which it has been deployed to obtain the required metric’:s('step 120). Of course, if
either the APls and commands or the physical computer system 16 has access controls
placed on them, the agent program 14 operates to provide the information to allow
access as has been provided to it by the manager program 12 during configuration.



25 which it has been deployed to obtain the required netrics (step
120). O course, if either the APIs and conmmands or the physical
conputer system 16 has access controls placed on them the agent
program 14 operates to provide the information to allow access as has
been provided to it by the nmanager program 12 during configuration.
-11- In this enbodinent, the outside mHEtrics are obtained by the

agent piOgidBREHEMNthd BEtsiRSHetits Arersmaidet yoahagene pridrameexecuting
program The esxtop command runs for a snall

ti wi ndow in whj ch it
obt ai ns thretesxbe” icommessstiroedh eV Maiare PrRETRE- oﬂ% _ﬁwﬁwef%ﬁ”%ﬂ@ﬁif%a
16 and t&ea}ig]oﬁ‘hg'\gﬁdg\?/riko\fvﬂﬁﬂcif Phaihdendticd ¥l re SRR d18Pe Iferolande of the
out put fs (0] I's conmmand provi c?es a range o metrics. For i n_st ance:
t he %JSHRysichlumachihet 16 aedxthepoutsidpuperfaitiaace rmdi tbatdgualheagiineeiBagdhe

of the physi. cal chine's 16 CRPU used b Vi chi ne;

t he 5/<SY§U¥QHtEWH‘ gfs FHBMEE] REOVIARS ﬁﬁ?'%iqea%fl @gﬁ@%b IFtE é H\%kaen%%ér cent age of
time spent in the operation systemkernel for the physical nmachine

and each vé r thePeUBRBotuivren oftthe exmpTOWBLL Rkl@ Bfitaies thespeicratage of the

virtual machine.is idl.e a Ly N i i ..Each |ine of

t he network ,?.E%’?'F%‘g“%%ﬁ%?%é%@ut 8&2)2)?%%\/% ;')Wi‘lﬂ?re corresponds

to a network interface configured for the virtual macﬂ_Lee 18.,1n tm.s'

context, thells %@éﬁtpmnc@?th@neé)ﬁo?@tﬁétt% r?ﬁ_é}trffsl Bﬁ‘ic_ﬁ[ﬁage or ume

denotes the %néh{if# ke e;(é‘t@m%rh@!efo?%ﬁéﬂ@hysibé\trﬂécf;mﬁ@ ang gEpPedual
s" colu I ndi ca

to. The "PTT es the packets per second sent on an
i nt d0f ace, whmaahindhe MbTX/ s colum indicates the data transmtted in
Megabits per second; AND Each line of the nenory metrics reported by

the esxt op, oyh@ubWARDIcB|UHH HEEERBARE 2tnd @ \Artialrrhaetingres hileer waitirighios an
context, the "MEMSZ" columm indicates the nmenory currently allocated

to each virtdaerryaghi ne". The "SZTGT" col um indicates the target
size of nenory that the virtual nmachine desires. "The %ACTV' col um .
i ndi cat es &hesgutrimerdfalge nefwark Inostriterk poeedrby thaasxiop auiputtable Tagesponds

metrics obtained at ste 20 are then c ar ed | ye e
ranges 25 pr 69i3d%%“ﬁ°8?' «%[%qper@qrﬁgggetg@rgﬂ%V%ﬁ&é@?hﬁa&gﬁam T%%ﬁ%%{gthe.
conf1:5gur at ihon‘dsEI}‘ésiYg%amlmﬂ' bose mﬁpﬂcmﬁtﬁmom@gej@mmrmammme fo
equal to the provided value or_ within the proyi de ye range ar
then assi gnedVhipk te aeirorkrintegiagal’s Mapksd ﬁet'}llp%sfg'ﬁﬁgllsné:o&n?{gggﬁqag%s the
val ue not eq"@éck%% SrcRBAY sdRo ahustefacoWnEilcdfeMb TS @i Geflcates the
val ue range are then assigned the status or abnormal. This

assessment, adriatieesimifted io Megahils peF 6eaDd YP st ored by t he agent
program 14 for later transmttal to the nmanager program 12 (Step
124). o Each line of the memory metrics reported by the esxtop output table corresponds

20 to a virtual machine. In this context, the “MEMSZ” column indicates the memory
currently allocated to each virtual machine”. The “SZTGT” column indicates the
target size of memory that the virtual machine desires. “The %ACTV" column

indicates the percentage of allocated memory that is active.

The metrics obtained at step 120 are then con‘ipared to the value or value ranges
25  provided for such metrics by the manager program 12 during configuration (step 122).
| Those metrics that have a measured value equal to the provided value or within the
provided value range are then assigned the status of normal. Those metrics having a
measured value not equal to the provided value or outside of the provided value range
are then assigned the‘i status or abnormal. This assessment, and the metric values are
30 then stored by the agent program 14 for later transmittal to the manager program .12
(Step 124).



-12- At step 126, the agent program 14 assesses whet her one or nore
of the nmetrics to be nonitored is an inside nonitor netric. If so,
then processing continues to step 128. |If not, proceeding continues
to step 136. Step 128 sees the agent program 14 anal yse, in turn,
each virtual machine 18 hosted 5 on the physical conmputer system 16
to which it has been deployed. This anabysis commences with the agent

pr ogr am Aésiebt Bt egést mﬁﬂt@@@ﬂéﬂa@séé‘&sw}ﬁéma} oﬁ@%hhﬂﬁe%tt(éh@ﬁncs to be
130). In this respect, if the virtual machine 18 is running

M cr osof MORNAESWE POl 'Bﬁléedﬂw@rﬂ%’fﬂ%m‘f $hdhen P@ﬁ&@@ag@@n‘ﬁa@m f@rste@ 128. If
t hr ough ﬁ&ep{.dcle@ép@l bﬂﬁu rgge gesyice. Alternatively, if the virtual
11X

machine I's running-a erating system the attenpted 10
service. Like with t

t h h th hel |
ohys: cal St Tah8esy meen;?n?%é‘réﬁ« TP h b i ced bl Taadng A8dwsted
on it5 tée tagesHysRaPebAPuldt SRALE i Qrvm&ﬁ)\ﬂ fl8s tHRnl aéﬂéxy@i'mstéhalys;s

al | ow access as has been provided to it by the manager program 1

during ceRminghres Wih thepeeabaiopein ﬁétaﬁe@@t@gemtq@@ﬁe@tﬁpé @mtuat mgpbq@e 18
132. In i

vaaii no (SO PSRBT ik Rt 18R AR e Vbbb
| nc., Reeprrating sysietm,chet aftempied dmnmectidress rreugibttbé ribslprirgi stearingeservice.

W nexe a i s, t Y ndo, Tm.virtu

n nexe ARLUGISA 0T 4 AR AIRTHI R AR s TR DR
i ni tl(htlmnr@btlsmmmwgfeﬂmmabé shplf egness askd @dbithe dhysicailthathine, if the
metrics IH ]espeﬁ al rretr| Ogtégonsauﬁ_@i excepting 20 disk
metrics 4H2peeF 'Pﬁa'?ﬂ:seaﬁ“e?sisl F PH R itgihs 2aekt progran ¢ opelgirssto
Manageepovidestheuimedtiraitibario (AN adcddd! 8 faGehdeh HRRMed ® §!HPHARRNager
t he Scrlgtl ng. Fi.l eSystem object is obtained through this interface

and eachP'@eraB 1¢4yr Srﬂoﬂf‘g‘é@t'i)% enuner at ed. For each enunerat ed
drive, the WM attributes "Total Size" and "FreeSpace" are then
obt ai nedThe debised rhairics ad: $pac ebtairebdpatr stept‘sﬁﬁe af relaﬁmh %tm)axxemm in a

per t o ezl e | R AR BRETIRG Tus b Bl e P pp g systom from

_(I)_Ej ect cWieadsudt nc. ,p&eﬂnmmdpﬁwa'tttée&he |2$18é mﬁtraﬁa@r@ﬁeméasusﬁmg”llﬂﬁélgvmexe
e associ ate nters ob tQ obta asurenents for

each pro ap%?#\'%} PR g%éh?]\-‘% ﬁe‘é@@” yitug * ﬁ?%g‘é?s andh epxReesghagl of

i's obt ai gieeh Hdniabnds.t hEheéé Bbmmr inblUsR” tr@lﬂﬂﬁ@ﬂon E’P@ebafdté‘ga@f:utable

t he nunber of handl es used by process i s obtained using the '

Count " CRJQHEPS a?ﬁ%qlé‘i?gdﬁtob@m @&tf‘%mn‘@ﬁﬁ?‘gﬁ Qi g dnefjic &aiﬁggaé%t§r$§xceptmg

obt azmeddlgﬁlm@tﬂdge anﬁbﬁaﬁﬁﬁﬂnéﬁ% rROHBs e - To écﬁlecﬂVtH"élé qgét'ﬁgspfthé’a\ﬁﬁndows
f| | e usa by the virtual opera;t(‘l‘\&g’usyst emis perfornmed using t

" Pagi ng: ?Pégefﬁ@lﬂff onfEWBenispec "] tiaterfaces dge'usedunt &p. cdhwrate, the
netrics r e
ranges p?%tl } E’ggﬁlfe%&s%hﬁ\bbﬁ%rgcgb{)%%% égg}é gP{&%Cg %%F g l\'7’<§ SO
conf i guridentfied( ist @pume4jed. For each enumerated drive, the WMI attnbutes “TotalSize”
and “FreeSpace” are then obtained S0 that the used space and percentage of used
25 space may be computed.

To collect performance metrics, the Windows™ performance monitor: (“perfmon®)
interface is used. The Process object created by perfmon provides a list of all
processes running. The associated Counters object is used to obtain measurements
for each process. Monitoring of the CPU usage of a process in this manner is obtained

30  using the “% Processor Time” counter. Monitoring of the number of handles used by a
process is obtained using the “Handle Count” counter. The amount of active memory
used by a process is obtained using the “Working Set” counter:



5 Those netrics that have a neasured value equal to the provided
value or within the provided val ue range are then assigned the status
of normal. Those netrics having a neasured val ue not equal to the
provi ded val ue or outside of the provided val ue range are then
assigned the status or abnormal. This assessnent, and the netric

val ues are then stored by the agent prggram 14 for transmttal to the

manager bABSHY dLpade ﬁreeasééél% thSWiual IR %)%%rﬁ%?eg%ﬁﬂ gfélrﬂc.flthe

transmit the status of each metric, both inside out
metric vERGEGNIE peFotmRNGerhigwansritsgYakisage’ sauntersponse t he manager
program 12 sends a timestanp of the latest configuration for the »

noni t or i Tige syettiesnobtadmgl wi step 9821 drepthasecarhparad t18CHBOVAIES GRNRIie ®nges
t he reporte; 15 | f thetlmastag})qof t he | at est
f

confi gur%f??"gﬁg Q‘bﬁ's(iﬁb’a'gﬁvst cthedRaRage frBgean! 2 Hurisg) eondguratian (sige 134).
ti mest anphadfe MRicGOMEL BENAEI tﬂ@a&ﬁ%d%”g eBLA%HME o\n%e& 3‘?@5} Wthm the

operating under, the agent program 14 operates to downl oa
conf i gurkevigad b@lqeeli?éléﬁlarﬁg there asgigned ihst slatisl dgyormabmThped mdddes havmg a

Al ter ”atr'f1¥§§l.|); red 'vfall}ehr‘fottéqméﬁoa%%rfi?wdég%a u‘@oorpﬁﬂélﬁgtﬁg:ﬂi% g%@ﬁgg%% fagjge

i dentica progra 85 'processing
140) . AtarSttbgn M@gned]ﬁ'teagems q:rrahmoanatl4Thteialsse$nmnertthend)tlmdmb&rcrﬂaim are

bet or o e KT oo B8 a8t PeB e aer Bt AL EL P EARR S ReraTs S shater
aspe@x of3&. he invention, where like nunerals reference |like parts,
there is a nmonitoring system 200 for virtual application

envi ronnggps 36T§?e%s%ﬁe E@@ﬁtﬁ@%%@n %W@%&Re%%ﬁ 3 Sad @%ﬂ-ﬁcéﬁgmainside and

components as th e |nven ron an
conf i guraiisige, ﬁﬂdcfégsmEEImvaisetb&BiGMG Hmrnager,prograhhéZsemmrrdsponse the

Cake. t natrager s1oalR 89'<es LlimsSRiie 5P e, Bzt ¢3RO RoD iR Mottoring
machi ne§y$&nmaknmdmfﬂiy drhma plﬁm&ﬁpam ackmpreg;emysttcﬂ’ﬂwé@epoﬁeﬁtﬂdat@!step 138)
opera edPHE tiheiRup of (S e ngoBiain dpeo st b FreomrnagedaRTE de fatgter

t enpl at etham dké dsediehpi df&héfc@flgafw@nome naiahit Grodranba 4Gl dlﬁ‘ﬁéhﬁﬂ dpRrating
respect of si cal conputer system(s) 16 to be

on tor dTTSRBe AR Pl RIA PHESISR0 (PO N i B isorfguration by repeating
adm ni stihat govenMletiffiR frémt SRR fdd e Alfbrﬁﬁt‘ive%gpif Qv 'ti?ﬁe“sté{lﬂké"?ﬁ B8 two

val ue ranges for each of ‘the netrics displayed t-he monito

t enpl at ecqmﬂ%wﬂ@n% r%ﬁi“n‘ﬂ@ﬂ?%‘oﬂ‘ed&ﬁﬂ’téﬁwl’@mrﬂﬂl rmses mrm@ﬁmhf@ step 142
nonigpor i (8@pSygHEM 10. (It should be appreciated that for certain
nmetrics a valu or value range nmay not be required, the netric being

ei t her ni d o ot nonitore equi red b he , .
i i RO e e L a8 WaFR S e ATl ErBes dmaperiodsnsgified by
the per |mdmw1agenbexgr@hs1sznr@moamgumoﬁaﬁkbréwémrm@ brdoeskihgt8tep 118.
adm ni strator does not set a periodical interval for obt aining a

g: : : g 218 agé?l?é?‘.bé ?frl]tflgar séc{&‘?\dséé?kg{%f‘%é lm\%?\%ﬁ‘t\ﬁhér% %8 ufdrak1Berence like

parts, there is a monitoring system 200 for virtual application enwronments The

25  monitoring system 200 consists of the same components as the first embodxment of the
invention and the configuration process remains the same. However, in the second
embodiment of the invention, at least some of the agent programs 14 take the form of
object code able to be executed on the virtual machines 18 hosted by the physical
computer system 16.



Once the adm nistrator has set and confirned val ues/val ue ranges for
their desired 15 netrics, the admnistrator is pronpted to provide
details of the physical conputer systen(s) 16 to be nonitored (step
204). The details to be provided in respect of each physical conputer
system 16 nust be sufficient for the manager program 12 to identify

t he physical conput er system s 16 -1 ocatiyon on a network. Once the

details O ihRaPegdcUlbneRthe W@g@ﬂbr@&ﬂﬁu’ﬁzﬂthéﬁéﬁé@e} régﬂpﬁue‘(ljz operates to

noni t ored, has been _entered, the adm nistrat.or

provi de é'é?'éb’lasm@ﬂlt@lmg {emnlatsl (Siercd2)ed h@m@mtomeg rtemptadﬁ prbvisiestdedails of a
physi cal he details to be provided in
respect o%n each \}ﬁég{ﬁ)ﬁé ﬁ%?%}ﬂ‘jﬂ{%@%ucst?;be sufficient for the manager
program 12 to_identi the virtual machine 18 and all ow a depl oyed
agent pr ogr‘arntrﬁpiﬁﬁ“@iééiﬁ‘@éte(ﬁﬁyﬁtﬁ@(%ﬁ 18 tore mepiipied: ABD 25 Agent
prograns 14 are then depl oyed to each physical conputer system 16 and
each ¥Virtuad niimbi machibends talbeanshitorad.i ng an agent program 14

depl oyed thereon (step 208). In the case of agent prograns 14

depl oyed t
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manager PeRYERM Wl Yk B d%'ﬂ@é{%&rrﬁbf?fé%t pefdupdn@hvdid ™ (step 216)
before returning to decision step 214. Alternatively, if an agent
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concl uded.
machine 18 must be sufficient. for the manager program 12 to identify the virtual

machine 18 and allow a deployed agent program 14 to execute on the virtual machine
18.

25 Agent programs 14 are then deployed to each physical computer system 16 and each

virtual machine 18 not already having an agent program 14 deployed thereon (step

208). In the case of agent programs 14 deployed to virtual machines, the agent

program 14 takes such steps as indicated by the administrator aé necessary to allow

the agent program 14 to execute on that vittual machine 18 (step 210). Those agent

30 programs 14 already deployed and those agent programs 14 being deployed may then
connect fo the manager program in their own tlme (step 212).



20 Operation of the nonitoring system 200 conmences with each agent
program 14 checki ng, at decision step 218, whether it has any netrics
to nonitor. If not, processing is returned to step 216. If so, N
processi ng continues to step 220. At step 220, the agent program
14 assesses whether one or nore of the netrics to be nonitored is an
outside nonitor nmetric. If so, then progessing continues to step 222.

' f 25noty i}e%%ﬁ&%t H %i%mﬁp. RYSStafts Sh&BcHEIPlooPbréeisndidtdigiidahesser an

nore o nonitored i s_an outside nonitor netric,
t he ageragept purgram1 4 tﬁcmfoaniec’eiwit offhamjeieciion lege PIRGESS gommerices

variety o c r

has been” hhé?%[}%?%[) gh%%ep%]ézdhrgg‘ébsi {r?‘e tr?gtdre ?%@':st @thﬁzegw %Bt bFogram
course, 1i4 i@BeMQ tiheoARES witid tlm@hmnma@er @rograey 3Q. hifgto agetipregreas 14 Is
access co rols em the nt_p am 14 o

e ARG e Lot i B Ponagsonarrals JBhdna R FBbE d2avels
it by ”}ﬁeﬂ@t@ﬂﬁ%dp eEF@MLAnAUNstBp 206) ibettrat retomirs te demaoxhestep 214
description of how to obtain such netrics using APIs comands
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then tran agent ogra (step 224). In response the
manager 'ﬂn@mﬁg&@pwm ’La?ntl‘neciea@nd{s (el step 2185 et wey vk ther datp conypyeation
confj gur atkegn r the nmoni toring systemalong with, or in place of,

an a " of the reported data (step 226). If the identifier
of the | at est confi guration reported by the manager program 12 is
rater than « héhe meticsithepgent '$E?eCC1@Cbonf| guration the agent program
14 is currently operating under, the agent program 14 operates to

downl oad the fRWAGd/Vgue adngss fbrysx.tcﬁpﬂatrics@ifbhy); above net hodol ogy
fromstep 212. Alternatively, if the tinmestanps of the two

configuration t 2t S siich RaT8&fics; AND
processi ng to%h %%(Shﬂ_%a ﬁrﬁ%?g b8 Agf tB%tvgg 230, ntitiﬁhbe agent program
14 assesses mhether one or s to be 15np

h
an insi de nbniftomethad by whigh é‘@ ageR Hrewn%%'rtégisﬁa eéﬁﬁt'tien(tﬂa@‘l tvg'rt@"tqéﬁgcmne
232. 14 not, RNOELRBhISH GRAMpliEARS).to step 242.

Once sent, the manager program 12 moves to step 216 where it waits a predetermined

period of time before returning to decisiqn step 214.

Once all agent programs 14 have connected to the manager program 12 in this
manner, configuration of the monitoring system 200 is concluded.

20 Operation of the monitoring system 200 commences with each agent program 14
checking, at decision step 218, whether it has any metrics to monitor. If not, processing

is returned to step 216. If so, processing continues to step 220.

At etep 220, the agent program 14 assesses whether one or more of the metrics to be
“monitored is an outside monitor metric. If so, then processing continues to step 222. If

25  not, processing continues at step 230.

On determining that one or more of the metrics to be monitored is an outside monitor
metric, the agent program 14 accesses a variety of APls and executes a variety of
oommahds on the physical computer system 16 to which it has been deployed to obtain
the required metrics (step 224). Of course, if either the APls and commands or the

30  host machine has access controls placed on them, the agent.program, 14 operates to



At step 232, the agent program 14 accesses a variety of APlIs and
executes a variety of commands on the virtual machine 18 to which it
has been depl oyed to obtain the required netrics. O course, if )
either the APIs and commands or the virtual machine 18 20 has access
controls placed on them the agent program.14 operates to provide the
information to all ow access as has beengprovided to it by the manager

program g iHe tH&rrﬁ&MdtBHr@téIW abB8 188 I HR M EBH E)Lrﬁxzje?{]ﬁ:)[ th@}nthe , nanager

obtained at step 2 he same manner as descri
embodi rrenrogmmﬂr?edurrmemflgwatrga The val ues obtai ned for each required
nmetric are then transmtted by the agent program 14 (step 236). In

r esponseAs kedetaita des@ipten afhdw 6 @ibisin dch testhicd Lsihg 1/GNE %ﬁa %ﬂ{mé(mmas
t he Iate t confr%uratron for the nonitoring system aI ong

pl ace off e%lhp%?e' distRMberimend of tsoipverfidiattavil §@%{?ﬁ mﬁtedr frerrehe

identifier of the | at est configuration reported by the manager

pr ogriam The ivaiukatobtaindthior eheh r@tamtekjfmehﬂcca‘re then {Bdhsoittéd pytiad agenttpregram
er.ating under

t th t 14
oo U b oA e BRSPS 2 s Pl s e
net hodol omhe‘ 163t ednfiguidton BE2he AhbATGHHY ¥@dt¥m afonbh@rtﬁl oEst pEe of an
the two c‘g( Bﬁ%({atrons remain identical, the a?e ro ram 14 gasses

processi A qgmentool $he yepartad deta dpigp 226) Qg@ﬁﬂt‘fﬂﬁrog dhe latest
vai t's ougorifi@rdtiordripdrEl NadHd MR g gﬁjog"‘rﬁﬁrc‘lﬁ Qqat@’ thile tﬁ@”t?&ﬁiﬁer of the
program 12 during configuration be returni ng processing t ep
218.10  configuration the agent program 14 is currently operatrng under, the agent program 14
operates to download the new configuration by repeating the above methodology from
step 212. Alternatively, if the timestamps of the two configurations remain identical, the

agent program 14 passes processing to step 230 (step 228).

At step 230, the agent program 14 assesses whether one or more of the metrics to be
15 monitored is an inside monitor metric. If so, then processing continues fo step 232. If
not, proceeding continues to step 242.

At step 232, the agent program 14 accesses a variety of APIs and executes a variety of
commands on the virtual machine 18 to which it has been deployed to obtain the
‘required metrics. Of course, if either the APIs and commands or the virtual machine 18
20  has access controls placed on them, the agent program 14 operates to provide the
| information to allow access as has been provided to it by the manager program 12
during configuration. '

The desired metrics are then obtained at step 234 in the same manner as described in
the first embodiment of the invention.

25  The values obtained for each required metric are then transmitted by the agent program
14 (step 236). In response the manager program 12 sends an identiﬂer representative
of the latest configuration for the .monitoring system along with, or in place of, an
acknowledgement of the reported data (step 238). If the identifier of the latest
configuration reported by the manager program 12 is later than the identifier of the

30  configuration the agent program 14 is currently operating under, the agent program 14

operates to download the new configuration by repeating the above methodology from



5 In accordance with a third enbodi nent of the invention, where like
nunerals reference like parts, there is a nonitoring system 300 for
virtual application environnments. The nonitoring system 300 conpri ses
a manager program 302 and a single agent program 304. The nanager
program 302 and the agent program 304 each take the form of object
code able to be executed on a stand-al.gne system 310. 10 In this

enbodi meiép 2901 WBIRER) ﬁ'@ﬁe §l@|§siraﬁ1p%eofrfﬁ@ e esﬁrgmgg?&%ﬂaa% RU8HaIChe

physi cal corrputer systens 306 using the VMaare vi I sation
sof t war e2EY Bragien Hyraaseamsocasaingde sk AA(sten 248).i forni a. The
operations and functions of the nonitoring system 300 wll now be

descri best dtep phe, merﬁg@qt pRIgrams 4 WAIRNA@EhY PredsiePNABE tihd éé}%d specified by
rovvcha(r;Bs formn %Inres 7.and 8. In this 15 respect it

under st 368 "%Em?tgef sindwing q%ﬂngflf)ﬁ&eéma refyfige ﬁé@cgﬁ@ng to step 218.

appropriate program source code to performthe described operati-ons
and fSundn iamerdame iwiiht & fhirdesimoodinmmt of thehiavemntivrg evhepe dl@eé aomedds réfeesnce
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nonltore?f%‘ltA&J% virtual machines 308 to be nonitored
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At the rator is able to set the periodica

i ntervais\?\r/ﬂ(:V WEFQ%EJ@}‘PJQ[&%M&WEW netric. |If the adninistrator does
not set _a periodical interval for obtaining a metric to be nonitored,

t he systif Qwerptigseand Binciorwpi betmenitaringesysiem 300 télif aawtbe deseribed & the
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identify_the g SI cal n’Ruter systemis 306 | ocati on on a network.
On initial execution of e manader program 302, the manager program operates to

display a monitoring template (step 400). The monitoring template provides details of a
range of metrics to be collected in respect of:

20 o the physical computer system(s) 306 to be monitored; AND
e virtual machines 308 to be monitored.

An administrator (not shiown) is then able to sét appropriate values or value ranges for
each of the metrics displayed by the monitoring template which the administrator
desires to monitor through the monitoring system 10. (It should be appreciated that for

25  certain metrics a value or value range may not be required, the metric being either
monitored or not monitored as required by the administrator). At the same time, the
administrator is able to set the periodical intervals for obtaining each such metric. If the
administrator does not set a periodical interval for obtaining a metric to be monitored,
‘the system will operate to collect that metric at default intervals.



As each new physical conputer system 306 is identified, the

adm nistrator is pronpted to enter in details of how a depl oyed agent
program 304 shoul d connect with virtual nachines 308 hosted by the
physi cal conputer system 306 (step 404). In this exanple, the

adm ni strator provides the usernane and password for an adm.ni strator
account set 1Oup on the virtual nmachi ngg308. The manager program 302
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step &Lomdemlfwéhenahyar@lypmwtqrwystﬁi@éﬁﬁoé#QF@F‘%%&WP‘%JOQ&ki ng to
connect with the manager program the manager program 302 and agent
progr am R94aektnat pissical danputsomysieca0s enidentified, The adeirigieatopisdgempted

202,11 S0 f bR 200 ool e DR R, SRR i v

val ues/ Va{zeRinkano8 hobRd ISHEB gREkichFsorhpiiteas)stem 306 stppetiet) e intthieekample,
time period to wait between obtaining the netric

-\ \ . AND . . th?
met hod bihefnaipistaor ageidesihegisamang and RESSWBISHIOE nagiminsfiator AEGRYME set
25maghi ”ﬁpioh thévtt‘&am%ﬁi%ﬁ()@per ation of the nonitoring system 300
commences W th the agent program 304 connecting to a first physical

conput er stem 306 (ste 0). .The agent.. r h '
Whether | 3ht feaet areremai s S Ee o REETERERS I BdafiRg AR ever
noni tor Rl kigeni pteparhldds ibf seskingo o casmieng te dht i The datestioheloop 1drocess

I f not, processing 30 cqontinues tep 420... -19- On determ nij

that oneCRMMARNCES dfithy gdRcisian ﬁt%%‘d’sé V%Frgrﬁé?%'ﬁ fpade fo %g%eg{na}se wﬁ%‘hte&ihe
metric, h énﬁ%pﬁen%@@ﬁ@%é@ﬂg a6 EBRRES Withvibel mbilagdr Bpgidnt 30201 the agent
progranmmabl e 1 nterfaces ("APIS"

f AP| S") and executes a variety of_conmands
on th2 phyedreal 3bifpnelesealing @TPQO@SQW%FW%WPE%%PM@M@%» g@%cﬁ”%‘@ger
obtain t ui i i iU 407) ebdiby rdthming t
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mnager BB ReRp iR, S, AERESE: Aokt ROGhPAGAIRalef B4 etidblieh a data

the pri ocommadcatentlisk. Mhe manajaterogranm 362 thea ssindai(atksiepy08), by way of the
20 data communication link, details of: ' o

.o the metrics the agent is o collect;
» the values/value ranges for such metrics (if any);
o the predetermined fime period to wait between obtaining the metrics; AND

o the method by which the agent program 304 is fo connect to each virtual

25 machine it is to monitor.

Operation” of the monitoring system 300 commences with the agent program 304
connecting to a first bhysica[ computer system 306 (step 410). The agent program 304
then assesses whether one or more of the metrics to be monitored is an outside
monitor metric (step 412). If so, processing continues tostep}414. If not, processing

30 continues at step 420.



10 the agent program executing the "esxtop” conmand through the
VMnar e program The esxtop command runs for a small tine wi ndowin
which it obtains netrics in respect of the performance of the

physi cal machine 306 and the outside performance of the virtual

machi nes 308. The output fromthis command provides a range of
metrics. For instance; 15 the %JSED colym of the esxtop output table
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network I nterface Is mapped col um i ndi cat es
packet s ipfarmadioorid allewmt a@zesaraa ha%ubﬁaﬁeprowﬁw o fithley ferranager gragram 302

i ndi cate nsmtted in Megabits per second; AND Each
Rt SR

| i ne of rics reported by the esxtop output table
corresponds to a virtual nachine, S contex e "MEMSZ' | u

i ndi cat el ifceHERYMPIB RV G Q”%flefr%%é‘@(?”% tr@a@ﬂts\ﬂhermﬁg%s AR HE%@“%V
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vi rtual nmachi ne desires. col umm i ndi cat es t'he percent age
of al | oca®dep semmand s fpsa@ma!wne Triedows in Whichdb phiaigimatricstia pespest of

are t henw%oé%?d'rﬁ%n?,@ ok e M‘g}sﬁ%l @%\ KidleUsoe Mﬁ% RIQYL ‘E%ﬂ’ofrﬁénc%-‘&f*lhe virual

metrics manager G guration (step

Those rremacbmeshEQS haT,hE autm&s‘mdhisabmnn‘@qdaprqvwetshé l}@ﬂ@@l@femet"é}lsue FOF
or withinp %ag_g provi ded val ue range are then assigned the status of

nor mal . ®hetrics havi ng a neasured val ue not equal to the

provi ded val ue or outside of the provided val ue range are

assi ghed t ire heatoliSEP cabmur ghthe erxiop pidrid<aplet indicates the p@p@nt@ge of the
val ues are thgn stored, g)%g%@g? usé?%?&géé‘éﬂ wRbal Rbchiaber transnmttal
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to the manage rogram At step 420, the agent
program 304 agse t he e or . nore, of .t met ri G
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machine;

20 o the %WAIT column denotes the time a virtual machine is idle or waiting for an
interrupt;

o Each line of the network metrics reported by the esxtop output table cofresponds

to a network interface configured for the virtual machine 308. In this context, the

“USED BY” column of the network metrics oufput denotes the virtual machine to

25 which the network interface is mapped to. The “PTTX/s" column indicates the
packets per second sent.on an interface, while the MbTX/s column indicates the

data transmitted in Megabits per second; AND

e Each line of the memory metrics reported by the esxtop oﬁtpu‘c table corresponds
to a virtual machine. In this context, the “MEMSZ” column indicates the memory
30 , currently allocated to each virtual machine’, The “SZTGT" column indicates the



Step 422 sees the agent program 304 anal yse, in turn, each virtual
machi ne 308 hosted 15 on the physical conputer system 306 to which it
Is presently connected. This analysis comences with the agent
program 304 attenpting to connect to the virtual machine 308 (step
424). In this respect, if the virtual machine 308 is running a

M crosoft WndowsTM operating system ple attenpted connection is

th h the fd o | I Ge. nat | y ok (ht
rouh e, (kPO S OSEE SR PHBABAELY, o DR Ly
connect i on i sindicatasghe Pleecesdage & albedted seembnehatisketive.t h t he

physi cal machine, if the virtual machine has access controls placed

on it, tige aa6AEs LRSI a104ePRANaLRSIHP BERBLRR {fhd DAIGEET @/é]g%tignges

al l ow access as has been provided to It by tEe manager program
during cBievidgdriar seeh melicsdesine snanaser ipcegrame3@h during caifigedation (stappd16).
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execut esT528HEd AR 0%53%%1%%%9rov’ﬁﬁgsv\é§%%5ﬁ‘gei quﬁ%,@éowqiﬁd]value range
initiatiafe hénsepighat theXREus abhithdPhmal! TAR RBcEaAdh afd tee Midd talues are
metrics jn respect of all netric categorisations excepting 30 disk
netrics %RA Sg%rpﬁfﬂgwn‘gﬁ@@%wqg&mﬁ%f@r lader ransgpittabiorthe snanager wamams302
Managenediep aggy. ument ati on ("WV11") interface is used. To el aborate,
the Scripting. FileSystem object is obtained through this interface

o e AN Bl AL B VRS e m RSN A B
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conput edhot, proceeding continues to step 430. :
Step 422 sees the agent program 304 analyse, in turn, each virtual machine 308 hosted
15 on the physical computer system 306 to which it is presently connected. This analysis
commences with the agent program 304 attempting to connect to the virtual machine
308 (step 424). In this respect, if the virtual machine 308 is running a Microsoft
Windows™ operating system, the attempted connection is through the file/print sharing
service. Alternatively, if the virtual machine is running a Unix™ operating system, the
20 attempted connection is through the secure shell service. Like with the physical
| machine, if the virtual machine has access controls placed on it, the agent program 364
operates to provide the information to allow access as has been provided to it by the

manager program 302 during configuration.

The desired metrics are then obtained at step 426. In relation to this example, in a
25  situation where the virtual machine runs a Windows™-based operating system from
Microsoft Inc., Redmond, Seattle, the inside metrics are obtained using the winexe
application which connects to the Windows™ virtual machine and executes a set of
given commands. = These commands include the initiation of separate executable
programs as required to obtain metrics in respect of all metric categorisations excepting
30 disk metrics and performance metrics. To collect disk metrics, the Windows
Management Instrumentation (“WMI”) interface is used. To - elaborate, the
Scripting.FileSystem object is obtained through this interface and each drive so



To coll ect performance netrics, the WndowsTM perfornmance nonitor
("perfrnon") 5 interface is used. The Process object created by perhon
provides a list of all processes running. The associated Counters
object is used to obtain neasurenents for each process. Mnitoring of
the CPU usage of a process in this manner is obtained using the "%
Processor Tinme" counter. Mnitoring ofsihe nunber of handl es used by
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bef ore rasicliewiitlg, pndths siatiie valustheek to the manager program 302 along with details
of the physical computer system 306 that the agent program 304 is presently connected

to. In response the manager program 302 sends a timestamp of the latest configuration

25 for the monitoring system along with, or in place of, an acknowledgement of the
reported data (step 432). If the timestamp of the latest configuration reported by the

manager program 302 is later than the timestamp of the configuration the agent
~program 304 is currently operating under, the agent program 304 operates to download

the new configuration by repeating the above methodology from step 404.

30 Alternatively, if the timestamps of the two configurations remain identical, the agent

program 304 passes processing to step 436 (step 434).



410 and obtaining the netrics in respect of each physical conputer
system 306 all over 10again. The netrics received in accordance with
t he enbodi nents descri bed above can then be subjected to an
error-identification technique such as the one devel oped by the
applicant which is the subject of a separate application of the sane
priority date. In the enbodi nents descppbed above illustrative

exanpl esAtdtep BBEMRIr 4t bRRjra®aiDPeebRs BPE&: %@tﬁé?rn‘?é’tﬁ?? hhge Béﬁ89ttained

i nvention have been described. However, the person skilled in e art
woul d r 5RINISACHFEWEEREERNPYET SY$emc30f ib hasbeensebin momier. | I Hot iuecassing
be obt ai | ' ' j Ry | iy

can be o%ﬁg?%z%%t a???a*\@‘gﬁﬁ%?‘ﬁ%ﬂeﬂ@)s%l F%@P%%th%%gg?g?gg%ﬁ i @gb'idor%g:by
Physi cal thivsegenhpragranedXois vbtessed.asMatoiut abovat Hoaldveniif theragemi program

cat egori ' .1 nel ude Uutilisatiop rate on,_a .Jrocessor
basi o TenPh S s Tmechr P HelsabebBb i shllam AR Bs petto
pr ocessononitit, proeessing eshtinugziesigyf 43g.0cesses runni ng on the physi cal
machi ne. Physi'cal Machi ne Menory Metrics. These include netrics

relatin t . . free.

cvai | abs SePrRg: S ee ek SO HREK AU dnd BieqtiBhed e S Hiptred
For i nstiahthe, mahagenupiograrnf30di ddrawgecdnfigustiopavdfotel msrning prloeegeiys i atep
machi ne, . e |level.s of each such dis artjtion an h
amount 110 Frd BRI eSS rineRE e e i o BB RpLIer RigRTneDe o over
Tr an®m sxjatm Control Protocol ("TCP') Metrics. Such netrics relate to
the rate of connections to and fromthe physical machine, the

percent agf Afetrid re%@iv‘éﬂ%%[@c%ﬁi'a‘?\%% \Mﬁpﬁﬁgérﬂgoéiﬁ%{ﬁé Q@sc?rg%ﬁ?ﬂ: étra]devg can then

machi ne and the instantaneous nunpber of connections es
t he physieaHbiraisti ivean grmrgdentiicatiors techritie Phgts iasatheMithideeeloped by the

Appl i cat] ; i Gs. i rel the wha

oY ocessc PRGN NRE L Blbct L Rorhla GRpikaIGH 5B R0 BPfiuane
process there are, and about the resource usage |evels of these

pr ocességnﬁﬁtﬁ@? We%a?%hﬂgt%ﬂ”ﬁ estrative expawlescsf the metricscthebgan e
I nclisde dthginBdaRIughf the present invention have been described. However, the person

skilled in the art would readily appreciate that these are not the only metrics that can be

thained using the present invention. In fact, additional metrics can be obtained that fall
within the following broad categorisations:

Physical Machine Processor Metrics. Metrics that fall within this categorisation
20 include CPU utilisation rates (on a per processor basis), the instantaneous number of
processes queued up waiting for a processor and the current number of processes
running on the physical machine.

Physical Machine Memory Metrics. These include metrics relating to the total

amount of memory and the amount of free memory available on the physical machine.

25  Physical Machine Disk Metrics. For instance, the number of different disk patrtitions
on the physical machine, the space usage levels of each such disk partition and the
amount for free space available for each disk. A

Physical Machine Transmission C’ontrol Protocol (“TCP”) Metrics. Such metrics
relate to the rate of connections to and from the physical machine, the percentage of re-

30  transmissions happening from the physical machine and the instantaneous number of
connections established on the physical machine, amongst others.



5 different network interfaces on the physical nmachine and a count of
the traffic going in and out of each interface of the physical

machi ne. The nunber of packets queued on each of the interfaces of

t he physical machine is also a nmetric that cones within this
category. Qutside Processor Metrics for a Virtual Mchine. Such
metrics include those 10 relating to tfe percentage of the physical
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-24- | nsPUSIGS BIaCENeRe| at ed Metrics. These include metrics rel ating

to whether specific processes are running on the physical machine or
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poy tside Dlsk etrics for a Virtual Mac mey 1'?1% number of queued disk commands
for the virtual machine concerned, the number of active disk commands and the

20 number of disk read/write rates, etc. all fall within this categorisation.

Outside Network Metrics for a Virtual Machine. These include details of the network
traffic to and from the virtual machine (in bytes and packets per second).

lneide Processor Metrics for a Virtual Machine. Metrics that fall within this
categorisation include CPU utilisation rates (on a per virtuel processor basis), the
25  instantaneous number of processes queued up waiting for a processor and the current

number of processes running on the virtual machine.

Inside Memory Metrics for a Virtual Machine. These include metrics relating to the
total amount of memory allocated to a virtual machine and the amount of available

memory on the virtual machine.



Inside Disk Metrics for a Virtual Machine. For instance, the nunber
of different disk 1l0partitions on the virtual machine, the space
usage |l evel s of each such disk partition and the anmount of free space
avai l abl e for each disk partition. The above is not considered an
exhaustive list and the nonitoring of additional netrics not

ot herwi se described as woul d be known 40 the person skilled in the

art fall wthin the ' ki | §
s to bindiiacresss THAL Methery SHESE had FRHET reidi 1o SEtlol sophific
obt ai neq)r@?eséﬁggﬁﬂ Qn’_mimglmh m@?\ _ppwi@aé inmarhinyes Dem’amﬂlleb respiur¢asasuohairpegpses
rograms of the si cal machi ne or the uir machin

(F:)onger neéde ‘&’é”%pB‘t’@ma&P@.mﬁﬁe‘%‘}E‘P g}:l;ee,co[g%cggq 'ﬂet{eﬁa%t 8?%05‘%a%ﬁqoﬁasessu%at
et rics Renthéd S Moly tHdtea pREd&bINReE yaictmt obtheasHeitaRinachihas kesources.

wi thin the scope of the present invention. It should be

appreci gted by th erson skil | rt : i '

"7 na: ot et WigPRTOR Bt YA Aacting nfol Reton BoReRFin (KERALG5y
f ol | owi ngclo@sk Hbeds icdnsy anstsigneporienshirs theagpdratingdysteint hoany application
departing fromthe scope of the present jnvention: ., The nonitori '
syst em TONRAY g@r%iqndeangoat{%&eg ETWéﬁté} h}e r?'é‘%ﬁ'ﬁglr CB'P‘BE%éin%%ﬁ“S
operat e ddaAQMydfipd ON Wi th one another to provide the required
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that particul ar physical co r. syste 6 _bei ng- handl ed by the
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physi cal scopemfttee psasshne irvebBomp Adttiopallyb it is e badmidessteerd) thaj dhe melhgds by
15 which such metrics may be obtained is dependent on the operating systerh and/or
virtualisation programs of the physical machine 16 or the virtual machine 18 concerned,

as appropriate. Therefore, other methods of obtaining such metri'cs as dictated by the

operating system concerned also fall within the scope of the present invention.

It should be appreciated by the person skilled in the art that the above invention is not
20  limited to the embodiment described.- In particular, the following modifications-and

improvements may be made without departing from the scope of the present invention:

e The monitoring system 10 may be modified so that a blurality of manager
programs 12 operate in conjunction with one another to provide the required
monitoring information. This is particularly desirable in situations where

25 thousands of agent programs 16 have been deployed. 4

o The physical computer system 16 on which the manager program 12
- operates need not have an agent program 14 deployed thereon, the
monitoring of that particular physical computer system 16 being handled by

the manager program 12.



be a collection of servers only sonme of which host virtual machines.
The virtual machine 18 may be a virtual server providing services to
one or nore virtual desktops. In this situation, the nonitoring
systemideally is further adapted to obtain nmetrics in respect of the
virtual desktop. 10 In situations where the physical conputer system
has nore than one processing unit, the_steps taken to obtain the
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interval. The ﬁ@r?\llj\%fmaelra]’?rg?/mﬁ% 1§e®3ﬂb§ %11‘% ﬁﬁl%%%gﬁgé\ﬁ&@g%ﬂ%‘%% foone or
systens 16 to bén@® vinual tesidophy Inhthigsituation, e siypshiborintO systefmoldeatly is

02 b . ic d '
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the virtual nachi e itared hy the nonitoring system 200

perforned at streﬂ)g%g%g&%a%/%g Srt%]‘é%@ﬁ%ﬁ?ﬁqa"ﬁc’%@(ﬁsma‘m' “detection

system as descri %ed in the first enbodi ment of the invention. The

admi ni strat or® SBANERTING wskes <0 may isnmedified pucihatithe agendmyograme’4

and dereby furighes opérbtdietoerPiictt 116 dBPILY H‘ﬂwes%ﬁh‘?géll&fg%m 12 on

required to reflect changes in the physical conputer systens or

virtual machi negehgmat@néhg‘egn iafnprealt mptricams eeerenbtagfed. nHowewei, dhis is

required by theafal Qi Mplementation of the system as a malfunction in an agent
‘ program 14 may still result in the manager program deeming the host

machine the agent program 14 is set to monitor as functioning correctly (and

20 thereby masking a potential problem).

¢ The monitoring system 10 may be further modified such that a single interval
is set by the administrator for the taking of metrics with all metrics operable to
be obtained at such interval.

o The manual entry of details of the physical computer systems 16 to be

25 monitored by the monitoring system 10 performed at step 102 may be

replaced by an automatic detection system performed by the manager

program 12. For example, the automatic discovery process may be achieved

by way of TCP port checks. Howevef, other means of aufomatic discovery of

such details as the host name and IP address of each physical computer

30 system are considered to be well within the skill of the person skilled in the art
‘and will not be described further here. '



Si mpl e Net wor k Managenent Protocols ("SNWMPs") may al so be used as a
means of obtaining the desired netrics. The nethod by which agent
prograns 14 may be provided with updated configurations by the
manager program 12 may vary to that described. For instance, an

i nterrupt system whereby the nanager program broadcasts the new
configuration to all agent programs 14>n a variation being made to

the configurati ?Eq%ﬁg%‘g%g%ﬁww(g%%&ﬁth@\ﬁf?ﬁﬂ%ééhﬂéé’ 18 {beté@?gﬂitored by the

progranms 14 nmay e nanager program1
deternmine if a fbatonta Wysiesn 200 ipedoreed \ad steat 206 neay comfreglaced i yh an
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di scovered. Al t Eaflest Phanges iprihairiysical (PIBPUT SYRiERISy Y eLVIrUghBlAcaInes
system 16, the ng 089 Y eRehet & tiffoRHAGITRL fegalréd by the
di splay the pre%eﬁeﬂ{edggt éﬁpﬁﬁgyé‘% ?ﬁdle adm ni strator for teﬁe Y
adm ni strator tedeétisteatelew configuration 30, (if so required). This
alternative may be further restricted only to automatically display

the pye-defi nedsigpBl Révodt Mdigdhine Pesipcol (PBNMRaH) anay wisesbelised as a
physi cal conputer systens 16  The algeent rogram 14 may operate to
connect to eachMAaNEP4PLIRIIRY Hae dgsired metrics.”. t hrough ot her neans

to that described above. For exanple, the renpte exec Scommand coul d
al so be used & oThenmettodt by avhich tageht meadrams 14 mantbehpovidednivith updated

operating system _.Miltipl ent progr e
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then operate to obtain a copy of the new configuration as described above.

20 e Methods of determining whether a configuration has been changed, other
than be comparing timestamps, may be employed in the embodiments
described above with minimal adaptation.

e The communication link between the agent programs 14 and the manager

program 12 need not be a permanent link.

25 « The monitoring system 10 may operate to extend its current configuration to
include new physical computer systems 16 as they are discovered.
Alternatively, on discovery of a new physical Cdmputer system 16, the
monitoring system 10 may operate to automatically display the pre-defined
template to the administrator for the administrator to set a new configuration

30 (if so required). This alternative may be further restricted only to



15machi nes 18 or may take the form of a separate, stand-al one device
connected to the data network. In situations where agent prograns 14
are deployed to individual virtual machines, the manager program 12
may keep track of the relationship between such agent prograns l1l4and
t he physical machine 16 on which the 20 virtual nmachine 18 they are
nonitoring is hosted through a varietyapf nethods. For instance, the

manager progr a%%@ﬁ%&alff@i@b@y%é %r@-%ﬁhé@ tethplafteoh ithB dpfcoden! shpetidular

Al ternatively, gent pr ogr anms may communi cate details of the
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16. Instead, the manager program 12 may operate on one of the virtual

15 machines 18 or may take the form of a separate, stand-alone device
connected to the data network.

o In situations where agent programs 14 are deployed to individual virtual
machines, the manager program 12 may keep track of the relationship
between such agent programs 14and the physical machine 16 on which the

20 virtual machine 18 they are monitoring is hosted through a variety of
methods. For instance, the manager program 18 may record such details at
the time of deployment. Alternatively, the agent programs 16 may
communicate details of the physical computer systems 18 on which it is
op'elfating at the time of communicating the.m_etric values.

25 It should be further appreciated by the person skilled in the art that feature disclosed

~ above and in the embodiment described, where not mutually exclusive, may be

combined to form yet further embodiments that fgll within the scope of the present
invention. '



152. A nonitoring systemfor virtual application environnents
conprising: at |east one physical nmachine executing a first operating
system at |east one virtual nmachine operating on at |east one of the
at | east one physical machines, each such virtual nmachine operating a
second operating system and an agent program operating on each
of the at |east one physical nachines &#3d 20at | east one vm agent
program WeeCHimdg on a virtual nmachine hosted by the physical

machi ne, where, the agent programis operable to obtain a first set

of metrigs A@%t&ﬁﬁ%&i{é@ﬁq OPRRaLI deplidiIrERviroHATRNtd Ecthpridihg:0f metrics

i ncluding nmetrics i espect of each virtual machine as viewed by the
first operating systemand erable to connect to the 25 second
operating sys?@ﬁ? O%WSWEF‘@Q%WPH@%%ﬁfsif]p%rr?tt'f‘ﬂéyﬁtﬁ%i cal

machi ne, excepting the virtual machines having a vm a%glt program
operating t healeast antevidyalrmaghiog paetatpe cataideast coan®f i al lvast ecmgical

set of metrics _ip. res t f ' el ‘ .
Sper ati ng systaTERC Ry S A oRER'E b baa R Siem and
set of metrics in respect of the virtual machjne fromthe second

-29- oper at i ng" §g80iRrOEIaM ARERAINY @8l easR@h iR AR HANGPIYSIE @@&F*@?,&

t he agent program further operable to communicate the first and

second set swindrenreach agettopragraam sgeperpblegioarhtaind fitse sehohigetrics Jravg ihanfirst

further operable to comunicate the secon of Jretr] -

manager pr QARG ORI Pt 25 BTty g et afEa b ekl drfon vinual

]gnvi r onmentria€lfin®rdssvie@ed aiyl {heafirst eperatiny sSye&im, naechoperabie taitomeca to the

i rst operating system at . |least one virtual nachipe operatin n_at, .

| eastOone- of’recpﬁg rRgs $YSHRIB ka%ﬁ:ﬁ?‘c‘é{ﬁuﬁld@ﬁ?l?f@@ ?‘Oég?énorgg%% pby%iszadpachme

machi ne opepatdyaat rovPsAnthePies ahi dil Siiaineilsediil St FIREICHIPAPBLL of the

10where, the agent programis operable to _connect to each physical

machi ne i n Yiti¥gl mgchine from the second operating system, the agent program further
operable to communicate the first and second sets of metrics to a manager

program.
15 2. A monitoring system for virtual application environments comprising:
at least one physical machine executing a first operating system;

at least one virtual machine operating on at least one of the at least one. physical
machines, each such virtual machine operating a second operating system; and

an agent program operating on each of the at least one physical machines and
20 at least one vm agent program operating on a virtual machine hosted by the
physical machine,

where, the agent program is operable to obtain a first set of metrics from the first
operating system, such first set of metrics including metrics in respect of each virtual
machine as viewed by the first operating syétem and operable to connect to the

25 second operating system of each virtual machine hosted on the physical machine,
. excepting the virtual machines having a vm agent program operating thereon, the

agent program operates on and obtain a second set of metrics in respect of the

virtual machine from the second operating system, each vm agent program operable

to obtain a second set of metrics in respect of the virtual machine from the second



obtain a first set of netrics fromthe first operating system such
first set of netrics including netrics in respect of each virtual

machi ne as viewed by the first operating system and operable to 7
connect to the second operating system of each virtual machi ne hosted
on the physical nmachine and obtain a second set of nmetrics in 15
respect of the virtual machine fromtheZ%econd operating system the
agent progreperatiing Isgsteopef did girfual omhine catvehitihé dperatesatite sgeoindrogram

sets of netg] ager progra A nmnitorin ystem f or
virtual appi-rE8r PERRLRORT SiheRhERl s fen gy 36T 618 mefts 12 mepsoer
3, incl udi ngrograrappbithaihoageag erdgramoiFast opdrabrp|dogahimbatd @R becond set
program 20 Woé}ég%,able to obtain a third set of netrics in respect of a

pr e- det er ni 168 1(¢ st MARYI PG BN the virtual machine. 5. A
nonitoring systemfor virtual application environnents according to
cl ai b4, 3nhameonitoeing gestenpiooyirtaal appiicatiers envierapgits camipdsinggent
program 6. A nonitoring systemfor virtual application environnents

according to ot RiaBt n®phydicdt nddMirtb exatulSP 8GN pePRiry SjsfBng, Where,
in situations where a virtual machine is acting as a virtual server

for at |east | t he .wm agent progr operating on .
such virtual %g%r%\éjhé’t‘éjg’”&%ﬁ&ééﬁﬁ%"@‘”’%ﬁﬁe"f gt{%agta @‘r{}b?&ifea&tgﬁ? BBVS'CaI
and obtai n a faohifessesclobudtetitusiamachinespeetingt ddeeny opbtiting dgstshmRind
and comruni cate the fourth set of netrics to the nanager program

-30- 7. A monighQideRPpgpam for- virtual application-environnment
according to claim 1 or claim3, where, in situations where at |east

Lrtual hi, i ti . i I f . pl ity of
o {br Say PR bER35L SRR 4 B e i el W
each virt uabbteinsk figgt sendf atlitdsnremftefirdt Girfrattdy SRHEMC Sudtfilse 8BEST mefrics
the fourth set of netrics to the

the virtual, 5deskt op, and comuni cat ) . ) y ,
manager pr dBF@ﬁ{ngﬁgWCﬁﬂ"h i@%ﬂelcﬂﬁf%?g} ‘é'ﬁLP?'o’F‘?Vii“F‘? F81Viewpd ¥ dhe §rst operating
envi r onment $ysésh 0dritl BPefabIARY cBhREQNEheCESioNd ¥h&HaNG REsIRNR9Rach virtual
program execut es on a(je)hym cal conputer system and alSo operates as

the agent praghiam hastetohete physigrhtmariine @ad ekigis Aesecond. sek of metrics in

moNi 4er i Ng @KELABHHRE virlual MAbhRBRING &id v RS |

any one of 10§I ai s 1wt(l)'i 7, V\Ple_l‘ eIl tnﬁg{ér_rgérﬂlbgglgrd%?og arx%grg,c@t%gégég%b%gram

st and- al oneUgBeT epetiahlectoneamingaicatnths firat anhe spbyrd sells afonpliiteto a manager

systens.. 10, 4,ppRi toring system for virtual application environnents

according to gny one of claims 3 to 7, as dependent on claim 3, where

t he agent, program executes on a stand-al one device in comunication
4oHy AT BEBRER Byt

with the njforing application environments-according fo any one of
claims 1 to 3, including an application agent program, the application agent program
20 - operable to obtain a third set of metrics in respect of a pre-determined application

running on the virtual machine.

5. A monitoring system for virtual applicatioﬁ environments according to claim 4, where
the agent program includes the application agent program.

6. A monitoring system for virtual application environments according to claim 2 or
25 claim 4, as dependent on claim 2A, where, in situations where a virtual machine is
acting as a virtual server for at least one virtual desktop, the vm .agent program
operating on such virtual machine is operable to connect to each virtual desktop and
obtain a fourth set of metrics in respect of the virtual desktop and communicate the

fourth set of metrics to the manager program.



1511. A nonitoring systemfor virtual application environnents
according to any preceding claim where any one of the agent program
vm agent program and/or application agent program as appropriate,
operates to assess each netric in the respective set of netrics such
agent program obtains and comunicate the assessnent of such sets of

metrics to the manager programin pl ac_éo'of the actual sets of netric.
val ues. 20ATDPONIGHAE VSIS T Hab aPPination envispnrappi acsardirgto claim 1 or claim

envi r onneng sy RSO NHiRBitibRs M¥rLHE Lt &Jgj\mﬁa%@ggm A8 %saarvrteégkesaegn&er

the agent program vm agent program and/or a ron agent p[ro r
as appr opr faateeRluaiby et visual deaktops,she aghnhetogram iisfurther opspblket tovenaett to

of metrics . g t.ain d_c ni.cate the assessnent
of such sefalbr el HesbloB e AR RR A S B B T aucn vPoRea o RE vinual
actual 25seéskiof angcomenwridaie the fbartA seof netricddo Sy naRb§e progiahval
application environments according to claim 1l or claim12, where the

agent pr£g ; r I [ j i LS
gt PO B IR PR RSB A rsghiing
set or seté&lai, whene the wibhagerepiosars exdecaigentn prplysial chaputen\systeaemnd

assessed a - =31- 14 A nonitoring,.systemfor yirtual
applicati O%lsé%@?%g%%g%&e 3@%&‘3&?9{8“} 'B rﬁW%ng@%Ph}‘ﬁsufﬁuﬁ?ﬁ Nhere the
first set of nmetrics includes nmetrics that fall within at |east one

of the bl AoWPREPTE®E BRieMsiar ivishial applicativn eniiceswsts gecoring; tooamy ope of

nMenoiy et glhess 104t B %efgr.gf% H%In'é-g%rz Prc%#éﬁ]‘ A8 RLIBRKs TR ASne device in

out si de transm ssion con pr ot trrcs; outside
process- r ef@nEYNiAEtion vath thaghysicalicompuber sysfesnsmat i on. 15. A nonitoring
system for virtual application environnments according to any

precedi ng. Al mbnitoriMgesstémeios eirpall application&iviloBtndrite laBe®8ingEl" &6 one of
that fall %YI@I hi gtat | east one of the fall ow nggcat egori sati ons:

i nsi de profefP el ri% derenianionneais ¢ mhare dae a0REl ROORIEIEXeEHIESQN a

and i nsi destapgwiide d@lidd BicondudiBatb i Rth HRY pREIGY SbRPLIR kydtbfisual
application environnents according to any preceding clainf where the

ot 11 Da o Re SRR iR BppReph SRR el ng o s preseaino
fromthe agem, \wnegram omelwgagmagqmqugmnandn agmlp't pedgrarm, aem application
rogram a ropriate. : nitoring systemfor virtu ,
hopl i cat i orePERIERT rRBRHRlR Rysi=a ) ArassatioRgn ot 18 1o FRSPRARGSS!
t he manageosf metipsasuchr ayerdgsodram bbirddahdicshinadifath Ghs &ls864srhditSst such
metrics to forgﬂhe var] ous sets of netrics nopnitored t he agent

: by
program VS GEREURSIgaRMAEIsppIosEamiid Rlagg&h the pefyrksts gmetric values.
appropriate. 18. A nonitoring systemfor virtual application
enviZfonrfenh gnerituingi sypiew for airval 2pplidation ¢mdromarenise acpordingatm any one of

°10v1955 1880 BIMNALEALH, o, LSS b BRBIRL ] el Rl

is to el apse for eac C , _ ,

r e- assesseappigatitre aggenprqgrarg) asappro@iRet opsraiisaln assdserezapphieti! inOhe

agent pr Ogrre%p iR asBP ro?pme%lrces' such agent program obtains and communicate the
assessment of such sets of metrics to the manager program in addition to the actual

25 sets of metric values.

13.A monitoring system for virtual application environments according to claim 11 or
claim 12, where the agent program, .vm program or application program, as
appropriate, is operable to transmit only those metrics, if any, of the respective set
or sets of metrics obtained. by such agent program that have been assessed as

30 abnormal.



19. A nonitoring systemfor virtual application environments according
to claim17 or claim18, where the nmanager program provides for the
admnistrator to enter 25 connection details in respect of each
virtual nachine, the nmanager program operable to comuni cate such
connection details to the appropriate agent programto allow themto
connect to such virtual machines. 20. A-Bbnitoring systemfor virtua

appl i cat i ‘BhAenenitovimgesystenaéaronidirel gpblcation enviecetiens adcardihg Whamepreceding
after commu icatia&t efa t‘E)ropri ate set of netrics, or_assessmen
RIS

30t her eof t 5% The? rfretes drgh mSiriss-Bat tfdvithie r@fé%ﬁﬁtone of

program vmhageibwigoedtagoiatieRs bGRideoprosssdtr MEREEAPisRE memory metrics;
appropriate, execute a validation -32- process to determ ne el her
the confi gupdbiderdishesiigr getside ogivark opries; cxitside dansmissien el asotocol

the canfi QUiRIHQNL{RRIAFERLsPIFRAL A MatdB; 388 MR B AMPhafip! | cati on
priate, T es dnder . 210A Honi ot

agent program as apprapria opera a I o |'ng \?\%stem
for virt appl.j cation enyironnments accordipng to claim 20, ere
the val i oA ROHorRE TSRt s CRiA Ghplaeon RS hHRa :aRstind fpsany Preceding

confi gur at i @aint, WeheTB ARG SEcIHOM BRI AhBBIEE ARSricd thit fall SvithBSE&Rone of
of the confjguration the agent program vm agent g_rogram or

appl i cat i onthagEnPWEI gRtRgOTIEBtIRSH riapide aprecessssr mewissLiiniide memary metrics;
nonitoring iﬁg@gqgég l‘?i'étr}éis{,\%ﬁWnsfc%ql’%tﬁ/@H{ﬁ@tr{EQY' ronment according to
1 e Tirst se

any precedi ng cl ar mwhere of metrics also includes
metri,cs relating to the performance of the physical nachjne on which
the d8ent! ok ST Ay RePEias A REPfqation csbrOmSHis3ooes mspiss anberecsding
23. A et hodclaim,Met® " thBJ nfanégel Ustog@pp! isCabbrRIbIE S HBAGER  root-cause error
conprising the ste obtarnin irst set of netrics

f :
"ol udi ng. EERHRETPR (PRinives o "eqeint of gfﬂgé(_ariqwﬁré@t’ﬁ plk eitidan Bipm the agent
operating sydhfifh 0fm agBRY slogRdm FRAHpRRcdlRRlddast prighat! &4 UBbroPRSHR! Nes:

17.A monitoring system for virtual application environments according to any preceding
15 claim, where the manager program provides for the administrator to select those
metrics to fonﬁ the various sets of metrics monitored by the agent program, vm

agent program and appliéation agent program,-as appropriate.

18.A monitoring system for virtual application environments accdrding to claim 17,
where the manager program provides for the administrator to select the amount of
20 time which is to elapse for each selected metric before that metric is re-assessed by

- the agent program, vm agent program and/or application agent program, as
appropriate. ‘

19.A monitoring system for virtual application environments according to claim 17 or
claim 18, where the manager program provides for thé administrator to enter
25 connection details in respect of each virtual machine, the manager program
operable to communicate such connection details to the appropriate agent program

to allow them to connect to such virtual machines.

20.A monitoring system for virtual application environments according to any preceding
claim, where after communicating the appropriate set of metrics or assessment
30 thereof to the manager program, the manager program and each agent program, vm

agent program or application ageht brogram, as appropriate, execute a validation



connecting, in turn, to a second operating system of each virtual

machi ne hosted on the physical nmachine; AND obtaining a
second set” of netrics in respect of the virtual machine fromthe
20second operating system 24.A nethod of nonitoring a virtual
application environnent according to claim23, further including the
step of connecting, in turn, to each ph3%ical machine. 25.A nethod

of nonit ori prgcasvite tdedernzipe| Wisetheothee monfigurationt the anachdgey progeindi ope?es

lai m 24, | ing th __obt.ai nj hird set of net
*h Feepoct widl gl Yald Be theRoRfiaalich Bd'38nt, Ridoighonmomeste: prpgraen or
of the virtagllicaehbges prégram, ERtdpRfoRiateTOPetAES DA Vi Tt ual

application environnent according to any one of clains 23 to 25,

where, 1m4Sht i Vi:Li ua ' ' I.Ng._as yi rtual
server fo@gétm?@gs o%gsq\é/[?'r fo JaY[Hg%sé?@%?ﬁ ﬂ:en#@&aﬁﬁ%{%ng?@é@ggttﬂed%lm 20,
addi t bonal whepsthefvalidatomprecess inctinlesawimpares trad titestshqpoh®st @mfifiration
t he virtual hi ne; and -33- qgbtaining. ourth set of nmetrics In
respect of t!"gg‘%é}ﬁ"?ﬁfa?ma'@&to&ﬁrﬁﬁ%.U&Q%WE&LS#IW?W@fn@eacqmavmpn the
appl i cat i oragsmtigrogrent vra il giegram 8n¥ppikateh &ddtBrogdint a8 i
where the nmethod further incl uégggthe stgg of asgéessirﬁgggeach nePPlfogriate’
in the resfRAPEE WEEE of nmetrics. 5 28. A nethod of monitoring a
virtual application environment according to any one of clainms 23 to
27, wher @2tAenanitoliod systerhér vired| epeticdtion ertvirpnelenpatéartimigng any preceding

root ~gause error.identification techniques in respect of the various
sets Igf rretcrqf&éqswloqgfeaﬁhﬁefﬁ.sl[%.Oin?gf'%%s?mjm ’Pﬁﬁﬁﬁdelé‘%(}g &qﬁﬁpe ormance
appl i cat i orofetheiphysicaninaghieer sh MgichothasgePt rétraOwhichi BBor3 the fied set of
where the rret#.od further includes the step of allow ng an

adni ni st r at'BPIES OBEIARE: t hose netrics to formthe various sets of

nmetrics to be nonitored. 30.A nethod for nonitoring a virtual

appl i cat 28 areihedahmaniteringon wirtug! applisatjoroervimihnme rdiconP8isingties stepbf:

met hod further includes the step of allowing the adm nistrator to
obtaining a first set of metrics including metrics in respect of each virtual

15 machine from an operating system of a physical machine hosting such virtual
machines; ' .

connecting, in turn, to a second operating system of each virtual machine hosted
on the physical machine; AND

obtaining a second set of metrics in respect of the virtual machine from the
20 second operating system.

24.A method of monitoring a virtual application environment according to claim 23.
further including the step of connecting, in turn, to each physical machine. |

25.A method of monitoring a virtual application environment acoording to claim 23 or
claim 24, including the step of obtaining a third set of metrics in respect of a pre-

25 determined application running on one or more of the virtual machines.

26.A method of monitoring a virtual application environment acdqrding to any one of
claims 23 to 25, where, in situations where a virtual machine is acting as a virtual

server for at least one virtual desktop, the method includes the additional steps of:

. connecting to each virtual desktop hosted by the virtual machine; and



15sel ect the amount of tinme which is to el apse for each sel ected

nmetric before a value for that netric is again obtained. 31. A nethod
for nonitoring a virtual application environnent according to any one
of clainms 23 to 30, where the nethod further includes the step -of
allowing an adm nistrator to enter connection details in respect of
each virtual machine to be 20connected-i®. 32. A nethod for nonitoring

a virtual appbbtzinga feunh setrofendttries rordpad df thevigtuandgesidorc! ai s 23

to 31, where the nethod further includes the step of executing a

val i dat i r 1 Dy i : trd

{6 be obta nel hog RISALANG & rtpF SPBlicaioR HRIOREE SpEoding™' 4hy Sne of
repetiti onsclams B3 tee2Bodghelst dien metiod Buthdrdoeluges shefstemptof iassessing each
new y defin : r nonitoring a virtual

applicati onﬁgtﬁ'&ﬁrﬁ8@%%%,8%v%eg‘£feggtoﬁ@e§géght programis operable to

obtain a first set of netrics froma first operating system executing
on a phy#8caIMmeinedqienoritrings a vituat @pplisatiept SnVireNMeRE @arergingetor ais ong of

respect of Qagh ¥8rhUst WRGR R ﬁr%tﬁﬂoemepﬁgém@eg itﬁesrstébogc;;f; ?ém&%ing root-

system and 30operabl e to connect to a second operating's
execut i ng otfuseverreuadentdichiiore techniquageint rpspapt aoh theevatidue setpef abktrics
to obtain aobscgﬁgad set of netrics in respect of -34- the virtual
machi ne fromtTheé second operating system and comuni cate the first
and second iets of nmetrics _to a nmanager, program 34.An agent program
|

for noni t<5r i ABETROY TPk anitagig ACRYEPRBGAIShABYIEONMANE RecokintifeAly one of
Program | o QBRIsAE(d QL ORREE e RARBIPRYELE hollBEDHE Bp! B allowing an

virtual application environnent in turn to obtain a firs

metrics frownainfsiiedar gpeelect fpssy sediese i dom rihe t tasioesnsets ufhmetricst to be
set of rretrlhgﬁit(%{gg_l uding netrics in respect of each virtual machine
host ed by the physical machine as viewed by the first operating

system a perable to cgnnect t second oper.ating system executin

oh each bR TEr R ol RoBRIEE Wi ARGt Bn AT, e PRy 8 of
second set @&inlBY,Whsrelfe infleth6d RAGier Mcllidess HrdietRbf amm%ﬁwé‘ @ inidi&tor to
second operati n%Psyste t he agent pro(%;amfurther operable to

commifi cat eSR/$d The pErOURR AT BBEoHHCR it te elapsrotor ieash selestasamatiisrbefore a value

program 35;pAHR FiCTs H9b8EIRLduct for nonitoring a virtual
application environnment,” the conputer program product including

execut abl i n.i mpl e ted.by.a 15 suitable prpcessin

oyst em calsadi el b mibfarnd B BER rustic PRy R FosBrfiE i 5BY ogp of
metrics i nctlaidisn@3med rﬁ(ﬁsw_herél eﬁ@eﬁéthoﬁh&ﬁwt!@rthlbdéé t_ﬁacbtiePeof rROOWRg an
operating system.o physi ca chine hosting such virtu machi nes; ‘
connect, i ngfrnrlnﬁtr ‘Ua@ %&EBHB”B P&t?%@'l%%f%%GG%jOE&@ﬁh\)ﬁ‘ ya, gpachine to be
machigpe hos¢ghetraditbe physi cal nachi ne and obtain a second set of
metrics in respect of the virtual machine fromthe second

32.A method for moh‘itoring a virtual application environment according to any one of
claims 23 to 31, where the method further includes the step of executing a validation
process to determine whether the various sets of metrics to be obtained has
changed and, if so, to ensure that further repetitions of the method obtain the

25 various sets of metrics as newly defined.

33.An agent program for monitoring a virtual application environment, where the agent
program is operable to obtain a first set of metrics from a first operating system
executing on a physical machine, such first set of metrics including metrics in

respect of each virtual machine as viewed by the first operating system, and

30 operable o connect to a second opera'tingl system executing on a virtual machine,

the agent program thereafter operable to obtain a second set of metrics in respect of



20o0perating system 36. A conmput er program product for nonitoring a

vi rt ual
conput er

application environment according to claim35, where the
program product is for perform ng the nethod of any one of

clainse 23 to 32.
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-34.
the virtual machine from the second operating system and communicate the first

and second sets of metrics to a manager program.

34.An agent program for monitoring a virtual application environment, where the agent

program is operable to connect to each physical machine in the virtual application
environment in turn to obtain a first set of metrics from a first operating system
executing thereon, such first set of metrics including metrics in respect of each
virtual machine hosted by the physical machine as viewed by the first operating
system and operable to connect to a second operating system executing on each
virtual machine hosted by the physical machine and obtain a second set of metrics
in respect of the virtqal machine from the second operating system, the agent
program further oberable to communicate the first and second sets of metrics to a
manager program.

35.A computer program product for monitoring a virtual application environment, the

computer program product including executable code which when implemented by a
suitable processing system causes the suitable processing system to obtain a first
set of metrics including metrics in respect of each virtual machine from an operating

system of a physical machine hosting such virtual machines; connect, in furn, to a

second operating system of each virtual machine hosted oh the physical machine
and obtain a second set of metrics in respect of the virtual machine from the second
operating.system ‘

' 36.A computer program product for monitoring a virtual application environment

according to claim 35, where the computer program product is for performing the
method of any one of claims 23 to 32.



