S o5t TS

WEOR PREVENTI NG THE USE OF AN UNAUTHORI ZED EXTERNAL MEMORY Fl ELD OF
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invention relates to a-system fior preventing an unauthorized, renovable
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a uni.qgue hand-hel d vi deographi cs information processing system
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‘- FTRLD OF THE INVENTION

The present invention generally relates to a
system for preventing the use of an unauthorized
external memory unit with a predetermined
information processing system. More specifically,
the present invention relates to a gystem for
preventingfan.uhauthorized, removable external
memory unit storing a game program-or the like from
being used in a unique hand—held videogpaphics

information processing system.

'BACKGROUND AND SUMMARY OF THE INVENTION

As evidenced by Japanese Utility Model No.
57989/1986 laid-open on April 18, 1986, games using
a liquid crystal display are known. In this game, a
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BACKGROUND AND SUMVARY OF THE | NVENTI ON As evi denced by Japanese Uility
Model No. 57989/1986 | ai d-open on April 18, 1986, ganes using a liquid
crystal display are known. In this game, a REPLACEMENT SHEET 2 game’
cartri.dge, attachable to a nain body, inZorporates a game program and an
operating systemprogramto be executed by a central processing unit

game cartridge, attachable to a main body,
incorporates a game program and an operating system
program to be executed by a central processing unit
within the body. The main body also inciudes a
liquid crystal display ("LCD") system.

The present invention provides unique method .
and apparatus for thwarting the use of unauthorized
game cértridges in such a system. 1In this fashion,
unauthorized game cartridges which contain copied
programs or low quality programs may be precluded
from being used in such a system. Additionally,
unauthorized low quality Qame cartridges which may
damage the main body over time (e.g., the
connectors) are precluded from being used in the
system. _

Prior methods have heretofore been used for
preventing unauthorized or copied programs from
being executed by an information processing
apparatus. One such system is disclosed in the
Japanese Patent Publication No. 17849/1972 published
on October 18, 1972. 1In this system, a first method
is disclosed wherein a first password is assigned to
a specific information processing system to
distinguish it from other information processing
systems. The first password is compared with a
second password which is assigned to a floppy disk
having a program stored-therein. The floppy disk is
permitted to be used only when both passwords are
identical.

A second method is disclosed in U.S. Patent No.
4,462,076 issued on July 24, 1984. In this method,
data indicative of the proprietor of a copyright are
respectively stored in a main memory unit and a
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wi thin the body. The main body also includes a liquid crystal display
("LCD') system The present invention provides unique nethod and apparat us
for thwarting the use of unauthorized ganme cartridges in such a system In
this fashion, unauthorized gane cartridggs which contain copied prograns or
| ow qual ity prograns may be precluded from being used in such a system

Addi tional |y, unauthorized |ow quality gane cartridges which may damage the
mai n body over tinme (e.g., the connectors) are precluded from being used in
the system
cartridge memory. Such data is compared and, if

there is a match, the proprietor data is simply
displdyed and thereafter a program stored in the
cartridge memory may be executed.

A third method is disclosed in Japanese Patent
Publication No. 18074/1984 published on April 25,
1984. In this method, copy preventing information
such as a trademark is stored in a plurality of
semiconductor memories and, when a printed circuit
board in which a program is copied is used, the copy
preventing information is displayed on a CRT,
thereby subjecting the copier to a possible claim of
trademark infringement. Clearly, this third method
is not effective where the copier deletes or changes

. the copy preventing information to thereby avoid any
Tissue regarding the infringement of a trademark
right. .

The first and second methods are similar to
each other in that they both permit the use of a
floppy disk or a cartridge on the condition that
first and second identifying data are coincident.
However, the first method does not expressly teach
that the password is displayed. Thus, the first
method does not teach displaying information
relating to the proprietor of the copyright as done
in the second method.

In the second method, in the case where the
proprietor data in the main unit memofy and the
proprietor data in the cartridge memory are not
coincident, the cartridge cannot be used. ,However,
since no proprietor data is displayed in this case,

an operator or user will not be informed as why the
cartridge cannot be used. Furthermore, if the
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Prior_methods have heretofore been used for preventing unauthorized or

copi ed prograns from bei ng executed by an information processing apparat us.
e such systemis disclosed in the Japanese Patent Publication No.

17849/ 1972 published on Cctober 18, 19724 In this system a first method is
~di sclosed wherein a first password is assigned to a specific information
processing systemto distinguish it fromother information processing
systeps. The first password is conpared with a second password which is

S

-

assigned to a floppy disk having a program stored therein, The fl oppy disk
e .

results of the comparison indicate that th
proprietor data matches, no further checks are made
to insure that the cartridge is authorized.

Therefore, a principal object of the present
invention is to provide an authentication system for
an external memory unit, in which it is possible to
more effectively prevent the use of unauthorized
external memory units in a predetermined information -

'processing system, such as a hand-held electronic

video game system.

The present invention is directed to a system
for preventing the unauthorized use of an external
memory unit which is used in an ihformation
processing system comprising an external memory unit
having an external memory which is
attachably/detachably connected to an information
processing apparatus capable of displaying a
predetermined image on a display means in accordance
with a program stored in the external memory when
the external memory unit is loaded into the
information processing apparatus. The information
processing apparatus includes an information
processing means capable of accessing a
predetermined maximum address space; an internal .
memory having a firét memory area which has a first
memory space relatively smaller than the maximum
address space and stores first character data for
preventing the unauthorized use of the external
memory unit and an authenticity determining program
data for determining the authenticity of the
external memory unit based upon the first character
data; and.a memory selecting means for changing or
selecting one of the internal memory and the
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permtted to be used only when both passwords are identical. A second
nmethod is disclosed in U S. Patent No. 4,462,076 issued on July 24, 1984.
In this nmethod, data indicative of the proprietor of a copyright are
respectively stored in a main menory uni® and a 3 cartridge nenory. Such
data is conpared and, if there is a match, the proprietor data is sinply

external memory. The external memory of the

Y external memory unit includes a second memory area
having a memory space corresponding to the first
memory space and a third memory area having a
relatively larger second memory space. In a portion
of the third memory area of the external memory,
second character data is stored which has a
predetermined relationship with respect to the first
character data stored in the internal memory.
Additionally, a program for displaying an image in
accordance with a predetermined purpose (e.g., an
interactive game) is stored in at least the
remaining memory area of the third memory area.
When the external memory unit is loaded to the

' iﬁformation processing apparatus, the memory

selecting means sets the first memory space as the
address space which the information processing means
can access. Thereafter, the information processing
means determines whether the first character data
and the second character data have the predetermined
relationship by executing the authenticity
determining program data stored in the internal

\ memory. If the first and second character data have
the predetermined relationship, the memory selecfing
means selects the second memory space as the address
space which the information processing means can
access to allow the information processing means to
have access to the external memory. '

As indicated above, when the external memory
unit is loaded to the information processing
apparatus, the memory selecting means selects the
first memory space as the address space which the
information processinglmeans can access.
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di spl.ayed and thereafter a programstored in the cartridge nenory may be
executed. Athird nethod is disclosed in Japanese Patent Publication No.
13074/ 1984 published on April 25, 1984. In this nmethod, copy preventing

i nformati on such as a trademark i.s stored in a plurality of sem conduct or
menories and, when a printed circuit board in which a programis copied is
used, the copy preventing information is displayed on a CRT, thereby.

subj ecting the copi-er to a possible claimof trademark infringement.

Clearly, this third nethod is not effective where the copier deletes or
changes Thereafter, prior to any comparison operation, the

. second character data stored in the external memory
is displayed on the display meané. The authenticity
determining program stored in the internal memory is
then executed. At this time, the first and second
character data are compared with each other in
accordance with the authenticity determining program
and, when it is determined that both character data
have the predetermined relationship, the memory
selecting means selects the external memory as a
memory to which the information processing means can
have access.

In oné embodiment, the information processing
apparatus is constructed as a hand-held .electronic
game machine which is intended to be operated while
the machine is sandwiched by the player's hands.
Such a hand-held electronic game machine includes a
hand-held case; a first operation switch disposed at
a position where it can be operated by the thumb of
the left hand on a front surface of the case; a
second operation switch disposed at a position where
it can be operated by the thumb of the right hand on
the front surface of the case; and a third operation
switch provided in a region where an imaginary loci
of the thumbs of the left hand and right hand
intersect'with each other on the front surface of
the case.

A direction designating switch (épecifically, a
cross-key switch) which is utilized for designating
a moving diredtion of a game character is arranged
as the above described first operation switch, and
an action key (specifically, a push-button switch)
for designating one of various kinds of action or
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the copy preventing information to thereby avoid any issue regarding the

I nfringenment of a trademark right. The first and second nethods are simlar
to each other in that they both permt the use of a floppy disk or a
cartridge on the condition that first andg second identifying data are

coi nci dent. However, the first nethod does not expressly teach that the
password is displayed. Thus, the first method does not teach displaying
information relating to the proprietor of the copyright as done in the

second net hod. _
: motion of the game character. For example, the

7 depression of such a push-button switch may cause a
game character to jump, use a weapon, throw a ball
or the like. These first and second operation
switches are usually operated during the game. The
first and second operation switches are arranged at
positions where they can be easily operated during
game play. o
The above-described third operation switch,
may, for example, be a.start switch for designating
the start of the géme and/or a select switch for
selecting a mode of operation of the game. Such a
third operation switch is arranged in a region where
the imaginary loci of the thumbs of the both hands
intersect each other. Therefore, the third
operation switch is disposed to be readily operated
by the thumb of either hand. Thus, the third switch
may be operated during game play without requiring
the user to change the position of the hands during
the game. _ ) |
These and other objects, features, aspects and
advantages of the present invention will become more
o apparent from the following detailed description of
the embodiments of the present invention when taken
in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 is a perspective view showing an
exemplary exterior housing of a game machine in
accordance with an exemplary embodiment of the
present invention;
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In the second net hod,

unit nmenory and the proprietor data in the cartridge nenory are not

cQi nci dent

the cartridge cannot be used. However,

in the case where the propfietor data in the main

since no proprietor

dat a

is displayed in this case, an operator og user will not be informed as why
the cartridge cannot be used. Furthernore, if the REPLACEMENT SHEET

L

FIGURE 2 is an illustrative view showing a
cross-section along a line II-II in Figure 3;

FIGURE 3 is an illustrative view showing an
arrangement of switches or keys such as a start
switch, select switch, and so on in the Figure 1
embodiment;

FIGURE 4 is a block diagram showing the
electronic components of the Figure 1 embodiment;

FIGURE 5 is a block diagram showing a maJor
portion of Figure 4 in further detail;

FIGURE 6 is a circuit diagram showing an
exemplary memory selecting circuit such as shown
generally in Figure 5;

FIGURES 7(A) through 7(D) are a memory map

showing address spaces to which CPU core can access;

FIGURES 8(A) and 8(B) are illustrative views
showing examples of character data to be displayed;

FIGURE 9 is a flowchart showing a sequence of
authenticating operations controlled by the
processing system shown in Figure 4;

FIGURE 10 is a flowchart showing a sequence of
operations for comparing first character data with
second character data;
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results of the conparison indicate that the proprietor data matches, no
further checks are nade to insure that the cartridge is authorized.
"Therefore, a principal object of the present invention is to provide an
“authentication systemfor an external negory unit, in which it is possible
‘to nore effectively prevent the use of unauthorized external nmenory units
“in a predetermned information processing system such as a hand-held
el ectronic video gane system The present invention is dlrected to a system
for preventing the unauthorized use of an external .

FIGURE 11 is a flowchart showing.a sequence of
i operations in an inhibiting process when a first
character data and a second character data are

inconsistent with each other;

FIGURE 12 illustrates a key-matrix for
detecting a key or switch input;

FIGURE 13 is an'exemplary character RAM memory
map;

FIGURE 14 is an exemplary VRAM memory map; and

FIGURES 15(A) through 15(L) are exemplary
embodiments of various addressable registers
associated with the LCD controller.

l'l

DETAILED DESCRIPTION OF THE DRAWINGS

Figure 1 is a perspective view showing the
exterior housing of an exemplary hand-held liquid
_ crystal game machine in accordance with an exemplary
i " embodiment of the present invention. This hand-held
' liquid crystal game machine (hereinafter referred to
as "game machine") 10 includes a case 12 which is
provided with an LCD panel 14 including dot display
segments being arranged in accordance with a
dot-matrix system pn a front or upper surface
thereof. j .
On a rear or lower surface of the case 12, an
insertion port 68 (which is more clearly shown in
Figure 2) is formed at a portion opposite to the LCD
panel 14. An external ROM cartridge 16 is pluggably
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menory unit which is used in an information processing system conprising an
external nenory unit having an external nenory which is
attachabl y/ det achably connected to an information processing apparatus
capabl e of displaying a predeterm ned i de on a display neans in
accordance with a programstored in the external nenory when the external
menory unit is |oaded into the information processing apparatus. The

i nfogmati on processi ng apparatus includes an information processing nmeans

capabl e of accessing g predepernned fpxi mim addgesgospace; an internal

v specifically, a 32-pin connector 20 is provided in
the insertion port 68. By inserting the external
ROM cartridge 16 into the insertion port 68, a
connector (not shown) formed at an edge of a printed
circuit board of the external ROM cartridge 16 is
inserted and connected to the connector 20. Thus,
the external ROM cartridge 16 can be
attachably/detachably connected to the game machine
10. An external ROM 16a (Figure 5) is incorporated.
in the external ROM cartridge 16. A game program is
stored in the external ROM 16a. When the external
ROM cartridge 16 is loaded in the game machine 10,
the game program is executed such that an image is
displayed on the LCD panel 14 and music for the game

'is generated at speaker 11 or through ear phones
connected at jack 69.

A six-pin connector 65 is also prov1ded in the
case 12, whereby the game machine can be linked to
other machines by an appropriate cable so that
multiple player competition is possible when the
external cartridges include multiple-player game

" ' programs.

o A cross-key switch 18, which is used when a
game character being displayed on the LCD panel 14
is to be moved, is provided on the front or upper
surface of the case 12 at a left side portion below
the LCD panel 14, as shown in Figures 1 and 3. The
cross-key switch 18 has four direction designating
portions and, by depressing any one of the same, it

is posgsible to move the game character upward or
downward oy leftward or rightward. In addition, am

shown in Figures 1 and 3, two push-button switches

B
————
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menory having a first nenory area which has a first nenory space'relatively
smal | er than the maxi num address space and stores first character data for
preventing the unauthorized use of the external nmenory unit and an
authenticity determ ning programdata forgydeterm ning-the authenticity of
the external nenory unit based upon the first character data; and a nenory
sel ecting neans for changlng or selectlng one of the internal nenory and
the . . .
70a and 70b are provided on the front or upper
surface of the case 12 at a right side portion below
the LCD panel 14. These push-button switches 70a
and 70b are operated when it is necessary to control
the game character being displayed on the LCD panel
14 to perform various_predetermined_actions. For
example, when the push-button switch 70a is '
depressed, the displayed character may appear to
jump, or when the push-button switch 70b is
depréssed, the character may appear to throw a
§ stone, or a ball, or launch various other objects.
Thus, the cross-key switch 18 is disposed to be
operated by the thumb of the left hand, which
sandwiches the case 12 in cooperation with the right
hand, and the push-button switches 70a and 70b are
disposed to be operated by the thumb of the right
~ hand.
Furthermore, a start switch 72 and a select
switch 74 are provided on the_front or upper surface
" of the case 12 of the game machine 10. As seen from
Figure 3, the start switch 72 and the select switch
74 are arranged in a region 78 below the cross-key
‘ ' switch 18 and the push-button switches 70a and 70b.
In this region, imaginary loci 76L and 76R of the
thumbs of both hands intersect each other.
Therefore, these switches 72 and 74 are centrally
diéposed so0 as to be operated by the thumbs of any
one of the left hand and the right hand (while the
left hand and the right hand hold the case 12 of the
game machine 10). In other words, the switches 72
and 74 may be operated without significantly
changing the positiéning of the hands. The select
switch 74 is used, for example, to select the mode
\\_
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external menory. The external nmenory of the external nenory unit includes a
secoﬁd'nennry area having a nenory space corresponding to the first nmenory
‘space and a third nenory area having a relatively |arger second nenory
'space..In a portion of the third nmenory ggea of the external menmory, second
“character data is stored which has a predet-ermned relationship with :
‘respect to the first character data stored in the internal nenory.
Additionally, a programfor displaying an inage in accordance with a
predet ermi ned purpose (e.g., an interactive gane) is stored in at |east the
of operation of the game being displayed through the

s use of a menu screen. In this regard, the select
switch 74 may be used to select one of a number of
levels of game play. In.addition, a function for
selecting a "weapon“ usable by a game character can
be assigned to the select switch 74.

The start switch 72 is operated to start the
game as selected. Therefore, it is not typically
necessary to operate the start switch 72 and the
select switch 74 during the game. However, since a
- pause (PAUSE) function is also assigned to the start

switch 72, the start switch 72 may be depressed when
it is desired for the game to be temporarily
stopped. To start the game after such a pause, the
start switch 72 must be depressed again. |
Furthermore, it is possible to make the start switch
72 and the select switch 74 possess many other
functions.

Thé case 12 is additionally provided with
on/off switch 1, battery power level light 13,
contrast adjustment 50, and volume adjustment 66.

With reference to Figure 4, the above described

H external ROM carfridge 16 is connected to a CPU 22
housed in the case 12 by a 32-pin connector 20.

The CPU 22 includes a CPU core 24, which may,
by way of example only, be implemented with a
commercially available microprocessor such as a
Z280. The CPU core 24 is connected to the 32-pin
connector 20 via timing unit 25a and contrel bus
26a, address buffer 25b and address‘bus 26b and data
buffér 25¢ and data bus 26c as well as a working RAM
or scratchpad memory 23. Therefore, when the
external ROM cartridge 16 is loaded in the game
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remai ning memory area of the third nenory area. Wien the externa
I's | oaded to the information processi ng apparatus, the nenory

uni t

menory

sel ecting neans sets the first nmenory space as the address space which the
i nformati on processi ng means can access.qqhereafter, the information
processi ng nmeans determ nes whether the first character data and the
character data have the predeterm ned rel ati onship by executing the
authenticity determ ning programdata stored in the internal nenory.
first and second character data have the predeternined rel ationship,
menory sel ecti ngnachine 10, the CPU core 24 is connected to the

external ROM cartridge 16.

As shown in further detail in Figure 5, the
above described CPU core 24 includes registers A, F,
B, C, D, E, H and L each of which is a register of 8
bits, except for program counter PC and stack
pointer SP which are 16 bit registers. The register
A is an accumulator and the register F is a flag
register. By using 4 bits of the 8 bits of the
register F, it is possible to indicate F1 (carry),
F2 (half carry), F3 (negative), or F4 (zero flag).
The registers B and C, D and E, and H and L may be
combined and used as a reglster of 16 bits. The CPU
22 preferably has an assoc1ated instruction set
permitting a variety of 8 and 16 bit transfers
between registers or register pairs, a variety of 8
and/or 16 bit arithmetic operations (e.g., ADD, SUB,
AND/OR, INC. DEC, etc.), a variety of rotate/shift
operations (e.g., rotate specified register contents
left/right), a variety of bit control operations
(e.g., setting a specified bit in a specified
register), conditional and unconditional branch
operations, subroutine call and return operations
and a variety of program control operations (e.g.,
start, stop, no operation, etc.).

Turning back to Figure 4, a key-matrix for
detecting a key input from cross—key switch 18 is
connected to the CPU core 24 via a port 27. An
exemplary key-matrix is shown in Figure 12. Lines
P10-P13 in Figure 12 corresponds to the four inputs
to port 27 and lines P14 and P15 correspond to the
two output lines emanating from port 27. The four
inputs P10-P13 are coupled to a predetermined bias

—_—

—_—
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means_sel ects the second nenory space as the address space which the

i nformati on processing nmeans can access t-o allow the-information processing
nmeans to have access to the external nenory. As indicated above, when the
external menory unit is loaded to the infprmation processi ng apparatus, the
menory selecting neans selects the first nmenory space as the address space
whi ch the information processing neans can access.

voltage Vdd. The presence or absence of a signal on
lines P10-P15 is registered in a CPU addressable
port register (not shown). As will be readily -
apparent to those skilled in the art, the state of
the port register may be used to determine the -
control function desired by the game player. In
this fashion, the depression of crosé—key switch 18
may be detected by the CPU thereby resulting in
character motion in the'right, left, up or down
“directions. Also, the depression of control
switches 70a, 70b, 72 or 74 may be detected and
input to CPU core 24 via port 27 for implementation
of the appropriate control functions. Still further
depression of the control switches shown in Figure
12 can be used to cause the transfer of data among
game machines by way of 6-pin connector 65, a cable
and a conventional serial register transfer port,
under control of CPU core 24 serial transfer
controller 21, interrupt controller 31, and external
ROM cartridge 16. Such transfer of data is for the
purpose of providing simultaneous multiple player
competition in accordance with particular game
programs stored in external cartridge 16.
The CPU core 24 is also coupled to an internal
RAM 28 and an internal ROM 30. The internal ROM 30
can be accessed by-the CPU core 24 only when the
internal ROM 30 is selected by a memory selecting
circuit 32 as is explained in detail below. Clock .
pulses are supplied by oscillator circuit 24b in
response to crystal generator 24a. Clock pulse
divider 24c provides one or more pulse rates under
control of timer 24d.
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6 Thereafter,

prior to any conparison operation, the second character
stored in the external nenory is displayed on the display neans. The
authenticity determ ning programstored in the internal

menory i s then

data’

executed. At this tinme, the first and ond character data are conpared

wi t h ‘each ot her

and, when it
relatlonshlp,

I n accordance with the ‘authenticity determ ning program
Is determ ned that both character data have the predeterm ned

the nmenory sel ecting neans selects the external nenory as a
menory to which the information processing neans can

- Now, with refererce to Figures 7A-7D, an
exemplary CPU core address space and the nature of
the data stored in internal memory 30 and the
external memory cartridge 16 will be described in
detail. As shown in Figures 7A and 7B, the internal
ROM 30 has a first memory area which is designated
by the addresseé "OOOOH-OOFFH" which corresponds to
a first relatively small address space. The "H"
indicates that these addresses are represented as a
hexadecimal number. In the first memory area, first

character data for displaying, for example, a

trademark "Nintendo"”, and an external memory
authenticity determining program shown by a
flowchart of Figure 9 are stored.

The external ROM cartridge 16 includes the
external ROM 16a. As shown in Figures 7C and 7D,
the memory space of the external ROM 16a is divided
into é second memory area which is designated by the
addresses "OOOOH-OOFFH" (which correspond
identically to the addresses defining the
above-described first address space) and a third
memory area (second address space) which is
designated by the addresses “0OlOOH-7FFFH". 1In an
authorized external memory cartridge, in a region
starting at the address "O0l10O0H" in the third memory
area, second character data (which is the same as
the flrst character data) is stored. A game program
is stored in the remaining region of the third |
memory area. Preferably, in a few bytes after the
second character data storing region, auxiliary data
such as é code identifying a manufacturer, the name
of the game, the cartridge type, the memory'size,
etc., are stored. Additionally, complement data
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have access. |In one enbodinent, the information processing apparatus is
constructed as a hand-hel d electronlc gane nmachine which is intended to be:
gperated while the machine is sandwiched by the player's hands. Such a
hand- hel d el ectroni c game nachi ne i”C|“q&i a hand-hel d case; a first
operation swtch disposed at a position ere it can be operated by the
thunb of the left hand on a front surface of the case; a second operation
switch disposed at a position where it can be operated by the thunb of the
ri ght hand on the front surface of the case; and a third operation

reléting to the auxiliary data (e.g., the complement

) of the sum of such data) is also stored. The
complement data is used during step S17 described
below in conjunction with Figure 9. In addition, in .
the case where the required capacity of a game
program is large, the second memory area
("OOOOH-OOFFH") of the external ROM 16a may be used
to store such a program data for the game.

Returning to Figure 4, the CPU core 24 outputs
display data to an LCD controller 38 via a line
buffer 36 under the control of a DMA controller 34. .
The LCD controller 38 is connected to a display RAM
42 via an LCD display RAM interface 40 and control, |
address and data busses. Although not shown, the
display RAM 42 includes a character RAM and VRAM of
the nature generally shown in Figure 7. Detailed

'exemplary memory maps of the character RAM and the
VRAM memory areas are found Figures 13 and 14,
respectively. The exemplary map of the VRAM as
illustrated in Figure 14 includes 1024 blocks (32 x
32) of character code representing background
~display data. Although only 360 (18 x 20) of the
5 1024 blocks are displayed on the LCD screen at any
- particular time, the selected area to be displayed .
can be changed by changing the data in the vertical
and horizontal scroll registers (SCY and SCX) of the
LCD controller 38.

- The LCD controller 38 opefates under the
control of CPU 22 via various addressable
control/status registers which are located in the
CPU address space as shown generally in Figure 7.
These registers include an LCD display register, LCD
controller status register, horizontal and vertical
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_fsmdtph provided in a region where an imaginary |loci of the t hunbs of the

| eft hand and right hand intersect with each other on the front surface of

the case. A direction designating switch (specifically,
which is utilized for designating a nnv'zg direction of a ganme character
arranged as the above described first opé

(specifically,
of agtion or

scroll registers, LCDC vertical line identification
register, and moving object and background palette
(e.g., 2 bits identifying 1 of 4 gradations of
shaded color) data. The LCD display register
controls the nature of the display, and the status
register indicates the current status of the LCD
controller. Every dot of the background display
data is available by changing the data of the
hofizéntal vertical scroll registers. The LY and
LYC registers indicate and control the vertical line
of the display to which data is presently being
transferred by way of the display drivers. The X
and Y window position registers control that portion
or window of the LCD display area in which the OBJ
character as well as the BG character data appears.
Further details regarding these registers and their
functions may be found in Figures 15(A) through
15(L). ,

The LCD control 38 converts display related
data output from the CPU core 24 into an LCD drive
signal which is output from the display RAM 42.

More specifically, the display data from the CPU
core 24 designates addresses of the character RAM
and the VRAM (video RAM) such that a character (or
object) signal and a background'signal are output
from the character RAM and the VRAM. Respective LDC
drive signals are composed by the LCD controller 38.

The LCD drive signals are applied to an LCD
common driver 46 and an LCD segment driver 48
through an LCD drive signal buffer 44. Therefore,
by means of the LCD common driver 46 and the LCD
segment driver 48, an image in accordance with the
display related data from the CPU core 24 can be
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7 motion of the gane character. For exanple, the depression of such a

push-button switch may cause a game character to junp,

use a weapon, t hrow -

a_ball or the like. These first and second-operation switches are usually
operated during the game. The first and sgcond operation switches are
arranged at positions where they can be easily operated during gane play.
The above-described third operation swtch, nmay, for exanple, be a start

switch for designating

displayed on the LCD panel 14. More specifically,

the LCD panel may,-for example, define a 144x160

matrix of pixels or dots, each having a

corresponding unique "intersecting” common

electrode/segment electrode combination. The LCD .

common driver 46, which drives the lines connected

to tﬁe common electrodes, may for example, be a
Sharp LH 5076 F. The LCD segment driver 48, may for
example be a Sharp LH 5077 F. These display drivers
‘receive data from the LCD drive signal buffer 44,

which receives data indirectly from the CPU via the

display RAM 42, the LCD RAM interface 40 and the LCD

controller 38.

In addition, there is an intensity level
control 50 which is connected to an LCD buffer
amplifier 52 such that the intensity of the LCD
panel 14 can be adjusted by operating the 1nten51ty

level control.

In addition, as shown in Figuré 5,

a chip

select signal CS1 or CS2 is output from the memory

selecting circuit 32. A reset signal from a reset
circuit 55 is applied to the CPU core 24 and the
v memory selecting circuit 32. The reset signal is

output when a power switch (not shown) of the game

machine 10 is turned on, and therefore, the CPU core

24 and the memory selecting circuit 32 are initially
reset at that time. Then, a read signal RD and

write signal WR are output from the CPU core 24,

which are suitably input to the external ROM
cartridge 16, internal RAM 28, internal ROM 30 and
the memory selecting circuit 32. In addition, as

will be described further below an address decode

-
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the start of the game and/or a select switch for éélecting a node of
operation of the ganme. . Such a third ogperation switch is arranged in a
region where the inmaginary loci of the thunbs of the both hands intersect

.each ot her.

Ther ef or e,

the third operatil® switch is disposed to be readily

- operated by the thunb of either hand. Thus, the third switch may be

- operated during gane play wi thout requiring the user to change the position
of the hands during the game. These and ot her objects features, aspects
and advant ages of, the

present invention wll %pne nor e
signal is given to the memory se

ecting circuit 32

via an address decoder 33.

‘As shown in Figure 6, the memory selecting
circuit 32 includes an RS flip-flop 57. A set input

S of the RS flip-flop 57 receives an output of an

AND gate 59 which receives three inputs including a

signal DO, the write signal WR and a detecting

signal,

i.e., indicated the decoding of the address

data "FFOOH"". The signal DO is the least

significant bit of the data is stored in location

"FFOOH" .

The decoded signal of the address data

"FFOOH" is output from the address decoder 33 when
an output of an AND gate (not shown) which detects
that all bits AO-A7 of the address data are "O",

that is,

the least significant two digits in the

hexadecimal representation are "00" and an output of
an AND gate (not shown) which detects that all bits
A8~ Al5 of the address data are "1", that is, the

most significant two digits in the hexadecimal

representation are "FF" are both output. The reset
input R of the RS flip-flop 57 is coupled to the
reset signal RES from the reset circuit 55 (Figure
4). Then, the non-inverted output Q of the RS
flip-flop 57 is applied to one input of an AND gate
63 through an invgrter 61 and to one input of an OR

gate 65.

A decoded sighal indicating address data

"OOOOH" - OOFFH" is applied to the other input of
the AND gate 63. A decoded signal which corresponds

to the few bytes (wherein the second character data
is stored) starting at the address data "OlOOH" is
applied to the other input of the OR gate 65. The
decoded signal of the address data "OOOOH - OOFFH"
is the inversion of the bits A8-Al5 of the address

-
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apparent fromthe follow ng detailed description of the enbodi nents of the
present invention when taken in conjunction with the acconpanyi ng draw ngs.
BRI EF DESCRI PTI ON OF THE DRAWNGS FIGURE 1 is a perspective view show ng an
exenpl ary exterior housing of a gane nacg?ne i n accordance wvith an
exenplary enbodi ment of the present invention; 8

data being OR'ed. The decoded signal of the
addresses from the address data "OlO00H" to the
address corresponding to the number of bytes storlng
the second character data is the bits A8 - Al4 of
the address data which are OR ed. Then, an output
of the OR gate 65 is used as an input to an AND gate
67 together with a decoded signal of the address
"_-7FFFH" which is the inversion of the bit Al5 of
the address data. The outputs of the two AND gates
63 and 67 become the aforementioned chip select
signals CS1 and CS2, respectively. _
In operation, when the power switch (not shown)

is turned on, the reset signal is output from the
reset circuit 55 and therefore, the RS flip-flop 57
is reset. Therefore, the non-inverted output Q
becomes "O". At this time, if the address data from
the CPU core 24 is before "OOFFH", the chip select
signal CS1 is output from the AND gate 63. The chip
select signal CS2 from the AND gate 67 is output as
"1l" ‘when the address data is "Ol00H" or greater but
not above "7FFFH". Therefore, in the state where
the chip select signal CS1 is output, the memory

i space which is répresented by oblique iines rising

' rightward in Figure 7(B) may be accessed by the CPU
core 24 and thus it becomes possible to read the
first character data from the internal ROM 30. When
the chip select signal CS2 is output, a memory space
which is represented.by oblique lines lowering
rightward in Figure 7(C) may be accessed by the CPU
core 24 and thus it is pdssible.to read the second
character data which is stored after the address
"0100H" in the éxternal ROM cartridge 16.
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FIGURE 2 is an illustrative view show ng a cross-section along a line Il-11
in Figure 3; FIGURE 3 is an illustrative view showing an arrangenment of

swi tches or keys such as a start switch, select switch, and so on in the
Figure 1 enmbodinent; FIGURE 4 is a bl ogk di agram showi ng the el ectronic:
components of the Figure 1 enbodinent; FIGURE 5 is a bl ock di agram show ng
a major portion of Figure 4 in further detail; FIGJRE 6 is a circuit

di agram showi ng an. exenplary nenory sel ecting circuit such as shown

On the other hand, in the case of memory
changing or selecting, if the write signal WR is
output from the CPU core 24 and "1" is stored in the
data bit DO in the addréss FFOOH", the output from
the AND gate 59 becomes "1" and thus RS flipfflop 59
is set. Therefore, the non-inverted output Q
becomes "0", AND gate 63 is disabled, if the address
data exceeds "OOFFH" and if so the chip select
signal CS1 becomes "0" and the chip select signal
CS2 from the AND gate 67 becomes "1". However, if
the address data exceeds "S8000H", the chip select
signal CS2 becomes "0". Therefore, at times before
or after the memory: chips are changed or selected by
the memory selecting circuit 32, the memory for the
CPU core 24 is constructed as shown by the oblique
lines in Figure 7. That is, when the chip select
signal CS2 is output, it is possible to execute the
program.data stored in the addresses “6100H" -
7FFFH" of the external ROM cartridges 16.

In addition, the character RAM, VRAM, various
control and status registers and internal RAM, are
always accessible to the CPU core 24 since the chip
select signals CS1 and CS2 are not required to
access these location.

Next, with reference to Figure 8-11, the
operation of the external memory unit authentication
technique in accordance with an exemplary embodiment
of the pfesent invention will be described.

As reflected by steps S1, 83, S5, and S7 of
Figure 9, the system is initialized. More
specifically, in the step S1, a predetermined value
is set in the stack pointer register SP (Figure 5)
of the CPU core 24 and, in the step 83, the memory
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generally in Figure 5; FIGURES 7(A) through 7(D)*are a nmenory map show ng
address spaces to which CPU core can access; FIGURES 8(A) and 8(B) are
iLlustrative views show ng exanpl es of character data to be displ ayed;
FIGURE 9 is a flowhart showi ng a sequengg of authenticating operations
control l ed by the processing systemshownin Figure 4; FIGURE 10 is a

fl owmchart show ng a sequence of operations for conparing first character
data with second character data;

area designated by tﬂe addresses "8000H -9FFFH",
that is, the display RAM 42 is cleared. Then, in
the step S5, the various registers utilized by sound
circuits 541-544, 56, 58, 60, 62, 64 and 66 are
initially set. Additionally, in step S7, BG
(background) pallet data.is loaded in a pallet
register (not shown) included in the LCD controller
38 by the CPU core in accordance with program data
stored in the internal ROM 30. The pallet data
défines 2 bits of gradation data to be associated
with the character data to enable 4 different
gradations of shaded color data to be outpﬁt to the
LCD. ' -

In the following step S9, when the address data -
"O1lO00H -" is output by the CPU core 24 in accordance
with the program data stored in the internal ROM 30,
the chip select signal CS2 is output by the above
described memory selecting circuit 32. In response
thereto, the second character data is read from the
-external ROM cartfidge 16 and is transferred to the
character RAM area included in the display RAM 42.
At this time, preferably, in order to create a
display which can be easily seen with fewer
character data, the second character data is
transferred while being processed to enlarge the
character, for example, twice in length and breadth
on the LCD panel 14. Then, in order to display a
desired character at a predetermined coordinate
position, in step S11 the character code of the
desired character is applied to the VRAM area of the
display RAM 42 such that the display position
thereof'corresponds to a predetermined position in
the VRAM. Then, in the step S13, the second

e,
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9 FIGURE 11 is a flowchart showi ng a sequence of .operations in an
i nhi biting process when a first character data and a second character data

are inconsistent with each other; FIGURE 12 illustrates a key-matrix for
detecting a key or swtch . input; FIGURE,13 is an exenplary character RAM

- menory map; FIGURE 14 is an exenplary M menory map; and

character read from the external ROM cartridge 16 is
displayed on the LCD panel 14 for a predetermined
time period while the same is scrolled. For
example, the character "Nintendo" representative of
the registered trademark as shown in Fig. 8(A) can
be enlarged twice in length and breadth and
displayed as shown in Fig. 8(B). Since such an
enlargement prdcess is readily implemented by
controlling the character RAM, a detailed
description thereof will be omitted here. Although
enlargement processing is preferred, if desired the
character data as shown in Figure 8(A) may be
displayed as it is without enlargement processing.

Next, in the step S15, after the character data
has been displayed the first character data
"Nintendo" which is stored in the predetermined area
of the internal ROM 30 and the second character data
"Nintendo" are compared with each other. More
specifically, in the step S151 of Figure 10, the
starting address of the first character daté of the
internal ROM 30 is set in the register group HL of
the CPU core 24. In step S152, the starting address
of the second character data of the external ROM
cartridge 16 is set in the register group DE of the
CPU core 24. Then, as shown in the step S153, it is
determined whether the character data which are '
designated by the address data loaded in the two
register'groups HL and DE are wholly or completely
coincident with each other or not. If the both
character data are coincident with each other, in
the steps S$154 and S155, the address data in
respective register groups HL and DE are incremented
and thereafter, the same comparison operation is

——
T ——
——
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FI GURES 15(A) through 15(L) are exenplary enbodi ments of various
addressabl e regi sters associated with the LCD controller. DETAI LED
DESCRI PTI ON OF THE DRAWNGS Figure 1 is a perspective vi ew showi ng t he
exterior housing of an exenplary hand-ka d |iquid crystal game machine in
accordance wth an exenpl ary enbodi nent of the present invention. This
hand-hel d |iquid crystal game machine (hereinafter referred to as gane
machi ne") 10 includes a case 12 which is provided with an LCD panel-
i ncl udi ng dot display segnents being arranged in accordance with a
repeated until the value of the register group HL

becomes "the end address +1" in the step S156.
Then, if there is not a match, an inhibiting process
in the step S21 is entered.

When the comparison of the first and second
character data in.ﬁhe step S15 is terminated, aé
previously noted, a checking operation is executed
in step S17 based upon the complement data ®f the
auxiliary data stored in external ROM 16a, such as
the ROM size or the like, the code of a
manufacturer, the name of the game, the nature of
the cartridge memory'(ROM only, or ROM plus RAM), et
cetera. In this regard, all the auxiliary data may,
for example, be summed, and the complement of such a
sum computed and stored as a complement number.
Then, if the comparison between calculated
complement number and the stored complement number
results in a mismatch, the inhibiting process of the
step S21 is entered.

In the case where the first and second
character data become coincident with each other and.
the complement data are also coincident in the
comparison processes in the step S15 and S17, the
CPU core 24 in step S19 outputs the write signal
WR. In requnse; as previously described with
reference to'Figure 6 and Figure 7, the RS flip-flop
57 of the memory selecting circuit 32 is set and
thus the chip select signal CS2 is output.
Therefore, after step 819, the game program data
stored in the addresses "0100H - 8000H" of the
external ROM cartridge 16 can be read and executed.

——
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dot-matrix systemon a front or upper surface thereof. On a rear or |ower
surfate of the case 12, an insertion port 68 (which is nore clearly shown
in Figure 2) is forned at a portion opposite to the LCD panel 14. An
external ROM cartridge 16 is pluggably 10 inserted in the insertion port
68. More specifically, a 32-pin connect%ﬁ-zo I's provided in

Thereafter, the internal ROM 30 is not selected and, 
therefore, it is not possible to access the same by
way of CPU core 24. //
In the following step 20, a game processing
operation in accordance with the program data of the
external ROM léa is started. More specifically, the
CPU core 24, in accordance with the program data
stored in the third memory area of the external ROM
16a, transfers a background character data (dot
data) to the character RAM area inclqded.in the
display RAM 42. At the same time, the BG pallet
data and the character code, which designates the
background character to be displayved and its display
position on the LCD panel 14, are transferred to the
VRAM area. Furthermore, the CPU core 24 reads the
character codes of the object character to be
displayed on a single screen, the display coordinate
data and the attribute data from the third memory
~area of the external ROM l6a and applies them to the
LCD controller 38 through the DMA controller 34 and
the line buffer 36. In response thereto, the LCD
controller 38 executes a process for displéying the
image in which the background character ahd object
‘characters are combined with each other on the LCD
panel 14. More specifically, the composite data in
which the character data of the objects of one line
and the background character data stored in the VRAM
area are combined and are temporarily stored in the
LCD drive signal buffer 44 by the LCD controller
38. Then the LCD controller 38 sequentially applies
the dot data to the drivers COrresponding to the dot
positions in a direction of line, i.e., row '
selecting data to the LCD segment driver 48 and the
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the insertion port 68. By inserting the external ROMcartridge 16 into the

I nsértion port 68, a connector (not shown) forned at an edge of a printed
circuit board of the external ROMcartridge 16 is inserted and connected to
t he connector 20. Thus, the external Hgg(mutrldge 16 can be
attachably/detachably connected to the “ganme machi ne 10. .An external ROM 16a
(Figure 5) is incorporated in the external ROM cartridge 16. A gane program
is stored in the external ROM 16a. \Wen the external ROM cartridge 16 is

| oaded in the gane machine 10, the gane programis executed such that an

i mage is data for sequentially selecting the columns of the
' . respective lines to the LCD common driver 46. The
dots where both the row and column are selected are
driven for a short time period. In other words, data
representative of whether or not the respective dots
of the object characters and the background
character aré to be driven to display are applied to
the LCD segment driver 48 and the common driver 46
by the LCD controlier 38, whereby the composite
image can be displayed on the LCD panel 14. By
repeating such operations in a high speed,
sequential manner, the driven dots are “"displayed"
by the density or contrast being different from that
"of other dots. Moreover, in accordance with a
selected combination of driven dots, an arbitrary-
character can be displayed on the LCD panel 14.

In addition, preferably, if inconsistency is
detected in either one of the two comparison steps
S15 and 817, the CPU core 24 executes the inhibiting
process of the step S21. More specifically, as
shown in Fig. 11, in the steps S211 and S212, the
CPU 24 writes "white" and "black" in the BG palette,
and the LCD panel 14 is driven for a predetermined
time period that is controlled by a timer as.
indicated by steps S213 and S214. In other words,
in this embodiment, if the first and second
character data are not coincident with each other,
the LCD panel 14 is wholly turned on or off or
flashed, whereby the operatbr or user is notified
that the external ROM cartridge which is loaded at
that time is not an authorized one.

At this time, since the second character data
of the external ROM 16a in the external ROM
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di spl ayed on the LCD panel 14 and nusic for the game is generated at
speaker 11 or through ear phones connected at jack 69. A six-pin connector
65 is also provided in the case 12, whereby the gane machine can be |inked
to other machines by an appropriate cabé? so that multiple player
conpetition is possible when the extern cartridges include
mul tipl e- pl ayer gane prograns. A cross-key switch 18, which is used when a
ganme_character being displayed on the LCD panel 14 is to be noved, is
provi ded on the front or upper '

cartridge 16 has been displayed in the previous step

S9, the operator or user will know the reason is
that the external ROM cartridge is an unauthorized
cartridge. '

In addition, as seen from Figure 11, the
inhibiting process routine cannot return to the main
routine of Figure 9, the memory bank changing step
done in the step S19 is inhibited thereafter, and
thus, the unauthorized external ROM cartridge can
not be used.

In addition, in the above described embodiment,
a trademark such as "Nintendo” is displayed as the
second character data. In the case of an external
ROM cartridge which is copied such that the both
character data are coincident with each other, the
manufacturer's trademark will have been used in an
unauthorized manner.

In addition, in the above described embodiment,
it was determined whether or not the first and
~second character data is wholly coincident with each
other. However, altefnatively; a check need only be
made to determine whether the first and second
character data have a predetermined relationship.

! Furthermore, in the inhibiting process routine
as shown in Figure 11, as described the flashing of
the LCD panel is repeated. However, if desired, a
sentence warning that the external ROM cartridge
being attached at that time cannot be used in this
game machine may be displayed.

While the invention has been described in
connection with what is presently considered to be
the mosﬁ practical and preferred embodiment, it is
to be understood that the invention is not to be

e
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surface of the case 12 at a left side portion below the LCD panel 14, as
shown in Figures. 1 and 3. The cross-key switch 18 has four direction

desi gnating portions and, by depressing any one of the same, it is possible
to nove the game character upward or dowwward at |leftward or rightward. In
addition, as shown in Figures 1 and 3, two push-button sw tches REPLACEMENT
SHEET 70a and 70b are provided on the front or upper

=

limited to the disclosed embodiment, but on the
contrary, is intended to cover various modifications
and equivalent arrangements included within the
spirit and scope of the appended claims.

—
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surface of the case 12 at a right side portion below the LCD panel 14.

- These push-button switches 70a and 70b are operated when it is necessary
to control the gane character being displ-ayed on the_LCD panel 14 to
perforn1var|ous predeterm ned actions. Fgg exanple 'mhen t‘E‘ﬁUsh~bu%Lgn

switch 70a is depressed, the displayed character Ewwr
when the push-button switch 70b is depressed, the C |,"” H"amf to
throw a stone, -or a ball, or. launch various other. objects Thuy,

cross-key switch 18 is dlsposed to be operated by the thunb of the left
hand, which  WHAT IS CLAIMED IS:

1. An authentication system for preventing an
unauthorized external mémory unit from being used in
an information processing system which utilizes a
pluggable external memory unit, said information
processing system being capable of displaying a
predetermined image by a display means in ‘accordance
with a program stored in said external memory unit
when the external memory unit is attached'thereto,
said authentication system comprising:

an information processing means in said
information processing system capable of accessing a
predetermined maximum address space, an internal
memory having a first memory area corresponding to a
first memory space, relatively smaller than said
maximum address space, and storing first character
data and an authenticity determining program for
determining the authenticity of said external memory
unit based upon said first character data, and memory
selecting means for selecting any one of said
internal memory and said external memory;

said external memory unit having an external
memory including a second memory area having a memory
space corresponding to said first memory space and a
third memory area having a relatively larger second
memory space; '

said external memory including means for storing
second character data having a predetermined
relationship with respect to said first character
data stored in said internal memory, said second
character data being stored in a portion of said
third memory area of said external memory, said
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sandwi ches the case 12 in cooperation with the right hand, and the

push-button switches 70a and 70b are di sposed to be operated by the
of the right hand. Furthernore, astart switch 72 and a s Switc 4
‘are provided on the front or upper surfafc,g of the ca 12 o m \\\

machi ne 10. As seen fromFigure 3, the start switch 72 M‘m\

switch 74 are arranged in.a region 78 bel ow the cross+Kk ich*18 and t he
push-button switches 70a and 70b. In this region, imaginary loci 76L and '
76R of the thumbs of both hands intersect each other.

program for displaying an image in accordance with a
predétermined purpose of use being stored in at least
the remaining memory area of séid third memory area
of said external memory;

said memory selecting means including means for
selecting said first memory space such that said
information processing means can access the said
internal memory whén the said external memory unit is
loaded to said information processing apparatus;

said information processing means including
means for determining whether said first character
data and said second character data have said
predetermined relationship based upon said
authenticity determining program data stored in said
internal memory; and _

said memory selecting means including means
responsive to said means for determining for
selecting éaid second memory space such that said
information processing means can access said external
memory when said first character data and said second

character data having said predetermined relationship.

2. A system in accordance with claim 1, .
wherein said information processing means includes a
display controlling means for displaying said second
character data stored in said external memory prior
to said determination as to whether said first
character data and said second character data have
said predetermined relationship.

3. A system in accordance with claim 2, said
display controlling means including enlargement
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Therefore, these swtches 72 and 74 are centrally disposed so as to be
operated by the thunbs of any one of the |left hand-and the right hand

(while the left hand and the right hand hold the case 12 of the game

machi ne 10). In other words, the switchegi72 and 74 may be.otﬂ"num'
significantly changing the positioning of the hands The: sdl "mﬂ’m””m
I's used, for exanple, to select the node 12 ; s x

processing'means for displaying said second character
data in an enlarged fashion.

4. A system in accordance with claim 3,
wherein said display controlling means includes
scrolling means for scrolling said second character
data on said displaying means.

5. A system in accordance with claim 2,
wherein said display controlling means includes
scrolling means for scrolling said second character
data on said displaying means.

6. A system in accordance with claim 1,
wherein said first character data and said second
character data are identical, and wherein if said
information processing means determines that said
first character data and said second character data
are not coincident, said information processing means
inhibits said memory selecting means from selecting
said second memory space such that said information

processing means cannot access said external memory.

7. A system according to claim 1, wherein said
information processing system is a hand-held video
game system.

8. A system for preventing an unauthorized
" external memory unit from being used in an
information processing system including an external
memory unit being attachable or detachable to or from
said information processing system, said information
processing system being capable of displaying a
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of operation of the gane being displayed through the use of a nenu screen.
In this regard, the select switch 74 may be used to sel ect one of a nunber
-of levels of ganme play. In addition, a function for sgLegiirmij_mmﬁux#ﬂ—
usabl e by a gane character can be assign to the ect smntch 74.

_start switch 72 is operated to start the “fane as sel ect|ml“m (Hl l“ﬁ
-not typically necessary to operate the start switch 72

switch 74 during the game. However, since a pause (PAUSE) function is al so
assigned to the start switch 72, the start swtch 72 may be depressed when

predetermined image in accordance with a program
stored in the external memory unit when the external
memory is attached thereto, comprising:

said information processing system includes
internal memory means for storing first character
data;

said external memory unit including external
memory means for second character data; |

first means for reading said first character
data from said internal memory means; |

second means for reading said second character
data from said external memory unit when said
external memory unit is loaded to said information
processing apparatus;

display means'fcr displaying an image;

means for controlling said display means to
display character(s) data in accordance with the
second character data which is read from said
external memory unit by said second means for reading;

determining means for determining whether said
first character data read by said first means for
reading and said second character data read by said
second means for reading have a'prédetermined
relationship or not;

allowing means for allowing said information
processing apparatus to access to said external
memory unit when it is determined that said first
character data and said second character data have
said predetermined relationship; and

inhibiting means for inhibiting said information
processing apparatus from accessing said external
memory unit when it is determined that sald fizet
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it is desired for the gane to be tenporarily stopped. To start the gane
after such a pause, the start switch 72 nmust be depressed-again.
Furthernore, it is possible to make the start switch 71Eind the select

Switch 74 possess many other functions. Jhe case 12 i gml&lﬂ" ul lm

provided with on/off switch 1, battery power level lig
adj ust nent 50, and vol une adjustnent 66. Wth reference to Flgure , t'he
above described external ROM cartridge 16 is connected to a CPU 22 housed
in the case 12 by a 32-pin connector 20.

character data and said second character data do not
have said predetermined relationship.

9. A system'aécording to claim 7, wherein said
display means is operable to display character(s) in
accordance with the second character data which is
read from said external memory unit by said second
means for reading prior to when it is determined
whether said predetermined relationship exists.

10. A system for pfeventing an unauthorized

external memory unit from being used in a hand-held
~game machine which utilizes a pluggable external
memory unit including external memory means for
storing game programs said system comprising:

main game processing means for executing said

- game program;

internal memory means coupled to said main game
processing means for storing first character data;

a pluggable external memory unit including
external memory means for storing said game program,
second character data and auxiliary data;

said main game processing means including:

first means for comparing said first character
data with said second character data and for
generating a first signal if a predetermined
relationship exists between said first character data
and said second character data;

means responsive to said first signal for
performing a predetermined calculation using said
auxiliary data;

second means for comparing the results of said
predetermined calculation with a prestored value; and

" This Sheet Has Been Reilac

IR




The CPU 22 includes a CPU core 24, which may, by way of ex:
i nplenented with a commercially avallable n1croprocesso
CPU core 24 is connected to the 32-pin connector 20 VI

control bus 26a, address buffer 25b and 3dress bus 26b
and data bus 26c as well as a working RAM or scrat chpad
Therefore, when the external ROM cartridge 16 is | oaded

exéﬁpfe~9n

Z80.
and WMﬂm ggg

mermory 23.
I n" the gane

means for enabling game program to be executed
if said first signal is generated and if said
predetermined value has a predetermined relationship

with said prestored value.

~11. A system according to claim 10, further
including display means for displaying said second
character data. '

12. A system according to claim 11, further
including means for vertically scrolling said second
character data across said display means.

13. A system éccording to claim 11, further
including means for processing said second character
data to permit an enlarged display of said second
character data.

14. A system according to claim 10, further
including means for transferring said second
character data from said external memory means to a

character memory means, means for processing said

second character data, means for writing said
processed second character data to a video memory
means; and means for dlsplaylng said processed second
character data.

15. A system according to claim 10, wherein
said means for enabling includes memory bank
switching means responsive to said second means for
comparing to operatively couple said main game
processing means to said external memory unit.

: ———
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13 machi ne 10, the CPU core 24 is connected to the external ROM cartridge
16. "As shown in further detail in Figure 5, the above described CPU core 24

includes registers A, F, B, C D, E 'Hand L each of a reglster of
8 bits, except for program counter PC a§$ st ack p0| /@ﬁ whrc 'are\\ﬁ bi t
regiéters The register Ais an accunul ator and the ﬂ”ﬂ flag
register. By using 4 bits of the 8 bits of the register l si bl e

to Lndicete FI (carry), F2 (half carry) F3 (negative), or F4 (ze flag)

16. A system according to claim 10, wherein
sa1d predetermined calculation involves taking the
complement of the sum of at least a portion of said

auxlllary data.

17. A system according to claim 10, wherein
said auxiliary data includes data indicative of the
manufacturer and the name of the game.

18. A system according to claim 10, wherein
said auxiliary data includes data indicative of the
cartridge type and the memory characteristics.

19. A system according to claim 10, wherein
said first means for comparing including; means for
setting the starting addresses of the first character
data and the second character data in registers |
associated with said main game processing means and
means for incrementing said addresses. '
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The registers. B and C, D and E, and H and L may be conbi ned and used, as a
register of 16 bits. The CPU 22 preferably has an associ at ed i nstruet o/
set permttig a varjety of 8 and 16 bit transfers between registers or
regi ster pa\\, ﬂ"ﬁ%ﬁ’?‘é‘gﬁpﬁ“%"‘&nd/or 16 bit arithmetic operations ga .
ADD, BB, urbd@n PRIERY OmBEE. ), a vai®etupiicaonmainadre/ shi f t Qods 8t %
(e.g., ro specified regjster contents left/right), a varpepy of bit
control o atioﬁ@c?g‘."aﬁe"gleetst ﬁ%’ﬁtsa specified bit in a speciﬁ d register),
condi tional and unconditional branch operations, subroutiné call and return

t] )
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@ System for preventing the use of an unauthorized external memory.

@ A hand-held electronic game machine (10) in-
cludes a computer (22) accommodated in a case
(12) and a liquid crystal display (LCD) panel (14)
provided at an upper portion of a front surface of the
case. When an external memory (16) is inserted to a
receiving port (68) formed on a rear surface of the
case at a portion opposite to the LCD panel, a first
character data being set in advance in the computer
(22) is compared with a second character data
stored in a predetermined area of the external mem-
ory {16). Prior fo such comparison, the computer
displays the characters represented by the second
character data on the LCD panel. If the first and
second character data are coincident with each oth-
. er, tt)e computer (22) can access to the external
Nmemor‘f 116). During the progression of the game in
<accordance with a game program of the external
KYmemory, the game character can be moved by
@ operating a direction designating key (18) provided
at the left side in a portion below the LCD panel (14)
OQof the front surface of the case, and the action
l\manner of the game character can be determined by T e————
operating an action key (70) provided at the right '

O side in the portion below the LCD panel. A start key - This Sheet Has Been Re laced
n_(72) and select key (74) are arranged between the . ”"‘," """ "" 'I“
Ll direction designating key (18) and the action key :

(70).
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and a variety of programcontrol operations (e.g., start, stop, no
operation, etc.). Turning back to Figure 4, a key-matrix for detecting a
key input fromcross-key switch 18 is connected to the CPU.core 24 via a
port 27. An exenplary key-matrix is shown in Figure 12. Lines P10-P13 in
Figure 12 corresponds to the four inputs to port 27 and |ines P14 and P15
correspond to the two output lines emangibng fromport 27. The four |nputs
P10- P13 are coupled.to a predeterm

FIG. 2
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14 vol tage Vdd. The presence or absence of a signal on lines P10-P15 is
regi'stered in a CPU addressabl e port register (not shown). As will be
readily apparent to those skilled in the art, the state of the port

regi ster may be used to determine the control function desired by the gane
player. In this fashion, the depression of cross-key switch 18 may be
detected by the CPU thereby resulting in character notion in the right,

| eft, up or down directions. Al so, the depression of control
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switches 70a, 70b, 72 or 74 may be detected and input to CPU core 24 via
port .27 for inplenentation of the appropriate control functions. Stil
further depression of the control switches shown in Figure 12 can be used
fo cause the transfer of data anpng g%pg machi nes by way of 6-pin connector
65, a cable and a conventional serial Sister transfer port, under control
of CPU core 24 serial transfer controller 21, interrupt controller 31, and
external ROMcartridge 16. Such transfer of data is for the purpose of
provi di ng sinultaneous nultiple player conpetition in accordance wth
particul ar game.

FIG. 5
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prograns stored in external cartridge 16. The CPU core 24 is al so coupled
to an internal RAN 28 and an internal ROM 30. The internal ROM 30 can be
accessed by the CPU core 24 only when the internal- ROM 30 is sel ected by a
menory selecting circuit 32 as is explained in detail below C ock pulses
are supplied by oscillator circuit 24b in response to crystal generator
24a. O ock pul se di VI der 24c provides one or nore pulse rates under control
of tinmer 24d.

4/12
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15 Now, with reference to Figures 7A-7D, an exenplary CPU core address
spacé and the nature of the data stored in internal nmenory 30 and the
external nmenory cartridge 16 will be described in detail. As shown in
Figures 7A and 7B, the internal ROM 30 has a first nenory area which is
designated by the addresses "OOOOH OOFFH' which corresponds to a first
relatively small address space. The "H' indicates that these addresses are
represented as a hexadeci mal nunber. In t he ¥ilBst nenory area, first
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character data for displaying, for exanple, a trademark "N ntendo”, and an
external nmenory authenticity determining programshown by a flowhart of
Fi.gure 9 are stored. The external ROM cartridge 16 includes the external
ROM 16a. As shown in Figures 7C and 7D, the nenory space of the externa
ROM 16a is divided into a second nenory area which is designated by the
addr esses " OO0OH OOFFH' (whi chgg@rrespond identically to the addresses
defining the above-described first address space) and a third nenory area
(second address space) which is

i START
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STACK | S
CLR DISP
RAM S2
(800OH-9FFFH)
¥
b _ INITIALLY SET L
SOUND S5
CIRCUITS
)
seT 86 |'S7
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' ¥
- START
COMPARE
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desi gnated by the addresses "0100H 7FFFH"
in aregion starting at the address "010CH"
second character data (which is the same as.the first character data)

cartri dge,
ar ea,

In an aut hori zed ext ernal
in the third nenory

menory

is stored. A gane programis stored.in the remaining region of the third

menory area. Preferably,

storing region,
t he nanme of the gane,
stored Addltlonally,

-

conpl ement data

FIG.1O
‘ START ’

SET A STARTING ADDRESS OF FIRST
CHARACTER DATA IN REGISTER GROUP HL

in a few bytes after the second character data
auxiliary data such as a code identifying a manufacturer,
the cartridge ty@gé2 the nmenory size,
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16 relating to the auxiliary data (e.g., the conplenment of the sum of such
data) is also stored. The conplement data is used during step S17 descri bed
below in conjunction with Figure 9. In addition, in the case where the
required capacity of a gane programis |arge, the second nenory area

(" 0000 OOFFH') of the external ROM 16a mamy be used to store such a program
data for the gane. Returning to Figure 4, the CPU core, 24 aQutputs

. ) 8/12
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di spl.ay data to an LCD controller 38 via a line buffer 36 under the control
of a DVA controller 34. The LCD controller 38 is connected to a display RAM
42 via an LCD display RAMinterface 40 and control, address and data .
busses. Al though not shown, the display RAM 42 |ncludes a character RAM and
VRAM of the nature generally shown in Figure 7. Detail ed exenplary menory
maps of the character RAM and the VRAM nenory areas are found Figures 13
and _14, respectively. The exenplary map of the VRAM as illustrated in
Figure 14 includes 1024 bl ocks (32 x 32) of character code representing
backgr ound

W

9712
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di splay data. Although only 360 (18 x 20) of the 1024 bl ocks are displ ayed
on the LCD screen at any particular time, the selected area to be displ ayed
tan be changed by changing the data in the vertical and horizontal scrol
regi sters (SCY and SCX) of the LCD controller 38. The LCD controller 38
operates under the control of CPU 22 via various addressable control/status
regi sters which are located in the CPU address. space as shown generally in
Figure 7. These registers include an LCD display reglster LCD controller
st af us reglster hori zontal and verti cal

o

~

10/12
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17 scroll registers, LCDC vertical line identification register, and noving

obj-ect and background palette (e.g.,

2 bits identifying 1 of 4 gradations

of shaded color) data. The LCD display register controls the nature of the

di sptay, and the status register

i ndi cates the current status of the LCD

controller. Every dot of the background display data is avail abl e by
changi ng the data of the

—
.

o~
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T L »

hori¥oMt al vertical scroll registers. The LY and LYC regi sters indicate and
conmtrol the vertical line of the display to which data is presently being
transferred by way of the display drivers. The X and Y w ndow position
régisters control that portion or wi ndow of the LCD display area in which
the OBJ character as well as the BG character data appears. Further details
regardi ng these registers and their functions may be found in Figures 15(A)
t hrough 15(L). The LCD control 38 converts display related data output from
the“CPU core 24 into an LCD drive

12712

'FIG. 151
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c(
si gfhal which is output fromthe display RAM 42. Mre speC|f|caII§ sﬁ? =
. displ-ay data fromthe CPU core 24 designates addresses..of..the.character RAM

and t he VRAM (video RAN} such that a character: (orobjectysi gnaliidand &G. ]

background~3|gnal ar e eutput—dIomthe char act er ®AM:andi the: VRAM. 1 paged .2¥
Respectiive . LDG drlve 5|gnals gre conposed by the/LCD:control ervB&,wTHB§ECD=
drive gi.gnal's are p €D comon drivel -46-and::a ‘@egr@ga{d M
’ough “an, LCD‘H?%%% ghal buffer 44./Thereforep:by aeans,, ofy the

AR and”t%@“tCD-spgnent driver 48, an i mage i n accordance
paged L3 to paged 7 1 : -
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SYSTEM FOR PREVENTING THE USE OF
AN UNAUTHORIZED EXTERNAL, MEMORY

FIELD OF THE INVENTION

The present invention generally relates to a
system for preventing the use of an unauthorized
external memory unit with a predetermined
information processing system. More specifically,
.the present invention relates to a system for
preventing an unauthorized, removable external
memory unit storing a game program or the like from
being used in a unique hand-held videographics
information processing system.

BACKGROUND AND SUMMARY OF THE INVENTION
As evidenced by Japanese Utility Model.No.

57989/1986 laid-open on April 18, 1986, games using
a liquid crystal display are known. In this géme, a
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display related data fromthe CPU core 24 can be 18 di spl ayed on the LCD
panel 14. More specifically, the LCD panel may, for exanple, define a
144x160 matri x of pixels or dots, each having a correspondi ng uni que
"intersecting"” common el ectrode/ segment gl ectrode conbi nation. The LCD
common driver 46, which drives the |ines%connected to the common

el ectrodes, may for exanple, be a

game cartridge, attachable to a main body,
incorporates a game program and an operating system
program to be executed by a central processing unit
within the body. The main body also includes a
liquid crystal display ("LCD") system.

The present invention provides unique method .
and apparatus for thwarting the use of unauthorized
game cartridges in such a system. In this fashion,
unauthorized game cartridges which contain copied
programs or low quality programs may be precluded
from being used in such a system. Additionally,
unauthorized low quality game cartridges which may
damage the main body over time (e.g., the
connectors) are precluded from being used in the
system.

Prior methods have heretofore been used for
preventing unauthorized or copied programs from
being executed by an information processing
apparatus. One such system is disc}osed in the
Japanese Patent Publication No. 17849/1972 published
on October 18, 1972. 1In this system, a first method
is disclosed wherein a first password is assigned to
a specific information processing system to
distinguish it from other information processing
systems.. The first password is compared with a
second password which is assigned to a floppy disk
having a program stored therein. The floppy disk is
permitted to be used only when both passwords are

' identical. '

A second method -is disclosed in U.S. Patent No.
4,462,076 issued on July 24, 1984. In this method,
data indicative of the proprietor of a copyright'are
respectively stored in a main memory unit and a




Sharp LH 5076 F. The LCD segnent driver 48, may for exanple be a Sharp LH
5077 F. These display drivers receive data fromthe LCD drive signal buffer
44, which receives data indirectly fromthe CPU via the display RAM 42, the
LCD RAM interface 40 and the LCD controller 38. In addition, there is an
intensity level control 50 which is cofnected to an LCD buffer anplifier 52
such that the intensity of the LCD panel 14 can be adjusted by operating
the intensity level control. In addition, as shown in Figure 5, a chip

cartridge memory.. Such data is compared and, if
there is a match, the proprietor data is simply
displayed and thereafter a program stored in the
cartridge memory may be executed.

A third method is disclosed in Japanese Patent
Publication No. 18074/1984 published on April 25,
1984. In this method, copy preventing information
such as a trademark is stored in a plurality of
semiconductor memories and, when a printed circuit
board in which a program is copied is used, the copy
preventing information is displayed on a CRT,
thereby subjecting the copier to a possible claim of
trademark infringement. Clearly, this third method
is not effective where the copier deletes or changes
the copy preventing information to thereby avoid any

. issue regarding the infringement of a trademark
right. '

The firsf and second methods are similar to
each other in that they both permit the use of a

" floppy disk or a cartridge on the condition that
first and second identifying data are coincident.
However, the first method does not expressly teach -
that the password is displayed. Thus, the first
method does not teach displaying information
relating to the proprietor of the copyright as done
in the second method. '

.In the second method, in the case where the
proprietor data in the main unit memory and the

J ~ proprietor data in the cartridge memory are not
coincident, the cartridge cannot be used. However,
since no proprietor data is displayed in this case,

an operator or user will not be informed as why the
" eartridge cannot be used. Furthermore, if the
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sel ect signal CSLl or CS2 is output fromthe nenory selecting circuit 32. A
reset signal froma reset circuit 55 is applied to the CPU core 24 and the
menory selecting circuit 32. The reset signal is output when a power swtch
(not shown) of the gane machine 10 is turned on, and therefore, the CPU
core 24 and the menmory selecting circuit432 are-initially reset at that
tinme.- Then, a read signal RD and wite signal WR are output fromthe CPU
core 24, whi ch are suitably input to the external ROM cartridge 16,

internal RAM 28, internal ROM 30 and the nmenory selecting circuit 32. In

addition, as results of the comparison indicate that the
proprietor data matches, no further checks are made
to insure that the cartridge is authorized.

Therefore, a principal object of the present
invention is to provide an authentication system for
an external memory unit, in which it is possible to
more effectively prevent the use of unauthorized
external memory units in a predetermined information
processing system, such as a hand-held electronic
video game system.

The present invention is directed to a system
for preventing the unauthorized use of an external
memory unit which is used in an information
processing system comprising an external memory unit
having an external memory which is
attachably/detachably connected to an information
processing apparatus capable of displaying a
predetermined image on a display means in accordance
with a program stored in the external memory when
the external memory unit is loaded into the
information processing apparatus. The information
processing apparatus includes an information
processing means capable of accessing a
predetermined maximum address space; an internal
memory having a first memory area which has a first
memory space relatively smaller than the maximum
address space and stores first character data for
preventing the unauthorized use of the external

' memory unit and an authenticity determining program
- data for determining-the authenticity of the

external memory unit based upon the first character

data; and a memory selecting means for changing or
selecting one of the internal memory and the
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wi | I* be described further bel ow an address decode 19 signal is given to
the nmenory selecting circuit 32 via an address decoder 33. As shown in
Figure 6, the nmenory selecting circuit 32 includes an RS flip-flop 57. A
set input S of the RS flip-flop 57 receiyves an out put of an AND gate 59
whi ch-receives three inputs including aSignal DO the wite signal WR and
a detecting : '

external memory. A The external memory of the
external memory unit includes a second memory area
having a memory space corresponding to the first
memory space and a third memory area having a
. relatively larger second memory space. In a portion
of the third memory area of the external memory,
second character data-is'stored which has a
predetermined relatioﬂship with respect to the first
character data stored in the internal'memory. -
Additidnally, a program for displaying an image in
accordance with a predetermined purpose (e.g., an
interactive game) is stored in at least the
remaining memory area of the third memory area.
When the external memory unit is loaded to the
information processing apparatus, the memofy
selecting means sets the first memory space as the
address space which the information processing means
~can access. Thereafter, the information processing
means determines whether the first character data
and the second character data have the predetermined
relationship by executing the authenticity
determining program data stored in the internal
memory. If the first and second character data have
the predetermined relationship, the memory selecting
means selects the second.memory space as the address
space which the information processing means can
access to allow the information processing means to
have access to the external memory.

. ' . As indicated above, when the external memory
unit is loaded to the.information processing
apparatus, the memory selecting means selects the
first memory space as the address space which the

.information processing means can access.
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signal, i.e., indicated the decoding of the address data "FFOOH'". The
"signal DOis the least significant bit of the data is stored in |ocation
"FFOOH'. The decoded signal of the address data "FFOOH' is output fromthe
addr ess decoder 33 when an out put of ag AND gate (not shown) which detects
that~ all bits AO A7 of the address datd are "O', that is, the |east
significant two digits in the hexadecimal representation are "00" and an
out put of an AND gate (not shown) which detects that all bits A8- AlS of
the address data are "1", that is, the nost significant two digits in the

hexadeci nal Thereafter, prior to any comparison operation, the
second character data stored in the external memory
is displayed on the display means. The authenticity
determining program stored in the internal memory is
then executed. At this time, the first and second
character data are compared with each other in
accordance with the authenticity determining program
and, when it is determined that both character data
have the predetermined relationship, the memory
selecting means selects the external memory as a
memory to which the information proce351ng means can
have access.

In one embodiment, the information processing
apparatus is constructed as a hand-held electronic
game machine which is intended to be operaﬁed while
the machine is sandwiched by the player's hands.
Such a hand-held electronic game machine includes a
hand-held case; a first operation switch disposed at
a position where it can be operated by the thumb of
the left hand on a front surface oflthe case; a
second operation switch disposed at a poeition where
it can be operated by the thumb of the right hand on
the front surface of the case; and. a third operation
switcﬁ provided in a region where an imaginary loci
of the thumbs of the left hand and right hand
intersect with each other on the front surface of
the case.

A direction designating switch (specifically, a

. ‘cross~key switch) which is utilized for designating
a moving direction of a game character is arranged
as the above described firet operation switch, and
an action key (specifically, a push-button switch)
for designating one of various kinds of action or
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representation are "FF" are both output. The reset input R of the RS
flip-flop 57 is coupled to the reset signal RES fromthe reset circuit 55
(Figure 4). Then, the non-inverted output Qof the RS flip-flop 57 is
applied to one input of an AND gate 63 jhrough an inverter 61 and to one

I nput of an OR gate 65. A decoded signal indicating address data "OOOOH' -
OOFFH' is applied to the other input of the AND gate 63. A decoded signa
whi ch corresponds to the few bytes (wherein the second character data is
stored) starting at the address data "OOOH' is applied to the other input

of the OR gate fdtioh®f the game character. For example, the
depression of such a push-button switch may cause a
game character to jump, use a weapon, throw a ball
or the like. These first and second operation
switches are usually operated during the game. The
first and second operation switches are arranged at
positions where they can be easily operated during
game play.

The above-described third operation switch,
may, for example, be a start switch for designating
the start of the géme and/or a select switch for
selecting a mode of operation of the game. Such a
third operation switch is arranged in a region where
the imaginary loci of the thumbs of the both hands
intersect each other. Therefore, the third
operation switch is disposed to be readily operated
by the thumb of either hand. Thus, the third switch
may be operated during game play without requiring
the user to change the position of the hands during
the game.

These and other objects, features, aspects and
advantages of the present invention will become more

: ' apparent from the following detailed description of
the embodiments of the present invention when taken
in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

' FIGURE 1 is a perspective view showing an
exemplary exterior housing of a game machine in
accordance with an exemplary embodiment of the
present invention; '
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decoded signal of the address data "OOOH - OOFFH' is the inversion of the
bits A8-Al5 of the address 20 data being OR ed. The decoded signal of
the addresses fromthe address data "010CH' to the address corresponding to
t he nunber of bytes storing the second character data is the bits A8 - Al4
of the address data which are OR ed. Th&n, an output of the OR gate 65 is
used as an input to an AND gate

FIGURE 2 is an illustrative view showing a
cross-section along a line II-II in Figure 3;

FIGURE 3 is an illustrative view showing an
arrangement of switches or keys such as a start
switch, select switch, and so on in the Figure 1
embodiment;

FIGURE 4 is a block diagram showing the
electronic components of the Figure 1 embodiment;

FIGURE 5 is a block diagram showing a major
portion of Figure 4 in further detail;

FIGURE 6 is a circuit diagram showing an
‘exemplary memory selecting circuit such as shown
generally in Figure 5;

FIGURES 7(A) through 7(D) are a memory map
showing address spaces to which CPU core can access;

FIGURES 8(A) and 8(B) are illustrative views
showing examples of character data to be displayed; -

FIGURE 9 is a flowchart showing a sequence of
authenticating operations controlled by the
processing system shown in Figure 4;

' FIGURE_lO is a flowchart showing a sequence of
operations for comparing first character data with
second character data;
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67 fogether with a decoded signal of the address "-7FFEH" which is the
fnversion of the bit Al5 of the address data. The outputs of the two AND
gates 63 and 67 becone the aforenentioned chip select signals CS1 and CS2,
respectively. In operation, when the power switch (not shown) is turned on,
the reset signal is output fromthe res& circuit 55 and therefore, the RS
flip-flop 57 is reset. Therefore, the non-inverted output Q becones "O'. At
this tinme, if the address data fromthe CPU core 24 is before "OOFFH", the
chip select signal -CS1 is output fromthe AND gate 63. The chip

FIGURE 11 is a flowchart showing a sequence of
operations in an inhibiting process when a first
character data and a second character data are
inconsistent with each other;

FIGURE 12 illustrates a key-matrix for
detecting a key or switch input;

FIGURE 13 is an exemplary character RAM memory
map;

FIGURE 14 is an exemplary VRAM memory map; and
FIGURES 15(A) through 15(L) are exemplary
embodiments of various addressable registers

associated with the LCD controller.

DETAILED DESCRIPTION OF THE DRAWINGS

Figure 1 is a perspective view showihg the
exterior housing of an exemplary hand-held liquid
_ crystal game machine in accordance with an exemplary
{ embodiment of the present invention. This hand-held
liquid crystal game machine (hereinafter referred to
as "game machine") 10 includes a case 12 which is
provided with an LCD panel 14 including dot display
segments being arranged in accordance with a
dot-matrix system on a front or upper surface
' thereof. - ,
On a rear or lower surface of the case 12, an
insertion port 68 (which is more clearly shown in
Figure 2) is formed at a portion opposite to the LCD
panel 14. An external ROM cartridge 16 is pluggably
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sel’ect signal CS2 fromthe AND gate 67 is output as "1" when the address
‘data-is "O OOH' or greater but not above "7FFFH'. Therefore, in the state

where the chip select signa

represented by oblique lines rising riggémard in Figure 7(B) may be

accessed by the CPU core 24 and thus it

char act er

CS1 is output,-the nmenory space which is

econes possible to read the first
data fromthe internal ROM 30. Wien the chip sel ect signa
output, a nenory space which is represented by oblique lines |owering

CS2 is

rightward in Figure 7(C) may be accessed hy the CPU core 24 and thus it is
possible to readnseeteacandthe insertion port 68. More

specifically, a 32-pin connector 20 is provided in
the insertion port 68. By inserting the external
ROM cartridge 16 into the insertion port 68, a
connector (not shown) formed at an edge 6f a printed
circuit board of the external ROM cartridge 16 is
inserted and connected to the connector 20. Thus,
the external ROM cartridge 16 can be
attachably/detachably connected to the game machine
10. An external ROM l6a (Figure 5) is incorporated
in the external ROM cartridge 16. A game program is
stored in the external ROM 16a. When the external
ROM cartridge 16 is loaded in the game machine 10,
the game program is executed such that an image is
displﬁyed on the LCD panel 14 and music for the game

- is generated at speaker 11 or through ear phones

connected at jack 69.

A six-pin connector 65 is also provided in the
case 12, whereby the game machine can be linked to
other machines by an appropriate cable so that
multiple player competition is possible when the
external cartridges include multiple-player game
programs.

A cross-key switch 18, which is used when a
game character being displayed on the LCD panel 14
is to be moved, is provided on the front or upper
surface of the case 12 at a left side portiop below
the LCD panel 14, as shown in Figures 1 and 3. The
cross—-key switch 18 has four direction designating |
portions and, by‘depressing any one of the same, it

is possible to move the game character upward or
downward or leftward or rightward. In addition, as

shown in Figures 1 and 3, two push-button switches
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character data which is stored after the address "0100H" in the external
ROM cartridge 16. 21 On the other hand, in the case of nenory changi ng
or selecting, if the wite signal WRis output fromthe CPU core 24 and "1"
is stored in the data bit DOin the address FFOOH', the output fromthe AND
gate 59 becones "1" and thus RS flip-flopl59 is set. Therefore, the
non-inverted output Q .

70a and 70b are provided on the front or upper
surface of the case 12 at a right side portion below
the LCD panel 14. These push-button switches 70a
and 70b are operated when it is necessary to control
the game character being displayed on the LCD panel
14 to perform various predetermined actions. For
exaﬁple, when the push-button switch 70a is
depressed, the displayed character may appear to
jump, or when the push-button switch 70b is
depressed, the character may appear to throw a
stone, or a ball, or launch various other objects.
Thus, the cross-key switch 18 is disposed to be
operated by the thumb of the left hand, which _
sandwiches the case 12 in cooperation with the right
hand, and the push-button switches 70a and 70b are
disposed to be operated by the thumb of the right
hand.

Furthermore, a start switch 72 and a select
switch 74 are provided-on'the front or upper surface
of the case 12 of the game machine 10. As seen from
Figure 3, the start switch 72 and the select switch
74 are arranged in a région 78 below the cross-key
switch 18 and the push-button switches 70a and 70b.
'In this region, imaginary loci 76L and 76R of the
thumbs of both hands intersect each other.
Therefore, these switches 72 and 74 are centrally
disposed so as to be operated by the thumbs of any
one of the left hand and the right hand (while the

' left hand and the right hand hold the case 12 of the
game machine 10). In other words, the switches 72
and 74 may be operated without significantly
changing the positioning of the hands. The select
switch 74 is used, for example, to select the mode

REPLACEMENT SHEFT

3 1 JAN 197 ‘
--_ﬂl

oo

|
|
)




becones "0", AND gate 63 is disabled, if the address data exceeds "QOOFFH'
~and if so the chip select signal CS1 becones "O' and the chip sel ect signal
CS2 fromthe AND gate 67 becones "1". However, if the address data exceeds
"8000H', the chip select signal CS2 beconmes "O'. Therefore, at tines before
or after the nenory chi ps are changed %ﬁ.selected by the nenory sel ecting
circuit 32, the nenory for the CPU core 24 is constructed as shown by the
oblique lines in Figure 7. That is, when the chip select signal CS2 is
output, it is possible to execute the programdata stored in the addresses
"Q 0O - of operation of the game being displayed through the
use of a menu screen. In this regard, the select
switch 74 may be used to select one of a number of
levels of game play. In addition, a function for
selecting a "weapon" usable by a game character can
be assigned to the select switch 74.
The start switch 72 is operated to start the
game as selected. Therefore, it is not typically
necessary to operate the start switch 72 and the
select switch 74 during the game. However, since a
pause (PAUSE) function is also assigned to the start
switch 72, the start switch 72 may be depressed when
it is desired for the game to be temporarily
stopped. To start the game after such a pause, the
start switch 72 must be depressed again.
Furthermore, it is possible to make the start switch
72 and the select switch 74 possess many other
functions.
The case 12 is additionally provided with
on/off switch 1, battery power level light 13,
contrast adjustment 50, and volume adjustment 66.
With reference to Figure 4, the above described
L external ROM cartridge 16 is connected to a CPU 22
housed in the case 12 by a 32-pin connector 20.
The CPU 22 includes a CPU core 24, which may,
by way of example only, be implemented with a
commercially available ﬁicroprocessor such as a
Z280. The CPU core 24 is connected to the 32-pin
1 connector 20 via timing unit 25a-and control bus
26a, address buffer 25b and address bus 26b and data
buffer 25c and data bus 26c as well as a working RAM
or scratchpad memory 23. Therefore, when the
external ROM cartridge 16 is ioaded in the game
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7FFFH' of the external ROM cartridges 16. In addition, the character RAM
‘VRAM. various control and status registers and internal RAM are al ways
accessible to the CPU core 24 since the chip select signals CS1 and CS2 are
not required to access these location. Next, with reference to Figure 8-11,
the operation of the external nenory urid authentication technique in
accordance with an exenpl ary enbodi nent of the present invention will be
described. As reflected by steps S1, S3, S5, and S7 of Figure 9, the system
is initialized. Mre

machine 10, the CPU core 24 is connected to the
external ROM cartridge 16.

As shown in further detail in Figure 5, the
above described CPU core 24 includes registers A, F,
B, C, D, E, H and LL each of which is a register of 8
bits, except for program counter PC and stack
pointer SP which are 16 bit registers. The register
A is an accumulator and the register F is a flag
register. By using 4 biés of the 8 bits of the
register F, it is possible to indicate F1 (carry),
F2 (half carry), F3 (negative), or F4 (zero flag).
The registers B and C, D and E, and H and L may be
combined and used as a register of 16 bits. The CPU
22 preferably haé an associated instruction set
permitting a variety of 8 and 16 bit transfers
between registers or register pairs, a variety of 8
and/or 16 bit arithmetic operations (e.g., ADD, SUB,
AND/OR, INC. DEC, etc.), a variety of rotate/shift
operations (e.g., rotate specified register contents
left/right), a variety of bit control operations
(e.g.,*setting a specified bit in a specified
register), conditional and unconditional branch
operations, subroutine call and return operations
and a variety of program control operations (e.g.,
start, stop, no operation, etc.).

Turning back to Figure 4, a key-matrix for
detecting a key input from cross-key switch 18 is
connected to the CPU core 24 via a port 27. An
exemplary key-matrix is shown in Fiéure 12. Lines
P10-P13 in Figure 12 corresponds to the four inputs
to port 27 and lines P14 and P15 correspond to the
two output lines emanating from port 27. The four
inputs P10-P13 are coupled to a predetermined bias
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specifically, in the step S1, a predeternmned value is set in the stack
.pointer register SP (Figure 5) of the CPU core 24 and, in the step S3, the
nmenory 22 area designated by the.addresses "8000H -9FFFH', that is, the
display RAM 42 is cleared. Then, in the step S5 the various registers
utili.zed by sound circuits 541-544, 56,148, 60, 62, 64 and 66 are initially
set. Additionally, in step S7, BG :

voltage Vdd. The presence or absence of a signal on
lines P10-P15 is registered in a CPU addressable
port register (not shown). As will be readily
apparent to those skilled in the art, the state of
the port register may be used to determine the
control function desired by the game player. In
this fashion, the depression of cross-kef switch 18
may be detected by the CPU thereby resulting in
character motion in the right, left, up or down
directions. Also, the depression of control
switches 70a, 70b, 72 or 74 may be detected and
input to CPU core 24 via port 27 for implementation
of the appropriate control functions. Still further
depression of the control switches shown in Figure
12 can be used to cause the transfer of data among
game machines by way of 6-pin connector 65, a cable
and a conventional serial register transfer port,
under control of CPU core 24 serial transfer
controller 21, interrupt controller 31, and external
ROM cartridge 16. Such transfer of data is for the
purpose of providing simultaneous multiple player:
competition in accordance with particular game
programs stored in external cartridge 16.
The CPU core 24 is also coupled to an internal
'RAM 28 and an internal ROM 30. The internal ROM 30
can be accessed by the CPU core 24 only when the
internal ROM 30 is selected by a memory selecting
circuit 32 as is explained in detail below. Clock
1 ©  pulses are suppliéd by oscillator circuit 24b in
response to crjstal generator 24a. Clock pulse
divider 24c provides one or more pulse rates under
control of timer 24d.
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(Background) pallet data is |oaded in a pallet registér (not shown)
I ncl uded in the LCD controller 38 by the CPU core in accordance with
program data stored in the internal ROM 30. The pallet data defines 2 bits
of gradation data to be associated with the character data to enable 4
di fferent gradations of shaded color dsta to be output to the LCD. In the
follow ng step S9, when the address data "0100H -" is output by the CPU
core 24 in accordance with the programdata stored in the internal ROM 30,
the chip select signal CS2 is output by the above '

Now, with reference to Figures 7A-7D, an
exemplary CPU core address space and the nature of
the data stored in internal memory 30 and the
external memory cartridge 16 will be described in
detail. As shown in Figures 7A and 7B, the internal
ROM 30 has a first memory area which is designated
by the addresses "OOOOH-OOFFH" which corfesponds to
a first relatively small address space. The "H"
indicates that these addresses are represented as a
hexadecimal number. In the first memory area, first
character data for displaying, for example, a
trademark "Nintendo", and an external memory
authenticity determining program shown by a
flowchart of Figqure 9 are stored.

The external ROM cartridge 16 includes the
external ROM 16a. As shown in Figures 7C and 7D,
the memory space of the external ROM 16a is divided
into a second memory area which is designated by the:
addresses "OOOOH-OOFFH" (which correspond
identically to the addresses defining the
above-described first address space) and a third
memory area (second address space) which is
designated by the addresses "OlOOH-7FFFH". 1In an
authorized external memory cartridge, in a region
starting at the address "0lOOH" in the third memory
area, second character data (which is the same as
the first character déta) is stored. A game program
is stored in the remaining region of the third
memory atrea. Preferably, in a few bytes after the
second character data storing region, auxiliary data
such as a code identifying a manufacturer, the name
of the game, the cartridge type, the nmemory size,
etc., are stored. Additionally, complement data

~aa,
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descri bed nenory selecting circuit 32. In response thereto, the second
- character data is read fromthe external ROMcartridge 16 and is
transferred to the character RAM area included in the display RAM 42. At
this time, preferably, in order to create a display which can be easily
seen wth fewer character data, the samnd character data is transferred
whi | e bei ng processed to enlarge the character, for exanple, twice in
| ength and breadth on the LCD panel 14. Then, in order to display a desired
character at a predeterm ned coordi nate position, in step S11 the character
code of the

relating to the auxiliary data (e.g., the complement

of the sum of such data) is also stored. The
complement data is used during step S17 described
below in conjunction with Figure 9. In addition, in
the case where the required capacity of a game
program is large, the second memory area
{ "OOOOH-OOFFH") of the external ROM 1l6a may be used
to store such a program data for the game.

Returning to Figure 4, the CPU core 24 outputs
display data to an LCD controller 38 via a line
buffer 36 under the control of a DMA controller 34.
The LCD controller 38 is connected to a display RAM
42 via an LCD display RAM interface 40 and control,
address and da%a busses. Although not shown, the
display RAM 42 includes a character RAM and VRAM of
the nature generally shown in Figure 7. Detailed
exemplary memory maps of the character RAM and the
VRAM memory areas are. found Figures 13 and 14,
respectively. The exemplary map of the VRAM as
illustrated in Figure 14 includes 1024 blocks (32 x
32) of character code representing background
display -data. Although only 360 (18 x 20) of the
1024 blocks are displayed on the LCD screen at any
particular time, the selected area to be displayed
can be changed by changing the data in the vertical
and horizontal scroll registers (SCY and SCX) of the.
LCD controller 38.

The LCD controller 38 operates under the

) control of CPU 22 via various addressable

control/status registers which are located in the
CPU address space as shown generally in Figure 7.
These registers include an LCD display register, LCD
controller status register, horizontal and vertical
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desirred character .is applied to the VRAM area of the display RAM 42 such
that.the display position thereof corresponds to a predeterm ned position
in the VRAM Then, in the step S13, the second REPLACEMENT SHEET 23
character read fromthe external ROMcartridge 16 is di splayed on the LCD
panel .14 for a predeterm ned tine periog-while the sane is scrolled. For

scroll registers, LCDC vertical line identification
register, and moving object and background palette
(e.g., 2 bits identifying 1 of 4 gradations of
shaded color) data. The LCD display register
controls the nature of the display, and the status
register indicates the current status of the LCD
controller. Every dot of fhe background display
data is available by changing the data of the
horizontal vertical scroll registers. The LY and
LYC registers indicate and control the vertical line
of the display to which data is presently being
transferred by way of the display drivers. The X
and Y window position'registers control that portion
or window of the LCD display area in which the OBJ
character as well as the BG character data appears.
Further details regarding these registers and their
functions may be found in'Figures 15(A) through
15(L). _

The LCD control 38 converts display related
data output from the CPU core 24 into an LCD drive
signal which is output.from'the display RAM 42.
More specifically, the display data from the CPU
core 24 designates addresses of the character RAM
and the VRAM (video RAM) such that a character (or
object) signal and a background signal are output
from the character RAM and the VRAM. Respective LDC
drive signals are composed by the LCD controller 38.

The LCD drive signals are applied to an LCD
common driver 46 and an LCD segment driver 48
through an LCD drive signal buffer 44. Therefore,
by means of the LCD common driver 46 and the LCD
segment driver 48, an image in accordance with the
display related data from the CPU core 24 can be
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exaﬁple, the character "N ntendo" representative of the registered
trademark as shown in Fig. 8(A) can be enlarged twice in |length and breadth
and di spl ayed as shown.in Fig. 8(B). Since such an enl argenent process is
readily inplenented by controlling the character RAM a detail ed
descr.i ption thereof will be omtted herda8s Al though enl argenment processing
Is preferred, if desired the character data as shown in Figure 8(A) may be
di splayed as it is w thout enl argenent processing. Next, in the step S15,
after the character data has been displayed the first character data

displayed on the LCD panel 14. More specifically,

the LCD panel may, for example, define a 144x160

matrix of pixels or dots, each having a

corresponding unique "intersecting" common

electrode/segment electrode combination. The.LCD

common driver 46, which d:ives the lines connected

to the common electrodes, may for example, be a

Sharp LH 5076 F. The LCD segment driver 48, may for

example be a Sharp LH 5077 F.. These display drivers

receive data from the LCD drive signal buffer 44,

which receives data indirectly from the CPU via the

display RAM 42, the LCD RAM interface 40 and the LCD

controller 38.

In addition, there is an intensity level

control 50 which is connected to an LCD buffer

amplifier 52 such that the intensity of the LCD

panel 14 can be adjusted by operating the intensity

level control. %

In addition, as shown in Figure 5, a chip

select signal CS1 or CS2 is output from the memory

selecting circuit 32. A reset signal from a reset

circuit 55 is applied to the CPU core 24 and the

t memory selecting circuit 32. The reset signal is

output when a power switch (not shown) of the gaﬁe

machine 10 is turned on, and therefore, the CPU core

24 and the memory selecting circuit 32 are initially

reset at that time. Then, a read signal RD and

write signal WR are output from the CPU core 24,

' which are suitably input to the external ROM

cartridge 16, internal RAM 28, internal ROM 30 and

the memory selecting circuit 32. 1In addition, as

will be described further below an address decode
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"Ni ntendo"” which is stored in the predeterm ned area of the internal ROM 30

-and-the second character data "N ntendo" are conpared with each other.

specifically,

of the CPU core 24. In step S152, thestarting address of the second
character data of the external ROMcartridge 16 is set in the register
group DE of the CPU core 24. Then, as shown in the step S153, it is

Mor e

in the step S151 of Figure 10, the starting address of the
first character data of the internal 30 is set in the register group HL

determ ned whether the character data which are designated by the address
data | oaded i msiigifaX i given to the memory selecting circuit 32

via an address decoder 33.

As shown in Figure 6, the memory selecting
circuit 32 includes an RS flip-flop 57. A set input
S of the RS flip-flop 57 receives an output of an
AND gate 59 which receives three inputs including a
signal DO, the write signal WR and a detecting '
signal, i.e., indicated the decoding of the address
data "FFOOH"". The signal DO is the least
significant bit of the data is stored in location
"FFOOH". The decoded signal of the address data
"FFOOH" is output from the address decoder 33 when
an output of an AND gate (not shown) which detects
that all bits AO-A7 of the address data are "O",
that is, the least significant two digits in the
hexadecimal representation are "00" and an output of
an AND gate (not shown) which detects that all bits
A8~ Al5 of the address data are "1", that is, the
most significant two digits in the hexadecimal
representation are "FF" are both output. The reset
input R of the RS flip-flop 57 is coupled to the
reset signal RES from the reset circuit 55 (Figure
4). Then, the non-inverted output Q of the RS
flip-flop 57 is applied to one .input of an AND gate

63 through an inverter 61 and to one input of an OR

gate 65. A decodeéd signal indicating address data
"OOOOH" - OOFFH" is applied to the other input of
the AND gate 63. A decoded signal which cbrresponds
to the few bytes (wherein the second character data
is stored) starting at the address data "OlOOH" is
applied to the other input of the OR gate 65. The
decoded signal of the address data "OOOOH - OOFFH"
is the inversion of the bits A8-Al5 of the address
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regi-ster groups HL and DE are wholly or conpletely coincident with each

-other or

the steps S154 and S155,

not .

If the both character data are coi ncident with each ot her

and DE are increnented thereafter, the sane conparison operation is
repeated until the value of the regist20 group HL beconmes "the end address
+1" in the step S156. '

data being.OR'ed.' The decoded signal of the
addresses from the address data "Ol00H" to the
address corresponding to the number of bytes storing
the second character data is the bits A8 - Al4 of
the address data which are OR'ed. Then, an output
of the OR gate 65 is used as an input to an AND gate
67 together with a decoded signal of the address
"-7FFFH" which is the inversion of the bit AlS5 of
the address data. The outputs of the two AND gates
63 and 67 become the aforementioned chip select
signals CS1 and CS2, respectively.

In operation, when the power switch (not shown)
is turned on, the reset signal is output from the
reset circuit 55 and therefore, the RS flip-flop 57
is reset. Therefore, the non-inverted output Q
becomes "O". At this time, if the address data from
the CPU core 24 is before "OOFFH", the chip select
signal CSl1l is output from the AND gate 63. The chip
select signal CSZ from the AND gate 67 is output as
"1" ‘when theladdress data is "OlOOH" or greater but
not above "7FFFH". Therefotre, in the state where
the chip select signal CS1 is output,-the'memory
space which ié represented by oblique lines rising
rightward in Figure 7(B) may be accessed by the CPU
core 24 and thus it becomes possible to read the
first character data from the internal ROM 30. When
the chip select signal CS2 is output, a memory space
which is represented by oblique lines lowering

rightward in Figure 7(C) may be accessed by the CPU

core 24 and thus it i8 possible to read the second
character data which is stored after the address
"OlO00H" in the external ROM cartridge 16.
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Then, if there is not a match, an inhibiting process in-the step S21 is
-entered. Wien the conparison of the first and second character data in the
step S15 is ternmi nated, as previously hoted, a checking operation is
executed in step S17 based upon the conplenent data of the auxiliary data
stored in external ROM 16a, such as th&lROM size or the like, the code of a
manuf acturer, the nane of the ganme, the nature of the cartridge nmenory (ROM
only, or ROM plus RAM, et cetera. In this regard, all the auxiliary data
may, for exanple, be summred, and the conpl ement of such a

On the other -hand, in the case of memory
changing or selecting, if the write signal WR is
output from the CPU core 24 and "1" is stored in the
data bit DO in the address FFOOH", the output from
the AND gate 59 becomes "1" and thus RS flip-flop 59
is set. Therefore, the non-inverted output Q
becomes "O", AND gate 63 is disabled, if the address
data exceeds "OOFFH" and if so the chip select
signal CS1 becomes "0O" and the chip select signal
CS2 from the AND gate 67 becomes "1". However, if
the address data exceeds "8000H", the chip select
signal CS2 becomes "0". Therefore, at times before
or after the memory chips are changed or selected by
the memory selecting circuit 32, the memory. for the
CPU core 24 is constructed as shown by the oblique
lines in Figure 7; That is, when the chip select
signal CS2 is output, it is possible to execute the
program data stored in the addresses "6100H“ -
7FFFH" of the external ROM cartridges 16.

In addition, the character RAM, VRAM, various
control and status registers and internal RAM, are
always accessible to the CPU core 24 since the chip
select signals CS1 and CS2 are not required to
access these location.

Next, with reférence to Figure 8-11, the
operation of the external memory unit authentication
technique in accordance with an exemplary embodiment
of the present invention will be described.

' As reflected by steps S1, S3, S5, and S7 of
Figurg 9, the system is initialized. More
specifically, in the step S1, a predetermined value
is set in the stack pointer register SP (Figure 5)
of the CPU core 24 and, in the step S3, the memory
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sum conput ed and stored as a conpl enent nunber. Then, if the conparison

- bet ween cal cul ated conpl enent nunber and the stored conpl enent nunber
results in a msmtch, the inhibiting process of the step S21 is entered.
In the case where the first and second character data beconme coinci dent

wi t h.each other and the conpl enment dat@2are al so coincident in the
conpari son processes in the step S15 and S17, the CPU core 24 in step S19
outputs the wite signal WR In response, as previously described with
reference to Figure 6 and Figure 7, the RS flip-flop

area designated by tﬁe.addresses "8000H -9FFFH",
that is, the display RAM 42 is cleared. Then, in
the step S5, the various registers utilized by sound
circuits 541-544, 56, 58, 60, 62, 64 and 66 are
initially set. Additionally, in step S7, BG
(background) pallet data is loaded in a pallet
register (not shown) included in the LCD controller
38 by the CPU core in accordance with program data
stored in the internal ROM 30. The pallet data
defines 2 bits of gradation data to be associated
with the character data to enable 4 different
gradations of shaded color data to be output to the
LCD. '

In the following step S9, when the address data
“"O100H -" is output by the CPU core 24 in accordance
with the program data stored in the internal ROM 30,
the chip select signal CS2 is output by the above
described memory selecting circuit 32. In response
thereto, the second character data is read from the
external ROM éartridge 16 and is transferred to the
character RAM area included in the display RAM 42.
At this time, preferably, in order to create a
display which can be easily seen with fewer
character data, the second character data is
transferred while being processed to enlarge the
character, for example, twice in length and breadth
on the LCD panel 14. Then, in o;der to display a
desired character at a predetermined coordinate

) position, in step S11 the character code of the
desired character is applied to the VRAM area of the
display RAM 42 such that the display position
thereof-corresponds to a predetermined posifion in
the VRAM. Then, in the step S13, the second
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57 of the nenory selecting circuit 32 is set and thus the chip sel ect
signal CS2 is output. Therefore, after step S19, the ganme program data
stored in the addresses "0100H - 8000H' of the external ROM cartridge 16
can be read and execut ed. 25 Thereafter, the internal ROM 30 is not

sel ected and, therefore, it is not posspple to access the sane by way of
CPU core 24.

character read from the externai ROM cartridge 16 is
displayed on the LCD panel 14 for a predetermined
time period while the same is scrolled. For
example, the character "Nintendo" representative of
the reg;stered trademark as shown in Fig. 8(A) can
be enlarged twice in length and breadth and
displayed as shown in Fig. 8(B). Since such an
enlargement process is readily implémented by
controlling the character RAM, a detailed
description thereof will be omitted here. Although
enlargement processing is preferred, if desired the
character data as shown in Figure 8(A) may be
displayed as it is without enlargement processing.
Next, in the step S15, after the character data
has been displayed the first character data
"Nintendo" which is stored in the predetermined area
of the internal ROM 30 and the second character data
"Nintendo” are compared with each other. More
specifically, in the step S151 of Figure 10, the
starting address of the first character data of the
internal ROM 30 is set in the register group HL of
the CPU core 24. In step S152, the starting address
of the second character data of the external ROM
cartridge 16 is set in the register group DE of the
CPU core 24. Then, as shown in the step S153, it is
determined whether the character data which are
designated by the address data loaded in the two
register groups HL and DE are wholly or compleﬁely.
coincident with each other or not. If the both
character data are coiﬁcident with each 6ther, in
the steps S154 and S155, the address data in
respective register groups HL and DE are incremented

after, the same comparison operation is
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In the followng step 20, a ganme processing operation in accordance.wth

the program data of the external ROM 16a is started. More specifically,

CPU core 24,

area of the external ROM 16a, transfers a background character data (dot

t he

in accordance with the programdata stored in the third nenory

data) to the character RAM area includ@4 in the display RAM 42. At the sane

tinme, the BG pallet data and the character code,

whi ch desi gnates the

background character to be displayed and its display position on the LCD

panel 14, are transferred to the VRAM area. Furthernore,

reads the

e o

repeated until the value of the register group HL
becomes "the end address +1" in the step S156.

Then, if there is not a match, an inhibiting process
in the step S21 is entered.

When the comparison of the first and second
character data in the step S15 is terminated, as
previously noted, a checking operation is executed
in step S17 based upon the complement data of the
auxiliary data stored in external ROM 16a, such as
the ROM sige or the like, the code of a
manufacturer, the name of the game, the nature of
the cartridge memory (ROM only, or ROM plus RAM), et
cetera. 1In this regard, all the auxiliary data may,
for example, be summed, and the complement of such a
sum computed and stored as a complement number.
Then, if the comparison between calculated
complement number and the stored complement number
results in a mismatch, the inhibiting process of the
step S21 is entered.

In the case where the first and second
character data become coincident with each other and
the complement data are also coincident in" the
comparison processes in the step S15 and S17, the
CPU core 24 in step S19 outputs the write signal
WR. 1In response, as previously described with
reference to'Figure 6 and Figure 7, the RS flip-flop
57 of the memory selecting circuit 32 is set and
thus the chip select signal CS2 is output.

. Therefore, after step S19, the game program data

stored in the addresses "0100H - 8000H" of the
external ROM cartridge 16 can be read and executed.

i
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character codes of the object character to be displayed on a single screen,
. the_display coordinate data and the attribute data fromthe third nenory
area of the external ROM16a and applies themto the LCD controller 38

t hrough the DVA controller 34 and the line buffer 36. In response thereto,
the LCD controller 38 executes a procgss for displaying the inmage in which
t he background character and object characters are conbined with each ot her
on the LCD panel 14. Mre specifically, the conposite data in which the
character data of the objects of one |line and the background character data

stored in the VRAM
Thereafter, the internal ROM 30 is not selected and,

therefore, it is not possible to access the same by
way of CPU core 24.

In the following step 20, a game processing
operation in accordance with the program data of the
external ROM 16a is started. More specifically, the
CPU core 24, in accordance with the program data
stored in the third memory area of the external ROM
l6a, transfers a background character data (dot
data) to the character RAM area inclqded in the
display RAM 42. At the same time, the BG pallet
data and the character code, which designates the
background character to be displayed and its display
position on the LCD panel 14, are transferred to the
VRAM area. Furthermore, the CPU core 24 reads the
character codes of the object character to be |
displayed on a single screen, the display coordinate
data and the attribute data from the third memory
area of the external ROM 16a and applies them to the
LCD controller 38 through the DMA controller 34 and
the line buffer 36. In response thereto, the LCD
controller 38 executes a process for displaying the
image in which the background character and object
‘characters are combined with each other on the LCD.
panel 14. More specifically, the composite data in
which the character data of the objects of one line
and the background character data stored in the VRAM
area are combined and are temporarily stored in the

' LCD drive signal buffer 44 by the LCD controller
38. Then the LCD controller 38 sequentially applies
the dot data to the drivers corresponding to the dot
positions in a direction of line, i.e., row
selecting data to the LCD segment driver 48 and the
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area are conbined and are tenporarily stored in the LCD drive signal buffer
- 44 by the LCD controller 38. Then the LCD controller 38 sequentially
applies the dot data to the drivers corresponding to the dot positions in a
direction of line, i.e., row selecting data to the LCD segnent driver 48
and -t he 26 data for sequentially sgbectlng the colums of the respective
lines to the LCD common driver 46. The

data for sequentially selecting the columns of the
respective lines to the LCD common driver 46. The
dots where both the row and column are selected are
driven for a short time period. In other words, data
representative of whether or ﬁot the respective dots
of the object characters and the background
character are to be driven to display are applied to
the LCD segment driver 48 and the common driver 46
by the LCD controlier 38, whereby the composite
image can be displayed on the LCD panel 14. By
repeating such operations in a high speed, -
sequential manner, the driven dots are "displayed"
by the density or contrast being different from that
of other dots. Moreover, in accordance with a
selected combination of driven dots, an arbitrary
character can be displayed on the LCD panel 14.

In addition, preferably, if inconsistency is
detected in either one of the two comparison steps
515 and S17, the CPU core'24 executes the inhibiting -
process of the step S21. More specifically, as
shown in Fig. 11, in the stepg 8211 and S212, the
CPU 24 writes "white" and "black" in the BG palette,
and the LCD panel 14 is driven for a predetermined
time period that is controlled by a timer as
indicated by steps S213 and S214. In other words,
in this embodiment, if the first and second
character data are not coincident with each other,
the LCD panel 14 is wholly turned on or off or’

' flashed, whereby the operator or user is notified
that the ekternal ROM cartridge vwhich is loaded at
that time is not an authorized one.

At this time, since the second character data
of the external ROM 16a in the external ROM
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dots where both the row and col urm are sel écted are driven for a short tinme
period. In other words, data representative of whether or not the
respective dots of the object characters and the background character are
to be driven to display are applied to the LCD segnent driver 48 and the
common driver 46 by the LCD control | e2738, whereby the conposite image can
be di spl ayed on the LCD panel 14. By repeating such operations in a high
speed, sequential manner, the driven dots are "displayed" by the density or
contrast being different fromthat of other dots. Mreover, in accordance
wth a cartridge 16 has been displayed in the previous step
S9, the operator or user will know the reason is
that the external ROM cartridge is an unauthorized
cartridge. '

In addition, as seen from Figure 11, the
inhibiting process routine cannot return to the main
routine of Figure 9, the memory bank changing step
done in the step S19 is inhibited thereafter, and
thus, the unauthorized external ROM cartridge can
not be used. | .

In addition, in the above described embodiment,
a trademark such as "Nintendo" is displayed as the
second character data. In the case of an external
ROM cartridge which is copied such that the both
character data are coincident with each other, the
manufacfurer's trademark will have been used in an
unauthorized manner.

In addition, in the above descpibed embodiment,
it was determined whether or not the first and
second character data is wholly coincident with each
other. However, alternatively, a check need only be
made to.determine ﬁhether the first and second
character data have a predetermined relationship.

5 Furthermore, in the inhibiting process routine
as shown in Figure 11, as described the flashing of
the LCD panel is repeated. However, if desired, a
sentence warning that the external ROM cartridge
being attached at that time cannot be used.in this
' game machine may be displayed. '

While the invention has been described in
connection with what is presently considered to be
the most practical and preferred embodiment, it is

to understood that the invention is not to be
i?_fu ~
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sel ected conbination of driven dots, an arbitrary character can be

di spl ayed on the LCD panel 14. In addition, preferably, if inconsistency is
detected in either one of the two conparison steps S15 and S17, the CPU
core 24 executes the inhibiting..process of the step S21. Mre
speci-fically, as shown in Fig. 11, in thg steps S211 and S212, the CPU 24
wites "white" and "black"” in the BG palette, and the LCD panel 14 is
driven for a predetermined tinme period that.is controlled by a tiner as

i ndi cated by steps S213 and S214. In other words, in this enbodinment, if

the first and second
limited to the disclosed embodiment, but on the

contrary, is intended to cover various modifications
and equivalent arrangements included within the
spirit and scope of the appended claims.




character data are not coincident with each other, the LCD panel 14 is
.whol ly turned on or off or flashed, thereby the operator or user is
notified that the external ROM cartridge which is |oaded at that tinme is
not an authorized one. At this tine, since the second character data of the

external ROM 16a in the external ROM 297 cartridge 16 has-been—displayed

e previows step OV O A

WHAT IS CLAIMED IS:

1. An authentication system for préventing an
unauthorized external memory unit from being used in
an information processing system which utilizes a
pluggable external memory unit, said information
processing system being capable of displaying a
predetermined image by a display means in accordance
with a program stored in said external memory unit *
when the external memory unit is atfached'thereto, '
said authentication system comprising:

' an information processing means in said
information processing system capable of accessing a
predetermined maximum address space, an internal
memory having a first memory area corresponding to a
first memory space, relatively smaller than said
maximum address space, and storing first character
data and an authenticity determining program for
determining the authenticity of said external memory
unit based upon said first character data, and memory
selecting means for selecting any one of said
internal memory and said external memory;

said external memory unit having an external
memory including a sécond-memory area having a memory
space corresponding to said first memory space and a
third memory area having a relatively larger second
memory space; '

said external memory including means for storing

' second character data having a predetermined

relationship with respect to said first character
data stored in said internal memory, said second
character data being stored in a portion of said
third memory area of said external memory, said

This Sheet Has Been Replace
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89,.' the operator or user will know the reason is that the external ROM
.cartridge is an unauthorized cartridge. In addition, as seen from Fi gure
11, the inhibiting process routine cannot return to the main routine of

Figure 9, the menory bank changi ng step done in Wi’m‘ited
thereafter, and thus, the unauthorized gyternal cart % t' be

used. In addition, in the above described enbodi men \“\“\“\‘ m\\ ch as
* A

\ wase of . an.

program for displaying an image in accordance with a
predetermined purpose of use being stored in at least

"Ni ntendo" is displayed as the second character dat.
ext er nal

the remaining memory area of said third memory area
of said external memory;

said memory selecting means including means for
selecting said first memory space such that said
information processing means can access the said.
internal memory when the said external memory unit is
loaded to said information processing apparatus;
_' said information processing means including
means for determining whether said first character
data and said second character data have said
predetermined relationship based upon said
authenticity determining program data stored in said
internal memory; and

said memory selecting means including means
responsive to said means for determining for
selecting said second memory space such that said
informmation processing means can access said external .
memory-whén said first character data and said second
character data having said prédetermined relationship.

2. A system in accordance with claim 1,
wherein said information processing means includes a
display controlling means for displaying said second
character data stored in said external memory prior
to said determination as to whether said first
character data and said second character data have

' said predetermined relationship.

3. A system in accordance with claim 2, said

display controlling means including enlargement
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RONIcartridge whi ch is copied such that the both character data are
-coi ncident with each other, the manufacturer's trademark will have been.
used in an unauthorized manner. In addition, in the above described—

enmbodi nent ,

need only be made to determ ne whether the first and
have a predeterm ned relationship. Furthernore, in th

_ it was determ ned whether or not the first—and seco
data is wholly coincident with each othga. However, a& N@Q

routine as shown in Figure 11, as described the flashing of

heet Has Been Replaced REPLACEMENT SHEET
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processing means.for displaying said second character
data in an enlarged fashion.

4. A system in accordance with claim 3,
wherein said display controlling means includes
scrolling means for scrolling said second character

data on said displaying means.

5. A system in accordance with claim 2,
wherein said display controlling means includes '
scrolling means for scrolling said second character
data on said displaying means.

6. A system in accordance with claim 1,
wherein said first charaéter data and said secbnd
character data are identicél, and whgrein'if said
information processing means determines that said
first character data and said second character data
are not coincident, said information processing means
inhibits said memory selecting means from selecting
said second memory space such that said information
processing means cannot access sald external memory.

7. A system according to claim 1, wherein said
information processing system is a hand-held video

game system.

8. A system for ﬁreventing an unauthorized

' external memory unit from being used in an

information processing system including an external
memory unit being atﬁachable or detachable to or from
said information processing system, said information
processing system being capable of displaying a

acter
heck

er data
*lnﬁlbftlng process



the LCD panel is repeated. However, if desired, a sentence warning that the
external ROM cartridge being attached at that tinme cannot be used in this
ganme nachi ne may be di spl ayed. Wiile the invention has been described in
connection with what is presently considered to be the most—practical and

B(raeferrzgd.enbodi ment, it is to under ggzood t hat the”!mlcﬂﬂlulnﬂnlllllsll!r'm to

predetermined image in accordance with a program
stored in the external memory unit when the external
memory is attached thereto, comprising:

said information processing system includes
internal memory means for storing first character
data;

said external memory unit including .external
memory means for second character data; -

first means for reading said first character
data from said internal memory means;

second means for reéding said second character
data from said external memory unit when said
external memory unit is loaded to said information
processing apparatus;

display means for displaying an image;

means for controlling said display means to
display character(s) data in accordance with the
second character data which is read from said
external memory unit by said second means for reading;

determining means for determining whether said
first character data read by said first means for
reading and said second character data read by said
second means for reading have a predetermined
relationship or nbt;

allowing means for allowing said information
processing apparatus to access to said external ‘
memory unit when it is determined that said first
character data and said second character data have
said predetermined relationship; and

inhibiting means for inhibiting said information
processing apparatus from accessing said external
memory unit when it is determined that asaid £itﬂ£
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limted to the disclosed enbodi nent, but on the cont ary, is intended to
.cover various nodifications and eqU|vaIent arrangenents ded mﬁthin the

spirit and scope of the appended cl ai ns. What is — A
authentication systemfor preventing an unauthorized y unlt
from being used in an information processd ng system whic Wl
renovabl e external nmenory unit, said information processing syete

capabl e of displaying a predetern1ned i mage. by a display nmeans in
accordance
character data and said second character data do not

have said predetermined relationship.

9. A systeﬁ according to claim 7, wherein said °
display means is operable to display character(s) in
accordance with the second character data which is
read from said external memory unit by said second .
means for reading prior to when it is determined
whether said predetermined relationship exists.

10. A system for preventing an unauthorized
external memory unit from being used in a hand-held
game machine which utilizes a pluggable external
memory unit including external memory means for
storing game programs said system comprising:

main game processing means for executing said
game program;

internal memory means coupled to said main game
proce551ng means for storing first character data;

a pluggable. external memory unit including
external memory means for storing said game program,
second character data and auxiliary data;

said main game processing means including:

first means_forfcomparing said first character
data with said second character data and for
generating a first signal if a predetermined
relationship exists between said first character data
and said second character data; '

: means responsive to said first signal for
performing a predetermined calculation'using said
auxiliary data; '

second means for comparing the results of said
predetermined calculation with a prestored value; and
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with a program stored in said external nenory unit when the external nenory
unit is attached thereto, said authentication systemconprising: a central
processing unit in said information processing systenrcapable of accessi ng

a predeterm ned nmaxi nrum address space, an internal ﬂﬁlﬂﬁ‘ﬂtuﬂn
central processing unit having a first 3fenory area co?ﬁ“ﬂ!ﬁm i r St
menory space, relatively smaller than said HHX|nuntaddress°spéce for
storing first character data and an authenticity determ ning programfor

determ ning the authenticity of said external menmory unit based upon sai d
first character data an selecting circuit co§g ed to.s
e

internal menory, sal§e 88n?P£ € %&égglﬁamﬁnPfogﬁﬁE &8y Sxfﬁuﬁg to sai d
external nenoryfusatid €irstl edignad dsygeneraftesaiatid difesadld

predetermined value has a_predetermined relationship
with said prestored value.

11. A system according to claim 10, further
including display means for displaying said second
character data.

12. A system according to claim 11, further
including means for vertically scrolling said second
character data across said display means.

13. A system according to claim 11, further
including means for processing said second character
data to permit an enlarged display of said second
character data.

14. - A system according to ciaim 10, further
including means for transferring said second
character data from said external memory means to a
character memory means, means for processing said -
second character data, means for writing said.
processed second character data to a video memory
means; and means for displaying said processed second
character data. '

15. A system according to claim 10, wherein
\ said means for enabling includes memory bank
switching means responsive to said second means for
comparing to operatively couple said main game
processing means to said external memory unit.

" .%
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menory and said external menory unit; said external nmenory unit being
coupled in use to said central processing unit_and,sara-ﬁﬁﬁﬁTV‘se#ecting

circuit and having an external menory including Ij’MHMc"m rea having
a menory space corresponding to said first nenoriy/fSs "H%ﬂﬂnd menory
area _having a relatively |larger second mpgrory space; s&i d"ext ermal nenory

I ncl udi ng means for storing second character data having a predeterm ned
relationship with respect to said first character data stored in said
internal menory, said second character data being stored in a portion of
said third nmenory area of said external nmenory, said programstored in said

external memory unit Iér chnsysteém naccordng ptaycbaimr toet EheF e i nages
and bei ng Storedsaid'predetermined calculation involves taking the

complemeht of the. sum of at least a portion of said

auxiliary data.

17. A system according to claim 10, wherein
said auxiliary data includes data indicative of the
manufacturer and the name of the game.

i8. A system according to claim 10, wherein
said auxiliary data includes data indicative of the
cartridge type and the memory characteristics.

19. A system according .to claim 10, wvherein
said first means for comparing including; means for
setting the starting addresses of the first character
data and the second character data in registers
associated with said main game processing means -and

means for incrementing said addresses.
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in at |l east the remaining nmenory area of said third nmenory area of said
external nenory; said menory selecting circuit including a first neans,
responsive to predeterm ned menory access rel ated sighals received from
said central processing unit, for selecting said first menory space such
that said central processing unit can access said internal nenory and a
second neans for selecting said second nenory space such that said centra
processing unit can access said external nenory when the said external
menory -unit is |oaded into said information
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processi ng system said central processing unit including neans for

. executing said authenticity determ ning program for determ ni ng whet her
said first character data which is read fromsaid internal nmenory and said

second character data which is read fromsaid third nenory area of said

external nmenory have a predeterm ned rel ationship based upon said

authenticity determ ning programstored in said internal nenory and for

generating an authenticating indicating signal if said predeterm ned

rel ationship exists; wherein said central processing unit includes a

di splay. controlling neans for controlling the di spl ay of e,

character data stored in said external nenory prior to d éﬁhﬁﬂmﬂ@ﬂﬁhéﬁﬁ@ﬁJ
said first -
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character data and said second character data have said determ ned

“rel ationship, and wherein said nenory selecting circuit is responsive to
said authenticity indicating signal for selecting said second nenory space,
whereby said central processing unit can access said programstored in said
external nenory when said first chgpgcter data and said second character
data have said predeterm ned rel ationship. 2. A systemin accordance
with claiml, said display controlling neans including enl argenent
processi ng neans for displaying said second character data in an enl arged
fashi on. :

FIG. 5

Vee
' 55
CPU CORE RESET s
PC < 1
y SP
A F | Rt 1
) T | !
H L —"WR
| ] 33 24 !
N ADDRESS |
DECODER | WR
N | XXER T B
MEMORY cst
| SELECTING | |cs2
CIRCUIT
22-.4+ | RES ‘.
| DATA BUS
ADDRESS |
s T . . ?0
— Y INTERNAL ;
— CS |-
ID ROM le-RD
28 '
A 1) :
| A INTERNAL ewR
l:) RAM a0
. : 4
. . . |
[6a .
!
) | CS |e
EXTERNAL
ROM :
- e RD

| REPLACEMENT SHEET

- 31 .JAN 197

et g £ = g
bt o as e




31 3. A system in accordance with claim 1, wherein said display
controlling nmeans includes scrolling neans for scrolling said second
character data on said display neans. 4. A systemin accordance with

€ aim1l, wherein said first character data and said second character data
are-identical, and wherein if said central processing unit determ nes that
said first character data and said second character data do not have said
predeterm ned rel ationship, said central processing unit inhibits said
menory selecting circuit fromselecting said second nmenory space such that
said central processing unit cannof’ecess said external menory. 5. A
systemin accordance with claim 1, wherein said information

32
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processi ng systemis a hand-held video gane system 6. A system for
-preventing an unauthorized external nmenory unit from being used in an

i nformati on processing systemincluding an external nmenory unit being
attachabl e or detachable to or fromsaid informati on processing system
said information processing system being capabl e of displaying a
predeterm ned i mage in accordance with a program stored in the external
menory unit when the external nenory is ayf{ached thereto, conprising: said
i nformati on processing systemincluding central processing neans for
executing programinstructions and internal menory means for storing first
character data; said external nenory unit including external nenory neans
for storing second character gfat a;
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menory bank sel ecting nmeans for enabling access by said central processing
- means to one of said external nenory unit and said internal nenory
nmeanssai d nmenory bank sel ecting means including first means for enabling
access to said first character data stored in saidinternal nenory neans,
and-second neans for enabling access to said second character data stored"
I n 32 said external nenory unit; determning neans for determning

whet her said first characte®®ata and
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sai d second character data have a predeterm ned rel ationship; display means
for displaying an image; neans for controlling said display neans to

di spl-ay character data in accordance with the second character data stored
in said external menory unit prior to said determ ning neans determ ning
whet her said predeterm ned relationship exists; said nmenory bank sel ecting
means including third nmeans for allow ng said central processing neans
access to said external menory unit, nit is determned that said first
character data and said second character data have sai d predeterm ned

rel ationship; and inhibiting means for inhibiting said central processtng
nmeans from accessi ng sFile;eﬁ)ernal menory unit when it is determ ned the

said first
< START }
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character data and said second character data do not have said
predeterm ned rel ati onship. 7. A system for preventing an unauthori zed
external menory unit from being used in a game nachine which utilizes a
renovabl e external menory unit including external nenory neans for storing
a game program said system conprising: nmain gane processing neans for
executing said gane progranm internal nenory neans coupled to said main
gane processing nmeans for storing firstggharacter data and an .
aut henti cating program said rennvag#ﬁ'egﬁérnal menmory unit including
external nmenory means for storing s Gb program second character data,

auxiliary data and a predeterm ned val ue which has a predeterm ned
mat hemat i cal
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relation to said auxiliary data; a display nmeans for displaying an inmage;

sai d -mai n gane processing neans incl udi ng:
enabl i ng one of said external

nmenory neans

a nenory select circuit for
and said internal nmenory

means, first nmeans for conparing said first character data with said second

character data and for generating a first signal

I f a predeterm ned

rel ati onship exists between said first character data and said second

char act er dat a;

9rs12
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means for controlling said display neans to di splay said second character
‘data prior to said first nmeans for conparing determ ning whet her said
predeterm ned rel ati onship exists; means responsive to said first signal
for performng a predeterm ned cal culation using said auxiliary data; and
secbnd nmeans for conparing the results of said predeterm ned cal cul ation
with said predeterm ned val ue; wherein said nenory select circuit includes
means for enabling said gane programto be executed when said first signa
is generated and if the results of said predeterm ned calculation has a
predeterm ned relationship with said predeterm ned val ue.

1o /12
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8. A system .accor di ng to claim?7, further including neans for
verfically scrolling said second char acter data across said display neans.

9. A system according to claim 7, further including nmeans for
processi ng said second character data to permt an enlarged display of said
second character data. 10. A system according to claim 7, further

I ncl udi ng means for transferring said second character data fromsaid
external nenory nmeans to a character nmenory nmeans, neans for processing
sai d second character data, nmeans for witing said processed second

character data to a video nmenory neans; and neans for displaying said
processed second character data-

_ nwsi2
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11. A system according to claim7, wherein said neans for enabling

t ncl udes nenory bank sw tching neans responsive to said second neans for-

conparing to operatively couple said main game processing neans to said

external menory unit. 12. A system according to claim 7, wherein said

predet er mi ned cal cul ati on i nvolves taking the conpl enent of the sum of at

| east a portion of said auxiliary data. 13. A system according to claim

7, wherein said auxiliary data includes data indicative of the manufacturer

and the nane of the ganme. 14. A system according to claim7, wherein said
auxiliary data includes data |nd|cat|ve of the cartridge type and the

memdry characteristics.

12712
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15. A system according to claim7, wherein said first means for conpari ng
“includes; means for setting the startlng ‘addresses of the first character
data and the second character data in registers associated with said nain
gane processing neans and neans for increnenting said addresses. 16. A
met hod for preventing an unauthorized external memory unit from being used
I n a hand-hel d gane machi ne having a gﬁgﬁnproce35|ng neans for executing a
ganme program and a renovabl e external ry unit having an external nmenory
means for storing said ganme program said nethod conprising the steps of:

storing first character G¥STEM FOR EREVENTZNG "PHE®gsER@NS coupled to said
mai n gane processing nmeandy umxnwnq;rzsoonurnnnxnmmnuondata pr edet er m ned

auxiliary data, and a
ABSTRACT

A hand-held electronic game machine (10) includes a
computer (22) accommodated in a case (12) and a liquid crystal
display (LCD) panel (14) provided at an upper portion of a front
surface of the case. When an external memory (16) is inserted
to a receiving port (68) formed on a rear surface of the case at
a portion opposite to the LCD panel, a first character data being
set in advance in the computer (22) is compared with a second
character data stored in a predetermined area of the external
memory (16). Prior to such comparison, the computer displays the
characters represented by the second character data on the LCD
panel. If the first and second character data are coincident
with each other, the computer (22) can access to the external
memory (16). During the progression of the game in accordance
with a game program of the external memory, the game character
.can be moved by operating a direction designating key (18)
provided at the left side in a portion below the LCD panel (14)
of the front surface of the case, and the action manner of the
game character can be determined by operating an action key (70)
provided at the right side in the portion below the LCD panel.
A start key (72) and select key (74) are arranged between the
direction designating key (18) and the action key (70).
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predet er m ned - vatue—whi-ch-has..a._predeterm ned mathematical relati orfs‘% LBid

auxitiiary dat vabl e external menory-.unit; .acCessi. ngial d
first charact '@’ﬂ&’&@@ econd character data- T respOnse'- HEsnablse

si gnal s generate eI ecting circuit; conparing saiifirstpaged ...
character data with said second char act e”%dat a and generating. aifs. rvst“ vod 2.,
signal if a predeterm ned relationship exists betweenusai'd f k. charra@;,@r .

data and said second character data; displayi ng sdi d- secondvc,;z_@,_;r acther,wga,ga.
prior to sai dWhamisrdlaighedtiep

o5 RECEET.

...................

1. An authentication system for preventing an unauthorized external
memory unit from being used in an information processing system which utilizes
a removable external memory unit, said information processing system being
capable of displaying a predetermined image by a display means in accordance
with a program stored in said external memory unit when the external memory unit
is attached thereto, said authentication system comprising :
a central processing unit in said information processing system capable of
— accessing a predetermined maximum address space, an internal
memory coupled to said central processing unit having a first
memory area corresponding to a first memory space, relatively
smaller than said maximum address space, for storing first character
data and an authenticity determining program for determining the
authenticity of said external memory unit based upon said first
character data and a memory selecting circuit coupled to said
internal memory, said central processing unit, and coupled in use
to said external memory unit for selecting any one of said internal
memory and said external memory unit;
said external memory unit being coupled in use to said central processing
unit and said memory selecting circuit and having an external
memory including a second memory area having a memory space
corresponding to said first memory space and a third memory area
having a relatively larger second memory space;
said external memory including means for storing second character data
having a predetermined relationship with respect to said first
character data stored in said internal memory, said second character
data being stored in a portion of said third memory area of said
external memory, said program stored in said external memory unit
REPLACEMENY SHEEY | controlling the display of predetermined images and being stored
——0 % FEB 999 |in at least Fhe remaining memory area of said third memory area of




determ"ni ng whether said predeterm ned relationship exists; performng in
response to said first signal a predeterm ned calcul ation using said
auxiliary data; conparing the results of said premw_ii on
with said predeterm ned value; providing,a predet ?H ticity

I ndicating signal to said nenory sel ect 8rcuit t m"ﬁmj'&q w !sai d gane
programto be executed by said gane processing mean's if sal si gnal
is generated and if the results of said predetmned calcul ation has a

pr edet er m ned re! at i onsgaig ewteirial dpeémbryt edet er m ned val ue. 17. A net hod
according to claim 16, further_ including

| the step of vertically scrollin
sai d second char acsdid memery Selssting; girqull; ipshuding aﬁ@.t means, resp\t/)nswe w0
predetermined memory access related signals received from said

central processing unit, for selecting said first memory space such
that said central processing unit can access said internal memory
and a second means for selecting said second memory space such
that said central processing unit can access said external memory
when the said external memory unit is loaded into said information
processing system;

— said central processing unit including means for executing said authenticity
determining program for determining whether said first character
data which is read from said internal memory and said second
character data which is read from said third memory area of said
external memory have a predetermined relationship based upon said
authenticity determining program stored in said internal memory
and for generating an authenticating indicating signal if said
predetermined relationship exists;

wherein said central processing unit includes a display controlling means
for controlling the display of said second character data stored in
said external memory prior to determining whether said first
~ character data and said second character data have said determined
relationship, and wherein said memory selecting circuit is
responsive to said authenticity indicating signal for selecting said
second memory space, whereby said central processing unit can
access said program stored in said external memory when said first
character data and said second character data have said
predetermined relationship.

2. A system in accordance with claim 1, said display controlling means
including enlargement processing means for displaying said second character data
in an enlarged fashion.




18. A method according to claim16, further incl udi- ng tﬁ\st—ep—

processing sai d second character data to permt an en of said
second character data. 19. A nmet hod according to cI uL
including the steps of transferring said second charactere dat au d

external nmenory nmeans to a character menoB{ nmeans, processing said second
character data, witing said processed second character data to a video
menory neans; and displaying said processed second character data. A nethod

according to claim 36, WpergkRms3h dacebiAn® wARARIAIRD 1, wherein said display
controlling means includes scrolling means for scrolling said second character data

on said display means.

4. A system in accordance with Claim 1, wherein said first character
data and said second character data are identical, and wherein if said centrai
processing unit determines that said first character data and said second character
data do not have said predetermined relationship, said central processing unit
inhibits said memory selecting circuit from selecting said second memory space

e such that said central processing unit cannot access said external memory.

5. A system in accordance with claim 1, wherein said information

processing system is a hand-held video game system.

6. A system for preventing an unauthorized external memory unit from
being used in an information processing system including an external memory unit
being attachable or detachable to or from said information processing system, said
information processing system being capable of displaying a predetermined image
in accordance with a program stored in the external memory unit when the external
memory is attached thereto, comprising :
said information processing system including central processing means for

executing program instructions and internal memory means for

storing first character data;
said external memory unit including external memory means for storing
second character data;

( REPLACEMENT SHEET |memory bank selecting means for enabling access by said central processing
i 03 FEB 1999 means to one of said external memory unit and said internal

: R memory means,said memory bank selecting means including first
L I means for enabling access to said first character data stored in said

internal memory means, and

second means for enabling access to said second character data stored in



* 36 includes the step of switching fromone nenory bank to anot her
responsive to said results conparison to operatively couple said nmain gane
prdcessi ng neans to said external nmenory unit. 21. A nmet hod according to
claim 16, wherein said predeterm ned calgglation i ncl udes _t-aki-ng—the

conpl ement of the sumof at |east a port$dn of saird auxili heml 22. A
met hod according to claim 16, wherein said auxili ayg t‘j‘\%\\\@“\data
i ndi cati ve of the manufacturer and the name of the“‘“m\mL » SA met hod
according to claim 16, sdideriernabaiethoryxniti ary data i*ncfudes data indicative
of the cartridge Ty mining' means for dbtesmiing whether Said first character data and
said second character data have a predetermined relationship;
display means for displaying an image;
means for controll_ihg said display means to display character data in
accordance with the second character data stored in said external
rmemory unit prior to said deterinining means determining whether
said predetermined relationship exists;
said memory bank selecting means including third means for allowing said
—/ central processing means access to said external memory unit when
it is determined that said first character data and said second
character data have said predetermined relationship; and
inhibiting means for inhibiting said central processing means from accessing
said external memory unit when it is determined the said first
character data and said second character data do not have said

predetermined relationship.

7. A system for preventing an unauthorized external memory unit from
being used in a ganie machine which utilizes a removable external memory unit
including external memory means for storing a game program, said system
comprising :
main game processing means for éxecuting said game program;
internal memory means coupled to said main game processing means for

storing first character data and an authenticating program;
said removable external memory unit including external memory means for
| REPLACEMENT SHEET storing said game program, second character data, auxiliary data
and a predetermined value which has a predetermined mathematical
relation to said auxiliary data;
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a display means for displaying an image;

said main game processing means including :

a memory select circuit for enabling one of said external memory means



24. A system according to claim 16 wherein said step of conparing said
first character data with said second character data includes setting the
starting addresses of the first character data and the s haract er

data in registors assooiated wih said min gare Hlmﬁ LT

and said internal memory means,
first means for comparing said first character data with said second
character data and for generating a first signal if a predetermined
relationship exists between said first character data and said second
character data;
means for controlling said display means to display said second character
data prior to said first means for comparing determining whether
said predetermined relationship exists;
means responsive to said first signal for performing a predetermined
~ calculation using said auxiliary data;
and
second means for comparing the results of said predetermined calculation
with said predetermined value;
wherein said memory select circuit includes means for enabling said game
program to be executed when said first signal is generated and if the results of said
predetermined calculation has a predetermined relationship with said predetermined

value.

8. A system according to claim 7, further including means for

vertically scrolling said second character data across said display means.

9. A system according to claim 7, further including means for
processing said second character data to permit an enlarged display of said second
character data.

10. A system according to claim 7, further including means for
transferring said second character data from said external memory means to a
character memory means, means for processing said second character data, means
for writing said processed second character data to a video memory means; and

means for displaying said processed second character data.
-1
REPLACEMERT SHEEY

» | 03 FEB 1999




\'\_

T

11. A system according to claim 7, wherein said means for enabling
includes memory bank switching means responsive to said second means for
comparing to operatively couple said main game processing means to said external

memory unit.

12. A system according to claim 7, wherein said predetermined
calculation involves taking the complement of the sum of at least a portion of said
auxiliary data.

13. A system according to claim 7, wherein said auxiliary data includes
data indicative of the manufacturer and the name of the game.

14. A system according to claim 7, wherein said auxiliary data includes
data indicative of the cartridge type and the memory characteristics.

15. A system according to claim 7, wherein said first means for
comparing includes; means for setting the starting addresses of the first character
data and the second character data in registers associated with said main game

processing means and means for incrementing said addresses.

16. A method for preventing an unauthorized external memory unit from
being used in a hand-held game machine having a game processing means for
executing a game program and a removable external memory unit having an
external memory means for storing said game program, said method comprising
the steps of : '

storing first character data in an internal memory means coupled to said

main game processing means;

storing second character data, predetermined auxiliary data, and a

predetermined value which has a predetermined mathematical

REPLACEMENT SHEET relation to said auxiliary data in said removable external memory
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accessing said first chafactet data' and said second character data in
response to enable signals gerierated by a memory selecting circuit;

comparing said first character data with said second character data and
generating a first signal if a predetermined relationship exists
between said first character data and said second character data;

displaying said second charactér data prior to said comparing step
determining whether said predetermined relationship exists;

performing ini response to said first signal a predetermined calculation using
said auxiliary data;

~— comparing the results of said predétermined calculation with said
predetérmined value; |

providing a predeteimined authéfiticity indicating signal to said memory
select circuit to thereby enable said game program to be executed
by said game processing means if said first signal is generated and
if the results of said predeterrinied calculation has a predetermined
relationship with said predétériiiitied value. |

17. A method according to claim 16, further including the step of
vertically scrolling said second character data across said display means.

~ 18. A miethod according to claim 16, further including the step of
processing said second charactér data to perfiit an enlarged display of said second
character data.

19. A méthod according to claim 16, further including the steps of
transferring said second character data from said external memory means to a
character memory means, processing said seconid character data, writing said
processed second character data to a video memoify means; and displaying said
processed second character data.
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includes the step of switching from one memory bank to another responsive to said
results comparison to operatively couple said main game processing means to said

external memory unit.

21. A method actording to claim 16, wherein said predetermined
calculation includes taking the complement of the sum of at least a portion of said
auxiliary data.

22. A method according to claim 16, wherein said auxiliary data )
includes data indicative of the nianufacturer and the name of the game.

23. A method actording to claim 16, wherein said auxiliary data
includes data indicative of the cartridge type and the memory characteristics.

24. A system according to claim 16 wherein said step of comparing said
first character data with said sécond character data includes setting the starting
addresses of the first chatacter data and the second character data in registers

associated with said main gairie processing means and incrementing said addresses.
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SYSTEM FOR PREVENTING THE USE OF
AN UNAUTHORIZED EXTERNAL MEMORY

ABSTRACT

A hand-held electronic game machine (10) includes a
computer (22) accommodated in a case (12) and a liquid crystal
display (LCD) panel (14) provided at an upper portion of a front
surface of the case. When an external memory (16) is inserted
to a receiving port (68) formed on a rear surface of the case at
a portion opposite to the LCD panel, a first character data being
set in advance in the computer (22) is compared with a second
character data stored in a predetermined area of the external
memory (16). Prior to such comparison, the computer displays the
characters represented by the second character data on the LCD
panel. If the first and second character data are coincident
with each other, the computer (22) can access to the external
memory (16). During the progression of the game in accordance
with a game program of the external memory, the game character
can be moved by operating a direction designating key (18)
provided at the left side in a portion below the LCD panel (14)
of the front surface of the case, and the action manner of the
game character can be determined by operating an action key (70)
provided at the right side in the portion below the LCD panel.
A start key (72) and select key (74) are arranged betﬁeen the
direction designating key (18) and the action key (70).

No appropriate figure
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