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(57) Abstract: In some embodiments, a system, includes a processor; and a non-transitory computer readable medium coupled to the
processor, the non-transitory computer readable medium including code that: receives a service account login history matrix associated
with users of a service account, the service account login history matrix being transformed to a service account login history proba-
bility matrix; generates a source-machine service-account matrix from the service account login history probability matrix; generates
a service-account destination matrix from the service account login history probability matrix; and utilizes the source-machine ser-
vice-account matrix and the service-account destination matrix to generate a service-account-login-probability, the service-account-lo-
gin-probability being utilized to indicate whether a service account login is unauthorized.
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