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PCT/ GB95/ 02886 _ MULTI - PROCESSOR ENVI RONVENTS
The present invention relates to a multi-processor environnment and nore

particul arl y woegigasrgenents for transferring data between pr eCTREEdS/02886
running in 5 such environnments. In conplex systens, such as a tel ephone

net wor k for exanple, "intelligence" is pflesent at many different
poi nts. A nunber of control processors provide the main functionality
of the network, however, substanti al processing capability also exists

away fromthe central offices. MULTI-PROCESSOR ENVIRONMEBENTS ntel | i gent
peripherals, ‘that is peripherals including data 10 processing
deci si on-nmaking capability will be present at the |ocations closer to the

custoner. Thé @rdseht ffvehfior Peldfed ioU£ dhudi-pPitebstr Brivir8fmént and more
peri pheral may not, re(r:}w re the establishnment of a p)vlhym cal connection
t hrough a parti PAtigHIaRY tRopkangemesnts foftransferring.databetivepn A{pcesses suaning dn

may represents asidhlenPRomAumed! IH EdRPIBR! syaREhal isiéh Jdd anedidphoks - ndtWdrk Sfor
where a network conprises a nunber of host conputers, a process on one

of the hosts nm§xaterig. {isteligenceis eresent: atymany iifferpatopeints. oA numbesrof: ¢antrol
Accordi ngly int gl : i i ek, (oToT~I als) :
~different hostssmg%%g%?%ﬁ?ab g.'ﬁi% ﬂﬂ&l%'w\?\ﬁitpg perng(rs'lelilt ieﬂ'kg e?r\‘/(‘/leaén
processes are rprocassing copapility pisoexists away Jiam theesrgtal pffigest nent and are

| nflexible. Host COMPY Gakichiaf, {MBHGOMA BefiPidials, thht™ 1! defipRESRS il Uit

shared public networks as the erne
provi des a slithpbrmcedssing decisibarmdking capabiity will Hapreseot btthe locatiomsfieser ¢ the
bet ween host prg&sqgﬁ‘gp The transfers use a sinple user datagram 25
protocol (UDP) provided by the Internet. Such a protocol is described, for
exanpl e, by Postel, JFaciititRRaNes prévidadi by @Gnoimpelligent eetipharal fiaymett reqaiverities

768. Wil 1 tt] bet. ; he .UDP d '
e LS e oot 53 ARBL A HehAR TR S5 g e Thi e
Previ ous dat agr susH imélligent petiphérals Afayi reprdsehng nddet ok rseverabdiffisréhtnoperatiny

result in break up of t ata contained within,the datagramsince it does

ot D edB st MDA dubeBs SRVORK,cqmRised % DAL PLRPE FrTRCTeG. 3

notify any procbss @nObnglof itHerRbstd imdyndeed! 16 Listeranat difdcRt With & Process on

possi bl e. another.
Accordingly inter-process communications between processes running on:
different hosts must be reliable.

20 While permanent links between processes are reliable they represent
substantial investment and are inflexible. Host computers are therefore more
usually accessed through shared public networks such as the Internet.

The Internet provides a simple datagram facility to allow data to be
transferred between host processes. The transfers use a simple user datagram

25 protocol (UDP) provided by the Internet. Such a protocol is described, for
example, by Postel, J in ARPANET Working Group Request for Comments number
768. While permitting a data transfer between processes the UDP datagram is not
as reliable a method of transferring data on fixed or PSTN links.

Pfevious datagram transfer facilities including that known as TCP many

30 result in break up of the data contained within the datagram since it does not '
preserve message boundaries and méy take a considerable time to notify any

failure of delivery, if indeed such notification is possible.
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The present invention therefore seeks to provide a nmethod of reliably '
transferri across Internet type networks. #ﬁ%&kng to
t he preserﬂml’ﬁ%ﬁion there is provided a nethod of trpgé erring data
packets between processes running in a nmulZi-processor 5 environnent of
the kind conprising a plurality of host conputers each accessible at a
plurality of network node addresses, the nethod conprising: establishing
for each procane presét AVEAESS Qderafdiessden@ttbombﬁﬁt al H8thod! ¥f 7élfabRy
desti nation host ort, establishing for each destination host identity

an address | itansfasting dataagross '""emﬁfltMP%lPP't"‘!P’lS? correspondi ng network node
addresses, for eacmcbbﬁﬂﬁ“t%s'tﬁ’@ séhtdffv@ntiéh p@ﬁl‘eetlssﬁllogﬁehng H&g&&h&

respective address list for the sti.nation host a network

addr ess bei ndrangtersingt datad rpagisets,ybat\mm wmssﬁ% funeing: dnt Be mldt!-tprmssm'ss
used %nWr@rﬂﬁéﬂt%ﬁr' e l%?ﬁ‘é WoRBrikig a“ F‘a’iit Wﬁgwcéﬂpﬁtgfs ﬁ rPaRSLE
header definin e selected netmor ress an e destina |on

port, monitomt r@gplmﬂ-tw af network nodefaﬂ#rqﬁaesqetheaumgmommn eatablishing for
retransimt {1 Qgofifodigh 3oRAF Kiirebly & UedtnarnlAEbt! ENRY 4t b oslfidtion RbstO" K
e a I St. ac

node address ress sage er sen
bet ween pr oc@gaessmpjisfiim faxieach destination host ddendity@p aridress Ilsthcqrhpnsmg a

oo o Blurbify o BABBrIAChAWRAE SR adtiGlbeb ' sgon tiafigfs§RR atid deta

processor may re- ages | n correct ;
tthe absent® phcketaselecting fmmr&hesraym:twa add-q listhfoe tiod: dmmeg&hosﬁﬁ) network

For | onger dat ket i he, head ncl unber |n
Fespect Jof + Redn RGeS0 Baind ne eE aadBde By el i v usf s PATER acines en

one proc emtrmmséwm a&bt\bea't theonguese adding ito tthe Alata Dﬁc% tahhssnﬁr %ﬂﬁiﬁg e
processes on cond host co ut er sequence nunber . resents
nessages traﬂlq %?‘?‘& netwey tqﬁggﬁ §§"gr’i&° ﬁﬁ?"\%ﬂ?“ﬂ@"‘r ronggiag, E"é"Wi data; he
fragment nunier pdakah a’b'inwwdgsmahs sm erbtreﬁsmi&mipranvmaaag@sckw et so
transferrﬁj betvve q%g:)cgtﬁses to t he re-as ertlon of a conplete
message p pcknp 6‘? 91"845??&‘\'/*??@ %g °ss""§F Gddeess list. A
distributed nul ti - padIF Afeasige) Abddr Ksent | beiwbbre piGddassk alay! iRiIUdRY & Thésage

wi |l now be described by way of exanple only with reference to the

acconpanyi ngs%‘!PeGF’%t\M“ﬁ!ﬁ’ Jrhigin i jpcremented by the praps(pisting prRGRSSACSHchathatal | v
part of a tehR eeEViNgprbédaasr ﬁﬁg'fré‘-%semble messages if tkBE6trett %P&N%n& .&Hrﬁmk

schematic diagramof the distributed nmulti- processor network
the absence of one or more messages in a sequence of messages.
20 For longer data packets the header may also include a fragment number in
-respect of the particular data packet being transmitted. Where more than one
process on a first host. éomputer is interacting with one or more processes on a
second host computer, the sequence number represents messages transferred
between. nodes and may not be in sequence with the fragment number which
25 represents a series of port-messages being transferred between processes to
enable the re-assertion of a complete message prior to formation to receiving user
process..
A distributed muiti-processor network using the method of the invention
will now be described by way of example only with reference to the acqupanying
30 drawings of which: |
ngure 1 shows schematically part of a telecommunications system;
Figure 2 shows a block schematic diagram of the distributed muiti-

processor network;
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Fiigure 3 shows schematically process interaction with the communications
processes of wa»eneisséor k of Figure 2; Fi gure 4 shoRET/GB95/02386
schematically data and header information used in the protocol; 5
Figure 5 is a state transition di agram showi n@ the transni ssion end
processor activity; Figure 6 is a state transition diagram
showi ng the receiving end processor transition activity;

Figures 7 to 9 are fl oRigaes BShQWs\sbhgnaﬁﬂllvmocﬂs'sdrntembtiamwitbfthbkwmmniﬁbabns
10 of Figure 3 in the tr mttin e of, the arrangenent of Figure 1; and
Figures 11 to 13p59°§sﬁso‘%nr}§§r"tegwg'%o%c¥jﬁ%m3Zpart of the operation-of the

nodul es of Figure 3 i nFigate 4esikows igheématically data and headsefigiofragior iused ihOthe

Figure 1, a typical cci_rmuni cations arrangenent central of fi ce exchange
wi Il include a nBMIF®lof control processors 1 (only one of which is 15

shown) and resgpurces 2Figre !5 @ Qv iststefl transitiomsdisgram sRowingt e IRInemidsith end
telemetry and other networks based services. - Thus, when a
control processoProCesARENVIEs t-hr ough the running of appl i cation

software 3, that a parFigakd 6'is batae tpshsRidnSdibgralResHbWiAg tife Feteiving®éid Processor
function requested, it i's necessary for the control processor 1'to transfer

20 information #rangitienAeHYWf a message to that resource 2. I n
order to conplete 5“ChFﬁﬂﬁf&Pﬂd’"Q'a‘?&‘ﬂBW%th@Eﬁ&MnBrtﬁ&ﬁﬁér‘i{ioﬁ BFBH?%? the modules
e’s l'y at 4 and nber o

communi cati ons sof't_vvar shown schqm_ahca a numnt
communi cat i ontP oaf Pigureydin thestransmitting| naglerafithe exangamantof Figusmit and wi | | be

connected by way of ong P;es”'P{ Go "3 YR ¥dwRartd Snbwig! & arT 66 1Y GﬁeraﬁISng:‘r? etﬁé

networ ks are schematically represented as a nessage i nterface 6 I n
1. Furt her detadules offFigune 3dp ehetdceiving nadessage transfer will becone

apparent fromthe ﬁgﬁgﬁnﬁ’ﬁ%& &@ﬁﬁ%km' & typical comniur}i%atiogg ra:i’%@g?’\ggljipgeﬂﬂal

comuni cations ports 7 e resource
messages by way officecaxghamgenwillinclisde a3fimber of contriRpracessorg latbdiv orenad Whichds

o 2 2 MR AP eohichd 21 5o Wi, RRRRORIST 15 s R
- 10c etc, these peelémetigiand otiar nedwoikabased sérviche - conmuni cations ports 5
and 7 of Fi ggr el It %ll.lsl, Qv _elqoata egonttpo tprtop:eess%to n‘[“:"iggrimqpes through the running of
application software 3, that a particular resource 2 is to be used to carry out a
function requested, it is ﬁecessary for the control processor 1 to transfer

20 information in the form of a message to that resource 2.

In ordér to complete such an operation the control processor includes
communications software shown schematically at 4 and a number of
communications output ports 5. The telecommunication 'outpu_t ports 5 will be
connected by way of one or more networks to the required resource. These

25 networks are schematically represented as a message ir_:terface 6 in Figure 1.
Further details of the operation of message transfer will become apparent from the
subsequent description. , _

Corresponding communications ports 7 are provided.on the resource 2 to
receive messages by way of varying networks.

30 Referring additionally to Figure 2, a number of nodes 10-1n are shown
each conneéted to a number of networks 20-2m bv way of respective
communications ports 10a, 10b, 10c etc, these ports being representative of the
communications ports 5 and 7 of Figure 1. It will be noted that the connection
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pattern ofwoke1s2seles 10-1n varies with not all nodes bei ng roarGEYShEEsst 0 al |
networks. ' For exanple node 10 is connected by its respective ports to
representative networks 20, 21 and 2mwhile node 11 is not connected to
network 21 but is connected to network 22 5 As has been
previously referred, the conmunication link for networks 20- 2m are of
t he kind sometines included in the Internet which is provided with a

si npl e dat ag r er_.prot knovvn dat agr a rot ocol
( UDP) é&?&rﬁ gpiﬁf)r%o@ggu oYar%?Bval E’a{' [%Pﬂ" ?odése%"q &° E?ft!? &ret?sﬁ es
to ot her progetamrks For Téreammssmgm t1® he ¢ormeefedr bgdits Srespectiviel Pdrtesté he
Mdont frer . PERRETTaRYE: AN A% | 21 K2 witlen GO B 18 MBI AR B8
The UDP softmmmdmtmyame&wmamrk 22, destl nati on addresses to form
t he I nternet heade and effects tF %fer of -a data, ., nessage between two

processor®. A typifshagbpenpeavigusly teferrrd, th %Gﬁ%’\"@&'PP)""k for Petwarks 2@- 4a

to which ref@:he&eaofl theRiA& sorHetimesliAcluded in the ﬁﬁéﬁk’f Iwmcmvamudéagw&ﬁsa 1
and 3, software in control of resources 2 and he applications software

3 in the cordmple datagragswiensferprorqcg) known gs é’qpepﬂné!?éhf’éfégram prosocl dYDP)
processes 3lndf is d % rocBdurd 36¢ appiieatiorn gl%%raf#?s f&QéHcf fMesdaged rt@@ﬁ’fef programs.

infor_mation t o anot user process on the sanme or a dif
processor itThe memm%ﬂ@aﬁw@@mﬂrﬂsw diasi thg numbes of data ytes taywhichand

the dat a1bo e o Qnﬁrﬁfi‘@ﬁrgcﬁ'{i ﬁ'gtocol | agds a sourcepﬁgﬁlrlﬁédng @e@qWﬁi%ﬁﬂér %‘I? guré

4a, in known systens t process
the pr ocessdenﬂtbgenﬁetnhenkt wrnhbths-st i Thet UDP rsottyare medule cyseet seuide cww) and

port addressy dsﬂ ggfei%%an o, aﬁ' e, E\rrt%ﬁgtg ﬁeaﬁeé %ﬁmgtseﬁ&?s tranfiept ?repﬁgta

address fromt eade
25 43. Thi snésaauhcbetweémtwmbrc@assansl MplcahUmenessaghjrseatmmmnﬂhealwour ce

process ﬁ%lg@eiﬁég\%ghpéf&%n sdﬁ&gg@g}ed fromthe datagram 40 and a

check sum by e use fhe destination node to check
whet her a8 error |Referrmgtnomwrﬁguresn1 land 3;cspftware .in control of resourdée 2 D0

DroCSS 4L ohBiad SRR B o R RS 1 8 A, ke
appropri at e b ivser ptocéssest IBBPOI kif (6m9/ ,usép) prbCessh 318 trequiies Oto [Farsters. At
the  destAalion o QRotal adr9obes a1 58 n Ha%ah% 3L biifeR5BERsb 1"
t he
assembles a datgram comprising a destlnatlon header and the data to be
20 transferred. ' a ' |
| Referring additionally to Figurs 43, in known systems the datagram 40 is
passed to a UDP process 41 on the. processor together with the destination node
{Internet address) and port ‘address in a header 42. The UDP process 41 uses the
Internet address from the header 42 and adds further information in its own header
25 43. This further information includes the port address 44 of the source process
' 31-3p,a length byte 45 determined from the daiag’ram 40 and a check sum byte
46 which may be used at the destmatlon node to check whether an error |n
transmission has occurred. '
~ The UDP process 41 will pass the t_:o'm‘plete UDP datagram 47 to an
30 internet protocol module 48 which tranSfers the data packet by way of an
appropriate driver 49 to a network ({say, 20) to the destination process. At the
destination, the data received from the network 20 passes through the
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t he UDP nodul WaI96/182% t hus to t he destination process 31-BET/GB95/02886
In the systemof the invention a further process is introduced between the
user processes 31-3p and the UDP process 41. This process, the RDP driver
50, 5 receives the datagram 40 fromthe usergprocesses 31-3p by way of
Qper ati ng systeminterfaces 51-5p. These interfaces may be used to
transfer data in systens which only use the UDP process 41 and are

effectively dat acdg??éépﬁﬁr%iﬂ% dridér4P Ial?? g\gelfng{ 'nﬁggletil@{bsirﬁruﬂf’ n‘i’@c{;\gﬂ? BY dhB%hus 1o

processes in area ry spec e purposes. Referring now
al so to Figure 4the destination prasesstIe3pecader 42 10 conveys an RDP node 61

and RDP port 62 address. . 4 e. -
conpi | es dat agr ans toslg'é‘he SVStF Pa‘ﬁs‘fhgr'JF%él‘%lgﬁ%nm%ﬁH%P éas'sgﬁﬁé%aeg}%g‘)@e?%g@
user process.. Suseepomuesses 3b3pvand the UDP prouess @dr. aThis gpregesscthe RDB rdrizee S0,

51-5p th dd f th dd ' f d h .
module 50 whi B BREHes e, afheram i 3t e use rddeBeRs SLsRcbY My e, Dfeyeting
area for furt hersygtem cintdrfages |81-Bp.heMhess antetfacesa tnaynbeedsed to Apdrddradatavin

be transferred directly through the o ting systeminterface 51- -  5p.
"h the T eoe vi ngPRS WrRiCHepRn .o LD procbet 44 ROM ATR ARG AR ate duembry

the datagram in dfe&Pldedift? tRe Hahofer b datiebP e pioRessebGh arddd SfHeMBHySpecified
process 31- 20 Wthin the RDP driver 50, the destinatjon

3p. _ ) /
node 61 is consifGErtE?i PyERasRst Referring ngyx alse tofiqure stby da dhis; ¢asecthe igader 42

networks to whi Canbbps &9 RDPHOAEE arkd RDP peRBERddEsd. he destination node has
appear ances. Thus, considering Figures 2, 3 and 4 if a process 31

running in the node 10Ny QA rsystares (the uses pracers: 24rimcempiles xatagramsote e
of ethernet typa marurd s Rl st Hoceli By SRE i Re Sbdsapleaty by way
sel ect one  off thecopsratingreystemaintertaces &1r-5mshe addiess o she rateredrdatagrem is
a0 es8(10) Lo, S 1o oo P! b0 T SAph b 1A nbiuiof 00
are simlarl ybi cipatified oxdemdty area for furkhar pdoeesairm'.dalpceﬂmf @sabtthétas's_sm_bled
not e et D BB S Rl Bty i bRl ARl 8-
use by UDP and t8p.s translation translated by the RDP modul e 50 to one
_ (F),fCT/S é\égg?loz I8€r;téer net a r(aj rtl?es ?eecseivlinsg %Eé‘a”ﬁ%aﬁﬁptmé&né I%S gns ?ercbiving a da¥é\%r§l%/p §c2e‘r§6
the datagram in a port queue allocated memory space for the receiving process 31-
20 3p. o
Within the RDP driver 50, the destination node 61 is considered against a
look up table to determine on which networks to which the source node is
connected the destination node has appearances. Thus, considering Figures 2, 3
and 4 |f a process 31 running in the node 10 requires to transfer a datagram 40 to
25 a process 32 running in the node 12 then both of the nodes are connected by way
of ethernet type networks 20 and 21. Therefore the RDP driver 50 will select one
of these networks and will transfer the destination node address(16) in a DN byte
of 16 bits. The destination port is assembled as a 16 bit byte (DP} while the
source node {SN) and source port (SP) are similarly identified.
30 For the avoidance of doubt it is noted that the user processes 31-3p only
use a single node address in respect of the destination process and the node
address 61 is also for use by UDP and this transiation translated by the RDP

module 50 to one of several internet addresses is transparent to the user.



6 It is also noted that the address list for a |ogical (RDP)

address may be nodi fi ed by user action to specify additional or

al ternat i wep 9élgi28¢ses even during the transni ssion of pAjcEBoseseet S t O
that | ogi-cal node. The renpval of addresses fromthe address list is
al so permssible, and a transm ssion of subsequent 5 datagrans to the
destination node will use the revised addgess list. This allows the

user to anend networks in use without |osS of any datagramin transit

bet ween ports on the nodes. 't is noted that each

transm ssi on between no es uses the next a IabI fromthe
address |ist unles® F'e'z‘gt the a @'@FF %t‘ﬁlﬁ? tﬁfeg%mvcee

Thus, where mobiigh &y uédRQE):noﬁ(idréb‘é&fyh&adlﬁBﬁﬂ &mrmﬁelarad%das; eP6i bafNg
associated with it then the Internet addresses are used cyclicall

The ot her bythestransmigsionop dats, packets te dhasr pgisalnpds: gfhbe Ferpovsl r‘ﬁrad}gr asses (E)
a flag fiel dirbfiline facRPEERNfistafd aE‘aoqESﬁﬂﬁiﬁsﬁl'dntﬁﬁs a( iBASMARGEN SER sub?e uent.

respectively) and a data length f These latter three S each
conprise %2 Gﬂtﬁwmswe the algsmrraspnwdewll elsg thecepvised address fiptgThin @liews ithas:
Bit 1 First Winrd? hat
this is the 'fgle? gtg %?dme nt o?é nﬂg&%ﬁg\oﬁg&gaﬁggﬂﬁg&ém&% Wik Ddtbbed
nunber (enclmt?doﬂﬂ'lﬂ‘mﬂeé FRAG is to be noted as the 20 °

first fragnent; . B { t of a
split datagram It '%‘%teé théﬁ? ch Er@ﬂsmlssnon HXME&ghgéest Jc})énasnl?I ﬁfx:i %ggygag‘cfuence
nunber s bet vumkass from the address llst unless that addresu/dlasouem markedBias out of

Acknow edge ackn va ed reyvi ousl recei ved 25 .
dat agr ami®° seryipg."Ins, WRet"8 SSgiEal tmR) SigrB N Hbts oy R IR peress
previ ous datasgociated with R thef the Internet addresses are usebooyclicaliyl cat or ; Bit 7

Hi gh priority indi

used to indicate t & Oti'nﬁfebggg in %’?ﬁ RBP hegder 63 comprise an elN?& Ibg e(lz'r"%)tr 'ﬂeﬂl %-

process canndflaglfisidBL), fragfient! afd coglionte AuMmb: (FRAG and SEQ respectively) and
EE:%: ZES Sflgggaggahtgvlle#&hr} elj pq‘ﬁese |latter three fleﬁ‘s eacg compnse 32 bits. The fiag (FL)

15 byte gives the followmg indications:

Bit 1 First frag Which indicates when a datagram has been split that
“this is the first fragment of the data and a fragment
number {enclosed in field FRAG) is to be noted as the

20 _ first fragment;

Bit 2 ' Last frag indicates the last’ fragment ot a split datagram;

Bit3 Set sequence A message to initialise sequence numbers between

two nodes; _

Bit4 Acknowledge An 'acknowledgement of a previously received
25 : datagram;

Bit 6 Negative acknowledgement to previous datagram;

Bit 6 Test indicator;

Bit 7 High priority indicator;

Bit 8 ' Notidication bit - used to indicate that the destination
30 - ' RDP process cénnot deliver a valid datagram due to

" process queue having no space.

»



7 ' Furt her understanding of the invention may be achi eved by
considering the transfer of a datagram between one user process and
anot her. The wvag%/meesebe transferred, that is the data suppPCrdGBbS028E:
user process, say 31, is packaged i nside the RDP datagram which itself
i s packaged inside a UDP datagram that is 5 to say the conplete RDP
datagramincluding its header is treated as a7dat agr am of the form
shown in Figure 4a to which appropriate UDP header 43 is added.

The destination node identifier DN |s translated into an appropriate

| nt er net desti nat| n addr&g B ransm t

o}
desti nati on node. The urthef un Wﬁd’ ¥ at ?ﬂﬁ@@ﬁ‘i&%ﬂ'&é’&dg’vtﬁ%ﬁ“’smg the

this is the firsraisf&ses ddtadtain'\bétweeh corie\Dser Qiiocess! srgnandthers Thetdata porte
wi thin the node on which atagram originates, the setwsqequence fl

h
S w11 be set | Aransters. haG sathe SR SUPPISEAYCHEoUSY (ROPBB R T 1 B HEkPPL

number. For the jhéid® the€ RDP ddtadrant UMEM 88Kt id ackagedl HHafdeCa UDFs atagiads that is
related to fragnentation of a datagram The dule 41 actin

previ ously deScripisay the comnplese RQP P@!’QFHWP\“HWUEE bepdenis W%éﬁ&e‘?a%?!ﬂ'a‘l‘?f
the destination Qeci'&rm ShowA n ﬁ@ﬁia H2td @Which r&ﬁfaté@BPhﬁﬁﬂé‘rrm & sdespped

of f and the datagramis to th river 50 of the destination
node 12. The tine T¢mde§namcmn¢de lderettfRDIﬂNm transiaged into pn@pawqumdnmget

node 10 awalls tRSub&ifdH Bdrls nd the BRBRIA IR fraflMitedl W9 bidinaBtn ROdE. Trhe

The RDP driver I nation no on recelpt of a st nmessage
20 sets its sedquansoittingnBBP grocessccarnmencss dctimerouts ffrtim fishghe dicstcmessage

q ¢ o
Ththe sequelfe SRl thE LRl b, TooRYless, R 475 AR uEInds, SRRhich he
i ECl Hjl ngf t hledsemngiem ovigihates,athe set sequhdmd flag a&:wﬁbhbestgen ithe FLA)Yte aandi the
the flag fie

. e rst _datagr rre betwee
transmtting nof8IYHNCERYte H%’;r@%w&‘s%?'}‘ﬂ'&ﬁ Bﬁ“ﬁ%’d 'qug oe. ﬁ%gg s gﬁi"?" ent to
far r yhalr)ly dat al rlélgﬁ‘b Zhosecbytes Gelated to fraginehmatigh dfld datagrapns Jhel \dDP'Fhltdmham

engt yte w e set to zero, an
devel opment of (3G GFr‘?—!'ﬁ‘("’H?’XtdéﬁF%?g qqulyg{s %t%ﬂfﬁﬁ W&*@WPH{“&FQ i header to
used to adapysa thé igdstishtibn by, dAE ENeieEtiM@tiom Aode! tive UDPT hebddbaiy! strippethoft land
nmay be transferred between a transmt

dest t d
prior to an 30 4BRABWASEARdHBATsedIP il °§Qﬁt‘}""395 tine desf?f}?“?ﬁ.ﬂls ga]?gnWFg :

the first transigysStited’inCthe ROP 8fivdrB0 &f Hasdhdindting rivddc10 awaits the feeipPdea
will include a value which the transmtti ng end is adapted to work to
d

as a maxi num Oflatagramfrombe destinaignngde ddde 12 either accepts the val ue
WO 96/ 18256 _ The RDP driver 50 of ghe destination node 12 on receipt gf a first message

PCT/ GB95/ 02886
20 sets its sequence number for receipt of datagrams from the respective source node
identified by the SN byte to the sequence value specified in the sequence byte.
The receiving RDP driver will return a datagram including the sequence number and
with the acknowledge bit {A) set in the flag field. . _
The first datagram transferred between the transmitting node 10 and the
25 destination node 12 does not currenilv carry any data from a user process
aithough this is possible. The data length byte will be set to zero and no data will
follow. In a dévelopment of the current system the first datagram transmitted is
used to adapt a sliding window de_termining'the number of datagrams which may
be transferred between a transmitting node and a destination node prior to an
30 acknowledgement being sent..
in this case when the first transmission occurs from the transmitting node
10 the node will inciude a value which the transmitting end is adapted to work to
as a maximum. On receipt the destination node 12 either accepts the value



proposed by the transm"tting end if it is wthin the capability of the
recei vi ng node. | f, however, the receiving node 12 has a nmaxi num

capaci ty wovsimese | ess than the val ue proposed by thel’ﬁ‘ﬂiﬁ.ﬁbﬁsﬁ' & NJ
node 10, then in returning an ACK (acknow edge signal) to the

transmtting node the destination node 12 puts .5 forward its own maxi num
val ue. The revised value is then adopted by the transmtting node 10.

| f an acknow edgenent of the first transf ssion is. not received by the RDP
process 50 of the flrst node 10 prior to the tinme out expiring the RDP

driver 50 will npt to forward the sane datagram by waypf an
al t er nat i ve PrRRosed PV t Et'laBFmEU“%?ﬁ‘i’dﬂ ibis withinghe capability:af he irecaivimppode.

transl ati on if, oweer, ¥NeClac&ilng idd@s12 4@s alhaRfinum caphwgmﬂao@?ti%r*ﬁaao as

failed. If a predeternined nunber of attenpts to tran
particul ar ARRirvalue @EeRasad Nyl the warsmiting nade| 10, @l\'ﬂn‘ an Iretl-halngt bne m

modul e (é’ckn&ﬁl’edg@e%h;ly tbhufe ?Pemkﬁ.ﬁg héde the @e@ﬂn f{ rqgﬁsk 150 utl I nk

out of service until agra succee I'n | ying t

particul & Fformard dts @Me'snmiwneualu% The revised \ealu;uiaj tllwo sdoptdt h\atthm)re
than one prgg n{m% ansferring data bet ween the nodes 10 and 12
at the sane tﬁérr@ an ngﬁ%abdata will be transferred sequentially once a
first successful Heancacknawisdgemeatsofothe firstouiamamtissitreisi nottrecdived by the RDP

d
Loansm ' "rdgdP el AS otk SOl 5B ol T b it PG ALHBBSATE: BO wil®
g at agr ans V\nttbmbe 1@ Gorfvmrd/ahel sdmb)dat#mamow waynofisn h&emﬁg@ h"atv]t!dﬁet §1fﬂoflg t
eing s ro unber.. o
f or wgr de'to °"°’ﬂ%{f’aﬂ?“aﬂﬁ"b WeR@E fir %ﬁ@%i@g@laﬁg%ée%tgﬂnc Ffée"gfé@t'?‘ﬁé nodg

12 and ‘wi | | being oam’e&wotlezah‘sﬁaila‘dL ng at;ﬁeﬂétaﬂﬁlﬁbﬂ nueflaf ademptsdly tansnit
di fferent networ ?fﬁﬂg sses until a predeterm ned nunber of attenpts

have been nifyd Paa?t' ress; dem&‘@f’é?/rﬁhﬁeﬁppnﬂﬂﬂﬂ?“% failthenthe;RRB reodule

made a fail 4easaientify thidas rLhnk fifidre and Wi HB?k Rhé ﬂih%ht B8 samfeeﬁﬁnloél the
source node on ,the basis taat the receivin has fail ed. Further

attenpts t otesSt datgeram, sucqegds in idantifying tha partj '%(5‘85#\!’\?‘??‘39@“3 carried out .

usi ng a 1Bew Sequem Gholl 6 hoRd thBE YidPe' thin QA8 q;rbé‘ag rhé&y bk rﬂéds?érhﬁ@fdh&l”'
of the transfer of dat agéams bet ween two nodes. Usi

acknow edgebfEmeen the nodes; 10 andq 12 a%ﬂmm t'ﬁ!?n!fé’r gu%tm'll ibs| féa"Sfe"’ed
et her net - nedaifapktiallyt ShéeL BNISE IsdBSesstut dd’i@'t‘*dﬁsﬁroﬂasdaé&mteaa&ﬁ %he RRLIUREN

dat a processes -on separate nodes is achieved. The |ink between a
sendi ng pr cERRsmitting. node 19phasoraseived Ay valid retyoy datagragm inqlustieg ahel carrect

Ir:)‘é‘;l"_/e'ca‘ébg?ozséggﬁﬁée Slimbler o’ Sétkilg G5 the A flag. V&b%@édﬁ\%5§atagr§ms will be
20 forwarded by the source node 10 without the S flag being set.

The ‘RDP process 50 may make a number of attempts to forward a
datagram between the source node 10 and the destination node 12 and will
continue attempting to transmit the datagram by way of different network
addresses until a predetermined number of attempts have been made. Once the

‘25 predetermined number of attempts have been made a fail message will be returned
to the originating process on the source node on the basis-that the receiving node
has failed. Further attempts to establish a route between the two nodes will be
carried out using a hew sequence number as previously described for initialisation
of the transfer of datagrams between two nodes. _

30 Using acknowledgements, retransmission, sequence numbers and mulitiple '
ethernet network interconnections, reliability _of' data transfer between data
processes on sepédrate nodes is achieved. The link between a sending process (31-

3p) operating as a port on one node and a receiving process 31-3p operating as a



pdrt on another node is connectionl ess. Consequently a sending process nay
send = a series of datagrams to different receiving processes

concurrently. wooiisaséy, a recei ving process nay receive dmg;mmﬂuom
a nunber of different sending processes. 5 , Havi ng establ i shed

a data transfer path with an acknowl edged sequence nunber, datagrans
are sent with sequentially increnented sequenge nunbers from the source
node to the destination node. The RDP driver 50 holds a copy of all

transm tted nessages until such time as an acknowl edgenent of the

transmtted " messa as b en recei V?J'ﬂ é%rl')se@@%& nessage. IS onl%/

f orwar ded from aP?T P8 “f 559 elxsbc%pnbegg BSho P & To5ESORY SRR
been received. HeWwWeyigs of idatagramd B! différent fedBNing Protiessdctoricurrenths  Similarly, a
her ei nbefore referred to where a wi ndow of "N’ nessages i cetalfng

prior to acknow %QUF%P'QS’@F%Q“?\@JE?Q}% dapagrampcliam g humber of d ’3 t sen
transferred in sgugides, until the nmaxi mum nunmber of outstanding ACK

awai t ed dat agrans has been sent. Thus, sequence nunbers are increnented by
15 the sendi n® node ROMaYing wstablishedop daga frapsfensih with amesknovyiedard seauepce

if an acknovGHE& TaBtagrams afe dent wm#&quznﬁanryeﬁ&bmn&d@au&wewmms from

checks the messagé sequence nunb upon t arrival each dat agram
The RDP driver 5the sour¢e note to ébeudesﬂmtmmdfz ﬁ@s RBP| qlrmer &9 heide arcapy of all

sequence nurrbers?, n%}f'tehf[mgéasg es untif & Stgﬁﬁz%aﬁﬂckﬁafwl%n@n't\b?rthé Fé?\'sfﬁ‘?tge@

sequence nunber rS incorPect o e maxi permtte
or there i s sonemessage Hasi Heenegcéimd eAzaubsequent messageds onlyatorwarded from ar first

specified in, e d tﬁ%gr a §eco argq%rg rﬂ%\%le? 1%59&@&9%!?\3“\%5 be[eﬂ "GEGved. nﬁoﬁ@l?er. in

driver, it WI us causi ng
the originating RBFéfmdﬂhmmd dsiewpe‘rawreas batembefotehtefme@oruherda wmdam off “N”

return the dat agram.to t he i natin rrOCess end o)

reason for fail ulingss%ggs is accept?lﬁ g‘%é‘? §°ﬂ}ﬁpvg 9%%"93{} ?gf'gé) @‘3h 'SP
any failure and mapash &4 ed in [sebUéritengntil the Mo N@ﬂﬁ) f uaaltﬁdinga
th)é triamgm tti ngmnode fag%ﬁrnrot |"13| gt | onn‘iht gﬁ?\x' :;l(l ur rl : ?e i :@;K
The RDP process 3Waitad fateorases nos %@"ﬁ&ﬂ%’ 17! h\é§c g"‘ieo"‘f'agﬂ?\)‘ée éncremente Y

datagramin 9gq Uﬂﬂcﬁendiﬂqf]\ﬁé‘&f ROF @HVEICS0 LB leaél Qran8Mitfutic Batagrane landfrebéteif 2dh
datagram received is [

nthelimt of the sliding w cﬁ? . su B Eat tg\
dat agr am r ecegknewledgement g got: FRGgivery g?'@af%""t‘%rﬁrh g"?’%fsfs - ghesksethe
and acknow edgedmessaggaéeﬁ%ﬁd@ ndrhﬁé}dd%ﬁtﬁgwlﬁl‘ﬂf lehc8htdgiaht. ThE HDF @fwr\sod

dat agr am pendi ng_recel earler nunbered datagrams. If a time out
in the receivi ngmrﬁbgupeelmgmogg 12 has,a limited nypbeypfiseauence numbers which it can

PCT/ GB95/ 02886 accept as valid. If the driver receives a sequence number that Qs incorrect, outside
20 the maximum permitted value or there is some other failure, for example the
destination host port sbeciﬁed in the datagram header being unknown to the
receiving RDP driver, it will return a datagram with the “N” flag set thus causing
the originating RDP module either to retransmit the original datagram or return the
datégram to the originating procéss debending upon the reason for failure.

25 | it is here noted that by rapidly identifying any failure and immediately
returning a negative (NACK) signal through the transmitting node fast notification '
of any failure is received.

The RDP process 50 of the recéiving node 12 expects to receive a
datagram in seduence. However, provided that the sequence nymber of the

30 datagram received is within the limit of the sliding window, such that the datagram
received is not more than “N” greater than the last received and acknowledged
datagrarh, then .the ‘module will hold the later received datagram pending receipt of

earlier numbered datagrams. If a time out in the receiving module expires or the



sequence nunber of a | ater received datagramis higher than the sequence

nunber of a previously received datagram then the receiving nodul e
wi ||t r ansWi96/Asese acknow edgenent in respect of the | atRCRGBIS02886
consecutively received sequence nunbered datagram  This

acknow edgenent al so acknow edges all earlier 5 sequenced nunbered
datagrams to the sendi ng nodul e. Thus, omg ecei pt of the
acknow edgement the RDP process 50 of the transmitting node 10 can reset

its transm ssi on wi ndow i ndicated to the extent by the Iast

acknow edged sg@iende Hiimber of 5%@ Y&dived &ahfgrs,ﬁqs h@heatm%ejs% rhm

di fference between the currently transmtted sequence n at agr-am
and t he | ast ohck REaMiQLslye feosiMededrtagram, thenbihe metgwgamodubamwranmnaan
timeout expi L&Se ,g r r n

acknow edgerrent |“§ rece| ve ra%é?%@ tﬁf IE’rteegttr gﬁ@%cg{s'?%}ﬁi%elvea PREEESR i e

dat agr am wi | humbered. datagram.  ThisAacknawiedgemhentnatsed achmmbdw alf earlier

ecerved: oy e REmbafetdfiSdhems, olbre Satind nBRUR HlH ST gt of dre
recei vi ng 12acl¢mwietlbemem the RDB pioeess 80wsfi the mmamlttmg noded§ dancCreseéleits
dat agr ans bv\*rg sent by. the r %w n RDP .dr.i ve

rwth the "N f set
bei ng ackno 380 oWy, ind i hﬁ[f}tﬁ'?t Q/‘éfh%sgéfg'?’ﬂmﬁﬂ?ﬂ‘l ggtagram
a(r:]knowl edgerrmetama oby cthé agcamnthbm 9] tlﬂethal Uittéréitieapetriveen the l&ﬁrrgﬁw f
Thus temls rki.n seguence n er w ndow o
10 then if 28”?5? otRUP" E%cﬂ]‘éﬂ‘&’g w WQF" dd§1° %‘{m""g‘q) d sequepcs) ;e
been r eceliovefumbére datagratat ?é!oh&i 3“fasa nﬁheévheféxbﬁék RDRugthiey edat@ﬁiﬂse apd |
t he receivi g node 12 wi | | nd an acknow edgenent of datagram 2 The

g

transmitti ngTRISDMHSE HEHl 8P acknow, PMent 'soTe"PWEdtWe’ét““%[ﬁt@'\sEﬁs&ﬁ‘sﬁ# t
dat agram 3. the earlier datagrém witegbwt Of datagram 3 the RDP nodul e 50 of the
recei ving node 12 25 may now transmt an acknow edgenment of previously
recei ved -dat agr amsA%iPreyviously pptadethesaumbercef datapeams wihigh meyt beforwarded

acknow edgengfthog! aﬁaﬂckﬂﬁmgﬁmeﬁt Bing recehi%dt Hﬁyr B8 Ugdfiated bbfveen the

retransm ssion of dat %%r am 3. the destinati on user
process df toriginatingj Radeq1¢,and the reapivingt]Re l"oadd't'°fh@cﬁ'ptheﬂ§?%ﬁ‘ar¥%9ﬂ§§fe

rapidly as tigy .ﬁéu@déoaaesgrarn?sc sa.pscimi BG tRPFr’eaamub ROF ditber! r’in tné e fﬁa@ch

recei ved datagramin a que rocessor has- a
size of the melbelnsndaqknewmm(ér byf fé)at avgmmnn e EOP edrivend 5Quehﬂiqebeamrres

too | ar gge nw/f‘d?ag[aﬁ.‘én&%? { rH fmwﬂﬁqﬁé ggg) gmablan‘“"\ﬁlh 88! fdr. Jhus.. |

acknow edgement's to-t ransmttin short perio
retryi ng addf rthe tsvetegmiisgvarkingowithe say, a seqerag/ ngnbd window of 10 then if

PCT/ GB95/2828§'§viously sequence number to da_ta_gra;ns 1, 2, 4, 5 etc havé beenll]aceived, the
datagram 3 has not thep_ the RDP driver module 50 in the receiving node 12 will
send an acknowledgement of datégram 2 The transmitting RDP module 50,
expiring of the threat, would retransmit datagram 3

On receipt of datagram 3 the RDP modula 50 of the receiving node 12
25 -may now transmit an écl_mowledgement of previbuslv received 'datagrams' with
higher sequence numbers such that an acknowledgement of say datagrani 8 may
be the response to the retransmission of datagram 3; _ |
Where the destinat_ién user process at the receiving node 12 is unable to
accept datagrams as rapidly as they are being received, the RDP module 50 will
30 piace each received détag_ram in a queue. If the host processor h_as a Iim.i_t on the
size of the queue and the number of dat_agrams received and queued becomes too
large, then the destination RDP module 50 will withhold ackn_owledgements to the
transmitting node 10 for a short period while retryiﬁg adding_the datagram to the



gueue. A nunber of attenpts may be nade to add the datagramto the queue
but in the event that the maxi mum nunber of repeat attenpts is
exhaust ed a nWN96/18256 acknow edgenent will be returned w tPCT/B95/02886
datagramto the originating node 10 t hereby -causing that node to retry
the failed datagramto the user process. 5 Norrmal Iy the RDP nodul e
does not forward any confirnmation of deliveryqof a datagramto the
user process, since in viewof its reliability the user process does
not expect to receive such acknow edgenent. However, a user process nay

i ficall ' f
2oknowl edgenent §ieue; (R BlrbBF bt flemply oY B g ioL iR et oo Pl avgue bur
confirmation of incheweyent that mba/miamm namibea bt ruyeaysﬂta-npt'sns mhm«:ﬁafﬁﬁatwe
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but not yet acknthetebggmtising thét nodegoaety tiefaied ﬂeﬂig%iﬂmi& uséf\lbedbe%ﬁe
ti meout expires any faile

fr th
destination i & correctaymaiy the RbB ‘F&iﬁ?shggsr %‘e’m ?Fg %@%%@Wﬁ@hﬁjﬁ%&mg

‘can accept dat aga @lﬁfagmﬁetbvﬁﬂ user phbédss? sMBE UR Vidw IB1IVEs FelidBilify theS ubét .s#aeess
range of (n-s) tf?%?é n + s)-1) where n is the | owest sequence nunbe
t

received but not nog &xp fecrgﬁﬂ‘f%\ﬁ'a%a?@ow&dmmm&r Howevgt, mgf%ﬁs may

sendi ng modul e repecHRENy Wirdduasi rcﬁﬁﬂ"rﬂdti%ﬂ ally  whi@t Keau e%eHE%ce.bﬂ bhi an
case, the acknow edgerrent returned will be with the 20 sequence nunber of

the dat agram nosickpewiadgement cpmedhe nresetyinghinagle sheileRDPTHmedule will tfoewardn
may arise ifjph&onfirRatiddor Emeﬁf by ¥y o? oSkt ating Sfstonthisrd éTB'i’tSCF 0 a

previ ously received datagram and I ncr errent S 1ts sequence nu but the
returned acknow edfgéhemﬂglf!atlnetRBBC@!V&ECBQ);]GQMSSQ@Ira%nm&dgemsmt mdth a

time out in the V, [ [ e
source node 10 vﬁc é"actet %um@Pwm{fE cﬁ{e ??r?lscr r% ? s&‘ma {o £r§} OBR':% gééaﬁ'%hf %br@grateg
noted that on edusi notyet nolmosvledﬁaduh will ignore thenackinpwiledgement.p AVhenbthevtiraeout
two nodes is re Li sh set sequence flag and

Coquonce number SPRSE A talen SEpSRiesR o i Sired S dekehadth & knspred,
node. Whébe dat a iimtthe crheeigag raotice the LRDP mypdufe ot raedémedmgnmssmmue
transfers are 30Q_..,0ccurr stos i n one (o) node,
oy 10, it i al WL g BanES edmige yich 5 Firthe shod 6 oo (i 58 Hobargd figne
t he desti nati on lowest seuenck Aurmberredtived but ROt e acknoividtiyed a@ass ¥ the riénber
comrenced fromt e node 12 as, sourc nodeﬂ;o t he node ;L -as destjination

node. Transm ssi%nsIqtASTaMS ¢ thes; sanding  ;'BeAyle. (e, f8ad 1without regpiving  an

96/ 18256 acknowiedgement. In this case, the acknowledgement returned wuil be with the
PCT/ GB95/ 028

node 12 e 28 ¢ sRauANCe QuEmher 98 thibHRtagtsm MERt FACSEtG FeSeeg iR spausntak e IS

and situation may arise if the receiving RDP driver forwards an acknowiedgement to a
| prqviously received datagram and increments its sequence number but the returned
acknowledgement is not received by the source node. As the time out in the first
RODP driver expires the first RDP driver 50 at the source node 10 wil attempt to
25 retransmit.

It should be noted that on each occasion on which a new transmission
path between two nodes is required to be established the set sequence flag and
sequence number are transmitted from the source node to the destination node.
Where data interchanges are occurring in both directions separate transfers are

30 occurring, that is to say in one case the source node, say 10, initially sets the
sequence' in forwarding a first message to the destination node 12 and a separate
sequence of messages will be commenced from the node 12 as source node to the
node 10 as destination node. Transmissions in the first direction ie from node 10



t he node 10. Consi dering now the fragnment byte FRAG and the

first and | ast fragnent flags F and L. If a datagram 40, received from
a user prowo9e®8s3p, is of 5 significant length then it paycleod@gessary .
for the datagramto be sent in a series of fragments. Wiere this is

the case the first transm ssion between the two nodes “wll indicate

that the fragment is the first fragment F%nd has a fragnment nunber
whi ch may or nmay not be equal to 1. On each transm ssion of a subsequent
portion of the datagram 40 the fragment nunber FRAG is increased by one

until 10 the particul ar dat.agram 40 is_tran |
Whi oh case ¢ Keigde 12 HIFUs § el iwofitto Varshiiir¥Retient the AR} 2 a0

may be reassewbhade 80. t he destination node even if the fragnents of
the datagram are racei ed out q uenc Si. t he ransfer data

i ncl udes an i ndi caﬁPBﬂ ?ff"%?‘ﬁﬁ“??%?g P ﬁggt 'gnﬁ‘evﬁ'fftcﬁné]ia# Jagmany 15
a sequenti al ﬂﬁgbmFeéhdlg. S dheiTdatagrdriv/AD, | fecumd frovat & dsbatprdmé €31-3p, is of
fragnment at rocess dat agrams i S _not qgl red, as may be the

norm the doyf'gg'f'&ﬂ'éf ‘BP?‘E‘rﬂ‘g" it may be nacessary fior the datagremito he ?ﬁ%d’&sseﬁﬂ? be

used for ot hef fragrhBRBE IWRErethis i ke case the fﬁéteﬁﬂ{&mﬁmtﬁbétwewl fh€ two nodes
fragnmentation_is used, then unfragnented data packets transferred

bet ween nodeWilhingliogte, thas $he fragmant is,ghe fitst fragmene i and-has @ fragmest sumben 20

the flag (FlLivhieh fayQiRiayShot’ Be R4LsIStI™Y o Qééhvhdﬁ&ni'sﬁoﬁhﬁ b%ﬂaqr
al l ow for subsequent expansion of the functions of the stem 'S may

be i ndi cat edPOftW" frtha flatagramndQ ithe fr@smeup nymber ERARI lsgn@mgsqglewveea untib tvvo |
- nodes. fe last frilém%t' of 1A |ﬁ£r' &’atté'é\l @(? id {raﬁs HEa 6 vmacrpf:&%e?\%

runni ng as di fferent ports one pa e are comrmunr ca
with one or flagis setocesses 25 running as ports of the same desti natlon

0, e " U AR SRS ey, o e AT

cont i nuousl| y the frag :
nul ti pl e datempnaifsthar fragreents dfathel datagrant face MBNRived outndfilsequedce cxindet theg i n

: P . et db t
2 ausue of b Eldob i HEBAR R AR it s EASH il ©
speci f i edbasa seqlentisl mmbgnrtg]smh“ta ngfﬂkﬁ ip ubed. iNote twat Richdrg tfeagmenitation

handl ed by the nmodu [ andl. of any ather d m t r f er.
T the ) IR blechen dafuardtes ol THeuts of i bo e e B BYER,
queued the rnﬂgbaqaumrthé yragmenthttoagsraeas\mhw bbaséd)fomuacbumbstabmr ma!benotof
Ir:)ec,\:;: 8381:5 / 8%8%epr§[s)epntma)t gl‘ Véhere fragmen\t/g%on is useg then unfragmentedlgata packets
I n the eventtransférretbbétWeeh matied iy Havé iboftefirst and fst frdgment (Fe&IL) BRS senm
gﬂ? ' gfs st 8r tﬁe ffé t{FE)u Ib\?tre RBtFLeg esigrleng\}tleg rr]narl'ogg provnde%el?l ntht(;I %Lg‘r‘erp trc]:ea low for
subsequent expansion of the functions of the system. This may be indicated
during the initial set up of transmissions between the two nodes.
It will be appreciated that if a number of processes running as different
ports of one pérticuiar node are communicating with one or more processes
25 running as ports of the same destination node, then the interchange of messages
between the two nodes may not be continuously the fragments of one datagram.
‘Where at any time multiple datagrams are being héndle_d by the RDP
-module 50 resulting in a queue of datagrams awaiting transmission from a
transmitting node to a receiving node. Then any datagram which the user process
- 30 31-3p has specified as high priority by setting the p bit in the FL byte will be
handled by the module 50 prior to handiing of any other datagram transfer. In the
event of a plurélitv of datagrams having high priority being queued the high priority
datagrams will be forwarded in the order of receipt by the RDP module 50.



service the RDP process may send test nmessages on the failed route until
such time as it receives an acknow edgenent of that nessage. Such

nessages are wopoeigisgat ed by setting the T flag in the flag flmrjcnﬁmmne
or nore successful test nmessages have been transmtted the marker

i ndi cating unavailability of the -address I s discarded. Live data are
not used for the purposes of testing failed ﬁ] ut es. On first
mar ki ng a particular destination address withtn the address |ist as

out -of -service the RDP nodule 50 may notify one port at its node that the

10 particular address link it to have failed and the specified addfess has
been taken out of %Eev\?l guentsthat ﬁ%t'ﬁ‘f’?’&'g?f%"h qaser uge%argﬁular gtipation

operating on thaiddpssst for a pafticia?" RDP Ndestintior Mollé ehasabeen aef&mmeaghe out-of-
| nternet |inks between nogfs althou h the user will be _otherws

unawar e ‘of such S§TYieekhg RDP process ma y send tesy messages P the, failed 'PHE& “E‘Wes""h
ability of the Ride @iy bseives P dcﬂﬁéWleﬁ rﬁém inTtﬁ’éirrﬂE&abQJ va\f}}ﬂ%sgaéese&e

to arrive at their destination and to re a ata ram
fragments ar eSndndiatedibycsptting H‘epﬁrftasdmﬂae flee diejd. pﬂceepﬁ OF AMAre jsugsasgful dest

significant inp ,R%(&Hﬁ é\}} doh! tPdtishii ({Eéfd %aiﬂ%ﬁxdﬂﬂaﬁﬁb uHWaxBBﬂﬁPﬁﬁtheT ess

any failure o e networ m1sS overcone RDP process
and t he r epésitisgendedy Livesiate aremat used dorsthe\pumoses oémm faﬂndenoytﬁsnect ed

using only UDP 20 ”abrpﬁrs?lrﬂﬂlﬂﬁtaeﬁjaqlcular destmﬁtlon Ezgérgég Withid 'th¥ Ltfbrgé%ﬁgieas

5, the send state nachinhe once Ihitla een conp
providing the acmit-eﬁ-seﬂvmt tbé RRR trnoduie BO moale Motifyl onkeport kag |ts node that the

gui escent in e f
dat agram 19r ot befRaioRCh 1F GUE Hafect b Fro, SR hitrpf¥ nfl, bl Soken,
and Figure 4b, tdne o£5ervREP ammatﬂeiﬁomi-ndin ige/used3by arpacess idpgrating rarsthiah port
obt ai'ni ng from A ARcusertp3he TakeS of sBg. rFerdt iR inuier? nades aLBe 18,
tn(r)]dedat new net V\Q,ggrtd?;ssdt ﬁﬂkr\mae mﬁggﬁd&rm_?_: link f@mgep _705) The DN field of
e datagramis set to the given address e st i O t ress
is transferred to theli8beyid e nated, that; the gbility of BB @@Ogcggn&d entify
nessage SequesCYatugraas whidh RARNalléd 1o 'srfive At thdr adshhensn andftsebuild @ Wathgram
set inthe SN bit at step 720. Finally, the Sflag.in the FL field of the

RDP header aehere fzagments 1arg QY eecgived 1ip; a Bafﬁ!ﬁ‘ﬂﬁ't grdes; (ifs pppjicablg) engyres
retransm ssion ﬁidﬁﬁcah?'lﬁﬁrovemeﬂpm{ 9&5W|&ePQH@|n&lﬁalt DOPBrocess THIR, any

t aken by any ress relevant to 8256
PCT/ GB95/ 02886 failure of one of the networks 20-2m is overcome by the. RDPy process angd he

ko eaperany ot AP of SRS B Wil i oy o0
20 may be eliminated.

Referring now to Figure 5, the send state machine once initialisation has
been completed by providing the address list of destination nodes and the like is
quiescent in the wait to send set sequence state. On receipt of a valid datagram

. from a user process and now feferring additionally to Figure 7 and Figure 4b, the
25 RDP process 50 of Figure 3 temporarily stores the datagram (step 700) and
prepares a new datagram for transmission obtaining from the address list in-
respect of the specified destination node a new network destination node address
{step 706).  The DN field of the datagram is set to the given address. The
destination port address is transferred to the destination port field DP at step 715
30 and a message sequence number proposed for use in the current transfer round is
set in the SN bit at step 720. Finally, the S flag in the FL field of the RDP header
63 is set to 1 before a timer is started at step 730, this retransmission timer being
approximately equal to the maximum time taken by any address relevant to this



step 735 the conplete RDP datagramis passed to the UDP nodul e 41 of Figure °

3 together with the cyclicaddress of the destination node fromthe
addr ess I| obtained at step 205) for transfer to th The
RDP nodul e éganOM/enters ' the wait for set mnndOM/statéKQ@hﬁ%Bﬁhs

The wait for set window state 80 is shown in nore detail in Figure 8 to
which reference is now nade. A first exit path arises if a datagramis
recei ved fromthe receiving node by y of the use of UDP nodul e 41 of
Figure 3. The 10 RDP process 50 interrogates the blank field at step 810 to
determine if the set bit "S" is set. If the Sbhit is set then at step

815 the’ sequé?ﬂﬁe gruiteRamipsien jof a datageamtp rReteceiyingenedepnd regeinthkacki of as

zero or eEHg.Jo r
sequence nunber ?‘gen?tﬁ'lghgl capzstﬁ?hat n?‘ﬁhdp%ﬁlwﬁ%doe%(flus 215N8tévp%gl e
of working wsten wﬁgrmlmo‘wwddtagmm isnpassed qo¢he URP muduie 4 laofoFigire 3

e UM W NGgueier Sl | dngDBy dizhblrbll o ndZh AR BB Holte “RomPHRY ni5ded it the

val ue N hel d tag ra €s no XI hum
whi ch & hiobtaimeti a@tapaesb $oracansfercdoitbe imeinet.o The RDP raodole SO radw shteps 820

t hen at step W ndo ue is set to N otherwise at step 830 the
w ndow i s se %a'?ﬁg 8%98 Xéteg ue whi ch the sending end can handle. A

set w ndow acknow Begwait for dat adndow istate B0 &sesﬁomolrt forg demiilVinRige® tdi s

conpri sing a m havi n knowt and its set in.the
flag field t‘P{g bégffé%?? St e, A ficss xit_path anises Iﬁfeadgf%ﬂj?'ﬁn'r"sré?e'\’?f‘the
wi ndow si ze ﬁ@h&%&dc&iwnbhﬁsdhrw\wévtéﬂﬂﬂ uedss BDPThédsle 41 ofSBigungd. Sfitd
The RDP qlad%g now enters the wait for set sequence 25 acknow edge state.

100. P prcess 5Qd0tarrogetesdhe dlank; field at atep1Q Ffedefeﬁal"et'hﬂ’es%ﬁ&hce

nunber is notg~ js s@dual e BEkP i %@f‘ théi$ a@(‘s’f&?\dﬁd% Béduenge inthfbef MiRfsed at
step 805. |If the acknow edge bit is set it would indicate that the

recei ving erRkepispd tesdetermyipg whether,jt; i§ z91pyoryiss pavl ctonthes gfginple Megsage
transferred g@jmpepy one tine. Assum ng that. the 30 acknow edged bit is not
set at step 805 then at step 840 determination as to whet her the

negati ve acknow edfahe sseguencegumberds 2er ity indiGatesi dhat thehseceiving cand is | f

however ag Séa?ﬂblgﬂt# WoRifE WH Ysta Mcsm&qnty ﬁod—ﬁeqiﬁtwtlﬁlhﬁgnﬁér W{Hi

i ndi cate there 1's an err I n the conmunication attenpt and
dat agr ans hdheximgm window \gize ¥ ng m the datagram part 40. Provaded that the

PCT/ GB95/.02
LT anster Lo Valie N heid in the datagram 40 does not exceed the maximum yalug 8f N which

t he user wi tthe sendmarnodarnsradanadtfot woek tcstaerdeaatﬁmpnd at step 820 thémat step wai t
to send set sRAHENG g%maeiue is set't8 1 Stilirvisd' de ek 8IBHRL WAhURN i SLi'RCthe' N

sendi ng receiving no
20 maximum value which the sending end can handie. A set window acknowiledge

datagram is now sent to the receiving end this comprising a datagram having an
. acknowledge and set bits set in the flag field the sequence number set to zero and
the datagram set to the window size selected by the transmitting node at steps
825 and 830. The RDP module now enters the wait for set sequence

25 acknowledge state 100. .

If however at set 815 it is determined that the sequence. number is not
equal to zero then the acknowledge bit is interrogated at step 805. |If the
acknowledge bit is set it would indicate that the receiving end requires to work
with only a single message being transferred at any one time. Assuming that the

30 acknowledged bit is not set at step 805 then at step 840 determination as to
whether the negative acknowledge is set and if not the ??? window is not exited.
If however at step 840 the negative acknowledged bit is set then it would indicate

that there is an error in the cemmunication attempt and any datagrams held for



Turning now to Figure 9 in the wait for acknow edge state the followwng 5
events are recogni sed: the previously set tine out expiry, a datagramfrom
t he UDP wodshsesé 1 i ncl udi ng an acknow edge bit set in thepdil/eysiozsssd
of the header 63 and receipt of a further datagram fromthe user
process. Considering first the recei pt of a datagram i ncl udi ng
an acknow edge fl ag, at step 900 all prgviously held nessages up to
t he acknow edge sequence nunber 10 are discarded since the acknow edgemnent
of the | atest received nessage neans that the previously transmtted

dat agrans are n equj. 0..be. he At 0] | eI

Cat a0t AT 212, "Bgh LR vk IHEH PeBndehit, oy i BE el 1 oh Uk i
det erm nati on ofn fesiol iéntithd at stepB4Spiidretoadiierirgstiiel whit ito send secsequientd) etate
articul ar ode...15 . At step 910 a determ.nation is nade as to
Phet her fur t her aIRAR Fommunicatidy tht&Ren Fip Sordadabeinn fadsha | 1 ot at
step 915 a check is cHurirgdneowitot Figiet® imthecwait fonackiviviedgd state the slioyving
transmtted datagranms have been acknow edg d. If all of . the pre iouslg/
recei ved dat dr SYRSTEh A0 FR0BRISER 06 BERYIAYSLY,dpt TRe Sut Sxpify, a dataglam from th

dat agranms to beyppPrhodile d1tiRcluding dﬁoébkhewféa?e Ibitedet i fise fidg el cTlthe Header 63
awaiting further activity fromthe user or fromthe receiving end.

If at step 910 fnd faceipt 9k efyrtherdatpgrany fam the ugerAacassnt queue then at step

920 a determ nation igongidingdSHirsOtREERE of hedaequsm%aaahe%dé&nwehse $Rp! |
falls within the wndow (N) previously set. 1f it is wthin the

pernitted nunbedt #ep 900 gl ereviguslyhpimweatagies sgaecthe acknuwledge saquegee Rumber
s created a9 hebSiifeatded 48 thE HkAbwiRbGEneRof B lofdst SbodiFiar HiSsdde means

transferred to the UDPrrpuIe transm ssion to t et work.
syst em may ‘now tatthe ipreviousiy transmittad; datagrams argtngylongsr resiuised dorhe held. At

On receipt of A | e CI A
t he received da ‘ggﬁﬁ?@g@gﬁéggﬁ‘?ﬁ‘g‘"gfﬁgﬁg ?#%?%%gﬁms@éiouﬁgﬁg%ﬁﬁmg
The 30 procedudetetntivations of failednbddressesdosthei ddddessi ist inaeepestaf the particuianr
dat agr ans re iring transm ssion at -step 920. _ [f, while
wai ting for an acKnhow edge fromthe receiving end the time-out :
retransm ssilén occur sAt sep 91Cca aetermination rie thadetasgoawhethbafurthier datagesms arest
\IQKC)T/Q 8332/282 386 present in the sent queue and if not at step 915 a check is carrief6out to determine
dat agr am not yeivhesisnaiMpregoukly Iranemitted datagiant heveOBéernacknioldedyed! i M adili o
node address in the address list used to send the tagram i.s.- mar ked
Re out of servi®8 previously {acaad HRROTS, RV HBEh A5KERNOS 0P oHHere &7, 3o
the specified omifthes datsgramscRIeE sent theAtfié RDP fdEWR) 50/ éntéiscehedddie dtated
datagram transm ssion attenpt count in .
20 awaiting further activity from the user or from the receiving end.
if at step 910 further datagrams are present in the sent queue then at step
920 a determination is made as to whether the next datagram due to be sent falls
within the window (N) previously set. If it is within the permitted number of
outstanding acknowledgements then a message header is created as herein
25 described at step 930 the latest message is transferred to the UDP module 41 for
transmission to the network. The system may now check if there are further
datagrams to be sent. '
' On receipt of a new datagram from one of the user processes at step 935
the received datagram is added to the queue of stored messages to be sent. The
30 procedure then as hereinbefore described with reference to further datagrams
requiring transmission at step 920.
if, while waiting for an acknowledge from the receiving end the time-out

retransmission occurs then the oldest stored datagram, that is the earliest



5 respect of the specific datagram has been exceeded then, since several or

al | addresses in the address list for the requested destination wll
have been woissdsisie destination nmay be assunmed to be op¢T/ChosiRaBss ce.
This results in the return of an error nessage to the user process
with all subsequent unsent datagrans. Assum ng that the attenpt count
has not been exceeded then the attenpt copat is 10 inplenented at step 950
and a further attenpt is nmade at step 955 1o send the ol dest dat agram
to a different address in the address |ist. Further detailed

d id d

et ot Sandgplin ok Se? bl Sl FRRTLAS S 4P B93 3 ne coptiton hpde; ¢

dat Sgrl gn}[ 1;1 r osxddress &v thar axitiesss llsEa?ﬁI}B sderduhe dafagrarhus ntarited éMtfdfﬁ%nﬂ@ét ° ift o t
e a er ei nbef or escr i ect, 0 e wal

;‘5 gp set sequg'?‘u1 Bgrggﬂn%\i?'g ?éff%d gtoranms Pﬂﬁ% e s"ec'f'edcﬁd%gesaséf eXeRpsE

acknow edge istep hmsammmnmrstee SI8)\Wh A datdgrdh t%lﬁn’itébn&ﬁ@ttempt &funF' gur e
8 the systemw || ég the wait for %cknovvl edge state 90. th
al ternati ?s”&‘“n@@ F\F@%‘@Eﬂ%@&@\e pg beeie@n%ﬂ"PE'éFdaé %t%’?‘?ﬁ ﬁ%‘éP"?‘oP’ all

exanpl e ‘at  2@d@ressesSitthefadbiess list for he PoquéstedidesBhatior! W‘lﬁhﬁbt bé¥rCiieliitRg 1 N
the manner as set out at steps 740 to 745 of Figure 7 the set seguence

acknow edge 99stinatien 3y be ggsumed to be out gt sepvice cThig sesuifstip the Aetermnef apt h

the wait to gRed messahe sa,qqggcgsé;t r 0 ure
6 the receive unit si ge he RDPa;r?ggﬁsl eW'th o subsEi?jﬁnEr!éﬁﬁnE‘ H‘?tﬁ&rafrlsg

initially beApsumingthat Mrampté@ﬂnbhﬁﬁe"@tm ez@eededRépeme aempt count is
addi ti ona,ld ylrﬁﬂeﬁrbﬁl!éﬁeatlﬁe 0 | elfgﬁh%t@&ﬁé\ﬂsf made ta{"'@tewew?r%rggll%ﬁ? 4hein

whi ch bit of the FL I's set cause t 0 hove
fromthis st eldesfl datagram tocx differgnt @ddress incthe adsitessdist.gr am At

step 210 the sequeﬂﬁ.g?d?ﬁggﬁ{?g sgnﬂ:tﬂar# Pf% ?ﬂaggr Q5 cgneci&&%?q\e%ggsanee 10

further exam natio _ er con The Cransmet) ng no
of 30 figurefar the immmaﬁﬂn obtheainvention excepbrte richethat @ nedeiptxft & tvalidli ng

per i 551 bi'e. AR fFonfd ubdr3ftoferd th FBE MoBluR, 8 tesuhg o He SHRTISSTR 8HE
whi ch t hdbr etheldatam'ammiaehet&nbefmmmed s recovered from.store and at step
I%é?' / GRO5/ 0\2/\18)826/' 18!%5rgspect of the wait for set sequence acknowledge state 1Pp on recelptt hi's

val ue is traské eet sstiubnce Scknowdeigedn pite sarmé neannBiDks daimgaamepe bes to 860
acknow edge . it i,s cleared lﬂnd th set. bj

b t head field
Ao o192 of Figura, B, Ko, Sustom Wil gt thp Swaie ot sbkogminds aurte 90, | kiothe | ' ¢
transnitti ngaltephidtiveNta nBhatives ackndWledgleNidOsignalled dscstefhine® FoR@Rample &t €P

230 }nsegggsafﬁg{aﬁ@f@agmysans Byl Lo, the U Sairodul e 4l for fransfer to
-at steps 740 to 745 of Figure 7 the set sequence acknowledge systems will cause
" areset of the system to commence w:th the walt to send a set sequence state.

Referring now to figure 6 the receive unit side of the RDP module 50 of

figure 3 will initially be in a wait for set sequence state 200. Referrmg

25 additionally to figure 10 receipt of a datagrem from the UDP module. 41 in which

the “S” bit of the FL field-is set will cause the module to move from this state into
examining the received datagram.

At step 210 the sequence number heid in the RDP header 63i is stored and

further examination of the header confirms whether the transmitting node 10 of

30 figure 2 .is capable of operating with more than a single outstanding

acknowledgement. Thus at step 215 if muitipie outstandipg datagrams are

.permissible , than at step 220 the maxim_um__ number of outstanding messages

which the receiving node 12 can handie is fecevered from store and at step 225 ,



At step 235 a timer is started, this tiner being set to the acknow edge

w ndow size tinmes the anticipated worst round trip tine between the sending
and recei wigwgnezsges 10 and 12. The nodul e 50 now ent ers t hpcreBds/2886
set w ndow acknow edge state 300. 10 . Now at step 215 if it is
determ ned that the transmtting node 10 is not capabl e of operating
with a sliding window protocol then at step £#0 the received w ndow i s
set to ensure that no outstandi.ng unacknow edged datagranms wi || be
pernmitted and the acknow edged wi ndow i s set to ensure that all datagrans

are acknow ggg %ldérls "tr%ﬁ@!'e%d '19 tﬁ@%@%de%ar@éﬂﬁ{ RDﬂ’Qiatagram, tH!OéI&kﬁBw?éda

250 a datagramis buil acknow g I s set but the set
wi ndow acknow e@gemlﬂar%and)thermwets@feme hegtlers63 Ifleg rf'@kbf'-nﬁcﬁet and dhe sgauance

i ncl udes the se

the " bit at SOrber iUl @Sinbicdte th I eRERAy Pg%‘?';a‘?ﬂéfi z%?tg'“?%“;
t he user daregueatmmessags ol Atrstiep 2301 then datdgeam cis cnowe tsansderpdd i thROPDE
nodul e 50 entéer?"o%leZQ.l |ﬂg|,l nssrf&tt%t “&e g&%rgt of further datagrans.

Finally with-Te renceto gure ac ronIh the wait for set sequence
200, receipt of an mMIsteb d@ﬁagnmrruesmmedmhnsanmer being et 3atbe ewkngwledge

returned i ncl.u a ne Ve ac e usi ) "N' bit
together with t H‘g" ow Fg %Seg‘ ff rpupg:}vql? glf'lfr%&g‘teggggégg%%f%
way of the user rebwivisy aﬁde’&SmmdttmolThelmoddh $00sse ehters NP waltdfor seb Ovindow

remains in the initial state, at is to say in the wait for set

sequence state 3Bfowledge state 300.not o1 i ng again to Figure 6 in the wait for

set W ndow apknow edgNott at Step 2153 @0t li) defdriiingl dube tieDtransnhitigiy Rode 18I i hot
for an acknow edgenent of the w ndow sSi ze set messa gre\éiﬁo ?ﬂ??/

transnitted at S@Rableghoperpting, with-x ﬁm%é\‘ﬂ%‘?%tp"?‘gc@(?h?"géb tee regived
modul e with a digiddde™ s¥@ts enfirehBehd d\ﬁs&h&nédﬁﬁa&ﬁm@dﬁ&t HdetagramsSmill be
set then the received w ndow size is adjusted he new a set

sequence acknowpPemmjtted andcthe; avkm\e'lesiaﬁ% windew is g8t 10 epswgsthat G" Setegrams sre

WO 96/ 18256 I d
PCT/ GB95/ 02886 acknowledged on receipt in sequential order.

Fi gure 10 beﬁ)r e the Now atostep25thea slatagram is duiit swh@htfbeam&mwwéaeubﬁtlwpt a
further Pﬁ? RSN 4 Windioh? ﬁkﬁf\gﬁggﬁgéﬁt‘)r@ 3¢ ﬁa&ﬁéﬁm tt *THGS r’tﬂgel‘etumed

Alternatively i he tiner set at s expires t
returned to thedatagtant includes mopsqnmesnmberzmswed andy rmvegeq!ma n6e btt set.

request is 5 GECELVEH G0AD ahlSoRnG MR 25O TP BEhEyPl SiFeriettctihe user

~Figure 10 is repeated. exlt y way of
a dat agr am f r ondéatagrane pratocol niddute 41 andrthé esaamogplde)oﬁrgmw’ tbdule SC-enters anf

a datagram tﬂ? }‘Jhr gtta'teS ;tngrpdwltgs retcglp Ii?ur;\wer deatagrams

Finally with reference to figure 10 the action in the wait for set sequence
200, receipt of an invalid datagram resuits in an error message being returned
including a negative acknowledge using at step 260 the “N” bit together with the
received sequence number for return at step 265 by way of the user datagram
25 protocol. In this case the RDP module 50 remains in the initial stéte, that is to say

in the wait for set sequence state 200.
Referring again to Figure 6 in the wait for set window acknowledge state
300 the RDP module 50 of Figure 3 waits for an acknowledgement of the window
size set message previously transmitted at step 230. If the acknowledgement is
30 received from the module with a different vaiue of N held in the datagram and the
S bit set then the received window '_size is adjusted to the new N and a set

sequence acknowledge is set in the same manner as at steps 250 and 255 of



nmessage sequence nunber fromthe header 63. Thus at step 405 the sequence
nunber is stripped fromthe header and at step 410 is conpared to ensure

that it 10woisgnsaset he range of (n-s) to ((n+s)-1) where n 'ﬁ.‘ﬁl&ﬂsdgﬂ%s"

sequence nunber received bit not yet acknow edged and s is the nunber
of datagrans the sending nodul e may send wi t hout receiving an

acknow edgenent. This is step 410 and if qg t he nmessage sequence nunber
is out of range then the datagramis di scarded and t he nodul e 50

remains in the Idle state.. Assumi ng that the sequence nunber is in 15

range that alggir&R o Hetofe ﬁ\'@%b@: %eemi@r@tth@ lidib '3kate 'tS aWhit l%%lg@opgg{aéﬁg te

dat agr am i's carried out message sequence rec
i denti cal t o datggramiretuning a memgeﬁmtmgmﬁmq\MCe nunber then it

woul d i ndi cate that ram

not be received: by Al pﬁﬂtwel s'miﬁﬁwg?ggﬂﬁ%é%é ?Bgangﬁ#@}e QI?PZ‘?@ 2ay §n
acknow edge iretusngsi to shenwait2for set sequériceastatet 200 4t 5f iat sétssedeam'rdrrmdstt isat
this is no 4 e is carried out
to ensure %ha&e"?ﬁga@equerérggé S‘ﬁﬂ‘aépc'r?@%fg&épmé"f E'Pgret fé?fs'l’@f’?t@ﬂ to the
destinati on queue. InTthnsdlefstaieM(m exit sUisy wap wftacdstagransiragahe netwdikY ETHYGEN
recei ved and tfr ansfgrred t or.t ed at st Zg 30 and

'p % eue, as | nd||_l aft. )
step 435 det S¥ATINGstq figure ﬁér an; receipt | ? 3, datagram the first step, is, 3] Beor ed
in the 25 hm‘eibamsénmuee in0mbleh ¢ropftiid Reddar 630" This @t stép 408 Rhé 48qidiRe

nessage i s deli e wait to send the acknow edge state is
ent er ed. rumber is Stf'Pp?fgl&@%Yl}‘eah??gF'ag‘?ddﬁ plep 4 1Q; s epmpared g‘i’ sngyre Ihat ithat

there is 0 gaPin fthé fienge of aa&v&at {tAk sRYITRGHErE th i) Qe lIBReSCSE4ULREe %am(
S terrporarl%estored at -ste and a state of waltlng for the

i ssi ng ness5Rfeived Ritypet yet a"iﬁ"ﬁﬂ'%? and § jfcthggiumbey of datagrams thesending st ep
435, thus i ngioeale rﬂﬁy 'sBAd withdut! Fsdeivii) biP BckidvABdgenisht. i [RSRBp 410 4HY i (O

handl e nessages sufficiently rapidly then at step 460 the nessage is held
in a tenpor agiP Testage seauenqs,ayrpbertis onpof cangertben ithe datageam in digcarded andi t he

Syst em ent er ghe?mBehib So0rohrMfifY in KRS 1did tate.D Aébufifing thirt RRY SoclidRLE nilibr'W in
p%‘r/ GB95/ o geange that at step 415 a check to see whether this is in fact a duplirate datagram

Referring now ¢dridd B4f.© Thas if ‘geqﬂsgsgg%tsbﬁﬁg@angéﬁ&g@qﬁ&mf@ s%&.&&m e

a further datagramis received from ssage
handl i ng resetved dumnessape f ispauencel number | theed. it Gwouldt unducéteomh'ahe the

message han dLé%wledgeE{e% ?&&aeﬁt ttg %B@gg&ﬂ%& g&t &G}BEE,UL‘? %3 r%xlgrﬂitt?%go

whet her the max I"e” n agr ans yeedl
wi t hout acknmdesb@endmhatmmap 415 apcacknawledge i$. again séme. ITB.XI rrum nunber of

el ved APVEMLT Y TSI Wity 0N RASFTRRL BUEL R
send back anstap 4830 b etesidisseantied out fo éreswes that tanty anubmially number messages
are transferred to the destination queue. Thus if all prevuously numbered messages
have been received and transferred to the port queue as indicated at step 430 and
step 435 determines that there is still space for this message to be stored in the |
25 handling qheue for the particular port then at step 440 the message is delivered |
and the wait to send the acknowledge staté-is entered..
If however a datagram is missing, that is to.say that there is a gap in the
sequential numbering then the received datagram is temporarily stored at step 450
and a state of waiting for the missing message is entered. Similarly if the port
30 queue is full at step 435, thus indicating that the destination process has not been
- able to handle messages sufficiently rapidly then at step 460 the message is heid
in a temporary store. - A delivery attempt counter is set at step 465 and the

system enters a wait to redeliver state pending the port queue having space.



of datagrans receivable w thout acknow edgenent has been reached as 10
determined at step 510 or while in a stable state the timer set on receipt
of: t he f i Wex96r182%i ved unacknow edged dat agr am expires t hanPEI/GB9S4)28%8615
an acknow edgenent is sent to the transmtting node followed at steps
520 and 525 respectively by an adjustnent of the receive and

acknow edge wi ndow val ues. It isl®onvenient to note here that
the control of the flow of datagrams in 15 the send and receiving node is
under control of three windowlints, these being in - the send state
machi ne a send w ndowRsfelring) nbWetorfigiee 120 it duiriag the iwaitcto sereli acktowledga istate
acknow edge wi ndows, The send. wi ndow [n the d stat chine limts the
urber of dat agAJHEnenAgtaa R 5 deBved i B UK mepu At Bebhe dapisgess hending
whi ch have besdedurea®s Migurad1buis FollovedO! OR!reb@ANfromk tAM MESRGe Nandiin
datagranms are 20 acknow edged they are renpoved fromthe send queue and tﬂe
send wi ndow i s Procegyie, thes H??&“iéhéos‘?ﬁiﬂ'@?fﬁ%s B rAteR 219 MR- ther magimum

dat agrams to #e permissibRNAthbérest dathgrafst) BE rédied AWRh&EN dciiicdiStyehtent have
greater than the received W ndow. The receive window limts

the nunber of d&eepreaeivednalf theymaximyraJuimhen of seceivpd saqyeatiel dagagrams withaysy
the nunber of dgb@valladiiét: Fa ndbdst RLBIvaH diVinid Brage thBRtndhbkufe PemaRe

therefore limts t u gr ans Ich mg recel ved ter

a m ssing dat agstable inhtheawhait doisend dack aa @sknawiedged stateyuntit howpver the number

dat agrans t hat y : I s fd o OF, n | h egeLyve

before send?ﬁgdgﬁgéﬁfoﬁ%gggg.e Bhou? gc%ﬁlg&bé%ﬁfnﬁﬁé (ri?gev'yt B%E%r &s

13 in the walQ determinediatcstep t5i0corc@bilé in Bhasable statekthe wimetgeatem receipt ofitthe

expires or as i c ear a equenc r
of a nessage v\/n:ﬂct ﬁé‘gg‘é%ir e%%a%'gg'ied?gggi v ?a'gsaerx @gsl vctal?fn a a%kgpn,emlt%ggﬁ
t he system tr anackriowledgemtaritds sevit tocthe rtessandteing otla Follaveets at Steps §200ahad 525

WD 96/ 18256

PCT/ CB95/ 02886 respectively by an adjusfment of the receive and acknowledge ﬂlj‘ndow values.

i ndi cating L han dgt agrtaaﬁzgamrd 000t hefetHat the ROAGOLINGS the Whlw\dglﬁbysnﬁﬁn
negative ac edge as the receivin ocess 31 to 3P.is nqt.ha [ a.
previously g uthe g‘é\dgﬂj}dd'ﬁfe‘}ﬁ'l"gﬁ%_éé‘g V&%\?@F"ﬁltgfsf'gﬁe H(Edsq"’( '@'t&aﬁrg?ﬁe gg'"g n
datagramis the 6 statk inBENiné b dehd AWiAdSY laRd il ¢hé AIBBIVed sYatt intdchirecredeived
delivery. 5 The third state occurs if the redeliver

{ \ t 1. mequt
expires in whi cAng acknoyyledge windows. sthe sand wipdewda the,gend state-Maching impy the

it is no longerpimbbr bt dBtagramis ERatcan be outstindihd §Rbt isStdTBEE datagrithd ViHich
t he ol dest. outstanding diagramto the user process gueue. Now at 630

havi ng del i ver ebiave)beey trapsmittadabutahave Botcyst beennagkaondedged. Hgdatagrares are
whether thergy abdkrowibdlda fHdly2sHe afotéa thdnfl hé Fehd! Hubus thd' the"Sénd Firttiow is

~adjusted along the sequence numbers allowing further datagrams to be
~ transmitted. It is noted that the send window is no greater than the received
window.

_ The receive window limits the number of datagrams that can be received

25 and stored, that is to say the number of datagrams that can be assembled by the
RDP module 50 and therefore limits the number of datagrams v_vhich might be
received after a missing datagram. The acknowledge' window limits the number of
datagrams that may be received in order and stored in the receive queue before
sending an acknowledge.

30 ~ Turning now to Figure 13 in the wait to redeliver state 600 if the
acknowledgement timeout e)ipires or as indicated at step 605 a message bearing a
seéuence number of a message which has aiready been received, is received
again, then the system transmits a special notice message to the transmitting node -



10 provided all previously received datagrans have been acknow edged then
t he RDP modul e 50 enters the idle state. If at set 630 it
i s det er WORsH82S6at further datagrans are available for  PCIGBbSW28ys t hen
attenpts are nmade through the | oop of steps 620, 625, step 630 to -

deliver further datagranms. 15 | f however at step 620 it is
determined that the queue is full provi2ed that the attenpt count has
not reached its maxi num val ue then the redeliver tinmeout is restarted
at step 645. : If by the interrogation of the attenpt count it is

det er m ned indictingh¢ehat datagrabey shbuld!t he1Tbes ré¥Béit péndisy iane ackibwiiBégel pue
“indicates that, the userggrocess 20 has failed a eg atjve acknova edgerrent S

sent at st Bp9BBE Arknaw ascthe,farerdng progess, mafit NG hendlingegat i ve

acknow edggrevdusty aﬂﬁl@dtddiébram, provided howa'm atedtbp BOB ifasSvalid Habdraveia s
state which nmay be-entered froma unber of states wherg-the.l atest

recei ved d&ﬁ“&!j’leﬂrﬁ‘?% itjig aplded ?°eﬂ‘°é§“‘ﬁ6faf‘bé$qﬁg pepding de'&‘@ﬁbent ial order. This
state efg ectivel Yhé qhiyd $atb RcaRINAE FedlivaiyCimed@ exiites!ii which Tt éaewra‘? 11

until such tinme as all received datagrans- are in the correct
For the av8te@BRQ s PIpSa%R aveue is ghecked anhif itis nmipngeiiullithan gmstemﬁ%@nce

request i sgj GtfebRds ?ﬁﬁ&e%t ﬁlﬁﬁpiﬂwolﬁsﬁeéd’tsgndﬂﬁttﬁﬁrﬁrgstoa{h% %@F‘gf%@ %

reinitialisation of the comruni cation etween the sen I Nng no
recei vi ng queuenod@vb@cﬁ%o ‘havingi deliered thet eldesthdatagnaoe acehesk ris cpadeoto has

ggﬁgl :tsfaage ﬂ'ef al Pﬁ'r el etQPQ f&fthér ?atggﬂﬁi% %‘Egpn%% %ngggﬁ'ogzaﬁ%nce - '
request10. snogmﬂ alii previpuasly secmved datagrai® m&]ma@cknowledged then the RDP ‘

PCT/ GB95/ 0 21
CLAI M5 é\%ﬁ@e 50 emirsntehf 'dla ¥t ransferri ng dat a packet S between processes

running in a If natl set- B0 Gie 3 adeterminedd mhnaxnturthier tdaeag:amsl awrmmllablmgoa
Pode” add <IYER el FFRGh e mare APy 3R a1k 8t Peef B’ P26 e B eos <o
be addr essdslivar flgtHer datageaméiost i dentity and a .. destination host port,
g o By 35 e Ao e RGBSl
.the attempt count has not reached its maximum value then the redeliver timeout is
restarted at step 645. o o _
_ If by the interrogation of the attempt count it is determined that the
number of attempts made to deliver to the queue indicates that the user process
- 20 has failed a negative acknowledgement is sent at step 650 and the system awaits
- acknowledgement of the negative acknowiedgement transmitted.

The wait for missing datagrams state ‘which may be-entered from a
number of states where the latest received datagram is identified as not béing in
sequential order. This state effectively follows the sequence of steps set out in ~

25 Figure 11 until such time as all received datagrams are in the correct order. LT

For the avoidance of doubt it is noted that at any time the set sequence
request is received any outstanding recé,ived‘ datagrams are ignored and ——
reinitialisation of the communication between the. s_endin_g node and the receiiring
node occurs. It is also noted that ohce communication has been established

30 between two of the nodes then, unless there is a complete network failure it is°

uniikely that a repeat set sequence 'request .signal will be sent.



transm ssion of a data packet selecting fromthe respective address |i st

for the destination host a network node address being the next address
cyclically i nwo®s/18256 | i st to the | ast address used for transnPCHGBI502886
bet ween the nodes, adding to the dat a packet a header defining the

sel ected network node address and the 15 destination port, nonitoring
return data for packet acknow edgenent and 21 retransmitting any data
packet not so acknow edged to the next network node address in the
address |ist. d of transferring data packets as clai ned
in claiml, furtHHlIIEM"CHHQ’IEg I sed in that each nessage header sent

bet ween processes*| nc » nmessage sequence nunber which is
incremented by the transmtting node to pernmt the receiving node to
identify the absence of one or nore massage%qsa sequence of nessages.

25 3. A nmethod of transferring data packets as claimed in claim 2,
further characterised in that the transm’tti ng node increnents the

Seduence numer N A REAIDDt et A BUOGRE Mok o pldiEsRC Rinkiridin o
claim2 or clai mt&tl-pﬁﬁ:essqrrempnmhat ot the kmdoquprtsmtatplmalltmﬁu hdsmg:_onmﬂmers
hol'ds a record %faﬁtlﬁ %%:43%&)% Ete S g@‘gﬂg of ne%\?lg}ken&?e %@s res aﬂ\% l%gtho%c(%n%ris?rxg:a

data packet . inclu € corfr quence returns an

acknow edgenent establishing fomeacht bidegsmmdmeaadhremdearmlasmatba host idergitgnanel a
nunber . d ;QD %.6/ Jh8256 blishing. § destination, | . . .
PCT/ GB95/ 02886 destination host pert, establighing, for, gach destination, ppst jdentity an address ist o
clainmed in ciei Ebﬁapnéag%t ke blurahlty of hﬁfrﬁ@b&idlﬁ@dlétwdmatodan addiessés, Oforofeadh
i ncorrect sequence nu one, |l ess than he correct. sequence, nu

e r ecot vi ng. nBRBSTISROR o & e ROV ERIRSHH: i theg eppREtlS HerAse, Wi gfon dhe.

destination host a network node address being the next address cyclically in the

list to the last address used for transmission between the nodes, adding to the
data packet a header défining the selected network node address and the

18 deétination port, monitoring return data for packet acknowledéement and _
retransmitting any data packet not so acknowledged to the next network node
address in the address list.

2. A method of transferring data packets as claimed in claim 1, further
20 characterised in that each message header sent between processes includes a
message sequence number which is incremented by the transmitting node to
permit the receiving node to identify the absence of one or more messages in a

sequence of messages.

25 3. A method of transferring data packets as claimed in claim 2, further
characterised in that the transmitting node increments the sequence number on

receipt of an acknowledgement from the receiving node.

4. A method of transferring 'data packets as claimed in claim 2 or ciaim 3,
30 further characterised in that the receiving node holds a record of the last received
sequence number and on receipt of a data packet including the correct sequence
number returns an acknowledgement to the transmitting node and increments its

sequence number.



6. A nmethod of transferring data packets as claimed in claim4 or claim
5, further characterised in that in the absence of a correctly
recei ved - s N 26i18356 nunber the receiving node returns a PeYEHOS0RE" | NO

t he received sequew a flag indicating that an out of
sequence data packe as been recei ved. 7. A net hod of
transferring data p : ““mlml n apy one of clainms 1 to 6, .
further characterisiﬂ m‘m‘ b der includes a fragnent nunber which
- 15 indicates that the transfe! data packet is only a portion of the

conpl ete data packet to be transferred between the sending and

recei ving processes and the recei ving node re-assenbl es the fragnents
of the conpl &e dathh WathRetoff transfarring dateypanketsiast claimsdein eitbimada fuakéret s
for transm sgharictdtishn tRaS] PS5 ' hod ,of
transferring data plgcket S as. cht?ﬁE%‘p?ﬁ%r:?mﬁr %Eggg%egcglﬁgn%%tr ons 'ﬁfﬂhﬁ'@r
char act er i sedh® §oraet sequgnes nWmber thed cecaiving=pede retuins are aglawiwiedgentkht @S

list exceegli Rl ﬁa%ﬁ?ﬁ%&gﬁﬂ@ged nunber of data packets failures is

elimnated from ess list. 25 9. A method of transferring
data packets as clainmed in claim$8, further characterised in that a

plurality of gattenpt & t periqdic jntervals to, .establish a
connection t& el i gang"te g{ %nge?vﬂ\g?ﬁeﬁ@' edaga(ﬂagg%@sa.s claimed inyclaim & o ¢IgigR Sof
transferri ngfutthen grmractedseas ircithatmird the) abBsndenef Of cohrattip récdived3Sequdnce
further char ﬁé’%‘gr’l Z'Sd I n.that ?CH] I dentifying the absence of a nessage in.a
sequence . of Rgale "RESYRE of %Qetﬂﬁﬁea\/\ﬁ“Fg?ﬂ?PdQ”Jmnm ERRpiNATn FequenRe t he
transm t tihgnamber. with a fidDiNdiédtihdbthat an out of sequence. data packet has been
PCT/ GB95/ 02886 . 11. A nmethod of transferring data packets as
claimed in cf%P¥90, further characterised in that in the absence of

an acknow edgenent within a pre- " deternined tine period, the

transmttingnode causes the retransm ssion of any . previously
forwarded dafa pacRdnethad of transtaringdate Rrekese At glaimed;inany one of claims 1 to

6, further characterised in that the header includes a fragment number which
15 -indicates that the transfer data packet is only a portion of the corhplete data
packet to be transferred between the sending and receiving processes and the
receiving node re-assembles the fragments of the complete data packet from a
number of transferred data packets for transmissibn to the receiving process.

20 8. A method of transferting data packets as '_cl_aimed in any preceding claim,
fu_rther characterised in that any network node address in-the respective address
list exceeding a predetermined number of data packets failures is eliminated from
the address list. |

25 9, A method of transferring data packets as claimed in claim 8, further
characterised in that a plurality of attempts are made at periodic intervals to

establish a connection to eliminated network node addresses.

10. A method of transferring data packets as claimed in any one of claims 2 to
30 6, further characterised in that on identifying the absence of a message in a
sequence of messages the receiving node withholds-_acknoWIedgement from the

transmitting node.



5 previously been received. 12. A nethod of transferring data

packets -as clainmed in claim2 or claim 3, further characterised in that
the recei vi ngMOR$48286cei ves a plurak-ty of data packets f rRGCH/GRS/02886

transmtting node and sends an acknow edgenent either on receipt of a 10

predet erm ned nunbe u“mﬂﬂ“mﬂﬁl{mm or on expiry of a pre-deternined
peri od whi chevelrm i AL 13.23 A nethod of transferring
dat a packets as cl ai rted i n‘clhim12, further characterised in that on
recei ving an acknow edgenent carrying a particular 15 nessage sequence

nunber, the trandm ttiAgnethoe of eirarisfiérring dataiipagkdts pasceiaimied yn ciaimnUdbeurthér
dat a packets have been, recei ved. . 14. nmet hqd of transferrjng data
packets as cl ai ﬁgﬂ'aﬁP"EF i ¥ I'Et jnurthe absence c‘ﬁa?ﬁc?'gﬁ'ﬁ"%ﬁ}qgﬂ"epﬁa‘fm Ra pre-
recei pt of a daldetdimiried! ti@opdrivd, Ihe ahsAltting HoaO CRaUSEs BRS ParEMMSMINEIA of BAY
recei ving node stores the data packet until all previously nunber ed

data packets ar @reViRUSIX clorwardsd datas dagkety oan whikh oaf c3rkBRWIRdgsmept has not

data packet. 5 previcurly beeh rdBbidedl of transferring data packets as clained
in claim214, further 25 characterised in that if the receiving node
nmessage sequence nunber of the | atest dat a packet received exceeds the

| owest nmessage §90UENACHIMERFEE HansteligSafls packetdUs YisimddCmCLi¥iR 208 Qaim 3
pr edet er mi ned nunber, tﬁieé rgc-etl_vi ngﬁg'ge t_r_e?nagn?t s an ac?gn’omf%ge?r’g'nt !
of the |ast dat &urthesicheracterised dal thitithe rereiving nods raceives a plurglityofdata packets
message Sequenc?foﬂ“%e{rangfgitting node and sends an acknowledgement either on receipt of a

10 predete_rmined number of data packets or on expiry of a pre-determined period

whichever occurs first.

13. A method of transferring data packets as claimed in glaim 12, further
characterised in that on receiving an acknowledgément carrying a particular
15 message sequence number, the transmitting node determines that all previously

numbered data packets have been received.

14, A method of transferring data packets as claimed in claim 13, further

characterised in that on receipt of a data packet bearing an out of sequence
20 message number the receiving node stores the data packet until all previously

numbered data packets are received prior to sending an acknowledgement of the

data packet.

15. A method of transferring data packets as claimed in claim 14, further
25 characterised in that if the receiving node message sequence number of the latest
data packet received exceeds the iowest meésage seguence number of a message
not yet received by a predetermined numbei, the receiving node transmits an
acknowledgément of the last data packet received which has the highest
sequential message sequence number.
30



