WD 2004/ 104765 PCT/ US2004/ 015369 METHOD AND APPARATUS
FOR CREATI NG AND VALI DATI NG AN ENCRYPTED DI G TAL

WORBOEN PIT65-OR THI RD- PARTY ELECTRONI C COVMERCE PCT/US2004/015369
TRANSACTI ONS Cross Reference to Rel ated Application

ST AR AR S A SR EEp MY o
R PP e LA AR AR P peTRONIC

Ref erence 1o CoMpSRIVIRIAORARANSACTIONENd: X

Sevent een conputer programlisting Appendi ces on
conpact disc-read only nenory (CD-ROM, containing
Appendi ces 1-17 that correspond to sectl ons 1-17
referenced in tHheosyess @ ' [

hervylth |n acco cvmth 37CF ] e
§ PP P%%rﬁ fwﬂ oy apg l#mscbs ‘%ﬁl’@ﬂt rﬂifcfﬁﬁof%]é\‘i%éate of U.S.

STHETT R S e T

h 4 The conputer programlisting
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ices are identi'fied as follows Name Size Type
P23788APPENDI X1 4413 bytes Text Docunent
P23788APPENDI X2 733 bytes Text Docunent
P23788APPENRE B8 1o yanmsutFeRtoghandstmg Appendix
P23788APPENDI X4 456 bytes _ Text Docunent
mgnwpgmm@ut%@r@gﬁa& lipting Appenshens on compact disc-read only
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follows

Name Size Type

P23788APPENDIX1 4413 bytes  Text Document
P23788 APPENDIX2 733 bytes  Text Document
P23788 APPENDIX3 381 bytes  Text Document
P23788 APPENDIX4 | 456 bytes  Text Document
P23788APPENDIXS 486 bytes | Text Document
P23788APPENDIX6 1535 bytes  Text Document
P23788 APPENDIX7 959 bytes  Text Document
P23788 APPENDIXS 1402 bytes Text Document
P23788 APPENDIX9 3704 bytes Text Document
P23788 APPENDIX10 1952 bytes  Text Document
P23788 APPENDIX11 1115 bytes Text Document
P23788 APPENDIX12 843 bytes  Text Document
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I NVENTION 1. Field of the Invention The present
invention relates to the field of electronic comTerce
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the Worild Wde Web. Wb services | everage the
exi sting scal able web server insfractructure to
provide a platformfor offering services to other
Internet applications. In a typical electronic
conmer ce transaction, a customer connects to a
merchant's web site, where the custoner views product
i nformati on or product



descriptions. The custoner may then proceed to order
goods or services, typically wusing an ordering

W eovpliet7es conpri si ng HTML pages di spl ayed by aP@#¥S2004/015369
browser running on the custoner's conputer. The
custoner may el ect to make paynent in the transaction
using, e.g., credit card accounts, debit card
accounts, a Paypx ) s\ER s .2
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rec%&eﬁ%?,lr‘iﬁﬁa&ﬁgfeé:\tf@mc %l?’nsgcﬁ?%spute over the details of

the transaction, such acknow edgnents provide only

limted utility. Acknow edgnents in the form of

e-mail are not an interactive elenment in the

transaction, are easily nodified, and may be del ayed

or prevented fromarriving entirely. Additionally,

whi | e confirmation pages are interactive and provided
gscriphian of RelatehArh| so be easily conproni sed
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record, which identifies the electronic transaction to

congmeesaonyigurdd/oi emableycamminichtiohs overchaiodd Wide Web.
controlled by a nerchant encrypts each transaction
record. The encrypted transaction record is appended
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the transaction by, e.g., decrypting the transaction

record and conparing the decrypted transaction record

to la wetgiiosl clectivaic rcomsmetceofransantiongd praisiwuel connects to a

stored on a,database controlled by the c{nsrc_hant. .
merchant's web site, where the customer views product information or product
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descriptions. The customer may then proceed to order goods or services, typically
using an ordering template comprising HTML pages displayed by a Web browser
running on the customer’s computer. The customer may elect to make payment in the
transaction using, e.g., credit card accounts, debit card accounts, a PayPal account, or
another method of transferring funds electronically. Merchants or institutions may
acknowledge to the customer specific details of the transaction by returning an e-mail
confirmation, returning a confirmation page that can be printed, or simply providing a

confirmation number.



The net hod taught by Robinson et al. suffers froma

nunber of limtations. For exanple, the custoner may
woea04t104763 t hat t he nmerchant accurately represeeit/es20p4e15369

transaction in the encrypted record, because the

custoner cannot view the content of the receipt.

Additionally, if the nmerchant does not enpl oy robust,
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stored by the nerchant nay be lost. As a result, a

sucesssfiibntHowevng, imeherevbtmdoDa dofito somer ehe aletailyayf the transaction,
require a dual system of encrypted and non-encrypted

such raahs@w}dd@mem:m;ide ml@rl;israﬁe@ glibigs t Askowladginesats in the form of
2004/ 104765 PCT/ US2004/ Q15369 . '
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orns o conducti ng busi ness, goods "and service$ can

Furtiersield, vesritinastiononenbessdo nbbidvcoarat ittahsadtivnc datails ,at all, and
custoners, and the overall econony. Therefore, the

progidewintly ameferenaefobuse wflatemicornaspontdeansact i ons and
difficulty in resolving disputes in electronic
transacti ons conducted over the Internet has increased

r o1 S REnaff HEREInSSh b AP oS EAAE Nkt 1 §iaf Ben ¥ nethod for
creae%ﬁfg?é g#@gh%?oﬁréﬁ?&qghfcﬁrifi &Red E‘IE:r %_@&réﬁ’ﬁh' sh QR b one party,

gital “receipt for t party electronic
typi‘IéQ I §@rdHaa SA onifier oAby 5@%3%&11%1&??3 each transaction

NTION In view of the foregoing, the presen
recondy €fihé enciyptadi tramsaetion oequrd s dppendednetdnassamedhat describes the
apparatus for authentjcating electronic transactions,
transagtiore dnoplainyiext pigbIfpun aedigiiek sreseiph ddiet digital receipt is then
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also ditected toward providing all parties to an

rec@idearid ominpatingnisadecgptedi tidnsactiel addové ity ahvagbiohesfethe afansaction

confidence that a digital receipt
record previously stored on a database controlled by the merchant.

The method taught by Robinson et al. suffers from a number of limitations. For
example, the customer may not trust that the merchant accurately represented the
transaction in the encrypted record, because the customer cannot view the content of
the receipt. Additionally, if the merchant does not employ robust, fault-tolerant
computer systems, the cryptographic elements necessary to decrypt a transaction record
may be lost. Additionally, the transaction records stored by the merchant may be lost.
As a result, a merchant using the method of Robinson et al. may require a dual system

of encrypted and non-encrypted transaction records, increasing cost and complexity.
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i ssued by one party accurately represents information
regardi ng the transaction. 5 WO 2004/ 104765

WEMAWEZ604/ 015369 According to an aspect of PBEEUS2004/015369
present invention, a nmethod and apparatus are provided
for authenticating, using a third-party Wb Recei pt
Service, an electronic transaction carried out over a

pu lfﬁérg%ﬁﬁ% \éﬁgt%me'%‘?ﬁlg{ e#e %@ 5nsaﬁ‘1a§ %suq’tf 1nte§‘§ater growth in

resen ventl ervice’ crea
the Vléﬁﬁhémcﬁkﬁﬁsméé%c @(blﬂhﬁ?t&p fih &Hé efohﬁr ofSfedtidnid Rogri&ee. Because
browser, where the postmark includes a date tine
elecsioait contexbents ttypioallya ores tefficient ritlapamnioye bﬁmhtlonhln@orms of
to still another aspect of the present invention,
concimimgeb@lmss g@@d& ol sesviges ear be|dslivetedptdpwien aps- vUélns benefits
sed protocols n a odi nent, the postmarked
merp@q_x@;w tomers, a1k lh@@,y F@E%%‘Pné’er vi ce consist of snall
graphics suitable for rendering in web pages. The
post mar ked recei pts offer end-users a trustworthy
as qqfe?éf%fe ahe f%@fﬂ{ it fgd nhi®eloF qﬁ?é%ethﬁ‘s?'nd%@ﬁf)ﬁ ARd d@fficulty in
performa stated task and/or has provided or
resdl\vﬂng (ﬁﬁ}ﬂl’tb:ﬁﬁl alestrahRdrasaMi®is. codcluotedi tvgerithe Yeernet has increased
anot her aspect of the present invention, the Wb
the Reeditptprod@de tiusted; aoneniosk downcast tandt ieliablevaghentication of such
customer uses. an Inter ‘PF{e service to ha

tran&@tm,sneaccqrdlr@ly FRT eeating aﬁﬁegaimatlpg\p@n@nqgﬁpted digital
reoelB HERE Bl LRt e PR FnstRE s Bebith ¢ e

wor k perforned. The service then contacts the Wb
Recei pt Service and sends the Wb Receipt Service the
wor k description and a transformati on docunent. The
Internet service receives a Wb Receipt fromthe Wb
Recei pt Servi ce SUMEBIARY OBTHEENMENXTIONSsCcri ption
and the transformati on docunent. According to an
aspect of the present invention, a link is provided to
detail .the results

| By of i BB e bAathe Prasonh BFaL0R &t BIrpSd 1§ Arayiding o method
ande gggﬁjaﬂﬁmfor &%ﬁl&l&ﬁﬁ@@% %Q(Yt%ﬁlboﬂah%ﬁﬁ%ﬁg ?Ae E§! S‘lgt over public

provi ding a grati
net\pgﬁgsrg%ﬁggtﬂeeﬁﬁélﬁbﬁ i ncl udes passing a descripti on of
a financial transaction to the Wb Recei pt Service
over an encrypted connection and 6

The present invention is further directed toward providing a digital receipt that
can be used to authenticate electronic transactions over public networks, independent

of transaction content format, e.g., voice, data or text.

The present invention is also directed toward providing all parties to an
electronic transaction with a relatively high level of confidence that a digital receipt

issued by one party accurately represents information regarding the transaction.



WD 2004/ 104765 PCT/ US2004/ 015369 subsequently pl aci ng

the postmark receipt graphic within the web page sent
whawh/104063 he user. According to another aspecPCDUS100£015369

present invention, a process begins with a client

maki n request of a rver that offers a serwvice.

af e\ieOrat 3 o astest O 3B Artasnb npmtioRe as@eBidkang pgparatus are

a_copy t he.. ) r ..an .

profibd For AERRLRHGAE veils o PRAE VLD ISR S5, o electronic
tran¥hRioBRGEHOd oREEVEr GSibHe SRS, e request, the Wb

Recei pt Service passes a tine-stanped hash of the work

description to the postmarking service or the Wb

Recei pt Service generates a postmark. Once a__postmark _

i s Ayeoedingdd dnpthdreaspest sEdei presset inveation, a d¥eb Raseipt Service

fromthe postmarking seryice, a Wb Receipt is
creaisoAPRTHKEd oEeroHRE TBI0NG fpe Jisesithip SoMiAbc Brovsgy, where the

reguest. servi.ce then has. the option of keepi t he
postygit acbfi £ Ghttrife AR AR ideBBoRE 4 B @A REBRE i ng
to still another aspect of the present invention, a
Web Receipt Service allows third party web services
t 0 Acdceadifgr RF 8tilt sndthét agict Yo elid pseyeai tihventiongd a Web Receipt
non-sensitive information. Sensitive information
Servine | is desessileddi usingrsthndard vosbabassek pratogols.nultben ssmbediment, the

other information_ that may be subject to pri\é%ﬁy Ial\g_s )
posmkﬁégmqmsd“ﬁ@nsfb@ hWehRicemtyrasice Goasist @& s graphics suitable

atjent data, Non-sepsitive i{gf r mat i .on

for E ng m,}ep ms.pu thRegtarkes r?c&miqf%a%?rilc{]ﬁ%eli‘lg % trustworthy
asafr%ﬂ;eg rarﬁgﬁﬂggge ﬂg&'tﬁ@ ALt H%S[e ﬁgffﬁnhgf o?a\!vﬁl gglffﬁglmt% es’cated task

service nay owed to sp

andARiHak Yorlied BE Wil Phovide AGERSS seryRRSI tive information,
and nay establish"the correspondi ng controls.

According to yet another aspect of the present
i nvention, a Wb Receipt Service includes a .
serAenordiagetd yelc enpthengspgnil ofc tha dresenh invenéiopo dhereieb Receipt
the Weh Recejpt . Servi ce provides a postmarked .

Servige aptbe eth it aitpAHATy WBEE: eUSREes 186y B fdagt service to have

Worzcgﬁgrg&%{)ﬁddteqﬁ hel(l:rf g&%gﬁ%éntogf e g&%nﬁ%hﬁ&n SEF \%MSP%Iuding the

OV1 _ applitc ns "Or "syst ens
reqidifedRidrkt Yor! fhdt SSioHeD MRCEIMR tREtdsr aNg@eHbABA: of the work
tasks or work perforned. 7 WO 2004/ 104765
perfehedS20Rd /s8dA&S then contacts the Web Receipt Service and sends the Web
Receipt Service the work description and a transformation document. The Internet
service receives a Web Receipt from the Web Receipt Service in return for the work

description and the transformation document.

According to an aspect of the present invention, a link is provided to return web

pages that detail the results of the Internet transactions as a “pseudo-receipt.”

In an embodiment, the present invention is also directed toward providing a
Web Service so that integrating postmarked receipts includes passing a description of a

financial transaction to the Web Receipt Service over an encrypted connection and
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Furt hernore, according to another aspect of the
present invention, a Wb Recei pt Service has the

wo e®possdi ity for creating the Web Recei pt. PCI/ES2004/015369
enbodi nent, the Wb Recei pt Service resides on the

subshGiE pyfEGi i RS TR RCS BLRSAUIC HRLISPE eb gk 1905 hack to the

uset. © the Wb Receipt Service application are nade over
a secure connection such as SSL in order to protect
sensitive information. In an enbodi nent, the present
invention is a Wb Recei pt Service that creates an
XMA ¢oeéingt toamtbthacasppanyf tle: ptegbst sivertion,ra ¥cBsabdgins with a
~sends the XML recei pt and/or the acconpanyi nmg style
clieshanaking a 1equesiarkiangerpplthataniiens aTliervpest nAfter e successful

application then uses a postnmarking.service tq create
conphigian Sersres e SAver Sl & peephthe wodk perpamest fad) the rules
al so include digitall.y.sigaiqn he ) Pt . rding. .
for ASBimhe Moo d@piioh VR KRS JURY i BERICE Meetves the
r‘ . '3 e . .
ol O RASRIE PP CHATREP DA o1 2,05 crption
to thépostatarkitg sezeiceforgheWet Rebiipt ISepdce gamdnifetiaoposmdrk. Once a
the public key of the wverification application.
posthoardir idi gemetased by the oV ble Reasips Service tdrarepeived ftom the postmarking

i.nvention, encrypted data is encoded again, injected,
servieg.oa a Wabr Raeatpé issricgtesh apd isiiraghytoatte requastiag segvice. The

the third art rvice. an_enbodi t, .the .
reaghfiog fervies Bt 6 Shiicn of Bedtne A Nabo peninigProtigping it to the
Recei pt Service that provides a server-based
vérification application, a postmarked receipt, and a
third party recei pt and style sheet. According to
anot her aspect of the present invention a Wb Recei pt
SerAdaeding terstilli decthed tahpectvef itlié paeseah iapgitiongta dNeb Receipt
that resides in a web server and is accessible to end, .
Servise redlowsotitindrzarfyhweb setviess totgreategaegipts that easrx both sensitive and

noﬂ%%gdgﬁ?%rég q%gﬁwgé%%{qtllgc {Zags f,qegggﬁ{d or §ocial security
g e 5 e T 58] DR S pons s

as H&aRhcdi@ r¥b6is RAAPARES ddty e NSl fora®todl M8 include exactly
within the Web Recei pt while, at the sane tine,

whatevad piirebadddathe identity of the seller and the time and/or date of the sale. The

clie

third party web service may be allowed to specify the ability of the user to access

sensitive information, and may establish the corresponding controls.

According to yet another aspect of the present invention, a Web Receipt Service
includes a server-based receipting application. In an embodiment, the Web Receipt
Service provides a postmarked receipt, a third party receipt and a style sheet.
Together, the components of the Web Receipt Service can provide third party
applications or systems with the ability to issue Web Receipts for transactions, tasks or

work performed.



the Wb Receipt is valid. According to another aspect

of the present invention, a Wb Receipt Service wth
w@200en1df76xat i on appl i cati on deconposes a Wb ReCEUS100H§15369

reversing the process used to construct the Wb

Ll S bt s B, « e
ReclF, REFIEC bt BRetpat Ty khoaher BETHED SRy ™ an
emﬁ}ﬁﬁﬂlehfs the! yidpt %g%éf@% 8enide resg&b%t ﬁﬁrﬂﬁé MHtePREVALE caf N accessed

the t a , the

| fe- st anpe I's vall Web Recei pt
usinpeétuhdfd Welf §vite pro®csBlsuch a8 APl SOMLORPheCoMiections to the
formatted receipt in order to create a displayable
Web Rexiepit Sérivivet appleation tarw enddef oversd sewuré iconee@tbmosuch as SSL in
According to yet, another aspect of the present
Ord@mt@dﬂf)fe@g?e%lt@feslﬁlf@}ﬁ%loé- receipt is returned to the
user's web browser, where it nay be saved on the
user's conputer and accessed again at a later tine.

Th Qnrﬁc%\ﬁﬁdﬁﬁ?ﬁg{h%g}é%ﬁqg\é ik P8 4 RE@eigggéﬁ}f?%ethat creates

device, ere nt may be vie
an X811 fre6&ipt and aﬁ@@rﬁf)%ﬁﬁ%ts 16 tshbét RMNRENAT adb BEEds e XIVEL receipt
present invention, a W ecei pt Service provides Wb
andRecthi picsotipatyiap estyle shgeteid 4 poktenaskin- application.ngThe postmarking
%ot_ect ive, usable, and treated as opaque val ues. The
applieatiowe therpusesc arpoptmprking serviesatg steatadhe tisre-piagped hash of the

recelpt, the original receipt created the third
recdiih cpomayEs Maspeios el Biafil SRt it rerabn
invention mtigates the need to store any information
required in order to display the recei pt when
r eQNESr8hg tH&] QREIRE a8BctRST th! prddd® dnddiidid) Qransaction records
cont ent i ewed on any conputer providing access to
andt figevedsimped dibilo ares ensided. add cambarddogitorant XVAN diog pineat which is
is performed using DES3, RSA or another PI]I )
proteictpsk throwgh thedusehe!l standard Kl basedt ensrypttbncanyd thegpelid key of the
keys used . are those issued to the 9 WD 2004/104765
verpeplioeappli¢aioIseo Wb Recei pt Verification Service.
The present invention protects the Wb Receipts from
tanpering and unaut hori zed access. In another
enbodl pRHL, t,hDMent | i g |1 :
G roc g, i I5t ARGEER qopECB] LR phRO TG, Stipypred data is
encld€$ afith, injetited fiab adGHESIMAe Wsthy stepAmodrighy and returned to the third

party service.

In an embodiment, the present invention is directed toward providing a Web
Receipt Service that provides a server-based verification application, a postmarked

receipt, and a third party receipt and style sheet.

According to another aspect of the present invention a Web Receipt Service is
provided with a verification application that resides in a web server and is accessible to

end users from the Internet or other public network through a web browser.



i ssuance of certificates or private keys to the

i ndi viduals for whomthe Web Recei pts are created.
woewendizegy to an aspect of the present inventiPCT/Us1964/015369

receipt is protected through encryption to a single

public ke el ongj,ng only to the Wh. Recei pt Service,
o O RbC o o S P (Pt Sbefiging @ Web
ral: . \Y/ i . .

Recé@% gF&IQ%g{I@I! %gerﬁg@aecgoﬁno%pé%%ﬁgg 'il?a;f Za?ltoyesnnaéﬁéltr \1/:8;3 Qiev? ndSensitive
infolMh@6ARbhAMISwWREME the! WEBAR 88k iHOWRIIY OMethle batestiARd e ying that

verification transaction, including the user
the WahUReddiftds tvalidli ew t he receipt. The sensitive

information is protected by using XSL transfornmations

(XSLT) with the XM formatted receipt. Using XSLT

strips qut any sensitive jnformation and trapsfqrns. .
¢ h\ceriing o TR APeeicpls 1) BECEOB BIVERNaR b WeP draraint Service

it PRSP R R I et UG R frpane the proces
used ! %bﬁ%tﬁfct GRe UL Rt i€ Q!)r?élj 6 6‘tﬁaﬁle§1%| iRaltiSRWtSmped hash,
are not unnecessarily revealed. The verification

}QWﬁgkuﬁ?ea@asﬁmﬁﬂﬁéb Recei pt Service controls access to
sensitive details, and may provide these when

required in accordance with specified rules of a

particul ar  busi ness process, According to still

andahar embedimest, the presadninvientient s r@sidgmahwoérrsﬁtﬁgi toward

ol B S P REUBP SRS Sl s Y i e

postfgbl 055, AEh S0 HAEABRN IR0, REGLRENED Receip servic
perfolifis RRESETL. tHaM¥fithiafiBn P HEY XME OAARRE! 28e¥pt in order to create a
technology to facilitate using graphics displayable in

disphaysibie feegipt avith the sehsitide fiferpatioméiltesd owcei pt. 10 WO
2004/ 104765 PCT/ US2004/ 015369 I n an enbodi nent, the
present invention is directed toward using

TRt 00 AR ST B i
ked 1, ' ' >
T SN N N e —
accddiEd ﬁgﬁ‘%e{&t a ﬁﬁ%ﬁﬁfﬂe‘? MThél ré’&k?[?ﬁ% g%r%lesﬁﬁ& ing8; bé moved to another

e quite

provi that does not re etal |l ed specifics of
devidei whepathctesspddreritansy bé sievsadcdfter verification.

According to still another aspect of the present invention, a Web Receipt
Service provides Web Receipts that are designed to be self-containing, protective,
usable, and treated as opaque values. The Web Receipts carry the time-stamped hash
of the receipt, the original receipt created by the third party service, and the style sheet.
The present invention mitigates the need to store any information required in order to
display the receipt when requested. The receipt may be validated and the content

viewed on any computer providing access to the verification service.

In an embodiment, encryption is performed using DES3, RSA or another PKI
algorithm, and the only certificates and cryptographic keys used are those issued to the

9



that all receipts are treated as opaque pieces of data
aside fromthe use of XML and XSL transfornations

W@ XBWT)4763 n an enbodi ment, the present inventiPCT/EE100%615369
any well-formed and valid XM. recei pt to be processed

weiy keSSl e e «Frdalgens i enloh b ORaBoRenT R Recoiots
' ' ' ddi ti Iy di d d
fron) P R A doBey Ul e "wher i n il ol ements

are first encoded using the M ME base-64 encoding
standard. The encoded el enents are inserted as data of
t hén agbtee rdmsbddimeht, cthe tpresenbaheeagion s additionslly eifeettd toward
the elenents, e.g., an XM. docunent or_ binary data
prowilingi o WebXReceipt Seevice thelcssel il duarthals gees nef rehe upon the

. presepnt invention,.a device provigde i gital .
lssua@@epgfterﬁgﬁatgs t(ﬁiH‘H’-aﬁeaE?X/S @ mé}ﬁlauag%%wg}”ilem the Web Receipts
transaction carried out over a public network. The
are ?r8%§l pt validates details of the electronic
transaction and includes a transaction record
identifying transaction details. The device includes a
r e@gicpidifiy 36 @masf)é‘tﬂtof it piesest inkrentisrgnbaeddeipt is pesiected through
detailing a con‘g eted transaction, digitally signs
encyptiortc rysmgle phblic keypbealongug owyde the eceipti Jgrvige. Only the
recei pt _conprising the encrypted transaction record,
WelkRseeipt Sravien ean dgoryridBe peceiit- a graphic to enabl e
display in a Wb page, and returns the digital
receipt to at |l east one party to the conpleted
tr . L A+S 4 i\an 4 fhe i
pr oV S2FEhE o ek ftatrof fod R ohFREAGHIGRT oL P ReEbt Service is

provitadsRe thaNsenditivROndBRA4tEH 16 hover /rbelledt /10 1aBe9e in a standard

Accordi ng to anot her aspect of the present invention,
verificaticie Virmesaatiory imtididgsthe vseri feqpasiing teysiesmthe receipt. The

whi ch each party may |ater present the digital receiTgt ,
sendigve ipfarntatioat isoptotauted o psingaXiShn trepglogaations (XSLT) with the

t ti t he digi.tal i pt .f th hic,. .
BSR4 ST D AR S ntmcin
| . . .
vonSA) Bk AERER 1" BSAREIN MorHRE Vaccorigy,

nondRh§iive 8Qafs aBORY HIRYHansStRme Br URbrK Pé‘rf@xfméd1 Qre displayed while
transaction record. According to still another aspect

sendifivé detajls esquited onigrdiresulve belisiané are potauindesssarilyVelvealed. The
Recei pt Service that creates "postmarked" digital )

verificatibppservied ofithie Vel Regeipt Wervite controls access to sensitive details, and

may provide these when required in accordance with specified rules of a particular

business process.

According to still another aspect of the present invention, steganography is
employed to allow the postmarked receipts to be usable within a web browser
environment as a graphic in web pages. While steganography can be used to provide
some data-hiding protection for the content, the present invention employs
steganography technology to facilitate using graphics displayable in a web page and to
hold the postmarked receipt.
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a web browser. The postmark includes a date tine stanp
and identity of a trusted third party. According to

wQ ed4amosher aspect of the present invention, PEEUS2004/015369
trusted third party is a national postal authority.
According to another aspect of the present invention,
the Wb Receipt Service is accessible using standard

\3’]? b%xﬁé‘r? b8 Hﬁ#x&lﬁgg% 'rﬁrlé%e%? Iil?‘h%lgi\%% gs aflje!:ﬂed Qg\gégﬁﬁifég @{‘Je%tano graphy

e prese Recei pt
by @385 AGHF AndRSAPMMnRulABTSHS ifabb e aStAMadaNewt tR data of the

the transaction detaifs t0 a postmarking service.
postmadied regeipotmbe smpad heroks tHechipy thaemibke np@nddlonmap. Vb

Recei pt system provides a Wb Service. The Wb

Recei pt systemincludes a receipt originating device

and,a server-based recej gél ng appli.cation.

e b .
RecOFf prdigs: i Anefherspees Oh theRresoht AReentios éﬁ&@b&?ﬁeaot Service is

o Aol G 0y S5 REE 4R Bl 8 s, s

- | | RS-
g e ORI A0L800 r AIEAS K AR X and

XSas rensfophatibies ()XSE@“?‘H Innaeehibodimams €5 prsest shvamtiantallows any
Web Service protocols and connections are nmade over a

weldouned $8d valith&ML aieceipt o dieepriocessed it iisieg standard off-the shelf
information. According to still anqther aspect of the

XMyl patsing PRIBAT PhPassiedie readbihseugihd  acconpanyi ng
style sheet in XSLT are created and sent to a
post mar ki ng application. The postmarking application

| , . i
ok 2aPRE], ERICEAAFE L Rt SRR Onlis ATl Al Aterted toward

pro®idihfe WeS Récelpt VS i RNwheFeih SHAC bledent L GRS #isteBtboded using the
ti me-stanped hash are encoded and conbined into an XM

MINGE baserH4 winicodingsstarptaod.e cThel ehbwdudgdietmbeatsuae inferted as data of the
standard PKI based encryption and the public key of a
eleppspist te avhish Hisyl belengonn aslebrigi agbed thaoelsarents pegt, an XML

o152 e, THRRL L0 TE(RAGY L ansection

According to an aspect of the present invention, a device provides a digital
receipt for a third-party electronic commerce transaction carried out over a public
network. The receipt validates details of the electronic transaction and includes a
transaction record identifying transaction details. The device includes a receipt system
that receives the transaction record detailing a completed transaction, digitally signs
and encrypts the transaction record, forms a digital receipt comprising the encrypted
transaction record, embeds the digital receipt in a graphic to enable display in a Web
page, and returns the digital receipt to at least one party to the completed transaction.
Details in the transaction record are protected from modification by the parties to the

transaction.
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records are encoded and then injected into a G F inmage
usi ng steganography and returned to a third party

W@ 20i1ee6s According to still another aspect of P€T1ES2004/015369
present invention, encryption is perfornmed using

DES3, RSA or anot her PK orithm. and. the only X
cor teppielo BRAhEEhsrsebof s aiyavadian, hedetiss also includes a
I [ Ver .fi [ Service . :
VoliSEARS, 0S8 PREE: oV BRL. 6841 A BN e aiatal rceit for
velifl¥@itn, OThe eV a6k @mﬂhdéea&af‘cﬁn{g%ﬁe%ngi@ RELipH @SR the graphic
not rely upon the issuance of cerfificates or Brlvate ’
dedrgpting ahe hransaotloni thgatd andr rettigiiny\edetBEs &ifptie @fa@saction to the
created. According to another aspect of the present
prasemiang ipsrty. prideeprasonting paiy mayaoempaieo thed ¢taasddions details to a
acconpl isrhed thr o(gg[{l encryption to a single public key
pregé?%@f'tﬁﬁe BHPPNQS the FapgastinBdesPe. Service and only
the Web Recei pt Service can decrypt it. 13 WO
2004/ 104765 PCT/ US2004/ 015369 According to still
ano . [ . .
P AREErSP LR B5RSEOF USRI ORI ) i provides
WelsRecaiptSesidethat cidady ‘Qostrh@kee® digital réscipts GuitdbleXor use within
yet another aspect of the present invention, XSLT is
a webdtowses t The postoark amsludesnes date tiané sthormatd wientitydof a trusted third
transformthe rest of an XM. receipt into a
Pafy.spl ayabl e format. According to another aspect of the
present invention, steganography is enployed to hold
t he postnmarked recei pt and all ow postmarked recei pts
{0 e . n .
or asr SR ot b e ol R TP AT tusted dhind party
is sdiRsmbl posthlnmthéegent i nvention, the steganography
used takes a G F inage and mani pul ates the inmage in a
way that allows the data of the postmarked receipt to
be spread across the bits that nake up a col or map.
AccOEeRHiNg B grathemesiest ohthsepresertt inventfoeghaiWeb Receipt Service

. invention, all receipts are tregted as opaque pieces
is Q5PETIRIG DBe QB AL PIHOSHE. and XS |
transformations (XSLT). Accordingly, any well-forned

and valid XM recei pt can be processed by using

st angdedrdinf to HE shthé PYTS ' 20 PSS ;
t he resuﬁgf t%r ough. Acrc%cngfffﬂge I%t_ ét:ﬁz’g%g%tl’ tgl? W% Receipt
Senvicesganicritay aplostnarkadl paksed e minse-stathgedrgdsh of the transaction details

to a postmarking service.

According to an aspect of the present invention, a Web Receipt system
provides a Web Service. The Web Receipt system includes a receipt originating device
and a server-based receipting application. The Web Receipt system generates a
postmarked receipt and a third party receipt and style sheet. Third parties are enabled
to issue Web Receipts for tasks accomplished or work performed in electronic

transactions.
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encoded using the M ME base-64 encodi ng standard, and
then inserted as data of the elenents they belong to,

WO poognialisss t o enbed an XML docunent or binary de€EUS2004/015369
within an XM docunent. According to an aspect of the

R LA Lo R Bl 5 e L8 he e

ver - arifi i 0 Ccat | '
SRS Pl base Ipt bkl AR 54 T EBincption to prote
sensRBRR iRYorn®idn. @ third party receipt and style sheet.
b Receipts are verified using the server-based 14
WO 2004/ 104765 PCT/ US2004/ 015369 verification
application that is accessible froma public network
t hr Aggordmgnth stilhaoether aspect of dha presentimyehtion aapEMLakceipt and

the present_invention verification application

a . .
accomnsRyIng skl shest v SWlnbAtaseisated; and sent 6 @aprqstmarking application.
contained within.a Wb Receipt,. at the  same, tine
Th 3P ARG oricRiifh Vi REGTBYkinE sshyiFetS ABbis s-figmped hash
i -anot her aspect of the present invention, a
oft\?)ﬁesrr!e#eln gti on application deconposes a Wb Recei pt by
reversing the process used to construct the Wb
Receipt in order to obtain the original time-stanped
hasAgccotiling tecyitpnothed aspogt of thehmesent Accamtidnntrahsacyieh records and

. anot her _aspect of the present invention, a o
timersigmpediissl #igs Aneadedyand eneined i intp 1ane XPdbt deeuine which is

orofeied FonaR it wet et bEnd o Bl S mtiarhand g Pubic key of a
Veﬁﬁ&‘ﬁ'oﬂ%@ﬁ% -g')lpg a di splayable receipt with the
sensiti [

nformation filtered out. According to
anot her aspect of the present invention, the
di spl ayabl e receipt is returned to a users Wb
br oAsesrdinks toratiotgert aspsti bf thegissent aswentiorf eridigpted transaction
present invention, the Web Receipts are .
recgulst argopmendeidnand phent énjected, inkma GIEaimeageausiogasjeganography and
val ges. @cgordi ‘ggwto yet anot her aspect of the present
retyragd £ ARId PAEY B 1$8ecei pts  carry with themthe
ti me-stanped hash of the receipt, the original receipt
created by the third party service, and the style

shegbeordidg 48! 519 Aih&eedpdd &F AhE PBR¥eht N MRohO encryption is
performed using DES3, RSA or another PKI algorithm, and the only certificates and

cryptographic keys used are those issued to a Web Receipt Verification Service.

According to yet another aspect of the present invention, a Web Receipt Service
uses PKI but does not rely upon the issuance of certificates or private keys to the

individuals for whom Web Receipts are created.
According to another aspect of the present invention, protection of the

transaction details is accomplished through encryption to a single public key belonging

only to the Web Receipt Service and only the Web Receipt Service can decrypt it.
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required to display the recei pt when requested.
Accordi ng to anot her aspect of the present invention,
wa2@enpurser readabl e medi um stores a Web ser vPCEUS2004/015369
program for providing a digital receipt as a Wb
Ser i .15 ..2004/ 104765, PCT/ US2004/.015369 for . . .
Chi NC I o FUE AP S e s BY ST, 3pbyi B information
. 1 € R I. .al t.: | .
s R RURA D L ARt peck 160! SRBERVINRIAIRE Bibeint
transaction record identifying transaction details.
The nedi umincludes at | east one Wb Service source
codAcsaygirento ydtamotlereispest dfithe treseanotvieatione XS is used to strip:
conprising details of a_ conpleted transaction; )
outqrBY t WMFYive| HHarrasiipre fady peasfona thec oesd; of annXML receipt into a
. digital. receipt conprising the encrypted transaction
dls]g]l@g%l?l&;fo’gm)teds the digital receipt in a graphic to
enabl e display in a Wb page; and returns the digital
receipt to at |east one party to the conpleted
t r angaGHiN. toDahaihs 4 ; Lan; -
protected Trom nodi f?s@)g%:f‘gonﬂ k}@@t ‘eég%grtni{@ﬁ?g’ ﬁ‘]tgganography 18
employad do thobd theApostrmirkg] tevefmaindesll®s postmarked feceipts to be usable
,E_resent invention, each party may |ater present the
withing wgb brewssinvironment a$ p@aaphin in Fieb pages.f i cati on
i ncludes extracting the digital receipt fromthe
graphi c, decrypting the transaction record and

ret | ng det ai-4s th rapsaction to th
pr eéé%#llﬁﬁlf goa?{@.an?ﬂierp?‘sz’géﬁw? ﬁ@e SRR ?'Ha‘i?n?lﬂgn the steganography
] - tai | . ,

usc BRI GIP AmE 3AA RSN b LT AL AN e e of e
posphetedircadppRriey/sppest e388StheAiBahal makd %p aldoldr @RP! her

aspect of the present invention, a Wb Recei pt

Service creates "postmarked" digital receipts suitable

for use within a V\@g browser, where the postmark

i ncheerEding t@axct appthsr aspasb oAk Preseit inyerfiom allgseipts are treated

o5 QAIRE AR UL ARG B et o7 SANE g R B Trqrdogimitons (XSLT).

ty | . L1y, rreli ot he t .
ACPEIEAR. 80 Sl ALICEA SO AR BAOLEASREE by wsing
starat2e@ S S teShy T AUT ShABHR! cholda d@ﬂ%ﬁ@siﬁ?%@%hﬁ-through.

According to still another aspect of The present

i nvention, the Wb Recei pt Service passes a

time-stanped hash of the transaction details to the
poslﬁqa@rﬂm,ggto another aspect of the present invention, all elements are first

r

encoded using the MIME base-64 encoding standard, and then inserted as data of the
elements they belong to, in order to embed an XML document or binary data within an

XML document.

According to an aspect of the present invention, a Web Receipt verification
system includes a receipt verification device and a server-based verification
application. The Web Receipt verification system generates a postmarked receipt, and

a third party receipt and style sheet. Web Receipts are verified using the server-based

14



service or self-generates a postmark. 16 WO

2004/ 104765 PCT/ US2004/ 015369 According to yet
wapmthetr6aspect of the present invention, a di BCT/EE2004/015369

receipt as a Wb Service for a third-party electronic

c c C 0 ver .

o S ALt s e ile Hibnf ! & pEIP RSk through a Web
bros¥segt roni ¢ transaction and including a transaction

record identifying transaction details. The nethod

includes creating the transaction record based upon

details of a conpleted transaction; sending the )

t r aff§eIdingnta @é‘gggr ppest ebhsupissenttinventiqy, tavérjfiestipnsapplication

and encrypt.s the rec ormng a  digital

d;. : ' .
all G PG G Bt e AR PO IR L BN e desgint at the
Mol ' ' : Gy t bl e di spl [
samy G irfing e R b REBL I 1 2 Tocei pt 1o Bt |

| east one party to the conpleted transaction. Details
in the transaction record are protected from
nmodAtéardirigonio bytill hanqihert iagsect oof fike t pr@B&RC inv@RAtion, a verification
Accordi ng to another aspect of the present invention,
appligatiop decgmpases| aiiéeb Reeeipthy revresivigghe girocass eispd té opnstruct the
i fi.cation. The verijficatiaqn, includes extracting the
Weli Ryqelit InTarT 10 PRGN ReTiFASHITS-siBpeb sl XM receipt and style
She%{ansacti on record and returning details of the
transaction to the presenting party. The presenting
party may then conpare the transaction details to any
previously stored version of the transaction details
t haAcddrdingntoesee ahothgr RSdcY o RSRBSER inv¥aRINd b Mind-Stamped hash is
still another aspect of the present invention, a Wb
valiRatash yring S potmarking sewicey and nfithectithe ditayinped hastcisivalid, an XSL
itabl]e for use within a_web browser, where the

tm%g% HioR toRpFioERsd omake X Mike fetaatedaneraipteptontipg of displayable
L LSE third. ty. i t t th i
oI B P B BRI  ER0T 0

a national postal authority. According to still
anot her aspect of the present invention, the Wb

Re c&tq¥rdinBefovarithéiSaspesesSile! resisiit NAv&itand ahé N6 Rvabl ipt i
based proocol s e 00a, Tag AL Ryt e KbBuyable receipt is
retuspedtaa ngers Velmbrdwseraspect of the present invention,
the Web Recei pt Service
According to still another aspect of the present invention, the Web Receipts are

self-containing, protective, and treated as opaque values.

According to yet another aspect of the present invention, the Web Receipts
carry with them the time-stamped hash of the receipt, the original receipt created by the
third party service, and the style sheet, mitigating the need to store any information

required to display the receipt when requested.

According to another aspect of the present invention, a computer readable

medium stores a Web service program for providing a digital receipt as a Web Service
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passes a tine-stanped hash of the transaction details

to the postnmarking service or self-generates a
weomiiet’ks According to yet another aspect of PEEUS2004/015369

present invention, an XM recei pt and acconmpanying

style sheet. in XSLT are created,.and sent to a .
for 3R P glesBpRo s B ee SRR 0 FaPrn g R st eaibliy network.
USes: rdei. F | : bl d :
oo SE50R RIS YO S cRnft BahSRh AR cunsaction
recAE6tiRQing HenfcESRMetdilRY €Thd Biedidh dnsladts enldasCOicWeb Service
and tinme-stanped hash are encoded and conbined into an
soudfel code yegmenivihathrécgivepr theetrashctibn oregbrd kempssing details of a

st andard PKlI based encryption and the public key of a )
compdetiefl teamshetions phigiteliy signs andcancaynts the regasdnErrmssp digital receipt

oL O R A T g
. hy. : .

e O TR, B ATk o oy o

corx%%%ﬁmtrahﬁ‘é’&f&i OND&RE Vit ItR hﬁnsa‘éﬁbﬁo&é@d}duﬁ%@ 9protected from

RSA or another PKI algorithm and the only
modifichiidn batlespaids t¢ theptagaagdi.c keys used are those
issued to a Wb Recei pt Verification Service.
Accordi ng to anot her aspect of the present invention,

;a h g@? Bck anowet fq%w%zgééfg ltpr%éh@ gﬁ?ﬂé@é cogh sty Tay later
presei e 8ot Lhint LS RisriGE ke SPRARRAR) dignpes entracting the

i vent aon E . . '
e L A e
of M8 kdankactioneo tHéhrérmeinptpaisl VileepiRen atth @nadeihen compare the

Recei pt Servi ceq)can degrpyr%9 it. ].?LS V\Dmggogﬁiim 65 P
tranRadtidiSAeads @d Ea§preroustydstarpd vergmn af tehtensestien tdeteils that the

the present invention, sensitive information is not
preseayiagIpattytReseedyehe i ncl udi ng the user requesting a

view of the receipt. According to another aspect of

the present invention, XSLT is used to strip out any

senglti [ . ' apst r .

&ééotréﬁ‘l‘?l'gt B %’hﬁ%ﬁ?@eﬁ%ﬁg&ft ; gif’ &@% TErE&Fﬁt 1‘?1%nt?<§n,a£‘ Wb Receipt

receip 0 splayab
Service creates “postmarked” digital receipts suitable for use within a Web browser,

where the postmark includes a date time stamp and identity of a trusted third party.

According to yet another aspect of the present invention, the trusted third party

is a national postal authority.

According to another aspect of the present invention, the Web Receipt Service

is accessible using standard web based protocols.

According to still another aspect of the present invention, the Web Receipt
Service passes a time-stamped hash of the transaction details to the postmarking

service or self-generates a postmark.
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According to still another aspect of the present

i nvention, steganography is enployed to hold the
weostietked recei pt and al | ow post marked recei pPCHUSODEL5369

usable wthin a Wb browser environnment as a graphic

in web pages. According to yet another aspect of the

present invention, the steganography used takes a A F

t haciofiflg MBIV hBIER abhfor JTRAE ety {fYeri R o Ui MProceipt as
WeBSQ9Ret i Bithidl BREBOHR BomcRbe TRihsaddiPcaitd bat over a

anot her aspect of tHe present invention, all receipts

publit @etweki €t ®eeipdpalidatiny daeaids of thdadectamiicerafisastivh ad including
use of XML and XSL transformations (XSLT), such that

a tramspctien Iredosd dentifiythg trhimsachivn detadlsi pthe metihed prebedesswepting the

ot S SISl RS b B g
THE. DRAW T i: ' [ .
trangi i 0t 1 1 oty B bEPe s HEDRE e forming o

o e . n . . . .
digihl FEE R i ng e RS EI AR o el Rmbodding the digital
recdlpemeNbraphietot drdble digpMkiie A Wek papef atderaeninpgmbealigital receipt to

represent simlar parts throughout several views of
at ledst oneapartygt thencompletdd transaetiGn. 1Deteila i Ithevtranaadtion record are
showi ng a typical Wb Recej pt Service exchange,
protestesi faomgnedifigatian by dhe particp &o Predsasactiorent i on; 19 WO
2004/ 104765 PCT/ US2004/ 015369 FIG 2 is a flow chart
showi ng typical Wb Verification Service exchange,

3 i he & MaRRRabed ok BIESELnIAHRR, | Ath Sy may fater

pre@t Ah8 Aigitd1orRBIASRE GleriPicatiblle PheSeflfichivethélades Bkacting the
4 11lustrates an exanple of Wb Recei pt creation flow,

dighsloeteipt Goho tiengraphive decrybtin ) ¢heptressaction meeortliand; refiir@ng details
S illustrates an exanple of Wb Receipt verification

of the drensaeiion, toatheqresengingtnsrtyn Bppraseniing party teayethen compare the
invention, FIG 6 illustrates, Web. Recgi.pt Verif.icafio

transaetien: ge@gﬁﬁg rfeRt gr,evg}yétyr gtpppgi Y%rsmélnogglgeeg@nw{lpﬁ etalls that the

preg ern%sn%r}@tart'ynﬁ/o%rs]és'sgg ;

According to still another aspect of the present invention, a Web Receipt
Service creates “postmarked” digital receipts suitable for use within a web browser,

where the postmark comprises a date time stamp and identity of a trusted third party.

According to yet another aspect of the present invention, the trusted third party

is a national postal authority.

According to still another aspect of the present invention, the Web Receipt

Service is accessible using standard Web based protocols.
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FIG 7 illustrates elenents of a postnarked Wb
Recei pt, according to an aspect of the present

w0 poenod761; and FIG 8 illustrates a typical VedI/us2004/015369
Recei pt XML structure, according to an aspect of the

present..i nyention. Fl raphical |y L1l ustr a . .
Cyreearineld ALERbasPbab Bl Aore mrealbdibof 6 RGeint Service
S Laventi Al . .
posP 525 O 5 PTRLFREESLETL Y 68 Fsfpanin servic o
self-lg‘éﬁ&‘aﬁés%rposméﬂ&gh one or nore of its wvarious

spects, ‘enbodi nents and/or specific features or

sub- conponents, is thus intended to bring out one or

ool ot AAPOES B RS B HyRRes Ao Rl and

acc%@ g Ohedt B XQWVERN efeatdd AndSertadU E@ﬁﬂlaﬂﬁng g@plication.

what a Wb Recei pt Service is, how such
The JkMhARinAHsicakiow uisbe a pestniarkingaserviee to ensite adineelstamped hash
the design of such a service, and a description of a
of theyceipt. service installation for use over the
Internet or other public network. A flow chart
illustrating an exenplary Wb Recei pt Servi ce exchange
is,sho i,n F Si npl ei S
soreaBpe o ik otber bt of ft Bt SR bBhsastion records
NERE Uj ingl 1 XWMILhHBcEn¥@bwhich is
nd (B EEhATLE® WodtindCedinbinéd IR VR Sonm e
protet3idhfshgheihebasedf praatiadoPKI bhbed eastybtiongind the public key of a
post mar ked recei pts may consi st of small graphics
verifivati@abbgplicationenderi ng i n web pages. The post nar ked

recei pts offer end-users an assurance that the stated
work or task had been perfornmed and offer proof that

an event. took place. Referyi.ng now to Fl 1, .
e cieprding o pBoBEEiaaPhe Wt PRENt alelive cnflaPit, wansaction
' E irfto! hy and
el 8% shatall Bo“UBRL SR il OSBRI fcppposrphy an
remh‘ﬂﬁt%'d@ﬂ‘dﬂarﬂysédﬂi%e.sewi ce creates a description of
the work performed, e.g., transaction details. The
service 1.2 then contacts the Wb Receipt Service 1.3

and sends the Wb Receipt Service 1.3 the description .
and\esordingnid oyataeneherspaeinel the meesenh, InypRliQy gheyption 1s

per oh%ea%cs%ilgvﬁ%sa},%gA%rcaeﬂ terflglgfna{g%%thm, and the only certificates and

cryptographic keys used are those issued to a Web Receipt Verification Service.

According to another aspect of the present invention, a Web Receipt Service
uses PKI but does not rely upon the issuance of certificates or private keys to the

individuals for whom Web Receipts are created.
According to still another aspect of the present invention, protection of the

transaction details is through encryption to a single public key belonging only to the
Web Receipt Service and only the Web Receipt Service can decrypt it.
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Web Recei pt Service. The Wb Recei pt Service may
provide its own postmarking function or the Wb
woe@eilptr6Ser vice may interact with a trusted PCT/US2004/015369
third-party date-tine stanping service 1.4, such as
t hose pr.ovi.ded b he U. S .Postal Servic USPS) . .
A ERFSiRE S Seblples apecking (B RBsgt yShfigh Spastiive information
is nbfeEAEN 1O n{brl DnElukiid (heRRet deauEh b vidh S B cC6ipt.
standard, cryptographic hash code of the service
origi nated work description by the Wb Recei pt
SerAtdooedifig 3o tanothee adpeat aifithe pedsanpinvgnten vX8ETlis aiseddo strip out
return of the hash code processed wth a date-tine
any seasipiveiafogmgtion |and; teansfarne ther reshef aniXMLpeaceipt into a displayable
date-tinme stanping service 1.4 to the Wb Recei pt
formgl i ce 1.3. 21 WO 2004/ 104765 PCT/ US2004/ 015369 I n
one preferred enbodi nent, the el ectronic postmark
(EPM of the USPS is enployed for date-tine stanping.
Fora @opdmbeio A4l hadihdrehselt OYitHE Sprebeht Uabentid)Mteganography is
date-ti me stanpi ng service under an outsourcing
emplgy&E tehbdldnihichpdsdtiisrkedhiectipt and atloss pestmasked raxeipts to be usable
sof tware devel opnent kit (SDK), as is typical for
withihjar Wepdroysendnwizonanensah igraphc inswbdfagehe USPS EPM
brings certain | egal protections to electronic
transactions not avail able when alternative

R W L —
useg'i&eg%l GREAhLE 3 9@% ny?lﬁ%#ggég tlﬁlgﬁégae; ﬁlé? g}a?‘ th&" allows the data of the

rotections ctronic
postfsied i&ceift todebpréddn@drofoht dits ahkthaakd ¥p asoRpRhawd i n
el ectroni c transactions conducted within the
jurisdiction of such a national postal authority.
Section_ 1 of the attached, appendi x shows an_exenpl ary
| i Aeaesding teametireraspedaRizibe drewnt jyatiogdall repripts Aty treated as

opal B asiod ol ApiniGe 86 i VG RE S TulReReieglipls xSt

. . h e . '
sosh P A BRIl X0 UERIASAN b PYERLLATy wsing sanda
e SHMEXMPB $askiNe Bnsihes Snd passidgethe resdlt-tHBe@sh.
OfJ,E\mazon.corr)%ﬁsel i&% produgts é%%r the Internet. The
web store 1.2 ordinarily uses return web pages
detailing th ' ' ]
"pseudo-r eceLg a5 ; SiAarread
into such a service requires an additional step of
passi ng a

The present invention is further described in the detailed description which

follows, by reference to the noted drawings, by way of non-limiting examples of
preferred embodiments of the present invention, in which like reference numerals

represent similar parts throughout several views of the drawings, and in which:

FIG. 1 is a flow chart showing a typical Web Receipt Service exchange,

according to an aspect of the present invention;
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description of the transaction to the Wb Recei pt

Service 1.3 over an encrypted connection and
waaissaaurent | y pl aci ng the postmarked recei pt gr@EpORI04/015369

within the web page sent back to the user. Referring

S?Ei@n?oﬁﬁlggﬂ?%bﬁlj}ar}t fs‘h \gvf}fgg %E@g%?g&%g%@%:g?{)gt%%ice exchange,
o SRESEH Bt loeioutiag 3 Lot o

to offer an Internet service to the client 1.1. After
the successful conclusion of the Internet service
t r Ga Gt illostratehéVsk Rezeipt Setvica congmnenfs, taheording to an aspect of
transaction details or work perforned and the rules
the pugsentrinvieiitemyi ng the work description to the Wb
Recei pt Service 1.3. Wen the Wb Receipt Service 1.3
22 WD 2004/ 104765 PCT/ US2004/ 015369 receives the

RS BRSSP RebeeRARER foy, geconting o an

o the
aspRR D MY picBentSAV Mk, 1- 4. After the Veb Receipt Service
1.3 recelves a postnmark fromthe postmarking service
1.4, a Wb Receipt is created and returned to the
requesting Internet service 1.2. The service 1.2 then )
hadlGhé itipsiratas ofi exkeppd ofy WdbeRvedipReesifigatiopr flow chart, according
returni gghit to the client 1.1. The client 1.1 may
to ag agiect 9é the PrEsPHIN%EPY ecord of the transaction for
| ater use and verification in the event of a dispute
or other need to access the content. Only the
ven a i i
a1, FEHMRRERTROO R VERficlih SREALE coTfioHEAS, facbrding to
an $pb&Nf the present inkentidii;er net service 1.2. The Wb
ecei pt Service 1.3 cannot nodify the content of the
recei pt without detection, because it has been
"post marked” with a date-tine sta and digitally
si gied 7 illpstaaies plemasieehr P@ﬂﬂ@ﬁ%‘%&gﬁﬁ?\?c%‘% AREEAmele an aspect
|s used .as the basis for a class that should be
Oftﬁ%\meéamtla"ﬁ%‘??fb all of the service functionality of
taking an XM. work docunent, an XM. style sheet, and
an i mage, postmarking the XM. work docunent and
COMIIgNPIukhittes!aeiPitad Wéb ReddipkMMIoftrrtiredas®B€ingtto an aspect
docunent that is éncrypted for a verification
of thepwdsent inBeramnogr aphy is used to enbed the encrypted
docunment into an image, which is returned to the
cal l er. I NPUT FORVAT:

FIG. 9 graphically illustrates a typical Web Receipt, according to an aspect of

the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In view of the foregoing, the present invention, through one or more of its
various aspects, embodiments and/or specific features or sub-components, is thus

intended to bring out one or more of the advantages as specifically noted below.
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The caller of the Wb Recei pt Service 1.3 has

performed work that is to be certified by the Wb
woemeiiptreSer vice 1.3. The caller creates a recPCPUSHS4/@15369

docunent that describes the work that was perforned.

In a preferred enbodi nent, the docunent is an XM

document The caller also creates a docunent, such as

?g%é f%llé%ﬁé E btoﬁﬂ‘he L loP e mnﬁﬁe%lﬂtbé &’es@ﬁbed 11}1 the context of

broms recel and

Wha?tta)’ iV\?\eb e t@e@v@§§§eﬂo¢l%®ﬁea Mﬁ@@@rﬂ }ﬁﬁw\th@%ervwe can be
The receipt is then postmarked, and 't he

conmﬂ@dtm%r the dbsigheoRispth @ervides zﬁtd/laedsmmhoar ef a typical service
returned by the Wb Receipt Service 1.3 as a

instaldattarefor aide oeerthetintezaetvad otiteygyubdis 7etwork.
PCT/ US2004/ 015369 COUTPUT FORMAT: |In an enbodi nent,
t he postnarked receipt data is held within a

St g ?Poaﬁ%ﬁ? HX Sﬁf&gﬁgﬁnk&%ﬁ%g%%e% ﬁ%c%?ﬁt@ﬁwfc@%x%ﬁé(ﬂg% is shown

f(?gfmogfxﬁglsr' StaRIdOGE Pl KRR 35% Srvide bfovadé a%%‘rﬂge &hat creates

sorted co map, ‘sets the ' bit |nap|xe to a

pos’ﬁhﬁ’ﬁ@d r@éelh’@\/‘ﬁﬁta@w Gr uRp eva] dBptispendiing erbthewset. The Web
found in the data to be inserted into the image. \Wen

Recelie Sewiiepis ianegpeibls usatgl lstaadardarwe’taﬂ?taaerpirQinC@]S t Ade resulting
data will alter the recei |tself Ther ef.or e,

e
postm,@%@d YW%@é BeY eonshy of salagiap WStSHEa ble fagEengeripg in web pages.

GBS Bt LA SRR v o
beeﬁ{jﬁg%ﬁﬁ?ﬂ ﬁflé{ o%fe?@k@& tﬁ%t SPORS ?6015%1"3 dabl e software
codes at nay be use I h

I'n creat a protected Wb
Recei pt. Section 3 of the attached appendi x shows an
exenplary listing of conputer readable software codes
t haRefolrigl nowh #aGa 11 haWebsR pesipe8eivicasosldr begsedimal situations
converts the strings to input streans so that_ the
whae aseliantidt 1 neesuaberyicsob? tohavasprecuark pardorped. sAfteﬁ goncluding

e T U R L P S 3cREE SRS, O B2t on
nt I .

rrE Y U5, PRI, I B SO R B b e

Serge%' fi $ajhPnsepRiV e Bred: Rrél%lﬁe%egﬂc@f ltjqeth\é‘é@escnptlon and a

ceipt Service allows third party services, e.g., an
tradsférgddtion devunmeir. InZetirn, theesgieice dc2 Ir@ctasvdshaw elReyeipt from the

both sensitive and non-sensitive information that can
WebaR eceipteSerfi¢adatlhe. Wab Brewpt Sarvice mayspravidmats own postmarking
function or the Web Receipt Service may interact with a trusted third-party date-time
stamping service 1.4, such as those provided by the U. S. Postal Service (USPS),
AuthentiDate, DigiStamp, and others. Typically interaction with a third-party
date-time stamping service 1.4 involves submission of an industry standard,
cryptographic hash code of the service originated work description by the Web Receipt
Service 1.3 to the date-time stamping service 1.4 and return of the hash code processed

with a date-time stamp and digital signature of the third-party date-time stamping
service 1.4 to the Web Receipt Service 1.3.
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i nvol ving product sales or services sales, sensitive
informati on may include information such as a credit

w@20od/1mTeber or Social Security Nunber. Non- sePST/UB2004/015369
infor mati on may include exactly vvhat vvas purchased

burerdis, Bratfrri SBitatinah thé St offark hpR, o ag, USPS is
em}?;lbgeSSI {)Qﬁte JifHel gtaﬂgﬁ{lgesﬁ&v bﬁﬁn@fé SRERER Dﬁﬁe{)rowdes the USPS

Ity of r to senSitive |n or na
EPIAd M i20 $taiAr® Serivich/ (1R Qﬂ/&iﬁﬁﬁ&ng Glgk@mhend wlith USPS, which is
seeking receipt verification, which by way of exanple
accessyd nsing 4 befitware davelqpmeentdit SDE),asds typica fos third-party software
the Wb Recei pt to the Wb Receipt Verification
utilggiesyi ddse. 0,:_f ﬂ@ﬁr WS f ERM itsingsTrertaiab legat eprptections to electronic

NECHIENER o T e
serxgg%sr %rts re%ﬁ&%im{dg% E%ote%@%zlwgér%%dgﬁttge II/JZS?#@PM are delineated on
the RESESTW b sitel NSl ﬁ%@&'tﬂ%hs Wery bd £@bFRA WREY A @16%&8mc postmark

returns the transforned work description detailing
of & natiwat postal anthoritwis gpplied ihhtedtiongd traldsaktiohs c8nducted within the
preferred enbodi nent, Wb Receipt verification is
jurisdigtibe of sectna ohtiesaltpleatal psthorihy verification service
for Wb Recei pts generated by the Wb Recei pt cl ass.
The Vb Recei pt Verification Service 2.2 takes apart

d .
AR HAaT Fc MR Eack G ne 5T S5V, SR RiFiy listing,of computer
rea&%}e Eﬁfgﬁh&t cod%s tﬂa@cgrﬁéﬂl ¥ uQéd b PR Ay aeﬁﬁﬁﬂc:%dgﬁnark from a third

retur case of a positive resu

arfyedé-iime ét&mpﬂcgemme saokl ag aeeemilydteg styl e sheet are
provided to the caller. Section 4 of the attached
appendlx shows an exenplary listing of conputer

reada \1/-@9 #;?’Vé%g?? ik otfhﬁfe seRE 1ﬁ§§1ﬂ1drp 11\% ments the Web

Recel pt e st eganogr aphi ¢ | mag
ReRifitBérviRy 1t he¢or ﬁPﬁit@ﬁneﬁBéSéldG\ﬁe@ goré e, (et EL Bean Amazon com)
descri ption enbedded within. The st eganogr aphi c
sellmg)pleusluclsaim the @ntém‘eltl dhandeb sterad.2aordemarile diseotaturn web pages
sets the "one’ bit in a pixel to a higher or )
detalbme rtheoxe@ultmf gafinancigle panwiclgnodf eh epsmu Ofr@@mﬁt-i n Integrating
% kg a to be jnserted into the.i mage q<]nr;50ff .
postrarked; 1egemiy 1 t?péﬂﬁl?)? SATNS AR1WIEE Pa? %‘? ftegsol passing a

des{:ﬁgtlquﬁl%d hgﬁga%tloﬁeﬁ)t "cl{x’é1 t\ﬁg?fRé& @SE%%@ q. ?os A ?dérﬁ encrypted

an exe COI’] Ins t

f
con?fe%ﬁchv@ gﬂgggg%@eggy Plicihpehé PERheirREd Wekdipt gﬁap‘l’ﬁ‘é kwiftSn the web

page sent back to the user.

Referring again to FIG. 1, in a preferred embodiment of the present invention,
the Web Receipt Service is accessed by a client 1.1 making a request of an Internet
service 1.2 that uses a server (not shown) to offer an Internet service to the client 1.1.
After the successful conclusion of the Internet service transaction, the server sends a
copy of the transaction details or work performed and the rules for transforming the

work description to the Web Receipt Service 1.3. When the Web Receipt Service 1.3
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the completed work and the style sheet to display it.

The configuration properties for the Wb Recei pt
wO/eooisfidemes i on Service 2.2 are saved into cl asBCT/US2004/015369

vari abl es. Then the cryptographic object nay be

oS et s G SR A8 Rl 5 il of e

Worgo%#r%}%%mg?% Elg/gésjgﬁ’%%ﬁg\]ﬂ%%ﬁg cl% y %eﬂ%; @gg&g%b%%cﬂegét Service 1.3
rece?\%@fd EHétﬁ{drE Froththe IP@&hﬁerfgsséWide 1.3e61Web Re®iptiiB&reated and

attached appendi x shows an exenplary ~cryptographic

retuftfidetot the hagueteia )/Imei*némrﬁaé d.Z.000hd servitdh@.d tiegehashhevoption of
referring to FI 3, a Wb Receipt Service 3.1 nay

keeminglthy Véeb Bieegiphoy retptmingnigionte 3liznt 4.1Cr "ly“b@ gbp]gtphll gnay save the

b Sevei LSS oL TS g e vt of
S W P T B o 0
Wl U, S, S8, SRR ol ERRPOERY s SRt clet 1.

or tRPRItbERE E&WEce0l .2 S YRHeEWR b Redefsti8erVit 1RB eenmitanbddify the content of
transactions, tasks or work perforned. Creation of

the tdveipdétitiRed (eiemctllon bevauset has bietn fpostmaikediewitkla date-time stamp
Recei Service 3.1. The Wb Receipt Service 3.1
andrd@ltajg&lgmﬁd he Internet or other accessible public
network and can be accessed using standard web service
prot ocol s such as SOAP or XM.-RPC. Connections to the

Veh, 36 ﬁie?tpri?fe#@ &Bé nk o,r%glﬁ@ﬁ%cé’\@ hiséd ST %asas for a class

connec I'on ‘suc r to protect sensit
that! s'ﬁt)ﬁfd‘@é tAlkd M}%tf(ﬁﬁ?ﬂl bfthd Rriiee f@ﬂ&[ﬂﬂaﬁ@’oﬂﬁkﬂfgjan XML work
shown in FI G athird party Internet service
docugieht) aineX ML woylk steste s bh dmagecposntariang she |5(ML’Lwaﬂd document
creates a docunenting XM receipt and acconpany gt
andsiopitenigigabe elamerss Mtojan XMW mt@égéwlpt dm\lm@ltm iig encrypted
= Yes), .the |nternet erV| ce

for ae\se&zﬁcaflparﬁea‘aeeme FeERBOGpED © HEtb I TR\ RE #PatRLed: focument
[f th K t lid (S4.2 = No
into i e, WS e LA il ot !f‘e'p 45 Tho Veb

Recei pt Service may use a postmarking service to

create the time-stanped, digitally signed hash of the

INPIETEQRMAMe files and tinme-stanped hash may then be
encoded and conbined into an XM. docunent to

The caller of the Web Receipt Service 1.3 has performed work that is to be
certified by the Web Receipt Service 1.3. The caller creates a receipt as a document
that describes the work that was performed. In a preferred embodiment, the document
is an XML document. The caller also creates a document, such as a style sheet,
that allows the receipt to be displayed inside a web browser. The receipt and the style
sheet are passed to the Web Receipt Service 1.3. The receipt is then postmarked, and
the postmark, the receipt, and the style sheet are returned by the Web Receipt Service
1.3 as a postmarked receipt.
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create a postmarked receipt at step 4.4. The
post mar ked receipt is protected using standard PK
whamedogrTr ypti on using the public cryptographPCT/K83004615369
a verification application of the Wb Recei pt
Verification Service at step 4.5. Finally, the
encrypted receipt is base-64 encoded again at step
4.6, injected in a GF imge using 26 W 2004/ 104765
PCT/ US2004/ 015369 st eganography at step 4.7, and
returned to the third party Internet service at step
4.8. The Internet service may then retain a copy and
OUTRUIFORMARY in the formof a web page to the
client. In a preferred enbodi nent of the present
invention, an interface is used as the basis for a
cl ass that(is called to p réornlal i vic
1 e

of se e .
f ube epHaQdieat, theprRignarked XaqCIRigata %ﬁ%ﬁe‘ﬁﬁﬁ% Stpgfnographic

e 0 S SHETHE A8 i e
stegélgér%ﬁﬁ%%@é‘s@itﬂzes%o.%mtanﬂbﬁéing% scfercondStap, r?%sztéle “one” bit

cat'i on service.” Steganography is used to e

in atpigeladcd Mighefl or Upeen®ilor iaporatie depgrlingVoh ahe bi found in the data
returned to the caller. I NPUT FORVAT: The call er of

to bt hesevied iRt thepimager Wien thasepaipt tnagedissotvened iy tahtgration of the
~ is to be certified bégt he Web_ Recei pt.. Service. The
image Hpterwidk aliardbe secgartufrelt Thearlory use o éBpge altening software on the

. descri bes, t wor k that .was gcconplished., | .
imagf 3 b Feieb 15 d PRt e pof s TRrS e Bl eciipp 2 of the
1 l].e ;
oo BT o5 oy AEREIEENE S FREUIE LB st codes
that%@y‘ﬁ@ﬁsecﬁhhcd}eﬁﬁigﬂa plotb&red Veed Re&_évi\gt.f ecei pt and the
styl e docunent are passed to the b Recei pt Service.
The receipt is then postmarked and the postmark, the

recei pt and the style sheet_are returned by the Wb
ReSecion Jseff \the extiagheth appendis shoses an gaempiary elésting of computer

readsft wflhiereuiods Hied obiag AHOGHADRLGS PRRGH 15 RS STIngagng gnvert the
. i.pt.. t.h tyl i

AR T R

dat"Ghe f?lgt gf E‘fér g}&t%@eé‘soﬂ)e%}fom b? ehS cbd& 1OB6ctidl B is labyte array

a pixe er or  lower color map val ue dependi ng
mal@fg up@ntiiagkabimictontihhthedisemarked receipt.

Now referring to FIG.2, the Web Receipt Service provides a Web Receipt
Verification Service 2.2. The design of the Web Receipt Service allows third party
services, e.g., an Internet service 1.2, to create receipts that carry both sensitive and
non-sensitive information that can later be validated. In electronic transactions
involving product sales or services sales, sensitive information may include
information such as a credit card number or Social Security Number. Non-sensitive
information may include exactly what was purchased, the seller’s identity, and the date
and time of the purchase. In an embodiment, the present invention also allows the

third party service to specify the accessibility of the user to sensitive information. A
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to be inserted into the inmage. Wen the receipt imge

is returned, any alteration of the 27 WO 2004/104765
wWEMAWEZ604/ 015369 i nmage data will alter the PEDESIN4/015369

itself. Therefore, use of inmage altering software on

. th [ e wll, rend .he receipt invalid, and is .
clieih o L SPE T SFSE RGBTSR BPIeh B9 DAY of FLeBly may be cither a
e S - - -
cos R Lr RN TR Myl BB Meccipy Verication
ServighW.? fbP S efiFiRIAOR IR RBEGpt Yigifichasn (Jeevice 282 Rlecrypts the
the style sheet and the postmark enbedded. Now
Web &eeipttgdt @nFrdefyThapdstmdsk By, valhiatidgitsReeridate-time stamp or by
Verification Service 6.1, upon receiving a Wb
conRauricpting ovitly hd apprapiisie, Poxtmenipog serviee 2@l Retidy phe postmark.

b reversing the process used to copstruct the W .
TheRﬁ%%a eceipt é?%tgcqﬂ@n IX1Ge f-ﬁere&t.lm@it 3|ﬁants{”%1«°§t *é{ﬁgléalescnptlon

hash, XM .recei.pt and.style.sheet. The Wb Recei pt
deta&?ﬁPgHaﬁ%tlgﬂ? mgg?%%@é‘ B .ﬂ¥e &é‘?‘?ﬂ?e]; the embedded recei pt

fromthe graphic at step 5.1; base-64 decodes the
recei pt at step 5.2, and decrypts the receipt at step
5. 3n d prefditedeabydincmn, Web Redeiptaletidicaton 4 enabtdd a®dclass that is
error 1s returned at step 5.5. If the decryption is

the watifwa(ieh .sérvice Yais Welt Receiptregsiaaated dbyhtishWeb Receipt class. The
val i dated at step 5.6 using. the postmarking service.

WebiReqejijet Yencaiampenitradid akengpary dhe gteganographiqimaggy decodes,
error_is.return t step.5, 5. Lf th tine-gta .
oot e e SEE, 2ielyitatis, e, BTimark G B g Toceipt. A
. f i stepas. .
negh)fe Xph SRIEHERITYY ARyAbas RIS Gebbe Dolihe s, the receipt
XMIed6tihet 4t ARRn§RAFins fFlel Iheer ARtirevidet[th Ehedalditt -Section 4 of
The di spl ayable receipt” 1s then sent back to the
the agteches] alentnosivevs @t exsdmeplaby Bstidgnoficnpidter readable software codes
enbodi ment of the present_invention, a class validates
thatamgg be umed in Pl el Regeiplacerifiaatiosr eat ed by the Wb
Recei pt Service. The class expects the web page to
have a formwithin it that contains a file upl oad

Recat et GRuiREnRY B ek A€ oulr YR h8ipL iR g the receipt
desBRYLOE enlb@ﬁééc?gzit\i}\é‘i}gt e Qfe@@ﬁ‘égra' ARG 08dssitiMEes R file and, using a

Recel pt or on a page interface presented to the

sorféededolby nidpe s¥hthBRewaeDbitSkr ¥ipirel WCe dgher ®r lower color map value
verification services may be controlled or restricted
depeadimg qutheviot fieinddin dhe ditade beiihsertgtanto the imager Section 5 of the

identifiers. The file js ypl oaded and th b Recei pt
attachediap showisan vemplars St of ke qwhe %e-

Section 6 of the attached appendix shows an exemplary format that contains the
postmark of the Web Receipt for the completed work, as well as the Web Receipt for
the completed work and the style sheet to display it.

The configuration properties for the Web Receipt Verification Service 2.2 are
saved into class variables. Then the cryptographic object may be created to save on the

overhead when use of the Web Receipt Verification Service is required. The
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28 WD 2004/ 104765 PCT/ US2004/ 015369 is vali dated

successfully, the work description is transforned
wa@gingo47he styl e sheet and sent back as a webP@EHUS£2004/015369

Section 9 of the attached appendi x shows an exenpl ary

crviobeblh SLeEETUNES o ARV REIR SUEbF RiFReh e rion
_ . I YA W . _ .

PR B Rty Sk 2oL, el R ORntOfn excmplary
crygtgglgaiﬁ?g% o%%a&ﬂépa&rgﬁé MRS FOEEP i hRlinAke. used to

[tipart Tormdata file data to a tenporary
file in the directory that the storage nanager stores
temporary files in. The file object is returned so
t héNownpefeaing d@mt FI6an3pbea abitabs Rebeipit dervithe3¥Mmay employ a
docunent,_which is the receﬂ'_l,pt S %ransfor dinto %n )
Steganagraiyuiasine 3% a GrpiogaRhisFngng 3 Jeaug piRestmarking Engine 3.4.

T 0 SRR o B T 5LBih8 agon e
weg SRR FROE o ARSOS RN, B0 By rcip and

stylEnGeBe Ghe.cohipondals Meseddd byahe fWegtRaesiptelariive $1lenable third
is a server-based verification application that

partyr applitesions postyseniseth issoeiWeb Revdips thhi tchnsaaidng, tasks or work
recei pt and style sheet. The verification application

perfasBiedes in a web server and is accessible by the
Internet through a web browser so end users can

interact wiwth the wverification application. The

verdfd,6ah 13,8 FWH) Cfeééeﬂﬂ i2ltho %sp%ngl%w"cl}fm’fnﬁ{eﬁwi%}éeceipt Service

non-sensitive I nformati-on contarne
3.1RerRd Meb Rleckipe SSAABe Bl MPesid& bik Yhd InteAkt drhsth¥€Bccessible public
Receipt is valid. In a preferred enbodi nent of the
netwoesand canbenddcessedausing ktandasl v@blsedvite protacodatuehaas SOAP or
previously created postmarked receipt that is
P.néibnneetions tanthenWed. Re@apt Service13.dfcanhlee madgciied a secure

appendi x _sho an exenpl ary listi.ng.of conputer
CONPEGRILFISh 25T Sndl @rcféaggrqt%%ttsea%lﬂwge UQRr i fication
nmet hod. The streamthat contains the data that makes
up the image containing the postmarked receipt is
pa ' i AL ldah RRShORGKSE | iTEUE. W, lal thi@t Internet
thzﬁx ﬂe(%rgﬁgg%;t ar?g s?;%né sheet ~contal ned within. 152%6, Hetne
service validates a work description document at step 4.1 and creates a documenting

e

XML receipt and accompanying style sheet in XSLT. If the work description is valid
(S4.2 = Yes), the Internet service sends the work description document to a Web
Receipt Service at step 4.3. If the work description is not valid (S4.2 = No), an error
signal may be returned at step 4.9. The Web Receipt Service may use a postmarking
service to create the time-stamped, digitally signed hash of the receipt. The files and
time-stamped hash may then be encoded and combined into an XML document to
create a postmarked receipt at step 4.4. The postmarked receipt is protected using
standard PKI based encryption using the public cryptographic key of a verification
application of the Web Receipt Verification Service at step 4.5. Finally, the encrypted

receipt is base-64 encoded again at step 4.6, injected in a GIF image using
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WD 2004/ 104765 PCT/ US2004/ 015369 Section 12 of the
attached appendi x shows an exenplary |isting of

W@ 09po43s5 r eadabl e sof tware codes that are useRPCT/US2004/015369
renmove the steganography fromdata passed in. The

dat a expected i.s an i e that has steganography .
StegARRETRH % P drfo APYEAITARR O i DHUDRAY IDCEFSEYieh at Step 4.8.
ler AT ' t r
THEHEBGESRTS, BTG AT or S5 Bl TR TS0 GEGR of 0 web
pagglb @@Rlidat the caller has passed in. Section 13 of
the attached appendi x shows an exenplary listing of
conmput er readabl e software codes that may be used to

take the data found within the steganographed inmage
andnexpredetred embaimeaicofihet prefut anversican aadoterface 1s used as the

bes{aOr i elges 15K 15 CRASH Ko Porioe FeoRit Faise Tpgtonality of taking an

XM 50 aBo SEnt, A oSMLe Sl host 28l el SRR RE s A ML work

dociffehy Bh& Loibitink e F%Lérﬂ%ft? 6% {MILL q@rﬁ%ﬁfe‘&@ﬁﬁtdmument that is
e Dy w gto

ervice, returnfng t te array. rererri

enchjped for hheeriRiatiBacRirats. Wteghriogriplsy Wehisddeteetibed the encrypted
service are designed to be self-containing,

docpnmnentto we iarageuwhivhes rdtnmedéb thecallgt service treats
recei pts as opaque val ues. Enbeddi ng the Wb Receipts
in an image 7.1 enables easy nmanipul ation and

iQn in a web page. Encryption 7.2 provides
INPB?’E?W]{{H@ assures receipt integrity. The Wb
Receipts carry with themthe tine-stanped hash

(postmark) of the receipt 7.4, the original receipt

(Worte Ef1RG " dPihleOWebCR &iMiOseyick s PetfdrfheBaddnte $RI¥ ItB& is to be
7.5, and the style sheet” (display rules) 7.6. The

certified bguhatWeln ReteiphServieds Rheeaiablies crdatdsgatiosurhbet, oaket a receipt
to store any information required in order to display _
that describesethet wonkethat wgs ese@uplidhed: ilorn prefered embadimaniche receipt

dochBizihg &n mggulgéﬁgﬁlfﬁ%@h%%fsg%r%s% i dhat allows the
\ ) e 9 .

recqBPierY SisBla B EHAP b bV E bR 2 b RAnG, Thessepipt and the

styld td%culgl‘é{iﬁgﬁ%- abB&1 Mef\i%méc@%t ebyiRec qih@tr?élegptpiéstﬁ@lgpostmarked

in an thod extracts th 30 WO 2004 4765

andPEE pis2eEA Othe3fleipV\emdRereitple St neatrenen@dbynthe Web Receipt
into the docunent object and returns the base64
Service in what is called a postmarked receipt.

OUTPUT FORMAT:

The postmarked receipt data is contained within a steganographic image that
has the receipt, the style sheet, and the postmark embedded within. The
steganographic process takes a .gif file and, using a sorted color map, sets the “one” bit
in a pixel to a higher or lower color map value depending on the bit found in the data

to be inserted into the image. When the receipt image is returned, any alteration of the
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post mar ked recei pt data. In preferred enbodi nents of
the present invention, all encryption is perforned

W@ giongodES3, RSA or anot her PKI al gorithnm howe@BUS20041€15369
only certificates and keys wused are those issued to

. __the Weh . Receipt Verification rvice, ~IThis ot ec
imagg Gathapll TUSE o eSOt 5 e FOGFSTRS: oo 0 BB oTtware on the
. | DeLpalk el g j i comes from
imaf §8F Fondfr B4 (RLRTImRHACH ithelshhry e TOTRl
upon the issuance of <certificates or private keys to
i ndi vidual s or organi zations involved in the web
t r Sosti@t iS00 themttabharh apdndRe shopssamesempbay disting of computer
Protection of the receipt is through encryption to a

readgblegsaftyansl ¢ader dhabrateonspdng ehipip end refarmlle seganqgraphic image
ice. Only t Wb Recei pt  Servi d t th
that g aEr Bt T OSSR 950 A0 L IR BA DB HERt of *he

present invention, the nethod takes the receipt that
is passed in and encrypts it to a public key specified

by Nd¥#¢ réRRiASHS RIGOH anlliF1E. d, hd esb Rebsipt NerERGatiyRIREvice 6.1,

recei pt into a base64 encodi ng and prepends the
upof Neeéivitg: tay el Redegstgfdr. v&efitdtion, Idecoinposes dh¢ a¥ebdReceipt by
appendi x shows an exenplary listing of conputer .
revergingdh¢ pramsks wegcktcconistruchie We Receipidy ardercipcobtpin the original

time;Sampgir BAornM aBCRIRt 2nd: e Bhcstr 10 WiboBereat Veritication
h itive jnf i on_is. | : N

ser EEIRHHHS BB S PRU Ak CYFEIBIRAE, oIS b

deo BT PO o5B dehR dpanSiar g3 1 dcrpton s

not $hld PSS5.au N@?yarﬁ@@@ﬂ Isiretrhdd &rstes bon ke deanpfion issvalid (S5.4 =
the rest of the XML receipt into a displayable

Yes),oheuime-Stanypeddyashrie nvalatsid dtvsterrl 8 aiding diropestmiagking skrvice. If
perfornmed_are _displayed while sensitive det ai(f S,
the tigoitpmped hpgh 1solaotd\(a§1,§u1Sé.7r sP s BngHTOT S getygied at step 5.5. If the
. reveal ed ccess..t.o sitiye.data is gontrolled in
umessRgg ng‘é‘S]@i B valide i@? d rul £8)y 2t§1]en @Hpﬁ%e?uog P&ag".rﬂ‘és,&he XSL
[ | gyt i 3 2 5
BTSN BY SR QLI SV Hh oo R 00 U erete

displapite AdteRt 8Hth M sddsttiveiafeimARAPELeed R daleadisplayable receipt
software codes that may be used to conbine all

is tiehessrtbackolo thbeserés vicptbrowser a step HGl e XML docunent .

The XML docunents that are passed are base-64 encoded

prior

In a preferred embodiment of the present invention, a class validates a Web

Receipt that has been created by the Web Receipt Service. The class expects the web
page to have a form within it that contains a file upload field. The user supplies the
filename for the Web Receipt graphic then presses a “submit button” which may be
located on the graphic image of the Web Receipt or on a Web page interface presented
to the user by the Web Receipt Service. Access to verification services may be

controlled or restricted using passwords, digital certificates, or other identifiers. The

file is uploaded and the Web Receipt is decomposed and evaluated. If the Web Receipt
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to being placed within the docunent. The returned
string is an XM. docunent that is described by the

w0 e@gabslescri ption.dtd”. Still further, stegeCiDUSZPIY15369
all ows the postmarked receipts to be usable within a

: Vi ., i C _
o et USSR 43Py 5P bt R s shoetand
SentFUa%k%Qtaiﬁébn%Q%e.t he content, steganography technol ogy

Is also enployed to facilitate using graphics usable

in a web page as a carrier for the postmarked
recei pt. The steganography used takes a G F inmage and
maSeptidmtde sf tthe atfanlek apperadineshotmisaan sxempdary Hastingt af computer

f th t mar ked ipt to b th
readgblessaliwareisames st e bovssH irgbiaiBactaligaierverk daseription from a

at.t ach appendi % sho an exenplary listing of
We%g‘?ﬁﬂpgg/m%é’ﬁﬁgﬁégw%%v}me codes that may be used to

apply steganography to an inage in order to insert

into the image the data that is passed in the input

st IRafidn ANOGT the af R appedaix HidSs€dni dkeniplry B¥ting of computer

palette is used to create an array that is returned.
readibie software nodisl that aredsebdo sared thdatultipart dorhedata file data to a

processed. According to an aspect of the present .
temperaen filomn the direceni et ther dorage anarngss stasputpmeppeciales in. The

of, .data aside from,th f XSL
file gbific B AR SoABETICDOFAS ol pa B GePPaiFAgater.  The XML
[ . e . 1o . . .
docff U} ERLBE BRI SpSREE kel in om prsing
out Y&HsitiFeOmIBignASh e e X¥buiesei pt to be processed by
sinply using standard off-the shelf XM parsing

engi nes and passing the result through. Referring now
to FIG 8, an exanple of the XM. structure used in the

poNowarefeting teFpo. bstheuWeb ReageintrV erifdeationcSaswised. hmnay employ
2 SIEEFIGHTEREN ERERIC0R: P OPRBARMCURHIEE b A7 RETEBEsngine 6.4,
o T L0 O A T P S o1
serOgP-ib‘éEe& HENARSIAD r%gglﬁ‘:’;%@]o?%{ lpkﬁkﬁﬂé@%eﬁos@mtaﬂ@'dcf@cei‘ﬁﬁband a third

ecelpt Inits g t hough™ t he present
partyRecdipi &at si9Te dretr Thesekhcamiviesplication kesidds ianrsweb server and is

Inpl enented in the enbodinents with reference to
accgrartle dyl the ktemdttiisugind webtboewber, so end users can interact with the

verification application. The verification application allows a user to view
non-sensitive information contained within the Web Receipt, at the same time

verifying that the Web Receipt is valid.

In a preferred embodiment of the present invention, a method is called to
validate a previously created postmarked receipt that is contained within an image.
Section 11 of the attached appendix shows an exemplary listing of computer readable
software codes that perform the verification method. The stream that contains the data
that makes up the image containing the postmarked receipt is passed in. The validated

postmarked image will return the XML document and style sheet contained within.
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the invention is not limted to such standards and
protocol s. For exanple SOAP, XM., XSL, DES3, and the

WO paoenousss are referred to throughout this specPdT/Us2000015369
as representing exanples of the state of the art.
However, such standards are periodically superseded
by faster and nore efficient equival ents having

esgeplid1hyof i ggériﬁg'ledf hagNShow€ %ﬁré;d'egrgﬂt ehsétglr‘%e()f computer

repl acenent stan S a prot ocol s havi

readaBitcidfoRare ddesahashdaied ©aencaeaht stegdbpphhdrom data passed
i nventi on has been described with reference to several

in. @herdataeypectebisdimbnags that hasstagaeresaplgdapiled toren encrypted and
words that have been used are words of descripti gn
encedrd XMlusiopamieshthat atcaber basaereatsdas aoreceipli tikeimethod returns the

anges. ay. be made, i t.hin the purvjew,of e .
data hRER GRAE) e g irpy i I bRl ey RE o passed in
wi t hout departing fromthe scope and spirit of the
invention in its aspects. For exanple, the invention

IS 9886k |18 sfaRs akhéhddoappeharix SNPRS aflf ex@in@flhfyORsteng of computer
transactions conducted in a networked conputer

reacabls reofitveste oddesr thdtamayhdeWasdd to tekeWdle dita hfowmgd within the
the invention has been described with reference to |
steggnegtaphedimagarad erdrast ithe XMhddoaymenti nPatashag pe ascii preamble

G RO R

[, f ' | [ yal .

I I T T e e

extr?!:ﬁ%}:l”ﬁom _ c%ﬁiﬂ? 919(%@@: tedl fathethedsi@its kel/E the Web Receipt
0 0s€5 the s

ow ng di scl rce code for the Tonputer

Serpicedeainiiig thebyes &iaed enmbodi nent of the present
i nvention that should be operating on a Wb Recei pt
Service conputer. OQther required operating conditions

B LGN RN A .
desi@Bp 47 DS S BpBra A Gy PRk St AbeulePokedit dePfice treats
ol M MIOW T RS D LIS, i o
mantplRtON dhd presentation in a web page. Encryption 7.2 provides privacy and
assures receipt integrity. The Web Receipts carry with them the time-stamped hash
(postmark) of the receipt 7.4, the original receipt (work description) created by the
third party service 7.5, and the style sheet (display rules) 7.6. The configuration of the

Web Receipts mitigates the need to store any information required in order to display

the receipt when requested.

Section 14 of the attached appendix shows an exemplary listing of computer
readable software codes that may be used to extract Web Receipt description
documents from an XML formatted Web Receipt that conforms to the Web Receipt dtd
schema. The XML formatted Web Receipt is passed in and the method extracts the
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package com hyper space. webr ecei pt.epm i nport

com aut henti dat e. sdk. epm reader.*; inport
w@eowauhent i dat e. sdk. epm security. *; inport BONUS2004/015369
aut henti dat e. sdk. epm crypto. *; inport

W AHHDBAL AR Ko AN e P b qigp and rotums the beses
e. common. nodel . Adat eRecei pt; i nport

posﬁ%ﬁ}ﬂ%&%ﬁ@&{ﬁ %g%'e. conmon. uti | . BASE64Decoder; i nport
java.io.File; inport java.io.FilelnputStream inport
java.io. Fil eQutput Stream i nport
corﬁnapuefmmd ciabedinemtsAof lilen picSen teitio enifichB. a&heﬂl@yp‘a?on is performed

ort com hyper space. webr ecei pt exception.*; inpor
usn@ SAaeteanathersPKI algarhmg hevweyer, fhrmy @grtkﬁqates and keys

usegi% E%(?Sg%%%a tg’stﬁg%& %Iegél&?t r{/gen @E}E@W A T protects the Web

Re%@t% qﬁﬁ’ﬁ ?ﬁ:ﬁ?gﬁg%{l nﬁisagﬁ{Orle?% %8%3 Q\&rmmg?l benefit of this design

confesIfbhi h@’%lm H&g A thdtak lusés mrbd\(%esﬁﬁﬁne@'%oﬁ the issuance of
protected A gitalldentity digitall D, protected

ceriifdeitesSi @nerivategieys topimlieiduel sbadrgblsientiono inesvedf @ the web
/* * * construct the epm postmark object. inside the
transections, fonewhichaleb tReseutiy evt ercatest Protentionr @?qtlnﬁrl@delpb is through

t d t hent.i dat
enc%s)pr]c}o%(:to afl ng bthc(i(ey%elgr{]glhg %nfy t%ptg]e %76 ecelpt éervwe Only the

Web Receipt Service can decrypt the Web Receipt.

In another preferred embodiment of the present invention, the method takes the
receipt that is passed in and encrypts it to a public key specified by the configuration
file. It then puts the encrypted receipt into a base64 encoding and prepends the
encoding type and length. Section 15 of the attached appendix shows an exemplary
listing of computer readable software codes that may be used to encrypt the receipt to a

public key specified by the configuration file.

In another preferred embodiment, the sensitive information is not revealed to
anyone, including the user requesting a view of the receipt. This is accomplished by
using XSL transformations (XSLT) with the XML formatted receipt. Using XSLT
strips out any sensitive information and transforms the rest of the XML receipt into a
displayable format. This way, non-sensitive details about the work performed are
displayed while sensitive details, required only for dispute resolution, are not revealed.
Access to sensitive data is controlled in accordance with specific rules defined for a

business process, such as dispute resolution.
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WD 2004/ 104765 PCT/ US2004/ 015369 public EPMPost mar k(
String configFile, String usernane, String password)

wao boogmss76Tom aut hentidate. s dk. epm exc eptiPCT/US2004/015369
Confi gureExc eption, com authentidate. sdk. epm

iéﬁeegﬁi Rel Aﬂi{lepﬁ% zip%;ge)p@%{sﬁ(gWs A sxsmpplary listing of computer

readdDRX § hr%nc dteg %tt 1?1%& Bg %E@ i} p?mﬁ% alf BlBments of the receipt into a

except | cate

singl¥ Wﬂﬂlﬂdﬂﬁle‘}l@@mmﬁ Rloc@ments that are passed are base-64 encoded prior
ava. |l ang. I | | egal AccessException, j ava.l ang.

to belmgs phhot drovithdiicxoe gdduanent] ’l&xearetumed string is an XML document that is
security. NoSuchProvi der Exception, j

deseriled binthel ‘Weeaapideserimivmx@ddpt i on  { epni ssuer = new
EPM ssuer( configFile ); hasher =
Adat eHashGener at or. getI nstanceQ fac = new

ADggttﬁPfL%lhe?l e!t?{ %%k?ﬁ@ﬁ&éﬁpo%é %Fiﬂogtrﬁérkeg ir&le"l'l?l!s 1265 usable within a

gita
WebA@%@§rgé}ﬁﬁrcﬂl%ﬁétﬂ Sdsaf) Cg%ﬂ‘ng' 1ha47vlep)p gsé die?]\/?fgfet( stégdnography offers

provi der: JCSI userinfo = new ADate

sonus ehapartEdingapsoection for fHe Roatony istdghnog@pay atedhnology is also
return the postmark data.. public String postmark(

emilpyed [tp fmaﬂaattet hsings gRpkiosandble apt & oweb {pager amep carrier for the

t " /1 t t file for th
pos‘rgg@r egl geg?épw Thp esipgaaogrrq% yglsg@ tzpe:lquea aﬁéémlgag% and mam%ulates the

1malgg\§% a way I’clllaec Al ﬁlTecﬂ%Fl If(%lgle posctﬁlarked receipt to be spread across the

bits that make up the color map.

Section 17 of the attached appendix shows an exemplary listing of computer
readable software codes that may be used to apply steganography to an image in order
to insert into the image the data that is passed in the input stream. From the color
model passed in, the rgb palette is used to create an array that is returned. The color

model is indexed such that it can be processed.

According to an aspect of the present invention, all receipts are treated as
opaque pieces of data aside from the use of XML and XSL transformations (XSLT).
This prevents building a service that needs to understand the specifics of third party
service receipts, and allows any well-formed and valid XML receipt to be processed by
simply using standard off-the shelf XML parsing engines and passing the result
through.

Referring now to FIG. 8, an example of the XML structure used in the
postmarked receipt is outlined. In order to embed an XML document or binary data

within an XML document, all elements are first encoded using the MIME base-64
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Adat eReader reader = new Adat eReader( data ); 35 WO

2004/ 104765 PCT/ US2004/ 015369 Hash hashOhj =
whawhaos7doHash(reader, al gorithns); Signed si greriOR}004015369

si gner.sign(hashQoj); TimestanpReceipt rec =

epm . get Ti t ' , ' ' i
enc ST S ST R AT L Pt h BB gl ey octong
J o . .
FIG) YR S Rkl Srhptic o
java.io. Qbj ect Qut put Strean{ ostrean;
p.witeQbject(rec); //TinestanpRecei pt byte []

r eddihpuBltt dlse —presente apetididgtienr dese@bes ecomporentewand functions

~String( Base64Encoder.encode( receiptBytes %);
impleseenipd frether gmbodjatemis Wah reference to particular standards and protocols,

Ti mest anpRecei pt . Bl NARYFE i javaqi g Fil

the FRBROE & BOLIGN T4 TRG S0y FILPIRY R g cfmplg SOAP, XML,

XSIPY i, LRI IR Q}‘é elordrtd )b e MRbhbEolte Wi N dcifibation as
ava.io. al nputg reamftm = new

repre&ffink GxRiAd BEHhe! SRR B thE Wit, FRd@ve). stich @ldtidlatdy 48 gfetiodically
tenpfile )); fmread( receipt); fmcloseQ

supdrs¢deddelyefatar andnmbid effielert e@uivaldntbdswifg easemidly the same
the object. retval = new String( Base64Encoder. encode( .

funatimmei prcgrylingly, renlacpimemkeandardnard protpcqlp hayingdiie same functions
Post %Exc,e ion( "Unable to postmark data. " +

are gongiy saYE ejlts

While the invention has been described with reference to several exemplary
embodiments, it is understood that the words that have been used are words of
description and illustration, rather than words of limitation. Changes may be made,
within the purview of the appended claims, as presently stated and as amended,
without departing from the scope and spirit of the invention in its aspects. For example,
the invention is readily adaptable to other types of electronic transactions conducted in
a networked computer environment other than the World Wide Web. Although the
invention has been described with reference to particular means, materials and
embodiments, the invention is not intended to be limited to the particulars disclosed,;
rather, the invention extends to all functionally equivalent structures, methods and

uses, such as are within the scope of the appended claims.
Computer Program

In greater detail, the following discloses the source code for the computer
program of a preferred embodiment of the present invention that should be operating
on a Web Receipt Service computer. Other required operating conditions include

‘active connection to a communications pathway such as the Internet; power on state at
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both (i, ikt % Sy 0 A AP ife s TS et SRR Tpipdows
RESXDY: RS0 ingIRKHERY 5 4hs oh b Bhd Bont and the

NT,

} return retval; } public EPMPostmark( String addr
{ System | oadLibrary("PostmarkD ["); m strEpmAddr =

String connect() throws java.io.|lOexception { String

tring postnar byt e

servet.ava. i 0. | Oexception { String retval; if(m strEpmAdd

I'= null ) retval = new String(postmarkData( data ));
el se throw new java.i o. on(" Epm Addr ess not
provi ded. Connection not made. "); return retval;

SECTION 1

package com.hyperspace.webreceipt.epm;

import com.authentidate.sdk.epm.reader.*;

import com.authentidate.sdk.epm.security.*;

import com.authentidate.sdk.epm.crypto.™;

import com.authentidate.sdk.epm.*;

import com.authentidate.sdk.epm.exception.*;

import com.authentidate.common.model. AdateReceipt;
import com.authentidate.common.util. BASE64Decoder;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;,

import com.authentidate.web.AuthentiDateSoapEIB.AuthData;
import com.hyperspace.webreceipt.exception.®;

import com.hyperspace.utils.*;

public class EPMPostmark

{
//epm address
protected String m_strEpmAddr = null;
protected EPMIssuer epmlssuer;
protected AdateHashGenerator hasher;
protected ADateDigitalldFactory fac;
protected String[] algorithms = new String[] { Hash.MDS5, Hash.SHA1 };
protected ADateDigitalldentity digitalID;
protected ADateSigner signer;
protected ADateUserInfo userinfo;

/**
* construct the epm postmark object. inside the method, we create the objects that

* are required to contact and use the authentidate epm service.
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protected native String connect( String mstrServerl P)

throws java.io. | CException; public native void
waele@eomiext () throws java.io.| OException; protBCT/Es2004/015369

native byte[] postmarkData( byte [] data) throws

java.ia, | CException; } SECTION 2 package

com hyper space. webrecei pt. service;, inport java.io.*;

/ ** \\e BRECEENRosapd g spniisfile, Hringpsoapemofgie posred)

PCT/ US2004/ 015369 public cl asstMébRecei pt Servi cel npl

I mpl enent bRecei.pt Service {. protected WbRecei pt

rgpé‘é?“g?%\?%?-ga}%me’*epé‘?“a‘?ﬁ’a%%m cf%fcﬁﬁitiog’net hod. | oad the P

configuration properties * Get the tineout and the

I SP_Pags, hifhefihit. s BRLEGrfERRERRSRERESMA,CEl nPl (- String
configfile ) {

System out. printl n("WbRecei pt Servicel npl init()

cal | ed con).suthayigitedtik efmmidxcgptibn K dataf K R clicapeich, conf i gur ati on
file property: "+configfile ); try { receiptSvc = new
WebRecei pt ( new java. util.PropertyResourceBundl e( new
j ava. i eenFjutheitidperdBemeesnrtionoirhiegfriificateBxpgption,  cat ch(
Exception e ) { e.printStackTrace();

javax.naming NamingException,
java.lang.Illegal AccessException,
java.lang,ClassNotFoundException,
java.security. NoSuchProviderException,
java.lang.InstantiationException

epmlssuer = new EPMIssuer( configFile );

hasher = AdateHashGenerator.getInstance();

fac = new ADateDigitalldFactory( configFile );

digitallD = fac.getDigitalldentity();

signer = ADateSigner.getInstance(digitallD); //default JCE
provider: JCSI

userinfo = new ADateUserInfo ( username, password );

// postmark the data and return the postmark data..
public String postmark( byte [] data ) throws PostmarkException
{

String retval ="";

try

{

// create a temporary file for the data to be written to.
java.io.File file = java.io.File.createTempFile( "Rept ", "™ );

AdateReader reader = new AdateReader( data );
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} } SECTION 3 public byte[] postmarkReceipt( String
recei ptdata, String styledata, String stylefilenane )
W0 booemst7Excepti on { java.io. StringBufferl nput SPCEEN004/015369
-in = new java.io. StringBufferlnputStrean(
recei ptdata ); | | oLk t msin =
new java.io. Stri %ég/s%h S.%be})fl %%%?'giﬁr?glgﬁd&pg%o? egét a);
return recei pt Svg56 s H Reigwsr-peo(hatObdin, s in,
styl efil enanme ) ; TimbstdmpB&eMPec2ORhisIddebBBmestamp(userinfo, signedObj,
P%Tﬁq% 2004/ 015369 SECTI ON 4 package
c \Per space. webr ecei pt.verification; inport
java.io. Dat aQut put Stream i nport
Java.10. Fi l _eQJt pﬁ&a.SS.Eﬁ@ﬂayOdmgm ostream = new
java.io. StringReader;” inport javax.imagei o.l mgel O
| {#70P-BY e/ STy PRIBEY R e webr ecei pt. epm *: i npor't
com Ey per space. Wahlie Osbut@istept p Oftw'jsva.id OR@fCutputSiream(ostream);
com hyper space. webr.ecei pt ..crypto..*: | apor
com hyper space. weBTee é?°gie.°)d ocu rrg/ﬁﬁeit?mplﬁfp’cﬁﬁ% rt
com hyper space. ubyitd [$reseiptBytas gosiream .toByteArray();
| mage. st eganogr aRRYi-64w bL9Q BE%SIFRGAGREREL FeceiptByics );
S/gCTI ON 5

rec.write( file.getPath(), TimestampReceipt. BINARY FORMAT );

java.io.File tempfile = new java.io.File( file.getPath() + ".tsr" );

byte [] receipt =new byte[ (int)tempfile.length() ];

java.io.DatalnputStream fin = new java.io.DatalnputStream( new
java.io.FileInputStream( tempfile ));

fin.read( receipt );

fin.close();

file.delete();

tempfile.delete();

// base 64 encode the object.

retval = new String( Base64Encoder.encode( receipt ));

*/
}
catch( Exception e )
{
throw new PostmarkException( "Unable to postmark data. " -+
e.getMessage() );
}
return retval;
}
/¥
public EPMPostmark( String addr )
{
System.loadLibrary("PostmarkDI1");
m_strtEpmAddr = addr;
}
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* * 1) Enbedded Data Format. * postmark receipt *
version=1.0 * encodi ng=base64 * encoded | ength= ####
wo 2eaaederl data ( base-64 encoded data of | enge¢m/by10e8015369
See 2. ) * * 2) Encoded Data format (the data found
inthis format is base64 encoded) * pkcs-7 encrypted
data ( Lib| ic key of the verification service. See 3.

)y * % Pg'j 1¢ Sing comnegt o pting IHQE RN hRec el pt - X

For mat €d docunent. See WebReceipt.dtd for a

descri ption i format. 39 WD 2004/ 104765

PCT/ US2004/ 5’%&‘§§gva‘§smﬂ ON 6 public class

WebRecei pt Véf iof yiEpmpdin!=n0ll) / These are the defines for

the confi gurati oRerfi ORBhdel §SstEpMRId ¢ static final
String SERVICEIDENTITYFILé TAG = "P 12Fi | eToLoad";

public stat i final Stri ng SERVI CElI DENTI TYPWD TAG =
"P1l2Password";  pid) heev javi st IOExcEptiaa("Epht Addfesp not provided.");
ROOTCERTFI LE, wal. 1T ustedRoot CertFile"; public
static final String VERI FI CATI ONl DENTI TYUSER TAG =
"I dentidtyUser"; public static final String

VERI FI CATI ONI DENTI TYPASSWORD TAG =

“ldentityPassword": lic static final String
AUTHENTI R S B R e el LdeS Moty el Bessh gD r ;1
Sone of{ the defines for the header in the validated
postmark. pyblhgrgtatic final String POSTMARK HEADER =
"postmark recel pt”

if( m_strEpmAddr =null )
retval = new String(postmarkData( data ));
else
throw new java.io. JOException("Epm Address not provided. Connection not
made.");

return retval;
protected native String connect( String m_strServerIP ) throws java.io.IOException;
public native void disconnect() throws java.io.IOException;

protected native byte[] postmarkData( byte [] data ) throws java.io.IOException;
*/

SECTION 2

package com.hyperspace.webreceipt.service;
import java.io.*;

[H%

* WebReceiptServiceImpl.java
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public static final String VERSI ON HEADER =
"version--1.0"; public static final String ENCODI NG
WORMDER 765 " encodi ng=base64”; public static fiPel/US2004/015369

Stri ng LENGTH HEADER = "encoded | ength="; // this is

. t i date epm

P SR TR AR R e et ed

Jéva awt . | nage post mar ki mage; // el enents that are
cont ai p@gctwwmecetph@ce@mél guration file // that are
requw% for this service to run. // epmip // public
key file image file // dtd file protected String
rootce r*tsfandael imit hatt@dt loglghe cpnijgnaticeptopeattiSt r i ng
servi ceil cation. pfx"; protected
String séeér?@%%{ée?ggall@therPﬁéger&iuu assword"; protected
String Tdentitypwd = passvvord ; protected String
i denti b%ﬂ&%bl&celﬁﬂ&ﬁﬁcelmpﬂBﬁhg%ﬂ@ilest ring configFile =
"aut henti dat e. conf"' 40 WD 2004/ 104765
PCT/ US2004/ 015369 | ** SECTI ON 7 public
WebRecei pt V8ystefiooitrini (W chaeipibérviceRed ouf cedB4Ndl e confi g
) throws Exgﬁg:}n' ogtrbrmt{n( RleceEd cokﬁﬁraﬁﬁgﬁe Jrgpgﬁx} t'-Q@nﬁgﬁle)
resource bundle for use after constructor returns
rootcertfil 8= config.getString( ROOTCERTFI LE TAG )
i dentityuseg = config. get String(
VERI FI CATI ONI DENTI 13
cont 0 get S 1 nol AR PN PiEE e apsepma

new java.io.FileInputStream( configfile )));

}
catch( Exception e )
{
e.printStackTrace();
}
}
SECTION 3

public byte[] postmarkReceipt( String receiptdata, String styledata, String stylefilename )

throws Exception

{
java.io.StringBufferInputStream r_in = new java.io.StringBufferInputStream(
receiptdata );
java.o.StringBufferInputStream s_in = new java.io.StringBufferInputStream(
styledata );
return receiptSve.postmarkReceipt( r_in, s_in, stylefilename );
}

38



configFile = config.getString( AUTHENTI DATECONFI GTAG
); serviceidentityfile = config.getString(
WOEEHRVILGEGDENTI TYFI LETAG ); servi cei denti t ypwdPET/US2004/015369
config.getString( SERVI CEI DENTI TYPWD TAG ); //
construct the enp veri flémmbj ect. give it the
resource fromthe confi bundl e. epm = new
EPWal i date( configFile, identityuser, identitypwd );
Il create the decryption object in order to extract
t Ipeckape comylnipergmaceonbibhript. dafiation; decr ypt i on = new
CertJDecryption( new java.io. Fil el nput Strean{
rootcertfile ), serviceidentityfile,
s @FRATTGR- BTt OEBTisy™ } SECTI ON 8 package

cgﬁpohy@@r@mmummr@cel pt.service; * public interface
Vi ce public byte[] postnarkRecei pt(

| VebRecei 2%8

SEPIRE VRS e&%ﬁra St ring styl edata, String

stylefilename ) throws Exception; } package

c%ogygg&gggqmy&m ecei pt.exception; public class
Post mar kKExcept i on extends Exception { 41 WO

2 BORr PO PR STSIPeSTYDRFIOMT1 5369  /** * Constructor for

Emﬁpbde&ﬁm@atspaeambﬁwmtexeepﬁ&stnarkException() { super(;

} ** ¥ Const rpct or f EncodeExceptlon
import com. hyperspace webreceipt. cryp

import com.hyperspace.webreceipt.document. *;

import com.hyperspace.utils.*;

import image.steganography.ezstego.EzStegoEncoder;

/**
SECTION 5

#*

* 1) Embedded Data Format.

* postmark receipt

* version=1.0

* encoding=base64

* encoded length=###

* encoded data ( base-64 encoded data of length bytes. See 2.)

*

* 2) Encoded Data format (the data found in this format is base64 encoded)

* pkes-7 encrypted data ( public key of the verification service. See 3.)

*

* 3) pkes-7 encrypted data

* WebReceipt Xml Formated document. See WebReceipt.dtd for a description of this
format.
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*/ { public PostmarkException(String argO
super(argOQ; } /** * Constructor for EncodeException

wo boopad76x Post mar KException(String argO, Thr oRebiU82004/015369
argl) { // super(argO_argl); I/ } [** *

Constructor for Encode { [/ public

Post mar kExcept i on(Throm super(arg0); Il } }
package com hyper space. webr ecei pt. servi ce;

DenoPar ser Upl oadServl et.java * * Exanple servliet to
handl e file uploads using MiltipartParser for 42 WO

2014/ 104765 PCT/ US2004/ 015369 * decodi ng the i nconing

Myl PaE Web@kdpidalmast ream *J  inportjavax. servlet. *;
i mport javax.servlet.http.*; inport java.io.*; inport

com oreill y.servlet.nultipart.*;
// These are the defines for the configuration properties.

public static final String SERVICEIDENTITYFILE_TAG = "P12FileToLoad";

public static final String SERVICEIDENTITYPWD_TAG = "P12Password";

public static final String ROOTCERTFILE_TAG = "TrustedRootCertFile";

public static final String VERIFICATIONIDENTITYUSER_TAG = "IdentityUser";

public static final String VERIFICATIONIDENTITYPASSWORD TAG =
"IdentityPassword";

public static final String AUTHENTIDATECONFIG_TAG = "AuthentidateConfigDir";

/1 Some of the defines for the header in the validated postmark.

public static final String POSTMARK_HEADER = "postmark receipt";
public static final String VERSION_HEADER = "version=1.0";

public static final String ENCODING_HEADER = "encoding=base64";
public static final String LENGTH_HEADER = "encoded length=";

/1 this is the postmarking object.
protected EPMValidate epm;

protected CertIDecryption decryption;
protected java.awt.Image postmarkImage;

// elements that are contained within the configuration file

// that are required for this service to run.

I epm ip

/" public key file
/I image file

" dtd file

protected String rootcertfile = "root.cer";

protected String serviceidentityfile = "verification.pfx";
protected String serviceidentitypwd = "password";
protected String identitypwd = "password";

protected String identityuser = "user";

protected String configFile = "authentidate.conf";
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i nport com hyper space. webrecei pt. exception.*; inport

com hyper space. webr ecei pt. docunent.*; inport

W@ otmhygies space. webr ecei pt.crypto.*; inport PCT/US2004/015369
com hyper space. webr ecei pt.verification.*; inport
com hyperspace. utils. Base64Decoder; inport

com hyper space. webr ecei pt.epm*; SECTION 9 *

* PARAMETERS REQUI RED BY THI S SERVLET CLASS I N THE
PARAMETERS: * WebServiceConfigFile * * The config
file nmust have the foll M(Qﬁaperti es contai ned
wWthinit: * EpnHostNane * Postmarkl mageFile * P
12Fi | eToLoad * P 12Password Recei pt SchemaFil e
TrustedRoot CertFile * VerifierCertFile * ldentityUser

Recel pPLH [T CATT DGR O Gy G5 RGO s e e Bpceptin

static{cl ass defi nes. "prot ected static fi nlz?\! String

prot eoted SEA L FRa Nar T e BT R BT £ -

"webr ecei pt ™otcgHilEeridcSting(ROOT CRRTFISE_TARg;

VERI FI CATI ONERBGRPAGE& RIsthg( WiRFIdaATNBENBHVUSHK TAG43
identitypwd = config.getString( VERIFICATIONIDENTITYPASSWORD TAG );
configFile = config.getString{ AUTHENTIDATECONFIG TAG );
serviceidentityfile = config.getString( SERVICEIDENTITYFILE TAG );
serviceidentitypwd = config.getString( SERVICEIDENTITYPWD_TAG );

/I construct the emp verification object. give it the resource from the configuration
bundle.

epm = new EPMValidate( configFile, identityuser, identitypwd );
/l create the decryption object in order to extract the decryption on the data.
decryption =new CertJDecryption( new java.io.FileInputStream( rootcertfile ),

serviceidentityfile, serviceidentitypwd );

SECTION 8

package com.hyperspace.webreceipt.service;
#*

*/
public interface IWebReceiptService

{

public byte[] postmarkReceipt( String receiptdata, String styledata, String stylefilename )
throws Exception;
}

package com.hyperspace.webreceipt.exception;

public class PostmarkException extends Exception {
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WO 2004/ 104765 PCT/ US2004/ 015369 protected WebRecei pt
rcpt _svc; protected WebRecei pt Verification

wQ a00uded7es Sve;  // | NI TI ALI ZATI ON AND SHUTDOMNPET/US2004/015369

standard init nmethod. |oad the configuration
properties * and prepare the verification conponents.
public void init(ServletConfig config) throws

Servl et'Exception { super.init(config);

Syst em=@uhstridtdr Bdr [ERdoddBRRptdar i f i cation Service
initiag}zing..."); try { validate svc = new
WebRecel pt Veri ficati on(new

j ava. upublic RsopdEtopiRes®(r ceBundl e( new
java.io.FiEgkﬁpytStrean( config.getlnitParaneter(

| Nl TPARAM CONFI'GFILE )))); } catch( Exception e ) {
e.printStackTraceQ throw new Servl et Exception( e );
} Systemout.printlin("Wb Verification Service
Initia%;zed."); } /* * * shutdown the servlet. close

the listening thread. public void destroy() {
* Constructor for EncodeException

*/
public PostmarkException(String arg0) {
super(arg0);

[k

* Constructor for EncodeException

*/
1 public PostmarkException(String arg0, Throwable argl) {
/I super(arg0, argl);
" }

/**

* Constructor for EncodeException

*/
1 public PostmarkException(Throwable arg0) {
/ super(arg0);
1 }

package com.hyperspace.webreceipt.service;

/ #*
* DemoParserUploadServlet.java

*

* Example servlet to handle file uploads using MultipartParser for
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} /1 PARSE M ME MESSAGES 44 WD 2004/ 104765
PCT/ US2004/ 015369 /** * get the input posted file and
w@emd/ 104165 val | dat ed recei pt back to the * usePCHBESHN4/015369
ht M docunent. public void doPost(HttpServl et Request
re esponse) throws
o S gl ARARS ke PONSE)
System out . println(" Wb Verl fi catl on service called to
validate a web receipt..."); try { // break out all
of the elements of the me file post. the file data
| PPV ¥V Hed as an input stream java.io.File file =
getphojrdatrefthtetjuest ) ; // get the conponents of the
POILARIKEE receipt validating it as this |l is done.
WebRecel pt Docunent docurrent = validate
s POy e Jeibeekerdirerttew j ava. i o.
Finlpedt Eﬂ&tﬂy&r{p@@%&bdei@ﬁe)(cepﬁdn *send t he transforned
res gsponse, docunent);
fmi'pelgcamfehé’f’ erS@ace W%ecoippi flﬁr&tcéptl one) {
emmplltmr@tya@wma&@@@elptmrﬁw new Ser vl et Exception( e );

} import com.hyperspace. webreceipt.verification.*;

import com.hyperspace.utils.Base64Decoder;

import com.hyperspace.webreceipt.epm.*;

SECTION 9

#*

*PARAMETERS REQUIRED BY THIS SERVLET CLASS IN THE PARAMETERS:
* WebServiceConfigFile

*

* The config file must have the following properties contained within it:

* EpmHostName

* PostmarkImageFile

* P12FileToLoad

* P12Password

* ReceiptSchemaFile

* TrustedRootCertFile

* VerifierCertFile

# IdentityUser

* IdentityPassword

* AuthentidateConfigDir

*/
public class ReceiptVerificationServlet extends HttpServlet
{
// static class defines.
protected static final String INITPARAM_CONFIGFILE = "WebServiceConfigFile";
protected static final String FORMTAG_WEBRECEIPTFILE = "webreceipt";
protected static final String VERIFICATIONERRORPAGE_URL = "validate_failed.jsp";
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Systemout.println("Wb Verification service has
conpleted its task."); } /** * go thru the mne data
w@awgaat7oh and break it out into a file streanPEmtiS2004/015369

return the inputstream ©protected java.io.File

get FornDat a( Htt pServl et Request request) throws

java.io.| OException { java.io.File retval = null; [/

cr eat ePRtAFGECYREFPEICPINYFGL | par t Par ser np =new

Mul ti pailoteblad WedREERoEaSdationhA2ARQ0);; // 100MB Part

part; Il get all of the parts of the mnme 45 W

2004/ 104765 PCT/ US2004/ 015369 while ((part =

np. readmwpgfﬂ*t)} T._'*ﬁﬁrkzr} i**ﬁ*ﬁeﬁﬁa@«*ﬁgﬁfﬁ**y*****************//
part. gﬁﬁﬁﬁﬂﬁﬁiﬂlo{\l/m}ﬁh%o@vﬁ' le field. if(
part.iskile() & n name, equal slgnor eCase( FORMIAG
\/\EBRECI?i"'Tﬁaﬁf = = - B B VS TS S A T -y
are nope propertles behind the file. retval =

saveFi |,ePa Par a return the file
obj ect . Péaa(lmg thog %f({tﬁ‘f %égfg?logﬁmf%hpr ot ect ed

java. i d‘aFMraDasialve/FmﬂcetPann(pO@nﬂSePart filePart ) throws
java.ioyl OException

public void init(ServletConfig config) throws ServletException
{
super.init(config);

System.out.println("Web Verification Service initializing...");

try
{

validate_svc = new WebReceiptVerification(new

java.util. PropertyResourceBundle(

new java.io.FileInputStream( config.getInitParameter(

INITPARAM_CONFIGFILE ))));

}
catch( Exception e )
{
e.printStackTrace();
throw new ServletException( e );
}
System.out.println("Web Verification Service Initialized.");
}
[k

* shutdown the servlet. close the listening thread.

*/

public void destroy()

{

}

// PARSE MIME MESSAGES

// e o ofe ok ofe e o o feskskopeskeok ook Hesfesfesk sk skoke ok s st sfe sfe o sfe she e she sfe ek she sheske ke sl ***//
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{ /1 create a tenporary file to save the data to.

java.io.File file = java.io.File.createTenpFile( "rcpt
w0 2004/1¢i765 ); // open the tenporary file up PCT/US2004/015369

java.io. FileQutputStreamf out= new

java.i @«FileQutputStrean( file); // wite the data to

the file. filePart.witeTo( Lout); // close the stream

and r et"uetihaipret Foptpdlilpy enag the validgedreceipdee(ty the r et ur n

file; +#spain@slastumatd sendResponse(

Ht t pSer,yl et Response response, WbRecei pt Docunent

docunen throws java.io. | OCException { // Set content

t ype f owblipfdid doPost(BiponbReqed CowstelitpFypleRespend rippmst);

charset =UTF-8"); 46 WO 2004/ 104/83 sEGl#: 1520046812369

/'l Qutput goes to the response PrintWiter.

java. i 6. PrintWiter out = response.getWiter(; try {

j avax. xm . t sarsioarpim ans Verifteionagtiaroylict laakidatey web feceipt...");

avax. xm . trapsform Transf or ner Fact ory. newl nst anceG, !/

Get the XM 1 nput docunment and the stylesheet, both in

the servlet{ // engine docunent directory. j avax.xnl.

_t ransform Sour C@ e caPilof e FerWof the mime file post. the file data
javax.xm .transform stream_ StreanSource( new

java.io. Stri ngRe4ddrimed as an input stream.

docunent . get Conpjaed.iedilafikXgaHofmDa}al request );

javax. xml . transf gr our.ce. = ne e .

e i
1S aone.

WebReceiptDocument document = validate_svc.validateReceipt( new
java.io.FileInputStream(file));

// send the transformed response.

sendResponse( response, document );

file.delete();

}

catch( Exception e )
{
e.printStackTrace();
throw new ServletException( € );

}

System.out.println("Web Verification service has completed its task.");

}
/**
* go thru the mime data passed in and break it out into a file stream and return the inputstream.
*/
protected java.io.File getFormData( HttpServletRequest request ) throws java.io.IOException
{
java.io.File retval = null;
// create a mime parser
MultipartParser mp = new MultipartParser(request, 1024000); / 100MB
Part part;
// get all of the parts of the mime
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new j ava.i o. Stri ngReader (
docunent . get Styl eSheet Xsl ())); // Generate the

W e@agbéosirer . j avax. xml . transform Transf or ner PCT/US2004/015369
transfornmer = tFactory. newlransformner(xsl Source); [/

Performthev&ﬁ?(@?ﬁ@%@%&l\%@ar@'ﬂ%uﬂﬂ the output to the
or ner . r

response. tran trans xmM Source, new j
avax.xm .transform stream Streani Result(out)); } I/
I f an Exception gggihame =p@tgianthle error to the

client. catch (Excepti ) { out.wite(e.

get Message() ; e%?ﬁﬁ?gg}gg’rr ace(out); 1} // Cose the
PrintWiter. outf{etdSdy)&& hameleqBEEHd€Nsel 1 publ i c
V\éﬁﬁ&qug@tv%@gﬁtrFmg>ng&egRecei pt (j ava.io. | nput Stream

recei pt) “throws Verificati onException,
java.io.| OExceptiton, Decrypti onExcepti on,
Val i dat eException { WbReae iRt a&uiERnate aaCHispRiibs behiftEmé file.

WebRecei pt Docunento ; [/, cre pcation for the
data to go when we rerrﬁtnv\"}le_%ahegh%?‘géﬁlgg%ﬁqaﬁﬂe i mage.

java.io. Byt eArrayQut put Stream bos = new

java.i o. Byt gAr rayQut put Strean(; 47 WO 2004/ 104765
PCT/ US2004/ 015369 // renove the steg fromthe inmage.
unst egl mage (' [ 8e & P oitshs ); // get the xm working
docunent t hadtuwvewsy | | process.

}

e

SECTION 10

protected java.jo.File saveFilePart( FilePart filePart ) throws java.io.IOException
{

/[ create a temporary file to save the data to.

java.io.File file = java.io.File.createTempFile( "rcpt ", ".gif" );

// open the temporary file up

java.io.FileQutputStream f out = new java.io.FileOutputStream( file );

/[ write the data to the file.

filePart. writeTo( £ out );

// close the stream and return the file object.

f out.close();

return file;
*/
protected void sendResponse( HttpServletResponse response, WebReceiptDocument document
throws java.io.IOException

// Set content type for HTML.
response.setContentType("text/html; charset=UTF-8");
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String xm docunent = new String( extractRecei ptDat a(
new java.i o.ByteArrayl nput Strean

whowitioBy: eArray()))); // extract the post nar kPET/UR0041€15369
xm  docunent. String postmark = extract Xrnl Conponent s(

xm docunpggtputg&gg%qgsp()meIJrilntWrQ.tl;rl date the postmark now.
make sure we pass in just the xm work docunent that

was post HEriRBEptyiterayy yreipﬂlée GV ig®eunent that details
what wastdone is postmarked. if(

epm val i ge(\t ePost mark( postmark) = false ) { throw new
Val i dat eException("Postmark did not validate."); } 1l
return t headoddmsiorm TraesfaynypFadooifrenty= } /** SECTI ON

12 protect edjyRixd. M@&ﬁwrm%@h@&@new%mg(zt Stream
i mgedat g, java.io.Qut put Stream

Veri fi cat'i %%ﬁ%ﬂpﬁwoimrle?tﬁnd the ﬁtyllFtSheft] b%ﬁ@&f@é‘ﬁ* e; |/

open up t/MgmMQ@eﬁtldhetmmto an i mage obj ect.

j ava. a n'déwg?}gﬁ n?&foki? : eg%%gmcen%w aaa%x xm)l transf]glzn Siream. StreamSource(

j avax. i magel 0. I mage
null) { throw new Ve B jateie- PlongReedard tocomynt. get@?mpletedTask?ﬁnl()))

regi st er ggak ARGEnsfoBRAGRIS xsi9ource + new javax.xml.transform.stream.StreamSource(
new java.io.StringReader( document.getStyleSheetXsl()));
/I Generate the transformer.
javax.xml transform. Transformer transformer = tFactory.newTransformer(xslSource);
/I Perform the transformation, sending the output to the response.
transformer. transform(xmliSource, new javax.xml.transform.stream.StreamResult(out));
}
/1 If an Exception occurs, return the error to the client.
catch (Exception e)
{
out.write(e.getMessage());
e.printStackTrace(out);
}
/I Close the PrintWriter.

out.close();

SECTION 11

*/
public WebReceiptDocument validateReceipt( java.io.InputStream receipt )
throws VerificationException,
java.io.JOException, DecryptionException, ValidateException
{
WebReceiptDocument document = new WebReceiptDocument();
// create a location for the data to go when we remove the steg from the image.

java.io.ByteArrayOutputStream bos = new java.io.ByteArrayOutputStreamy();
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Il get the rgb palette fromthe col or nodel of the
i mge. rgbPal ette = get Pal etteFrontCol or Model (

WO pagao4yes Col or Model ()); EzStegoEncoder ie = PEMUS2004/015369
EzSt egoEncoder ( i nmage, output, null, rgbPalette); 48
WO 2004/ 1047@%@5}%%%{&3%@69 Il Try to encode the
gif ie.setFunction i e. encodeQ }
cat ch( Excepybstaghpage(yeceipt, kos by j nt St ackTrace(; throw new
Verificati OWV@(tG&pirﬂ@&(qné&dlaﬁﬁﬁnﬁthQewmfphB@sl mage. "); }

}I* SECTIg rot cte
ext r act Recei bg@l x%ld‘? exfré%kece RYPLEY pt )
t hﬂ@@ﬂeévwlnpwskﬁkmwmay(mﬂer| ficati onExcept i on,

Decrypt i on%%&amoimgyhgnhimﬁ%mem— nul | ;

java.io. BufferedRea er d = new java.io BufferedReader(
new j ava. SI'ge P%%%?E%M%%P‘FP%@W&%W deymegly;
header Li ne # velidate & host@fk riow. ks tuﬁg)ve\)pefsﬁi ot th RiG1 work document that
dvyag dikine(); String encodingline d. r eadLi neQ,

g strlength = d.readLi neQ // Check t he header to
nake sur e i t/oply the g} depyment that details what was done is postmarked.

if( epm.validatePostmark( postmark ) == false )

{

throw new ValidateException("Postmark did not validate.");
}
/I return the document

return document;

Vool

SECTION 12

*/
protected void unstegimage( java.io.InputStream imagedata, java.io.OutputStream output )

throws VerificationException

{
try
{
int [] rgbPalette;
/I open up the image file into an image object.
java.awt.image.BufferedImage image = javax.imageio.ImagelO.read(
imagedata );

if( image == null )
{

throw new VerificationException( "No registered image readers.");

}

// get the rgb palette from the color model of the image.
rgbPalette = getPaletteFromColorModel( image.getColorModel( ));
EzStegoEncoder ie = new EzStegoEncoder( image, output, null, rgbPalette);
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i f( POSTMARK HEADER. conpareTo( headerLine) 0 ) {
t hrow new Verificati onExcepti on( "Header |ine

w0 pene4ses . Found "+headerLine ); } else if(PCERSIOMNI5369
HEADER. conpar eTo( versionLine) '=0) { 49 WO

2004/ 104765 PCT/ 5,}%9 6 t hrow new
VerificationExcepti ot%écgéglr%s' gn nunber or |ine

i ncorrect. Found iesetFpshareielNSEEG ) } el se if(

ENCODI NG_HEADER. ¢osipac@To( encodingLine) !'=0) {
throw new VerificationException( "Encodi ng type
incorrect. Found "+encodingLine ); } else if(
strlength =cmeH(Exctfdtions)rl ength. startsWth( LENGTH
HEADER )) { throw new VerificationException( "Length
l'ine incorrect. Found "+strlength ); } else { //
get the encoded Ic@H¥tRkERehe data. int length =

| nt eger . par sel nt (@géw hedngkilcaGelBSdeptioRO'UndbBMb unsteg image. ");
String("encqded |ength=").1engthO
strlength.1éngthQ); char [] data = new char[ |ength

l; }

/**
SECTION 13

*/
protected byte [] extractReceiptData( java.io.InputStream receipt )
throws java.io.IOException,
VerificationException, DecryptionException
{
byte [] retval = null;
java.io.BufferedReader d = new java.io.BufferedReader( new

java.io.InputStreamReader(receipt));

String headerLine = d.readLine();
String versionLine = d.readLine();
String encodingLine = d.readLine();
String strlength = d.readLine();

/] Check the header to make sure it is correct.

ifl POSTMARK _HEADER .compareTo( headerLine ) I=0)

{
throw new VerificationException( "Header line incorrect. Found
"+headerLine );
}
else if{ VERSION_HEADER.compareTo( versionLine ) I=0)
{
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d.read( data, O, length); // decode the data found in
the stream byte [] encrypteddata =

w®amesdDex oder . decode( data ); // the resultinpCHESmAEES369
data is then decrypted and returned. retval =

decryption. decr ypbé SNehrRtesdat@nd Weksion k o
retval; } SECTION i4 protected gt P? g ot Pine incorreet. Found

ext1eattB#fil Conponent s( String webrecei pt,
WebRecei pt Dgcunent recei pt Docunents ) throws

P eCel P pdeun®: | pt Doc! throws
e R
PCT/ US2004/ 015369 { byte [] data = null;

or g. apache. xer cesuPRhSeV i B pEh RAUIEE type iREWect. Found
or"%ngpach_e. xerces. parsers. D OVWPar ser 0; par Ser. parse(
ne

t9pekHT % sax. | nput Sour ce( new Stri ngReader (
webrecei pt 3} )); org.w3c.dom Docunent doc =

P S COSIE ByS REMEE G s

t he docunent.
doc. get El enent sBy TagName( " EncodedPost mark"): if(

nodes. get Lengt h( )mrbwnely \)eriﬁcaﬁ&ﬂEQéé’g(tfbﬁWLength line incorrect. Found "+strlength

Veilri ficati onException("Inproper Xm Formating.");
}

else
{
// get the encoded length of the data.
int length = Integer.parseInt(strlength.substring( new String("encoded
length=").length(),
strlength.length()));
char [] data = new char[ length ];
d.read( data, 0, length );
// decode the data found in the stream.
byte [] encrypteddata = Base64Decoder.decode( data );
// the resulting decoded data is then decrypted and returned.
retval = decryption.decrypt( encrypteddata );

}

return retval,;

SECTION 14

*/
protected String extractXmlComponents( String webreceipt, WebReceiptDocument

receiptDocuments )

throws java.io.JOException, VerificationException

{
String postmarkData = null;

try
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} /1 get the postnmarked receipt data fromthe xm

docunent. org.w3c.dom Node node = nodes.iten( 0 );
weotietkDat a = unmarshal | Text ( node ); // getPCTES2004/&k15369

xm  docunent fromthe xm receipt. nodes =

doc. get El emznt sByTagNarre(" EncodedConpl et edTask"); if(

nodes. getLength() != t hrow new

Verificati onExcebﬁPBﬁ{ta' Wéroper XM Formating."); }

Il get the conpl %Ig%gacﬁeaéﬂse%s&erm@ma‘rsrepmstmewm

docunent node (a%rg s( item( 0 ); String taskData =
uidPs aﬁe’i"ﬁsé%s?rs arget();

r ecei pt Docunent s pset.fioalee bedmhsk Mphtfoune(me BiStringRpader( webreceipt
822e64Decoder decode( taskD ata.toCharArrayQ)); //

tly, get the style sheet xnm data fromthe
docunent . °EgdedomDocument doc = parser.getDocument();

doc. get El ggn i pByl-agtare(roenendeasshy | eSheet ") ; i f(
nodes. getLe

t =, {_ throw ne "
Ver 71 cat PENESRNG BT »M0ats 55 Elpps gpef Gocodegosmpr:
Il get thé(dengbtbingt)t=alok xm data fromthe xni
docunent. ; node = nodes item( 0 ); String styleData =
unmar shal | Text ( node

recei pt DocuffEtt ‘éews}’éfl@‘la%n@gﬁé’é’?(%PW%é(Wl%‘tWtﬁé(
Base64Decpder . decode( styleData.toCharArrayO)); } 51

VO 2004/ 19 44 gxe posglr U§r%9e9p%éa9alt?o§n6t%e xml document.
org.w3c.dom.Node node = nodes.item( 0 );
postmarkData = unmarshallText( node );
// get the work xml document from the xml receipt.
nodes = doc.getElementsByTagName("EncodedCompletedTask");
if( nodes.getLength() 1=1)
{
throw new VerificationException("Improper Xml Formating.");
}
// get the completed task xml data from the xml document.
node = nodes.item( 0 );
String taskData = unmarshall Text( node );
receiptDocuments.setCompleted TaskXml( new String( Base64Decoder.decode(
taskData.toCharArray())));
// lastly, get the style sheet xml data from the document.
nodes = doc.getElementsByTagName("EncodedStyleSheet");
if( nodes.getLength() 1=1)
{
throw new VerificationException("Improper Xml Formating.");
}
// get the completed task xml data from the xml document.
node = nodes.item( 0 );
String styleData = unmarshallText( node );
receiptDocuments.setStyleSheetXsl( new String( Base64Decoder.decode(
styleData.toCharArray())));

}
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catch( org. xm . sax. SAXException e ) { throw new
VerificationException( "Inproper XM format of Wb

woe@eipt76s docunent. " + e.get Message() ); } /PCT/E82004015369

the postmark data return postnarkData; } SECTION 15
pr ot ect ed Stcggclﬁg%%&ggggﬁgﬁggp%lge)snl ng receipt )

throws Encryptio ception,  EncodeExcepti on,
java.io.l eption { StringBuffer buffer = new
St ri ngBuf f er (r ecehpd ndwengitibulisnZkseption( "GR 601 XEB fdrki@ of Web Receipt

recei pt gata first . // encrypt the data next and base
GAfl%‘éWg?)tdeQF'?e.tMessaﬁﬁ)q)e [] data = encryption. encrypt(
receipt ); char [] enc recei pt = Base64Encoder. encode(

data ); // spathaheodpr W th a header indicating
t he encodi ng and | ength. buffer.append( "postmark

recei pt\ nver&rg s @ncodi ng=base64\ nencoded

l engtha" ); buffer.append( Integer.toString(
enc_receipt.length )); buffer.append( "\n" );

buf fer. append( enc_receipt ); return
buffer.toStringQ } SECEBOYION pfotected String
formul ateRecei pt ( String postmark, String workXnil,
String styleSheet, String

*/
protected String encodeReceipt( String receipt )

throws EncryptionException,

EncodeException, java.io.IOException
{
StringBuffer buffer = new StringBuffer(receipt.length()*2);
// compress the receipt data first.
// encrypt the data next and base 64 encode it..
byte [] data = encryption.encrypt( receipt );
- char [] enc_receipt = Base64Encoder.encode( data );
// start the buffer with a header indicating the encoding and length.
buffer.append( "postmark receipt\nversion=1.0\nencoding=base64'\nencoded length="

buffer.append( Integer.toString( enc_receipt.length ));
buffer.append( "\n" );

buffer.append( enc_receipt );

return buffer.toString();

SECTION 16

*/
protected String formulateReceipt( String postmark, String workXml, String styleSheet,
String
filename )
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filename ) 52 WD 2004/ 104765 PCT/ US2004/ 015369 {
StringBuffer receipt = new StringBuffer(

wo eweilptreBppend( "<?xm version=\"1.0\" PCT/US2004/015369
st andal one=\"yesV ?>\n" ) receipt.append( "<!DOCTYPE
VebRecgi pt SYSTEM \"file:///" ); receipt.append(
dtdfile ); receipt.append( "\">\ n<WebReceipt>\n" );
/1 add the PEeehHKedBtT MY YBERHENRY. recei pt. append(
" <EncodedPo sécaiwalspeﬁc{rvwmev&émesﬂ1"0(\utah@rbhé=d@isev>\n" )

El ectronic Pastmark, N Vi C o
recei pt . appéh calt)t ag%en y P%CQ%E V%et%Rece pr%Ep%lEEl\/}\ﬁle //'
Encodi ngTypeee?lpfba@e@Aﬂ\dﬁb\)n" ); receipt.append(

post mar K) ; q&gggagﬁen@p\mmemg EﬁgnyodedPost mar k>\ n" ) ;
/1 add the work xml docunent that was postmarked and
encoded. receipt.append( "<EncodedConpl et edTask

Encodi ngTy pe-=a1d thaseodik tothadocyment. r ecei pt . append(
Base64Encod E n I

vor kox - got Byt BapRk A BAR Rk ik AR IHAE KRR ERRARG
"\Pﬁ@EhEé@?e@% Oétt:\e"d)rask>\ n" ): // add the style
sheet that gQest.gpafi@pbi:h the vvork xm docunent.

recei pt. append(. "<Engq Sh i
Encodi ngTypém\a tﬁ‘g%eg \% Elp%ljﬁléﬁ'rg se6d\"3\n" )
recei pt. appesweiptappendpastray ); recei pt . append( "\">\n" );

recei pt. app 6 LBt £ncodedDat a(
Base64Encodg{&gi£étr$§?e§£ éggltch gﬁssg& ge)tEByt es( )), 80,

"))

// add the work xml document that was postmarked and encoded.
receipt.append( "<EncodedCompletedTask EncodingType=\"base64\">\n" );
receipt.append( Base64Encoder.formatEncodedData( Base64Encoder.encode(
workXml.getBytes( )),
80, "\n"));
receipt.append( "\n</EncodedCompletedTask>\n" );

/ add the style sheet that goes along with the work xml document.
receipt.append( "<EncodedStyleSheet EncodingType=\"base64\" Filename=\"" );
receipt.append( filename );
receipt.append( "\">\n" );
receipt.append( Base64Encoder.formatEncodedData( Base64Encoder.encode(
styleSheet.getBytes( )),

80, "\n" ));

receipt.append( "\n</EncodedStyleSheet>\n" );

// close the document and return it.

receipt.append( "</WebReceipt>\n" );
return receipt.toString();
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recei pt.append( "\n</EncodedStyl eSheet>\n" ); [/
cl ose the docunent and return it. receipt.append(

wO ovabReTei pt >\ n" ); return receipt.toStringfgT/U$2088015369
WD 2004/ 104765 PCT/ US2004/ 015369 SECTI ON 17 protected
voi d stegl mage( java.i o b am dat a,
java.io.Qutput Streamo ows EncodeExcepti on,
java.io. |l Oexception { int [] rgbPalette; try { //
open up the image file into an i mage obj ect.
java.ioYFile f = new java.io.File( imagefile );
java.a
 avax. :Mr?gdg?‘g)?d sngfn‘fagc{(ﬁ?aleg‘g%@?ﬂr@ggv }ava Jo, OutputStream output )
pal ette fromthe col or nodel of the inmmge. rngaI et fhgows
= pg@iatetidev.anomkepidadel (i mage. get Col or Model O ) ;
Ez St eg%Encoder i e = new EzSt egoEncoder ( i mage, out put,
data, rigbPalette); [// Try to encode the gif
i e. set Funct i f(ebPdet®TEG) ; i e. encodeQ }
cat ch(Exception e) { throw new EncodeExcepti on(
e. get l\/bssage{ ),  }

// open up the image file into an image object.

java.io.File f= new java.io.File( imagefile );
java.awt.image.BufferedImage image = javax.imageio.ImagelO.read( £ );
/I get the rgb palette from the color model of the image.

rgbPalette = getPaletteFromColorModel( image.getColorModel() );

EzStegoEncoder ie = new EzStegoEncoder( image, output, data, rgbPalette);
// Try to encode the .gif

ie.setFunction( ie.STEG );
ie.encode();
}
catch(Exception e)
{
throw new EncodeException( e.getMessage());
}
}
*/
protected int [] getPaletteFromColorModel( java.awt.image.ColortModel model ) throws
EncodeException
{
int [] retval;

// check the type of the object. it must be an indexcolor model.
if (model instanceof java.awt.image.IndexColorModel)
{

java.awt.image.IndexColorModel im = (java.awt.image.IndexColorModel)

model;
int numRGBvalues = im.getMapSize();
retval = new int[numRGByvalues];
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} protected int [] getPal etteFrontCol or Model (
j ava. awt . i mage. Col or Model nodel) throws

weamede@sTeption { int [] retval; |/ check theP€yps2004/015369
the object. it nust be an indexcolor nodel. if (nodel

i nstanceof java. gﬁgé&% rMadel ) {
java. awt . i mage. | n\é\% t&l or If/tlgg %IMQ?

(j ava. awt . i mage. ndexCol or Model ) nodel ; int

numRGBval ues = i m get MapfpijzeQrEBG¥al = new

i nt [ numRGBval ues]} 54 WD 2004/104765 PCT/ US2004/ 015369

for (int ii = il < nunR@values; ii++) { retval[ii]

=imgetR&(ii); } } Il throw an exception since it

|s not EncodeExcept| on( "The col or
//thrgk&eex%ﬁ%g%%glﬂ%%l ndexed." ); } return

retval else} 1 55 WD 2004/ 104765 PCT/ US2004/ 015369

{

throw new EncodeException( "The color model of the image is not indexed." );

}

return retval;
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What is clained is: 1. A device that provides a
digital receipt for a third-party electronic comrerce
W e@aserss on carried out over a public networ kPCT/082004/015369
recei pt validating details of the electronic
transac{ion and conprising a transaction record
What?%@ﬁ?’i“? ¥ng transaction details, the device
conprising a recei pt systemthat receives the
transaction record detailing a conpleted transaction,
di giat advive SHidlpsoviass & aegimdirscdiptefor hahfdgiaryrele@estiel commerce
fornms a digital receipt conprising the encrypted
transalctiem sactiéd out ener b pabliedsetivhek, dihgi teabipt netidafing i detals of the
graphic to enable display in a Wb page, and returns .
electromie trhngactipnr sediqemprsing a |teastctione reeardyideptifyiag transaction
..conpl eted transaction, wherein details in the L
detailg,, MR ROPBEOE Bt iooBHRL (SRR THE RS he dransactis tecord
L he rii tran L: i Ce. .
acty sPBAGER Ayt UG b e PR YOS i recor
I Rl r?;ll% the digital
forms\r@egfgfi%% ﬁ?}gﬁrbtver iei-ilsglg%/ ;[}gﬁ&%t e gZﬁNfs?éc}gtﬁll %lr?GMG ?r?lpbreidgi ng 8
receip? il b @@dpHig té beatle diidptdy e Wkt pdgep and hetugrsathbidégital receipt to at
decr ypt io(r;lgj the transaction record and returning
least atwt partystodhe chmpletad $rapsdadions o t he presenting party,
wherei,n the presenting party y conpar he . .
t WhgEske dptsils dathe fgngastionge § [pjotegte Hemyapdifisation by the
. the transaction record. 3. The device of claiml1,
partief i the FANSAEIRyi ce provides a Wb Recei pt Service
that creates "postmarked" digital receipts suitable
for use within a web browser, the postmark conprising
azdatie detReséPoRIAND fuitiel icoyhpefsigy trwsifechtioni gydtem to which
party. 4. The device of claim3, in which the trusted
each tpaitydnpgr tatei presenttthendigitpbseedipt fot hariftoptios, thheverification
device of claim3, in whjch the Web Recei pt Service is .
compagipgseitmctngsha gligialacasind tigsn tha gapis.olespridlg g fgnsaction
004/ 104765 PCT/ US2004/ 015369 . The device of claim
record and FEARIGE, deHals RE R R eBeR ot e oaiiBeey

PSS e RS e S BARE 0 haEod B prviouty

stored version of the transaction record.
3. The device of claim 1, wherein the device provides a Web Receipt Service
that creates “postmarked” digital receipts suitable for use within a web browser, the

postmark comprising a date time stamp and identity of a trusted third party.

4. The device of claim 3, in which the trusted third party is 4 national postal
authority.

5. The device of claim 3, in which the Web Receipt Service is accessible using

standard web based protocols.
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7. A Wb Recei pt systemthat provides a Wb Servi ce,
conprising a receipt originating device, a
W@ eonae4based recei pting application, the Wb ReDEsm4/015369
system generating a postnarked receipt and a third
party.recei.pt and sty e sheet | thir arties
B Aty of defh el R SHE B edalhs SpRBE ferates
. q ; . _ . .
postnffi 4 pASEOARINS SEARONILN 67 PR MO Boh MALES I A pstmarting
servicdccess uses standard Web Service protocols and
connections are nmade over a secure SSL connection to
protect sensitive information. 9. The systemof claim
7, in which an XM. recei pt and acconpanyi ng style
shebt Wich Beseipt sysenrthat m@vides asWigb Sesvigep 69mpESHIeng
application, wherei.n the postmarking application uses

a;‘ﬁ%@%%l%ﬁ%ii%‘ﬂef‘e to create a tine-stanped hash of
¢ PSoEEBeBia rebipripl SpRSlf s AR bt lherating

a ' ' n XM. docunent which is protected
tﬁg)ggg tﬁg%dgégt%gfa standard PKI based encryption and

t hehipd phitg rée@yptaindastyleshédtgat i on application. 11. The
system of claim 10, in which encrypted transaction

r sdorals, thirsl partiesiens enahledithdssuenyVebtRateinis doratdpgst one of tasks

i mage usi ng steganography and returned to a third
accowsgvd 334 Wosk POBOTINS Hoiagenio BBTRRSHONE2004/ 015369

12. The system of claim 10, in which encryption is

perfornmed usi ng DES3, RSA or another PKI algorithm

agd il 7, GA SRR cRAEcGS YRE LA AMMIOVEE SR rHEE Protocol

arg'e ft%éﬁ%g{egr%{gggga t7d at"@\g% Re%_elgpt Verification frotocols
and SSMndcEiens lde ARleSBSEEMN MectlcaiSBI/, conhedtiont hioa prélect sensitive

Recei pt Service uses PKI but does not rely upon the
informatomnce of certificates or private keys to the

i ndi vidual s for whom Wb Receipts are created. 14.
The systemof claim7, in which protection of the

! 53N Re tslysotgmdg% gfa%r% J/',sm which an XML receipt and accompanying style

sheet in XSLT are created and sent to a postmarking application, wherein the
postmarking application uses a postmarking service to create a time-stamped hash of

the receipt.

10. The system of claim 7, in which transaction records and time-stamped hash
are encoded and combined into an XML document which is protected through the use

of standard PKI based encryption and the public key of a verification application.
11. The system of claim 10, in which encrypted transaction records are encoded

and then injected into a GIF image using steganography and returned to a third party

service.

57



acconpl i shed through encryption to a single public key
bel onging only to the Web Receipt Service and only

w0 bsNeieRecei pt Service can decrypt it. 15. TPET/ByRDEMS369
of claim7, in which sensitive information is not

el SX#%IIP?&Z’C}? 10,38 WA Su Bt & phRGRd wlis DEss, Rsa
or an&‘ﬁn'fef IT’IéS&Ig Eﬁldttﬁ o r‘x e%ﬂHTca?e@ya Elﬁ)p%l\%'ﬁ}?hlc ke s used are

or mat | > trans erest o ecel
those ligtued & 8ivFeh &é@&bevfe@lmtlon Lérviddie system of claim 7
i n which steganography is enployed to hold the
post mar ked recei pt and al  ow post marked receipts to be
usabl e wthin a web browser environnment as, a graphic

mé&epwg@@ of glaimng 1§y\§h1@h1 2oV ebt Regamt/Servicapses Bl dhlut does

o 3 R B & v BB whon

r eipt to be spread across the bits that
Web ﬁgiéelﬂﬁ a'fgg{:eg][e?r: map. 19. The systemof claim?7, in

whi ch aI | receipts are treated as opaque pieces of
data aside fromthe use of XM. and XSL transfornations
( X8L TThe sysibnt batclany 7, wehitlo preidcho ofaihbdraﬁdhction details is
recei pt can _be processed by using standard off-th
accorslhlsﬂhﬁd thnaughaeriryption ¢p rre singled ppblie key helengiag mrtly to the Web
1 4765E§CT/ US2004/ 015369 20. The

/
Rece@y £ eo@ncﬁ%wﬁq&éeb SGHPERCEYIIC GedRSRYRl thre fir st

encoded using the M ME base-64 encodi ng standard then

inserted as data of the elenents they belong to, in
ongerrho sﬁmﬁdo@aaﬁw ohacwnfdﬁt seRGitReNATY SRl W AR Rvealed to
an” XML document . A Wb Recel pt verification

anyor@@bﬁﬂhn@ﬂﬁpisbﬁtd@@les@ng eetdwbf ey icteipat i on device, and
a server-based verification application, the Wb

Recei pt verification system generating a postmarked
55 o965 Rob o L ARTED Ll 088 5 v
ntor RSB L BRI 30 RSB R g omat
br owser .
17. The system of claim 7, in which steganography is employed to hold the
postmarked receipt and allow postmarked receipts to be usable within a web browser

environment as a graphic in web pages.

18. The system of claim 17, in which the steganography used takes a GIF
image and manipulates the image in a way that allows the data of the postmarked

receipt to be spread across the bits that make up a color map.

19. The system of claim 7, in which all receipts are treated as opaque pieces of
data aside from the use of XML and XSL transformations (XSLT), such that any
well-formed and valid XML receipt can be processed by using standard off-the shelf
XML parsing engines and passing the result through.
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22. The systemof claim21, in which a verification
application allows a user to view non-sensitive
WO pdoenersd on cont ai ned within a Wb Recei pt, aPCT/0i82004/015369
same time verifying that the Wb Receipt is valid.
23. The systemof claim2l, in which a verification
application deconposes a W.b Receipt by reversing the
psQ/C t u i ' :
DRS Tk N3 4 AABP IOV yhil IERERS By Hoaeted Gos e
MIMB thék& 63 eRbdingdstanidd@d iy @e0éd 84 dht ofkthe iefeniédnits the¥ belong to,
ti me-stanped hash is validated using the postmarking
in ordeetoembed andX ML ddumnénter birmrp ddtahsigthin an XML docamenSL
transformation is performed on the XM. fornmatted
recei pt creating a displayable receipt with the
nfiltered out..25. The system of

P oo iy
iggﬂ‘ﬁ %eb kgc%ﬁn\?#f?%goai%ﬁ?ﬂ’yﬁﬁqu%i pt is returned
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protective, and treated as opaque val ues. . The
generatiggem of claim 21, in which the Wb Receipts carry

with themthe tine-stanped hash of the receipt, the

ord ppstabrkedaeceipt,@andat ed by the third party service,
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digital receipt conprising the encrypted transaction
record; enbeds the digital receipt in a graphic to

enabirge diysehdwf ichim YELind@ERh &R€rification application decomposes a
Web Receipt by reversing the process used to construct the Web Receipt in order to
obtain the original time-stamped hash, XML receipt and style sheet.

24, The system of claim 21, in which a time-stamped hash is validated using the
postmarking service, and if the time-stamped hash is valid, an XSL transformation is
performed on the XML formatted receipt creating a displayable receipt with the

sensitive information filtered out.

25. The system of claim 24, in which the displayable receipt is returned to a

users Web browser.
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wherein details in the transaction record are protected from modification by the

parties to the transaction.

29. The medium of claim 28, in which each party may later present the digital
receipt for verification, the verification comprising extracting the digital receipt from
the graphic, decrypting the transaction record and returning details of the transaction to
the presenting party, and

wherein the presenting party may then compare the transaction details to any

previously stored version of the transaction details that the presenting party possesses.
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creating the transaction record based upon details of a completed transaction;

auth:

sending the transaction record to a computer that digitally signs and encrypts the
record;

forming a digital receipt comprising the encrypted transaction record;

embedding the digital receipt in a graphic to enable display in a Web page; and

returning the digital receipt to at least one party to the completed transaction,

wherein details in the transaction record are protected from modification by the

parties to the transaction.

35. The method of claim 34, in which each party may later present the digital

receipt for verification, the verification comprising extracting the digital receipt from
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40. The method of claim 34, in which an XML receipt and accompanying style
sheet in XSLT are created and sent to a postmarking application, wherein the
postmarking application uses a postmarking service to create a time-stamped hash of

the receipt.
41. The method of claim 34, in which transaction records and time-stamped

hash are encoded and combined into an XML document which is protected through the

use of standard PKI based encryption and the public key of a verification application.
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42. The method of claim 40, in which encrypted transaction records are encoded
and then injected into a GIF image using steganography and returned to a third party

service.

43. The method of claim 40, in which encryption is performed using DES3,
RSA or another PKI algorithm, and the only certificates and cryptographic keys used

are those issued to a Web Receipt Verification Service.

44, The method of claim 34, in which a Web Receipt Service uses PKI but does
not rely upon the issuance of certificates or private keys to the individuals for whom

Web Receipts are created.

45. The method of claim 34, in which protection of the transaction details is
through encryption to a single public key belonging only to the Web Receipt Service
and only the Web Receipt Service can decrypt it.

46. The method of claim 34, in which sensitive information is not revealed to

anyone including the user requesting a view of the receipt.

47. The method of claim 34, in which XSLT is used to strip out any sensitive

information and transform the rest of an XML receipt into a displayable format.

48. The method of claim 34, in which steganography is employed to hold the
postmarked receipt and allow postmarked receipts to be usable within a Web browser

environment as a graphic in web pages.
49. The method of claim 47, in which the steganography used takes a GIF

image and manipulates the image in a way that allows the data of the postmarked

receipt to be spread across the bits that make up a color map.
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50. The method of claim 34, in which all receipts are treated as opaque pieces
of data aside from the use of XML and XSL transformations (XSLT), such that any
well-formed and valid XML receipt can be processed by using standard off-the shelf
XML parsing engines and passing the result through.
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