METHOD AND DEVICE FOR EXTRACTING DATA FROM A DATA STREAM FLOWING OVER AN IP
NETWORK [0001]The present invention relates to analysis techniques relating to a data stream
flowing over telecommunication networks, in IF ("Internet Protocol") packets. 5 More particularly, in
this case it is sought to extract in real time data from one or more specified categories without having
to deal with the enormous amount of data flowing over the network. [0002]IF packet analysers such as
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of data foaptbe streden;rand time observation of multiple streams because it requires the

extraction in real time of all of a stream for its analysis. Moreover, in the case of a
change in the protocol according to which the stream is constructed, it is necessary
15 to modify the analyser, even if the change is minor or relates fo aspects of the

protocol which are not relevant to the information sought.

10003] A need exists for a technique allowing efficient extraction and synchronic

mapping of targeted information present in the data streams over IP type networks.

[6004] A method is proposed for exiracting data from a data stream flowing over
20  an IP network, the data of the stream being organised according fo an application
layer protocol (layer 7 of the OS] model). in this context and from the point of view of
the application layer, the stream is segmented in a virtually random manner by the
processes of the network (IP) layer and/or transport (TCP, UDP, efc.) layer.
Nevertheless it is desirable, given that the traffic flows at a very high bit rate over the
25  iP network, to have the capability to extract specific data contained in the stream for

processing. The method comprises:

- a configuration phase in which a state machine is constructed with states and
transitions configured according to at least one type of dafa to be exiracted
from the stream, the transitions between states being activated by the

30 respective conditions defined as a function of rules for organization of the data



- areal time analysis phase of the data stream. [0005]The real time analysis phase comprises:
50bserving the data of the stream originating from IP packets flowing successively over the network;
when the state machine is in a current state, determining if an activation condition for a transition from
the current state to a target state is fulfilled by the observed data of the stream and when this
activation contfitibe sreafulfilzmrdanginththemtétatioackipertpibiecatgenstdtey lertraattiiegshe data
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extraction of da e Stream; an disregarding the data of tHe stream when the state

machine is in agigterhenmaptecissdscte eenigty atiemphase. [0006]The state machine, the nodes of
which describe the relevant structural elements of the grammar of the protocol, makes it possible to

extract E@@ngeful Sej9apliciand g%ﬁp&%@%pﬁ@ﬂg@s\{vhen they appear in the stream. The state

machine is composed of states and sitions. The transitions make it possible to 20move from one
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errors and which argRet ayaiahle imteinenidely2eai8ac R RMEBtdmimag (RCABSHRR/siRs{o do this,
without having to extract all of the stream, the method ) _

condition for a fransition from the current state to a target state is fulfilled

by the observed data of the stream and when this activation condition is

10 fulfilled, changing the state machine to the target siate;

 extracting the data from the stream when the state machine is in a state
selected in the configuration phase for the extraction of data from the

stream; and

+ disregarding the data of the stream when the state machine is in a state

15 not selected in the configuration phase.

[00086] The state machine, the nodes of which describe the relevant structural
elements of the grammar of the protocol, makes it possible to extract the useful
semantic and subsumption information when they appear in the stream. The state
machine is composed of states and transitions. The fransitions make it possible to
20 move from one state to another and are typically activated by lexemes during

observation of the data stream.

{00071 The state machine used operates on data streams which can have a very
variable content {texiual or binary), the syntax of which is not necessarily perfectly
known, which are likely to contain errors and which are not available in their entirety

25 ateach moment in time.

[0008] In order o do this, without having to extract all of the stream, the method
searches for the conditions allowing the activation of the different transitions by
analysing the data of the stream in real time. The transition activations and the data

present between two states can be managed separately.

30  [ooo9l Moreover, the method allows management of the storage in buffer

memory of only those portions of the stream necessary to the search for activation



searches for the conditions allowing the activation of the different transitions by analysing the data of
the stream in real time. The transition activations and 3he data present between two states can be
managed separately. conditions of the transitions in the presence of fragmentation of the data. In such
an embodiment, the activation conditions of transitions of the state machine comprise the presence of
respectmidionesithhdransiionthsn shhearre senbthefriraptinesiatialysif ieadatef the glath stream
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thebpossible presence of a lexeme split between the two packets. polo]The states of the state machine
selected in the configuration phase can 15comprise pne or more states jn which the data extracted
from the stream o€ HFREN Y RHUR 2 T0Rh Bt NroceUeP FE0RI THRAER. Qb SARY 81 the state
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state of the state mackigecprefatathtdiasna size limited to a configurable number of characters.
[0012]Another aspect of the present invention relates to a device suitable for implementing the above
mikhod. This devic@RRISHIGES: DBxiLgiarehheieatavng 'selies Svavanditsrstehfiguied
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being activated by the respective conditions defined as a function of rules for organization of the data
of the stream accortlifEPR) Pletbp lriaiEteRIVEH Jrofiesy, & ReaiicHnesthR PSSP RREHRGRne being

selected for the 30extractionypf dataftamdbs BiELRIR: pakdiRUt for receiving in real time the data of

the stream originating from IP packets flowing successively over the network;
0010} The states of the state machine selected in the configuration phase can
15  comprise one or more states in which the data extracted from the stream are directly

transferred to an external processor.

16011) The selected states of the state machine can also comprise one or more
states in which the data extracted from the stream are stored in buffer memory then
transferred to an external processor once the state machine leaves this selected
20 state. The buffer memory receiving the data extracted from the stream in such a
selected state of the state machine preferably has a size limited to a configurable

number of characters.

[0012] Another aspect of the present invention relates to a device suitable for

implementing the above method. This device comprises:

25 - a state machine having states and transitions configured according to at least
one type of data to be extracted from the stream, the fransitions between states
being activated by the respective conditions defined as a function of rules for
organization of the data of the stream according to the application layer
protocol, at least one state of the state machine being selected for the

30 extraction of data from the stream;

- an input for receiving in real time the data of the stream originating from 1P

packets flowing successively over the network;



a detector of transitions for determining, when the state machine is in a current state, if an activation
condition of a transition from the current state to a target state is fulfilled by the data of the stream
received at the input and for changing the state machine to the target state when said activation
condition is fulfilled. 5 The data of the stream are extracted when the state machine is in a selected
state for the extizttioto bOH enfidionth fostietenamid glisvbgarties stdtentizeisiatcisriachioerienh an
unselected S.tQ{StE?fth‘?f%&R‘/%tf%% %fo%‘iﬂého'{{t '{a‘%&ﬁ‘%@] ROR NG %‘t“é?ﬁté’"%g gdyapiages of
the present invention will become apparent from the tollowing description of a non-limitative
embodiment, stitte 19 kdEHeacevtthih daimachibe: diaeanyseaeiwbit bt tHeigopertlasd feinghidisgirdiagram of
an IF “etWOfktﬁ%éé{{B?% mﬁdﬁ‘mf‘e“&?fﬂ&%%@%?@%%d' fAULE 4 '§cﬁ@é‘&8‘ﬁ ‘1!8%%‘8@%@5‘#%@”? which
can be connected to the network of Figure 1 for implementation ot the invention; igure 3 is a
blogk diagrami bt:ateéxarhthe clreastaexextuniatewbentterdiatetondehinecistionaasaleSligtire 4 is a
diagram of a ' ick i ific.c - illusiration.
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fashion differénaedini i daupmesticdemhstaty el entxirattiontaf detevdidratideosii@an(i3) being
situated on the periphery for connecting various installations, such as user terminals 3, user computer
installatjormss¥, serdtebyfedticte thenetwdlaotmyatorefnapageceit sinvstrilerswibteweysido other
networks, etc. 25[Q015]The li between the. routers 2, 3 are carried out by very high bit-rate
ConmectbAE BaLIARATHof S CITE Y IR RL e Re ANV v UYRE bit Ala ave
selkral igfesearfgidalifie pésbhedratal@DLE] Withihithe different data streams that are carried by these
high bit-rate __ links, certain applications require the extraction of specific data, for example for the
30purposes df B! dB AP RHARAGRABITR A8 | BaNBjepeioinduchitheriBYBUERNIHEIMES by the
potentially im@mg@jguantities of data which flow over the IP network 1. To this end, equipment 10 can
be used such as that represented diagrammatically in Figure 2.

- Figure 2 is a block diagram of equipment which can be connected to the

network of Figure 1 for implementation of the invention;

15 - Figure 3 is a block diagram of an example of a data extraction device according

to the invention; and

- Figure 4 is a diagram of a state machine which can be used in a specific case

presented by way of illustration.

[0014] With reference to Figure 1, an IP network 1 such as the internet comprises
20 in a standard fashion different routing equipments, some (2) being internal to the
network and others (3) being situated on the periphery for connecting various
installations, such as user terminals 3, user computer installations 4, servers by
which the network operators manage their subscribers, gateways to other networks,

etc.

25  [0015] The links between the routers 2, 3 are carried out by very high bit-rate
connections provided, for example, by optical fibre lines. Representative values of

the bit rate are several tens of gigabits per second.

[0016] Within the different data streams that are carried by these high bit-rate
finks, certain applications require the extraction of specific data, for example for the

30  purposes of billing, security, management of the quality of services, etc.

00171 It is desirable that the devices receiving the data extracted in this way are



[0018]This equipment 10 is typically installed at the level of a router 2, 3 so as to 5 interface with one
of the high bit-rate links between these routers. Howeger, it will be understood that the equipment 10
can also be installed on a link situated between an end router 3 and gateways or user installations.
[0019]The equipment 10 represented in Figure 2 comprises a network interface 11 adapted to the
physicahtdyeresmthétnied loywdreppotectiblly ersrafribe tokaitiwhichdat thvbiedlpmenss i Uhited. The
traffic s he network interface 11 .i jlected 1o a.classifier 12 capable of identifying the data
stream ﬁ)g B/’v\}kglll)f: 'ﬁie stflu}(s:céﬁsfgiv%egl pejéég@%%nﬁtﬁuﬁ% tRfJ"s ﬁfgﬁﬁ: t%gl%ﬁggsrr%ac{larse fier 1 elr%plements
a recogdiggraamdaiicadygondriglysisZztechnique such as for example that described in WO 20041017595
A2. Its architecture can optionally be distributed as described in 15 WO 2006/120039 Al. [0020]The

traffic classifier 12Thicandigiprad o seliscijyidn by essniidng F packsis whichoutetaken deons ame or more
data streams specified by the system administrator to a datg extraction devicel3. For each of these
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user, exirakisstbem if@iftbe dheistream @hdacomsauinicates thenooaimexdauat grosessen h which
carries out the IE%%ired pro essirg on the dalsa tracted (for example processing for billing, for

security 0P JORAE) or AR QiSRS RS

P URer to which reference is made in this case is that
which manages the applications executed by the external processor 14. It is possible to combine this

user witA%HY systdaGHHIRNENS 19 s yEsaNtRs it Ha St SRMBTIRE S BrAcRiP th InHRsTRER
service-prigaigstadolierusay el ssfsaheceahcssepprate do e jRessysiam kunisiater if the

latter offers the data extraction service to several people having different types of processing to carry

ol [00P A BRL RPN S ¢an! R Ealicserfebiuites e kratsiRsiRalddiByp Uiieel§tre 3. This
architeqirg igfMad 1IN PR BAGHEIRIEhaNGha datacitraihtransiians 2dhaldhssyser gonfigures

via an appropriate human/machine interface 22. In a configuration phase, the user defines via the

interfacB3¥R spnelitufieaibis ialitoRe'ehthe LiateSRIEHIRE 28 JORIRMERtHE A66PaPBonditions

of the trangitignstbebreem MgsaiatescHiligiatedaen 2asandncasparatieknayiiedgefthegrammar of
the protocol in order to assist the user in the configuration operation. [0022]The data extractor 13 has

an input'¥4 G GeLaRR &\ rdlf MRbHRSTHERSr Rt ieRR M RS GIRHIRIY FFO RS E BReiReS hich are

presentedd @ idny thetdfis classifier 12. The data extracted from this stream in accordance with the
configuration carried out via the interface 22 are delivered to the external processor 14 by the data

output 25,0023] TheH a8 RLacRIRIeHEIADIRE LB ARG GRRF18T NaBKaUEHOh IBSHREHBARSBS ckets
which are taken from one or more data streams specified by the system administrator
to a data extraction device13. For each of these streams, the extractor 13 selects
the relevant data as a function of a configuration performed by a user, extracts them
20 from the stream and communicates them fo an external processor 14 which carries
out the required processing on the data extracted (for example processing for billing,
for security or quality of service applications, etc.). The user to which reference is
made in this case is that which manages the applications executed by the external |
processor 14. It is possible to combine this user with the system administrator
25 specifying the data stream to be extracted. In another service-oriented architecture,
the user can equally be separate from the system administrator if the latter offers the
data extraction service to several people having different types of processing to carry
out.

0021} The data extractor 13 can have an architecture such as that illustrated by
30 Figure 3. This architecture is centred on a state machine 20 and a detector of
transitions 21 that the user configures via an appropriate human/machine interface

22. In a configuration phase, the user defines via the interface 22 the states and the



10 operational constraints. In fact, the streams are then fragmented, each fragment originating from an
IP packet being of variable size. This fragmentation cgn take place at any moment in the grammar of
the protocol. The two following cases should be taken into account: - the data necessary for the
activation of the condition of a transition can be split 15 between the end of a packet and the start of
the folldvangiiiacketf - the séafal deahméeiiroseseed ima $tate activbtopresantituas seYeitat packets

wherea : est that I% y ot.proces in.a fragmented manner. [0024]In order to
take the?géen%{/%gﬁés%@%%% lriﬁ:lc?(f;(()eun ai %e' dajtﬁaé;& tr%arcg:PoCrel (f):g&migﬁ%r L Ve\%e bwu'}PeV?’f%d eo%%£ 56, 27 (in
practicegrtrasaah uifénse pBoRTCchin bedenduessishiideuassingth e eardiyuptdion) oje@28 e buffer
memory 26 serves to manage situations where a lexeme sought by the detector of transitions 21 is

found tqdogzsplit beveeenibvexirapankessisuceessipaty2eegiien aldbedanntrd4 infedalvenistate of the
stag{:ie maf%r#e 20, 25 several lexemes can be sought for the possible activation of the transitions
outo

avallabl® JIEoPHREE REIIPRIENERE tHe RAGSHEM I BF D IRIFSAILRT SO thBL S SRS it is
convenigatifisecord. in thadutietanexiene 26 tHeolastiNid cliesagters obibe flaiasireamregeived in

each IP packet received when the state m cF?inei in this given state. On reception of the next IF
acket CORGHIAG ARG A Ul RN 2507 Bl BT SHeihing 56 & BRIGUBSERIIR of the
first chatadigrtioé thetdatatpecdiged at the input 24 so that the detector of transitions 21 can observe the
possible presence of one of the sought lexemes. This cooperation between the detector of transitions

21 and thephuffer meanore 26r ensieses HakHeSHUIGh lex8mes avneidestdle tosegniration of the
stream at the |P level. It will be noted that the buffer memor%/ 26 can optionally contain slightly more

thih N-2RGTtRT8lCHRsTaINtRust RdasknBsSiERRMBIA KorBRIR HBYIe8tafa R 6A: BRETEY A to be
extractegdPReBH e siath Mmachik 0 sampTesafidplokstatesaatahlishrd asaerdipgntadhe structure

of the grammar of the stream, Each state contains a list of transitions the activation conditions of
which, Sb3EhEDF W HRIRRAS bR LERBAES Of 18 BIRAR] thEsrd¥eredr R SRR eBENEY in the

data strganmskeaGhistatsisuh@moreover associated with a procedure indicating the way in which to
process the |
- the data necessary for the activation of the condition of a transition can be split

15 between the end of a packet and the start of the following packet;

- the useful data to be processed in a state can be present over several packets
whereas the user can request that they are not processed in a fragmented

manner,

100243 in order to take these two cases into accouni, the data extractor 13
20  comprises two buffer memories 26, 27 (in practice, these buffers 26, 27 can be

produced inside a single memory plane).

[0025] The buffer memory 26 serves to manage situations where a lexeme
sought by the detector of transitions 21 is found to be split between two IP packets
successively received at the input 24. In a given state of the state machine 20,
25 several lexemes can be sought for the possible activation of the transitions available
out of this state. If N denotes the maximum number of characters of these. Iex'emes,
it is convenient to record in the buffer memory 26 the last N-1 characters of the data
stream received in each IP packet received when the state machine is in this given
state. On reception of the next IP packet containing data of the stream, the content
30  of the buffer memory 26 is placed in front of the first character of the data received at

the input 24 so that the detector of transitions 21 can observe the possible presence



data which are received while the machine 20 is in this state. [0027]Each transition of a state specifies
an activation condition and the associated target state; as well as the minimum length of data that it is
necessary to analyze in order to ensure the operation of the condition. The activation condition,
15specific to a state and to the transition on which it depends, can take one of the following forms:
discovery ofia giviire s‘mug hif ielreraeters Thsusoupéon baarbplevienBoyedditade sédrahsitigogthm;
dlSCOVGé)ﬁ Ofn%gt'ﬁlgrb of charaggr%r?syuusm & %arch treﬁt( refix tree or 209 de{eéi tree data

structure); prog I’eSSrIT(})%rPr?{He stream oq‘sa glven %USanHgI’ %y?es Sp%%rrégsmn In H1€ s(,]tream of a

vanablesagmbetabrbhy@ﬁh&m@rem gictherdfidatioh of tfmié pmmm dhsé ithe thisfeasssthergiz@ of the

hop Is nel naaleal SRR UIRNAD Bldhe piale ackins. LS qenal e dnpd arihe Zostate out
of which the transi exists ric condition: in practice, the' s ate Machine 1S informea of this
corditioremiaia funsidersalydbies ahfindimgf thid e dsitioly, wehiskinactiees a generalization thereof that
encompasses all the preceding cases. [0028]The conditions are generally activated following a

progresgigrsin reatiing Soteerdatisice2mn dmmed@htmgtimtgtafhs\/\émmsﬁbca sansifieg ipactivated,
it is posgible to ex I0|tt data presen ac |vat the transition aIIowl transijtion to the next
state. A r%fH ﬁf%{ﬂ’g{”& 8 ?565\/ %edg?é‘ BSefit ﬁét&/é@ﬂ%@ﬁanges of

state cathé)@cﬂmgardedamons of m@’tﬂmlﬁedgmatfynm@ndm&etbwm therfisibsiate forpepcessing.
This fUI’{CtIOI‘] glcal the |mn}efllate sendin ft eda%ﬁ via the o tgut 25; g
the presence exemes re ei data sir ach state is
10 moreover associated with a procedure indicating the way in which to process the

data which are received while the machine 20 is in this state.

[0027] Each transition of a state specifies an activation condition and the
associated target state, as well as the minimum length of data that it is necessary o
analyze in order {o ensure the operation of the condition. The activation condition,
15 specific to a state and to the fransition on which it depends, can take one of the

following forms:

- discovery of a given string of characters by using for example the Boyer-Moore

search algorithm;

- discovery of a given string of characters by using a search tree (prefix tree or

20 ordered tree data structure);
- progression in the stream of a given number of bytes;

- progression in the stream of a variable number of bytes which is a
generalization of the previous case. In this case, the size of the hop is not
mdicated in the description of the state machine, but is given at the input of the

25 state out of which the fransition exists;

- a generic condition: in practice, the state machine is informed of this condition
via a function capable of finding the transition, which makes a generalization

thereof that encompasses all the preceding cases.

[0028] The conditions are generally activated following a progression in reading
30 the data stream received at the input 24. When such a transition is activated, it is

possible to exploit the data present before activation of the transition allowing



stored in the buffer memory 27 then transmitted to a function linked with the first state for processing.
This function is typically the sending of the data via thg output 25 at the moment when the state
machine 20 leaves the current state. The buffer memory 27 can be configured so as to have a
maximum size 10 in terms of number of characters. The state machine 20 can be forced to leave the
current stateitidretottie meximtate Nnukberdifigharthaersriigs keem saved ddh e pife ugwmbey 27. This
allows adﬁapverrﬂmév fbt is buffer merr}%g_'ré/ to ?\@oided. 0029]By way of illustration, the particular
examples F RESRIPIRREREL N D BihVeRtion are presented hereafter in the case of the instant
messaging prg JRawnss Jabber or XMPP ("Extensible Messaging and Presence Protocol"),
based on the XML anguége ("Extensible Markup Language”). These examples can be generalized
without diffieuitgnerottied éxtarisivripoflthisethihisr Ky bBt miatectdoptocethsngroldts 1fur2Ai§d030]For

thessake of p%f%@%%ﬁ@m%@g g%%(}eﬁigir%g etg@% ft%aem I§§i§ 8{ ) Eerxt) and of robustness,

the grammar of ber protocol'i1s no intull. Only t markeérs are considered which

constitute thedratiapts s RN mismaEPrivdndidhisirstes ta exHarsnoPRENmRamBle 1, the

user seeks to extract the content of the messages 25transmitted in the Jahber protocol. [0032]In

Example 2, tHE 3 aLi SN BIARSRINGNtAREE (HNRUATLRIRERGEYY ARSI hE SaBBiE Wrbtocol.

[0033]The stateenagpineZ) athberfonssficigtbacaasdingto hechineram st atrd hyrfeigure 4 for
implementing these ?Wents. Twoozfes of states are 30selected by the user in the state machine
he'€

20 for carrying ‘Bift t BOA'EMAY LN Bfe GROfEHIE¢IAESIPANLE INEPEBOHHES, the

caritent of theimnessagesnuilig s diearaeroasizatdnsiaecaxisacion 2e\ian bs asdeea heavery
voluminous. Ip the secogdt emstate 31 called "TR_CONTACT,  ENTRY"), the e-mail addresses may

be stored in bifePHHER P B TP R BR R SR BHRE L RAF AP RGN 4.

5[0034]In the tiveo inaises rakhagyt 7 calitisickamae e duedes iesiransias dwiaia inentsipatedstate, the
extractor 13 provi eaathe processor 14 with the information on the current state (NODE BODY or TR

CONTACT ERY®R s well as the data extracted, which gives the semantic and subsumption
information necessary for the correct interpretation of the data. 10[f0035]From a node 32 called "NODE

BASE",'ffgdhitial posiia 6f iHesitatiom4bRiRaBIURbRIRARIETET Jhep ipseriirfittediite machine
detects the:piath of theiaatankal AdRastage-ram thadetsrtir qhiisleRee sHesSpaRordlile
another branch searches for an item of information present only in the signalling data designated by
the Iexéfﬂ@?’i‘(j?r%téﬁbber of XMPP ("Extensible Messaging and Presence Protocol”), based
on the XML language ("Extensible Markup Language"). These examples can be
generalized without difficulty to other extensions of the Jabber/XMPP protocol or to

other protocols.

20  [o0307 For the sake of performance (memory and processing time of the analysis
of the text) and of robustness, the grammar of the Jabber protocol is not described in
full. Only those markers are considered which constitute the invarianis around the

information which it is desired to extract.

[0031] In Example 1, the user seeks to extract the content of the messages

25 transmitted in the Jabber protocol.

[0032] In Example 2, the extraction relates to contacts (e-mail addresses)

transmitted in the Jabber protocol.

[0033] The state machine 20 can be constructed according to the diagram
iilustrated by Figure 4 for implementing these embodiments. Two types of states are
30 selected by the user in the state machine 20 for carrying out the extraction of the
data. In the first type (state 30 called "NODE_BODY"), the content of the messages



15[0036]The states and transitions of the state machine 20 represented in Figure 4 are defined in the
following manner in the configuration phase: { node: NODE BASE, nextnode: NODE MESSAGE, start:
" <message" 1, { node: NODE BASE, nextnode: NODE CONTACT LIST, start: ":ig:roster"}, { node:
NODE MESSAGE, nextnode: NODE BODY, start: " <body> "}, 20 { node: NODE BODY, nextnode:
NODE BAGEsstathe’ mdyodyized}ir(ribdeii@CiBICANIAC B ST, crexroderNQNEMBASE, $tart: "

</queryz."}, { node; NOD NTACT LIST, : D JTACT ENTRY, start: " <item "1,
{ node: ﬁl‘gég%&{ﬁ%@ﬁﬁ%ﬁ%R f\t?gh%godﬁ*ﬂ%@[ﬁ)@%%ﬁ tart=7E| Igé ’rgﬁ%ﬁs. 7>",
flag: SMIMERUNCHBEEH, {mdadéfeN ORI EPNTACTOEMNTRY beektreteaitte® DiE_dwSEo ttarthé </query>

"1 Wherg):%tépﬁg[e"lj% tgsesg?%a of the current state; 10 "nextnode" is the name of the next state when

the tranSition GORAMON 15 activated; "start" denotes the marker for searching in the stream in order to

actjvate this transition. 5[0037]In the case where a temporary state linked to the storage in buffer
mea{]or)gaf‘?% USeé%@h%[@VQEt%Sﬁ%HHHQQtH&%CQ@%% NEGHEHS RS FRrsiRTRIcT A et RRsnode"

(transitayiacee) staaetod tertemporarysiatesftie ganiddsansitionith end infoarkstigovahhiv order to

eave e 1FB AR BE RSP YRR BIARS PRTARL AR toies funcgtion ofhe

extracted, which gives the semantic and subsumption information necessary for the

correct interpretation of the data.

10 [0835] From a node 32 called "NODE_BASE", the initial position of the state
machine 20, a branch of the graph describing the state machine detects the start of
the content of a message from the detection of the lexeme <message, while another
branch searches for an item of information present only in the signalling data

designated by the lexeme:iq:roster.

15 [0036] The states and transitions of the state machine 20 represented in Figure 4

are defined in the following manner in the configuration phase:
{ node: NODE_BASE, nextnode: NODE_MESSAGE, start: " <message " },
{ node: NODE_BASE, nextnode: NODE_CONTACT _LIST, start: ":ig:roster™ },
{ node: NODE_MESSAGE, nextnode: NODE_BODY, start: " <body> "},
20 {node: NODE_BODY, nextnode: NODE_BASE, start: " </body> "},
{ node: NODE_CONTACT_LIST, nextnode: NODE_BASE, start: " </guery> " },

{ node: NODE_CONTACT_LIST, nextnode: NODE_CONTACT ENTRY, start:

n <Item n },

{ node: NODE_CONTACT_ENTRY, fransnode: TR_CONTACT_ENTRY, start:
25  "jig="", end: " A" flag:SM_TRUNCATE },

{ node: NODE_CONTACT_ENTRY, nextnode: NODE_BASE, start: " </query> "},

where:

* "node" is the name of the current state;



-

the end marker cannot be found when the buffer memory 27 is full. Example 1: [0038]After detection of
the lexeme <message, the first branch brings the statggmachine 20 to the NODE MESSAGE (33) state
where no extraction has yet been 15 carried out. The detection of the lexeme <body> in the
NODE_MESSAGE state will then bring the machine 20 to the NODE BODY state. In this state 30, the
callback semd$ahtttimedee’cdsvéed atanionithHbsucerbsitater whekethi¢o transititput @mditiihths end
marker </b°d¥>ti§ aqggected which returns directly to the initial state 32. [0039]That way, the data
extractor 13 isolates any content of the messages of 20 the stream included between the XML tags

<body> and “hedydetines thdhadpkeioas. A ibRIGENEM Stheamersaeesan R altningus, it

does not pass through the buffer memory 27. It will be transmitted in one or more goes, on successive
reception of th&@MEH8Bkets. [0040]The application stream can for example be presented thus:

25<message xmins="jabberclient" type= "chat' to="cyberic99@gmail. corn" id="aac3a5
<b&dy>B8hfdur Erieéfb%@s&wawe RritARRAETY/ Bk ghie theopttiaaeair Suifarprmory

xmins=7#ts/(|abhel OIANRIRCRINUAIRS IRWIESSBIEkS SUBRRIAIRNS dPRiGHIRlprocessor 14.

[0042]It can occur that the start marker is segmented over two IF packets, for example: A. <message
xmins="jabbetttesidged = (Ichatiitor" cydubr)cO8@uenaifl. toen'"tempanaBa" stedicbBfodlye Bramjaur
Eric</body><?r%%?ti>érrr}1,lns:"http://jabbenorg/protocol/chatstates"/><nick

= "end": marker sought in order to leave the rapid transition;

10 = "flag": optional marker. In the present case, it indicates truncation of the data if

the end marker cannot be found when the buffer memory 27 is full.

Example 1:

[60638] After detection of the lexeme <message, the first branch brings the state
machine 20 to the NODE_MESSAGE (33) state where no extraction has yet been
15 carried out. The detection of the lexeme <body> in the NODE_MESSAGE state will
then bring the machine 20 to the NODE_BODY state. [n this state 30, the callback
sends all the received data from the successive P packets to the output 25, until the

end marker </body> is detected which returns directly to the initial state 32.

[0039] That way, the data extractor 13 isolates any content of the messages of
20  the stream included between the XML tags <body> and </body> defined in the protocol.
As the content of the message can be voluminous, it does not pass through the
buffer memory 27. It will be transmitted in one or more goes, on successive

reception of the IP packets.

[0040] The application stream can for example be presented thus:
25 <message xmins="fabber:client" type="chat" to="cyberic99@gmail.com” id="aac3a">
<body>Bonjour Eric</body>
<active xmins="http./jabber.org/protocol/chatstates"/>
<nick xmins="http./fabber. org/prorocol/nfck"ﬁsir swiss</nick>

</message>

30 [o041; The extractor 13 will then provide the body of the message "Bonjour Eric" to



xmins="http://jabber.org/protocol/nick">sir swiss<nick> [0043]In the NODE MESSAGE state where the
state machine 20 is at the end packet A, the length ofjthe longest lexeme (<body> = 6 characters)
activating a transition, less one character (1 byte), i.e. five characters, is stored in buffer memory 10
26. At the end packet A, the memory 26 then contains "a9<b". On reception of the packet B, the

strings tckxtactaiptsbianst "ptly>" are reassembled and the message is transmitted in one go as it
is complete in packet 2. The remainder of the stream is disregarded by the extractor 13. [0044]It can

also ocegdhat thercentericelthmatansagris sromaniedayricksgvsial wvBatkeiaciaexapple: C.
<message xmins="jabberclient" type= "chat" to="cyberic99@gmail.com" id="aac3a"><body>Bonjour

D. EricGbBEPRactiye xmins="http://jabbecorg/protocol/chatstates7><nick
xmins="http://jahbenorg/ rot(f)g%z{ll‘/?ni,p Sir Zwi$s</nigé>§/mqssage> &90_45 In the NQDE BODY state

e> 20 = )
where the state’tachife 305 € ASTHEREHCEY hadRET €18 PTe R oHHETaHE¥E: [Bx8R%E32Body> = 7

characters) activating a transition, less one character, i.e. six.characters, |s stored in buffer memory
26 Sonly B Is (AN G RO B 14 U o BUAAR GRS Bl AP Bihg neld
memory 26. On reception’ofiiifaipeckeriitoe/eik ratuéss</hiody> is detected, 25 which sends the
data of the memory 26 and those of the new packet situated before the end marker to the output 25,

i.e. in alpgenjour Bricthd heamecesseJAGRIARN RFGecthwidi-teerreanseanply of therrirings "B" and
"onjour Eric" successively received from the extractor 13. 12 E. <messa

xmins:"?gﬁh@kﬁen’thﬁlp@@@ﬁa%4”&6@?@@@?%5@0&@%&"&@3&@@E%i‘%?gﬁoﬁﬁwﬁﬁ'ﬁ%%o F.

dy><actiypximinsteRE R Aiakberatadrotasakshpéstalesérartielers, is stored in buffer memory
xmlns:"httpl:é{%ag‘E ber.org/protocal/nick">sir swiss<Inick></message> 5 [0047]in the state NODE BODY
'S

whére th8 2BAMEBR R A HERE DR AR RS ROHAIRR 1S Hre UG SERIRRECRBRory 26 at
the endimetiBlFRnacketgdtdherendwépacketdndhedpenesyrddsthmnmientains e<rhesseisy

"Bonjour EIm is transmitted to the processor 14 during the reception of this packet E. On reception of
packet & IROSRH R REP LRI 1 (oGS AR cotel P AR B 20 T (P81 25 the

data of therswemny B6 exseRtrtase v@ich belong with the marker detected, i.e.: "ic". [0048]The
method described here for two packets C, D or E, F is general for any

[0044] it can also occur that the content of the message is segmented over

15 several IP packets, for example:

C. <message xmins="fabber:client" type="chat" to="cyberic39@gmail.com"

fd="aac3a"><body>Bonjour

D. Eric</body><active xmins="http.//jabber.org/protocol/chatstates"/><nick

xmins="hitp:/jabber.org/protocolinick">sir swiss</nick></message>

20  [o045] In the NODE_BODY state where the state machine 20 is at the end of
packet C, the length of the longest lexeme (<hody> = 7 characters) activating a
transition, less one character, i.e. six characters, is stored in buifer memory 26. Only
"B" is transmitted to the processor 14 on reception of this packet C, "onjour" being held
in memory 26. On reception of the packet D, the end marker </body> is detected,

25  which sends the data of the memory 26 and those of the new packet situated before
the end marker to the output 25, i.e. in all: "onjour Eric”. The processor 14 can then
proceed with the reassembly of the strings "B" and "onjour Eric” successively received

from the extractor 13.

[6046] It can also occur that the end marker </body> is segmented over two P

30 packets, for example:



splitting of the data stream. If several packets smaller than the size of the body of the message are
received successively, they are transmitted as and whgn they are 15 received except the six last
characters retained in buffer memory 26 until reception of the following packet of the stream, in order
to make it possible to search for the largest transition out of the current state 30. Example 2:
[0049]After detdctichnetthgelexewriairostien’ theesetetidbbiamehicst@ergraph 6f 20 Figure 4 brings the

state machine_ 20 t9 Otzhg #é'ﬁ%ggbo@?@%%r&}cl 'Ic') state (34) where no extraction is yet carried out. If
the lexeme </item is detected in the stre

am at the NODE_CONTACT_LIST state, the state machine 20
moves to the N@D%ﬁ%@%%ﬁyﬂ}%ﬁgﬁg@g %)n%ggpghg%tgétﬁ?gm&is carried out either. The
detector of transitionis 21 must then o é e jid="1Int

serve the lexeme |i e stream in order to 25 move to the
TR CONTACT ENTRWsstatén ebhis. eapeodrothiekCortewisof thecstisasaageeeived on the input 24 is
written to the buffer memory 27 until the end marker V> is detected which resends to the NODE
CONTAGEENTR N sthe Saidf the ExeBlelxXYqudrgrs tetestath inthehdtee D af thetbtateri?y air 35

(NODE_CONTACT, LIST.of NODE CONTACT ENTRY), the siate pacline 20 furps o e base
state 3£aﬁ'1e memaory t%e content%etween e two start and end mar erSJI(?: dan % hen the

end mafkethe>cmals dfe padietie éie th¢hmstateym2e Himen2 0aetaims ta<lie"staeniNOBeG@NTAET
ENTRY, The[zg tectar.of transitions 21, can.thus.continue to r guthe e-m %a resses of the contacts
ot e e o R S ot P T tetore
searchazickéieX ke tekdnmetehmr fdiotye is reassembied and detected, which sends to the

10 output 25 the data of the memory 26 except those which belong with the marker

detected, i.e.. "¢

[0048] The method described here for two packets C, D or E, F is general for any
splitting of the data stream. If several packets smaller than the size of the body of
the message are received successively, they are transmitted as and when they are
15 received except the six last characters retained in buffer memory 26 until reception of
the following packet of the stream, in order to make it possible to search for the

largest fransition out of the current state 30.

Example 2:

[0049] After detection of the lexeme: ig:roster, the second branch of the graph of
20 Figure 4 brings the state machine 20 to the NODE_CONTACT LIST state (34)
where no extraction is yet carried out. If the lexeme </item is detected in the stream at
the NODE _CONTACT _LIST state, the state machine 20 moves to the
NODE_CONTACT_ENTRY state (35) where no extraction is carried out either. The
detector of transitions 21 must then observe the lexeme jid=' in the stream in order to
25 move to the TR .CONTACT _ENTRY state. In this state 31, the content of the stream
received on the input 24 is written fo the buffer memory 27 until the end marker > is
detected which resends to the NODE _CONTACT _ENTRY state 35. If the lexeme
<fquery is detected in the stream at the state 34 or 35 (NODE_CONTACT _LIST or
NODE_CONTACT_ENTRY), the state machine 20 returns to the base state 32. The
30  transition to the TR_CONTACT_ENTRY state is called a rapid transition, as the state

machine 20 can only remain in this state 31 for the requirements of storing in buffer



content of the attribute jid, i.e. the text contained between jid="and V>. As the e-mail addresses are by
nature relatively small, it can be requested that it is trggsmitted in one go, in the case where it is
segmented over several packets. The state machine 10must optionally put the content into buffer
memory 27 until reception of the end marker V>. [0051]The application stream can for example be
presentegethagy Hig fmoMegb@mbYals@ﬁM@ﬁabkaaﬂdwhdype&mWi@#&hbﬁa Warythe

bsc h' Y> <
)s(thgir%?ﬁfﬁﬁg{fﬁ%ﬁae;rﬁse%%éL% z;gyéjl dydggso; %lnary reeéc])m I#}‘n @bgﬁéor; su@?gf%%fg%- 'to'
jid="roibd&)Biush&@ighiall. doNTVRY<it& hresidtectiptiohtretosjidbrs \ibke de@d@gnoaitibamel tovgaery></ig>
2010002 chan Ssmaladdissa LA Iag RS, D e SAL AN O LR Sl Rate ™~ e
e same packe h 0 res

presentint e stream e extraction SAnd s Tan S|8n50y the
prozessigtédtade carried out in one go, without use of the buffer memory 27. [0053]If the start marker
jid="is segmented between two IP packets, the 25 procedure is the same as in Example 1, with

recordingosuthe buffer dwtenext2Gwirthe Iﬁméﬂ@étbeéi@ié@mitmmﬁld@wﬁ Qamreseption of the
second packe i=1 is reconstituted a transmon aci;lvat d, in order to enter into the
tormpor ) o G ARTOLR i St IBOES AN Ao RICREoA a0 Sogfi e sBRben o
IP packetiirtessa@ exarbplaa@;réIqe‘lmmego@im]alﬁ@swlbéjf}‘bbﬂé@ﬁ@ﬂdmélt anzmmutted in
e o e B B e A SS B O REe D Bl

10 must optionally put the content into buffer memory 27 until reception of the end

marker .

[0051] The application stream can for example be presented thus:
<ig from="gosmojab@swissjabber.org/dev1' type="result' id="aab6a"
<query xmins=jabber:iq:roster>
15 <item subscription="both' jid='gosmojab@im.apinc.org />
<item subscription="both" name="babydaisy’ jid="babydaisy@binaryfreedom.info’/>
<item subscription="to" jid='"rciboo.crusher@gmail.com’’>
<itern subscription="to' jid="cyberic89@gmail.com’>

<fquery></ig>

20  [0052] When an e-mail address is not fragmented, the two start and end markers
Jid="and > being present in the same packet of the stream, the extraction of the
address and its transmission by the processor 14 are carried out in one go, without

use of the buffer memory 27.

[0053] If the start marker jid=" is segmented between two [P packets, the

25  procedure is the same as in Example 1, with recording in the buffer memory 26 of the
length of the first transition less 1 byte. On reception of the second packet, the
marker jid=' is reconstituted and the transition activated, in order to enter into the
temporary TR_CONTACT _ENTRY state.

{0054] An e-mail address can be segmented between two IP packets, for

30 example:

G. <iy from="qosmojab@swissjabber.org/dev1’ type="result' id='aabba'><query



H..apinc.org'/><item subscription= 'both' name="'babydaisy’ jid=babydaisy@binaiyfreedom.infol><item
subscription= '"to jid="roiboo.crusher@gmail.com'h<itemp subscription= o'
5jid="cyberic99@gmail.comr/></query>gigq> [0055]Once the transition of marker jid="is activated, the
state machine 20 enters the temporary TR_CONTACT_ENTRY state where the data are written to the
buffer memory 27 umtibsigabbeat: iy aesiioniton sThisblidfetbofeitryo@mdgo®animited size, the maximum
value of which is for example 50 bytes (configurable) plus the size of the 10 end marker sought V>
(i.e. 53 bytes in'tbtaBoing. e aeres GsariEtriheflonenerdety&iosmojab@im" is stored in memory.
Then, in the packet.H. . %9,(,‘1 i yntil.the maximum size calculated
previously is reaché}g% \E/gﬁégr%} %2@%%\ mar ‘é&"@%ﬁ%ﬁ%@ﬁﬂe ata recorded in the memory 27 are
transmitted to the olffplflsP 2B/ shadtiteasens MmethimeBoEaraéthe TR_CONTACT_ENTRY state in

15 grder to return t;ﬁ&b@g@%@@d}}@&%%ﬂ%&@ﬂRY. [0056]If the end marker is not found,

there are two possibilities between which a c e iIs made during the configuration using the options

of the tr, ons. Fhe I e s j searching for the end marker /> replacing the
oldest s@biaf% data%%%ggg ﬁ%ﬁ%ﬁtg@ égé%(% ?r]? %ffdstrgagﬁﬁ Rl%{eegaé rgﬁéﬁnmggwhée%hee 5Bend
marker isd¢agmparathditiHe®d Dites iNAR)f extetievith@neothergatssiviity dtiasists thEthuféating the

data at mﬁ,‘gi ize th store ,agﬂa ivating the end fransition. in. order to force the
change!;(!:)}[s stat gjmﬁ%gi\ar?%%%ﬁﬁ ngS %hﬁ%@dé.r%’é’ﬁ}’s%?cﬁéegg '%tgvesézrg ’iﬁ%%trations of
the preseacimuinweitierofwehichsisnioditoatiopke G denadendigheabwjtiphus dxeedringftieescope
299 ine iy aniRg UGB e APpaUeBS TIRLING Altaehef dalBRcdet -l Sl S R RLacting
data from a data streanT flowing over a networ

"gosmojab@im" is stored in memory. Then, in the packet H, the data are added to this

memory 27 until the maximum size calculated previously is reached. When the end

marker /> is found, all of the data recorded in the memory 27 are transmitted to the

output of 25, and the state machine 20 leaves the TR_CONTACT _ENTRY state in

15 order to return to the state 35 NODE_CONTACT_ENTRY.

00561 If the end marker is not found, there are two possibilities between which a
choice is made during the configuration using the options of the transitions. The
general case is to continue searching for the end marker />, by replacing the oldest
stored data by those which are read in the stream. The data transmitted when the

20 end marker is found are then the 50 bytes which precede it. Another possibility
consists of truncating the data at the maximum size that can be stored, and activating
the end transition in order to force the change of state (SM_TRUNCATE option).

[0057] The embodiments described above are illustrations of the present
invention. Various modifications can be made to them without exceeding the scope

25  of the invention which is apparent from the attached claims.



(1), the data of the stream being organized according to an application layer protocol, the method
comprising: 5- a configuration phase in which a stateqpachine (20) is constructed with states and
transitions configured according to at least one type of data to be extracted from the stream, the
transitions between states being activated by the respective conditions defined as a function of rules
for organization of the data of the stream according to said application layer protocol, and in which at
least 100ne state (30, 31) is selected for théekirclid & data from the stream; and - a real time
analysis phase of the data stream, comprising: observing the data of the stream originating from IF

packetsiflowing sugressYebr @vertkimpeleer fiowheniths stetamachingioitp SyNe Atk
determining if an activation 15 condition of a transition from the current state to a target state is

fulfilled By tHEHREOE R A ThE LRI HFPERERH A TRIS AR PRSH BRI SNG4 RInging the

state maghipedednedaipassigte; extracting the data from the stream when the state machine is
in a state selected in the configuration phase for the extraction of data from the 20stream; and

disbegarding theeRiigwitiensisn Whehitie sieienacing s (A saensitudrdtatissiaies the
configuration > j i ' YT iti nsitions
of the state L B b A R B P e o,
and wherein tierredhgmetegaiysithghdeensitinasdigivtsam semmsriqwingaordiaiaghdry tibestate

machine is in @ GuUEai st RAENSMBHTR, IIRIARRNIZE) ATleaR b Siipasti s Filietag at the end

of the data of the stream observed in an IF packet, N being the largest _ number o
characters of @héhe a@raes cerrssgbruiaGaidRPPESRIGONE vet BOBPER, Attt vialeh ahdeas on

refgiving next,dataof Ihestiegm QUARAINGIona 345 ARTKEE HaMNELRYASE QUeRiN-Quef the network,

placing the content of the buffér memory in front of the data received in order to search for the possible
presence ot adezahiereplinbbwephibe bitheadkeistream, comprising:

+ observing the data of the stream originating from [P packets flowing

successively over the network;

» when the state machine is in a current state, determining if an activation
15 condition of a transition from the current state to a target state is fulfilled
by the observed data of the stream and when this activation condition is

fulfilled, changing the state machine to the target state;

« extracting the data from the stream when the state machine is in a state
selected in the configuration phase for the exiraction of data from the

20 stream; and

+ disregarding the data of the stream when the state machine is in a state

not selected state in the configuration phase.

2. Method according to claim 1, wherein aclivation conditions of the
transitions of the state machine (20) comprise the presence of respective lexemes in
25 the data of the stream, and wherein the real time analysis phase of the data stream

comprises moreover, when the state machine is in a current state:

= storing in buffer memory (26) at least N—1 characters situated at the end
of the data of the stream observed in an IP packet, N being the largest
number of characters of the lexemes corresponding to the transitions out

30 of the current state; and



3. Method according to any one of the preceding claims, wherein the selected states of the state
machine (20) comprise a state (30) in which the data fxtracted from the stream are directly transferred
to an external processor (14). 4. Method according to any one of the preceding claims, wherein the
selected states of the state machine (20) comprise a state (31) in which the data 10extracted from the
stream are storedrimbufeeivisghoexi 2alshefrtiestfearadtigammérte frahprocés packbl flondeghe state

machine leaves sai e cordi laim herein the buffer memory (27)
receives the data e%‘?gé%%%hﬁ?ﬁéeg@%rﬁ%%&gz% Z}(le%eé}:gfgt& @ta’a%) r(’iﬁvg\%o f:ﬁ*éespa EPenglai%‘ﬁm%rYZO) has a
size limited to a conifigiicaiblefithenbetaof eteirastdrs o166 Devearfdr &xtrihetipgshitdefpmsanzta stream

flowing over an IF n g\g%%met @ig%&{v%%gl\etﬁg?%@ ré)a%gg}%:ganized according to an application

layer protocol, the device compriSing: - a State machi laving states and transitions configured
according to at least one type of data to be extracted from the stream, the transitions between 20

states being activaipstiythsdeseriive cenditions defingd asRdunstioNPiies fgHganiration of the

data of the stream accordin%%[é) said application layer protocol, at least one state (30, 31) of the state

machinéBefigdaedrsy Fbribse Katrmsior 1Y el satndsgansiate (BQal imftichadateiving in

real timg,thgdatprrlihensterammriginatiegion feRerackeisfloving auserssively 9ysr the network; -
detector of transitions (21) for determining, when the state machine is in a current state, if an activation

condition of a transition from the current state to a target state is fulfilled by the data of the stream
received.at the inpMiedinokfoactanaiigg the atgtecmachinette tipecioeditostataimbe nvaitedctiiagion

condition_is 30fulfilled, 17 the data of the, stre Otiein extracted whe tjéle‘stat a(igine isina
selectegeg%%ee or gé’ x r%tgt}i%ns%ggart%aﬁ(h)'rﬁ ﬁ@s rgg%f) AR (ﬂs%agp rg% )V\IIHG\H?IE%]S eqﬂ hine is in
ar Ginsedzttaciatafecior the sitactieneokitztadronbiféestreamor D@vic éhacc oratsfctoczdaion dn wherein
activation condijtions of the Qrzgansm ns oftthe stat%.matfhlne 2% Qmprise thF Presence of respective

lexemes )ﬁc]etrﬁ\g Io%gcgfs the a(r)rr}},cgcr:[ %vﬁgrteein e detector of transi |oncse(9f) f%issociated with a

buffer memory (26) controlled in order to receive, when the state machine is in a current state, at least

N-1 chagacters sityglgd 3 Hiesashalihe dap 2NN ANFREY SR 2 PREKEL N OfiRg the

largest number of characters of the lexemes
data extracted from the stream in said selected state (31) of the state machine (20)

has a size limited to a configurable number of characters.

15 6. Device for extracting data from a data stream flowing over an IP network
(1), the data of the stream being organized according to an application layer protocol,

the device comprising:

- a state machine {20) having states and transitions configured according to at
least one type of data to be extracted from the stream, the transitions between
20 states being activated by the respective conditions defined as a function of
rules for organization of the data of the stream according to said application
layer protocol, at least one state (30, 31) of the state machine being selected
for the extraction of data from the stream;
- an input (24) for receiving in real time the data of the stream originating from IP
25 packets flowing successively over the network;
- detector of transitions (21) for determining, when the state machine is in a
current state, if an activation condition of a transition from the current state to a
farget state is fulfilled by the data of the stream received at the input and for
changing the state machine to the target state when said activation condition is
30 fulfilled,



10 corresponding to the transitions out of the current state, the detector of transitions being arranged
in order to, on receiving the next data of the stream ofiginating from an IF packet flowing subsequently
over the network (1), search for the possible presence of a lexeme split between the two packets by
putting the content of the buffer memory in front of the data received. 158.Device according to claim 6
or 7, whtredtizecddlex teliestatdeofg e tatethactenai{2Btatmprstiasiatin(30dkuibich e data

extracted from the stream are directly fransferred to nexterneé rOCESSQ 14%9. Devyice according
to any one t(?))'fe c%?rn%cg% gﬁ\?‘%%rgﬁ%%%%eﬁé%?e%s?gae 'GFEHE §e gghtiqﬂ ? jac%'r% 8& ¥ state (31)
in whichrtreen datectattactetbbo forthe 26 teton afedstierédin thdfetraamory (27) then transferred to an
external processor (14) once the state machine leaves said selected state. 10. Device according to
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the data of the stream, and wherein the detector of fransitions (21) is associated with
a buffer memory (26) controlled in order to receive, when the state machine is in a
current state, at least N-1 characters situated at the end of the data of the stream
observed in an {P packet, N being the largest number of characters of the lexemes
10 corresponding fo the transitions out of the current state, the detector of transitions
being arranged in order to, on receiving the next data of the stream originating from
an 1P packet flowing subsequently over the network (1), search for the possible
presence of a lexeme split between the two packets by putting the content of the

buffer memory in front of the data received.

15 8. Device according to claim 6 or 7, wherein the selected states of the state
machine (20) comprise a state (30) in which the data extracted from the stream are

directly transferred to an external processor (14).

9. Device according to any one of claims 6 to 8, wherein the selected states
of the state machine (20) comprise a state (31) in which the data extracted from the
20 stream are stored in buffer memory (27) then fransferred to an external processor

(14} once the state machine leaves said selected state.

10. Device according to claim 9, wherein the buffer memory (27) receiving the
data extracted from the stream in said selected state (31) of the state machine (20)

has a size limited tc a configurable number of characters.



