2 2 DEC 2006 CONNECTI ON OF NEXT GENERATI ON MOBI LE NODES ACRGOSS PREVI QUS
GENERATI ON NETWORKS TO NEXT GENERATI ON NETWORKS 5 BACKGROUND NeOQwp ¥ € 2006
“—protocols setout-a-specified-format -and-si-gnali-ng-procedures-for-devi-ces-1-0 -

comuni cat e.” Exanples include Tnternet Protocol, and the often
si nmul t aneously enployed Transm ssion Control Protocol, HyperText

Transm ssj ersion of a protocol is
depl oyedéoﬁﬁgﬁémb%gﬁ%&%@mﬁ%@@@m% ARRIBSPRESTOLS
prot ocol ver SSBNERATION NEEWORKS, EONEXT GENEBATEON NEJSVORKSr net
domains and sites currently use Internet Protocol version 4 (IPv4).
However, sone sites and domains are migrating to Internet Protocol version
6 (IRv6), sonetimes also referre@AoKeRbOUNgy Net Protocol Next Ceneration
(IPng). [1Pv6 is not conpatible with | Pv4d. The use of |IPv6 provides a

different ad [ ture that allows.for nore addresses to be used,
as | Pvd may %@?"6@% rojtg%ﬁ%%)agﬁx%ab?pg cg‘%&cﬁ’l %lésgé'gd SW?IF@ FRECHER éﬁa?vé%eéi ng
structure has nopre avail abl e addresses, the change of _address structure
cont ri buPEsmuIicate.i Bxasnpias inslude dytemet Rroderol.mnd thneftgnmimulimgosslyy pe of
inconpatibility has a | arge inpact on nobile users. Mbile users C

enpl oyi nanplbeedErarsmissivs iGantrof Plokesof Hxperldxt Mrdnstedsivg Rromabl, amohg hoink
versions may roam 20 into an area in which the only avail abl e connecti ons
are of t | der, j ' I r ' le to

communi céajc?eerg'i %gtar?\eéwnvzévrvﬁgré? 1;9B%t%%&c?e%&ﬂ%%ﬂd@é@@a{%ﬂ%@%%@? a user having
a nohile devi.gﬁ@% is.|Pv6 ca abie rra% r@ minto an grea that is |Pv4
capaldl e GHMAL epiy the nemaPIgincel YsFsies ag PEQELVEHORPy6. 1 2 2 DEC 20C6
BRIL.LEF DESCRI PTI ON OF THE DRAW NGS Enbodi nents of the invention nmay be best
unider st ood byFareaanply, tivet bitgndt deoains and sites currently use Internet Protocol

version 4 (IPv4). However, some sites and domains are migrating to Internet Protocol
version 6 (IPv6), sometimes also referred to as Internet Protocol Next Generation (IPng).
IPv6 is not compatible with IPv4. The use of IPv6 provides a different addressing

15  structure that allows for more addresses to be used, as IPv4 may ‘run out’ of available
addresses. While the new addressing structure has more available addresses, the change of
address structure contributes to ﬂle incompatibility between IPv6 and IPv4.

This type of incompatibility has a large impact on mobile users. Mobile users
C, employing the newer version of the protocol but being capable of both versions may roam

20 into an area in which the only available connections are of the older version. This limits
the users from being able to communicate in the new version with the network. For
example, a user having a mobile device that is IPv6 capable may roam into an area that is

IPv4 capable only arid may lose the ability to communicate in IPv6.



with reference to the drawi ngs, wherein: Figure 1 shows an enbodi nent of a

nobi | e node using a new protocol version 5 roamng into a domain ﬁi NYE A0S
ot-d-pr-etocol—versi-on. Fi gure 2 shows-a-flowchart of an embodinent. 2a
met hod T 0 af Tow next—generationm —nodes—tocofmuni-cat e ac+oss—previous
generation networks. Figure 3 shows an enbodi nent of a degenerated
intergeneration site. C Figure 4 shows a graphic representation of a packet
transm ssi on between a BRIEFBESCRIFKIONQF THE DRAEWINES . Figure 5 shows an
enbodi ment of a nobile device that may function as a nobile node. DETAI LED

DESCRI PTI ON OFEHde dfMBEbMENE S enfdt £8P be g@ét@g&s%atb%@é ng fté scggsuwe

I nternet Protocol version 4 and version 6, rout e "packets o ta to a
desti nati‘%n[ ag roerdi P‘% t%ﬁi t.s network address. Cenerally, these addresses are
associ at el WA RCs F3bE IAYIRET ICEW%t i on. I n nobil e networking, the nobile
C device may change the point of attachnent to the network, or address,

whil e communi Bl shawsansambadimentod aknelittesndeuginigranavo poibecal meraionew
network address and sw tch application conmunication sessions to the new
address en@fing int®a Hoaiewsingean’dld peotesol versiordi f f erent poi nt of attachment

makes truly nobile networking inpractical. In order to assist in

under st-andi ng i I.0 e i trati-ons and. e | e from

I nternet Prot o%%ﬁré(?gﬁ%&é 3 @%‘X@%e#%r%ﬂo\#m?&bog ad@%‘ﬁf’éﬂa@%ﬁg@)ﬁ ggneration
description exanples of the Internet Protocol will be used to assist in
under st an’éﬁ‘i’?@t‘é?ﬂfé’a‘iuﬁaéﬁﬁe#&ssPW@“FIS%?WFWEW@%VH, there is no linitation
to the applicability of the enbodinents of 2 2 2 DEC 2006 the invention.

They maybe appFigert 3 shovRvh entsbdimhbrgrofnalependratad intngemgsitori dit result in

incanpatibilities. _
- Figure 4 shows a graphic representation of a packet transmission between a mobile
10 node and its home agent.
Figure 5 shows an embodiment of a mobile device that may ﬁnction as a mobile
node.
DETAILED DESCRIPTION OF THE EMBODIMENTS
Current network protocols, such as the Internet Protocol version 4 and version_ 6,
15 route packets of data to a destination according to its network address. Generally, these
addresses are associated with a fixed network location. In mobile networking, the mobile
| (, * device may Changé the point of attachment to the network, or address, while
communicating with other network nodes. Having to obtain a new network address and
switch application communication sessions to the new address every time the device
20  moves to a different point of attachment makes truly mobile networking impractical.
In order to assist in understanding the invention, several illustrations and examples
from Internet Protocol (IP or IPv4) networks will be used. During this description,
examples of the Internet Protocol will be used to assist in understanding embodiments of

the invention. However, there is no limitation to the applicability of the embodiments of
2



I n di scussion of exanples, there may be references to papers of the Internet
"Engi neering Task Force. Individuals or teans may submt drafts to :
FBITEC 06

.-vari.ous.working_5 groups _of the LETF,_whi.ch are available to the
i - fts- £ the

drafts are being considered for standards, they are published as Requests
For Comments (RFC5) with an identifying nunber. For exanple, Mobile

| nt er net tiRriovedion. Vihey nouy bé appidd todPY@pnd sther satwssds iiperREs tBA26sull iR
Mobility Support for 1Pv4," RFC 2794, and RFC 3024. O her related documents
incl ude IfdbRfpaRbilikes.Draft "Mbility Support in IPv6, " and "I Pv6 over Mobile
| Pv4"., which are discussing Mobile Internet Protocol version 6 (Mbile

|Pv6). . In bi.le IP. the need to have a fixed address for_the nobile
device's desti QVFWIPPQ%G%S%P%% FTR S eée%B‘??SF%g’tRaBﬁrsc?ﬂ%‘amdaddr ess and
a care-of address. A hone address is an IP address that is assigned to a
nmobi | e nBugine¢ning BaskiResceu dndizidyels or éapmsanassibotit dBfstethe aheunwdking
attached to the Internet. Wien a nobile node is at "hone' it is attached to

t he |3 nkgfupé b5tHBIREFNWChWR bie avallSi1e td the piBHE bReir¥Oikd if pRogeés\Orteshagi Nng a
network C prefix matching the prefix of the nobile node's hone address. A

t j ' : : K t .1 I kets f
el i ver yTED kiR FRs. Bl et e R T R el St AP B T e
hone agent (Hgg. 20 A care-of address (CoA) is the term nation point of a
tunnel t Buelished as Remicsts FopGammangy pRE DY with an lentibrggmeraber: §'of MBI | e node

when it is away fromhonme. CoAs are generally one of two different types. A
forei gn Bbiit IfterAkt Batodos vasioaddiMistsiledP) & difcassiddn REGEBL20MIP Modiligh t he
nobil e node is registered. A co-located CoAis an externally obtained |ocal

addr ess Shigbct Bl B4 hErEObOl Caagi 195 A0RAFLAEH M B0 Alte Bt 3 22

DEC- 2006 et wor At er ergn agent (F ) I's a router or other
{hat tocbratb AR SHeP-CamdPYer AT WEshanriisbe v, whith are dsofiiihg ™" """
Mobile Intemet Protocol version 6 (Mobile IPv6). .
In Mobile IP, the need to have a fixed address for the mobile device’s destination is
overcome using a combination of 2 home address and a care-of address. A home address
is an IP address that is assigned to a mobile node. It remains unchanged regardless of
15  where the node is attached to the Internet. When a mobile _node is at ‘home”’ it is attached
to the link at its home network, where the home network is a network having a network
C ' prefix matching the prefix of the mobile node’s home address. A router resident on the
mobile node’s home network that tunnels packets for délivery to the mobile node when it
is away from home is referred to as a home agent (HA).
20 A care-of address (CoA) is the termination point of a tunnel towards a mobile
node, for packets to be forwarded to the mobile node when it is away from home. | CoAs
are generally one of two different types. A foreign agent (FA) CoA is an address of a
foreign agent with which the mébile node is registered. A co-located CoA is an externally

obtained local address with which the mobile node has associated with one of its own
3



t he nobil e node's hone address. The FA provides routing services to the
‘registered nobile node. For data transfers originating from tﬁuz mPRi 2085
—node;—-the foreign-agent .may-5-serve.as--the.default router for. The registered..
DD C O0€ES. T da VPTCA S v OT1T, a 110 > OaiTh ¥ € WA
network. Wiile inside its honme network, it does not require nmobility
services, such as a CoA. Once the nobile node roans outside its hone
net wor k nehwerkunierfages. v fdreige ggént €F 4blsi 4 iouter e pthier petworlndévack oya actwook. ,
Generally, a nobile node determnes that it is outside its home network when

it 10 rekeivbie abdaBensitagy o hhp pemdik fHaedbe doRtave %@ﬂheh@ﬁork?ﬁﬁfﬁadses t hat
the agent is on a network other than the nobile node's hone network. Agent

adverti ) i, 3b ] f ' [ re used in
the | nt Srepols Bofe hidt it T RA B HesBOEHS SRR I lORE Cevi ces of
a router's availabjlity. Upon receiving an agent advertisepent that
i ndi cat daobiledioden EoRdy ransfergerignating jrom themeiienade, the fercigmseert Hate wil |
obtain a CoA. The CoA will be obtained fromthe router advertisenments from
nmobi i t weagentlss defmiltloutar donthe addigterbd heibgle nedent s supplying nobility
services. The CoA can al so be obtained by other neans such as DHCP (dynam c
host config tel : nsoRkilgy j axhil irﬁﬂf@i' e node

. has obt ai nedl%[g%l t@%}%l;tt%tg@g%gﬁlgrﬁﬁﬁg%&A WEIFE%F?M%%%S%L% erelt)sy
notifying the hone.agent ,of the 2Q.forwarding,address. Once the hone address
o bt SOBIEE Y Sl R GRS PSRRI AGRA GBSE THtObS Tl | o
node' s hone address and forward the packets to the nobile node's CoA

 addr ess roamypoetaideyts ipmemstwesrknlgowever, ghiwkbreguiro mdbelitgservides, indmdimigiang, t he
honme agent inserts a new tunnel header in front of the packet, in addition

to{ any @At GegerleRdanshilesioah daraimek Bt 6as 6itsidbhe Hogw ctnpl whaader uses
the 4 22 DEC 2005 npbile node's CoA as the destination address. | n sone

DI 0460l Scor SR A8 Bl B oy 4 R PRE PRl B D SEIENS i P e Ve

as part ANEl  packets pay

~ network other than the mobile node’s home network. Agent advertisements are a variation

Ul'c U [J1J Ol WATAY

of router advertisements, which are uséd in the Internet communication structure to notify
data-transmitting devices of a router’s availability.
| Upon receiving an agent advertisement that indicates that the mobile node is away
15  from home, the mobile node will obtain a CoA. The CoA will be obtained from the router
advertisements from mobility agents, which are usually foreign agents supplying mobility
(_, services. The CoA can also be obtained by other means such as DHCP (dynamic host
configuration protocol) or manual configuration. Once the mobile node has obtained a
CoA, it registers the CoA with its home agent, thereby notifying the home agent of the
20 forwarding address. Once the home address is registered, the home agent will intercept
packets destined to mobile node's home address and forward the packets to the mobile
node’s CoA address, typically by tunneling the packets to the CoA.
In tunneling, the home agent inserts a new tunnel header in front of the packet, in

addition to any existing headers, such as an IP header. The new tunnel header uses the
4



However, the above di scussions assune that the nobile node, all of the
internediate agents, and the network all use the sanme protocol ve@?c@t{ﬁ\@@ﬂ@
~t-he-5-introduction. of a.next. generation protocol that is incompati ble with

work. A nobile node using the next generation protocol cannot cormunl cat e
if it roanms to a point of attachnent that requires comuni cati on across a

previ ousn@eenedd’ 9 ToAedsvibg HestiGatiohladixesRP e sdthe protdtoss, ShdHURLIPORthig-TBhown i n
Figure 1. Mobile nodes 10 and 12 have to roaned out side their next

et or od R0 AERTE hedder i v TR B rRAE Pl il g °

transition period. The |nt§ generatlon sjte 14 have nultiple NG subnets,
with 15 and 15OB&YHgtheaovefis s pesume thatdhe mehie nade, taHétf thes t he home

subnet for nobile nodes 10 and 12. The intergeneration site in the
| Pv4/ | Pvilitemadijateeagents; efdthe @dtviark al uae tietsarie psotbeo] vEEsidheWshehef i cati on of
the hone network 14 as an intergeneration site rreans that the NG site is

runniNg RGN Rl FHaqet éh%taten' tBESRRS R ﬂce %ﬁﬁf‘&g afogont ai ns at

| east ~- one iInt ergene ation ost (not s one Intergeneration
router, such:as bord router e |nter ratl on . ad i s.an address
that is %f‘aﬂﬁgﬂt“PB@{f%ta‘:ﬁsthﬁ@e Efﬁ&eSﬁfé IHF?I}TQR: an‘%‘ ﬁmﬁﬁr Voiker E't%lllﬁtnioé?t prefix.
The border router, or intergeneration router, is a NGrouter 20 that

suppor t susing thntnextgeameraﬁpn@mtpeé@dmaqt eomnfusicste i roams tge peinhof aftachment
pseudo-interface is the point at which the NG packets are encapsul at ed

i nsi de RAgapRghedsScormatiEanhtcedssd prévious g¥sendeck Bbsvorkypi cal |y logically
eqU| valent to a NGinterface with the Iink |ayer being a PG network. In

o ot her ' e A8 g BTG 3E0PS LT S5O0 B NEpME: s 10t BRR0 )

the speC|f|c exanpl e,, the intergeneration router 20 would be referred to as

a 6104 roppgd eptsidgihelr Rextigsperation (Weknatworo Id-d Their NGorgwosk site 14nsevhaho
subnets 15 and 16
wil] be referred to as an intergeneration site, a type of NG network during transition

period. The intergeneration site 14 have multiple NG subnets, with 15 and 16 being two
of them. It is the subnet 16 that is the home subnet for mobile nodes 10 and 12. The
intergeneration site in the IPv4/IPv6 example is referred to as a ‘6to4” site.
15 The specification of the home network 14 as an intergeneration site means that the
NG site is running the NG protocol using intergeneration addresses, and contains at least
C.- one intergeneration host (not shown) and one intergeneration router, such as border router
20Q. The intergeneration address is an address that is constructed using the NG protocol
with an intergeneration prefix. The border router, or intergeneration router, is a NG router
20  that supports an intergeneration pseudo-interface. An intergeneration pseudo-interface is
the point at which the NG packets are encapsulated inside PG packets or decapsulated
from PG packets, typically logically equivalent to a NG interface with the link layer being
a PG network. In addition to the intergeneration addresses, the NG site may

simultaneously run other NG address types, such as native NG prefixes.
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woul d be two 1Pv6 subnets, and the hone agent would be an | Pv6 router. The
netwerk 30 would be an I Pv4 network, the foreign agent 22 would be BESndilee
I-Pv4-agent-;and-t-he- 5 -t wo--mobil.e-nodes woul d. be..IPv6 nobile nodes.that _are
“MobiTe T Pv4d Tapabte—tTs possi bt e—to utitize the—<capabtt-+ti-es—of—an-
intergeneration site with its related intergeneration equipnent to allow a

NG nobil e node fromthis intergeneration site to continue to comrunicate

even if it rodnthd specifiarxanpk, thikentergeheration youtardeehild bt Yefegeltd drapugh a PG
net wor k. An enbodi nent of a nmethod to all ow next generation nodes to 10

e s e L T
RSN M LIRS Ty e R S

such as the foreign agent 22 of Figure 1, the nobile node obtains its PG
CoA at 4woukhbe RARE4Actldriyibe titweigmoigehte2 2wdeldtbe addnbilePydtagehipbmdthe i 5
itself and its PG hone agent, which is the border router. The nobile node

can now &g hivhaE nbids WonlEBAIPHG Mabilé Adtids Bat BfE NOBRe ABRNapable. initially it

does not have a PG hone address, it nust also get the PG hone address from
the border rout.er wi.t.h.the.registration at 42. As wl | .bec clearer |ater,
the border r oftigPoste s taiAsHe Eapafine® of i iferaiferilon s SPRETR FIAtE] 1 he
nmobi | e node and is able to assign_a 20 PG hone address to the nobile node.
The nobi inergersatidiesquipnet taellew aiNG mobilgaede Sonolisatrgsnsraiionsge torhi s i s
the NG CoA of the nobile node using an intergeneration prefix of its PG

horre adde@giwesd cdiimubltate gvebiif ieroaatidney Radreswhereithé 61lgeoetiativitfis

ps?(udo-i nterface based upon the PG hone address. Essentially, the nobile

node con i a9 fe i r Etael I i 2 DEC

2G si teﬁﬁéﬁg}ﬁggﬁgﬁﬁrg& I r{H? at @#f&fﬁ%ﬁdgp%o&tg%{l thekﬁ‘%‘bnl%ﬁatﬁﬁél ggsl {é’self

acti n(g as both, an intergeneration_ host ar}g .anhi ntergeneratjion Router, This
e rks is s

willl YTRRYELCATE ACHPSS Y IQsiEgnpration netwo own m flowchart torm in Figure 2.

When a mobile node detects that it has roamed into the PG area, it first performs
the mobility agent discovery process diécussed above, under the PG protocol at 40. From
the discovered mobility agents, such as the foreign agent 22 of Figure 1, the mobiie node
obtains its PG CoA at 41. The PG CoA allows the mobile node to communicate between

15  itself and its PG home agent, which is the border router.
The mobile node can now register its PG CoA at 42 with the PG home agent. If
C initially it does not have a PG home address, it must also get the PG home address from
the border router with the registration at 42. As will become clearer later, the border router
20 of Figure 1 will act as the PG home agent for the mobile node and is able to assign a
20 PG home address to the mobile node.

The mobile node then constructs an intergeneration address at 43. This is the NG
CoA of the mobile node using an intergeneration prefix of its PG home address. At 44, the
mobile node creates an intergeneration péeudo-interface based upon the PG home address.

Essentjally, the mobile node constructs itself as a degenerated intergeneration site. The
6



with regard to Figure 3. The node al so updates its intergeneration address
derived fromthe PG hone 5 address, if not already updated or if fg’gm.:c 2008
registrati-on-ti-ne-has- expi-red,.-wi-th .its NG hone._agent. Wen the nbde

_noves_ ...

- fromrone PG domaimmto—anothers—+t—does—nhot—have—to—perform—aNGbinding

. ‘update unless its previous NG binding has expired. A NG binding is the
nobi | e node's NG honme address, NG CoA and the binding update lifetinme, or
how | ong $teriphidgeteratedeinttbatdbcondbes dfike iobilé nede elfacting aHBOR ans

regi stered/ updated in both PG and 10 NO NG packets into and out of the
nmobi |l e n e AP : : sk gt?ﬁain,
whet her g@%ﬁ t fa?r%lnsh O?t{hzl@h%nlgg f%’%l &%ﬁlﬁﬁlﬁ@ﬁgﬁngﬁ'@&ﬁfﬁé uk%tdq%r?%dt}lggo s for
bi ndi ng u tes,,except that it should not send any binding updates to
establ i sh‘Q"fqﬁf ddgoipég%e(}m the intergenerati on CoA derived fromits PG hone
address. As can be seen in Figure 3, the nobile nodes 10 and 12 are now
functioni ng as T ricsielalsoaypdates s Juengemdritoon aidress defived/fremribe BGhomecei ve NG
packets encapsul ated inside PG headers, using its PG hone address as wel |

as theg PGdapds, iFhst a%%a@ﬁ%m&éﬁ orSERS regidi@tion HinRARK 8k Sir&E With £EQE neegk and sent

fromthe border router 20. In actuality, the packets are being sent and

received fro e NG hgne agent 18 . {hr,ough the hord router. However, the
b encapstaent  SHEAME e Frd R Boptitiesid WP orRalter o Aol Bive s PHEEE of 20
comuni catjons. ,Using the exanple of the IP environnent, the process woul d
be for tHeNFdEndiag “Hg%}éﬁnlfé)s imprevipus dpbingding hes expiseds oh NG bindingig sheaddr esses
froma pool of addresses nanaged by the border router 20 and then use these
as their rhébile talets MOdoasseklresd G o uhdtheddedingopdale lifttime; onkéw leig a 6t 04
addr(ess using their I Pv4 hone addresses and 7 22 DEC 21106 create

cor

Const 1 bt P A e R O (R a0 R PR I PRE O RE e

agentl.

0 Afl&&[ NG packets into and out of the mobile node can be transmitted. If the node roams
back into a NG domain, whether or not it is its home network, the node follows NG
protocols for binding updates, except that it should not send any binding updates to
establish forwarding from the intergeneration CoA derived from its PG home address.

As can be seen in Figure 3, the mobile nodes 10 and 12 are now functioning as
15  isolated intergeneration sites. They send and receive NG packets encapsulated inside PG
| headers, using its PG home address as well as the PG CoA. The PG network “sees’ the

(, | packets being received and sent from the border router 20. In actuality, the packets are

being sent and received from the NG home agent 18, through the border router. However,
the PG encapsulation allows the NG packets to be transmitted with no loss of

20 communications.

Using the example of the IP environment, the process would be for the mobile
nodes 10 and 12 to obtain or pre-configure IPv4 addresses from a pool of addresses
managed by the border router 20 and then use these as their IPv4 home addresses. The

mobile nodes would then construct a 6to4 address using their IPv4 home addresses and
7



that, the nobile nodes 10 and 12 starts to exchange the IPv6 data traffic
wth their NG hone agent. 5 Sone nodifications nay have to be nadez'tzo[}gheznnﬁ
~border.routers to allow this _process to occur. For_exanple, the =™ "~ e

dresses  that may be _globally
non-rout abl e due to address depletion and the router nust act as the nobile
PG hone agent for the address pool. Furthernore, nobile nodes in the PG

domai n CerehteubdediRhding Stddpicud Rinadaee SOnse e 6tel %&eﬁ&@-iﬁ@ﬁh&e@, gkd On
comruni cati on sessions. These 1o nodifications allow the transm ssion of

packet s i . I N agent 0ss a PG
et vor . (RsERERL BELUBAE pB IR B E R s S R YO o e, AT o
the forward direction, and packets transmtted fromthe npobile node will be
r ef er r edthab thesmehide pedps 8 and 42 stags toexchangs he AP vo dalp fraffiavith thsir NE one

enbodi nent of packet transm ssions is shown 15 in Figure 4. The NG hone

agent reheneagend data packet in accordance with the next generation C
protocol (NG . It encapsulates it in accordance with the next generation

Tobi 19ty ( Wb NEIAEBAORGY 1A D HelFadilid SHHS ik NIRRT O COA

This is then sent, via site internal routing mechanisns to the
border router., The barder router. then encapsul ates 20 the et..in

e Cor darGBUS KhOBSE PHE A R e B ot LR e PaROL s HttEienus
generation (PG nobility protocol (Mbile PG. This is then routing across
the PG thetmay ke globelly her-rautablé deelogddecge depletidn andfthe edwger mysact Sake i s used,
or directly to the nobile node, if a co-located CoA is used. 8 22 DEC 2006

I'f a forgbkile PGHYme el For HR@drds§Bod10FRHABMREE Hhobilkeibds GRS HGEGRathhe
out nost PG encapsul ation and forwards the |G encapsul ated packet to the

T R RS R RSP P b RLSOR. s
10 modifications allow the transmission of packets to occur between a NG mobile node and
its NG home agent across-a PG network.

Packets transmitted towards the moBile node will be referred to as the forward
direction, and packets transmitted from the mobile node wiil be referred to as the reverse
direction. A graphic representation of one embodiment of packet transmissions is shown

15 inFigure 4.
The NG home agent receives a data packet in accordance with the next generation
C. protocol (NG). It encapsulates it in accordance with the next generation mobility (Mobile
NGQG) protocol with the mobile node’s intergeneration CoA. This is then sent, via the NG
site internal routing mechanisms to the border router. The border router then encapsulates
20  the packet in accordance with both the intergeneration protocol (IG) and the previous
generation (PG) mobility protocol (Mobile PG). This is then routing across the PG

network to either the foreign agent, if a foreign agent CoA is used, or directly to the mobile

node, if a co-located CoA is used.



a co-located CoA is used, the nobile node perforns all three |ayers of
decapsul ation to 5 obtain the original NG packet. This is terned tp WUQP]%

.direction.and-is. shown as_being . above the direction line in the fldur
; ; ; bel-ow the—direction-line__The mohil e _node

ImIJCT OV IOl TGt

encapsul ates the NG packet, either with the Mbile NG reverse tunneling, the
i ntergeneration protocol (1G, and the Mbile PG reverse tunneling, if no

forei gn agent If sfol€ighageht QA jsustd, whé foréibe abéntshen dRRapdulatirht ephan Pa&gENt
was used, the nobile node sends the packet directly to the border router.

O herwi s J SRS t rej i ch
t hen appl%}l%aijgtﬁﬁgag%kg%g‘g%?ﬁl at’i o%&cP ﬁsr‘ﬂé;{g%gércsktgpttol}gﬁ{al}olfbﬂa.?‘o%t?geﬁglltofn);é,‘m bot h
FA and the.nobil e node. may |eave o the Mpbile PG reverse tunneling. The
bor dor PB4 BRI TV ASLSH0NIGRLEEs B dasapsations {3 Shiainige PHgRRLNGrpacket if
encapsul ation, or just one if Mbile 15 PG reverse tunneling is not applied
and tr ansrpilscatdieCpAdketed; themnbil@ode perfagendl] thidedaydre ok dagpnilati@ntoves t he
Mobi | e NG encapsul ation to obtain the original NG data packet. C Routing
opt i m zabh@ah thebridial N& Mekor! SthidR 1dhiaege feledrd E@éctﬁﬁ%ﬁ&h@stﬁo%sggiﬂ v S

|

offers routing optimzation. However, when the nodes are in ,
the routjn imzation i,s di sregarded because the | Pv4 hone addresses are
b ARE R iy e et
y

usual |y 6 'packet encapsul ated by the | Pv4 hone
address cannot typically be routed across the global |Pv4 towards the
nmobi | e nodes. Thareverss dingeiest is showh belomothe slinsetion kiesk t Thyemebide nade net work site
can communi cate across the previous generation network with ot her NG nodes,

nobi | e oendaptulatéhite NG Ipavicet, dideewithiehelobe NG orhersp haRRBAs,eRe 9r adual |y a
site atime without requiring the newer 9 2 2 DEC 2006 protocol to be

oF oy g aRoie SIRROOb - PO PUEdMRAE % IRbRRRNE 1S

"1 Pv6 . . . .
10 used, or just with the first two. If no foreign agent was used, the mobile node sends the

packet directly to the border router. Otherwise, the mobile node sends the packet to the
foreign agent, which then applies the PG encapsulation for reverse mmeliﬂg. Optionally,
both FA and the mobile node may leave out the Mobile PG reverse tunneling, The border
router then decapsulates either the first two layers of encapsulation, or just one if Mobile
15 PG reverse tunneling is not applied and transmits the packet to the NG home agent. The
home agent removes the Mobile NG encapsulation to obtain the original NG data packet.
( ' Routing optimization for Mobile NG must be disregarded. For example, Mobile
IPv6 offers routing optimization. However, when the nodes are in IPv4 domains, the
routing optimization is disregarded beéause the IPv4 home addresses are usually private
20  and the IPv6 packet encapsulated by the IPv4 home address cannot typically be routed
across the global IPv4 towards the mobile nodes.
In this manner, mobile nodes of a next generation network site can communicate
across the previous generation network with other NG nodes, mobile or not. This allows

newer NG network to be propagated gradually a site a time without requiring the newer
9



over Mobile IPv4," specifies a Mbile | Pv4 extension that may be used to
negotiate an 5 I Pv6 address fromthe Mbile |IPv4d hong agent. Thi Sn%tz BECt?ﬁJB

Mbile LPv4d nohile agent _into_the first hop |Pv6 router for the

hode—Howevers—Ht—+egqui+res—t-hat-the first 64-bit—prefix of each nmobile node

| Pv6 address be the sanme as that of one of the Mbile I Pv4 honme agent
Interfaces. This does not work for IPv6 sites with nultiple subnets. The

enbodi menpgotedol tdbe Hepleyud evbrymiierdddinyblgts todeplopd Mebiléat; can function
as 10 a nobile node, or nmay be inplenmented by an article of

machi ne-r Sufode. Figure 5 shows an enbodi ment of a nobile device that
may function as a nobile node. Externally, the device 50 may have a user

interface 52, such.as a display, .an ntrol buttons such as_a _keypad or
keyboard 54. Tiféaa’é%%alﬁﬁﬁ‘%‘l‘éﬁd%&éﬁ??%rd%“@né@smllpﬁ?@et%% ¥%an
antenna, a cable or other type of connector 56 that all ows connection to a
net wor k. e Molild v45 sgesifieea MopilbéP el edbisidrathapinaybe usediortegbiiste aonput er
such as a pal mtop conputer, a notebook or |aptop conputer, or a network

appl i afcep @S daiAERbESthe MobileTP04 ﬂailnwﬁeﬁthqhﬂ%ﬁh&%hwobﬁn@\iﬁv@mssﬁ%%enw to
hone a

store the previous and next generatio o] dresses. As discusse

previ ousl h Vi al r eady haye edeterm ned P ILess.

N ternati i TR Rd P PB UG T et e p P 566 (D5 TgErdn s R R B
address when it is obtained through the communications port 64. The nenory
maybe anyprefigef étchsmebidgeodedBeh address hpythe same asihdbef cacofshe Mabile yPYORAM), a
static RAM and a storage regi ster resident on the processor 60, anong nmany

ot her  ophé@®sgent thtérfePEThi2 @O6s ndtheorRTOEPSE QltePRrith snil@pRILBAds.t he previ ous
generation care-of address. In accordance with one enbodi nent of the

gener at  an ¢ In a _ _ he
addess 17 om ¢ B SRRRRRept M ol i RlonBA b e B 5 AR R o6

inter?enerati on aéidress L}sti,ng t he previous generatjon hone address fromthe
0  amobile node, or may be implemented by an article of machine-readable code. Figure 5

shdws an embodiment of a mobile device that may function as a mobile node. Externally,
the device 50 may have a user interface 52, such as a display, and control buttons such as a
keypad or keyboard 54. The device may also have either wireless link, such as an antenna,
a cable or other type of connector 56 that allows connection to a network. The mobile

15 devipe may be a cellular phone, a portable computer such as a palmtop computet, a
notebook or laptop computer, or a network appliance, as examples.

Q, Internally, the device may have a memory 62 to store the previous and next
generation home addresses. As discussed previously, the device may already have a
predetermined PG home address. Alternatively, the memory would store the previous

20  generation home address when it is obtained through the communications port 64. The
memory may be any type of storage, such as a dynamic random access memory (DRAM),
a static RAM, and a storage register resident on the processor 60, among many other

options.

10



5 nmenory. The processor would then create an intergeneration _
pseudo-interface using the intergeneration address and use that 7 2 DEC 2006
.-pseudo-interface to establish conmunications with a NG nobility agent. It

t-the processor nmay also be upgraded with software, in ithe
form of machi ne-readabl e code on an article, to performthese tasks. The
article contains nmachi ne-readabl e code that, when executed, causes the 1o

machi ne to perifhefpmdebdr BOGS RS sin AchraRioho dencaitiopbandb MEdi&s Ofn t he
invention. The article may be a diskette, conpact disc, hard drive or other

type of SLOLaHR. URAILRLAbANS: FUR Bl MBI, QTad ARF MG £0 MY be
one of a varrous configuration of personal’ “conputer, such as a desktop
comput er, a_palntop_conput?r or a notebook, or a _network appliance,

cel | ul ar PEY#S gensratien saenpt address fepm thmmobiliby agent Theprorssigs wawdd theRas been
described to this point a particul ar enbodi nent for a nobile node and a
nmet hod otomstrmnahiingrgeesttige addradsieingnthd ptegions geseratsomigome aeddressSrdh the
generation networks, it is not intended that such specific references be

cons| et sy, KHOLBLLEPSoHRAe] HeaBSHRReAknd i LNBRSH OB A S0
| o Ao Lo, Allowp neil acherion, Tl nodes vo comupicat e

previous generation nobile agent; obtaining a previous generation. care-of
addr ess Né¥ mohdityragent.e It vjenssibieothst the pracagsonmay alse bgaperasded enithadmass from a
previ ous generation hone address assigned to the nobile node, wherein the

inéI er geng @kifein afiflbase-teadsIBsbddier Aflartibledto PorformdBERAlkkon only network;
an

(_ The article contains machine-readable code that, when executed, causes the
10 machine to perform the processes and methods of embodiments of the invention. The
article may be a diskette, compact disc, hard drive or other type of storage upon which are
stored the instructionis. The device may be one of a various configuration of peréoﬁal
computer, such as a desktop computer, a palmtop computer, or a notebook, or a network
appliance, cellular phone, among many other options.
15 Thus, although there has been described to this point a particular embodiment for a
mobile node and a method of connecting next generation mobile nodes using previous
C generation networks, it is not intended that such specific references be considered as
limitations upon the scope of this invention except in-so-far as set forth in the following
claims.

20
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creating an intergeneration pseudo interface froma next-generation only
network. 2. The nmethod of claim1l, wherein the nmethod further conprises
determining if the nobile node has a previous generation hone aﬂPIQﬁﬁlZﬁMi
The met hod of claim2, wherein the nmethod further conprises obtaining a
previ ous generation hone address. 4. The nethod of claim1l1, wherein the
nmet hod further conprises performng care-of address registration between

t he nobil e node and a previous generation hone agent in its next generation
honme network. 5. The method of claim1l, wherein the nmethod further conprises
per f or m n§HADISHdiAYIEDUSdat e bet ween t he nobil e node and a next generation
home agent in its next generation hone network. 6. The nethod of claim 4,
wherein the regis i i.s be en.the bile node and a border router on
the hore. &1 t e XAl P} EEERiEo0TE RioeEoI0RRARE: Relebiibrer

conpr i ses gastaadl icvhirksgtha metpérawprisinggnnel bet ween t he nobil e node and a next
generation honme agent. 8. The nethod of claim6, wherein routing

optim zation i@ %Lére%agdgp f%r a Q&%ﬁése gunnel in the next generation
mobility proto SICYETS BB OBEE"YH “* 378" net hod of claim 1, wherein the

previ ous generation care-of address further conprises a foreign agent
car e- of addr eséhtaidifg a fild@oakhodiod tarebbiditeds, fomhemebite rbfke previ ous generati on
care-of address further conprises a co-located care-of address. 11. The
met hod of claim 1 wherein the next,  generation is Internet Protocol version
6, the previ o&@“&i&ﬁ%&aé‘t"i’%fﬁefieéa‘“?%%dégeﬁse‘i“ﬁp? BEYLEIERRUON JAMe2ddiny . t he

i nt er geneadish@no the n@bilOndle, WidreinAiRe Rfetdefdr@ion bddi@s Rico@tri@aiabhextcode t hat,

when execut ed,. cause the ngchine t o:
generation only network; an

creating an intergeneration pseudo interface from a next-generation only network.

2. The method of claim 1, wherein the method further comprises determining if the mobile

node has a previous generation home address.

3. The method of claim 2, wherein the method further comprises obtaining a previous

generation home address.

4. The method of claim 1, wherein the method further comprises performing care-of address
registration between the mobile node and a previous generation home agent in its next generation

home network.,

3 The method of claim 1, wherein the method further comprises performing a binding
update between the mobile node and a next generation home agent in its next generation home

network,

6. The method of claim 4, wherein the registration is between the mobile node and a border

router on the home site.

7. The method of claim 1, wherein the method further comprises establishing a reverse

tunnel between the mobile node and a next generation home agent.

8. The method of claim 6, wherein routing optimization is disregarded for a reverse tunnel

in the next generation mobility protocol.

12



di scover previous generation nobile agents; obtain a previous generation
care-of address for the nobile node; construct an intergeneration address
froma previous generation hone address assigned to the nDbileég?ng 0
wherein the intergeneration address is constructed in a next-ge 'gézgﬁly
network; and create an intergeneration pseudo interface in the

next -generation only network. 13. The article of claim 12, wherein the
article contains further code that, when executed, causes the machine to
determine if the nDbiIe node has a previous generation hone address. 14.

The arti C|9e of T% ctl‘ot?challvmer etn t!h?%l \%Séigne?atﬁgn&r@opaddresgﬁn%?r code that,

when execut ed, causes |ne revi ous generatlon hone
addr ess. x@mpﬂhea@ﬁmm@geﬁeﬁeefaﬁm$ﬂ2, wher ei n the article contains further
code that, when executed, causes the nachine to perform care-of address

registratign b%%@%r’ﬁ?& &‘%mﬁ? Jw‘iereﬁ‘&%p%}%s keiErario g%@% Iddreld mﬁ‘e me networ k.

16. The artlcle con al ns her code that,
when execubedrises Tedsedediche-ofadkidsne t o establish a reverse tunnel bet ween the
nobi | e node and a next generation hone agent 17. A nDbiIe devi ce,

om1th nDblle

corrpr I si ngléomm'[ﬁ? meg IR(I}E(F %Zc?ahm 1 w%ere qpeﬁn%xtgg%ne ;]a,n())n 1s%t8m§tt ?tgcol Vgis_

device to Nt o
generat i orprdvmmgeandudnceses]ntammlProa)ctﬂrvmsesepamdth@ mtcrgtrmanmals progv i ous gener ation
care-of address dependi ng upon the previous generation hone address;

construct an i ner at i %g% fro t he previou eration address
create an nt e?&l gcf ﬁ%‘ﬁh%@'lg ca &V?Sﬂ e’%if‘fge - Sause the thachine to:
discover previous generation mobile agents;

obtain a previous generation care-of address for the mobile node;

construct an intergeneration address from a previous generation home address assigned to
the mobile node, wherein the intergeneration address is constructed in a next-generation only

network; and
create an intergeneration pseudo interface in the next-generation only network.

13. The article of claim 12, wherein the article contains further code that, when executed,

causes the machine to determine if the mobile node has a previous generation home address.

14, The article of claim 13, wherein the article contains further code that, when executed,

causes the machine to obtain a previous generation home address.

15. The article of claim 12, wherein the article contains further code that, when executed,
causes the machine to perform care-of address registration between the mobile node and home

agent in its home network.

16. The article of claim 12, wherein the article contains further code that, when executed,
causes the machine to establish a reverse tunnel between the mobile node and a next generation

home agerit.

17. A mobile device, comprising:

13



establish communication with a nobility agent from a next-generation only
home network through the pseudo-interface. is. The device of claiml7
wherein the nmenory is further to store a predeterm ned previous bgr%&ﬁﬂ%l
hone address. 19. The device of claim 17, wherein the nmenory is further to
store a previous generation home address after it is obtained through the
comuni cations port. 20. The device of claim 17, wherein the processor to
obtain a previous generation care-of address is further to obtain a

previ ous generation care-of address fromthe nobility agent. 21. The device
of claim 17, wiepPBmHicHiengRoyte dllavdhprpliegieyprtogpmmpacayr withs eoipki sed of 1 a
cel l ul ar phone, a pal ntop conputer, a notebook conputer, and a network
appl i ance. 22. ' i.J £ nodes to comuni cate
across | Pv4 netamroépgggagﬁga%%ﬁ%gwg%%ﬁ@élgr?g@p%i ag\lgoveri ng | Pv4 nobile
agents; obtaining a | Pv4 care-of address for the nobile node; constructing a
6t o4addr ess fr am®edsd: hone address assigned to the nobile node; and 14 2
2 DEC 2006 creating a 6to4 pseudo interface to allow comrunication with a

next - generation,only home network. 23. The nmethod of claim 22, wherein the
ot hod T ther EBRR T SREE BRI dre o B TR e SRR St o

address. Zmenkkesset hod of claim 23, wherein the method further conprises
obtaining an | Pv4 honme address. 25. The nethod of claim 22, wherein the

met hod further conprises perform.n bi ndi ng updat.e between the nobile
node and an | PYEHBIET SHSROCTIOn FaCT BoE P MeeRbro 96" e mot hod of

claim22, wherein the nethod further conprises establishing a reverse
create an intergeneration pseudo-interface; and

establish communication with a mobility agent from a next-generation only home

network through the pseudo-interface.

18. The device of claim 17, wherein the memory is further to store a predetermined previous

generation home address.

19, The device of claim 17, wherein the memory is further to store a previous generation

home address after it is obtained through the communications port.

20, The device of claim 17, wherein the processor to obtain a previous generation

care-of address is further to obtain a previous generation care-of address from the mobility agent.
21. The device of claim 17, wherein the device comprises one of the group comprised of:
a cellular phone, a palmtop computer, a notebook computer, and a network appliance.

22. A method for allowing IPv6 mobile nodes to communicate across IPv4 networks, the

method comprising:
discovering IPv4 mobile agents;
obtaining a IPv4 care-of address for the mobile node;

constructing a 6to4address from a IPv4 home address assigned to the mobile node; and

14



tunnel between the nobile node and an | Pv6 hone agent. 27. The nethod of
claim22, wherein |IPv6 routing optimzation is disregarded for a reverse
tunnel . 28. A conmunications systemfor communicating with a nexg 2diner2ison
nobi |l e node, the system conprising: a nobile agent in conmunication with
the nobile node to provide the nobile node with a previous generation
care-of address; and an intergeneration network device in a next-generation
only network in communication wth the nobile agent to provide the nobile
agent with a prevjous generation home address for the nobile node. 29. The
comuni cati on SYENEMOWF Pequds iiepiace IioMeioRMuURisation SEIB MEXraePEioB 8Mpr | ses a
next gen@smé he®orkome agent in conmunication with the intergeneration
network device to provide the nobile node with a next generation hone

address. 15 ) )
23. The method of claim 22, wherein the method further comprises determining if the mobile

node has an IPv4 home address.

24, The method of claim 23, wherein the method further comprises obtaining an IPv4 home
address.
25. The method of claim 22, wherein the method further comprises performing a binding

update between the mobile node and an IPv6 home agent in its IPv6 home network.

26. The method of claim 22, wherein the method further comprises establishing a reverse

tunnel between the mobile node and an IPv6 home agent.

27. The method of claim 22, wherein IPv6 routing optimization is disregarded for a reverse
tunnel.
28. A communications system for communicating with a next generation mobile node, the

system comprising:

a mobile agent in communication with the mobile node to provide the mobile node with a

previous generation care-of address; and

an intergeneration network device in a next-generation only network in communication
with the mobile agent to provide the mobile agent with a previous generation home address for

the mobile node.

29. The communication system of claim 28, wherein the system further comprises a next
generation home agent in communication with the intergeneration network device to provide the

mobile node with a next generation home address.
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