WO 03/ 007298 PCT/ JP02/ 06943 DESCRI PTI ON CONTENT READI NG APPARATUS

TECHNI CAL FIELD 5 The present invention relates generally to an apparatus
for readiwg ooorents such as i nage informati on and audi o PCEfIBO2IEEY4DON
recorded on a recording nmedium and particularly to a content reading
apparatus for controlling the permtted usage of contents. 10 BACKGROUND
ART The popul ari zation of the Internet and broadband networks in recent
years has resulted in the mass distribution, both free or otherw se, of

i mges, nusic, and 15 ot her di gi tRESCRIBTA®N on. Such digital information
can be downl oaded and recorded onto any of a variety of recording

medi uns, after which the remoreied REQDIRG APP@RMEIUDN can be freely
handl ed. In other words, in an environment in which, for instance,
connection to a network or reception of a 20 broadcast is possible, a user

can obtain desired digital information fromthe network or broadcast
during pr Ef(l:.ﬁ%‘%l td eriods, record the obtained digital information
onto a rgggr I'ng meﬂll un]ip and then use the recorded digital information

freel y without ie restrleti.ns, i 7R99ed L < 40034 00/298 ESTLIEDZL 06943

for reading contents such as image information and audio
information recorded on a recording medium, and particularly
to a content reading apparatus for controlling the permitted
usage of contents.
10
BACKGROUND ART
The popularization of the Internet and broadband
networks in recent vyears has resulted in the mass
distribution, both free or otherwise, of images, music, and
15 other digital information. Such digital information can be
downloaded and recorded onto any of a variety of recording
mediums, after which the recorded digital information can
be freely handled. In other words, in an environment in which,
for instance, connection to a network or reception of a
20 broadcast is possible, a user can obtain desired digital
information from the network or broadcast during prescribed
time periods, record the obtained digital information onto
a recording medium, and then use the recorded digital

information freely without the restrictions imposed by



environment and tinme. Storing digital information on a recording nediumin
this way is very convenient because it allows for the digital information
to be usewoion/oomey different environnents and by nany di fPCare/06943
apparatuses. 5 However, since copies of the digital information that are
equal in quality to the original can be easily made, use of the digital
information is preconditioned on being able to prevent unauthorized
copying so as to protect the copyright of the digital information. 10
Copyri ghtepyoteahkar foiddicdieal §obetnst idigtesdr ded omm @l orecondi ag
mediumis generally provided by encrypting the digital information and

ensuring that-@nhy heditiimahe thysers e akle tondesiiit thecanss ypt ed
digital information. Since third parties are not able to read the

encrypted, i g Lale Eﬂieor%ﬁieglf QMR 4 Hes £ £5RT didgpaedidin ik idaPessi bl e

to use conventional recor g nediunms to record the encrypted digital

i nformation, _Howeyer, since information dec i equiged to
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ird parties, it is inperative that the encrypted di.gital, informtio
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digital information frombeing read by an wunauthorized apparatus. As such,
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the digital information is preconditioned on being able to
prevent unauthorized copying so as to protect the copyright
of the digital inférmation.

10 Copyright protection for digital information recorded
on a recording medium is generally provided by encrypting
the digital information and ensuring that only legitimate
users are able to decrypt the encrypted digital information.
Since third parties are not able to read the encrypted digital

15 information from the recording medium, it is possible to use
conventional recording mediums to record the encrypted
digital information. However, since information (a
decryption key) required to decrypt the encrypted digital
information must be kept from unauthorized third parties,

20 it is imperative that the encrypted digital information be
stored on a recording medium capable of protecting the
encrypted digital information from being read by an
unauthorized apparatus.

As such, recording mediums have been developed in



recent years that include both a readily accessible area (i.e. user area)
for recording encrypted digital information, and a protected area for
storing tweodeenypti on key. This type of recordi ng nmedi uPCraReAEYE3
processing to authenticate an 5 apparatus to which the recording nmediumis
connected, and the apparatus is only able to access (i.e. read/wite) the
protected area if authenticated. By recording the decryption key in the
protected area, the encrypted digital information and the decryption key
can be mapagedttpgethemhaninbeusianeotl a eeaxdilyganedssibiic Avad (i.e.

unaut horized third parties being able to obtain the decryption key. \Wen

usage righisyretédj ntbt @ Bid ahg idHoF fit @iy £ o Dhtred dieha t ho P HNn @
contract wth the copyright holder, it is not always required that the

user purcgﬁ;fo{;getgaggﬁsaé 134 akermali @i WAl Johidd Sy NOEL AL WaYSe

required e user e 1'n possession of theé usage rights forever. For
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benefits frombeing able tqQ use the digital 2Q.information for.less.than
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medi uns having an authorization function only permt contracts for the

pur chase bhedagpeaptingt éemarilon abditd teansseSeddr-@ - inFast it o®) reéf@ting to

usage period restrictions. 3 WO 03/007298 PCT/JP02/ 06943 _
protected area if authenticated. By recording the decryption

key in the protected area, the encrypted digital information
and the decryption key can be managed together on the same

10 recording medium without unauthorized third parties being
able to obtain the decryption key.

When usage rights relating to digital information are
obtained through a contract with the copyright holder, it
is not always required that the user purchase the digital

15 information; that is, it is not always required that the user
be in possession of the usage rights forever. For example,
when usage rights are obtained for digital information such
as a rental video having a usage period restriction of, say,
one week, the user benefits frombeing able to use the digital

20 information for less than the purchase cost. However,
conventional recording methods for recording mediums having
an authorization function only permit contracts for the
purchase of digital information, and cannot record

information relating to usage period restrictions.



As mentioned above, access to the protected area is only permtted to those
appar atuses that clear the authorization process. A controller is provided
in the reworodioozosredi um to control this process. Thus, i RCTAREAIGIE0ON t O
the user area, 5 which can be accessed w t hout authentication, accessing
the protected area requires excess processing tinme to conduct the

aut henti cation processing and excess power to operate the controller. As
such, a conventional technique for reducing the nunber of tines the

prot ected area megdstlionke] dBotesessesdss £ d dhstpre: vot edianessi ermorlypt ed
digital information in the user area, and conparatively conpact

i nf or mat i,o0-gueheaS: dat YR iYhkeysudss Weld t asl ihehe kRNt doOr mat i on
in the protected area. To realize usage period controls, remaining usage
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must be rom tanpering a user, shou course be stored in
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sem cond f'emai ning usage period 1S up

incessantly, particular 20 areas of flash nenory will obviously require
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considered to be around one hundred thousand rewites, frequent accessing
of the proreteetedr axef IMeWHHRY SFORTLNPLPREESEIG a9 iR UYanagi ng
the protected area and nmaking 4 WO 03/007298 PCT/JP02/ 06943

the authentication processing and excess power to operate

the controller. As such, a conventional technique for
reducing the number of times the protected area needs to be
10 accessed 1is to store voluminous encrypted digital
information in the user area, and comparatively compact
information such as decryption keys as well as other
important information in the protected area.
To realize usage period controls, remaining usage
15 period information needs to be managed. Information such this,
which must be protected from tampering by a user, should of
course be stored in the protected area. For example, if the
recording medium is a semiconductor memory card, and the
remaining usage period is updated incessantly, particular
20 areas of flash memory will obviously require frequent
accessing. Since the lifespan of flash memory is generally
considered to be around one hundred thousand rewrites,
frequent accessing of the protected area will unduly shorten

this limited lifespan, damaging the protected area and making



further use of the digital information recorded therein inpossible. So as
to avoid danaging the protected area, it 1is preferable not to enpl oy
convent i owalosopitag i ng nmethods according to which the updaCTagoy/eeonduct ed
incessantly, 5 and to mnimnze as nmuch as possible the nunber of tines the
protected area is accessed for update processing. As such, updating at
regular time intervals is considered preferable. Furthernore, it is
possible to imagine instances in which the interests of the digital

I nf or mat | pRrPheYi deje ase tBecalinyvid sednfecauss cof theordesd rilmgrasage
period not being properly updated. For exanple, a user m ght suddenly turn

of f the powesssupRLY 86 HkSeenAeet dt Ram-eGarfivte mditketéanetial ely before
the remai ning usage period is to be wupdated. To counter such nal evol ent
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the issues discussed above first. object.,_2 t rs i tionis
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regarding digital information that @5 WO 03/007298 PCT/ JP02/ 06943 _requires
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updating at regular time intervals is considered preferable.
Furthermore, it is possible to imagine instances in which
the interests of the. digital information provider are
10 compromised because of the remaining usage period not being
properly updated. For example, a user might suddenly turn
off the power supply or disconnect the recording medium
immediately before the remaining usage period is to be
updated. To counter such malevolent acts by the user,
15 measures are required to ensure that the remaining usage

period is reliably updated.

DISCLOSURE OF THE INVENTION
In view of the issues discussed above, a first object
20 of the present invention is to provide a content reading
apparatus, a content reproduction apparatus, a related
computer program, and a storage medium for storing the
computer program that enable a copyright holder and a user

to enter into a contract regarding digital information that



set so as to restrict the usage period of the digital information, as in
the case of video/CD rental, for exanple, and thus no |longer require the
purchase whoslen2dg¢ gital 5 information. A second object offCrlieoysesent
invention is to provide a content reading apparatus capable of reliably
updating the wusage period of the recording nediumin a manner that
counters any nal evolent acts by the user, and thereby prevents the 10

i nproper usage of contents. A content readi ng apparatus provided to achieve
the firstcqbiess ddisyuilght apeordepionpach nriol thepesabkerighteade a
content froma recording nediumthat has recorded thereon the content and

a piece of.¢eqpi ni0gcbsages el bed dHY oBRLkONHd i 680W MYt Rel )R} MY Usage
period of the content, the recording nediumincluding an authentication
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recordi ng medrumis éonnected thereto, and a protected area inlmhibh t he

remai ni ng usa period.information.i s recorde n i I & sible
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has been authenticated by the authentication circuit; a remaining usage
peri o@ ivtEPHBEF6ATreading unit operable to read the remaini ng usage
period information fromthe recording medium a content 6 WO 03/007298
PCT/ JP02/ 06943 A g@gsutd @hijte Bpefabhe poesanpuinVBBLLERd1EoHe &iiCT N

ext er nal
a content reading apparatus capable of reliably updating the

usage period of the recording medium in a manner that counters
any malevolent acts by the user, and thereby prevents the

10 improper usage of contents.
A content reading apparatus provided to achieve the
first object includes a content reading unit operable to read
a content from a recording medium that has recorded thereon
the content and a piece of remaining usage period information
15 showing a remaining usage period of the content, the
recording medium including an authentication circuit for
authenticating the content reading apparatus when the
recording medium is connected thereto, and a protected area
in which the remaining usage period information is recorded
20 and which is accessible by the content reading apparatus only
when the content reading apparatus has been authenticated
by the authentication circuit; a remaining usage period
information reading unit operable to read the remaining usage

period information from the recording medium; a content



apparatus; and an output termnation unit operable to termnate the
content output if an el apsed period froma start of the content output is
equal to wpoaneresls the remai ning 5 usage period shown i n PCAGPOX@A43
remai ni ng usage period information. The first object may al so be achi eved
by a content reproduction apparatus that includes a content reading unit
operable to read a content froma recordi ng nediumthat has 10 recorded

t hereon the content and a piece of remaining usage period informtion

showi ng aofepaitnifgt WgRgeapERs itoto@fptibehe eptentont Srt recandi xige reai um
including an authentication circuit for authenticating the content

reproduct h g, rARRATAL UBAWER TRA HACOLAIRG HERAIGHN L% iGonspekagiehetst o, 15
and a protected area in which thé renaining usage period information is
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only when e conten reproducti apparatus -has been authenticated by the

aut henti cati circuit; a remning usag eriaod informatio . readi ng
uni t operg%l gHFocpgﬁa’ntthé)Wt@% Hisn%q}%agggwgeorri o celen(fso&ﬁqa i%%l%%)}%ﬁ]g he
recordi ng medium a,reprqductign unit operable t.o .reproduce the read
contert; BARIE rPFLAUCtIHIT t fini WP e FGMC’E H5208: ERELEqt he

content reproduction if an el apsed period froma start of the content 7

WO 03/00729Q0F@EM3¢QWV06943 reproduction is equal to or exceeds the
remai ni ng usage

The first object may also be achieved by a content
reproduction apparatus that includes a content reading unit
operable to read a content from a recording medium that has
10 recorded thereon the content and a piece of remaining usage
period information showing a remaining usage period of the
content, the recording medium including an authentication
circuit for authenticating the content reproduction
apparatus when the recording medium is connected thereto,
15 and a protected area in which the remaining usage period
information is recorded and which is accessible by the
content reproduction apparatus only when the content
reproduction apparatus has been authenticated by the
authentication circuit; a remaining usage period information
20 reading unit operable to read the remaining usage period
information frbm.the recording medium; a reproduction unit
operable to reproduce the read content; and a reproduction

termination unit operable to terminate the content

reproduction if an elapsed period from a start of the content



period shown in the read remai ni ng usage period information. The first

obj ect may al so be achieved by a conputer program for having a content
readi ng appasavesst hat includes 5 a CPU control a contentPCauPrmmed4x he
conput er programincluding a content reading step of reading a content from
a recording nmediumthat has recorded thereon the content and a piece of
remai ni ng usage period informati on show ng a renaining usage period of the
content, the recording nedium 10 i ncluding an authentication circuit for

aut hent i Cﬁé%ﬂ@dhﬂ%io@@%@“éqﬁaamﬂw appakakes svhgie t hemaeadmdi ngsagdi um i s
connected thereto, and a protected area in which the renmaining usage

period | 2%8£ﬂ8&i oy fr?%?iredfga@ngefﬁ@iﬁlﬂn?%sé‘@éeﬁesf:pé@ 10y d s €0Hh ent

r eadi ng paratus only when the 15 content readi ng apparatus has been
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i nformation rea e renmal ning usage perio

information fromthe recordin di a .content output, step putting
t he read RBATEARRD %rJ}?‘é&&%ﬁ%P%S&;&?ﬁg}ngn%PQBrQSEBSUF%ﬁE Jtrleﬁ#%%%i on
step of term nating the content output if an el apsed period froma start

of thé coat &MU o@ORRTIL deqGantestor OvkpEéds thE reMBPRFRG REYECPRri od
shown in the read remaining usage period information. The first object may
f urt her nokecbedacki evednihend r@afd OB/VR IS FECRIFDR/DevAztent from
conput er -r eadabl e storage nmedi um storing a conputer program

a recording medium that has recorded thereon the content and

‘a plece of remaining usage period information showing a
remaining usage period of the content, the recording medium

10 including an authentication circuit for authenticating the
content reading apparatus when the recording medium is
connected thereto, and a protected area in which the
remaining usage period information is recorded and which is
accessible by the content reading apparatus only when the

15 content reading apparatus has been authenticated by the
authentication circuit; a remaining usage period information
reading step of reading the remaining usage period
information from the recording medium; a content output step
of outputting the read content to an externai apparatus; and

20 an output termination step of terminating the content output
if an elapsed period from a start of the content output is
equal to or exceeds the remaining usage period shown in the
read remaining usage period information.

The first object may furthermore be achieved by a



for having a content reading apparatus that includes a CPU control a
content output, the conputer programincluding a content reading step of
readi ng awoamawenvs from a recording 5 nedi umthat has recordgdPodi@oeon t he
content and a piece of remaining usage period information show ng a

remai ni ng usage period of the content, the recordi ng nmedi umincluding an
authentication circuit for authenticating the content reading apparatus
when the recording mediumis connected 10 thereto, and a protected area in
whi ch t hecs@pBEBIrRE cUSRAS ¢ BeLIredid NEALMg 500 risgr &cosmedt and »dy cdmi s
accessible by the content readi ng apparatus only when the content reading

appar at USfBﬁShQ@@Hgaatesﬁ‘cbﬁ%t ed by rihapuhenid caldonn€iigssta @u
remai ni ng usage period i nformation readlng step 15 of reading the renaining

usage pewﬁ&gpm&a Bolr BULERR | LG, e &% Aol ebaouGPu Step

of out put?l ng rea con d an ex atus; and an out put
term nation of termnatin he c ntent out I riod
froma st&PP SP t he2gddne eé’u%d{fea s 20'%o orgre?.ih!(?:eegJ acg)clie(glrlg i ni ng

usage period,shown in the read rrgl nin 21 ormation.
Accor i ngnegitRelbakt hﬁétﬁ?%@rdﬁﬁe §§68?1 Eg GHB ah%appRat 8ttisCfan be
restricted to within a predeterm ned usage period as a result of the
r enai ni ngremage iperisdge PG 0d/ 100w PeTR FhoR 08D 23r AL BLRE 1 9RIBei ng
read fromthe recordi ng medi um by the

period of the content, the recording medium including an

authentication circuit for authenticating the content

reading apparatus when the recording medium is connected

10 thereto, and a protected area in which the remaining usage

period information is recorded and which is accessible by

the content reading apparatus only when the content reading

apparatus has been authenticated by the authentication

circuit; a remaining usage period information reading step

15 of reading the remaining usage period information from the

recording medium; a content output step of outputting the

read content to an external apparatus; and an output

termination step of terminating the content output if an

elapsed period from a start of the content output is equal

20 to or exceeds the remaining usage period shown‘in the read
remaining usage period information.

According to these structures, the use of content by

an apparatus can be restricted to within a predetermined

usage period as a result of the remaining usage period



remai ni ng usage period information reading unit, and the content output
being termnated by the output termnation wunit if the tine elapsed from
t he startwofostbmout put is equal 5 to or exceeds the remaiPaiTIgousage peri od
shown in the remaining usage period information. In this way, it is
possible to effectively nmanage usage rights that restrict the usage period
of contents. In order to achieve the second objective of the present 10

i nvention, the content readi ng apparatus may further include an update
uni t oper ahFerhatupaate: ihe rerdl Mmgn USAEE rerydmail ndg nhediati dary sthas to
show t he remai ni ng usage period as being |ess than the difference between

the renmai piig; H$aGE RRIJODe STIOUN 1 hiF Jrif HiRIHI @éé}@iﬁgag@liﬁgr izagh i wher mat i on
prior to the 15 updating and an output period fromthe start of the content
out put unt,j i t : i ng; t p i i it may
t erm nat eééhggg%ntggr%ﬁ%u? ;e)eu#%énﬂ?%%gegga%gegﬂgeﬁ% rg}mt %&%‘%gﬂz of the
content output,is.equal to or exceeds.the, renmajpi S 20 own in
the 20 re‘ﬁlﬁ?ﬁi]r%%aseagémﬁe?f%@s?ﬁf%l?%tsf’lhoensﬁ?irgrO?otr}%éuﬁcg)glat??rslgé.)&igcordi ng
to this structure, the remai ning usage period information is ,upda}tled to
show @ r eh@i MthgetSa§EeSperi®d BRI NIRI sHEAGS PREACE (TR Periodtle

cal cul ated by subtracting the output period up until the tinme of updating
fromthe remaining USEYD OILELIBNPCIMIPIPV69EB thkiagyeWdBri od shdwn in

t he remai ni ng usage period information
possible to effectively manage usage rights that restrict

the usage period of contents.
In order to achieve the second objective of the present
10 invention, the content reading apparatus may further include
an update unit operable to update the remaining usage period
information so as to show the remaining usage period as being
less than the difference between the remaining usage period
shown in the remaining usage period information prior to the
15 updating and an output period from the start of the content
output until a time of the updating, and the output
termination unit may terminate the content output when the
elapsed period from the start of the content output is equal
to or exceeds the remaining usage period shown in the
20 remaining usage period information prior to the updating.
According to this structure, the remaining usage period
information is updated to show a remaining usage period that
is shorter than a time period calculated by subtracting the

output period up until the time of updating from the remaining

10



prior to updating, and output of the content is term nated by the output
termnation unit if the tine elapsed fromthe start of the output is equal
to or excweds/ovtres remai ni ng usage 5 period shown in the recaIRIZGIBSage
period information prior to updating. Thus,,in addition to restricting the
use of content by an apparatus to within a predeterm ned usage period,
this structure allows for the renmai ning usage period to be updated so as
to be shorter than the time period 10 cal cul ated by subtracting the actual
usage perusdgérperide sHemiin fjeusageipenyods e @e todiddaid mgat Asn a
result, the remaining usage period can be reliably updated, even if

mal evol enpraetst8r gpahtemit, ednby cRtiel o SHER avrddenly tdmiimage@f f the
power supply or dlsconnectlng the recording 15 nediumfromthe content

readi ng app %ﬁé%yﬁ@?dat xﬁiﬁa@%ﬁrunﬁ‘a”}?k%h&%m@ d&é %Heff . Here,

t he update  unit e renual ni n_g usage perio ornmat | on Sso as to
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period information before the conpletion of a predetermned 11 WO
03/ 007298t PCTPIRG2rT69 FN uper i BdageiEsprerfto cirpE1sbing toSshHbe the

renmai ni ng usage
content by an apparatus to within a predetermined usage

period, this structure allows for the remaining usage period
to be updated so as to be shorter than the time period

10 calculated by subtracting the actual usage period from the
remalning usage period prior to updating. As a result, the
remaining usage period can be reliably updated, even if
malevolent acts are attempted by a user, such as suddenly
turning off the power supply or disconnecting the recording

15 medium from the content reading apparatus immediately after
completing usage of the content.

Here, the update unit may update the remaining usage
period information so as to show the remaining usage period
as having a zero value, and at a completion of the content

20 output, reupdate the remaining usage period information
based on an output period from the start until the completion
of the content output.

Here, the update unit may updafe the remaining usage

period information before the completion of a predetermined

11



period as the difference between the remaining usage period shown in the
remai ni ng usage period information prior to the wupdating and the

pr edet er mvoed/opees od of content output, and 5 at a conpl ePcaIPafoshise
content output, reupdate the remai ning usage period information based on
an output period fromthe start until the conpletion of the content
output. In order to achieve the second object, the content reading
apparatus nmay alternatively include an update unit 10 operable to update
t he remipd mpdsefecpetént ontpummsboasf 06 eMewythapsemafi nd npr edelgey m ned
update period so as to show the remai ni ng usage period as being the
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usage period information prior to the updating and the 15 predeterm ned
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out put when the el apsed period from the start of the content output is
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usage period Tnformation prior to't ating. 20 Accor

structure,, the remjnin e _perig inpformation,i dat ed by .t he update
ani ¢ B e SrRe TR L RRR R AR BRRERE obPPShe e et e et Deage
period prior to updating is reduced by an anount equal to  the update
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PCT/ JP02/ 06943 bg,the output termnation unit if the time elapsed fromthe
start until the completion of the content output.

In order to achieve the second object, the content
reading apparatus may alternatively include an update unit

10 operable to update the remaining usage period information
for every lapse of a predetermined update period so as to
show the remaining usage period as being the difference
between the remaining usage period shown in the remaining
usage period information prior to the updating and the

15 predetermined update period, and the output termination unit
may terminate the content output when the elapsed period from
the start of the content output is equal to or exceeds the
remaining usage period shown in the remaining usage period
information prior to the updating.

20 According to this structure, the remaining usage period
information is wupdated by the update unit at regular
predetermined update periods such that the remaining usage
period prior to updating is reduced by an amount equal to

the update period, and output of the content is terminated
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start of the output is equal to or exceeds the remaining usage period
shown in the remai ni ng usage period information prior to updating. Thus,
in additiwoomoonestricting the use of 5 content by an app®&Catiee2/a6043w t hi n a
predet erm ned usage period, this structure allows for the remnaining usage
period to be updated so as to be shorter than the tine period calcul ated
by subtracting the actual usage period fromthe renaining usage period
prior to updating. As a result, the 10 remai ning usage period can be

reliably ppdatedugyen tdrmimhevehenhiacis ahie wlmenpledsbyaf vserthsuch as
suddenly ‘turning off the power supply or disconnecting the recording

medi um fr £@%§9B%e8&tﬁ§€di§'%€q%%ﬁa’ﬁ@tdh§ R AL Bbyrahs ehingABM &I NY
e

usage of the content. 15 Here, content readi ng apparatus may further

include g, LeLgiALLEN | BRL YERLONEGCEOLEBLUN baORRFGhkeL L gnisEebye  an

instruction Troma USer to termn ent output, the output

term nation unit nay term nate the .content_output .when a rmapatijoen

i nstructi'oh ngFE&EQVegﬁBVSTh%ntggﬁﬁﬁ qnoéxﬁdr'%s¥%§% BgntﬁgEg%g?oégunit,

even if the eIaEsed period since the start of the &ontent o%iput is |less

than Phe FRHBERFNGY BAgBPPEFRIESSHEMN L ERe F cRESHEREIATAG UsaRIPer i od

information, and the update unit may reupdate, at a tinme of the reception
of the tepaihadiorhinsituesiene fAlomUndAséne reBahplog/ vezgegeriod

PCT/ JP02/ 06943 the renaining usage period informati on based on an out put

to be updated so as to be shorter than the time period

calculated by subtracting the actual usage period from the
remaining usage period prior to updating. As a result, the

10 remaining usage period can be reliably updated, even if
malevolent acts are attempted by a user, such as suddenly
turning off the power supply or disconnecting the recording
medium from the content reading apparatus immediately after
completing usage of the content.

15 Here, the content reading apparatus may further include
a termination instruction reception unit operable to receive
an instruction from a user to terminate the content output,
the output termination unit may terminate the content output
when a termination instruction is received by the termination

20 instruction reception unit, even if the elapsed period since
the start of the content output is less than the remaining
usage period shown in the read remaining usage period
information, and the update unit may reupdate, at a time of

the reception of the termination instruction from the user,

13



period fromthe start of the content output until the reception of the
termnation instruction. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS Fi g. 1A shows
an ext er mab osioernwof an SD nenory card; Fig. 1B shows | ayePsTiIRo2/4ve43SD
menory card; Fig.1C shows a physical layer in the SD nenory card; Fig.2
shows directories and files in a user area and a 10 protected area of the
SD nenory card; Fig.3 is a block diagramof a content readi ng apparatus
according to the enbodi nents of the present invention; Fig.4 is a

flowcharte i BeRe{ At hied sHERIY rudEIet f Presesshnygasper ahi @n actgndi ng to
an enbodi mrent 1, the oOperation 15 being perfornmed by a usage rights

j udgnent ﬁ%&ioﬁ om tPReCON LNt 18A0ERE ARPAAUS oultistd hstalf lrguchart of
e

a permtt usage judgnment processing operation according to an enbodi nment
2, the operation _bein erf . y_US ' .s_judgnent unit 15 of the
20 cont ert®T R4t AY Séng%t&éyﬁgﬁ%igéﬁ ggggkgg?ﬁgakhart of a pernitted
usage judgnent processing operation according to an enbodi nent 3, the
operation being perforned by usage rights judgnent unit 15 of the content
readi ng apparatus. 14 WD 03/ 007298 PCT/JP02/ 06943 BEST MODE FOR CARRYI NG
OUT THAE | | BRSSRIBETNe QE G Hb PRAWINESEnbodi nent s of the Present

I nvention
Fig.1lA shows an external view of an SD memory card;

Fig.1lB shows layers in the SD memory card;

Fig.1lC shows a physical layer in the SD memory card;

Fig.2 shows directories and files in a user area and a

10 protected area of the SD memory card;

Fig.3 1is a block diagram of a content reading apparatus
according to the embodiments of the present invention;

Fig.4 is a flowchart of a permitted usage judgment processing
operation acéording to an embodiment 1, the operation

15 being performed by a usage rights judgment unit 15 of
the content reading apparatus;

Fig.5 is a flowchart of a permitted usage judgment processing
operation according to an embodiment 2, the operation
being performed by usage rights judgment unit 15 of the

20 content reading apparatus; and

Fig.6iszaflowchartofaapermittedusagejudgmentprocessing
operation accordiﬁg to an embodiment 3, the operation
being performed by usage rights judgment unit 15 of the

content reading apparatus.
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Recording Medium5 Firstly, a recording nediumaccording to the

enbodi nents of the present invention is described with reference to the

dr awi ngs.wan3greenory card has been selected as the recaecdiyng/owedi um upon
whi ch the description will be based. The high level of confidentiality

w th which secure 10 data can be stored makes an SD nenory card ideal for
describing the characteristics of the invention. Fig. 1A shows an external
view of an SD nmenory card 100 having a length of 32.0nm a w dth of

24.0mm and a thickness of 2.1mm This postage stanp size allows SD nenory
card 100 15 to be easily handled. SD nenory card 100 has ni ne connectors

to faci | ig@ép MEPREEFOROTCANRYING GPParakusNvengIoN a side of SD menory
card 100 1s provided a protection switch 101 that allows a user to

gﬁgfla'lgy SeLorplne vhsihsh JeEREdehodlahan Ca OEREAN0LohE M g0 . 20

Strtaeturar rayers—ot—Sb renory card 100 As snowrt 1 Fi g. 1B,
SD nmenory_card 100 includes (i) a physical layer in which a plurality of
cont ent s RECQELLPE| ¥S d together with encryption keys and rights
information that, correspond to the contents, (ii) a file system | ayer

whi ch 8 15 WO 03/00¥2b%: PC JFFH 39 i%leﬁl&@gbse%c%%g‘éﬁngn iofi |teh‘¥

al location table (FAT) , according to which the snallest accessible unit
is a clusempodamentisi i9f &heappresantor eRRion W chearTéRery gt cont ent
conpri si ng

reference to the drawings. An SDmemory card has been selected

as the recording medium upon which the description will be
based. The high level of confidentiality with which secure

10 data can be storedmakes an SDmemory card ideal for describing
the characteristics of the invention.

Fig.lA.showé an external view of an SD memory card 100
having a length of 32.0mm, a width of 24.0mm, and a thickness
of 2.1mm. This postage stamp size allows SD memory card 100

15 to be easily handled. SD memory card 100 has nine connectors
to facilitate connection with an apparatus, and on a side
of SD memory card 100 is provided a protection switch 101
that allows a user to manually determine whether recorded
data can or cannot be rewritten.

20 Fig.1B shows structural layers of SD memory card 100.
As shown in Fig.1B, SDmemory card 100 includes (i) a physical
layer in which a plurality of contents is securely stored
together with encryption keys and rights information that

correspond to the contents, (ii) a file system layer which

15



a copyrighted work is stored together with secure data. 5 Fig.1C shows a
structure of the physical layer of SD nenory card 100. As shown in Fig.1C,
t he physiwalosloenzes i ncludes a systemarea 1001, a hi ddenpremgaol@9® a
protected area 1003, an AKE processing unit 1004, an AKE processing unit
1005, a Ks decryption unit 1006, a Ks encryption unit 10 1007, and a user
area 1008. Systemarea 1001 is a read-only area storing a nmedia key bl ock
(MKB), and a nedia ID, neither of which can be rewitten. An apparatus to

whi ch SD e aRice segdbi8@d &n £8ANecs Blotstabher41916b{RAT) Arceadipig on key
Kmu by reading 15 the MKB and the nedia ID and correctly performng a

predetefmk?%%_QHPEﬁ% %ﬁayﬁbgg.égéeﬁgﬁgl@KEn§QQjﬂ%db§ubEékn ac@nii Naf i on
with a device ey el ongi ng to the apparatus. Hi dden area 1002 stores

Lhe ot b PRERHALN SEX O 1o Wl L e GoEEURIA O e plal g bY Che

appar at us i f appa atus correc y pertorns t e pre

operati on usi n ad MKB .and ,nedi a a leqiti mate de key Kd.
Prot ect ed® ar ¥ Eﬁﬁgt? BRHE ofS aSR%%agoFa?‘FPgeﬁeW& %EM in SD
menory card 100, and stores secure data 16 V\D Oﬁt 007298 PCT/JPO /06943
such &s encrypthigh Key2hovs ght SCFREBPKEL PonthEng ﬁéqa}lkelaiﬁﬁ %atl on &

key exchange (AKE) units 1004 and 1005 conduct a "challenge response form
of nut ualmemehentieest 0. As shown in Fig.1C, the physical layer

includes a system area 1001, a hidden area 1002, a protected

area 1003, an AKE processing unit 1004, an AKE processing

unit 1005, a Ks decryption unit 1006, a Ks encryption unit
10 1007, and a user area 1008.

System area 1001 is a read-only area storing a media
key block (MKB), and a media ID, neither of which can be
rewritten. An apparatus to which SD memory card 100 is
connected is able to obtain an encryption key Kmu by reading

15 the MKB and the media ID and correctly performing a
predetermined operation using the read MKB and media ID in
combination with a device key Kd belonging to the apparatus.

Hidden area 1002 stores the valid encryption key Kmu,
which is the encryption key obtained by the appératus if ﬁhe

20 apparatus correctly performs the predetermined operation
using the read MKB and media ID and a legitimate device key

Kd.
Protected area 1003 is part of a non-volatile memory

(e.g. EEPROM) in SD memory card 100, and stores secure data

16



bet ween the apparatus and SD nenory card 100 in order to 5 nutually

aut henticate SD nenory card 100 and the apparatus. |f nutual

aut hent i caDI0d/07298 not successful, processing is term nat@dT/Jroioeos3 nmut ual
aut hentication is successful, an encryption key (i.e. session key Ks) is
shared between SD nenory card 100 and the apparatus. 10 Ks decryption unit
1006 functions as follows. Wien encrypted data is sent to SD nenory card
100 from an apparatus to which SD nenory card 100 is connected, Ks

decrypti ofucids dROByBEsUAERel/Bat rlilhd tenenyptrech adrg, isnd ety 6 et a
encrypted wusing session key Ks, and uses session key Ks to decrypt the 15

encrypted data.p s ect ¥ptien ey dQ8RahBen(ARAYNES ¢ H18 0 0sesHEel 6igd a
obtained as a result of the decryption process to be legitimate, and

R

unit 100 unctrons -as n command to read secure data is
outputted to SD ry card , 100 from.an apparatus.t .ch S y card
100 is ¢ %E%?%ﬂ%g%s SHRANAEF DL 15@?%3:33@50%%%5?%’{1%& qbfs%etrggntl'e)élcrypt
the secure data stored in the srotected areg,aggd oyt puts the qurypted

secur & datatealiHerapparkiGe tenal 1eRasyd ERE & prppratu
PCT/ JP02/ 06943 command. User area 1008 is, |like protected area 1003, part
of the nbh-wetaall suireshi qatipn EEPROM . SWeGesefUlunggeeessing 1s

terminated, and if mutual authentication is successful, an
encryption>key (i.e. session key Ks) is shared between SD
memory card 100 and the apparatus.

10 Ks decryption unit 1006 functions as follows. When
encrypted data is sent to SDmemory card 100 from an apparatus
tb which SD memory card 100 is connected, Ks decryption unit
1006 assumes that the encrypted data is secure data encrypted
using session key Ks, and uses session key Ks to decrypt the

15 encrypted data. Ks decryption unit 1006 then assumes the
secure data obtained as a result of the decryption process
to be legitimate, and writes the decrypted secure data into
the protected area.

Ks encryption unit 1007 functions as follows. When a

20 command to read secure data is outputted to SD memory card
100 from an apparatus to which SDmemory card 100 is connected,
Ks encryption unit 1007 uses session key Ks to encrypt the
secure data stored in the protected area, and outputs the

encrypted secure data to the apparatus that issued the
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protected area 1003, nutual authentication is not required 5 for an
apparatus to access user area 1008. A plurality of encrypted contents is
stored i n'woggqoapea 1008. |If an encryption key read fromrPorarexiced ar ea
1003 is legitimte, it can be used to decrypt the encrypted contents
stored in wuser area 1008. Since the reading/witing of data in 10
protected area 3 depends on the encryption by Ks encryption wunit 1007 and
the decryption by Ks decryption unit 1006, protected area 1003 can only be
accessed Lggibheptely if an apparatus to which SD nenory card 100 is
connected conducts the AKE processing correctly. 15 Next, the structuring

of files and digectottes hoo8D: STEMRLL GAIstAQd S g crobed. piig. eshows

directories and es I n user area 1008 and protected area 1003 of the SD

e S TR 6l S LA AR it o o

a distrib Service. edco I'nc e i mage ta
formed fromdigital dat ch a Vi e still jmages, and the like. The
di rect oryPHSFr@O% a%ng%O%I B U%‘DJS ﬁ&%%rhﬁc?#eogﬁﬁerﬁ%gyr%%\;ﬁr?go i's
designated for recording i mge data. Next, the.structure of%Liles %nd

di rect®ri 8T AN BPPATVIIDOTRIBCPETF IPESF0652% 1Mt edt &Y HF2a $8903%and
user area 1008 is described in detail. As shown in the right half of
Fi g. 2, thendiryedesti eentantise 1pr stesiast apeaisge §?ﬁ@ctb@&%-mﬂﬂh alr oot
directory on top,

encryption key read from protected area 1003 is legitimate,

it can be used to decrypt the encrypted contents stored in
user area 1008. Since the reading/writing of data in
10 protected area 3 depends on the encryption by Ks encryption
unit 1007 and the decryption by Ks decryption unit 1006,
protected area 1003 can only be accessed legitimately if an
apparatus to which SD memory card 100 is connected conducts
the AKE processing correctly.
15 Next, the structuring of files and directories in SD
memory card 100 is described.
Fig.2 shows directories and files in user area 1008 and
protected area 1003 of the SD memory card. SD memory card
100 is used to record contents distributed by a distribution
20 service. The distributed contents include image data formed
from digital data such as movies, still images, and the like.
The directory name “SD VIDEO” in Fig.2 shows that the
SD memory card 100 is designated for recording image data.

Next, the structure of files and directories in
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and an SD-VIDEO directory below, and in the SD-VIDEO 5 directory is placed
a PRGS1001. KEY file. The structure of directories in the user area is
shown i n wbasloef2es hal f of Fig.2. In the SD VI DEO direct oPgTAPOY/(ve43user
area are placed content folders PRXO01,..., PRGX3,..., PRGXO7, and so on.
In each content folder is stored various data in file units, 10 this data
i ncl udi ng managenent data specifying secure data, a plurality of contents,
and data identifying the contents. Specifically, these files include a
managenmenprbicket ORECEA . THE 3 aaddu ¥yédea«atl808i 1 ©81dMMGde Shh, dMY002. SML,

MOVOO1. MOL, MOVOO2. MOL (these files being stored in 15 PRO001), ..., a
managem?nAsfshewBRg%OﬁhePﬁgh@mQayfdsﬁ wiag a0, fihesa MBI ASE, 1 HMAB2. ASF
(these files being stored in RG0O03), ..., a managenent file PR&07. PG

S?grzglllﬁkgﬁggﬁ$$ﬁ5? ggé §£fggépég%%gﬁgﬂg§§g§%%d§£?ﬁé%aE?a8§hPt e 20
the data PROCHE" cot-al fpﬂo‘%ﬁ PR Fer Mt ?ﬁ%dri%%éé P DG X g
o oned YPLed e O SN URLet, SaLa[FRULED AT Siher i of Lhe
WO 03/007298 PCT/JP02/ 06943 MOVOO1l. MOL and NCNOOZ NCL stored in PREO01
rel ate t od#B@ichgriafage: ot eh3sr ahdasificheway idy &htotleFerpt 8dof
decryption using a decryption key is not required to reproduce these
Fig.2. In the SD VIDEO directory of the user area are placed
content folders PRG001,..., PRG003,..., PRGO07, and so on. In
each content folder is stored various data in file units,
10 this data including management data specifying secure data,
a plurality of contents, and data identifying the contents.
Specifically, these files include a management file
PRGO01.PGI, and video data files MOV001.SM1, MOV002.SM1,
MOV001.MOL, MOV002.MOL (these files being stored in
15 PRG001l),..., a management file PRGO03.PGI, and video data
files MOVOO1l.ASF, MOV002.ASF (these files being stored in
PRG003),..., a management file PRG007.PGI, and still image
data files PIC001.8P1, SCNOO1.SL1 (these files being stored
in PRG007). In Fig.2, “Encrypted” shows that the data in the
20 corresponding file is in encrypted form, and “Not encrypted”
shows that the data in the corresponding file is not in
encrypted form. This mixing of encrypted and non-~encrypted

data results from a consideration of the degree of

confidentiality required by each piece of data. For example,‘
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contents. To give a further exanple, video data files 5 MOVOO . ASF and
MOV002. ASF stored in PR&03 are not in encrypted form and thus decryption
usi ng a dworogp0i201 key s not required to reproduce the ecmuen/@®IeX these
files. Data in the managenent files is also not in encrypted form A
structure of the file storing secure data will now 10 be described. The
filename of the secure data storage file is PRGS1001.KEY. As shown in
Fig.2, PRGS1001.KEY is conposed of a plurality of Key&Rule Entry areas.

Key&Rul e ¥t70 g lmoikey &BulievBobr vit2, skeyéulie pRE0BNt p¥#3te. to eIyl e

Entry#7, and so on correspond one-to-one wth the content folders recorded

[N the USehagbedonBlfitd) andiBaR- Okt caRSI A dRIBID dbAladangoeecHr e data

such as encryption key$§ and rights information corresponding to the

contents witten therein.. Rights inf i N l,.so e as
usage rul 88119he 9?5%@?’Hﬁ¥6?ke i%% %éﬁggégﬂlkﬁgﬁégbﬁ%%b‘féﬁﬁétﬁ%éggntent
by setting the conditions under _whjich use of ihe canfent .is pe nltted. I n
the enbodFABREECSof The PrEseft ﬁlﬁjvﬁlj%]ﬁ??:or‘le,xq% Tt ght'She 8F%€ti%ﬁ FRcl udes
remai ni ng usage eriod informati on showi ng the permtted 20 WD 03/007298
PCT/ JP02/ ¥B8Y231 . ASHai anfg NREYE2 ppfF od 1T edhe 100nFREP OBy &Fe ap®dr atlls

(described below) to which the SD nenory card is connected. The r emai ni ng
usage peréndriyptset fagm wgaydhvenagammt per iwsing a decryption key

is not required to reproduce the contents of these files.
Data in the management files is also not in encrypted form.
A structure of the file storing secure data will now
10 be described. The filename of the secure data storage file
is PRGS1001.KEY.
As shown in Fig.2, PRGS1001.KEY is composed of a
plurality of Key&Rule Entry areas.
Key&Rule Entry#l, Key&Rule  Entry#2, Keyg&Rule
15 Entry#3,..., Key&Rule Entry#7, and so on correspond one-to-one
with the content folders recorded in the user area, and are
areas of a constant length that have secure data such as
encryption keys and rights information corresponding to the
contents written therein. Rights information is also
20 referred to as usage rules. The rights information manages
the copyright of the content by setting the conditions under
which use of the content is permitted. In the embodiments
of the present invention, the rights information includes

remaining usage period information showing the permitted

20



shared by the plurality of contents in a content folder. An 5 encryption
key is information used to decrypt a corresponding encrypted content that
has been warog®ozds f or reproduction. Due to the high | evelPCafIP02/06943
confidentiality required to effectively manage the copyright of contents,
the encryption keys and rights information are recorded in encrypted form
10 in Key&Rul e Entry areas. To facilitate the encryption process, it is
required that the conbined |length of a single encryption key and a single
pi ece of rdegidinimdgoirmmigonpbeicensbanttie. gontkohyt by, aZ2byesrdidhytes),
this constant | ength being determ ned by the encryption nethod used. Since

the 15 encfydddOMb&gWei SRt St b ROl FRILIRD APHRIMAL) @A r$ ileavnhrEtdP. be of
a constant length, each Key&Rule Entry area is al'so determ ned so as to be

of a cons T i )
attached T FRORE) R PEaBRRst Sl sl he o thnmar iRt RD 20
Fig.2 sho the.rel ati onshi etween th lurality of Key&Rul.e. Entry areas
and the pIS %?qf%%hceo %E#%PJ(FYe.Pi%one%eD%%%tjerhtayTC&n(}:ee ti ]t%eeru ar ea.
In Fig_ 2, arrows Y1 and ,Y2 show exanples of which contents correspond to
whi ch OKe YR P EROT S &8, 1IER TR amBRels @Ocie?EYEE&AﬁoﬁeS?Pf\f%ng
03/ 007298 PCT/ JP02/ 06943 corresponding to secure data stored in Key&Rul e
Entry#l (e ouptag, cembePReDbzti Bashbapnasaeertespbpdi KEPEEOISEHIA - dat a
stored in Key&Rul e Entry#7 (arrow Y2). Thus, each

Due to the high level of confidentiality required to

effectively manage the copyright of contents, the encryption

keys and rights information are recorded in encrypted form

10 in Key&Rule Entry areas. To facilitate the encryption process,

it is required that the combined length of a single encryption

key and a single piece of rights information be constant (e.g.

lébytes, 32bytes, 64bytes), this constant length being

determined by the encryption method used. Since the

15 encryption key/rights information combination is required

to be of a constant length, each Key&Rule Entry area is also
determined so as to be of a constant length.

The numbers (i.e. #1, #2, #3,..., #7, and so on) attached

to the Key&Rule Entry areas are local numbers within a file.

20 Fig.2 shows the relationship between the plurality of

Key&Rule Entry areas and the piurality of contents (i.e. in

a content folder) in the user area. In Fig.2, arrows Y1 and

Y2 show examples of which contents correspond to which

Key&Rule Entry area. For example, PRG0O01l is shown as
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Key&Rul e Entry area is set so as to correspond to the plurality 5 of
contents stored in each content folder. Next, the structure of managenent
files (e.w003BREBO1L. PA) in the user area is described. ARCraRem@ENt file
shows the correspondence between the content files in the content folders
and the Key&Rule Entry areas. Specifically, 10 a nmanagenent file in a:
content folder stores data specifying the |ocal nunber of a Key&Rule Entry
area that corresponds to the plurality of contents stored in the content

fol der, iddirxdigiordaehi eveddyuror daspordicred hennwWmR(le eEnBOY#1 002,
and so on) of the content folder with the | ocal nunber 15 of the Key&Rul e

Entry aregqrddbd he gt megice7 the dadn ids %&fﬁ@é§oﬁdhﬁ g 8o deegkibed as
formng a SI ngIe content However, it is possible fTor a plurality of

pi eces of | %@%geao f.or &Rﬁ'l'églﬁtcﬂzﬂ?”t ax%qmpo%ent ﬁe@gl ngl ngpar at us

Fig.3 is a Iagram o cont ent di ng appar at us accor to the

mbodi h ) , di
S ppar at s KB O&&tlueﬁ@ 51%3(95'%%5Sée%%#a&yaé\%%&?ﬁﬁé?ﬁ&ég%%%haeutﬁéﬁ??& o

unit 11, a secure data read/vvrlte unit 12, Lﬁ@aig select/read unit 13, a
decrypi‘l o fufidntents 3kaged fLPgﬁta§?’1 48; and a content out put

unit 16.
Next, the structure of management files (e.g.

PRGO01.PGI) in the user area is described. A management file
shows the correspondence between the content files in fhe
content folders and the Key&Rule Entry areas. Specifically,
10 a management file in a content folder stores data specifying
the local number of a Key&Rule Entry area that corresponds
to the plurality of contents stored in the content folder,
this being achieved by corresponding the number (i.e. 001,
002, and so on) of the content folder with the local number
15 of the Key&Rule Entry area.

In the embodiments, the data in a single file is
described as forming a single content. However, it is
possible for a plurality of pieces of file data to form a
single content.

20
Content Reading Apparatus

Fig.3 is a block diagram of a content reading apparatus

1 according to the embodiments of the present invention. As

shown in Fig.3, content reading apparatus 1 includes an
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Content reading apparatus 1 conducts mutual 5 authentication with
recording nmedium 21 in order to verify the legitimcy of the recording
medi um armaiotoleoefnt ent readi ng apparatus. The nutual aut PemtIPEaAI60GBN
process is conducted using authentication information Si by

aut hentication unit 11 in the content readi ng apparatus and 10 an
authentication unit 22 in the recording nmedium Recording nedium?2l1l is an
SD nenory card having the structure described above, and authentication

unit 22 isyfrenedchremnhivdden area 4802randafKErpeagassiteg uiit s14004 and
1005, and functions to conduct authentication processing with an apparatus

to 15 whi ghyregordhpgmediiim gl 4 s;$onnegtedypPreheehad arga L3 sdget he

equi val ent of protected area 1003, and user area 24 1Is the equivalent of

user area_l1008. Ln_.the interest, of Vit var. its,and areas in
Fig. 3 wi Hgﬁgsr&lgﬁneeéltt cl)ﬁ'ble o%/vg’ wg‘éﬁo%t Xagtttgit[lﬂetl r?gﬁjtlﬂel r&?ie%plegt'i ve
structures. 20 |f mutual authentication iﬁPSUCC ssf ul Icﬁg

| et ed
| ock rel ease si‘MaFeR3 i SFRIM1Er orARRAFRREFcatt on © ,ggpt Em%?%?%g;:ggss

area 23 in recordi n%rredi um 21, and secure  data read/wite |ock rel ease
&

si gnal® S2apheahi catdmn ithemeacrd gy Mrdiut 4b Yo Qa2 Yoatfwrite
unit 12 in 23 WD 03/007298 PCT/JP02/ 06943 content readi ng apparatus 1,
and as a tesulllegilemaendiodg/Weé t icegoatdiger uredduna a0 bpheeinrteat a
read/ wite wunit 12 becomes possible. Secure data S4 corresponds to a
reading apparatus. The mutual authentication process is

conducted using authentication information S1 by
authentication unit 11 in the content reading apparatus and

10 an authentication unit 22 in the recordingwnediunh Recording

~medium 21 is an SD memory card having the structure described
above, and authentication unit 22 is formed from hidden area
1002 and AKE processing units 1004 and 1005, and functions
to conduct authentication processing with an apparatus to

15 which recording medium 21 is connected. Protected area 23
is the equivalent of protected area 1003, and user area 24
is the equivalent of user area 1008. In the interest of brevity,
the various units and areas in Fig.3 will be referred to below
without detailing their respective structures.

20 If mutual authentication is successfully completed,
access lock release signal S3 is sent from authentication
unit 22 to protected area 23 in recording medium 21, and secure
data read/write lock release signal S2 1is sent from

authentication unit 11 to secure data read/write unit 12 in
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plurality of contents, and includes data such as a decryption 5 key S9 used
to decrypt the correspondi ng encrypted contents, and a renaining usage
peri od S5wehoemi1gst he remai ning tinme period during whi chPasage/@b4x he
contents is permitted. The follow ng exanple presunes the selection by a
user of a content S7 stored in encrypted form Wen selected by 10 the
user, content S7 is read fromuser area 24 by data select/read unit 13. The
read content S7 is sent fromdata select/read unit 13 to decryption unit
14, and identihiccatdmindf oppphiramus6 ildentdhyi ngscort enteH71¢S sBBL toO
usage rights judgnent unit 15. Based on identification information S6, 15

usage ri ghtgqhHdgERNt: Ul b A3 JSLAdS herkRi BY LSAGR-PELE 902/ R 16aNt ent

S7 from protected area via secure data read/wite unit 12', and judges
whet her usa ontent_ S7__ 1 rm .S, | gfge_p_g i based on
whet her r%ﬂ%fgn?%g%eggggees gjeor?%%bgg'(&%éggse 1Etjlglztesar oslh\?a ue.eg@bﬁqgsugggg of

content S7_is jydged_to be permtted, ysage . rights judgment unif.15
transnit spéuﬁé“&dg%’p‘éffrﬁ%?%ﬁt@ lnéug%sdgéjfgp??ﬁiﬁ ﬁﬁtdﬁﬂrYB Phe
duration of renaini n% usage period S5. If usage of content S7 is judged to
be notd pekfittedised tandAFEyPENtRE CRBERSPRPALEY| dRCEYPREF SBRFeTREdncel | ed

or 24 WD 03/007298 PCT/JP02/ 06943 immediately term nated. Decryption unit
14 begi nsaddcaypeinagniconussgeSparsian S(fE(ﬂWJE/I@m ey Sgnaépdnyr bime
protected area 23 via secure data read/wite unit 12, the decryption being
period during which usage of the contents is permitted.
The following example presumes the selection by a user
of a content S7 stored in encrypted form. When selected by
10 the user, content S7 is read from user area 24 by data
select/read unit 13. The read content S7 is sent from data
select/readunit 13 to decryption unit 14, and identification
information S6 identifying content S7 is sent to usage rights
judgment unit 15. Based on identification information S6,
15 usage rights judgment unit 15 reads remaining usage period
S5 of content S7 from protected area 23 via secure data
read/write unit 12, and judges whether usage of content S7
is permitted, this judgment being based on whether remaining
usage period S5 exceeds a zero value.
20 If usage of content S7 is judged to be permitted, usage
rights judgment unit 15 transmits a usage permission signal
S8 to decryption unit 14 for the duration of remaining usage

period S5. If usage of content S7 is judged to be not permitted,

transmission of usage permission signal S8 is cancelled or
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conti nued
out put un

for the duration of usage perm ssion signal S8. 5 A content

it 16 then begins outputting the decrypted content S10 to an

ext ernal wppaner20s (e.g. reproduction apparatus, displayPappanionss, etc)

that wll
di spl ay,

preferred
of data a

will requ
15 14 onl
perm ssi o
cont ent
effective
duration
t he case

use content S10 ("usage" here includes reproduction, inage
etc). The output of the content nmay be conducted in any 10

form exanples of which include the serial output of one pixel
t atine, or the parallel output of a plurality of pixel data in

bl ocks. |ifRspeGidae, 0E rinfhi@at@d . POEcHHbRAGUSEHL 1B hBUde OFf ysORhENt S10
ire a certain anount of tine. Furthernore, sSince decryption unit

¥o ﬁ%‘%&m‘tnBZSuE?nge&é}é%R/F‘E‘i tneﬁl(eys;za fPéaahﬁrgﬁlrﬁ%%c%@?t%glgrésgfed

19 495! hecgxtenel, ggggmaqw%e Bx ogb ot QUiBUL 4Pt o 16 L 5al 50

n signal rans t Ioms t output o

i"Gn"Of "usAbe perni 557 on signa

AL g HaRacEcPBRCH BRI IR (oL S | ot SP

this
In

encrypted form usage rights judgnent unit 15 still conducts the judgnent

as destri BewPrbove AHeUE Péﬂstnﬂﬁst%%@@%é?ﬁwpél§ip@ﬁt§1%§he§ée?BYHE@idypt| on

unit 14

25 WD 03/007298 PCT/JP02/ 06943 for the duration that usage of

cont ent SZohgenddgdt0t oben pexherned. =Figrmeadesr ypt-idon Fepreduckganr ed,
n unit 14 sends the content (i.e. content S10) to content output

decryptio

10

15

20

apparatus, display apparatus, etc) that will use content S10
(“usage” here includes reproduction, image display, etc).

The output of the content may be conducted in any
preferred form, examples of which include the serial output
of one pixel of data at a time, or the parallel output of
a plurality of pixel data in blocks. Irrespective of the
output method used, the output of content S10 will require
a certain amount of time. Furthermore, since decryption unit
14 only continues to decrypt content S7 for the duration that
usage permission signal S8 is transmitted, it follows that
output of decrypted content S10 to the external apparatus
by content output unit 16 is also effectively restricted to
the duration of usage permission signal S8, this duration
being the time period shown in remaining usage period S5.

In the case that content S7 read by data select/read
unit 13 is not in encrypted form, usage rights judgment unit
15 still conducts the judgment as described above and

transmits usage permission signal S8 to decryption unit 14
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unit 16 for the duration of usage perm ssion signal S8, and 5 content
output unit 16 outputs content S10 to the external apparatus. The external
appar at uswbas/oer29%li spl ay unit for displaying i nages, andPaTURe0604& erf ace
that has a various keys for receiving instructions froma user relating to
10 comrencenent /term nation of the reproduction. Furthernore, user
instructions relating to the reading of specified content fromthe
recordi ng medium and the termnation of output to the external apparatus

are al so pgif eheediur=a kay rroperathgasorlecheselid ked ihelpyupe® varbeus
met hods according to the present invention of judging whether usage of

Sher P o Eania STy Sehs i opsts MO Yebcouse L Bpdsyohy w1

t he usage perio cont ent ig. art of a

perm tted,ysage judgnent rocessi ng operatio cqrding.to .an embodi ment 1
of the prlgssgpd%sn\%glnet icoor{l,tpe[rﬁce glpé?at Fgﬂ SEanlg)gr%oor r(rjeogltbeyn%s%%%pu i ghts

j udgnent uni, see Fig, 3).,. As shown in Fig,4, usage 2 03/ Q07298
SCTREYE Y TE RS TNANS HEIAS ISt RN RES SECTR A et Ay ot
period S5 of content S7 fromprotected area 23 of recording nedium 21 via

secur @ dafantead/ writpetypint t1 1 § sudputpomontert $hY e i gt eaxvmeradr

remai ni ng usage period S5 is greater
apparatus.

The external apparatus has a display unit for
displaying images, and a user interface that has a various
keys for receiving instructions from a user relating to

10 commencement/termination of the reproduction. Furthermore,
user instructions relating to the reading of specified
content from the recording medium and the termination of
output to the external apparatus are also performed via key
operations.

15 Described below are various methods according to the
present invention of judging whether usage of encrypted
content 87 is permitted, as well as various methods of

updating the usage period of content S7.

20 Embodiment 1

Fig.4 is a flowchart of a permitted usage judgment
processing operation according to an embodiment 1 of the
present invention, the operation being performed by usage

rights judgment unit 15 (see Fig.3). As shown in Fig.4, usage
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5 than zero (step 1001) . If remaining usage period S5 is |less than or
equal to zero (step 1001 = "No") , usage rights judgnent wunit 15 judges
usage to wemwoo72permtted, and if usage perm ssion signalPCE8P(E®e43i g. 3)
is currently being transmtted, usage rights judgnment unit 15 term nates
10 transm ssion of the signal (step 1009) and ends the processing. If
remai ni ng usage period S5 is greater than zero (step 1001 = "Yes") , usage
rights judgnent unit 15 saves remaining usage period S5 in a nmain nmenory

area of theqgeRy ﬁédbﬂéhkahniﬁ]Eﬁ@%%s%ﬂqr%@b@srEgﬁbﬂh&%guﬁgggeH@é£96d35 to
zero, obtains the present time, and saves the present tine in the main

menory aéS?oEf%5$ﬁeﬁ¥ié@nggﬁgfréﬁééEeBiQﬁeéizéSéfo%QQ%&in&ﬁﬁ@&iuﬁights

judgrment unit 1 en i me y wites remaining usage period S5 set to

rero backainig probegted ren 23uiac 20 secure dat g readimidie uahh 12

(step 1003). Xt Tt r1ght ST udgimer nre - btains 't hée ~present
e 1. ARCGHEares (hT0RS TR oRHBP - B Ao SR o et Tt oohas
reached t3 (step 1004)C 2'? WO 03/ 007291531 PCT/ JP02/ 06943r.lf tSZ iis equal to or
exceeds t8hest epreodater NBOY) .ushgeempiphng PaagReRErEAIt SP51FUHGES t hat
usage is not permtted, and if usage perm ssion signal S8 is currently
bei ng trahamdt edualsagezerghtsgutgient “Nai), USager nightesjudgment
unit 15 judges usage to be not permitted, and if usage
permission signal S8 (see Fig.3) is currently beihg
transmitted, usage rights Jjudgment unit 15 terminates
10 transmission of the signal (step 1009) and ends the
processing.
If remaining usage period S5 is greater than zero (step
1001 = “Yes”), usage rights judgment unit 15 saves remaining
usage period S5 in a main memory area of the CPU as initial
15 value zl, sets remaining usage period S5 to zero, obtains
the present time, and saves the present time in the main memory
area of the CPU as usage start time tl (step 1002). Usage
rights judgment unit 15 then immediately writes remaining
usage period S5 set to zero back into protected area 23 via
20 secure data read/write unit 12 (step 1003).
Next, usage rights judgment unit 15 again obtains the
present time (t2), calculates a time t3 by adding initial

value zl to usage start time t1l, and compares t2 to t3 in

order to investigate whether t2 has reached t3 (step 1004).
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5 transm ssion of the signal (step 1009) and ends the processing. If t2 is
yet to reach t3 (step 1004 = "Yes"), usage rights judgnment unit 15 judges
t hat usagwoiog/opeesri tted, and if usage perm ssion signal B8TIIB@Y43
currently being transmtted, usage rights judgnent unit 15 commences 10
transm ssion of the signal (step 1005). Next, usage rights judgnent unit 15
i nvestigates whether the user has elected to term nate usage of content

S7 by operating a reproduction stop key (step 1006) . If usage is stil

bei ng contitngedisusagen T ightsr edeaeat i t(skeplS @t UENsNb0) st aRadR04. | f
usage has been term nated, usage rights judgnent unit 15 obtains the

present t h_»a:r%h@szlpudgﬁ@rp@ kl?l}iecs 1814 8LAR3e e nRe! hgggéZigsnBEepB%E%ea',apsed

bet ween usage start tine and present tine t4,” and sets remaining usage

period SS.ta the nesybl ledaliiabval izl mous el anssd: 29 peplod 22

(step 100 age Tl j udgnent uni then "rewrrtes Teérai ning-usage
period S5, back i.nto protected are 23 .via secure data.read/ wite unit 1.2
(step 100§f?nFEPRFﬁ§ReSus@%ﬁhsﬁ?§§ﬁﬁh P A% p&fh s#én SPEHRAr288S(1009),
and ends the processing. 28 WO 03/007298 PCT/JP02/ 06943 _ Enbodi ment 2
Fig.5 3s STPRERABEICDT of pddif t tédngslagd Stedyme0 2 )pr 6865 sPRESopERSL i on
according to an enbodinent 2 of the 5 present invention, the operation

bei ng per Pspmed Siypdisagle t2 is yet to reach t3 (step 1004 = “Yes”),

usage rights judgment unit 15 judges that usage is permitted,
and if usage permission signal S8 is not currently being
transmitted, usage rights judgment unit 15 commences

10 transmission of the signal (step 1005).
Next, usage rights Jjudgment unit 15 investigates
whether the user has elected to terminate usage of content
S7 by operating a reproduction stop key (step 1006). If usage
is still being continued, usage rights judgment unit 15
15 returns to step 1004. If usage has been terminated, usage
rights judgment unit 15 obtains the present time (t4),
calculates an elapsed period z2 as the period elapsed between
usage start time tl and present time t4, and sets remaining
usage period S5 to the result of initial value z1 minus elapsed
20 period z2 (step 1007). Usage rights judgment unit 15 then
rewrites remaining usage period.SSﬁback into protected area
23 via secure data read/write unit 12 (step 1008), terminates
transmission of usage permission signal S8 (1009), and ends

the processing.
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rights judgment unit 15. As shown in Fig.5, usage rights judgnent unit 15
firstly reads remai ni ng usage period S5 of content S7 from protected area
23 of recwodBfg2pedi um 21 via secure data read/ wite uni PCIAP(RU6043 2000) ,
and investigates 10 whet her remaini ng usage period S5 is greater than zero
(step 2001). If remaining usage period S5 is less than or equal to zero
(step 2001 = "No"), usage rights judgnent unit 15 judges usage to be not
permtted, and if usage permission signal S8 is currently being
transmtted, usage rights 15 judgnment unit 15 term nates transm ssion of
the signal (step 2010) and ends the processing. If remaining usage period
S5 is grealendihnzero (step 2001 = "Yes"), usage rights judgment unit 15
cal cul at es—an—esttmat ed usage period z3 based on an attri bute of encrypted

: I i f ' [
nt ormat i on, oSt APed Uehgb BRFTEA 28 Ty PEETCr el GAYT oA BETOR of Che

i mage information. Next, usage rights judgnment unit 15 saves_ repaiping
usage perP68c§§%H¥qrﬁpﬁﬁ?ﬁlgﬁnﬁ = Qﬁt?h%ncpmgaé%mﬁﬁﬁeﬁ oggtaﬁ
03/ 007298 PCT/JP02/ 06943 value z4, sets remaining usage period S5 to the
r esul t5 of Presietitalinygiiel 9@, nt A8 sORSERFEOE] besage Rrrfoamed bPybuapras the
present tine, and saves the present tinme in the main nenory area of the
CPU as usagghstsarfudgment 5ufdteg 52009 .shsageis Fiightds jushpgentights 15
then imediately wites the set
judgment unit 15 firstly reads remaining usage period S5 of
content 87 from protected area 23 of recording medium 21 via
secure data read/write unit 12 (step 2000), and investigates
10 whether remaining usage period S5 is greater than zero (step
2001). If remaining usage period S5 is less than or equal
to zero (step 2001 = “No”), usage rights judgment unit 15
judges usage to be not permitted, and if usage permission
signal 88 is currently being transmitted, usage rights
15 Jjudgment unit 15 terminates transmission of the signal (step
2010) and ends the processing.
If remaining usage period S5 is greater than zero (step
2001 = “Yes”), usage rights judgment unit 15 calculates an
estimated usage period z3 based on an attribute of encrypted
20 content 87 (step 2002). For example, if content S7 1is
encrypted image information, estimated usage period z3 may
be a reproduction period of the image information.

Next, usage rights judgment unit 15 saves remaining

usage period S5 in the main memory area of the CPU as initial
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remai ni ng usage period S5 back into protected area 23 via secure data
read/ wite unit 12 (step 2004). Next, usage rights judgnent unit 15 again
obt ai ns twe o3por2sent tine (t6), calculates a tine t7 by addrigoxeviimted
10 usage period z3 to usage start tinme t5, and conpares t6 to t7 in order
to investigate whether t6 has reached t7 (step 2005) . If t6 is equal to
or exceeds t7 (step 2005 = "No"), usage rights judgnent unit 15 judges
that usage is not permtted, and if usage perm ssion signal S8 is

currently b bei ng, t saRsNrklad n AR IdOsri ddogentoupht kastarhidwt es
transm ssion of the signal (step 2Z010) and ends the processing. If t6 is

yet to re qﬂtﬁfﬁis$§fu§09§aﬁ'£¥%5"stiﬂg%gﬁiﬁééﬁﬁf%%g%gpegg,y§£%g$§miUdges

that usage Is permtte usage perm ss i
currently hein 2% ransnmitte usa rights 'ug ment it 15 commences
t ransni ssitglne Bgets élttsl?blﬁ%r RS 58‘7568%? p%&?te,dtu 288 aui gﬁ???ﬂbaﬁg‘rﬂryunit 15
i nvestigates wh thrgr he user has elected to term nate usage of_ content
S7 by opedi§hdh ¥ %r%HHC?FoHséigﬁp SEQF Y Sty ZJ‘E)%)ﬂsJ.Ce]PfZQQg@e USG9fD
03/ 007298 PCT/JP02/06943 is still being continued, usage rights judgnent
unit 18 rEdhtss jydemeptoousit | £5uddga hbsnedéatedyniviatiees teagsetri ghts
judgnent unit 15 obtains the present tine (t8), calculates an el apsed
period z5 remateiperisdgel apsédchetndacis usagepstbetctefdnered a3d vhreesent
time t8, and sets remaining
secure data read/write unit 12 (step 2004).
Next, usage rights judgment unit 15 again obtains the
present time (t6), calculates a time t7 by adding estimated
10 usage period z3 to usage start time t5, and compares t6 to
t7 in order to investigate whether t6 has reached t7 (step
2005). If t6 is equal to or exceeds t7 (step 2005 = “No”),
usage rights judgment unit 15 judges that usage is not
permitted, and if usage permission signal S8 is currently
15 being transmitted, usage rights judgment unit 15 terminates
transmission of the signal (step 2010) and ends the
processing. If t6 is yet to reach t7. (step 2005 = “Yes”),
usage rights judgment unit 15 judges that usage is permitted,
and if usage permission signal S8 is not currently being
20 transmitted, wusage rights Jjudgment unit 15 commences
transmission of the signal (step 2006).
Next, usage rights Jjudgment wunit 15 investigates

whether the user has elected to terminate usage of content

S7 by operating a reproduction stop key (step 2007). If usage
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usage period S5 to the result of initial value z4 mnus el apsed period z5
(step 2008). Usage rights judgnent unit 15 then rewites renaining usage
peri od S5wbackoizpg o protected area 23 via secure data readnwporveosnit 12
(step 2009), term nates 10 transm ssion of usage perm ssion signal S8
(2010), and ends the processing. Enbodinment 3 Fig.6 is a flowhart of a
permtted usage judgnent 15 processing operation according to an

enbodi ment 3 of the present invention, the operation being performed by
usage right ss4UdgmBBt ndNi dorddi nisd $hewa gen figh@s yeR@gdr Nt 8it] ydgment
unit 15 firstly reads remai ni ng usage period S5 of "content S7 from

brotect ed ea73 of €60 899, MRE UaLSL i ASPCU Endalacheadiyidd e unit

12 (step 3000), obtains the present tine, and saves the presént time in
t he main Iy, I f.th U.as date_ti t9 (step 3001). ge
rights j u%&%&s uﬁ}lﬁaﬁl%nfcheﬁnﬁvégt iog%g?%lsn\s/\hettr{ﬁeerpr gﬁﬁi%niﬁjgm%sa{ggﬁperi od
S5 is greater thgn zero (step ,3002 31 WO 03/007298 PCT/ JP02/ 06943 |f
o ni ng CESEEH S G0 B3PS 1 9 P bR SegUAIPA Ok £ “HEACRH6E ™  No' )
, usage rights judgnment unit 15 judges usage to be not gerrritte.d,. and if
usage per HSsSicor teiigndlimss tiSsangypresenf: béimegtfransi 6664, reBagaingght s
judgnent unit 15 5 term nates transm ssion of the signal (step 3010) and
ends theusegeeeskhgd 35 toerh miesy lsafe rpierial ved vesz §meatus el hased

period z5 (step 2008). Usage rights judgment unit 15 then

rewrites remaining usage period S5 back into protected area

23 via secure data read/write unit 12 (step 2009), terminates

10 transmission of usage permission signal S8 (2010), and ends

the processing.

Embodiment 3

Fig.6 is a flowchart of a permitted usage judgment

15 processing operation according to an embodiment 3 of the

present invention, the operation being performed by usage

rights judgment unit 15. As shown in Fig.6, usage rights

judgment unit 15 firstly reads remaining usage period S5 of

content S7 from protected area 23 of recording medium 21 via

20 secure data read/write unit 12 (step 3000), obtains the

present time, and saves the present time in the main memory
area of the CPU as updaté time t9 (step 3001).

Usage rights judgment unit 15 then investigates whether

remaining usage period S5 is greater than zero (step 3002).
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zero (step 3002 = "Yes") , usage rights judgnment unit 15 again obtains the
present tine (t10) and calculates a tinme tl1ll (i.e. "next update tine") by
addi ng a woadebapsri ned update period 10 z6 to update tinmePCIIrPexiboc0npar es
t10 to t11 in order to investigate whether t10 has reached tit (step
3003). If t10 is yet to reach tll (step 3003 = "Yes") , usage rights
judgnment unit 15 judges that usage is permitted, and if usage perm ssion
signal S8 is not currently being transmtted, 15 usage rights judgnment unit

15 comenges rbmanshl il%%) péiogi ghals (B8P BR8R) or! &gl t& gaual to or
exceeds t11 (step 3003 = "No") , usage rights judgnment unit 15 subtracts

spdatc P g6;<Sof ot ol 0%, WSBRE PILLGHTR..A00 Shgea Ladalg )

t9 to the esu at'e period

(sage LN ERIAT L 05, LIER (eviuten Unsetntad ot iRl nLgg, poace

peri od S5 Ba "are usage pernrsSion
signal S8 is not currently being  transmtted,  u e.rights judgnent unit
15 CommenCHE £ 583 WSSl A P Jpoo) 68048 F1FAhSn SEFBRYGT UPRE LPgnal
(step 3006). Next, usage rights judgnent unit 15 investigates whet her the
user Hhs EPERLsdtes tteansmatesicagelotheonignel &7tBp dBéFat pRY gnds
reproduction stop key (step 3007) . If usage 5 is still being continued,
usage ri ghhe pudgeestingni £ f16emagningsusagstiepr 30985 Iifs grageetmshbeen
term nated, usage
zero (step 3002 = “Yes”), usage rights judgment unit 15 again
obtains the present time (t10) and calculates a time t1l (i.e.
“next update time”) by adding a predetermined update period
10 z6 to update time t9, and compares tl0 to tll in order to
investigate whether t10 has reached til (step 3003). If t10
is yet to reach t11 (step 3003 = “Yes”), usage rights judgment
unit 15 judges that usage is permitted, and if wusage
permission signal S8 is not currently being transmitted,
15 usage rights judgment unit 15 commences transmission of the
signal (step 3006).

If t10 is equal to or exceeds tll (step 3003 = “No”),
usage rights judgment unit 15 subtracts update period z6 from
remaining usage period S5, and changes update time t9 to the

20 result of update time t9 plus update period z6 (step 3004).
Usage rights judgment unit 15 then rewrites the updated
remaining usage period S5 back into protected area 23 (3005),

and if usage permission signal S8 is not currently being

transmitted, usage rights judgment unit 15 commences
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rights judgnent unit 15 obtains the present tine (t12), calculates an

el apsed period z7 as the period el apsed between the changed update tine t9
and presewD oBione9g 12, and sets 10 renmi ning usage period $8ETUBY(e4x esul t
of remai ning usage period S5 m nus el apsed period z7 (step 3008) . Usage
rights judgment unit 15 then rewites the set remaining usage period S5
back into protected area 23 via secure data read/wite wunit 12 (step
3009), term nates transm ssion of usage 15 perm ssion signal S8 (3010),

and ends thanBrReeSHM®GF AcEer 8i§ballo (kieperdoadi)nent s as descri bed above, a
remai ni ng usage period and a decryption key are recorded together with

encrypted di gi tghyinf %%éo&i%a@s reCRidit RGUM Havidie i gates

aut hentication funcfion, and as result” 20 the decryption and usage of

crct Yo S, SO SyfenaBs JLSS ot B Ui fal) ol gl penne e 9

by the copyright such, I'S poSsSI ol der
and a user_to enter into a contract .regardi digital . Jnforgation that
equit es. S35 R Teat FORTOR ot SERE R SR A5 0s TR %05 06043
usage rights are set so as to restrict the usage periqd of the digital

i nf orrfat i 68, Sdsiiln PRENEaSONGFINHRbo/ EBREFENEIR L § o) UdgBRPIte UHd tRus no

| onger require the purchase of the digital information. 5 Furthernore, the
secure daratpead/ wa tscamiiO@an be usagachareders parwia ey, oisage

foll owi ng three nethods of
rights Jjudgment unit 15 obtains the present time (tl12),

calculates an elapsed period z7 as the period élapsed between
the changed update time t9 and present time tl2, and sets
10 remaining usage period S5 to the result of remaining usage
period S5 minus elapsed period z7 (step 3008). Usage rights
judgment unit 15 then rewrites the set remaining usage period
S5 back into protected area 23 via secure data read/write
unit 12 (step 3009), terminates transmission of usage

15 permission signal S8 (3010), and ends the processing.
According to the embodiments as described above, a
remaining usage period and a decryption key are recorded
together with encrypted digital information on a recording
medium having an authentication function, and as a result
20 the decryption and usage of encrypted contents can be
restricted to the duration of a usage period set by the
copyright holder. As such, it is possible for a copyright
holder and a user to enter into a contract regarding digital

information that requires copyright protection, in which the
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updating the remai ning usage period: 1, the remai ning usage period may be
set to zero at the usage start tine, and then wupdated at the usage stop
ti me basewoamn/ovtres act ual usage 10 period; 2, an esti natedpPesdge/@e43 od nay
be subtracted from the remaining usage period at the usage start tinme, and
the remaining usage period then updated at the usage stop tine based on
the actual usage period; 3, the remaining usage period nay be updated at
regul ar update periods based on the 15 actual usage period at the tine of

ypdating:uggggerg@@%g RGe @%&h%Qﬁa%!ﬂ@NﬂE§tﬁiE%rﬁH@“J&&?eH@@ﬁfoaeéde
information fo bé updated to show (i) a tinme period that i's shorter than

the di 11 eraacs; hetueensBe,Leminl ng unARePerLod, Py Mod pepupdatifng and

t he actua perio t'he dontent up un I M o ating,
or (ii) a.tine period obtajined b subtracting_a predeterm ned pﬂ@te
peri o0 1 BTt RESFBhaT Y CUSSgRopbr T80 ob &Ry F Fnb e bF BHEEer M B0 updat e
period elapses. As a resulJt, the remaining usage period can be reliably
updat ed eFeH1lMAen WP eRacts are attenpted by 34 WD 03/007298
PCT/ JP02/ 06943 a user, such as suddenly turning off the power supply or
di scorfhecting therktbesmairey o WIRIWeen dabacsprpetrddadiunit apparaeus
i medi ately after conpleting usage of the content. Moreover, because the
renai ni ngstsagéuped td, ppriforn eny apdabhénfol soupdgt Bdree methodspefi od
that is shorter than the tine period obtained by subtracting the actual
usage updating the remaining usage period: 1, the remaining usage
period may be set to zero at the usage start time, and then
updated at the usage stop time based on the actual usage
10 period; 2, an estimated usage period may be subtracted from
the remaining usage period at the usage start time, and the
remaining usage period then updated at the usage stop time
based on the actual usage period; 3, the remaining usage
period may be updated at regular update periods based on the
15 actual usage period at the time of updating. These updating
methods allow for the remaining usage period information to
be updated to show (i) a time period that is shorter than
the difference between the remaining usage period prior to
updating and the actual output period of the content up until
20 the time of updating, or (ii) a time period obtained by
subtracting a predetermined update period from the remaining
usage period every time the predetermined update period

elapses. As a result, the remaining usage period can be

reliably updated even when malevolent acts are attempted by
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period fromthe original remaining usage period, the type of nalevol ent
acts by the user described above prove to be ineffective. As such, it is
possi bl e wo oawei2gs t he i nterests 10 of the copyright hol dePCyaPo06943
conprom sed by the usage period of the copyrighted digital information

bei ng extended w thout authorization. Variations 15 The present invention
is, of course, not limted to the enbodinents described above. Variations
of the enbodinments are permssible so long as they remain within the

techni cal 5 seepe ofutheaknvelldedn.y Eéﬁ?f?@iﬁ?YO‘fﬁr itd ANswdd) stfpl ) oare

gi ven bel ow. 20 (1) In t he above enbodi the content is described as

bei ng i mag{g %tane ecrhe %ﬁ%g‘le(al vﬁ& Lls -8A+Lhe r%ﬁ[ﬁhﬁ‘t ont

usage perlo my a atlvel cte respect to the co
being a publ i catl on g t nchf 31% 9_3/ 007298 P /JePOZIg 9 t he
like. (2)2PR% e %8@5‘6 oael e a~ %] Hg\oéc r'énar ﬁ?ﬁg usg?gecorp1 Fi d is
descri bed_as corresp%nds to a 1§1| ngI e content folder ri r}%&a pl ural ity
of contenMé’reIQ(W?éR/er S& 34y ENPentf AR hB L 0agesS paFi d%?%?/g
correspond to pl ural of content folders, or a plurality of remal ni ng
usage ger U@@@W bles Lﬁ?ﬂf{at%dcbiar aspéne eecicsl gt ih ahprbesl thanof
contents

the time period obtained by subtracting the actual usage

period from the original remaining usage period, the type
of malevolent acts by the user described above prove to be
ineffective. As such, it is possible to avoid the interests
10 of the copyright holder being compromised by the usage period
of the copyrighted digital information being extended

without authorization.

Variations

15 The present invention is, of course, not limited to the
embodiments described above. Variations of the embodiments
are permissible so long as they remain within the technical
scope of the invention. Exemplary variations (1) to (8) are
given below.

20
(1) In the above embodiments, the content is described as
being image data. However, usage restriction controls on the
remaining usage period may alternatively be conducted with

respect to the content being a publication, audio data, and
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in a content folder. 10 (3) It is possible for the renmaining usage period
to be displayed on a display unit of the reproduction apparatus so as to
notify a weas/oof29¢hanges in the remai ning usage period decragoassage of the
content. 15 (4) In the above enbodi ments, updating nmethods are described
that allow for the remaining usage period to be reliably updated, even if
mal evol ent acts are attenpted by a user, such as suddenly turning off the
power supply or 20 disconnecting the recording nediumfromthe content
readi ng appraratis, i nedi ately after conpleting usage of the content.
However, it is alternatively possible to introduce neasures that |ock the
power supply switch key or prevent the recording nediumfrom being
di sconnected fromthe apparatus until after 36 WO 03/007298 PCT/JP02/ 06943
The above enbodi nents

conpl etio ft dat rocessi ng. are

descri bedn(izﬁ te?ﬁsucg}e cag?lggﬁt e”%t?t%ﬁrfe(rgeesi’ ’ngacgﬁtn_rg 9 e]ae%"illl?i"%ﬂsﬂﬁstaﬁeng
docrypt i OMSHT 18 IFPUATERS 7 G0 LR 0RHAE (hFery PULEE BB A SRR ¢ h
ecr i o : , [ e
contgﬁt out put, by havi ng_usage rights Lud ment unit 15 transmt the usage
per mi s&i o tSIGHKl asBlusadadiivenf RAPRRLS udlAWL6eF atth 6 NN rEBAAPANIdon uni t

14.
usage periodmay be set to correspond to a plurality of content

folders, or a plurality of remaining usage periods may be
set to correspond one-to-one with a plurality of contents

in a content folder.

10
(3) It is possible for the remaining usage period to be
displayed on a display unit of the reproduction apparatus
so as tonotify a user of changes in the remaining usage period
during usage of the content.

15

(4) In the above embodiments, updating methods are
described that allow for the remaining usage period to be
reliably updated, even if malevolent acts are attempted by
a user, such as suddenly turning off the power supply or
20 disconnecting the recording medium from the content reading
-apparatus immediately after completing usage of the content.
However, it is alternatively possible to introduce measures
that lock the power supply switch key or prevent the recording

medium from being disconnected from the apparatus until after
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10 Furthernore, in the above enbodi nents, content output to an external
apparatus (e.g. a reproduction apparatus) is described as being term nated
when t he wotogab7288age peri od exceeds the permtted usagePgarPaioepecor ded
in the recording nediumas secure data. However, it is alternatively
possible 15 to term nate the operation of a unit (e.g. reproduction unit,

di splay unit, etc) conducting reproduction and/or image display in the
external apparatus when the actual usage period exceeds the permtted

usage perid@shpBeoi dodoifn thize ugReY dbg-a®diyg. I n other words, usage
rights judgnment unit 20 15 may read remai ni ng usage period S5 from

protected area 23 via secure data read/wite unit 12, judge whet her usage
of content S7 is pernitted and transmt usage pernission signal S8 to the

unit in th ext al r.the dura hat usa nt S7
7 iy WS St e L e

e usage reproduc e
unit in tr?élfe‘%“e ]ﬁgimapﬁa‘%ﬁ%uc ble P ml&féd?q FIRES dRPARLSE 1at
usage perm ssion signal S8 is transnltted 5 (6) In the above enbodi nents,
usage EontF AR he3P Herom orerge cBLl Byt Ei Y udEBend Hgik pPuisl PEgroPtRAre&Key

Entry areas to correspond one-to-one with the plurality of content
fol ders, amdit hb. iHovaeeusags periaddeep@ricseyrpogsihéeuse control

the content output by having usage rights judgment unit 15
transmit the usage permission signal S8 to content output
unit 16 rather than decryption unit 14.

10 Furthermore, in the above embodiments, content output
to an external apparatus (e.g. a reproduction apparatus) is
described as being terminated when the actual usage period
exceeds the permitted usage period recorded in the recording
medium as secure data. However, it is alternatively possible

15 to terminate the operation of a unit (e.g. reproduction unit,
display unit, etc) conducting reproduction and/or image
display in the external apparatus when the actual usage
period exceeds the permitted usage period recorded in the
recording medium. In other words, usage rights judgment unit

20 15 may read remaining usage period S5 from protected area
23 via secure data read/write unit 12, judge whether usage
of content S7 is permitted, and transmit usage permission
signal S8 to the unit in the external apparatus for the

duration that usage of content S7 is judged to be permitted.
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10 of content in one of the content folders, the other contents in the
content folder also can no | onger be used, (ii) setting a single renmaining
usage perwod3ien2eorrespond to a plurality of content fol dergpozosdsx hus if
the usage period expires during the use of content in one of the content
folders, 15 contents in the other content folder also can no | onger be
used, and (iii) setting a plurality of remaining usage periods to
correspond one-to-one with the plurality of contents in a content folder.

However, iAsi® 2és@IBAL tHel VisapesSidle. teprovhdeidnsakgrlgat i@ginig, in the
content reading 20 apparatus that is operable to sumthe remai ning usage

periods shown di doma G+ feer %rﬁ]}étﬂlee&§§t0{n reqRId %ﬁg%%%gﬁﬂét s can.

information, and to control t usage restrictions

val ue. As r ; peat e : ntent _ frequently used b he
user is pokssaesixgﬁ%égfﬁ%{% %‘g/%%%z%%}%@# %‘Pﬁ%‘a 65%§ge($%rfﬂﬁsesyﬁ1§’5]disﬁgﬁ{a][2,
estinatedfﬂ%gge ﬁeriod.é% calculated in step 2002 may be set to the sane
val ue as remathi hg?BSRYE Seriod S5 (i.e. initial value z4) in the event
that z3 exceeds 5 z4. Estimated usage period z3 may al so be set at a val ue
designéted by the content provider. O alternatively, type-based (e.qg.
novies, nmusic, etc) information relating to content continually used by
t he user c@ be Iai ihai nedoveo emdodsmentted wsage pednbdoi8 megyt Hen set
in accordance with

conducted by (i) providing a plurality of Rule&Key Entry

areas to correspond one-to-one with the plurality of content
folders, and thus if the usage period expires during the use
10 of content in one of the content folders, the other contents
in the content folder also can no longer be used, (ii) setting
a single remaining usage period to correspond to a plurality
of content folders, and thus if the usage period expires
during the use of content in one of the content folders,
15 contents in the other content folder also can no longer be
used, and (iii) setting a plurality of remaining usage
periods to correspond one-to-one with the plurality of
contents in a content folder. However, it is alternatively
possible to provide a calculation unit in the content reading
20 apparatus that is operable to sum the remaining usage periods
shown in two different pieces of remaining usage period
information, and to control the usage restrictions based on
the obtained value. As a result, the repeated use of content

frequently used by the user is possible.
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this information. Furthernore, if content reading apparatus 1 is portable,
estimated usage period z3 may be set, for exanple, in accordance with
remai ni ngwbaswenys power. 15 (8) In the above enbodi ments, PCRAPCRIBHLR er
program for realizing the operations of a content reading apparatus may

be stored in a storage nedium distributed on the storage nedium and then
installed for use in a content reading apparatus. 20 | NDUSTRI AL

APPLI CABI LI TY The present invention is particularly applicable as an
apparatus for reading digital information such as inage infornmation and
audi o information recorded on a recording 39 WO 03/007298 PCT/JP02/ 06943

medi um  40(WD 03700455 BT PO/ 0603 ChAL MY, d A £981 £81- 183 D0eq

appar atus conprising: a content readlng uni t opera le to read a content

from a " eEoTaid ) Wa B R3S cLeCRLAEdnLIPL #oR 10 GO0t £ AN, 2 @

pi ece of renalnlng usage erlo ornatlon OW Ng a Tenarn
e o of LD STy, % SRS 0T T, Ol a0 et sl
record%ng gEoluntls
Estimated usage period z3 may also be set at a value
designated by the content provider. Or alternatively,
type-based (e.g. movies, music, etc) information relating
to content continually used by the user can be maintained,
10 and estimated usage period z3 may then set in accordance with
this information. Furthermore, if content reading apparatus
1 is portable, estimated usage period z3 may be set, for

example, in accordance with remaining battery power.

15 (8) In the above embodiments, the computer program for
realizing the operations of a content reading apparatus may
be stored in a storage medium, distributed on the storage
medium, and then installed for use in a content reading
apparatus.

20
INDUSTRIAL APPLICABILITY

The present invention is particularly applicable as an
apparatus for reading digital information such as image

information and audio information recorded on a recording
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connected thereto, and a protected area in which the 10 renuai ning usage
period information is recorded and which is accessible by the content
readi ng awpasab1zss only when the content readi ng appar at uCTago@ess

aut henticated by the authentication circuit; a remaining usage period
information reading unit 15 operable to read the remai ning usage period
information from the recording nmedium a content output unit operable to
output the read content to an external apparatus; and an out put

term nati oredinth. operable to termnate the 20 content output if an el apsed
period froma start of the content output is equal to or exceeds the
remai ni ng usage period shown in the read remaining usage period
information. 2. The content reading apparatus of claim1, further 41 WO
03/ 007298 PCT/ JP02/ 06943 conprising: an update unit operable to update the
remai ni ng usage period information so as to show the remai ni ng usage
period as being less than the difference between the remi ning usage 5
period shown in the renmai ni ng usage period information prior to the
updati ng and an out put period fromthe start of the content output until a
time of the updating, wherein the output termnation unit term nates the
content output when the el apsed period fromthe start of the content
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10 output is equal to or exceeds the remai ning usage period shown in the
remai ni ng usage period information prior to the wupdating. 3. The content
readi ng awpasaozes of claim 2, wherein 15 the update unit PapdRIZ®IIE
remai ni ng usage period information so as to show the remai ni ng usage
period as having a zero value, and at a conpletion of the content output,
reupdat es the remai ni ng usage period information based on an output period
fromthe start until the conpletion of the 20 content output. 4. The
content readi ng apparatus of claim Zgrxf@gein the update unit updates the
remai ni ng usage period information before a conpletion of a predeterm ned

period 42 WO 03@0%@%%}d%g?%{é?%g?%éﬁarggugo@gﬁg$%%§#§u so as to show the

remai ni ng usage perio ence betwe emai ni ng usage
peri od shown i he.remaj.ni sage. period information prior to_the
updat i ng and th% %?gagggrﬁ?ﬁegnééP|65 %?eﬁ%ﬁ#8h¥o6ﬁF% & CERE S G rgm

conpl etion of the.content, output,, reupdate h remai ni ng usage perjod
infornatiShr8§§§§l@ﬁ7gﬁgﬁﬁpb%ga%é??% e??%ék%*ﬁ?%ﬁ%ﬁ?‘{hﬁiqonFﬁ%“béﬁﬁletion
of the_content output. 5. The content reading apparatus of claim]l,
furthe? FoRWPRI Sfndremmi Gt ESadet Repeked| enfermaddiaa t Heovbhdi /i ng

usage period information for every |apse of a predeterm ned update
remaining usage period of the content, the recording medium

including an authentication circuit for authenticating the
content reading apparatus when the recording medium is
connected thereto, and a protected area in which the
10 remaining usage period information is recorded and which is
accessible by the content reading apparatus only when the
content reading apparatus has been authenticated by the
authentication circuit;
a remaining usage period information reading unit
15 operable to read the remaining usage period information from
the recording medium;
a content output unit operable to output the read
content to an external apparatus; and
an output termination unit operable to terminate the
20 content output if an elapsed period froma start of the content
output is equal to or exceeds the remaining usage period shown

in the read remaining usage period information.
2. The content reading apparatus of claim 1, further
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period so as to show the renmai ni ng usage period as being the difference
bet ween the remai ni ng usage period shown in the 15 remai ni ng usage period

i nfornmat iwo opiodpst o the updating and the predeterm ned rpdare/(esi od,
wherein the output termnation unit termnates the content output when the
el apsed period fromthe start of the content output is equal to or exceeds
the remai ni ng usage period shown 20 in the remai ning usage period
information prior to the wupdating. 6. The content readi ng apparatus of any
of clains ébﬁﬁkﬁgiﬁgﬁther conprising: 43 WO 03/007298 PCT/ JP02/ 06943 a
term nation instruction reception unit operable to receive an instruction

froma user to tgr G#J&{%ttee the QLN 1 D Lttoglé?da‘#ﬁéertgdné; ﬁ%grl%ti%rpgﬁgl[sia&e

termnation unit term nates the content ut put erm

instructiqQn s receLv the termnation.instructi.on reception .unjt,
even if tHe & %(frl)slgn O%Ig?}?%ansis%caes e Sg’toﬂ {%hoef rteﬂ?%ﬁ%ﬁjtsaofﬁ ébl?trji%&l ess
than the remi,ni ng usage riod,shown in the read remaini ng usage period
i nf or mati Gt PEAGI1 e?ﬁgtg%fg 3&%2%@&%&3%%&@ BRE i GTRINFIIRG Ut i on
of the term nation instruction fromthe user, the remaining usage period
i nf or mat | AP HeRSFNG A Nobh B Ut STRRERBHT fHHY € e k9@ i fsfridel e Mmmr out put
until the reception of the

to the updating and an output period from the start of the

content output until a time of the updating, wherein
the output termination unit terminates the content
output when the elapsed.period,from.the start of the content
10 output is equal to or exceeds the remaining usage period shown

in the remaining usage period information prior to the

updating.
3. The content reading apparatus of claim 2, wherein
15 the update unit updates the remaining usage period

information so as to show the remaining usage period as having
a zero value, and at a completion of the content output,
reupdates the remaining usage period information based on
an output period from the start until the completion of the

20 content output.

4, The content reading apparatus of claim 2, wherein
the update unit updates the remaining usage period

information before a completion of a predetermined period
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termnation instruction. 15 7. The content readi ng apparatus of claim1,
wherein the recording nmedium has recorded thereon a plurality of contents
and pl ur awops@erss of renmai ni ng usage period information tratPexreespond
one-to-one with the plurality 20 of contents, and the output term nation
unit termnates the content output if the elapsed period fromthe start of
the content output is equal to or exceeds the renaining usage period

shown in a correspondi ng pi ece of renmining usage period 44 W 03/007298

PCT/ JP02/ 8943 n tieHtOIdmig . s 8.asTheo EHB®NEh & e@@&h@ﬂn@ﬁgaﬁgbgé pbrelai m 1,
wherein the recording medi um has recorded thereon a plurality 5 of

contents depleupale LGRS i nd i LAf KO t
correspon%g(F?eoﬁgﬁ?g{one\Jﬁﬁgtﬂe n%?%rai|tgngﬁﬁcgﬁ?g%tgég?%P)gFg%g

sel ected ural it f .t con t il -t0-0n i th e.pluralit
of contentt G fetibling ¢ BREGR b st e Rl Bt el em
reading a rat.us further conprjses., a rennining_usage periqd calcul ation
Uit oper SBCAIST gl BEPanerRr HeCniage BRT 00 Shonirar o e She
remai ni ng usage period information and a remai ni ng usage period shown in
anot he? pRéceofcoibfhiiAl WRhgdser cod teftor RitiRvit, reupdates the

remaining usage period information based on an output period

from the start until the completion of the content output.

5. The content reading apparatus of claim 1, further
10 comprising:
an update unit operable to update the remaining usage
period information for every lapse of a predetermined update
period so as to show the remaining usage period as being the
difference between the remaining usage period shown in the
15 remaining usage period information prior to the updating and
the predetermined update period, wherein
the output termination unit terminates the content
output when the elapsed period from the start of the content
output is equal to or exceeds the remaining usage period shown
20 in the remaining usage period information prior to the

updating.

6. The content reading apparatus of any of claims 3 to 5

further comprising:
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15 9. The

plurality
recordi ng

content reading apparatus of claim1, wherein the recording
medi um has recorded thereon a plurality of contents and plural pieces of
remai ni ngwolagen2peri od information that correspond one-t ®COIR02MHIB t

20 of contents, the plurality of contents is recorded on t
medi umin encrypted form the recordi ng nedi um has further

he
he

recorded thereon a plurality of decryption keys that correspond one-to-one
with 45 WD 03/007298 PCT/JP02/ 06943 the encrypted contents, the content

readi ng appar at us ddihinest COAPLASESucR iGRC HREIE dNivdn P &1 0 ds
each encrypted content using the decryption key corresponding to the

encrypted
content t

FORLEPL., aﬁ“ﬁn%@fu@@ﬁ%ﬁnkrgﬁtQq¥%ePLEoCﬁgﬁﬂﬁﬁéEQQjﬂgQﬂy é%g%

) the ext ernal "appar at us content readi ng appar

claim1l, w€§£ |n tﬁgeE@g_recordlng medi um i ncludes a user area that h

recorded t

e plurallty of encrypted contents, a plurallty of

d tion ke s orres i one-tp-one With the Iurall of encr
cgﬁ[gﬁts are y ?d%H %:£§HW%R%E}%H HP&&:&ﬁﬁﬂ+ﬁ% %Ftﬁ ﬁlﬁgﬂ ?ﬁ%

renalnlng

10

15

20

usage perlod |nfornat|on correspondi ng one-to-one
output when a termination instruction is received by the

termination instruction reception unit, even if the elapsed
period since the start of the content output is less than
the remaining usage period shown in the read remaining usage
period information, and

the update unit reupdates, at a time of the reception
of the termination instruction from the user, the remaining
usage period information based on an output period from the
start of the content output until the reception of the

termination instruction.

7. The content reading apparatus of claim 1, wherein

the recording medium has recorded thereon a plurality
of contents and plural pieces of remaining usage period
information that correspond one-to-one with the plurality
of contents, and

the output termination unit terminates the content
output if the elapsed period from the start of the content
output is equal to or exceeds the remaining usage period

shown in a corresponding piece of remaining usage period

44
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with the plurality of encrypted contents, the content readi ng apparatus
further conprises: a decryption unit operable to decrypt each encrypted
cont ent uworg/ove8 decrypti on key corresponding to the 20PERAPYIIcOLH
content, and the content output unit outputs the decrypted content to the
external apparatus. 11. A content reproduction apparatus conprising: 46 WO
03/ 007298 PCT/ JP02/ 06943 a content reading unit operable to read a content
from a recording mediumthat has recorded thereon the content and a piece
of remai ningfosageiperi od information showing a renaining usage period of
the content, the recording nmediumb5 including an authentication circuit for
authenticating the content reproduction apparatus when the recording
mediumis connected thereto, and a protected area in which the renaining

d fi d s i bl .t he
Eiﬁ?inf’eigﬁrohgéﬁ%ﬁ%ﬁ%ﬁ#% E§8§%ﬂ§ @?%‘ilf%‘sﬁ% t fg ??Pgﬁsuct. on
t h t icate e aut he ion C
?gﬁglr ﬁl ﬁ; ugzgeetgle%r %%é: | r# %5[{ |dcfhur¥&?(ﬁ ng cl?rﬁ({] & &g Péé’d—lttrié

remai ni.ng a eriod infor n from the recording medium 15 a
repr od Ctlgi gﬂPEeﬂﬁérﬁﬁ F@ r BdGEE T hef r és9aisdmenesagadperiod

information that correspond (i) one-to-one with the
plurality of contents, (ii) to a selected plurality of the
contents, or (iii) one-to-one with the plurality of contents
and to a selected plurality of the contents,

10 the content reading apparatus further comprises:

a remaining usage period calculation unit operable to
sum a remaining usage period shown in one piece of remaining
usage period information and a remaining usage period shown
in another piece of remaining usage period information.

15
9. The content reading apparatus of claim 1, wherein
the recording medium has recorded thereon a plurality
of contents and plural pieces of remaining usage period
information that correspond one-to-one with the plurality
20 of contents,

the plurality of contents is recorded on the recording
medium in encrypted form,

the recording medium has further recorded thereon a

plurality of decryption keys that correspond one-to-one with
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a reproduction termnation unit operable to term nate the content
reproduction if an el apsed period froma start of the content reproduction
i s equal woosnoeageeds the 20 renmai ni ng usage period showrCraPoeosead
remai ni ng usage period information. 12. A conputer programfor having a
content reading apparatus that includes a CPU control a content output,

47 WO 03/007298 PCT/ JP02/ 06943 conprising: a content reading step of
reading a content froma recording nmediumthat has recorded thereon the
cont ent andhe aepteyptefl c@mdianitng, usage period i nformati on showing a 5
remai ni ng usage period of the content, the recording nedium including an

aut henti cati on mh&nnénﬁ@ntauéhdﬁh@0®®pﬁld&&s fentBet ceafiMigeapparat us
when the recording mediumis connected thereto, and a protected area in

whi ch the remaiidetMgeEEoRenh o8 bPELEBALI €8 ugcm dedand Wy n;%ras 10

accessi bl e by the content reading apparatus only the conte eadi ng

appar at us hase been aul thntefféat 8E Oy n a%?eg&agfé%gg& id 1o 8he

renmai ni ng usage perio nformation-reading s he rena|n|ng
usage erl ?é Qn fromth 15 recordi ng nedium a content out put
step o OJ% éga%e F&g 'cShitent to an external appar atus; and

the content output unit outputs the decrypted content

to the external apparatus.

10. The content reading apparatus of claim 1, wherein
10 the recording medium includes a user area that has
recorded therein the plurality of encrypted contents,

a plurality of decryption keys corresponding
one-to-one with the plurality of encrypted contents are
recorded in the protected area together with plural pieces

15 remaining usage period information corresponding one-to-one
with the plurality of encrypted contents,

the content reading apparatus further comprises:

a decryption unit operable to decrypt each encrypted
content using~ the decryption key corresponding to the

20 encrypted content, and
the content output unit outputs the decrypted content

to the external apparatus.

11. A content reproduction apparatus comprising:
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an output termnation step of termnating the content output if an el apsed
period froma start of the content output 20 is equal to or exceeds the
remai ni ngwogiager2peri od shown in the read remai ni ng usage POEIPAG6I43
information. 13. A conputer-readabl e storage nedium storing a conputer
program for having a content reading apparatus that includes 48 WO
03/007298 PCT/JP02/ 06943 a CPU control a content output, the conputer
program conprising: a content reading step of reading a content froma
recordi ng nedi um tdrattdras resxbime dit e opardbdle dantrertd andonbeatpfece of
remai ni ng usage period informati on showi ng a renmai ni ng usage period of the
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connected thereto, and a protected area in which the
remaining usage period information is recorded and which is
accessible by the content reproduction apparatus only when
10 the content reproduction apparatus has.been authenticated
by the authentication circuit;

a remaining usage period information reading unit
operable to read the remaining usage period information from
the recording medium;

15 a reproduction unit operable to reproduce the read
content; and

a reproduction termination unit operable to terminate
the content reproduction if an elapsed period from a start
of the content reproduction is equal to or exceeds the

20 remaining usage period shown in the read remaining usage

period information.

12. A computer program for having a content reading

apparatus that includes a CPU control a content output,
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an output termnation step of termnating the content 20 output if an

el apsed period froma start of the content output is equal to or exceeds
t he renmaiwDrg/oo=egie peri od shown in the read renai ni ng uPEegaPaREr6D4d

i nformation. 49

comprising:
a content reading step of reading a content from a
recording medium that has recorded thereon the content and
a piece of remaining usage period information showing a
5 remaining usage period of the content, the recording medium
including an authentication circuit for authenticating the
content reading apparatus when the recording medium is
connected thereto, and a protected area in which the
remaining usage period information is recorded and which is
10 accessible by the content reading apparatus only when the
content reading apparatus has been authenticated by the
authentication circuit;
a remaining usage period information reading step of
reading the remaining usage period information from the
15 recording medium;
a content output step of outputting the read content
to an external apparatus; and
an output termination step of terminating the content
output if an elapsed period from a start of the content output
20 is equal to or exceeds the remaining usage period shown in

the read remaining usage period information.

13. A computer-readable storage medium storing a computer

program for having a content reading apparatus that includes
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a CPU control a content output, the computer program
comprising:

a content reading step of reading a content from a
recording medium that has recorded thereon the content and
a. plece of remaining usage period information showing a
remaining usage period of the content, the recording medium
including an authentication circuit for authenticating the
content reading apparatus when the recording medium is
connected thereto, and a protected area in which the
remaining usage period information is recorded and which is
accessible by the content reading apparatus only when the
content reading apparatus has been authenticated by the
authentication circuit;

a remaining usage period information reading step of
reading the remaining usage period information from the
recording medium;

a content output step of outputting the read content
to an external apparatus; and

an output termination step of terminating the content
output if an elapsed period from a start of the content output
is equal to or exceeds the remaining usage period shown in

the read remaining usage period information.
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