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DOCUMENT VERI FI CATI ON USI NG DYNAM C DOCUMENT
| DENTI FI CATI ON FRAMEWORK TECHNI CAL FI ELD [ 0001] The

WO pwentioeh rel ates to conput er-aided identifi cBECT/U820881083163
val i dation of security docunents, such as passports,
driver's licenses, birth certificates, or financial
docunents, using a flexible docunent verification
framewor k. BACKGROUND [ 0002] Conput er - ai ded techni ques

are | ncr easi nolyo PEIBNISPRRIAICAPION TSNt 1 Ty,
val i date, and extract 1 nformation fromsecurity
docuneDYNAMIC BPOEUMENEHENTNIFICATIONHRANMEWORK

such as ePassport readers, are nore conmonly being
depl oyed to read and confirmthe authenticity of

security documents. EXBRPNCAE FEED ity docunents
, r . X ! .
O4TE T SRR R S B PPy R Wonl R AR AR oF socurit
dodunnanng isadh dqasyperts,siriveos lisases, daduedrtificatksc omnimingial tb@ments,
1 CAQ (I nternational_ Ci.vig Aviation O ganization)
usigg gifleybde document Veﬁ%fae%%fr@nfwﬂﬁ- dentifying security
docunments with conputer-ai ded techni ques. For other
security docunents, no standards exist that specify

procedures by which a ~aided techni que may
identify non ICI()conpﬁggﬁgkgég rity docunents. [0003]

I eneral , before the authenticity of given |
0003 %metea@e@f?ﬁfé?&hnwﬁs H@_l%?ﬁsi‘}giéé ing H%ﬁ_%ttg? [5aptpe, identify,
valpdatd! ralhﬁ ¥x (R WIS Ma ti8H Fonf kécﬁﬁt;b(;ifochgl%ﬂtts.' ‘Fble&dani: &, security

exanpl e, sone nodern security docunment readers support
documyent r@idyrsofuctiiap ERaseprirt teppeas, aé meecumimynlgdeumgeiepbycd to read

uch. as. passports i.ssue vario states or .
an iR B AR 1 ST e e oG 0h sty documents
incHReWPaBports, Sréiit @ids) 8D thitls RERSPYlitensb O birBX &FfiSutes, Eommercial
nmust first be determ ned which specific country and

papess, ghé hingricig alospoents.i Eoyemsgeeawrith daeunentsdhe ICAO (International

- Aut,hent | i on . of Briti rt.may require .
Cig VARG ki) PaPids - SRoERPRARES Rl RN Mfury o

doélinfidrey @th cp@pliteenigdedicchiqu@abspshér sebhaity dboumaxamplseindards
an Australian passport. Mre specifically, in order to

cxigithplepesiBaprocefiuresdivetibich @ compuipr-gised frehpigue may adqutify yon
_%Eﬁp oy a wide variety of

Icgﬁgorl Eﬁggﬁﬁﬁ@rggﬁﬁgﬂghose anal yzi ng docunent si zes,

[0008a1n gericrdgefartttier ashenaindy bf agivienfarunigt danneot taadicawbnfirmed,

BTNk 5t Py P S8 R BhE Lo sy

do&RRSS readbd sﬁi:i%]o@t £0iRSy of §0RAEN: (Thes R dBburhédtS tsuch as

i dentifying e type of security docunent may present

pasaports issued by various states or countries. In order to confirm that a security
document is an authentic passport, for example, it must first be determined which specific
country and version of passport is being authenticated. Authentication of a British
passport may require application of different algorithms and/or analysis of different
portions of the passport than, for example, an Australian passport. More specifically, in
order to authenticate different security documents, a security document reader may employ

a wide variety of algorithms, including those analyzing document sizes, static image
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significant challenge for non | CAG conpli ant

docunents. One approach is to require an operator to
woremearddg7 sel ect the type of security docunmentP@F/US2008/¢83163

processi ng the docunent to confirmits authenticity.

Thi s approach, however, can be manually intensive and

prone to error in envi ronment s t hat processes high

PagsRu RS / o InfuEtipl goligstad feam specifuistions pa thradqcymreyt and / or
t I In an

T e

[000de ﬂ‘he bmcbis&)ftﬂ,tmed@ftlfﬂeg tiral thyye dfx{eumreﬂytdoctinM\tMy present a

Slg(lﬁl Icgnt ¢ ﬁ%ﬂgm §I‘hlg%]f L&;(:A:(a-)acr 7 hé{%ldi%gl!ll’ln 80 h%%pﬁrgac%aits gorr(eequire an
opél’%!‘@o'fJ %hl‘f@&tl %@leétytﬁé ﬁ{ﬁe'@)ﬁec@ﬁtf&@&h&ﬁl bi¥orRb chc%&%‘githk Qocument

apply a f t algorithmto test for a first type o
to gedimmi 1tswud®otmeyntThls ippréexht esvevienichs be nheudtyuutmmwe and prone

aut henti.cati on a es .a se orlth
to QR P DA Du oy lwg}emﬁﬁwaw St o o
[005P %@t%ﬁlaﬁ%lsﬂ duem dom @éﬂ%@c&@@edﬂﬂtqules ? be @.ﬁ]%_ﬁddtlﬁ an atternpt to
document is either identified or rejec he ri

auteenatieadlyangemi-guiotat ety lémmzfeé@ tmge 0 mumt@qi@pu@@lntbgiowever to
datte hi Iu%h %e%c%mg%lesaﬁ’g ;zj)?cgam%‘ss’?'a @Chll n%@ ({1 |1r1t§1§dﬁi o{ie%ﬁnaeg? gir’llgg 1S, a

domm@e aut@éntttiafibesy8Rim 6ag lbaefahcztlmﬁ gra@imiedappliyrd first 41€orithm
scal ability of such a system_ SUVMVARY l[‘h 006] In

to tgarfer afirst e af neaimty eerumsinht Kéhe igstiaih Micpeymepfrauthentication

sydlf n%[#lfe's %%%&cﬁfa tl\{rﬁ'tb I fo?ReRhd gﬁa“e‘{ﬁ*sééﬁrﬂ;? GRS This static
or e genera art IC according to an

proexdsanatiiies,in eécfuen:oeamtll tl&mdcd’;t;n dotuaho ¢ugiehiet identified or rejected.

identification amewor k.., That is tensi bl e
Th et S Erd SBRIcRm OGSSes oteded G i apgch is no

wehysraﬁéd R d%@lﬁﬁéﬂtfaﬁthgﬁt%éﬁﬁﬂ "sy%t&ﬁé’dé%%n%@% LoppdRfal 151@9 nufBEr of
framework can easily be scal ed up to accommopdat e

dlf&ﬁfént dbemnerit dhgres.i dnid aaeyi lumtahﬁjscelablhdsaof owxhfagystear ge

anounts of different types of security docunents.

Mor eover, al gorithnms necessary for identifying each

type of docunment nay easgimbpRARyded and sel ected from

a set of shared, reusable docunent identification
O R e TP o LA AR HERRMTRY validarion of
seouirlw dimlimentsoof bagentialy siticlésyercofdiey ,dh eateuimble efﬁcient and

"val i dat ors” . docunent nt i fi cat| 0
dvpe daRan G mofg%nwggn 15 s S ?Waaea amework is
dedctiB&d Il WRicR HIREdditFhes bF %éﬁfl%fadocﬁfnem i€y be casily defined, and the
separ at esdocunent s’ | nt o docunent types and sub-types

frabyewerk cm capifit besaledmpdd attrenmedisabifieicdbiclanteintation and validation
identificati

for egRe YR AT BE R BB R CoUma R MAREo B bsselimy

ne®@RGIrN CorS@driGfihy hdh typayRIctameRBhip edsily B8 @dddd selected from a
hi erarchi cal document identification franmework based

seteh shaged, reusable document identification software modules. In one embodiment, the

document identification software modules may be logically divided into “classifiers,”

“verifiers,” and “validators”). The document identification framework includes a set of

nodes organized as a hierarchical, tree-like structure, traversal of which separates
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results of the classifiers at each parent node in the

tree. That is, one or nore conputationally efficient
wWeb@sei8ers may be applied at each parent nodeCTi$1908$1083163

t he hi erarchical docunment identification framework to

determ ne whether to traverse to any of the node's

child nodes. The classifier(s) conpare general

doguyagnirings dasumest ypes A bR MbaERdurpRtication of the reusable
9&@5 odes that represent

dosu - gg(%:eg{lrrgﬁatdo‘[‘l%og&a %Jé(ﬂlé assifiers for the given node

[0008] Wis 1detﬁlﬂzmgta t{1&e . documeiithe db@mmnoproacdsirpt e)ngtﬂea;blectlvely

may contajn zero or re child nodesthat re re
tra}s%gf‘é.paﬂ@aﬁr@f%b BR AT Bisrk cugprigidentifiggten f TF@GYYS] Wﬁql gn the
reshft@éﬁetﬁ§ 'cﬁgsﬂi ahéa%n‘%ﬁfem G&e 19 WtTHa‘Ejﬁn&ﬁJ drGadon
framewor k, nore conput ati onal I nt ensive verifiers
comagfcaad)madiyk@&"lcagplclaeﬁiﬁém madﬁapcphﬁdl gt qaold parient rtdde vathins Hic
ral to f er confirmi hi gh
hicktefiPE ol (ST R brbei HEGrERE Waiheb By Pafhe to any of

theGbAEBEhRA heddsCT hE Qras§ifibl(§) corpe® dedem! farRerlYicd Hethe unknown
classifiers. As described herein, the order of

doaadn bt ¢1@hﬁ0¢ﬁff ISttheOfcqmlﬂleﬁ@db@t Tﬁm‘is@é Slﬂaé@dlﬂtmt gpes. The
clagsﬁ[q s ?%rn[ﬁ% glVﬁn %*)5@ refu § y 51%500 gts(§ g, dn fh S0 GPL Y isH ﬂ?ag %}aﬁ contain

Sl m all respe

zerd (U AR cl@int:mathanmpr@entqﬁsﬁble&dferdnee a@mﬁl@ﬁb@]dttlf?pﬁss ,
a threshold confidence |evel or sim|arity score nust

[0098] éhilegervsisengthy hisrarglygal depyge ddendificafiphigampeveikg@ped
corggll&e C(?El dltyéh!ltﬁ cﬁ!ﬂﬁr é%?s {xj;g? Y 9%@ Cﬂ%%ﬁ%ﬂ%hﬂ@ﬂ&& int the subset to

els vie par ent
apEn thdré eoristraing resfulthpr mnﬁsm in biyhi doo@scy thadsceedtyrdoicw@ent has the

manner 1o a p ssi fi and ver i ith
apRraRIE charactyy Fﬁéwﬁgf%%ﬁsi &R esﬁéﬁ’é&reﬁ(%é@ﬁ Clﬂﬁbg}?r% efg%ﬁ%ﬁab%fi
heteBRthe 288 of bhifatdFH thO&iRModeS mil SWBHscdnt ah@onﬁdence or
idéntification result. At this point, a set of one or

smrrbut@y saird, dad dreschild moddwith élsuhigzhesy sindlarity fdooawith msncrdeo the

ar e I|ed|n tte to confi,rmthe auth
unfficRyrERug ey Badiriehin e SFep ity § BPElrorfidles tovel
or SifRGIEHCRBRANLS BB nddt Beford MiBofttRe EIMPRIdRSs @é}VbeS&ﬁq'dfdblte)d a potential
features of the unknown docunent to one or nore known

matciffer haaknewn dequimant.aOgemolestade thelchildnods issiigwddasiaparent
noc?e deth E—Q\eer?w? c\é@s c%% HORD o récu?sqgesﬁlglgﬁe?go ar1111 Eﬂp%q classifiers

ar Ity scores exc

anditzlérl’fEﬂi wﬂatrd:s@ectttblﬂ%&fw} pbrer[t@laaé)] In this way, the
er in which the al gorlthms def.i ned by the docunent
[0(10813 Kipep ireashing s Ipgfdededhis rf@alampméw@we@ as therigeniaigpién result.

Atlils pﬁﬂn{: 0 £ "e%ﬁ"?ﬁ’éﬁ% Kal La%t&& ?o‘f‘%ﬁélﬁgalnh% 1({%){{?3 f&n%ﬁg Qre
on

partlcu ar attributes of e secturity ocurren
apfidedng an deerhptftd ednfirbhilsapthcoaoty ¢fithey satestyf document. The validators

efficient, scal ahle ocu nt aut henticatian stem
YN §HAY “é%\Hn%g&sqop‘;Paﬁ%o%aj%H 1Q BORRASH B Seﬁﬂﬁﬂréég regof the

un@Rfh dAQAHRANE DR br Hokd REAN rdHBRSRs &f refiff Uicbhbdence level or
similarity score. The unknown document is considered verified authentic if the similarity
scores exceed an authentication threshold.

[0010] In this way, the order in which the algorithms defined by the document
identification modules are applied (i.c., the manner in which the framework is traversed) is

dynamic based on the particular attributes of the security document being identified. This
3
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docunents. [0011] For exanple, identification and
subsequent validation of security docunents nay
wo powobv@sdat a fromthe security docunent, e.g.PCEU083163
machi ne readabl e zone (MRZ), a barcode, a nagnetic
strip, text content, security inages, or a
radi o-frequency i dent ification (RFI D? chi p enbedded
apRiPah nfoYides s e efficjengdsuakladocyrpers prihaptiqagon pystem that can casily
[
b B S RS o L o i O T ity
dodunaamesnor k by executing the classifiers and verifiers

ned b t he framewo to process.the data fromthe
lﬂ‘ﬂil EPT W & aﬁf@ﬁﬁcarﬂaﬂ a@étS@P%mH@tm@%@P ﬁ%fugl@e@qunts may
mvg%momm @cﬂlﬁtﬁﬁhﬁw b e%hf é’hﬁghlﬁQ alastie &br?et ('N?}%Z) a

he hi erarchi cal re framewor k, as wel
bancoée aseagntic ﬂupatbktesodtmu rsecntrltjc irasgsh foretrrsdlbefraqdemm 1ﬂynt1ﬁcatlon

A S A LA B R P BETRRL

deRtibb€h&binl ¥ séciain dlcfduﬁfénﬁéltﬁlﬁbnltleatﬁdnt HalehORs VRS IR Hidahical
different types of docunments are s &)orted The

framgwiark b.w@@cu@@:ﬁhp lsksgsifiers ang vetifiesp deldrad, bynthy filgmework to process
thepcgl a #rg\%l eséull‘I tsyfegocumegt a‘?g%epe in% an%ﬂ?etr%y nsaemlt%ydcfa&lil ngnn[t

corithi@is BeHEe [deﬁflfyﬁ;ﬁg”mﬁfacS@ﬂﬁcm enRstanichical gutinekifyhe framework as
i dentify and subsequently confirmauthenticity of a
wellag ifs updolsiishisriocHesp dlssifies tgridauitiAy caiernsics apg sub- categones of
C
oG s TRCUTRI S-SR AL A, JRS LAl e
cvaniy sbieatémb odhicedmanny dlff‘smumpbyoﬁdmumems aeupport¢d arheaachmques

deyi Thi s device |ncI e captur
descripeq hore thﬁzf? SiF oRaY Do ar@able Y uf P]n‘;lﬁbg%g})tal g&flynamic
do@frbdn¢ i @nanthtRn TEIRWork liha& nﬁhﬁ’é’rQ%t%aHb%ﬁ abivh Ynfumber of
docunent type objects wthin a data structure
compaoiods nepessaryt tog]udskia ricotiyomd sebtcqictglytdohfivakithanticity of a

R A B e TR Rl LR AR SR ot
wokld@y®y ses the data structure by selectively invoking

one or nore of the plurality of processes to identify
[0012E Feeeamplss thiviechraics £ thenavation meaydieprahiodied ipfa security
s
do&%e%%&égﬁ%cgﬁog gé_txﬁl&‘k Zl"hds ?&h e%%y nﬁp@g tag %Ing%ei %apﬂl% H{t?rface that
rec%ﬁz»e@ Cart @y ahag?qus)@fbﬁhmemaﬁdlwrne@pfwmaohtma@ p(u$e)ht3’zi B€ldocument
t he docunent type objects. Moreover, usi ng

typgyPREGFSOVigp & d@ arSEFé‘P%‘Ff‘eaCC%jélrg @sth%\dma@ec éa%n@@ Mf@tlﬁ?@élon

frahﬁ%oﬂ@t PheSde rr% ?Gurﬁa}f aﬁ{h%hﬂ dhtibrt ‘d@&ige 5190 g&m s b RScument
grow ng nu er “of securit OCUHEH S,

prayssanry miﬂeythﬁdmptrsehﬂm Kigtarstmcmmeb}t El@uszdymmmlﬂd@ omgror more of

the f.l addi tion
the pqurarltyy of processes to 1 ent1§r tﬁe security document as one of the plurality of

document type objects. Typically, the data structure comprises a tree-like data structure to
yield greatly fewer comparisons between the captured image(s) and the document type
objects. Moreover, by using a dynamic data structure, such as a tree data structure, the
data structure may easily extend to cover the growing number of security documents, and
may dynamically adapt during runtime to accommodate, on the fly, additional data

structures.
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structures. | n one enbodi nent, a nethod conprises
recei ving one or nore captured images of an unknown
wWalewoneses7 and storing a plurality of documentP@lps2008/083163
objects within a data structure according to a dynamc
docunent identification framework, wherein the
plurality of docunment type objects reference a
In onqgrabpqdigaerss a PEEIPdCOMPrisesTEERi EiBg 0N PT BIREY GPtYredyimages of an

okl Gt QT b & BRI e W BRARR: LR BloE AR o 20K
strucicasantiad thy dgnemiofdotinacd adantiioitidnyfipenoibpre ctvBereibhte plurality
thod further conprises traversinp.the docunent type
of geguaen B OPifets deletenss # Bl Of FrolrperIrages dpigastrating
att RN @RI I8 % EddoRzt G4 p&l?@lﬁ’é hfi@&blANoBiment as a
t he plurallty of the recursive processes to the
dogmping typd repragesd tyrmheiod @t ddcyinagt typeolyninoWe thothoddwmither

as ..one of th L urali of . doc nt e obj ect n
coprigsararergnind datiient Vpt pbiees of B el et fizparibR brder
baRTRAdhRRIbULE SBEHED bY aplIRUIBINGE @Y HheA 6RtH-aBHavE BRcesses

COlTprl ses an | rrlg?e Caﬁt ure I nt erf ace that Capt ures one

to e cappesdiimagess awt idanfifiyiigribaanidesumosumgnics@naefrtheyplurality of
hat . st ar es lural ity of cunent type objects

oyt fint e Bkl ol i bitbe e SRENIENrs' 1PG ot ¢

[00d3¢ WiBxivithdr @&tbot foh @ td 2Bty AGEWNEH authdeti @itidn UBeice comprises an

_ plurality of docunment type objects reference a

imgge gapture iptaface gl 3tyies PRoRisRidMpaes eban uakpe iy document and a

e e RO DrRRObHE Ryl AR, il B SRctorg according
to 4 dyneeris dscunmt dizatifremiontfygpevalvk echaciafthd pleradiag af document type
st ru%t ure in a .var;tL:abI e. order based on the atbtPri l%ut e
oblggls Fefeicate HPIUEY PERCIISH CPFodenes E?rbﬁxgﬁ?tﬂg giribues from the
caftGCHIRhYE. AheQesise furltRr bR ERPE WO BN TRARS ssif¥ & Bl dthat
t he docunent processing engine identifies the unknown
tradsasrtehdoasncohypobbichis op therdatd styucofre thox varebte ardgrebased on the

obj.ects u traversing.the data structure. [0014 n
ot b BBl op RE e R 1 SR E Pa oG fp e
caft@ieB ihegcs! RAsRR! Be TBEInkR pRIBERINY digineNgddtifiet tRAMkndRE

instructions cause a Progrannable processor to receive
doguamsng peeing ofdhepluslita at deauimenktyap abisets upomtrpyaysiag thoydags

r&lcg&rtérrent type objects within a data structure
Struc Lo ) . S .
according to a dynam c docunent identification

[00 14 p e vther cyibedizhdnt itheingbitical ik Uite@td toceommmitertnépdable medium
obj ects reference a plurality of processes. The ]
contpiaine jastrusHeny. yFherastrucigascaupea B%Eaé%@él?le PEPCESSRY Ky sgC1ve

caﬂt{i‘r%d Gk s%tfrafn' ﬁﬂf&ﬁee?tﬁystoc‘r@ la?‘fﬁﬂaﬂt?l of _d.g&ﬁﬁ It e%?ec%wﬂﬁ’iﬁ% data

of the urality of processes to identi the’capture

stricrg@scadingne a dfndrhie dobumaltiidentibicatchoctvareeworkywherein the plurality
gbé' ects, : : . .

of document type objects reference a plurality of processes. The instructions further cause

the processor to traverse the data structure by selectively invoking one or more of the

plurality of processes to identify the captured images as one of the plurality of document

type objects.

[0015] The details of one or more embodiments of the invention are set forth in the

accompanying drawings and the description below. Other features, objects, and
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[0015] The details of one or nore enbodi nents of the

invention are set forth in the acconpanyi ng draw ngs
waeonresdescri ption bel ow. O her features, obPEDUS2008/083163

andadvant ages of the invention wll be apparent from

the description and draw ngs, and fromthe clains.

BRI EF DESCRI PTI ON OF DRAWNGS [0016] FIG 1 is a
adgereanet G insnueenilabs sparont oy e dpriafon axhiryings, and from
thedggHrent aut hentication system 10 for anal yzing a

security document 12 in accordance with the principles

of the invention. [0017] FIG 2 is a block diagram

illustrating an_exenpl host stemthat verifies an

article accor dB%EFg)D%?@h%HQN&ﬁEQ%W éént i fication
framework in accordance with the principles of the
[0016Y EHE bﬁ a S[Ctmng]c EpiEsentation iHustragng ha exemplpiysiocumicriy
aut%er%r?é rho% &‘I b %1 a?lfe)]gtilg]% a%%cgé}l{rﬂe rc]itocuarﬁ%I{tll Ofl\ggcactp%c%nce with the
prm&lbmsbfa;bnm@naa;@npl e operation of the host system of
2 in further detail. [0020] FIG 5 is a block
[00d|7 h& FGardip |a|bl&0ﬂ<rda%grﬁg ilyrerating pmeramnlre ot systsay Bt verifies an
{ F EI{% tB a'lng‘mczddcﬂnfgﬁtr ﬁelﬁﬁfc@t{lbn f&&g%&lkf 1ﬁla§cdorgaﬂc§ vith the
trating exanpl e operation o
prindpmbftheamvannomdul ein traver si ng docunent

flcat on fr wor. k. [00 Fl GS. C are .
lﬂﬂslg‘fgg% Anarlovsha TsHens preay %%I&Hatw of s deuietsthggication
syst@h of PRz docunent identification framework to a user

via a display. [0023] FIG 8A 8B are screenshots of a
[0049h Hbw pisestnradrtbNusaratise exdnmile ppeaateort of the bewtsystéma oAFIG. 2 in
f‘ﬂk&’ ﬁ after a host system conpletes both
urffgEAERFi cati on and subsequent validation. [0024] FIG

[0020] $1@ Pk aTfoctti (ﬁ@r&mmwﬁﬁﬁﬁ% ﬁfe'dBGulﬂelﬁQHéﬂti@i@at‘i’cfn Ramework of
menory structure of the host systemof FIG 2 in nore

Fl@gtigimore[dgpds] FIG 10 is a fl ovvchart illustrating
[0(?2??‘?%96 9 quo‘%}c‘hg@ 6lgugun§tﬁr?goigxégﬁ?% ?1% {b ff4 a hl%re]ntqgg}l’f fitation

raversing a 1 on franemo
modoledk radersiay ddtumait¢iinnigichtitentrirhdwedki on process.

({2802% FIGS. 1IA-1 1C are_exenplary i %
[0022] G694 TG dRecisemshotoef & wdeygtrencaigdibragiscrigtogface for the

do@l%éﬁhmhuﬁgagf%'@n?&&dr% mayle ae{ﬁg@gges a layout

I'ng 1dentification process ] FIG 12 is a
[0028p Wbt &/t, 8Bl dreis¢reatshoty o€ x aumpd sy pesenadd Igna ofer antckdangrte mtuser via
a dlspFar;Italf‘Ie{r acl: toét%ystern completes both identification and subsequent validation.
[0024] FIG. 9 is a block diagram illustrating a portion of a memory structure of the host
system of FIG. 2 in more detail.

[0025] FIG. 10 is a flowchart illustrating example operation of a document identification
module in traversing a document identification framework to invoke a layout matching
identification process.

[0026] FIGS. 11A-11C are exemplary images illustrating the state of the captured image

as a document identification module executes a layout matching identification process.
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nodul e in traversing a docunent identification

framework to i nvoke an Ei geni nage docunent matching
WQe@oesws7 [ 0028] FIGS. 13A-13C are exenpl ary i PEIES2008/083163

illustrating the state of a captured imge as a

docunent identification nodul e executes an Ei geni nage

docunent matching process. [0029] FIGS. 14A-14C are . )
[0027E KHp dryis p fayehars dlugtragfe sremplacneraigniod s desenent iggntification

e TP PR SRR TR AR B R e i s

doamaknt GAtch@(g @oecsexenpl ary i mages as docunent

0B KPS S0-TRG Sirarisley PR ottty SRt epmtipoimage as
a dg%&ﬁtiééﬁﬁﬁc&tgb% rﬁ&;dlé: ERRGHs 3R @ié@agﬂag%%\éﬁﬁ% rﬁzfttcﬁiﬁg process.

system when i1dentifyling and validating a curren

[0028} FiGH. IGHA -NeWvavoaxkemghtary enages ee adecfmantvalidipn ofoddBoby

..different US driver,licenses wthout use of an. )

e G TR st s S AT e ehi e b smages.

[00305F1dS 1 15421 S0 RBAAEACI et eg@nplatyl ifagkd dsURlchidbhtRalidation
exenpl ary docunent authentication system 10 for

moglnkel byZilngjraging eempletpyindog tavbriguaspandranalysio tlaende wi t h
i ey f the jnvention. cument
0031 R8PS CReBputedfs 40 R an B TE g e sgrem when
ideaBfiih@shd walidatiacaemrint esidarof New Sokidragr HeengPasaiogdt of 206
.docunent reader. Docunent reader 11 works as an inage
diffoapnt (Hedrivey licensghyithyuse pEat KA OxerplipptyMBSioRent 12
is a valid, authentic security docunent. As described
herei n, docunment reader 11 supports a w devariety of
types of security OEDAHEDRDESCRHITION the
aut henti cati on, docunment reader 11 first identifies

[0032€ FRAI t isGUCcREMAtIPRpRE e/ ToMIiilhratiag HABRmp RS IdcBfchtnt O
the device. For exanple, security docunent 12 nay be a

autbprticatorsstas 1 iy spalyeinga sepirite dosimaend d 2 4n agcosjsaes with the
driverts L | - : S5l
oGS P A RBIOE PA ML RSP uSh AL S FaP BRI B pgpeyoim 20

colpl&Etsedocamentdcadcd@nt duch aatm oPasspurtdoduarapRadd. Wocument reader
identification docunents i|issued by various state or

1T pvoult asyangBnaes Frnsie deviag et pasinmR tt serotity dofumgst | Jiis a valid,
auth%ﬁticefgﬁﬁg%gﬁtﬁent! gx%%kcfrlb%\?thb%ﬂl, g@éﬁﬁ?nt ?&(aetaklvﬁftp?&tté/ a Fvide-
of ot her | e

ocunent types. ter entifying t pe o
vais@y of typys didconstiytdocaoentsre At patibhithetauthahiicitios ydtcemeiOreader 11

ma oceed to validate and extract. infornatjon fro
fired degbries e pesivule vps Of Peroissy 3@&@6@&%@@, mmé? device For
ex UWeBiirit§ Yo b @R A Q2 HlaydQCHITRALY SHth 8RshGRld ORitQYShRMtate-
10 may be used to direct docunent reader 11 to
spdcric dravelr’y licapeur Ended Bgtes stec-gifccdivadentifivation ¢ardgelswbpean

U0 PR SRRl SESHT L HosuIRIly A2 N iadheiication
documents issued by various state or country governmental agencies throughout the world,
title documents, identification cards, and a variety of other document types. After
identifying the type of security document, document authentication system 10 may
proceed to validate and extract information from security document 12.

[0033] For example, host computer system 20 of document authentication system 10 may

be used to direct document reader 11 to initially capture a sequence of one or more images

7



10

15

20

25

30

docunent aut hentication system 10 first identifies the
type of security docunent and then confirns that

W@ 2ea0T9§7 document 12 is a valid docunent of tPEI/US2008/083163
identified type based on analysis of the captured
I mage data, possibly in conjunction wth other data
obtai ned fromthe security docunent. For exanple, in

of gllef porepn phsochEtydosmerf [ZnaNRxt.delte-degstnipes fsrasmloyed by which
. | ‘ v .

Aot bt RALEP By 10 B WA oS A drSBR) 4GRA R then

confatsithe se@atdpdbainzamn é2 i evaid, dodcamemdd e iddad faedr tgpebased on
fromyradi o frequency identjficati.on (RFI. hi ps .

oDy waﬁ AMBEC G4 iPREUOH dP FARIVSOTMY otfgfdigy ghgined from

theSQEEEE Aol md i EhIBLILMe, B ¥dif&H oMt e E&ﬁng@ﬁﬁﬂgg Ribita captured from
[ 0034] As described herein, host conputer 2 prOV|8es

sccantyogeuatcnh i, envimon peticnifiation syktau i mayprtidee datamereived from
engine that utilizes a nam c cynment id i ficatjon

ong ol R etk 2anE 2 m bSO A Resst it 1P Lihoncy

ideafifitAioRYRPAD | chdps¥raifedved (vithih Hfaffivddas tef dex@miehd, by other sources
docunents. That is, the docunent identification

of fnfermaion Rrided Wetbe docvarspit.r onment i n whi ch
' tification alqorithns asi | ed, .defin

(0 3E A b B0 BBY R Rt P BURE RN R o

do&l@edniPricsssinbe gthRahiramilizEy DEERaliNdgo RGN RIchiifictias fidimework
with the framework as necessary to invoke various

thag pepuRastin kg cxteneesiang sradiidechinapsip svrnertel Yyidegaretyof types of
sec?ﬁ%“&dctu}ﬁqup RN, he dBSufer? Rchlif R HafR&.d pARTHIER

e.dg., a security docunment 1ssue y a specifirc agency
envaruhnieday innghick i deatificattoaradgirghims tarcsasaynte hddedudefiredand &seraged

required for subsequent authentication, [0035 ..
acreéfciﬁ fept fé{@mﬁ%ﬂ%ﬂ?ﬁdsﬁurgw-eﬂ%%)%ﬁp EqeIng cpgiag dnteracts
wifBfthd BEREWEM RAheSQSMY/itd Ynv@RE VAR aledritm$ LANMIZBE 2E AR ultimately

~ securing docunent t0 capture a sequence of one or nore
idenfrigresutfity slocahentd?2 ag emartongr ofpesd clorirhgnt dog.uasenurify?document

. Next , doc nt aut henti cati on stem 10 traverses a .
s S TRGHEURE DA 1ot s BR T GEETHRanA SOUT Brrpy reauired
forahibstQGeHTRGthch¥REoRP) ects according to the dynamic

docunent identification framework. The plurality of

(0035t Dvswmentyaytheptigasionsydem 1Qrbeaing der trpegsaptisiceiafying sepurity
e r

dobent 28 B SlarfifiiThe (BN E AL SR He S LERAL Saror more
imgkys €oin abyr patietestaecrity docurt@aintl 2 NeRQidotighiént bdthe@itition

of a plurality of executable docunent identification
sysdgm dQpECTRCA R styuctyre ghat stetesataaisfigingc plyrilify @frdpoument type
objelfs rabédr&ﬁlg to HAyn¥idHd RREAESy iderdtitRbtiH BYhE&ok! gﬁfe:gglhgﬁty of

necessary to categorize, sub-categorize and ultirmtely
do¢wheamtt tyfpg objedtscant memtged hioparahipaltyt ingh¢ formaddawdentnd yqpd.represent

For.examﬁle, each ?f t hese document ideBtification
catggrics QF aub-categories of types ot security documents. Each object may reference

(i.e., contain pointers to) any of a plurality of executable document identification software

EE Y

modules (, i.e., executable “classifiers,” “verifiers” and “validators,” that provide
algorithms necessary to categorize, sub-categorize and ultimately identify and authenticate
a particular document type. For example, each of these document identification software
modules typically implements an associated document identification algorithm capable of

determining one or more attributes of a document. Based on whether the attribute in
8
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nodul es typically inplenents an associ ated docunent

identification algorithm capable of determ ning one or
WOoree/0zwsT i butes of a document. Based on whet hBCT/USZ908/083163

attribute inquestion is present within the particul ar

security docunent 12, the processing engine traverses

t he docunent franemork to select and apply subsequent
questigs &5 mrewns Witkiadhe patigelauspshrity dpsnpnt athegroesssipgapgine

I

tra{;%?géé tﬁ? %éndﬁg{{reﬂgﬁ%ﬁgv&ﬁfekﬂt? @Flgagaglp%ﬁg?rgﬁﬂgegqgft ggirslﬁtgﬁrrsn Example
doctmmdmt afentificationao fwdesasdudednclnderan Eigdeingige doehrosmt matching

S\e5 bR CROBHE] P SR JERER DU R MgE are decibed in more
det@lityBeiL i cation system 10 sel ectively invokes one or

nore of the plurality of docunent identification
[00361 lailceravodiingebe tata ptm@essaf plor docwnenbidentifecatiap framed ork,

i dat a. apd/ or rro security docu
ol BB o dam GO GBS o e ot Tbs PGy of
do@urhohip ﬁieﬁﬁﬁéﬁﬂéﬁ%ﬂt}vaream@&ﬁé«m HroREPERESHIVT tROGIpARe@image data
docunent authentication system 10 starts at a root
ang{pdiatesfogaissctiirgy d@@hﬁl@élﬁ toelinaradditigantdata. d%xruemmple when
1depﬁ§lqgn%% é’é’e ao? g?% r }ﬁ(Lov%l VtgérXce&m%V %{1%1215' Pg @ u e%p ?u(%ftﬁj%tlcatlon

sysadrg Q0 istabtgat £lafot Redt dithe hestiica dsc@hert ad:émlﬁaxt&mtfrm@eork and
in the framework. That is, one or_nore computatjonal

thegselegtivahy trayeases ippihs ﬂsmh@lyths aoggsmfitegiframewaikbaped einthe sults of
the”a‘? Ml Eéﬁ‘nédgag, J“ésﬁ{ﬂ%?sceﬂ'e&?{n%a‘?&ﬁ%?@ fn thd %Hewoﬁlét TR is, onc or
to rto sto

nmewor term ne whe raverse pat
rnweﬂ yoroputbtivatipietfttionn diassifiérs nhgtbepap ot atmadEparé'ﬂﬁeﬁ)de within the

.classifjers refer. to.characteristics of
hl@%@*l&%é&?ﬁ%ﬂ?ﬂ%%&@%% UBHYUY P Jeterring Pﬁheﬁveﬁ%%%veaﬁ%@aths to
anfl‘_l')ﬁth@ SR hies SENRF BhrefABARN 'rﬁ&ré%lafs%eﬂ%ﬁr RPUREIHPRtics of the

he classifiers conpare general characteristics of the

subtddauovent jpesreprasentod bj dreadild moddsi and aof useHifoiganedié somparisons
that represent subsdocunment t classifiers for
fortriEh sl BT e R T oI el peh eSS RR e Gliho bR
do@urhdn$ w cHahteri¥aYs 6fUMi[8In0d&ethet reprebat %&Hd)du%dﬂ@%és thad
resent possible reference docunent object type

clamgeré iferdb¢ Biven sodmsetuses & subseldcign it He foop af afist) thr@r( &y contain
26118 Q)g RO {:I‘ﬁﬂﬁn % a? re ressg tdag)éyﬁf%%\%fef)én%% dgéu%e%@ Sgle%‘tﬁcgpes. The

ocunen raversin

clakdiB¢ra hedyi beaskorelcbﬁuﬁe ﬁtrm sidiikiedl itk tumdfre@peivedtlof possible
verifiers assqociated with the parent node, the child
refgisies daspmsBt ebicGhéxPehe applied to attributes extracted

[063)7 nglée&aa'lef‘sut%ethg hﬁ?ﬁbﬁlﬁﬁr&)cﬁlﬂeﬁt%éﬂtﬁ@cat‘ﬁ(ﬁﬂfrérﬁggv&]ﬂa&enﬁers

urlty ocC ropriate characteristics
assbcmtetitvetlnﬁle Iparenontets, thelcbdd eddeby)r bk, mhyabs bfpledso affiiteutes
[ f the.docunent

exisised R a ety PR FiSter FrgETYDa ORI SpORE L pas the
appropriate characteristics for the child nodes selected by the classifiers. The verifiers
refer to characteristics of the document type represented by the node itself and are further
used in the identification process, and the algorithms specified by the verifiers impose
more strict constraint on this particular document type for a correct identification result

and may be more computationally intensive than the algorithms specified by the

classifiers. The combination of classifiers and verifiers provides an efficient and flexible
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used in the identification process, and the al gorithns
specified by the verifiers inpose nore strict

w@nsnT®8ht on this particular docunent type fBRCT/EHS2008/083163
correct identification result and may be nore
conputationally intensive than the al gorithns
specified by the classifiers. The conbi nati on of

str@qt@@@lfbaé%@l%ﬁae peqds ppdirfer fedugtimnsed andaqepeacends degribed

herfe Eﬂebclr& aff lég%lld{tt?onf cﬁrthé)@u%g% ROk %e ggie(asbnbaoéotﬁf Qﬂcetotﬁe
g and "accur ac escr erein

sinQfadiey sc@fe eudtheathildmodé wﬁthehesllnghd;t mcﬂhstymybrd)\eltb aspcctomthe

a con |dence or SI a scor and the chil d node
unkfowp decamepigRas e &5 t?érlptsg?mgé SRS, Pé‘%fﬁg&lg 9%1%%06 level
or éaiﬁ#lﬁﬂgkcg%ﬁﬂﬁ e R Befofe §@J SGhEehild ﬁbd%?gﬁl l%mgid%ﬁtaﬁaotentlal

hol d confi dence or simlarity score nust
mapeh foethebekooven doguneent.t Gececsmldccbdnti@@@lld andbs V@@’Vﬁs‘il agdermdent

@ $ ‘ﬁ ﬁlal tch for .the.unknown docunent lassifi
nodeddhgffavyr Eor?efsoco%ﬂlées 13 8 QUi AT E)Qa?%ar‘ﬁ aI?PAQﬂ& assthiers
an@DEHAREwith RUPE&AS tHRY ci¥@@tié.nues in a recursive

manner to again apply classifiers and verifiers with

[0(}3&; E)@@tl reashinge lpefogafienta mslgan thedomglwagp ovithostatyi ahgd aodes),
a seth &f o4 9 89 %eo% VEﬁld’EltO?% gSléer%ﬂngl?l%ﬁIe; g{r\s\g&lg ﬁeha%%en%c%y of the

sccapip} d@@mcht. arhcatalidnmpts refer e0Harddiariskies eflthb @oaduntdnt yypef
t he securit% docunment. The validators refer to
repeppaRigd Px thesicpicrodsend may hsauere sempyigtonatlyrinsasive thapghe

e L
ot oo B S TRy B ng SIRAL, (MRBhe i noct pot e
requétd.f The salmiatdrh'@pﬂ:laﬂg sbd inegs combhﬂmgaﬂgdrhhms toeaahpant any
be r U|re val i dators typically use
Secea%%ﬁ {USGYP élpeglaﬁﬁnewwwwn@a {3%0%9@@%1. r?@gﬁrné%& fgrglyrn a
cofidchBE1VakI QWA HRE YeBR Tﬁ@uﬁ&%w%rdo%gntlw EMidered confirmed
references to return a confidence level or simlarity
autbegreaf tHEem Uarkiy overe dacgdem aitbertoasorddrastoldonf i r med

tic if, the sinlari sC re xceeds an
(oG} REM St dgr e ltnsicat b g5ei f ERFSEBD coummsitont
ideatfibeivh fradt dwtitk SYE §E0tiRlytih vl ﬁ%sdofcﬁﬁeﬁt(wéim&tlon software
identification framework and sel ectively invokes the

mogyles teidentifyendivtinelyonlidys theamknawa drewmens. Thenthe grocess
1m§1%91€ﬂ 8 'bg%i e(!l%a ‘”i‘é Hcgct%tme ngﬂi%{lﬁﬁ&glgmragl% ﬁ?ﬂt‘“dximﬁl%” in that the

roc np nam C OCUWE

d0¢1ﬂﬁd’1\1& lcfelnﬁﬁt:at@ﬁ ffafrr&d%&jﬂa Eihre¢t§ dodmmmheﬂtﬁaﬁdﬁﬁiysfehe 10 to invoke
docunent identification framework directs docunent
ceriaip ﬁ@%ﬁl%itqeawdé%@m thprasylt phyigrwuplyipvakad pamagitons

ide ﬁﬂ@eﬁf@n@gﬂ nt ! ?&ﬁes‘r Bk % Jﬁh@%itﬁ’aﬁfé’ hl_efh;f d the order of

ocument I cation so re no starting
INvpOoatin o/ﬁthem)mcdfsba shirgbased oy tl&nphrtidnﬂamchﬂrty dbcumeam dainigon

T NG WA N AL TR
appélﬂ E’Egg%gﬁ@é ')allﬁdﬂ SR MubHs Pdhalyz0h 1&XRABkRes passport security
document 12, but subsequently apply the first, third, and fifth operations to analyze a
United States driver license security document 12, where each operation individually
determines only one or more attributes of the security document. In this regard, the
techniques are unlike conventional systems that are typically required to statically apply

complete document identification algorithms in a predefined order regardless of the type
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apply first, second, and third operations to analyze a

United States passport security docunent 12, but
weuwseteent |y apply the first, third, and fiftPCT/US2008/083163

operations to analyze a United States driver |icense

security docunent 12, where each operation

i ndi vi dual |y detern1nes only one or nore attributes of

of %q%ﬂ@éwnmﬁyt le?d&siﬁ’éaﬁthethatm sAy dggariered inHiathes datailglosy, this
dyt?zfn%c %B ﬁcﬁl‘?ﬁ&eﬁgf e{?ﬂ&leﬁ"[y %H%gﬁl G{P@}m% ?echﬁ&'n({b%{lﬁ%nt

requi fled t6 statical te docu
vemﬁi@mmn iy csalbd:tmlyadngbdynhmm@lly mn@l@n@@ﬁet édroacdes based on the
ess of the t security document 12 under

req a%ﬂ%
analysis, F&QﬁW@H“nﬂgféé§E bed in further detail bel ow,
(0040} ?Dogﬁﬁﬂ@tm LitRARER N ggérln' 1'0% stoilthe &’(tcfuhféhteﬂtethlon

conpr ehensi ve security docune t verification
frageivedt amhlyramimcadlymanng@l ttye-lakrp Hay |smgctareszethlmﬁ rnernory,

d th t
o S oy Tor SRR oo Y SEORl e’ Al annBsbieS e teyed tohorcin
as dbuimvt §6i0¢tey SR rdt@el ie Riprdse@tatil hEdtw Biin il SRR K A5
a hierarchically arranged, tree-like data structure

strydterigi Raggnieenss yopreraniatsingericoer wbtrarcgetior eiglocnmaitdypesand can
be %eculaswe u}ﬂgal:\%e sethi d)o Dﬁ{oa[hé %nru'ﬁ% tléJ [ gls oﬂh%rhlgrgrc‘ﬁ 'Ph l%ﬁfn nodes

ese

repi€xdet spetific rdot:lhﬁedt R I d. é(ﬁa dJattad Statdd cptawpert dBairﬁmt tﬂ@dﬂﬁect a
represent categories or sub-categories of docune

Une% Stesthiven h lipanse degnasny 8ing objesl of §éanféé\§ntﬁt¢wi%mtﬁﬁ>étlon card
dodlthdnlt glé)n g%? |§ Iﬁé oiftjﬂg dBLhé obJ &% Wgh t%oﬂﬁﬁework may

repre eCI |1 C ocunent t
incBidatoas op amqastoteddmag&m&rﬂterhplptm abyveﬂ Tas a aettdﬁlspfﬁniﬁ& eiia%terlstlcs

thaS i o Rt G O IRV F oy B S, 83 fded
Steds ﬂa@%oﬁ%‘éﬂi‘ﬁ@ﬁt tw@@ommgto%nwﬁfs@ hRihiR Jfraq&%mf&ufma States

I ncl ude one or nbre Sto i mages or tenplates as wel
pasaporhasetllef a Sfpi@rf |Charedelc$tas defimng dtei wsutrérae of hmchyle readable

delln at £.,0 e obj.ect, from anot her.
BB e e ST St B bl e Rt HemsBRect
delmuﬁg)mérpl&@n@ﬂt dMBgeuRf withih eRPleaip@atdJAhl 8theBHah Qfrected at
passport as well as a set of characteristics defining

deterpingedhe reddte nositignnbetcerevareald sharactosissat t he

[Oﬂqng%%ﬁgnt aﬂﬁlg}éljﬂatﬁﬁg %tgﬁl AE! %ﬁé&%lfse t@ e&r%gll @ttﬂ?ctllnjg%g ﬁie

ment s Icture

fraletviath) itVoRirdgaimelcaingore aﬂ%u@bftedlas@fﬁeﬁs gleti gt eﬁid azthdators
deternining the relative positiagns betmeen vari ous
P

refeieagedctydhs 8psusaent bpgAPjcctso perding ap Hisiariaarsiecunettem
idehfifi nlsb Y EfeSHod1& 1g%1?edsa(§éﬂlfhteﬁf f‘ué@éqﬂ%&?oﬂc S Ha

I nvoki ng one or nore executab lers,” verifiers
corapa:fe viad datatmentstypebgeernic da ctapturdmbmmkge(sbmnperfqrmesome other analysis

R I AR RN SR
cerdht) 8B GAIIE A e SYRLEID ki@ ity that security document 12 matches the
category, sub-category, or particular document type. If the certainty value exceeds a
programmable or calculated minimum certainty level for multiple classifier and/or verifier
associated with a parent node, document authentication system 10 traverses multiple paths
through the framework from that parent node until the security document 12 is identified

by ultimately returning the highest certainty value upon reaching one or more leaf nodes.
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conpare the docunent type object to the captured
i mge(s) or perform sone other analysis of the inage
W@ 2109/073987 or ot her data obtained fromthe secuP¢T/yS2008/083163
docunent so as to produce a certainty val ue indicating
a degree of simlarity that security docunent 12
mat ches the cateqgory,. sub-category, or artl cul ar

[0043¢ M@hﬁuqcysé@llw citifping dhat APy d@ﬂuméfné % eqenferngs to one of the
r
phRERP RS STy SR AL SLhol TLAERIBHEh yot Ty poffbrms the
authamtﬁjatlompmessd@ confrnt thaatithemd dityaifitionscsystyelocd@ent. For example,
traverses nul.tiple hs through the framework f
dogumgnt gy SHCHOR ik 7 W@nglgéeﬁhﬁﬁﬁptaeéma?(%@ clermine
whe@ePbhd 6191901@60&&1&%@@5 & Ystbill Wb fnba% $dnt within the
certainty val ue upon reaching one or re | eaf
secruu@e@@ﬁ@nﬁ] If Afetreferage cmass g ipkaseitdeititin the se;guritm albcument,
dO%EI(l:%]E '8{1%819[ %{eﬁ}@ g&gg}ﬁg\ggégn g]gbcaﬁ%{ e?uduble anc{ Jr visual)
tha®bdcERE ddeableN] BYSUREN prdphey hehomiche. Mhb edfbleaad infige is not
process to confirmthe authenticity of the security
prege o theFC@ptue@danwge dogwmemternthcaticdiontsy gemi 1Orpreyidesean
in V&]atlgﬁ%a? rs]eaclu}ll% edocu%lerclg ?C ﬁarnr%gtn‘tléenaﬁgor;ﬂgtlcahy aut%tat?tlcn}ergi and faay be
denibge are pr esent within the security docunent. |If t he

reference imge is present within the securjty
[0MSL dineraratiore a Ypss i acsti basar i dosument Kaitte mel\ofr@m? 14 of the

do{“i'1 2k AL G8M 1. n@fg&zaftrétﬁ@ 14 %czc%ﬁate@ Yotiafls %e&f?g){ ?écu\fﬂe?i't'  Jvith respect

at security docunent been prop
to eththemniponante df dédunicheautbémicetimesyisttage0.i b thotxqmigsgrimbodiment

h d h
of Bl Aoduost BURHLE Ao Wt 18 FoThden HEM QRG] o Hlominate
sec%%umhle;@m@aew o RULBIRE 1621 RS e Scafht

be denied. [0043] In operation, a user pl aces
autiaetumatloly Sﬂmrlmﬂr@mayltzclmdft mongi tham dmrcalight Salurod, stitteas an infra-red (IR)

lief SRR ayd hBEa R ot WY iR SRt BESHh FudberaRtt System 10
furffer REMITE BA 1@&@;&%{3&&& Avi@No USRI Bnaddatd 0@ %8RI R HYcument
enbodi nent of FIG 1, docunent authentication s%/stem

121 Gh¢ Freagsdapturg dgvicospa bet SHMOD impgasensnit wickge ar ftrge coupled

. 0
de BT UESER AR ARIETRal Lapbth A gy o
devite| Hol@ spnerd 20hady iareadt ngihtscaity e@des upia) i&tic@Bmmands for
infra-red (IR light source and / or_a ultra-violet

Capt)e Wa@ﬁtda@ow?@gaw@% @h%ﬁ ID ghipies pevferring Athsy epeations relative
to ie%ﬁ{}%{ocmg tul%esl" h%rfnﬂe r | t 0 @j%{; tSofeY] hﬁg LS ﬁ@f}ﬁl{ﬁﬁugh a range

ata from se unment e I mag
of nlaqmsmree ﬁdm/a CEnimayn Muato@mlnmageals@ﬁﬂm autsmahcedly lay host

char | ed device (CCD) having an array of pixels,
Syséerﬁg(ﬁQFgase Op jiyaIt rogh I‘JS%)r ot her optical input

[Oﬂiﬁ]’ IAGRr tHAQREr BYPIREY 3&:uﬁ?§y ddcﬂh%ﬁ@?i intd {RwSBE 14, ¥ocument
reader 11 to i ssue commands

reader 11 captures a sequence of one or rnore 1rnages of security document 12. The
captured images may represent all or a portion of security document 12, but typically the
captured images represent all of security document 12. Image capture device 11

communicates the captured image data to host system 20 for image processing. Captured

image(s) processed by host system 20 can be displayed for examination on a display (not
12
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capturing i mage data, interrogating an RFID chip or
perform ng other operations relative to security
WQelowaaeies7 12. The intensity of the |ight sourcRCTEHS2008083163
adj usted through a range of intensities froma m ninum
value to a maxi num val ue either automatically by host
system 20 or_ based on input fromthe user. [0044]
shospe@ssackged g dh hag sy e 28d Hostaystony2Qmar semprise ferpxgmple, a
coifpi LA ki PELER Aol Rt (PrORR0OL AT DyAHE Bfifem
havag mfﬁefént pmg@mmyl n@Eperg sesourcak to zllral}&e plor ¢apamedimage(s).
securit docurrent 12, . but pi cal | red
Expmalg é§n¥ 1ggpRLHd eperation of QEérSWt?m & %@rlﬁ Uiny g detail
belp@pt ure deV| ce 11 communicates the captured image data
to host system 20 for inage processing. Captured
[0045h §EG.D)is pﬁ@n@sﬁ@iamyllmmﬁngylscmm&yd@ﬂt dysteohi 3btlha1y ed

o i T RO D0 e P BRI I, 255RBL R gymamic

do@hadhp ic%ntlﬂcaﬁféﬂﬂ’phh%’work apidentifyellirlte dp@ms@nab ith@otdhce with
assi stant (PDA) or other conputing system havi ng

thequfncipdé¢set tthpmyertso Hashsls 0 ynalgzses um@@esdataﬂ%md 9ptionally
othep gatg ?ep %gﬁgﬁ) ﬁ%?%(:gﬁ)v?d EX %}Bﬁ) aClrll’éI% grfseal(l:(rﬁ:l% gzgﬁﬁ lfpo (%yﬁarmcally

1de@lﬁf}6debu1’ﬁl@ld©mm{n&Q45] FIG 2 is a block diagram
illustrating an exenpl ary host aa‘ZaSt em 20 t hat
[00461 Hethis eaipde. Rastay e 2 indudes adatabiqitace g4 foregaippdatese 2.,

1rnI %eeﬁltd%l?lb’ a@%&%fnq H&gnﬁe%k?eagg mlﬁat?i B RRAb4 may db for exarnple a

I catl ramewor tor1dentity securlty ¢cunent
serla? ot paralid diactbvce indrfdee tfdite:ommunncamngswldf ddchmehtneeddrildon As

st system 20 anal yzes imge dat onal |y
an%'ﬁﬁeqxa [ 31%% Inger aca#ﬁlwa‘eeag URigerst \ﬁslaalﬁ%ua @SEE Hbe e
[00’4@7?%% Ishdvin (ﬁﬁ; 21aocruﬁlegyfél@ﬁ@1%|tlbﬂ fﬂaﬂﬁ%&ﬁ ¥4 ﬁﬁ? BE 'ré?fesented as
docunent 12. 46] In this exanple, host sys

a tiepdika dufectaredatvmgl anilerfios dey, o heactbi uedﬁatme(eat gategories of

in d t do
seqR o aBEn G hagrtisttier B PR e € 3 Rhoert; opEpBrgeurity
dofiahi e I ch B el R8s BMOCGMGbﬁﬂdaﬂ% WainBweACIRAY include one
reader 11. As anot her exa ata interface 24 my

or pererefipness &ad sof of Hegunns ncgmg‘@atwn@@ﬁwa@@omw] thai;sncludes
claﬁfﬁ&% 4'7 n, lf%irs 4?8[ an O\%lﬁggtg{ 49d g{&nnk ff 'v&rﬁéﬂ & t?Il{l c%a%ﬁ 1%4hruct10ns
may

e represe as a reé ruc ure

defhitig gfdcbsSeﬂfor Rbetksng foh eficort MercnoEidstck Gpélﬁﬁi&ﬂﬁrls‘clcs of a securlty
categories of security docunents, sub-categories of
%}’é%@% Ay OB BTATENE ONC OF clapsaligrs fé af%@teéfmélb% peRinode may

detggfé g@\?ﬁeﬁrer Eﬁ&% fﬂg-rémblk%ckgﬁé ﬁ\g)f/{Z? £x L certain location of the

I catlon ranemor ude one or nore
scauefyedanoest, tlosaagetvingf dabocthapotentidappdsfof satuiriondocuments to a
par%lcc):lflltar Elses deuolfevserlﬁers 4t7heal"éhelr gscsloglate ﬁ with the parent node or one of its
child nodes, may further process the MRZ to confirm that a specific sequence of text
identifiers is present within the MRZ text. In this respect, verifiers 48 confirm the
attributes extracted by higher-level classifiers in the document tree hierarchy, such as
whether the above specific sequence of text identifier is present, e.g., “AU”, to further
narrow down the set of possible types of documents to Australian documents. Ultimately,

upon reaching a leaf node (i.e., a node in the framework without any child nodes), a set of
13
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classifiers 47, verifiers 48 and validators 49, each

of which contain executable instructions defining
Wpeweeswes for checking for one or nore attri bRCEESNS/083163

characteristics of a security docunent. As one

exanpl e, one of classifiers 47 associated with a

parent node nay determ ne whether a nmachi ne-readabl e
ong gmorenRIflatess B rgfarencad b thah el pereas pilicdfin g gttempt to confirm
ncRERALYy AL Ry JAURART T 0% D doan Lhe potent | a

security “docunents to a particular class. One

[0(1418] Hensu sfthQl‘IS204171plustt dheger M&Memehiat\prds\hdetshelamn editor 30,

e or e s chll nodes rther cess
WhEREY pRge g0 Tc%’ﬁf"’ns ey 4t atasstpé%# W?E%sae‘g%@%é% f IngRagticular, a user
ma:yqﬁt@fa'cf Wiha graﬁahﬁhraf:ﬁ&? tmt&‘few% estth%d M?Za}xoﬁf(édltolr B0t document
espect, verifiers conf | a but es extracted
typoy sthreglhe dafabasel32d¢p astsncﬂ decrtsnann 1deheﬁ@bcbxou femicvtarke 84 to support

ifr i Bar BT B FOTRoune BoghceswRirer ma iFGRERRIE layou
cdifFIAY nelRvA | C?f §RciFeh nel deegHbkltd &S f@fingeG R Soduthent

Austral i an docunments. U timately, upon reaching a | eaf
idenbieation. feameweprk ddle At this tiees the resiordy deifnp dhetattaipytes iprgsent to
defgliledtgﬁ é%te? erg,?stub 896g8rsy or 1n 1V1d al?(lnocglﬁlegttt?l%ed' 91[ rat%]aﬁlcoggﬁlg {Iser may

assbbh@te&hé Bédiinicdit by eafbetdganmd o ithyor@Que WiiBe 8 hew [00 @ﬂ&ﬂmg—mg@mhms
stem 20 includes a_user interface 28 that provides a

f0r| sEFaen asgdpspidierszty, voase g aad yyltqrnd?- shown) may edit
[O(Q@L %lt%hﬁl{l@g Vﬂotsp ﬂte?n %@frﬁg ‘;Bg gh aned I’J DRALY Lok ?(g%%a%tlvely update

may |n er ac IC& user inter

dogamese rﬁeadﬁmjlohafmunoeki Bt apoB:ctivingtint prlecssienimigepias and
t.o dat ab 2to exte d docgrrent

ot e 5? Fios  BRHSAEAGFY (9 Qi SeLPpaPEuRant By Biymode, host
sySHQR B0BRIcel kP aR: daFaoa[nd%?thFcallﬂl thsSNBndW 3B@lﬂﬁe‘?§t ypR o"éﬁ%f into
may interact with layout editor 30 to manual |y 'specify
doaunmantvidtotification ftappeyark pé that torfoims®rany odentificd adobluﬂmﬁthe
n framework 34. At this tine, the user

entificati
WgVooeffF?}ng QUi but es present to define the

(00591 FU0S, ViscrSHrt C8trRGOnter vt withdisWl idtbddac0€ tpREIFF YdBmahdy to edit
addi tion, the user may associ ate the docunent obj ect

a dpeymentitynseabiesd suFh #s eomemends teatadd QWG@FOVé%iaéﬁlﬁﬁ@ 7, verifiers 48

S er
anc?LagPJa{ da?gsg&a%g%lﬁ%ao%g]deﬁk e?éncfa}ll eh? yéz bP'] St“ S{rg a] ﬁ?w
doaﬂndmyyﬂ@e)bwca@l&&r nfangallyl @aumatiedy, tt@reanq)cav@tal doehment type object,
updat e _docunent identification framework 34 upon

to Rerdgih godsn@f dreeand idegtifipaips ferameavoak o BROTI By aprbigation of
clagiﬁgps §7t AL Oxfahﬁatgles (?te}ﬁﬂeoﬂ?gr cﬁﬁlﬁ]réﬁgg.gég g&gg%%er rﬂa@r

ost ‘system 20 processes
en@lgb (hamut ex:htolr $0 nmtsadot docanreatv ddottiicmant fitayeeodb)ett mbretquickly
ument. identification franework 34 that confornms to

1de§H§’ AU UBCHtYRSbut es of the new type of security
[0(139? YHB thage data received by data interface 24 may represent captured image(s) of

all or a portion of security document 12. As discussed above, the image data may contain
one or more images, text, MRZ, barcode, watermarks, or other information. Host system

20 includes a document processing engine 36 that receives the captured data and performs
the above described identification and subsequent authentication processes. In this

example, document processing engine 36 includes an image processing module 38 and a
14
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[ 0050] Thus, user input 26 may interact with user
interface 28 to specify commands to edit a docunent

wWQ e/ 0T9gect, such as comands that add or renRWEUS2008/083163
classifiers 47, verifiers 48 and validators 49
associated with a pre-defined docunent type object, to
insert a new docunent type object either manual ly or

dogmenhidentfiegtion meduledhipepcafogn dhhdopumeppidepfieéion pragess.
DFR5G 1: DAHESS O ORI LEASAIAR, mosyie o o
codfrm the I%lllﬁlbﬁl[(&ltléﬁ pf thalstclaity decuhPena nﬂcmﬂh&rﬁeﬂpmﬁmdﬁa ckction

h | t t 30 to tall
o iAeiet e 1 CAL MO Mt e Sl CorseUl dRpyent 12
belln %@Itlﬁ&y arﬁﬁﬁllt'ﬁénh}éatg@ C}ﬁ%?ﬁcutlé{rreﬁﬁa coﬁl@&rrblﬂ] mdffe HRGS engage

received by data i'nterface 24 nay represent
dowfmnm redei Hatgeé&;i) bagicodds| 1nmIT@a‘;¢d1EIi&nhlpr ageread intagnetic strips

PR RIS dofnt 37 gt STREfbe “iRgb TR G T be

covained TeehK $mady da@t her i nformati on. Host system 20

i ncl udes a docunent processing engine 36 that receives
[0053& Upap tencedngite &a@m@dpmag@dm, image amwfémge@@&ulb é¢ may invoke
1marlﬁfje§3r1]r g)];olc% rf%gltgﬁnt% %_pt?elfg’[nhe el%'::%glg 1ty F%% iNA 8§lor or blnarlzed Jmages

engi

frogftht REptutdsmage dngOIQiL@m§ h&rginrodsd ﬁroBé’ssé’dldaptured images are
adocunent identification nodule 40 to performthe

refgrsed iRers captyEsstiMpEapib reapisrEisnecDoRaREMe enyrusddp Agan any
1m%gbv'ﬂ§th§ Ifakésg?dh&%ﬂ Eﬁe&fﬁ WABL @E{e Aty fRUERR TP Se

{0 confi rmthe aut hent | atlo e security
pratosingemddudade magieietemfmmdyhemhm iaagtapracessing echdoossaryolshsbd upon
i nformation fr

44 t hat t t t {
theypg %ﬁqégh? )éO%?eC ui@é@&%ﬂ@&a&% Hherifage e %‘@%@&i}ﬁ?ﬁ?w WAy
req@tt REMih %B@pro&é&sﬁg %Igoﬁmﬁg oflBiRd %91)111 @&{a'np 3'39(9 B @ic44ptured

may engage document reader i1 to read bar co
Image( 9y ¢.99 aﬂerkRﬁb]EgrQM(bw}th dight teetadayvegniet catan mvpslon image

t t t 12 b I t
oIy SHAF (R ey OO B S R g gnodule
40 $@tier ahA10RR thd PR e deGels Wollths tofter data tobta@ebdi bR ERfedion module

i mage grocessn ng nodul e 38 may i nvoke i mage
44@@@‘@ dbe &ipa@f stcyoiby dasmscto generate better quality

[Oﬁgngggecgﬁ%a?lgl 1%% n@e&%lhé %gﬁlg&smgatgg %ttahgoc%%%y{dgﬁlﬁcanon

urpo ese’ proces

mo@iammt@dzetseamnwheldeﬁﬁﬁfamed ftatea®ric &PBthdﬂdo idep&ss,32 to either
and "captured i mages" shaoul d be construed to nean an

idepfifgie sypetheecuprat e die dpsumepiypeebirefy sumesed by ﬁ@cument
ide ﬁﬁUa{tioh}fr W@H oil eét %%%cﬁ{tg%%&ﬁh&ﬂ. m&l’bh& 3?28%]ase glde

eterm ne er | ge processing I's necessar
localpp withivea tngmeroér donghitersoattablke asdBamwih hnstcsaﬂtmrQiOn bowéner, in

o BBl A b e B b Bt o o
syR&R0 a1 PhethvbBik CRREMOADr some other remote access method, such as a virtual
private network over a public network. Database 32 may include any type of database,
such as a relational database, or any other type of memory capable of storing document
identification framework 34.

[0054] Document identification framework 34 is organized as a tree-like data structure for

casy extensibility. As described in more detail below, document identification module 40
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I mage(s), e.g., a dark background with |ight text may
require certain inversion i mage al gorithns. Once the
WO pwge7¥8t a has been pre-processed, docunment PCT/US2008/083163
identification nodule 40 further analyzes the image
data as well as other data obtained by data collection
nodul e 44 to identify the type of security docunent..
tray@yegslocpertiiderdificpijon Fiypewerkcdi Wy sslpctivdy sbokiygedpiptigeof
clagh s SR VIR 44 AENGR A0 MR Bl BRHEl B8ty the
scatatyatasencdfast anceif thveplutatigndfi doguinbet tgpealyjedty stdaduodatument
.,as.one of the d ﬁunent type objects supported by
ide, B@ﬁ%%WH&W¥EWW*8|cation framework 34 or reject the

[O(ﬁsf %_rfi.et’ %a@&gﬁgﬁ[%um&@i&ﬁﬁﬁgat%% e wdtR Bgfddcgﬁl%hﬂ ifentification
W thin a nenory or conputer-readabl e medi um of host
moslyt4ma0corhimweivate thd idewtifivelrty phdioduentdecurdatt abase iB2rface 28,
may exi st .renote from host .system 20 and couple to . ..
WHE PSR Y3 BT e S METTOME COMHERE BT P ByiBe tih s display
43 FSMRpRVALEEES w8 POGmaSivER, @8r Sonfirmhted mﬁg n¥@BErequired. In any
networ k over a public network. Database 32 may include
casgnypanyigentdfcatdert efbths sscusitscdocament #sed partionan dagamaniasis object,
oty RogQe BT R AERERR Ssflondly Nsarihsgbove

Thicdghdutfcitbet dfake fdeanBnbiok oBduthentiRbg@nitagd, &sa eollection module 44
tree-like data structure for easy extensibility. As

may £Z B aGt R aiongrem dg igagelsereauestefbiramedgtabase 32. "Once
\ ] | '
auth @Rl SRR FRL R bR iARE PR Hicates the resute of

authbntication 1o wkr mtatse PB.ewserdihonuser ihicefase 28 p@sehts this result to
.validatars 49 to categorjze and u]tinpte i.deptif .

disply 43&11@%39‘?%@@& e g S@L@lswfaéfr(g?fﬂv gt patil display. a
Pl Ml L YRl L% () Siorle SRR e of display capable of
predogimgeanaphickete<t, and atdeon fr anewor k 34, docunent

' i ficati nodul € 40, nay co njcate s
100555 Rt S8 FhB e Sacie st B ot Ao ayaue df bt stores
reo%ﬁbly WREH BRI uS B t b@&@&ét@c?h@s@uﬁ&yid@ﬁﬁgﬁgse&lﬂﬁy@B@lﬁﬁé’ht 12 as

docunent type to the user via display 43 for approval ,
a Upyted Péatepapspop dosnmght tyed 9biceisior cxamitle rdostinerf nrasesyiag engine

r ' . c ' i ficati f

3 88 R gAY o85G o BB BRTELICLERY Bt iee WkFeor o
quélej 4¢ tUpdhaetsivang aaeturentd iidantifomotig yb@irdy dba@ians dob@ment
_authentication stage, as descri bed abave. Throughout
idegfifigrgiongpodquie) pan firstiaHenPiR gAY BsaHE ¢osumsht atoages the
coglfhéhe Effe PRk TR A Tolr P/ AGhe LT APIcRRRLARA
framgtvioeni4 taoddy pdadihntest [prone ssicnghengit en86ed gopduoaint gnay be

conmmupi cafes the result of. authentication to user
on g eI Qe S e RS B brin B Foer LD DB S RE 36
autbPaficd1 85k felatOthe information and combine the two sets of information as one

output. Although shown in FIG. 2 as separate, queue 46 may reside within database 32.
Host system 20 may include any type of memory capable of storing a queue data structure
such as a Random Access Memory (RAM), a magnetic disk or hard drive, a Digital Video
Disk (DVD), a Compact Disk (CD), a flash Read Only Memory (ROM), and a thumb

drive. Alternatively, document processing engine 36 may alter the arrangement and/or
16
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di splay 43. Display 43 may include a Liquid Crystal

Di splay (LCD), a flat panel display, a plasm display,
wW@2@aniose -ray tube (CRT) display, or any ot hBCT/U§3968/083163

of display capable of presenting graphics, text, and

vi deo. [0056] Host system 20 may al so include a queue

data structure 46 1gueue 46") that stores recently

trayefaad fopih q.fdioglg@gﬁéqiﬁnt 9%@)%@@@1{ STap &0 prwghze recently identified
ity docunent 12 as a United States

tYﬂeggggégfrl%ﬂyrc}%gﬁﬁgn type object, for exanple, docunent

[0(}5f7 b€ K‘iéﬁl g fenghae ilBGtratye Staarpde dfeeatidmi dfeble &caheat authentication

Qc obj ect or a reference thereof
sy %ﬂiﬁ BEKié 1o hy, '*)ééfeﬁy\%eﬂ]gzoast?réa ABSPT PGS @éhmﬁwype objects to
a d@ﬁ%ﬁﬂ%rcs @&éﬁrdstd)éc&ﬁ&ﬁ%ﬁﬁc%ﬁﬂ@rﬁéwé&%mdffFIG@ 'a@ébrdlng to a

modul'e 40 may first attenpt to identify securit
dyckoeio deoimers idané fiodtianHeandkoarke MNext, ypisergijaes tasecslrxby docunent 12,

s e B B P R RN B ot sytem
20 k1Rivag¥hd étQ&@h'sE({l&ﬂcéjmﬁndf@)éaﬂi@reénﬁﬁ fofséA@itPHocument 12

t he sane docunen In this case, docunent processing
(52ngi ne 36 automatically correlate the information and

[0(%?['@ Is]ttopel%]‘i hdQ s%s?ﬁgﬁ &?fl(ien??gs; {eﬂ%;clra Pre% 1rn91g je)o%%f%yversmg

docft&ﬁdnd memlﬁbutfam@aﬁxaéaaﬁle 332 Hokkhﬁlﬁteﬁlm teatnezsfés ﬂ&ydatmfuudﬁ:e by
pe of menory capabl e of storing a queue data
Sel%‘%tl"’@b’t lav‘éklg&ew eisherered daemont ideas ligatiarsptprpgupodyles 41 to

1de?%@f‘3ﬁ% hﬁkr%!ovﬁn{;)%cgc{[m%ﬁ{ % c?{&&‘fﬁle ap'%?@ glhéfgl %‘n%totﬁg[%jﬂe)cts stored to

do¢uraavlt 1deat1ﬂca‘ilohkftﬂmh)3vxdj’rk Bé (54 (The dahandiel dpcurd o ud@ification
r oc SSi n arran erren

ne 3 aI t he
fra e 1@? g fﬁo %@wﬁﬂ a@rﬁwﬁ Eemgips extensible,

ﬂefcl'bm&ﬂﬁcr%ﬁt aﬁhatt %, el @hh&i@&cﬁ&%ﬁﬂhéﬁhﬂd&ﬁ@ﬁ fram%@ork specifies
typés of security documents. [0057]

thefprotacdlefot trivtdrsisg, reditingr dxlatipg ebJ@pte rﬁam, @nd ufsentllng objects to the

t thenti i t 10 .of . Fl 1. )
dafi SR o MBS o8y RP ool R dmiRlainine thg itesiny ghdpgument
tyfe)iaf: lkb@ed 2.t 0 a data structure, such as docunent

identification franework 34 of FIG 2, according to a

[0059h &ippe idrotifiries theiuakpewt deeesh (ynlesraqeratch indxund aad the
I
doéélzrgéélé gsrrt%’ e@\%df,lhl %tc g%tgﬁy%@g%%ﬁénﬁﬁéf tﬁéjgelaur%@ a%cltlrnent based upon

I mage-ca

thedeuilaslith bf BBJin stiasity fireBpadific &C&ie\p@ﬁloanﬁ detn&s type object
uence of gne or nore captured ipmges of security

1deaag@ﬁréwng1‘zeﬂ(f@91}0n Povder @%@estb% regfifigrsion %%@ﬁwwsult in
ideh AR & oh! 7 $h e%t Ir??@'ol:‘ﬁtﬁgnt ARIRLRY kS*P% fﬂa?%ﬁhsddegment t§%e object.

ocunment | cation franmewor t system

Hobkt sysiensy dtlhﬂ!g dathentsbtiog tnayechss sted Boitddvhtgs pavgpdet dgeument
re of docunent identificatj on sof t

tng) cggﬁﬁmldafaostructure 4 to determine security features relevant to
authenticating a United States passport. Host system 20 may next invoke the correct
processes referenced by the document type object to begin authenticating all relevant
security features by, for example, reading a MRZ, performing various image template
matching algorithms that search for watermarks, reflective insignia, or other such

markings, and scan the text for consistency. Once complete, host system 20 may display

the result of the identification process, the authentication process, or both and other
17
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identify the unknown docunent as one of the plurality
of docunent type objects stored to docunent
W0 dspoifsTati on framework 34 (54). The dynam cP@DUSR98$1083163
identification framework specifies guidelines for
ensuring that the data structure remains extensible,
flexible, and efficient. That is, the dynam ¢ docunent
COMQ@éeﬁitquﬂ@aWbW o wsahreislisp L carinreduce gay pth@f yugblefaydio or visual
j.ng, editing or deleting objects from and
mafl%agaérr?? I'ng objects to the data structure, or nore
[00$0hET@I 4 is,a fldvechprtall mstiating oxanme npantivmef Hdsesyistehedl int KIG. 2 in

furﬁ@ég. #{ﬁ?@t SEY%@ a\tlf‘g : é%@ﬁ%{e Cum&’ﬁ{ ggsfg Elﬁl&uﬁﬁ%yma Jyging at
leagtcﬂﬁé‘%a?ﬂ%dtlﬁﬁgg BEWEALy dosumEhCOt 6L des BT DY SE, BB stern 20

may authenticate the security docunent based upon
recawasb Caitired irgagel(s) o stairity demuent V2 Viealtariesrispes (G0g f(trcpre-

the.particul ar, docunent type obj identified during
OSBRI et UR TS RBR AR The | dent i {1 cat | on
[00%1 POREEM )pr6&§é4h 1rhz£gel e@gﬁﬁel%lc%ﬁiph@éb 1ﬁfagé Bﬁ)céﬁﬁigf thbdule 38 that
docunent as a United States passport document type

ma@bije@@jmmepﬁgﬁhegy@ etz inghgeireqpizs fureher insagd roasessrag to facilitate
the 18%1ﬁ8fséaéa 1§}1t? tngpSO{) Sc’egg?%)tr [gpo%uﬁe%1&1¥§ﬁla9 Eﬂe cglgtured

a S ruc ure mmne securil

imi@atguies adeitiedarinapOpRdtRERt(tTas bgnah,4a) tlﬁﬂgﬁpﬁk&ﬁmg module
passpor t. Host system 20 may next invoke the correc
Md@'&@é@ op@Pémﬁwgﬁynh%e@%mtthmy]&s)eenélsﬁl@cthe ﬁ@ahty of the

g L DEPLLE Sl £ L S e o

1denﬁﬁwlohemaiud?& 40 foatiddnkifigatadng df hd Amrthet hMge@aresehni orrequired
nat reflective in nj or .ot her such
( EﬁarH@% %Qtﬁ’ala%ec%ﬁ’?c?sﬁ’élgtr% u%f %ffr@bgﬂg‘fsé SfPuredRREe to

do&ﬁ’ﬁ%'t ﬁieﬁtlﬁ&(ﬁﬁ)h RYRAEN0 R idEYifidhtrR Bectihe result of the
dentification process, the authentication process, or

[0(1661 Boaumem.ttlthmtlfmhﬂl@cmediula AP onitretes the identificatsmy proces by

el A i iteBf AP Atk S & Ay Sup ey frpework

(68';I k}éﬁéﬂaﬁ§r | d&uﬁéﬁﬂﬂéﬁlfﬁﬂﬁérﬁﬁb@ﬁle ab ngstavemstdeBuméhtiidentification
in further detail. Host system 20 verifies

frag@wgfk $/§/aqygtd1|1?@mth1pg I@felq:qf(gont;‘[o pr highprpariegmance} dinsler a first
prl§H§’C ra?g %5\%%531'1 AR %do{ioc%%{: [ d%tbﬁl OGHBautkZ0 1‘{61‘%% tr(ajverse

apove, recel ves ca

do¢uim1e (dehtifitat®aditndworkl 0¢ uo@nding 2o pﬂlalt@bataasdcmmir\mh: the24
for %re pr OCGSSI ng by docunent gtr ocessi gg@l nmage

dO@nginﬁ &PSELITHOEIFd odaskgnht idpridicstipm ameugec reﬁée pyorities
mag%é&ﬁﬁe%gﬁ REOGGRE R s%gogfal cﬁ;a?t@  bhdddralB¥al meth?1 L

m ne er the captur ge requires fur

do¢ummae idenofie®inmgodude 4@mialy lacwssaqudme dataesnucthrecfm toaletcamthe which

aut henticati on processes g et erm ni ng, t hat
dogyment 5@(3 Bts were just previously roces d and traverse t es docurnent type
objects stored within document identification framework 34,. Under the third dynamic
traversal method, document identification module 40 dynamically traverses the full
document identification framework 34. That is, document identification module 40 may,
starting from the root object of document identification framework 34, invoking one or
more of the plurality of classifiers 47 referenced at each parent node object of the

framework. Based on the results received from invoking these classifiers 47, document
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i mage requires additional inmage processing ("YES

branch, 64), inmage processing nodul e 38 may perform
W@a®907598Dr e i mage enhancenent al gorithns to ePCENS208/083163

the quality of the captured i mage (66) and, once

finished, transmt the captured i mage to docunent

|dent|f|cat|on nodul e 40 for identification. If no

idenifigaiion moraded Hmax selsetge os mosyef the ghifd neges Bf tsgyrent node
tra‘%ﬂe ddv?@'g) daolg)u()v%g ﬁet%% ect. g)lr' Ccﬁ%o%%)gﬁ%%ﬁ%ﬁ%&tﬁ%ﬁt?&l HARLYE RS,
Dolcﬂitﬁaﬂitl ifli¢redichtoon tlodwde B0 ynay[ HPH24nclooauore nf verifiers 48 associated with

identification m)dle 40 it est entific t|on
cithir SR ofs AR FRged %M?Sa%mq Pl Sty document has

theggﬁi:ﬂl'j)‘ﬁﬁfei%h%ﬂac{ehgﬁ@safof et a@ltﬁef‘e%{edq& th@@lagsﬁﬁé@\"’or k (68).

erally, docunent identification nodule 4

[0G63h\Fbrss derdidicamnene! tradersal fmiay edrtmme ﬁmalrrmmmlcnedentlﬁcatlon module
accordin o three | evels contr ol hi

10 FERRET b e U ERor e  R St i pa&lage s S byeecty e

attﬁ‘&ltél@@f thél QSR andl @ éfbicC alchBficdMe vhRurdd 1mg/e(§)ra@,\ﬂ% 58t
docunent identification framework 34 accor di ng

magghi ey setigfiedanatole paved muedaiined dreddolrveith rasppes t@ﬁ]eepéurghty of
do%}rni?eél? ?}{ oob?e%% stoggcﬁ 10 c?o&g%n'e%% gg%ﬁ ctaHgﬁ %nglewo%n%lig?etr ﬁet he

[00at %dulﬁbllﬁu&elbﬂ'ﬁs@ﬁbﬂ haele aalmayeq)bgotmtﬂacsumqhenﬂy or in tandem)
i dentificatiaon nodul e 40 ng\%ﬁ access queue dat a

twe pf metanfeny of thy raeteding mehod tEaycasbmabats.t e dqueens
ide ﬁgatioﬂ%?cﬂﬂee% @HZ' Hr B :ﬂgpqg‘ gﬁ\%l a?E B@ﬁ’ee({aﬁ%thﬁﬁﬁg 48, traverse

ocunment type objects s ocunen
thei dﬁmmdctmaaéaordlﬁg amhwqumes dnd ndﬁndﬁnamiwlly hiav et sdynaptinecture 34

traver t hod, docu i dent i dul e 40
by 6§}ﬁ‘§}ﬁe &% a%?fsegret h@r Ie}rlral%%fiﬁiﬁtfo %%ﬁt i fication

[00‘6"5]3 RV dh Bé traJéf@él off Boc G TRALifit AR &GRIk 98, JRAMLR
0 may, starting fromthe root object of docunent

1de|ndﬁcﬁt10hlmml®4ﬂ fdeamesch& cgayred ntmagﬂ(s)gts oneobthe rpblrehtgfof

the pluralit aS|f|e 47r enced
dogytfalisth Shiselisfued \Eix st Rartligshat TERERErGH (R As described
ab& VRS Bhrirk dﬁﬁﬁh&@ﬁveﬁa@ﬂf didb‘ﬁﬁiéhﬂiﬂeﬁt'iﬁ%ﬁoﬁ Frassivbiess dbdument
docunent i'denti fi cati on nodul e 40 may sel ect one or

idesrifieation ra¢rhile n@y salgelgtegrertaingy ydvesrend soapancrthese ceiainty values

n
o SN B U SPGB, RS B o proney
idefmfluthe céftursenagg(e). )Olwéﬁd@ftlfﬂfﬁ,f@c@ﬁleﬁﬁﬁbﬁtif&faﬁoﬁ&odule 40 may
associ ated_with either the parent. node or. the sel ected

display the Werfefesh dacymeptiyps ﬂl?JF%é?%OI@é’&}? fhepeiptymsie taale user for

haracteristics for the path sel ected
P rgsalﬁlgao&clgﬁé%ﬁ ?72? [0063] This identification of

[0&66]a®e1ce alentifigd mmhtppmxed brtthd usstoafirvgnired, deadmdrit ¢dentifination

ule 40 reaches a Jeaf node the refere set of
ol 45 rieS 05 o bt SRt loak e et prbeagieBt ype obect,
or tdRGARGHIRR tPtumcREnREQkiBatidndREIIE ke SDbBEn&GRREMERS ation

i mge(s) as the best
module 42 performs the authentication process, as outlined above, to determine the

authenticity of security image 12 (74) and displays this authentication result via display 43
(76).
[0067] FIG. 5 is a block diagram illustrating document identification framework 34 of FIG.

2 in more detail. As shown in FIG. 5, document identification framework 34 comprises a
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match or a satisfied match above a predefined
threshold with respect to the plurality of docunent
wWQ e/ 0t ect s stored to docunent identificati oPCT/US2008/083163
framework 34. [0064] Docunent identification nodule 40
may apply (either subsequently or in tanden) two or
nmore of any of the precedi ng nethods traversa
tregrgaty sHacturph ieyyewgs dormentiidaificationalr arpe orb | reayiepmgise any
ot p € PEER R Xop AC B SoMEN ot o PIANEIHT fpdBbiccts 78
78sintdowxtent typpnabjecal8y).traver se data structure 34 by

| Ki ft pl lity of
W@Li@f‘lﬂ 'S Pllﬁr;\égf o8 og%aﬁeﬁ%'é&?%r%émrp 36@9&%?156&& root object 80,
a p‘ﬁﬁ‘&l ?'%’F Hoélﬁiﬁ’éhtt hipe %’éc%nmf hedTe }Mﬁf HitPbf d@(ﬁﬁi&ﬂ?ﬁfb-t&/pe objects

fication dul e 40 i1 den I es the capture
82Aff&2jﬂ (8docamentirmbefpd dlgeqs 82’2l Any fmﬁhalidbwrtmetcoulyi@pand down by

ects .stored o docunent .identifjcation framew
Sutt%‘%’) typago “6‘?9@8&“ gﬁﬁwursavt?? Y R aphamt et F%I%Pé‘i“%té‘?n o‘?OOt
objéecs@plesdieihe irédt‘b@%k&ﬂ%ﬁfy&?@%%cﬁm@ﬂt , idFABRO framework 34, or
identification nodule may cal cul ate certainty

mo\‘vgg@t@sallafnﬁne@bﬁﬁta@lewtlwés*@cw@mtadwlﬁc@teﬂnmgdulg 48 bbgips traversal, if
traveer%&lg Isglt IVY ac@o lde gtt8 rtheoc(qy e&%l\t I1rsa§j n}%}h%{dh@ees%ngo%%itagloyet YRoot object

80 IN@8insS bldlt@ﬂtﬁkﬁlal Hﬁlﬂ;t 84fA%dM @O Useiiters) d@ﬁfetn‘mg:@bt @b{ject 80 to
nodul e 40 may di.sp I%% the identified docunent ty
cachyfcloeumesAgaRtieety Fe TRequngng xpewhlcgts %S&I%Ormalaga@% blﬂgfscﬂonal

lmﬁsog)éﬁ\(?\@lrzocégg %h@{&h@&mé‘iﬁ ik %G&W@ @nt' ! Q%/ﬂef s 82.

and app e user, reqU|re
Lirkd @4AHB4 L &tlinkm 84ft)dnld}eco41€prtse arfsrnts to iaédresqal; whext one of root

objggB@egisg%ri?eln? g%g%}%gt&w@:dgiggﬁﬂl%%%gg é}?}??gqﬁ ects éfl eﬁg stored within
dat@b‘és@ @Qt i @éﬂe?aﬂ IRAHRt hhe 0BRGN TR Rhd BSERRAE LEREIPEBbjects
nodul e 42 perforns the authentication process, as

repoeseht nladraadhosad prgpolzdedreo ety ldecwerodit @mtteg@ndsyswﬁcategorles and

ind}{ifi b afpes et 10 S asf L ediat Phdical pdhuss. prearity

feaBurbSordafhi@ @Kardét@lﬁlit@gbf tHewséuray dHEintt@€d) PRIfdough shown for purposes
identification framework 34 of FIG 2 in nore detail

of ﬂ@nmimmhqvmgjlhee t&rs, goy: oweher af devels mixbe feppated rasisekize and
T A A R

rise any ot her

[0069P R o6f ot edt 80 Sitidluids Wt Eaﬁ&ﬁébla@mﬁér (Sij@;fc ROy tHat@bﬂdfe&ibdastc)he or
of docunent t¥ pe objects 78A- "docunent ty

mogppelbe §lurgtty of plogaiirs i of KIG ZeXTAW eterensey RtSDECity unique
ide gﬁ%,’ IHrﬁ@t F%]dtfegs?%mgﬁlo%ﬁ 11‘?91%9{0 SSwidch G%tref%pééﬁgd classifiers

ural ity of docunent typeOJec s 7/
47 pftslideaIAstgarcm‘t nd(bﬂ‘:sudm:rmtneﬂubf-pb yhrecobantlsdBRAKPRMassifier objects

864 qngg(o:glgelﬂ ahes ?)Sé é&g‘iﬂ(})ﬁa usph%a%te As ShOVfJI‘llj 1rnt ﬂ%{ 5, &ocurnent type
objects 78 each include references to respective classifier objects 86A—-86M. Classifier
objects 86 A—86M (“classifier objects 86”’) each reference one or more of the plurality of
classifiers 47 that contain executable software for performing “classifier processes” to
evaluate one or more characteristic or attribute of the security document being identified.
Each of document type objects 78 may also include a respective priority value 88A—88M

(“priority values 88”), although, again, document type objects 78 need not include a
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sub- sub-type docunent objects and recursively nore by
the sane construction. Root object 80 represents the

w0 o/ 0T8sexenpl ary tree docunent identificati oPCT/US2008/083163
framework 34, or nore generally, the object on which
docunent identification nodule 40 begins traversal, if
traversing solely according to the dynanic traversa

PrigiyEncd éscdop@Eed abevee PrirgBt vabiss S8 maolokar#e aicagain traversal
[
ordl B ] @R Bnch 5 AR ANE 9oy PN R idomification
ﬁanhﬁed¢$478 Docunent type objects 78 al so na|nta|n
tlonal Ilnks 84N- 847 connectln Qcu

[00%? Pevetpnal shes it Sstie fy9EuBBR eSO & 14 dEihent sub-
obREAT B4R A mk V\%Eﬁiﬁalﬁ 4ef%reﬁé‘éé t6 QBRFidiSHdi 50?5 &£ géﬁlsthﬁthay be apphed to

add?esses ere one of root ob jng 0, docunent type

Idhpetlmtsse?&ltami@cmctumn thesatppﬁdpylpe odlbljaetetlstlﬁzfoaﬂle pgﬁlcsle@dted by

3 t ot
theféasgﬁérsg%% 3[3%%1? reg E%F %%(j[ e%ts%t gﬁ?gglélﬁfey \%1?1dato S1S apphed n

an Bit@hRHt6 BbEMAIm B gameﬁ@éltm tRd sREHT ddcHmepgument
cat egori es, sub-categories and individual docunment

[0(}7)1b@§c(1mglgfsuh@ﬂ@5c)bj ¢sasBhrepresesierd mogepyasidcay such, cach includes a
res tlve fl(?asf(’)r ot eclfI Q?Ax%gl\%qﬁal% "&RreBle lor?ey orur}l re Va%i tors 49 In addition,
rac eristi e securl { dOCU ? %%

doaﬁmm siRtypp @b}w@@s 1@élu@<@mcav@&rﬁ1ﬂa¢e dgatohpee] Vi (éfeﬁlplate data
nunber of |levels nmay be repeated tq cateqorize and

o) @I}%&eeqrynqrﬁ BFSPFAlAINPImEs ﬁ?ﬁtmg}m%@@ 93A- 2 fringrymum
N¢ t .
Ce]gﬂqlgtgsi : 2 92t %ﬁ{iat@oﬁﬁ ?cg?bfﬁ 9389 rdBEhMIGR FimdE3P 1ihe;_)dnl?rahty

bjeC erences one Oor nore
of tdlelapirud@iiatppinér wlvagpicfidertisicAthaomalkd amprisdine@etherwise to
corg'e feren gﬁgg}g}g&q}; 61@ cp:!%fﬂ qli*lﬁélﬁ%r o %‘g:% Io%l;?a&%ct@rﬂszgse colPected by the

resf)&ftﬁire %ﬁ%ﬁﬁeﬁlo@% far&lt Sode aﬂcﬂ%tg{ﬁrallﬁnﬁ @Et@ﬁgrs &Qgset%’conﬁrm the
document type objects 78 include nultiple classifier

ideohjyerftassc8@ity dncursond 2oAlthhegichasbown er El(¢ Suindiobre embodiments,

cachil dob R sp ey S ey s Ris SRTHETR Jori YRR §HeRe cach of

the@bhipte BB O ccllraRinte 8k &%&%t@rlﬁ%&ﬁ%es Template data 91
("classifier objects 86") each reference one or nore

genstraliyhdefipies pzy femplase ingdegsdpyque rel@,arawemsﬁlaﬁ, seetitaifgptures, and any
othg%( g%tg é%géﬁte?gﬂétwy aetneceﬂgg&ftg ruE% &Hen gfirlngra%ﬁ/or veri Iylng a

e one-or nore char

partictlat &y & ddlutnbt sabayd djeddog Mentenbal, Rerificle ABIrttudtcertainty
Each of docunent type objects 78 nmay also include a .
valugsi9s @ PRI ulsE REHPYS 11\/%109%138‘8%“’@]8 fhe(claspifisF progessay Qfgrossible

doﬁﬁ’nén’t H@J’e th gﬁ'%ggae%g cﬁ degwgﬁs th%%ﬂﬁe&%%ﬁitog of BolfRt

not ["'ud fority v escri bed above,
ideptlﬁoertlomynmmllmmsw&&nrm)punhehﬁ idestfeagorc famaworkt 3r4a\}f?¢tr$adtmple as

or. |ch identification nodu
et SO AR B A BT SR St Memsw node
ma@lr&'ﬂﬁp&gﬁnﬁ&l s} 'BPM‘ sdmdd:duﬁien’g’typ@ BMJ Ok 74 A IR col¥Mond to the

Obj ects 78 or docunent subobject
type of the current security document being analyzed. Document identification module 40
may compare the returned certainty values to a respective one of minimum certainty
values 92.
[0072] In order to identify a current security document 12, document identification

module 40 typically traverses document identification framework 34 according to the
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types 82 may contain references to verifier objects

90A-90M that nmay be applied to confirmthat security
WQloweaeI987 has t he appropriate characteristics POF/U$10688/083163

path selected by the classifiers 86. Upon reaching a

| eaf node, a set of one or nore validators is applied

in an attenpt to confirmthe authenticity of the

dyegaaig tiay §rsdl degihcht Gia thig dyngmipaeqiprch doguipent jisatifpytisagodule 40
sl 8 BBl FRLED RSB0 B e R BEN p SRR S i
g6Mr Thesreanual tldsifiers 44 Qnaljm: thel daftture mmaglasscamdmﬁter garta-obaiecd from

ts 82 de res ectlve te ate data.91A-91M
Secclﬂjfyeﬁﬁﬂuaiee ¢ 1§ 2 Sy PGpRLDIG o 50 hgmen ﬁ@gﬁgﬁcwepresented by
ther@hﬂld MYALCPE L @(’)c‘ﬁ%ni’ e %5]@8%'9‘89%% GetThdy é;ﬂégﬂf\‘f gy &ld¥more of

val ues 92™)" Val | dat j ects 93A-93M ref ererice one
domnnmmtﬂmmmﬁmné@plurallty of validators 49 via pointer

identifier.that ke canparj s
1013 S L Reh P16 de s B E0°BS 7h s BRR B jentification
modalet40Cdéb &setht hisBEhRY PIssiERASEIEHER6 A1, iAo B Ehe@fd¥nced
the respective classifiers of 'the parent node and
clapwtientii adndyreeniyesviget «ﬁﬁ essiblsqttabutes orelrfraateristing Then for each of
chlllcfj SF—DI @C}ﬂgl%;lt OE}Z)J éc'c% Lflh e&ﬁ\rgreg \[f]re?rger gé]ceﬁfo‘l 9%)%8%’(%\3 a?eolilsea to cornpare

wn$1ube tyteetea kmﬁeﬁ SncBI&oﬂrme d $iglilute odtthintypfaetoy,@ht oagdd on that the
obj ects, where each of these nultiple verifier objects

maﬁfémaﬂSéwééﬂkyﬁéra@k@%@@@%ﬁ@fﬂe@frﬁb Aoewacns and fb@rfﬁbﬁlp@ument type
e t
for i sl ARl or s Do Bt | CTRARNS: (FBGEE b AYRY, n this
maaﬁ@roﬁalakwdrkt Man@weﬁ&ahg cesaasdytotcategezapdncategorize, and
i.ng and/.or verlf%/l ng a particul ar one of

uhﬁ%ﬁﬁﬁé e HSyRY st In general, verifiers 48

[0073] HhE t&%r&aﬁ'cBﬁDd réﬁ%a’e&%ﬁr cﬁcP&ov@n pRtde %Hhﬂfeaﬁhﬁg h RuF ﬁoden which
accordance with the classifier processes of possib

repceniymrtioppe sequrisyodquppat. objase t:bssdﬁgc;re Hdiang vemfitrh é8 rnay return

onG PP <sabueHTo et R HERE] R T RaHebaeR SA0 By cedtile

weBh@didvBragd of BRSCEdrhady V@luézﬁ‘icc@fdll@fotdn@qh&[oﬂdt@’éé wfithin the
er(s) 47 and respective verifier(s) of a docunent node

dograyent suluiyive @bicahtdeendsetrayirsdls Fsmgihig svoighéert avieyqes. document
1de%9ﬁga% an?dutlJ@(? mqg)éo&ﬁetjé ‘%&g&@‘éh{eﬁ akg%%é %(/?Drﬁlﬁg&uﬁlr}:%{talnty value

securil

92 Ia@b‘aﬁiatefdl widt the moamﬂmt SuBByprRibj o BP afider tieerkAlttdl E:dilﬁﬂ‘m whether
cert ai nt Yy values to a r espect i ve qne Of m ni mu
secagift dacyimignt by isdadagd that pertisylay fypgofsseufiy @Qf@mem ySheuld the

we%mgetafag&f%@ o4 I!nEé’t TR ailsgom%g’& I Fhun) 9&&5&? LGRE ben

typically traverses docunent 1dentification
docfu*rmmwtmtqﬁ&tloacrmm HYmiap dishadtihawhaeletbranch rasslcianett viold .

a this dynam t hod,  docunent .identificatian
do%’&fiﬂt éubzrtypgpgwgiggﬁo JBtthgeryteraion. thegebydmnreying gHicisncy.

Dokttt iagRiffch 88 Smbdult 80 eFSNeRAnRY 0GRS iHrb&lh BOF&&dining sct of
possible document sub-types returned from the above classifier object 86 until a certainty
value is either discarded from or stored for further consideration.

[0075] Once all document sub-type objects 82 within the set are analyzed, document
identification module 40 may compare the certainty values associated with the remaining

document sub-type objects 82 to each other and identify the best certainty value, e.g., by
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86N. These initial classifiers 47 anal yze the capture
i mges and ot her data obtained fromsecurity docunent

WA 2098982t urn a set of possi bl e docunent typePCSWDE083163
represented by the child nodes, i.e., docunent type
objects 78. The set mamy specify any one or nore of
docunent type objects 78. [0073] Upon traversing to

selggimgghe %B@ﬁtréﬁltauﬁtyp’éluﬁbﬁhé ¥ epding i digkerpal of document
d
o e TP BB S TR S AP RE 3RS i i

ideﬁtiﬁsd?ée‘rtamtﬁ le'ﬂa agndllnede asaﬁclaaedsditcuﬁfenp@ps bb]leet 78 or sub-type
att | but es or_ch cterjstic Then r each chi.l

obiggit d8dsrreRteriaeg 2@& diphe Vrlaeél,ﬁ%ley. ée %P?qf.néary Fayifed to

ap&% %Wd@rﬁtﬁié&%@u&@ntct%@é\% Ect W toh sﬁthﬁ‘y ROBREL @oﬁ’&hé{%se

and produce a simlarfty certainty factor, based
ackovowtl¢vize that doaan@h idegtiSicatidnanodue #& cwrmﬂtlgdddmﬁmé etcurihe

secur i docu d the sub-docunent type for
dogiFiithte EroBEFBR R i BTG of ¢ ne- pat he. t o

(0046 ¥IEH is %lmmtclﬁl@@ iIRhBGASe:Bpld Hpdrktich JTRIBBGhent identification
framework 34 can be vertically traversed to

moglateetorfi Fz16 2 %@V@@ﬂ@g@quz@nt ldﬂ@tlfmatlomﬁta@ﬂeyforl@%tchwaly, as
secur .The trave I
shREE G5 R A HEIC R P YRIRR, AUBLE dagpribed below in

rem@d@a towhd @ihahﬁp tre&@ il $ncthdeia ﬂbmmdnardeﬁﬁﬁmﬂohyn&mmmy
These classifiers 47 and verifiers 48 may return one

traygrsggpeament dgntiigption figes worh axselfivehio %réﬁ e otheriesRods, or
COIHBSH{I&SAIERG ufcﬁl a@c gé/\? &H{eﬁgld@ﬂt%éﬁggn ?Janfeﬁ%ﬁ?%

certalnty va ues 0 an equation store
achlrdlhg o ﬂelfrﬁ'elthas thdunﬁ:ubtypg/ pe edbﬂ@ ctor@Pinupudes data structure 46,

traversal g this weighte er age ocunent
acqoglipg {4 P%%tt}eé n%kﬁnéf C&@bﬁwoasﬁﬁ*s eel%?ﬁhegmei ght ed

[0(}'37\771E ﬁrﬁﬂﬁl} ﬁoéﬂnﬁEnﬂH&lﬁﬁEa*tﬁ')'nriﬁé/du‘l’@il(}h%c&%eﬁﬁé %%tﬁﬁeﬁqﬂl‘égé(ﬁ‘) of
docufrent sub-type object 82 under traversal

SeO@Ot}f documehethedpng B’@throlptlynajb'cmhmrﬂata]@ g, REIPdkéed anth atcesses root

' t f dt
oofBE sl s R iy ST RevindS st e
ideitiAtNSM BRIl AUMAN ik UR 188t olf&t diBRtcutd R Prbddssiag dedument (94).
nodul e 40 may di scard the whole branch associated wth

Dogementadentightion/pedgpyie craygfor erampleurceprsclassifier object 86A
ass?)gﬂ?'etd%f{h% %Hm&t%?&f&q emreey i %(ﬁlf fdglo ?‘ﬂw% F%f%g WMty of

|ca Ion no con ue to

clatdifi@ygh réfbRnteNm} ﬂa@@i@@bjeen‘ 8ol bhecldaifiompricesses (95) In
sub-types returned fromthe above cl assifier object

reSOPREID ﬁledEchéPﬁftlSy doemmiat [dsmheien ren kol Gedeul#igng ot of 80551b1e
att l%lg%sﬁ(grncfhgfac{)eﬁgﬁ%gﬁg %Pg%ét &Sjo%g%tehpt?ﬁe Bﬂﬁgﬁtga]t é@ﬁ%}e‘g libcument
1deat1ﬁbqtmdn0d11dm4ﬁmnay reotdezretal sket c’“qiosmblentoxdu@entébﬁlbnme objects, and this
setr%gg%gﬂf ﬁ%}ngns%(se ro}lg Iop rtn)o/revoq’I cfé(cegmg?tss?l It}?pteeo Jects {9%) For example,
one exemplary set of possible document type objects may include document type object
78A and 78M. Given this set of possible document type objects, i.¢., the “sub-type set,”
document identification module 40 continues to traverse document identification
framework 34 according to the type set (96).

[0078] Document identification module 40 traverses down one level of document

identification framework 34 by accessing the first document type object 78 A returned in
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docunent sub-type objects 82 to each other and
identify the best certainty value, e.g., byselecting
W@ bwokTgbest certainty val ue, thereby ending iRGI/US2008/083163
traversal of docunent identification framework 34.
Docunent identification nodule 40 may transmt this
identified certalnt{ val ue as well as the associ ated
A,

thedfpispt ARd ity psogipicd stassiBergbiect 86+ Vipay spiBiet fog doguanqus gpe object
TR SRRC, bty (8 LAt sy THE MARE R o
as mtthscdxaﬂlﬁle@ theﬁldibemmm 1dﬂmut1ﬁ0ﬁt1cﬁﬁfrnnex@¢1héﬂ\/ﬂo&etreats docurnent type

e that docunen ntification nodul e <4 .
ObJéstr 9 FUETH dpsupens ap P% ¢ ata%e%@fﬁw@éwpg ﬁPSS4bqe attributes

or ?cﬁﬁfré’sﬁlsﬁlgoélastsﬁﬁr 893@5%69\‘:1(9'55'391?&15 docun Y ﬁi]enf: ﬁ@tloﬁ n'lo%lu?e 40

l'owchart” i llustrating exanpl e operation of docunent
traveimtdownammmmre g lioechd Ok @fchfélf(i}s cmld subt dcaxaerestsriﬁgA -82D, i.e., the
nmeny, t fication. framew recursive
‘g’ﬁ% S§th @éﬁ °8um%{%‘c}%?]&ﬁflﬁﬁtl‘%“on1?1’w‘g géﬁ%’?ﬁ tEaVF?S%‘%/C%‘B}em
1deﬂﬁﬁbm{é>n W N4 @l@&%ﬂng eskhbehvkibiypetaremce to the

(ﬁénan1c traversal netho docunent identification
[0078H Doeuaontridgntificaties weddedl rﬁa@ﬁ@r5¢8dbmn dqcgmeniidentification

frag%\@vnﬁ(n a{ g% gcce?%n&f r fﬁ?g dofufl rne t su - tplﬂéeob etci1 §5A n‘%ﬁr@l%@%% th@'sub-

I nc ave SI ng

typedendndfitscatdctuted W@ffﬁ%bjkct@@mclb@dmeﬁw 1deﬁt1ﬁ@ft1©h@ﬁt§1ﬁ$e 40
. document type objects 78 stored in queue data
invekes RIC T NI VerBEs A8 TFigrenerddy e .aﬁOé@teéswﬂﬂﬁﬁl%ﬁbJect 90A as

weg%g%hé‘@f fn8 xgafhd%féa?ssﬁ) 1%?&&9:%3 bg[ ggg dor d‘tf]éctt b?Aance this is a leaf

ocunent ntl Ication no rece ves
nodgphd r@dmesmgﬁ(cff evdintyeailires (97)d e derembinib thd omrtpingy vhlue,

I h d. d
veise W heateCeso tp SRt BRI B 1 | L CostaeY S ec dhe
1ev%pomanaht§rvawe§ls&gtoqﬁ@ WM fgé%?cﬁ‘hﬂe& o dtd QIR AD as

and treat "the root object as the current processing
cordp@mdrmwetsw@alt):d temmimﬂdama Y1dehy ioh¢ pat Dbﬂne mochlreeé 01419815@5 47 and
f.or a cess cl ect A ass te
v i H BBk S SacmtnEneia e BRS OER g Gran g between
assOBRdUmpaR dkdgl aﬁwtheﬁaﬁh@asmagag)swme 4 &rRiRPRlde BY 80 may
classifier object 86A, i.e., the classifier processes

reflegsgn adeguate spitsEtyesntaseodiiebicaisn data QbAwnd the captured image(s)
f
bui! %?f}ngféageathhto&e%?%r chaga Qtlls%ldg gf t%l?n %ﬁtlﬁ%td dtglg%ér)r@(?; ﬁ&tﬁjyegfgctly

utes or charac er|s

mawhj #BCdciatd tchiptattragte 91 d@ﬁmea@mﬁallfz in6 atdten IABdtke 40
receive a set of possible docunent sub-t

eméa igents, degygnonkjdgnisfacatign madalq 4P cnmsrgssagh ?reeiv VY geturned
by fHfvoR0 ?U&?ﬁ& s 38105 4 YREnd Ei@&%ﬁlt%gal(lggiA ah@5to F%ﬁf@&kﬁg )}ﬁ’i@ Sub-

exenpl ary set of possi ype oBfects
do¢umednt dethd ochoiehtantly partiopjfeat thiBdda rmt[ioﬂ &Mureﬁ(%@,mrtsbﬁ the

com e Sty gy YElogSu et SGRENT Fat o gt arbogments.
do&RiMnt BRIt Rioh MRYRNS S0 SAGHERS cbiABRhid &Rai®P value for this sub-
document with the captured image(s) as the weighted average of all certainty values
returned from all invocations of verifiers 48 (102) and compares this weighted average to
minimum certainty value 92A, storing only those weighted average certainty values that

exceed minimum certainty value 92A (104).
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framework 34 according to the type set (96). [0078]
Docunent identification nodule 40 traverses down one
WO 20peh73987 docunent i dentification framework 34PEEUS2008/083163
accessing the first docunent type object 78A returned
i nt he type set and its associ ated cl assifier object
If any verifier for docunent type object 78A
WQSBHﬁ thiggubdecyneiipeandsmed satibiiag) theyminiragmcertaptyomiuce it's
fi |
chdfied Sy AUEE Iy o EhnReREn E Bl ool nd goniy sub,
dod:ummﬂt 9.cdaqummnhode/(@O6 Db iebds sOBR dsldtshie-document attached under
f‘j’? t and cal cul ates an additional set of OSSI bl e
its tﬂluﬁ

AU 5 fodes (A5 SHGTeE] SRMRREANASBE dRcurasih
1de(1gﬁ%atlo£n§(ghuléjﬁ’%%§ ol %HE h{dr@ Q%ICHT tﬁ@%&uﬁleﬂptree by repeating the
traverses down one nore level to check each
prachssl d¢sgilisd dbevm@n). ShgisdiBplomented a5 atrénairsivalp dt:g/cbé‘lrstezt/ay to

. cu dent i fi ca on nod 40, next traverse
traf] AR ivoTbe MBI Cor S BRSO F HRBHBPRC 54T ARDr o1 g 1o t i o
(0032 YVOREE fihR&] w&h 0h®Bdcunt PO LR -ty obiFRN2 WHEBRtthd LubalhOEet,

modul e 40 traverses down docunent identification

dogureangidsnidfiguiopymedided® may deteemine mdretheo iwe finisbebitergipes
thr(o)%% %E sl?ozgfrpsgétl%a d I% gottfh h%%%ce}%glg thc'r% %19&1% sulg %ype set, document

1delndﬁéﬁtiofnlrﬁc6ﬁull@4l) mnﬂmhas t@»Gteterw feszhahe sel-typo ket byedct éssigSinother
48 referenced by the associated verification object

dogpens sulripe oRisChfve IBOKHE ETIISTS Afactiancad by és arsepiated visyifier

obj¢@ doP Al RfviRPl ?&{aﬁﬁal{é ! dﬂ‘a%tdrhzlgﬁhé e %t?@ 1u@ BARY ANk
recerves a of tertainty va

cordparesormi(96-ne8 )t héﬁmehetdadnctmnarmhdmtlﬁvaeronfmmﬁe 4@Branyall the sub-
access a SOC]| al ﬁ% | afe data 9|A The 1: ‘&]gl nty

doGHRNGHS BoPP Sl UlofoREsIABAR GFOET ey to\FORPIae §p5%1810f pyh

selE&{%nﬁbﬁlé’éeXﬁhg aPES O HIRA P n&&&?&l@@)(’tl"ﬁé ﬁ@ct's{@gﬁ(e?ﬂuneé%vhere to
conpared to associ ated tenpl ate data 91 A, by one pair

retgfn thh@sulm/@penidlng a8 id duercst prcanid g eriménisa 4Bt deament or has

exa a, cer val ue. of .100 may, refl ect a
o rpiF Gestmedt SR beelhit S SBif watpep ity BReoRbLS gorned up one
levanék thé Bo&miink fre€lat IR ELA&) toWRipafen@ d6@intcat (1Y), wall ¥ Qitainty
80 may reflect an adequate match between associ at ed

valpe gpihgtehild gty docunmng pdnerged wipdha mentrdﬁg@”(l@t)t Otherwigg
do&[ﬁg%n? ?&eﬁtlhgﬁonqlgc?du% 46@55 n%l}%fi %{‘a? %1111108 v%ﬂ%‘f document tree,
captured 1 mage not ]l as OCI a ede

doduigit teatifledtian Idodudnd ideﬁ@ﬁerma@ Saﬁtlﬁédlliﬂla{gd(ls) bagddadh. tht Btored
some epbodi nents, document identification nodul e 40

CorEARy ARRSS B Oh Qe?ltr%ﬁrﬁﬂ%ﬁnvfépaé@nrr@@%l%‘anw cppmpaiead stored
f 48 t r
corffiy VRIS 1 e o Ll AT, BRI r B R P AP dgomitying
thatapnnredngla@e((sms lbﬁlmgﬁm‘gjte) dopomefitasubuymee (LH& 82 cassosratedtvhisﬂl the
onbi nat | on certainty value for the sub-docunent as
highe$t SerIptyofaliG  enbodi ment's, docunent identification

[00??913' Wperafitn 62HSHInRNLE ﬁleﬁnﬁ@ﬂf%h RBIRUCCRI ARG dRLMEn( OF
hi s "subdocunent

1dent1ﬁcat10n framework 34 has been described above. Document identification

framework 34 stores document type objects 78 and document sub-type objects 82 via a
dynamic document identification framework. The framework is “dynamic” in that that the
order of traversal varies depending on the attributes and characteristics of the security

document, and that the framework facilitates updates, deletions, and insertions of
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with the captured i nage(s) as the wei ghted average of

all certainty values returned fromall invocations of
wE200007®85 48 (102) and conpares this wei ght edPGI/ES200%083163

to mninmumcertainty value 92A, storing only those

wei ght ed average certainty values that exceed m ni num

certainty val ue 92A‘(10§%.&0080]‘If t hi s sub-docunent
doguancng fine e quishitre obipchy & R respefitivaly de bayantdjtor, 39. y@ynamic

: . : . ' : i

o R AR ork B B e R LA R B8R i updates,
delpasrerind ninxdetiqnk O@)y. ockiir, terdbganantamigda flekibi¢hrnd ectenebles

attached under .jtself, this sub-dqc t is treated as
ke OE BHICT A B B REIE Imerhe Refatpiork Bl  th
D ittt AR o7 Bitic QML ANA BRIyl AYRUIRIUANA Sqaqggég%%f‘foreign

y repeating the process described above (
paskporss, UnitedrPtatevemt] dokern dnivieebeansésy Elnytedi Sptds-ahd fetignay

e e IR SR T Bl S T g B e o
mo?é! BoduyiR@t J:e,eiﬁélugﬁqg%ﬁjﬁjgfés bhﬁle%@uﬁl;ﬁﬂ@y&?haﬁl%%ﬂﬁm added to
identification nodule 40 may determ ne whether it has

thefframeyrasl and amsartechigta decomsht idaetifsaation yipmewetk §4,08ylescriped in
mo?gaet];illgllgsbv?d iterating through the sub-type set,
docunent 1dentification nodule 40 continues to iterate

[008B] OUGH. 17 CSatb stntpestid offyw e @SS 8 peesaitel beaydacediwABO to a
sub-type object 82, invaoking verifiers 48 referenced
usgyyig digplagddePerren! Veinpludeya %tﬁua@m 9,119 cedigtifigation framework

34 38Rt HE LKA RIE 18! BB LUy KT A1 20, U WS RARRS
windbeni 2 T.i Dadungmt typdwbictiist a0 ksmatitestone os toaoennEadssably

t he cal cul ated, associ.gted certainty val t onpl et
rolpciEg e RO e P B 6F QRLITER PRCBIEIND 03*559- i (g cxample.
dod RSB BRAE7EA MY cotBBsOBXEDILERHSIGHIAN &S cWRGT: By fcQas

return the results”dependi ng on the current processing

shayocumdbl 7A s therfost itatoow remt200 Thhg sloaupantaype ahpeat hsint20 shows

type (112). Lf it:s child sub-doc n{, the.control
on ({0 B nsLbicBy B Be! EREPRATERTY opwatS fTcRlon
frahRWOHN®A VRw dus-Piad &Rt 20 @gHeBRtshddd 4y redient Bfiplates data 91

certainty value of the child sub-docunent is mnerged

stoydt th detabassarleant agweiatasnvith oselectod eec ofdbe ipmpin document type

j k4 cation nmodul e 40 has finished iterating
Objtegtﬁ%g%dt he whol e docunent tree, docunent
[008d e A1 fABCsHomaRvisiul1 €8 d4feri aigbt hdsisefectet étemaBOwTekk identification

pr&gg”@s%ﬁ&fg%hi?ﬁéﬁm%a&ge@ ored certaint %/1 val ues e&%lr%)o.oveﬂa S

; i BMTGYRNSE 60 oS YpiRFtieBripvaus cdifq y
rof GBS XML Ty 808, BN AT AR o
ongaptarifed objretly 80 apsoamtdielidngemd 30 to dafmentbatdestficatippgrocess for a
typ%kgf %géunslgeznt.afns t%?sl ea}(tagl%le\f\/ipgg-u%) r\])ve;ngolvg rl‘ff }nc uedreg g irnQItli)r/nu\ﬁ?lceurtedinty
value input 134, a lighting source selection input 136, an existing verifier process selection
box 138A, and a used verifier process selection box 138B. The user may associate a
minimum certainty value with this type of document, such as minimum certainty value
92A associates with document sub-type object 82A in FIG. 5, through interaction with
minimum certainty input 134. The user may also specify a reference light, such as visible

light, UV light, and infrared light, to use when capturing the image of security document
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[0082] Operation of docunent identification nodule 40

in traversing docunent identification framewrk 34 has
wWheenotes8tri bed above. Docunent identificati onPCT/US2008/083163

framework 34 stores docunent type objects 78 and

docurment sub-type objects 82 via a dynamc docurrent

identification framework. The franmgework is "dynam c"

12ivip lighdselediion inpig 18P d&he gyer mpaaadsosalit ‘@ﬁlﬁie@s“gd?élﬁéﬁﬂj’ Frgerenced
by gﬂe bRt gh%yt% %A@% eﬁ%} 'h?{etﬁﬁtpcgs% s@lkc ﬁgh%&e%%r 'Pt@{ally, the

ocunent, hat acilTtates U
usct@hastdssorsate amimows additionsd vofifloc 48en tzemﬁqsre)bgmdwml bndley peview

obj ects. 78, . 80. ectiv out editor 30.
by A Wagsed, terp ﬁ%SiSFeeé?I}l'a%i%mwk provi des the
[00B5PFRG OIC Bowihiiflow NES svéham@ ﬁé?"ﬁ? Hisfow B8 @ﬁér%us%ﬂg’elects

i nsertions may occur, thereb aining a flexib
curagrd venifiertsh b#@tof croaﬁgwral@abtycubamaphlutadlon oEnnd ‘bﬁ/clmrﬁm 4}yor

docunen . The_f rk i.s fle t hat many
vt B one SEpel HE 2 PR ms Sayrgl Radineles e
“CDREVaHH D oMt 2 BTH 1S Fr & s @ Rehi E104R1EBs PRIDARM NS colbhbt B

States and foreign driver licenses, United States and

cafftericd |llghgq @@rﬂompawtth@qtnab@i%amgh@e é@ﬁﬁ?@@@:$mplf}§é ﬁ@ﬁ%ﬁ reference
mp—él;g g‘bjmre nqr{)el\t{\ﬁ)gvlfndow ﬁét ﬁl illgebsls ugere{nce N t?ﬁf Is]oo{hame Hser may edit

theby pfferci®y n’Qﬁuﬁlw CHior e x adpledtht ‘dofnﬁlﬁmf tGloEOtdss aﬁl(ﬂpares the
inserted into docunent i1dentification framework 34, as
angigsdepf the aantwe%mged@aa}sr 2 izl cplotalsfingd mgefeponcs dput §42,

w381 SERFEPk 8y S RIS AR GEL B Lt bcor 5021

yeliave beldeperacrdaeuafert5 47 adic. 1 TBe usen magtedttitfidse atdivadual color

PORBRRAR VP8 BH] CERE PDBENSHA™S) THBUI Bbb KRN T the user

malyQEKBERA bYREN @@4 gtd la%l?ttedﬂt&()} (P@lerehl%ecﬁes@ HEfefnc P &n a
ext areas each referencing one of the plurality of

tengidata nmpage Scymmdabjoetht sys¥@n pfevieu@y & cofompecanpisty, if the user has

ct 78Amma th
the S SR LS by Come: a¢ shown in FIG 7A

[0(18%] Pbﬁ-uF ivifidlow U 87hRe idledes & 3&%1%&%‘[ 1460 GRITE e cEiABinimum
object list 120 shows an exanpl e organi zati onal

cerpiiefy ARty 48 hahe W@y Ny cater naﬁ%glwahn@ emtﬁmwght input 146 such that

uth;I{j@J‘édl{x %G{h% W\%égh'ie%% lé 0§4 Ve%él %Woﬁ &ﬁ?? X\% ]d§ ent

evan ored

1dehaﬁdambm1e3ﬂ) aded tids smifwde@blg\httdaha is ehlealh&@g o @veﬁ:ghted
the itens in docunent type object list 120. [0084]
averpgs. SipilapiBe Wich W NN 2aPe@tic BRjERm eRytpings nde gyt 148 for use

du%ﬁ%&}l\;]e%&l,odf dg&?lbb&j Gitvefih gt%{o '9@ f ﬁf@%e Si?%s fnﬁl’hn&hh ﬁser rnay
otunent type. |In response I's selection,

dymhhibaity aﬁlﬁgumrdlayﬁiemoﬁbl anpol wruﬁidmm%l as%ocmmthwlasm{mri 48 and

verl ers 38 evo& pa?tlcu arllr% ngc‘g's%%, 8 ,l a%glsdy}la?n?ic 3(? rrnotdl%y traversal of framework
34 by configuring the weights and minimum certainty values.

[0087] FIG. 8A, 8B are screenshots of a window 150 presented by a demonstration user
interface 28 of FIG. 2 to a user via display 43 after host system 20 completes both
identification and subsequent authentication. This document is identified as the front side

of the current standard version of New York drive license of United States. Window 150

includes an identification confidence level text output 152, which typically represents the
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one of verifier objects 90 associated with item 130 to

define the identification process for a type of
W@lowonries? | n this exanple, pop-up w ndow 132 PCYUS2HE%083163

a mninmumcertainty value input 134, a |lighting source

sel ection input 136, an existing verifier process

sel ection box 138A, and a used verifier process

weighteslacrtaintihpalua gdgilateh by dearmenh ydoat Sertioatraodule+oh g

. i V. Y 1S . t

o AR Ml 0105, YR8 S RSLAER, o AR 3 50
shautht ygsalt ol pethent@Aon andHldGatifocatidvh tabuldié thattupoabdtingrelected

preémﬁtgg‘f@fg%rﬁg gfc @%ﬁ%ﬁﬁ%@“&ég@éﬁ%g@f gg (E glréo g?eé?ﬁa‘}é g%@r pertinent
infbirStfon, &R ab BAJi@ESmhiIs arbiQeliffty %ann&ﬁlesﬂang NG %l’B?sed from

I mage of security docunentl2 via Tight selection Tnput
an ABBysiTofecapseed meagedlS80 edit verifiers 48 currently

ed by ane of verifjer objects 90A via exjsti

10y} FIG A st 08l ol Ehinthobse TS MeplvfioRefit] G apte
intEMCc 2B GRE A Qvithin (varawe1 Akt duepnall 6Y @dt Eh@vsSthd &estif of

verifier object 90A under review by the user via used
dynesnicdliyefravst degderugehesenoicabon feggBori b gSprtme@t thepgop of text
ouIPHe, PhAdoN: A3 RKR L ek Y4PRRT HRLMDIRWI3R4ALLEE 1pe

e User sl ects ctt P entoVer it i'er "tab o°conti gur &P

objecte @ tiatetddanliappl’i@a it eRsdfitsaRe ciftedtlasiidr iobfcst $6] whicreupon

verifiers 48, As shown in FIG 7C, the user iIs

doguimeng felen{ifigationimeyluld) inwpked\Be refersnessihlaraicoplagnifiers 47. The

resBft (I)%:tﬁﬁl%g nm'bﬁﬁb?é@o}’lﬁ%ﬁt stuIB-e[yﬁuﬁ a0k GQlRY! te&ffaﬂ{lﬁ?%“line

captured I mage and conpares e "anal ysi's agai ns e
courg? @sahawen speheisédoad link bhitaxt owpetr ¥2ge | nput 142. Pop- up

0ol N oG idio e Emarahiiond vty psreresgiset 82

labkRE “E@_@l’”é@ Kh&oh B thPHRRFSR: SRRt § 5‘23 RS ia%_cd}fiing to the
the captured i mage agai nst a range of col ors defi ned

fourth lmefod tent oatpiun peR, tHeddsoomttd blasypleariobjess 8@ faed egdia “on

., col.or. per.cent age .0,007, a red.color. cent age of.

iaeBrigicR Iuiiciy Daitgt Sl B AU aRaT hefdS Shipe o

dodlmRdnt FERY o@ﬂéct 78 hesied Hadidy ingradocGRbAIidRRITRENS a8 8ult 38 found a
shown by the bl ue highlighted area) manual ly, or

magght (¥ shervnvialthe sikthdingditexiaytpyel @otand expeivepatseon dpgument sub-
typR APy %éve?sgrfé%%ﬁs s?ﬁ%-%é e (ﬁ%ﬁgﬁﬁﬂﬁéﬁ?ﬂcﬁﬁ&ﬁ SRGER 40N Bked the
a ténprate | € scanned i'nto e sysien1preV|oust or

refei@ Nt RNPas ARe0ABAN, verifictss dusen iltised he3 phay sachatturned a “cf”
fenglate ready for scanning. [0086] Pop-up w ndow 132
va &FS

[13 b [ ] . p .
he rdT’ yefws Teflogksi thmecriaipyivalug getgimingd by saghy yegifier and the
i Ni i e t . .
LB R LS Xt BB o T NORL I i Lin
of cat cutpat licAghowe theetgiht & domperiag theofecigavd aalragerof olkegloceeding

yerjfiers 48, docunment identification nodule 40 usg .
R C%PL ST X <ORY coRiigung wa&%e&aptafqdﬁalasﬁ@ was “identified as

doMBAGNT§Fc object] us_dl ny in Line 14,” and “specific [sub-type object] standard

front version]”.

[0090] FIG. 9 is a block diagram illustrating a portion of a memory structure of host
system 20 of FIG. 2 in more detail. In this limited example, classifiers 47 and verifiers 48
include layout matching process 164A and Eigenimage document matching process 164B.

As further shown in FIG. 9, document data structure 34 includes root object 166, document
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average. Simlarly, the user may input a specific
m nimum certainty into i nput 148 for use during

W@ e@9eTwsl , as descri bed above in step 98 of PP@/US2008/683163
this manner, a user may dynamically configure
classifiers 47 and verifiers 48, associate the
classifiers 47 and verifiers 48 with particul ar

typsigbicst s6&@nd documang sy tyRROBEF Vond%ncwem e pRiget I9R includes
LU 124, B TR N A PR B Tl

tengflata dmaridéy\anli&ﬁlnpm&m&mttMtbeahae URrdiesh I‘Oﬁbbj@ﬁts us®174, template
i rface 28 of FIG 2.to user via dis

datﬂgts’g %@ﬁl@}ﬁ% CEBHBtAE bRy ‘%f‘eﬁtbﬁt@%%lf %%ﬂ%ta t'fﬂose objects

dls§1l1’51§§(?ﬂl%fétretﬁ9 td Fm IsC qjdcﬁﬁren‘frllablﬁlfﬁ%ﬁb‘mﬁle%rﬁ fenty fﬂcﬁfae

front side of the current standard version of
mulﬂmlﬁs?\rfnfrdaclml pf elgedts tehd®d, aémplaictdath Stoaambminihmoowerthbly value
ncl,ydes, an.i dentjficatio onf i dence eve
178 GRS RS el R T CERRFeh i Ciloaguitinte

layeR! bl fof ¥Yas¥ of HRis@aldnUtREELH dtYord OSbJBR O hrel @ Bdvi MAHIGON
nodul e 40 duri ng i dentification process. W ndow 150

[00LE Asitwelod d@geaanahmmaﬂwtﬁca@mamleth@d$ genloyedan thesdocument

1de§ 1@18\%3}8"}?%&? Su b (glﬁe guu[ rnaet 1%%?110885&%2&1 g%?teln];rIn C c?otcurnent

ma€hiddgrotse aid farg aﬁﬂcﬁﬁit ﬁlrmm&ng Yol ey pbSéiblalcamdidates. These two
presents other pertinent informtign, such as captured

meghedgarcad® veny cawda b conismeerhionideatibang & dagmegt.o Sagycpre
dlsﬁl;i]s‘gé‘a Aye ff.’ag %STR{ ?i@lﬂ%eﬁ{ {%Qnﬁﬁ?a%P Trfruld zg)gg t%%o} g?d 8Ry by

OWS W N e user selects | I on
thes@abwd mbtholls erd protvieles aflexiBR ppogamniisg wirddum tovinedmporddOew
t ext t put 162tha he.result of dynamcally .
mefhode ggli“ﬁ QthE6 eI W@ﬁ%l? fcfeegﬁ%lﬁnfrnl%hpétm%ﬂ @34 ocunient size,
domtrht éd18ks atlah lﬁl%sst gi%yq{mt&gtﬁﬁl @@M&ul@@?ﬁex@ﬁﬁl%ﬁ%&ﬂe ternplate
identification nodul'e 40 first traversed to one of
ma@tzbumgmqitetct ype objects 78 |abel ed "21ine44" and

0GREFEG AR bR RRRT Wb EHirRs PR rBatE oxg Inssiefdocumen

idehhfcdtRher@nees 6f BIES D f in@favelsagSdobi@Est idohtifithGod B8Méwork 34 to
returned no avail abl e docunent sub-type objects 82, as

invoke a fayent maiching nseeess 1 6feh efiilet 9. [This ssiisee Phproprssing steps could

be ?}2{%%@% thg ef&enéeel@targg Héltg lﬂc% b&l@(?‘ghe déglg‘ﬁgl‘]& t trlt’e og %eu%ﬂltred live

ntification raver se nt ty

1rn£gﬁ &ed to8 ety &ie&d)cumsmdtrpe (189). Sﬂmecumehmfdrﬁcé derhpl% data
of text output 162) wever, according to the fourth
coyld ha n@ﬁm@lb}kmoeﬁtes @t/ thfalzyothélt%%‘b%ﬁ dHcagscd|ahes. flPegument layout

coflfig QBT@% d eﬁ'tgﬁbrpa cpaa§sﬂf‘c'3flbﬁ bf:@c}n'ngﬁed E?}F r@glons in light

gener a tates driver's [i1cense I na
ba¢k|gm1md31r mgretverseldmm e mhageype pddojcexftgrdiBor c@lmrllmdgé umied h certam
) , " document identification nmodule 40 found a match
hg@@%&% in the sixth line of text output 162) and

[0098F ®Ip¥E kiR laffut AREHIRNPro8&B 164A, document identification module 40
executes layout matching process 164A to determine a possible set of document sub-type
objects, i.e., sub-type set. First, after some image quality enhancement, the image is
thresholded into binary (182), and then is segmented into a plurality of regions based on
the connectivity of the dark pixels (184). Next, the isolated regions are classified by some

features into some categories, such as text, barcode, photo, magnetic stripe, fingerprint and
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type objects. Traversing this sub-type set, docunent

identification nodule 40 invoked the referenced
wW@LweeTH8ers 47 and verifiers 48 shown in |ineBCTTUIB08/083163

that each returned a "cf ' value. The "cf ' val ue

reflects the certainty val ue determ ned by each

verifier and the "mn cf ' val ue shows the ni ni nrum
ctecdiphiand thopreterogingup chatacterizeddy seperndgisiongliaformptiqp sgch as

.t .. . hi .

theize Rttt et ERARER SR R 56001 B HE A% dofer in most
of caed, auct as baadode sphoyo, eeaghetr i prgaridrsedticttéve. Batdoutegiches for variable

. "id i fjed .0Dbj
T R T e
be gE@nQQfongll&ﬁ% rpRIsehtOd]n a rf OQRRE bﬁ'r%ﬁ)n' shi@tPh R bhe type and

ifagramillustrating a portion of a n€nory structure
othef clrpaiterssyiss €P0ROegbdn BbjEets ould bawraipdd baithe arenintdi Bierarchy
limted ex |l e, classifiers 47 and. verifiers. 4
sty 1A PO HERERE g i St TR RCGRer B GBET o human.
wﬁmugg@gmmmhe QEcuMi € 85 fis dsidEt cOsldfcHid RRTuc $h PMRtingoffset,
FIG 9, docunent data structure 34 includes root

displejeraent D6 docudennt esvenypeotiujreasensl 68, relative pestigrepfiregion objects
sub- . obj ect. 170, G nt, t bj ect I nclht
Pl R Shhint T AR ol SRS Sh hR TopreLee?

rotdtidh is migdited 66 theetpipfit@ion @) Reimdnt 4f rdadefdcairing Arite Wbdistinct
o and mnimumcertainty value 178. Each of objects
imagegegipns are grhigedy derescnted and semnectsd domhe sprtaed igpage,

dodhet® j kAt BR¥n Mo FRiPS IedhileY e Phrk e MifraliBPS onpected regions
obj ects discussed in reference to Fl . cunent

to fedmpitite Hateatucio as fergpireevdati 138 of/BLG. Onadsod etedmtithi guices thaf plurality
ach of objects 168-174, tenpl data 176, and

of oG HYeB PR&F AP 1B i%%a?@%-h Beipl éff@ﬂ&fgﬂ%ﬂ 6

deBlds UGHrELUBRGRY 1 GrafilySEF BRndRGURRHLY %%(orfsedﬂﬁ ¥186bdsBpQ between the
multiple layers, but for ease of illustration, these

pluaddy of preadefiobil eersciad emagy regloosranid mofur@nt 9denfifiog@idn mMedule 40

two of th ener al rpose identjf.icatiagn nethod
co BB Sl AT <R O e o e bl 2 ot 8 efinefle
coﬁ@y@u&egi&tﬁﬁhr}elaﬁbx%@%s FLAA Lﬁl@_@d &h ﬂﬁ%ﬁ@@ﬁscﬂl_@ bRt
mat chi ng process are ver%/ efficient in narrow ng down

identificgtivagnasiude ¢hdripaninesswherherdle eapbiradimenees) delonas toghe one of

V. . j: f ' tifyvi. d
YA B8 50U UL SO S, P JREUPRAL o
objectervsi (lHLaby e nnified lmeildly csrtdiftly vialudi (DB faartkympl, 0 kesi.

two net hods and provides. a flexible programm ng ]
[009¢} Gedr ld Arbl G ACSHpBPRIE MRS HEBHEHRE thesie ithesaptured image
as @dﬁ%ﬂ{ ?ﬁeﬂﬁfr‘@ak%g rﬁo%ﬁ[étéldc 458k Q,réxgﬁft&%dﬁ 61?[%éfgtﬁng process 164A

ocunment size, dom nant colors, blan negs, grey
of RIG Yodil@ni 1 AGbRws esptutedofmage X94 A afierb b sactdergbaerphaperrocessing

B PRTI  GoebSrBB1 LS, by IR e proces
1680 CHERARLIts of applying layout matching process 164A may be greatly enhanced by
performing such image processing. FIG. 11B shows captured image 194B after it has
undergone document segmentation (184). Document identification module 40, executing
in accordance with layout matching process 164A, segments captured image 194B into a
plurality of connected regions 196A—196N. FIG. 11C shows graphic representation 194C

of the captured image, where each of the plurality of connected regions 196A—196N maps
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identification nodule 40 of FIG 2, in traversing
docunent identification framework 34 to i nvoke a
WO 200001598t chi ng process 164A of FIG 9. Thi s BETUS00%083163
of processing steps could be applied on the reference
i mage data to build the docunent tenplate or the
captured live irm%e data to identifg t he docunent type
T

to enegr)nodeh B 8ad QRN L 9Pe Faeke abrodes AP At D 83bmay alsoser

: L] the |l ayout editor 30 as discussed
relanS@.&)L E%tg%grr%%{th%{j%%&t coul d be anal yzed by
[0096p Dent dicl captuanidinela sssgripldedliyanpetental) deatnsaht dienkification

regions in |ight background or in reversed, in an
mad g@_ 183y (éorm)agﬁ gu%graggléﬁ,l rgpresyfation; l%é do Eﬁ%?te 4gata, such as
ten%{tt% Ahf 76 PTFIAD. SRt (AR datidh MbdulvaK 'ir{‘Qccloﬁbégé’él with

ching process 164A, docunent i1dentification nodule
lay40t matebing esodessy A, metygier logm pno oeswrd Gffatent denparspme For

ossi bl e set. of . docunment suh-type opjects, i.e.
o P BmER S EROT EPpuR st TR LGRS b Presence of same
typRIFaESE A lgraphiQl fpRdenthifort 1W4€stdahdp@sdndt f Righalk Y¥n template
(182), and then is segnented into a plurality of
datpdgb oAdtctratieey onin diditerin dluis ragiiarytyp¢ cempargiankdqsiisents
o D e PO B B RE o
repe@sca@teén stpRdtvaithibgnsite datit 17608, sofdcrdeitiphilribonanaet Guch as size
é‘186)., and then each region . is characterized by . song )
ancy PRI 9T ARMO¥EPthathe sPaccdelatonsdin ofdha regions p d §istkigshofgigphical

o5 BRGATB BRSO RO D

Prapgnmingsdlgortbmand sematinscantexdf. grigitiicad eape¢sent@tion osmparisons,
vari ab| e .r.egj on, ch as the dynam c_ text of nanes_.apd
dogiiing éﬁlseaeﬁcagwa e 40 gay a?plaﬂémﬁse@} 15R CARBATISECGEo the
enAr FREATEMmaos chRRFERENEAY ah8 dBcUh&R e 19Gh ¥i&. ©Ofuch as a limited
regi on objects wth the type and other characteristics
trafs1 @@, andegiatbon bhjiteters agvaskdd betaymppeidativp, & hessarga extra region

. i.nt.o a hi erarch ucture i,n the reference tenpl ate
L3, YIRS e BTGP SRR GF PO E oL A Tt
miadetrichhemPRsint i Q8p1ahg bheotRerBMAcse lintitaSioPMb R Bignificantly
coul d change due to printing offset, displacenent of
deqrensg ieime Aeesesny tooperivrmdryqué axenhang idpriifrcation prpscss 164A.

Bt ) ' i ) l.av. a nor tri )
OBRE I R ARGLRT, APPSR RTPR 0N Bl g geons o
ovéramgeciiidnt magrberrofatdditerfort anddrgdihgd comphm@dnabk ingdkédmatching

envi ronnent of reader scannjn Once the distinct

limitggeie ey dilisheoras eeina ghp @atrﬂqcyl%# dpuexahewdo asflyce the number of
coﬁﬁ@ﬁ%ﬁ% £y, MR Jﬁﬁ@hg 8? gxtirar%gf(‘)n | SEHTR Ma stot%%omparison for

entification no may flrther conpare
miging; alergeyl, of ext@arpgotechus@lbyths cistomérep ipainhenglat bad iswagh
as tenplate data 176 of FIG. 9, assaqci ate ith one of
pr%ﬁ%lrkﬂr@mﬂmn@ﬁy HBRasERR (E &R ddmesst bhedyg!s Fnient
linﬂﬁﬁé‘@ﬁﬁ? rédiR&}he fRNRE BF %eYatiohﬁHPi Ahendatr rﬂe%@u@@fdrr}@%ioﬁ‘s

pre-defined plurality of connected inage regi ons an
conteingng dymgini qeonbamt,weetnag tieene and address text regions. The inexact

segmentation and printing misplacement limitation may combine two or more text regions
that were incorrectly segmented, thereby decreasing the number of regions that undergo

comparison.
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plurality of pre-defined connected inmage regions, and

docunent identification nodule 40 conpares the
walewenmdsied connected regions and rel ati onshi pBCT/GS2008/083163

those pre-defined connected regions and rel ati onshi ps.

Finally, based on the conparison, docunent

identification nodule 40 determ nes whether the

10027 O theiriphteriy ) 1bel Digsllavcherialliating opatiq wiens af tipining
iR T SONEEh o MY 0], £EIPAR 3fn

corpitkdia sdhymeskrtoamﬁlso m?m (EI@IYC)[pal CompexentpinalysB).tthe
100. [0094]. FIGS,. 1] e exenpl ary i mag
lganrﬁ%aer%?th%m@ﬁ Siredtel IS ae IRy m%@%tY§ a large collection
gl?fg‘émé feh G dnbtAAtdi Qi | s% A Qéhlg\leq’ast%bg%%@e%%tﬁﬁon and

a layout natching process A of FIG
othehtawks. CEptragienl of magestLovld ‘tafth@vvholle dhamnemdeeagma@artrth@}é)etter

xS TSRl foutelta AREGED hb kit o el gy may be used o

raﬁﬁ@ﬂk@ﬁﬂ%&@e@fmﬂﬂﬂbﬁmmgahﬁM@Ut mat chi ng process
Amay be greatly enhanced bﬁ perform ng such i mage

[0(}?813 beanyi eage. the st pigp srowsllech ptl poesablp erngpicctigqly tapiceimage
tenilpjite {b?)%é gfrrlxgplgtgc g{mfg Al ﬁ]%%gﬂectéde‘ ) 'al%,fe tér%pgld"ges ml:a%o Ba marmalﬁgd as

exe CU accordance

zerbay&it NExt,chdangmptixce Sc&nibaéipﬁwh&ﬂ,ﬁgﬁem tolusaptdteLithdgaage for a
194B.into a &gurallt of connect ed. regi ons 196A- 196N.
different ipgs teRplase AO08bhkachiod threeddiesatitln cadueelynn piy represent the

P
s TR R el el sgtors are
calt@l8ikd b98]ﬁ<b c(o]vﬁﬁ)ncel?ﬂa:thx of thil@dhis mh8&lantidBMedrby ralpsaive Eigen
el ati onshi ps bet ot her nodes. [009 ce. .
Valpﬁse émh e@gﬁmgéorﬁ glag%g calgfadigre gt}ee‘iaé%t‘%ﬁlx fodm T Sriginal
imSRCHRBRbm! (RERpTdtE Jr r QBRI RwAP dfﬁ?éﬁsﬁ)ﬁﬂmr tﬁ@ira?nsgose of
gr aphi cal representation 194C to tenplate dafa, suc

thlaéata amph;atb@tl‘datlmlq_tm poddue¢ @atl@mabodiynemivalent results. A threshold

t%g]%% %ﬁ 6812%%@9%iilgeﬁaﬁcwgﬁﬁ%ﬁ{%d%ﬁzcelgﬁy&gﬁgg%}fgen values, i.c.,

Elgi:hfvfaﬁfeﬁ fHat 6QIFRAK bﬁ@&&ine&@lﬁreﬁi@(ﬂ@%) A9es®atnple, a cut-off may be
I dentification nodule 40 may simply conpare t he

apijicd sewaly Bier Hafucs t&lptear@ﬁvlth@gl%ﬁ@f tlw ngPaphmcligen value are
sel%c%’c{ ea%c'ﬂt gtﬂ'tlegg i%gc‘]fe%&:%gil Rg t?ll\’/se splg rnlg ed?%&l? A fe?%ectlve Eigen

imﬁgv & if gy orrd Q@D@l&t@drﬁraﬁll 8O transho Sadrdind maﬁlﬁninldfstdiai | Dt process
nmodul e 40 ma npare graphical representation 194C to

desgrigpchplove £pn ﬁ% pﬂe@@é b amaébﬁr%%ﬂaalédmwpélmlﬁg pERpisdR hagthepriginal
. e%fﬁéal?f s mﬁ# h 9'291!{16 d}ﬁhﬁﬁéﬂaté redul oaaslo%ﬁgigfég?lonahty to

e ostric space rel ations
fintl ke areginonsal Eiddmi wectorr milchffa@asra fhisdagercorrpars ten nappediback to

N T A L -
maly MR IAN6ES WHmBAEBRPHEAhe CER1REALAL 29 BeCAPRABIISRNFhis set of
selected orthonormal eigen images may be viewed as best expressing the original set of
template image data in the meaning of least square error.

[0099] On the left side of FIG. 12 is a flowchart illustrating operation steps of a document
identification module 40 of FIG. 2, in traversing document identification framework 34 to

invoke Eigenimage document matching process 164B of FIG. 9 (210-216). This sequence
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docunent identification nodule 40 may inply limts on

the conparison specified to the environnent of inmage
w@apvoresdevi ce 11 and docunent type 12 in Fl @CUPSHOLIB3163

as a limted translation and rotation limtation, a

masked mat chi ng limtation, a mssing or extra region

limtation, i)gamc content limtation, and an
of piessEatIE Sty ﬁ@‘hlfi i2pplicth @) pr itha e frgener éppescdie it build the document

terﬁr#@ag@eg éﬁd n@?-. H*eytje el G ePht Eg’éfﬁc@flt Je@%%?fdr eﬁ%ﬂ &gc'uﬁl%ﬁt sub-
y significantly decreas e tIme necessary
typee@bicatsmtdray outhe tatabsengy (iigl eniﬂlb kcagtated amags date rmd&ﬁilﬁﬁ the
$0096 gfﬁdlrﬁtedtranslation and rotational
dogymgnt BCdADi i t s how nuch the regions or overal l
[Oﬂzi@@}*'m?nt ¥ iRRKS r@[ g gt %c%rﬁéﬁgﬁlra&ﬁiﬂégar@cess 164B docurnent
conpari so The Chl ng limtat
idesuﬁmtmgmlme 41 cxecpias Elgcmrmgedi@cumantrnaichmg prqceﬁddeSéB to

enun‘oe ari so cessary. T m SSi ng, ,or
calgg iR TR A ST P i SO LHiASARI 2O DRSYeA B the above-
sel&té@bﬁl%noﬁﬁﬁl%@en PhageXt THis LRy h@HpBthdMe tdjfured image data
custom zed printing or bad i mage processing on poor or

vegiol (©y rafergpeosinwice i) etfe aclhapnt matad cpmtg@tedmeth@ yaedied
ortﬁo nt of E1l 'ﬁmr}l%eﬁ 1910 Xcaa %g Wﬁg%htt coefgglgg VecPor for the captured image.

ronsni ps nee

Th@tqn,teabm Edlgmel yonahe dhtwﬂlﬁtrﬁ(%pres&ﬁiloﬁsomﬁéf&g@ﬂ @Im@gisdr ARIS
t ext regjions. The inexact segnentation and printing
mw#ﬁl@wfa@ze%éme cppiyradmagn datay cetonpriodaccs worcetor aogastlicsats, where

ca C}]leC < Qe Fent pé’i)tr?]s\éﬁtrs Gn egﬁl‘e%slfi(ﬁ{%i} tHe é@&tﬁﬁ%ﬁ tlrﬁ%%e dﬁé'?ﬁé ﬁgﬁlple

easing 't nunbe region
dlmmtmaa]l space fO@I@@(Y by O dtlmmﬂng]h‘ﬂ':lgsm theagel. NeG, ddﬁlmemt a

o art trat| erati stesof rainin

ldearlﬁgq%wﬁa@%d %(?nflﬁ)aé?s t&?%@ ﬁ%e YGC@a. gpptegd %nage data

WI&?@QQh 3&%@%&%&&9 w%m eaefﬁem R A0S RRGIBith EMO¥he
also as P Princi pal onent Analysis), the

pluEilge of dugmlemem’aa‘drperam eetfs fsmmd méhe;/dat@m'c,e t, krach possible reference

cof R RE oF Dty cnstesf et FRIArREof B e 8 Teopect

to thaStci@Ric66ficleBERGRIrttbOMe aijfuRt hRked atikEe preh@niRBdORf@Ence
interest could be the whole docunment area or a part

wetghh eodiBeipetrvestoss. ubiscal liedagymant idenddiveber mogule é@dmm efculate
thl;? Egta%ﬁo C%gf?dl ooofneLOlP df%ﬁé;'&}{% L nl‘?ﬁ ot%gtgléﬁ ﬁaﬁc%gaLﬂl%ﬁ

uence of a ynam C Conte
algogigens: 1 hBudlld (ﬁttaﬁdeeﬂ) HSmhﬁng:d)ﬂstlaﬁc‘d, 3§1N|C(D@$dirhﬁh@edﬁross

se| ectivel tygél! cal .image tenpl ates (200) npl at e
CogiateionloAnd VG Naidisedistngeg dasehph ﬁxeé’éstws bi@cument

1de?ﬁﬁ%o?%§(¢du¢i Ilrl Qe dePce N ki &18%@%@“&1%%??%2 |pe s SS

Unm stores ina a
164 Bratpeeringmg Ivdteﬁle( ge2yticlEdelongf tottlnfeommfrtheplumltt% phdeaatent sub-

o PP b B S M BT 6. and
cladification is commonly based on the nearest neighborhood (NN). The determination
may come in the form of a certainty value for each possible reference document type
object that represents the distance on a unified scale of, for example, 0 to 100. In this way,
the certainty value represents whether the distance between the weight coefficient vector
of the captured image and the respective weight coefficient vector for each of the possible

reference documents is less than a predefined threshold.
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cal cul ated by the covariance matrix of this data

matri x and sorted by respective Eigen val ues (204).
wabmwBiyen vectors may be cal cul ated from t he BIE/EHS2008/083163

matrix fromthe original inmage data fromthe tenpl ate,

or reduced to a |ower dinensionality by the transpose

of this data matrix; both techni ques produce

[0H8L henat F&aP 1\ AegliGyacsnemplasinages Mlustiptegibe stateef captured

1m%%éez?$ otdt ﬁ@l 18€t as%rﬁ&ég%gﬁﬁﬁeﬂfﬁgpoﬁ 1%%81?16 sgﬁﬁ“éé 88cument
icrently large Eigen values, 1.e en val ues

1dehhﬁtatﬁmaﬁa@1ﬂ11a4(poﬁlildbﬂj mdutbhmeEfg@hﬂla(gE (ﬂﬁéurne‘iﬁ neatching process,

s G SR HTEBO B D PR a8 oy Bl barga G 138
sh@ERGh C}ﬁgxg thaGRe fhaddlase re%ﬁft@&steﬁ befard ﬁfénﬂ??r‘g?%lﬁtdﬁgm@ﬁ. FIG.

mappe < asoa respective Eigen inmge
ISMh@ws:alsat wif atved simples bhEnitedhbeEe slededatcasasatwd typemfdom

or . cess. deseri be vi.ewed as. a,.
CafsPh g NES TSRS rate ST RENG oSS Ue i shesy HEFEAT aftichion,
thi®§dt G F ek pl AtERELx s il yCeppldach B8n @ e S MmBE& br more. The layout editor

di rensionality and’is reduced to a | ower

30 ghlerelatss dreal ¢lg<§n igges gl vahess dhrat ardomalin El g By ddtipset of seven
elggﬁ? h fe%sz)uld legteg Sg ol nly Oqagf{ etﬁeor%rl I{}vei‘trl]l hT@Pe? E&eg %gty?\ﬁ§ R

nenS|ona

apﬁrbﬂlaiatcey Bklﬁﬁﬁd tﬁ@ ongnnal @eéh icHp e fr@xg@s rrmhed:) @achasItRE sdven
ultimately |y the captured i mage, as descri bed

tenﬁéﬁtéwnag%0§ i {13 is smldplicdpnin the srkikansELglen by thggelected
elg{g@?rnpl?%tsgﬂ T gadzfef%?e?ltce %ﬁ%h?r%rgeéafﬁlglﬁgp%fcq egg{éa[é qgﬁ{e &a for this
do@amnant suj-8pe9Yhich i s’mﬁreﬂﬁf theslathbawef32F1 G 12 is a

OB bk WSS D% SR AL 50 PR o BT
1deﬁ9ﬁ%ﬂtmécﬁ1%‘% friveRd E{geﬁlﬁﬁg@m%eﬁémmmn@@@mss 164B of FIG. 9.

Ei geni mage docunment matchi ng process 164B of
the(lzmge Qate)s milipsicd en]tuehmmme ghouc eswingprstregsd by tedelpeted eigen

im R Bt PR SRS TSOEE h B BB bt lchthe

proee&f dohfplafRtthiy ﬁ@\fvw&gﬁt Qbefﬁ@féht GQEMRBI cazh Bf haP@nARIt@Lleference
stored in the database, or %'to t he captured imge

werkht aoetfﬁcmnrewtors}/assmatg@ mﬁhém p ;qéléy eféd@}lmept)wame le@@fs

o SR EYRFIMTRAE, USRS TP ILORCFRERES AT, o

tralhOig MR ex fraple hdiownﬁhol@eﬁtﬁichﬁéﬁntoaukeaﬁl Oﬁﬁé}ade&ermm\eﬂ@ filistance
coefficient vector of the captured inmage (2

betaesn Bedetyhgantwed aperreditt OorEen f@mpi?é%m%&ldae. tg%enrg the Hamming
dist Qgﬁculﬂﬂ{gsa(l orit Qlfrkﬁ oer O'i“llﬂ‘Hh ¥d d@%g?&eex%ﬂﬂﬂ e uitdBHeshown

ta vector rre erence onto a data
1nFmﬂi3& constructed by the selected or t honor mal Elgen

0037 G2t B BHSTHEGe! e niE b G EaE e ahERs ¢ Reorsat isance of
51881 Flo¥ the RIENER R La0RS Pted Hah BlORRuMIBRARS-tyf&bjcct of Minnesota
in the multidimensional space determined by the selected eigen images in accordance to
the Hamming distance algorithm. This relatively much smaller distance than the ones
associated with other six document sub-type objects represents a better match in the

document classification based on the nearest neighborhood (NN).
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mul tiplication by the captured i mage data vector

produces a vector of coefficients, where each
wWeuwPNT®8ENt represents an expressi on of the cREI/USMAS/083163

image in the multiple dinmensional space formed by the

ot honormal Ei gen inmages. Next, docunent identification

nodul e 40 conpares the wei ght coefficient vector of )
[0 AL ur ed Therage sthtfar piovRedhe puthericHy i ¢o M PEFCEHERE engine

3537 BRI PP AMAL  ERE Rl AS0EARY B Pbllghag b fgon
modatcadfias & involee docaaeht possitivhtéon mdduleA? & codumenticttiorpequired
214). This calculates a distance or simlarity of two .
Rz B o1t RI&EIEL (R U AR fatB &t e eeeCylle cgReopt with
theli@EniliREHGARLCHLIRALLRIY thilnPhEas wﬁ%ﬁﬂtmﬁay be

wel ght coefficient vectors. Typically, docu

applabnt itHol iogl dromtatodudf @ aUdutomyerdadr oo ketreclassifer.di se besceguideline

. according to e.of the fol.l ow .four standard :
is e B B Ia AP ais g E o F MR wih tower
rejéotiohi@ifdlon Bordldct HadmEont BipeNikd thdNBTIRY foZ 8 s6XcAB&d authentication
Correl ation), and 4) Mhanal obi s di stance. Based on
prachss iy aked woesiron sdantidingd dpelamant Witidewonfatse dotaptangs ratpof
ccordance with Ei geni mage docunent matchi ng process
%XB, determ nes whether the article belongs to the
[00008] of t Mardelnkthddstaye plesshtaliigeabs Stebplatp & alidyt@Chsthods for
currently under conparjson, .i.e., docunent sub-type.
obigpjingthe fgga@m@)qs o aptopred prinng terhnlqgss ip 1des favisisnyty
d i . .
for R 10 B APl By RIS ARAAN prindi tochriques, such as
photatapeerf orduplcdtc frssigad doaimemenaeraocetendoduypat abhadication
that re sents the distapce on a unified scale of, .
modgfe %@&ﬁ%\e@ﬁ Ry GRS eSS ?lwwﬁese [reCRBIapaihRefechniques
proé@liendepr esent s whether the di stance between the

wei ght coefficient vector of the captured i mage and '
[001896] r espé&ot exampheilgthglicprtingos entill wedtlpusddonctbad mvefited in

t he possi bl reference doc nts i.s ] ess than
GelPauER et Son B R oo ToRt at Jh o el gitginto a recessed
pla@X QRN WIRERSnk hhdsidedtienehptine dsiat &F @?@WM pre€re so as to
i mage 230 of FIG 13C as a docunent identification

profyaeiteenasied aapcatoiea et 3 gleti Ackeapiabiermetidupcrygsed for forgery

. . . | .

o 1 Beghou AUERANEE ) BLOPTLIROR, HORHITIL APLARNA, et busiess

cari64B of FIG 9. FIG 13A and FIG 13B show exenpl ary
training i mages and results used before identifying

[OHAYE  dochlstvicwing undegyhe pewrect ve spvigmmeat, wih sa¢hsgbe CCD

. ver Li _ ‘
e o S PR koS RS, TALUGTRC! Gl sagor s
in thodaiBplatod 8.3M husieak cadpinnapat?d6m Fihild Ase prodiicddefingrh atfatbed

i mages, .na r h ndreds of i es or re.
seapBge 1BaKE O @g“qﬁai%rsa&a&wﬁ@f i g&%gl&ﬁt fegdged O 1. As
shotdl B DS, igfaBe SHOWDW B fRect IRBididimdsRE fi8h B8 ¥R acters.
[00108] Taking the profile of the grey change moving horizontally across the right

for

leg of the letter “M” in above two images, some significant difference can be seen in the
pictures 242 of FIG. 14A and 246 of FIG. 14B; the grey level changes across the stroke in
the scanner is always symmetric in profile 242 of FIG. 14A while the case from the CCD

camera is not, as shown in profile 246 of FIG. 14B. The dark valley shifts towards the
35



10

15

20

25

30

ei gen i mages could be selected using only part of them

wi th higher eigen values to approxi mately express the
wor10goTRB7 seven tenpl ate i mages. Then, each of PE@TES2008/083163

seven tenplate images of FIG 13Ais multiplied onto

the matrix constructed by the sel ected eigen i mages
. producing a reference wei ght coefficient vector as the
innepfige f BC @eig iege afihacamrey fnmeaupng peress favdrlg wew field, the

B e 99, A AR CUB Bl B

quardi¢t én 40mb b o dBmnEe gffstit fegethd ocigimesfitheraicettiald) apfachs 3M
164B of, F 9, the image data_s nultiplied onto the .
buae A £l G X TCOHACH gRseatlc ki Bk " e Bustiagrgrpxample is

mil mages to produce a weight coefficient vector. The
Ei geni mage docunent matchi ng process conpares this new
[0048Ppht cdbe tdcbinignes mexteadilywbe hpmd Hrood spraleddSputcefiom

reference. wei ght efficjent vectors associated with.
Shidiag pEEIGI 0y Op rortRiAER b ey GpBBreB PEesE et yrine the
prdRE8D CRIRAE!TRIM tHe ifhagh RAcISAVIRIW WEhdRd WRIkelrhiSQNERBCAd be
FIG 13Aused for training. For exanple, docunent
detegreined by bawistasp thsdlone 180 FKy 1det er m ne t he di st ance
en the.newl.y.capt.ured i.nage data f. ven
[“@EW at e%“ﬁ%lﬁgp%pa{\t%na%atgéﬁnﬁgogﬁ/ He @%%%%gw%?% PIgi{EGes the incision on

theGitinginp 3tifg aad oBeictdie) the oppdite opli@OEffédias frompthe db®& method.
exenplary results 232 shown in FIG 13C. [00103]
ThR@éQ}ng teehpiqug desarded abgv corlshlileadse heegerlenaddo spdigs the 3D
ch 1L AR} oblBleBR RS i prol R b B B el s
[00W1hhesot &Vlien pringinpah imelgcnens b pagdr os pteemddiagmmddathnly
t he sel ected ei gpzlg*i mages %ﬂaaccor ance to the Hamm nI%
CORY P UH OB BRTYGS S tRRRfOSTHNS 2L IR PIIRIEES). 4RQYT Siymoghcommorly used

replbhAE R chiigles MBuRREHe BSHARLAS Bde Whid B%ﬂhﬁzﬁy%iné(ts): the halftone
docunment sub-type objects represents a bBettef match in
scre¢renglechmemt (aoiphissictmadliton) beesedually sphecdnimay efStarying size,

nei ghbor hood (NN).[00104] Th t. step f
R AR St iy T Ao AR HEs i gvRe Sia 8 in
vafphda podit@dhta@l deskeit S4ntpIegoRthBRY Printink AchdREHNBREhEWR fnple

docunment identification nmodule 40 1s to i nvoke

imegss dABr>2a0d RéAtn EKE 1M nodul e 42 to confirm whet her
[0({313?1:' red TL? %{eﬂ{oﬁsof%rosarparngé fkix ﬁﬂggﬁ%%‘u?ee anal 0 ts a \%0?%

entication teature IS an exchangeabl e concep

mcafigcmelarvhithe atilaeBpdcedtiown evith tie Usisiofe adeining, bidhigh¥rkSency
an i nmage anal ysi s .net hod nmay be applied in the

nojsepr eteerdictectiohison idenl infagadpn frghe ﬁtg@bésa? SRS

ORITES,! T SO S AU 5 SR by i
scred1or drekin thd naftond dordeoiney CMEY IR dburaolaralancoin diffcroacingles

corg %H%ﬁqto&t elpg%ﬁel%rs] (ejls tsl?o%vno fnhs%rrn?)lef f§6 1¥1t113?GS PS_BCSIA ae goorn—in image 258
in FIG. 15B.

[00114] FIG. 15C shows a set of images sample images 260, 262 and 264 generated
by decomposing the RGB planes of the image 256 captured by a color CCD camera. The
set of images of FIG. 15C show angled screens in the sample images 260, 262 and 264 in

FIG. 15C that can be similarly processed.

36



10

15

20

25

30

process invoked only fromidentified docunent with
| oner false acceptance rate of forgery. [00105] Three
woreihot®wsar e presented here as exenpl ary val i de€DDS2008/083163
nmet hods for obtaining the characteristics of enpl oyed
printing technologies in order to identify forgeries.
s a commpn formof forgery to use alternative

[00dr15ht i ngAsdhdynkigaiéon is gap OREICHRRS SRBIIOB Cascs i deymeahfaagery,
t

01 U SO i R gk N LR pprion i

theatiages 266@1@68 ek 7 (e dit@l BTy by Hreantimodug it@maehalftpmesani s@aethastic

her.e. 06 For exanpple, Intaglio. printing. s
Scrggripg ity %pa%t&r St Mo oaHaen O rbesraker ldﬁwﬁﬁee cdge
curb AR PS cdnWe aoédoﬁtﬂl&gul%ﬁieﬁi S¥edhafeRy Hﬁfgﬁon Ldus &6 ﬁﬁé%@re@ﬁmg

cuts 1nto a recessed plate, which s wth the ink
medmdlsnmt@dsph@onmﬁtherur@haédewmﬁntpaper W th pr essure

t d i
0685, © P ARRLG o ey i R PRBRRL ERGS mlls, PR bagy methods are
dedifiRdtth ﬁbf@ﬂﬁ &Rt lepRIda&ehn dfah.imwbd 6kto laSmdds€ but @ also carry other
rinting like the commonly used business card. [ 0010

InfQygtionyi ewipy stmdere sows tp érrélwé atd the pravonttasrofdarzen tWhile most

o T Bhoh o SERyF T8, o2 BRRATE P LGB,

poishﬂe 6381IEB|56m6f51rf1p13 Mabuﬁme&s ce@dction llﬂrrﬁgeege%@cehﬁng:{&onﬁm
14A is pr oduced froma fl atbed scanner and | mage 244
whetpepthg featug if Bregeh pup@idobihc audsRIGREAR PRPRRIN 21%spefticient
i mge 240 shows 3D
SOIE#I&C%U [ % %%r% gﬁs?'ed ﬂﬁg‘?fn the characters. [00108]
[00TaR] ng t Rer praﬂfplé gomb cbﬂmpargeegncohamgbderm&e mdocument containing

hori zo ntIIyacrosth right of the letter "M in
maghige éemﬁle Cﬁé@%‘éﬁ‘f E@P@rqrqaﬂ@ﬁ%for&?rtﬁa%ﬁefeﬁe ﬁﬂggo@d the
huﬁ@l%{?ea'd@bl% REnRACEY HER d@&gm‘af)le':llﬁo %ﬁ@ﬁ%a@l@oﬁ{d ﬁ;dagfé is

: the grey level changes across the stroke in t
gemandre’rherr@n dholergkgroyndrenagecoimpripesofoidcé g3phtooe c@llscbasadzrm
the ¢ S _not, as

s
e i A6 e el AN AR PR SRRy s € e e

distiopasids|d femR ek sidwieintlaG heaorigin place of the
canera. By neasuring across the whole view field, the

[06A8LInt ofnatprrasentheprenpser nershashis brsedaw mhysemedulation onthe
reggrl lrl Gdtdn& h&?&ﬁ g ?f%nﬁﬁ% s%ﬁle%lftgﬂ{g& t§ edg slll&)v& Elrtgt? gﬁ%g’eaﬁaSé) of FIG.

stance o orig e Vi ew
16B0OIn thiecasd/ ﬂnaﬁmgw B:ﬁtlaﬁﬁlddelcﬁdlﬁg ﬁns 14 thd BeneIsdréendig frequency
measure for the of inthe illustrated exanple is

majey the F@@ﬁ@@]letfrh%“ﬁlewrhlws@e HR3ecr BRI OO By pqu fgghniques
dedcfiBA ﬁ&eﬁ%éﬁ%adlﬁl & %hfe{i Yuch images.

[00119] Another method converts the color or grayscale image plane(s) into
microtype character layers with each layer arranged at a different angle relative to another
layer. The microtype character width is modulated in width based on grayscale or color
values, if multiply colored, as shown in FIG. 16C, and with the overlaid zoom-in image.
The techniques described herein may readily be applied to such images.

[00120] As an example to showcase how the system quickly and efficiently
identifies documents with a high degree of accuracy, FIG. 17A-17C demonstrate the

process of identifying and validating a current version of New York driver license from a
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Shadi ng" technol ogy for confirm ng whether the

asymmetry is present by neasuring the precise 3D
Wpa0aaewers fromthe i mage, such as how hi gh tPEI/E$200%€83163

rai ses, that could be determ ned by how steep the

slope is in FIG 14C [00110] Another printing

technol ogy i s engraving, which produces the incision

sctoh 206 élffﬁr‘iﬂmu Sdrietdicanses wrBoutuse pEAHKAOREPEapIdRYzone. The
ng
im QBB B BES aAT AT UBP R AL Aol 26 RER b
recutsivai@prpzesstalteb3®s ohihe dnb@siasd ligsd meabiteaglﬁoxan d/ or
characters produced by su gtlng t echni ques.
[00111] When printing an |néaE§[t;é nto a paper or other
medi g, I n IS ont i ngous | ROt )
phot pgr anhgq%n P/Q]e%rﬁlel’r:]t ers) | another ll)v{\lx%(sﬁ)ggcte
commpBlapknssed r epr ogr aphi ¢ t edifdradies si nul ate the

cont Fruous—tone in‘nna h\l h| narv nnafcl:- tha halft Ana
T LAY TTCAT T LA RLAYZ

STo7
scr eeMOH@CI%r@’@ﬁm que (an‘pl i t ud 3Bl at on) uses
equal hYSRAEEPIFOTS of varying;§pEe, whire the
stochastic screening (frequemncy nodul ation) applies
t he shayusRegioddlachingvaryi nglpfeatdi on and density.
San'p es nf fhnen nrintina t+toadchni aues are ehn\nn [ila)
sanp El%eﬁ%@é DespmentsMateRipgo sV 1$iHler| G 154, [00112] THe
met hpi OF p VA A06E, matri X TRAMLLNE texture anatysig
I S al good neasurene on the|reqular spaced dots wth
t he huiditloRetaandaciing, and hivgibkr equency noi se or
edgel detectionis—anidealindicationforthe
stochasti c screening. [00113] As anot her exanpl e,

l:ti
THE Bl col FRGRRTIIAY | R ERARTRLHG B UA, s Y fthorder of
complhtanorpéﬁn&acy amdiexetwee nt scagneioesTloolakt tve ardréefined dlytteo image

terns as s in sanple 256 in FIG 15B and a
pa@%m%twq%@}% pendocimene. 158 [00114] FIG 15C shows

[00A28FT Of FIETROASIRATHS hiRIES udR: o‘t%@c%s R 8hined in this

gener ated by deconposi ng t'he RGB pl anes of the 1 mage
examge (ﬁzrmaqln etithoylaasicolsor vodixrs anmr@testiﬁge Asgthowh, thadigeskness

Sty SEITTE ORI H S GOt R ol TSR RS © bl

Patidra 0essiafls ERKIA&] vAs fithgshedt limakd BRlyits 0RO BoRIbilit®f the correct
nost conmon cases in docunent forgery, the scanned

doquanant sipsoTehengest bYo. U IBrigmenstrasesdinw Sircardirlag pawsithbey, is
ef@?e&ttly%gﬁgglrg&‘ tdh i Th 51%115&1 50(5 %?ggésco% 5, Flé6§7égﬁjovgs7 %e r@ ection rate

cont i nuous tone aI ftone and

of satcﬁ@pa&tlbﬁ wlticle eipradanteichidehtifRapec pérf@hancd o theidecument
variation of the stroke width and the e

idea{iiofin BTy T & 1 Tyt thehis trnsid docynenih Ardea E?go Pattern
Mﬂélﬁﬁfg EibdsHer O UG RY tﬁehlﬁgﬁé%{ ﬁ&ﬁlrﬂﬁnce of 93% rejection rate in

regarding of identifying the correct document from 15 candidates and discarding other 14,
it’s also a relatively time-consuming operation.

[00122] FIG. 17A show part of the success validation results invoked after this
document has been identified as the current New York driver license, as searching

expected security image patterns in four images from Infrared, Visible, Ultraviolet and
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met hods in the duplication of the original docunent.
[00116] In addition to above traditional printing

W@ 2obiaig8es, many new nmet hods are desi gned to POL/USRINE083163
limt reproduction of an inmage onto a nedia, but to
also carry other information in a mcro structure SO

as to further aid the prevention of forgery. Wi
Refpgeflestive fepectivebynddis ressil isl sighlay t%@oare@@av@dn 5190%@1 FIG. 8A
aftG'We BY<Phh F&h@\‘a%s %Fﬂ#%ibﬁtﬁﬂ%tloﬁ EnPsubbddul aétPcl e to use
sone SI eature extractio
[00d2Bkessi Wgrlbms mbﬁdlmmlm,bétﬂ'eenvdnhen hewat lwee dbssrmeé.s €hdse and

t for the authenticati pose i.n a

ottgh e DRdiFRtsar WaBRALT e Shite fgﬁ% BE¥e discussed
bel ow. [00117] For exanple, sone conpani es encode and
decode a docunent containi ng machi ne-readabl e code
overlaid by human-readabl e content such that the code
and the human-readabl e content are both di scernable.
In operation, a background inmage is generated, wherein
t he background i mage conpri ses coded gl yphtone cells
based on grayscal e i nage data val ues, each of the
hal ftone cells conprising one of at |east two
di sti ngui shabl e patterns as shown in FIG 16A. [001
18] Anot her recently proposed nethod is based on phase
nodul ati on on the regul ar hal ftone screeni ng by
shifting some of the dots, as shown in the inmage 280
of FIG 16B. In this case, placing a lenticular
decoding lens with the sane screeni ng frequency nakes
the encoded letters "SI" visible in the inage 282 of
FI G 16B. The techni ques described herein may readily
be applied to such images. [00119] Anot her nethod
converts the color or grayscal e image plane(s) into
m crotype character |ayers with each |ayer arranged at
a different angle relative to another |ayer. The
m crotype character width is nodulated in w dth based
on grayscale or color values, if multiply colored, as
shown in FIG 16C, and with the overlaid zoomin
i mge. The techni ques described herein may readily be
applied to such i mages. [00120] As an exanple to
showcase how the system qui ckly and efficiently
identifies docunents with a high degree of accuracy,
FIG 17A-17C denonstrate the process of identifying
and validating a current version of New York driver
license fromaset of 206 different US driver |icenses
wi t hout use of an | CAO conpliant MRZ zone. The
i npl enented classifiers and verifiers that are invoked
and applied to extract and recursively process
attributes of the inages are listed in Table | bel ow
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TABLE | The right colum of Table |I show the
respective lighting source. This list is in the order
W@t00gomy98t ati on efficiency and executed in sSeqRE&Ent$2008/083163
The last two are defined by two i mage pattern match
expected in a docunent. [00121] FIG 17B shows how
many docunent objects were examned in this exanple
for (AetMBf the classifiers or verifiers in one
testing. As shown, the Bl ankness classier / verifier
checked on all 206 candidates at the start of the test
1. and At inethvd sotpasiBat t ern Matching classifier / verifier

has been limted only tq.one pgssibjlity of the
cor FEEY oI ALOTE ﬁié?“ H’é‘a%%ﬂ? é‘nélPLIF—CI dqepgent;

dermgps; - i il d -
of ;T?tgiﬁg%t@}pg@r%lg[?\ﬁf bk & e RO RhiRI gafﬁ}’sltﬂu}%ture according to a

rowed down i n around 20 |'i seconds.
dyiEinGe dodiinati aduwtifibgiondraotwark, whdreinghe plactlity pbdainent type

whi ch. represents the identificati.on perfornanc n the
obiies Etetstils GERE Y ehfel N Erisoms ST BLRR0 G e
captiiRe iRhg Qs BB irizcARd VBEfyLAE AniBRkEIJtuMBACA b cument type
classifrer / verifier has the highest performance of
repg3vated bg one ohthegloeumenttepyaati¢atyy of i dentifying the
correct .docunment from 15 .candidat n i scardi
ot nse SR e b BnERF LA R BOE RGO order based
on GRedt@ibucs cx {rfQd LR afplicatich/d¥ tho1phrftidy bf BE réduési S0 Ses to the
validation results invoked after this docunent has
capfwisd 1MLt #94 ed as the current New York driver
lic - ' i i -
e e o R o R, b BB A RS objects
upanaRetsiog thefdatactiuvemre. especti vely. The result is
simlar to those shown in shown in FIG 8A after the
system conpl etes both identification and subsequent
2. val irflatdcathd JrRea3] w‘ﬁ@fe‘ir%é%ei@[@f}ﬁé Bk %a%e@ #nclude receiving
i nventi on have been described. "These and other
oneabodicndan sniag-ecdil R hinmge hevisibbpkglofspedimnt whdgewimgjtraviolet (UV)
. cIaiqf.CkAINE: 1l. .A nethod conprising: receiving one
1mage, gt AT ERFEUFLY i'Ma8es of an unknown document ;
storing a plurality of docunent type objects within a
data structure according to a dynam c docunent
3. i dedbp fricthodi oS¢l fimadradiorcikn rogpisng; the capsurgd imagoss of thefunknown

e ity af. o1
o R PR ARG Rt L LB el a Bhyeslivse »
birthagektifi @k, bhIfgeSal dcoatRgecometdigl papen hiyideherfichtilon oua, and a
docunent as a docunent type represented by one of the
SO SEFHENY C¥pe obj ect's; traversing the document type
objects of the data structure in a variable order
based
4. The method of claim 1, wherein storing the plurality of document type objects

includes storing the plurality of document type objects within a tree data structure

according to a dynamic document identification framework.
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on the attributes extracted by application of the
plurality of the recursive processes to the captured

wo pwger9sand i dentifying the unknown docunent BGT/US29085683163
the plurality of document type objects upon traversing
the data structure. 2. The nmethod of claim1l, wherein
receiviggﬁ}he captured i nmages include receiving one or

5. nor dhemegipd; affckamyrle svherem) stprfagythe phurglityjofidecymeyi type objects

incBREELEHR p By bkl bbb TR e o duta sructur
acoohding tonthe egeandicrigctilentd dgpitifiicedbn fimgegorkfin b hecuwikarewnhaving
dgcunent i ncl udes receﬁving capt ured. i mages of one of
subsdecyancgppes a5 diikdgegyotdhg doqUment tyRe BRIt certificate, a
financi al docunment, a commercial paper, an
identification card, and a social security card. 4.
6. The Thettetwdaff ctdimiln 1, wherein storing the plurality

of docunent .type objects ,ncludes storing the . )

o LRI g BE kS ) ga O S ek ety srings glassfier
obRtH tHE refefen@E6L O cirtBort Of ehe@HaHyCofHREERB and

‘?dentif[cation franemork.g¥ Thgqhethod‘of claiml1,

whemdicreins travaryige thealag sirugture incldesigenpneng theyetrssidpl elyed to:

i nclud storing a plurali f cune an .

sub TGRS Rt iel s Piadk Rt dsterhost B MIE Tkl BpBPe dgtermine o
setlo® pbésebleyoTahe: dhrat®id/ pt digbétsfandati on framework in a

recursive way hav;ggfsub-docunent types as children, of

t he B EMBALCY pengh] Berapturd impgesAsions @f B Ripraligy of possible
rd%@ﬁ%g%guﬁ&gh$Pg0&g&Splurality of docunent type objects
udes st ng

I nc 0 a classifier object that references
one or nore of the plurality of processes, and wherein

trayersi gdgge data structure includes traversing the
7'cla§§FFWgP i¢ ffo: i nvoke the one or nore processes

r ef QmeRGEdoRY tHSIGhRSIldbBimQRIFRl ot QtIRLIRAE Wity SRnimum
of possible reference docunent type 0Objects; and
certaiaty erbBe antle vesfictt abjé¢ad &ntt rdfgrendrs onapt moedlof theghsaldy of
one of the plurality of possible reference docunent
ProSGHE>-8Bf ects. 7. The method of claim6, wherein

St OkihRebirt Revapdibig Bl sbyinBlud OedBIM g fhy REriA&] ddFdcs to:

includes storing a mninumcertainty val ue and a .

ver itfvoke thsisjne or mosgef the phiraliy ©F pesessey rafgeeccdfbyttheverifier
Obﬁgyrality of processes, and

calculate a certainty value from one or more return values received from invoking
the one or more of the plurality of processes referenced by the verifier object to process
attributes extracted from the unknown document by the classifier object in comparison to
the reference document type objects; and

selectively discard one or more of the possible reference document type objects
from the set based on the comparison between the certainty value and minimum certainty

value.
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wherein traversing the set includes traversing the
verifier object to: invoke the one or nore of the
wpLwpariogy of processes referenced by the veriPCEDS2008/083163
object; calculate a certainty value fromone or nore
return val ues received frominvoking the one or nore
of the plurality of processes referenced by the
8. veri hpg}etl&g]q:f@{almé process at t r| butes extracted from
t he [f
c onp@?@g%m? oé) ﬁ%@%ﬂ'g]fltgroé trcliggu dbﬁ%ctsO m:l‘ﬁgés st(?mg ﬁrst and
secoal ectifisralbyecth thatarach orfecnde dmroe n&fre bf]ﬁle rpdlﬁs]ntbloé processes, and

reference docunent t pgwﬁgjects fromthe set based on

t he “OSTRFAIREEHLS ‘certainty value and mi ni num
cer hfabé}h}i%‘ﬂ% fil&t @eﬂf_@fl ijlg@tttg Qg cBifateC ﬁlsme@talﬁw GHIBE Based on result
storing the plurality of document type objetcts

valupcteocesd sftaynnvedirfg the prwznssesmf@nmbedéxyltm ﬁrst vhjfertodject;

or ouatdugs e dERstiT oRaudp engeieeedid fefelrtiiudic based on

thel e eFadi RGedei dfaiftes inv¥Bihk ik B ro ORERGEfet A c6@bE teab&md verifier
first certainty value based on result val ues received

Obnﬁmémdlnvoklng the processes referenced by the first
Ver I({eln? f}lngg !h% S%tu}ed 1 SI ng)n% t ?thsé rafj‘%/ 0 é)lalssll tr%glle%get
dodmsamlt typealbjes basakdve Cbrﬁﬁatrﬁ;bn Ibewmkn fig fildeandrseca ISR Btainty
referenced by the second verifier object; and
valuglent i fyi ng the captured i mages as one of the
plurality of possible reference docunent type objects
based on a conpari son between the first and second
9. cer Tak nteyhodadfesm @ wheluin smetihg thegfuralitgiandécumére tgicrobjects
oring the plurality of docunent type objects
““i WiPudes: storing a plurality of priorities; and
assg%hﬁéh%gﬂgr Qfgﬁoﬁhgggﬁ@rallty of priorities to one
of the pluralify of doclUment type objects within the
dat assstuaung each of drechlwhibtyeo fipriorigiee fostnegfithepldadisy of document
es traver |ng the data structure

Qﬂ?é%%? i 1?@“1%% %PFSFFfﬁ s associated with each of

t Bewmtbteﬁ@{rweymﬂg tHRQRE dhetukEMmenABE fadeG A BIRdatyd R cture
0oD] ect s
according to the priorities associated with each of the plurality of possible reference

document type objects.

10. The method of claim 6, further comprising storing a set of recently verified
document type objects within a queue data structure, and
wherein traversing the data structure includes traversing the set of recently verified

document type objects within the data structure.
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10. The nmethod of claim®6, further conprising storing

a set of recently verified docunent type objects
WQRaob75987 queue data structure, and wherein trBUBEDSIN$ 083163

the data structure includes traversing the set of

recently verified docunent type objects within the

data structure.1ll. The nmethod of claim®6, wherein

1Lt r aV&e sicthpdidieladmita Vet trayessing e giisstivaiskinatydgs invoking a
AR e Ll
pl us@dnidny and ideotifyect!edlityesfi conscadd tepens aptha cegturatagege;
T TRET W T N
regfSls3Rl S NGid S&t offeldtRhelih ORSTRERSHE ?hﬁ‘@lﬁ? off P@nnelct_e%i regions;

plurality of connected regions; conpare the plurality
of campaethedplnedjiyoofsconocdtehpimne ta@tml s due assoedtedivwith one of

one t lurality.of docunent type objects; and
e Bl BB i B8 o m e mherher i he
capbiieg@dnith@ DBbA Rt MidchehANE th cdphifed kol ioél)én%fo the one
o% .

docunent type objects currently under conmparison. 1
of thyelurekityed doeura¢nditynedbj askrequetcntly padasceinperisone dat a

structure includes invoking an Ei geni nage docunent

mat chi ng process of the plurality of processes to:

12cal qut aicthddns cRii@es) wheRgetadngdny el sfuctuieinplude@invbling an
.of possjible reference docunent type objects, select
Eigenimage dospacymatpling arasews it dhapleinhbne! RIgsrsssspect s

hav icﬂgulhf%rtﬂfﬁi[g%{l grﬁ?%e\é gh&ril g?lugg]gf il g‘fsu?agmr Bg %é‘s?%bgealte"l’er nce

structure, calTcula erence icien
dommadnotypefobgresh of the plurality of possible reference

docunent type obéfgts stored into the data structure..
in PHECHOBEPRIMREF &t thgEeferenscdneymentyy R yRets Bodng fasge figen

valMECARI st@td i@ eaRtsuigdrd, Mage; conpare the inmage and
docurent wei ght coefficient vectors to calculate a

di standete aamttrdms ectight codfbcdnteatie of cabbtad it pleraliyesfhessible

h k d ent bel tq th of the .

Sk R L Y R T A T S
cur capllh aunsieht Gefadnt $8Aer df3he ddpeurt@ihag; of claim 7,
wherein the result of the identification process

conftempae sheoiamgr @ad dogunant piighp eoadticippirvecgrs eepksntate a
dis{ja%é{'&%ﬁt s types,

based on the distance, determine whether the unknown document belongs to the
one of the plurality of possible reference document type objects currently under

comparison.

13. The method of claim 7,
wherein the result of the identification process contains a candidate list of one or
more different documents types,
wherein the candidate list is an ordered list based on the certainty values, and
wherein the results of the identification process is used as input to determine

subsequent processing of sub-document types.

43



10

15

20

25

wherein the candidate list is an ordered |ist based on
the certainty values, and wherein the results of the

WO dpoifsTat i on process is used as input to deREr/ba968/083163
subsequent processi ng of sub-docunent types.14. The
met hod of claim1 further conprising: applying an
aut omati ¢ net hod to Iearn reference data of a type of

14 4o c dhe Arethodgrhclamyp & ﬁﬁ@@ﬁﬂw§ﬁbrlng the reference
dat ?gglglrng all 8{‘0%3!‘[1(8 '?né@{ d"'tgri? é}grehgeedfgﬂ)fr"%éipre %E'dbl&ﬁnent from
app ynam c et h 0 categorizet unknown

sardgle umegxts; as one of the docunents wthin the data
structure to ef f ect subsequent proc

d
t r avi@Fiag thegefergnse dapdosinyoeatigp by apgde ?ﬁ@% rsi@?ah%tacwfe'
cl ah@lﬁné\émfé%%ﬁ ORb 'Ed'%a'ﬂégohgg tlél'{fnﬁlﬁmvh Qb as one of the

i dent’i cunent 1 ncludes: 1 nvoking one or nore of:
doanidntswithmtthodats sirepak t@tBeat hebspgssit bidcessyngainddraversal of the
dmg #gtlng met hod for the unknown docunent is from

i % or engrave printing technol ogy; a second

nethod to discrimnate a screening nmethod used to

print imge and text; or a third nethod to eval uate
I5whetlhemethagrafetdimg , wikeein ednfirovng the authkwténiy o odantiéiad document
1n&u | udes a mcro structure; and based on the

p033|b|I|ty determ ne whether the identified docunent

| s apvdient oie ifméretof: 16. The nethod of claim 1

further conpr|5|(g§|dentif¥|ng and verifying t

unknown adEximesihodie exalyatehs possUpEEY PEAPTINHRAE n@&%ufﬂre@e
mbe
e SR AREHERN S B b DEhER @iy ™ ©

el ect r onaceqad spolidd WWatisringnae b carchidatrethodrusedgneint émage
strip . data. 17. The nethod of claim1, further
co XK Qrpresentlng results of the identification

and veri finGal ehoROERIStd %hé‘thb!ﬁ@f% nti’i@%@cbﬁal%%@ RhkEvn
i ncl udes presenting feedback to the user in visual or

soudocunoantrirtcl s a Miswctuctuye; dod¢ument aut henti cation

e TR i DS BB BL ASSb ki

not.

16. The method of claim 1, further comprising identifying and verifying the unknown
document as a security document that combines embedded electronic information includes
one or more of radio frequency identification (RFID) data, electronic passport data,

smartcard data, or magnetic strip data.
17. The method of claim 1, further comprising presenting results of the identification

and verification process to a user, wherein presenting includes presenting feedback to the

user in visual or sound format.
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a menory that stores a plurality of docunent type
objects within a data structure according to a dynamc
wWelowaneses7 i denti fication franmework, wherei n theCT/US2008/083163

plurality of document type objects reference a
plurality of recursive processes for extracting
attributes fromthe captured imges; and a docunent
18.pr 0 A8y depgnen apthantiqatigy dPEes CQRRIIEME Unent t ype
obj f ' i:
pais i R b BB MM Ebh s b B HBHE BHLE AHIEh wpknown
do¢umeengl ural ity of the recursive processes to the
capt ured ina%es, wher ej.n the docunent]ProceSJ

ng
engf SIS AT F1OES & el iSRRG dHR ALISS BHBIngE dagiructure
ac dﬁh@'td 3 My&fmig QSUIHRDE i&eﬁﬂﬁcQ%%&MQ,%ﬁéraﬁ%%lﬁEﬂﬁ}hﬁ
data structure. 19. The security docunent
doaun dme tytpic odidctsreteanice e phfralatly aif iechi&ivarecassas fohextiachgeattributes
ﬁ.cqgture igterface ecei ves the captured inmages by
OPLOE RN I ONaESr @Xbre of an infra-red (1R inage, a

Vi shbeurhéfptocReed Ebimd tRRGaveRBs theldodirh&lt@ypddBydcts of the data
imge, and a retroreflective i mge. 20. The securit

strepdengrie Atvanailhexder basei on thieatirbatesfexgheiedhby &qpli@h@@fﬁx@ plurality
of %hlg%eclu%g?e pr%?gstsgsrté thd! (Ea%[c frg(? ?ng%% ,evlvl\lle%éc'inttl.l?eed&c%&teﬁﬁr%ces ing engine
I'mages” of "t ne unknown "docune by feéceiving ca ured
identifigetbe Qhkiven @fcuthepBSSRRICT thedploifalivest dbcline@t$es otfects upon
birth certificate, a financial docunent, a comercia
trayeypiag thedats HBIGEUTET cation card, or a social security
card. 21. The security docunent authentication device
of claim 18, wherein the nenory stores the plurality
190f dbeseanty docpencobjeicdnsicliyonsdesidernd ctaliva 18] whereint tiic ahage
docuneq; ty e objects wthin Ewtree.data structure.
capf USRI IAG BTN PRI CH JBRERS DY TPEEHRS PRCS gy of an infra-red

(IRQ riﬁggé’,\‘arvlfsiblg%ghfr cBERYhEY afl QEHIVRSIE (@W)hﬁﬁé&,%ﬁ& la Q&tro-

evi ce of claim 18, wherein the nenory stores the

reflgicivainiagg. of document type objects by storing a
plurality of docunent type and sub-type objects within
the data structure according to the dynamc

20 doC URB BEdutigNdddubfeat aidRenticABRVERN keel o R ABNERERH BS image
parent and child nodes for processing in a recursive

capiaig. intedacemgecisescthe Fappuigd dnmgas of et kRe e do¢wneny by irecsiving

ol R gn P B8, RGO RS AL Panci

ocune I on No
dodunmanrsSe@snrhéreiat piprr sinridedtificetion?éhrd, Ut @ sbeialdeclity card.

docunment aut hentication device of claim 23,
21. The security document authentication device of claim 18, wherein the memory
stores the plurality of document type objects by storing the plurality of document type
objects within a tree data structure according to a dynamic document identification

framework.

22. The security document authentication device of claim 18, wherein the memory
stores the plurality of document type objects by storing a plurality of document type and

sub-type objects within the data structure according to the dynamic document
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wherein the nmenory stores the plurality of docunent

type objects by storing a classifier object that
WO 2G08023982s one or nore of the plurality of preCEESME$/083163

and wherein the docunent identification nodule

traverses the data structure by: invoking the one or

nmore processes referenced by the classifier object to
idegtifigation feamevesk inderopyiesicl|as Prishiedsibad edemfenprocgysmg in a
recRi&CS é} and traversing the set to identify the

captured i mages as one of the plurality of docunent

type objects. 25. The security docunent aut henti cation

devhge of cl |n124 erein g S thﬁ
pI u F??%‘/‘“gf SFYESHE Hthgnyican eéf%ﬁe§ [ﬁl@tl r VAgrey the document
rd&ﬁﬁﬂ DN Lg! SRThALM YA d&hﬂl@nﬁﬁgntﬁic‘éﬁéﬁ fﬂo@ﬁle Qlli’alt &Glerkdi@he data
references one or nore of the plurality of processes,
straatagkewher ei n t he docunent identification nodul e
traverses the set by accessing the verifier object and
causi ng the docunent identification nodule to: invoke
24t he TRE YEcatity JocneMesithdr@icatititS &R QT cla@henenced by the
verifier node; calculate a certainty val ue from one or
mor &vheesiuthe memarg storesdb phality ofiioqwnsit h@e ohiscts by storing a
e d b he verifi
clagmf %%?GC’F ha? %esrgré gog% ér %1r f oﬁﬁ l%l?atl% f r%%ésg? é(a.!nd
ref emmmﬁ@eum% 1demﬁcaimﬁﬁb@1é troveridiehséita btm@:ke OR:
t he conparjson between the certainty value and th
mi niekingdhe anaRTyMesINREeSTSS refpien elchy the ¢! a&%@ﬁrﬁbdﬁ“ to determine

wherein the nenory
ass?%?%s %@Z&%%HF%$¥?y 8?&Hg%@ﬁg%%ﬁ%ype obj ects by
sto tr'awgsihg\me\mt tof idextifo bhcecipturéthimagac bs oref efitenplaradingoOr
nore of a plurality of verifier processes, and wherein
dO?ﬁ@ﬂﬂg@ﬁﬁQE? % dentification nodule traverses the set
by: traversing the first verifier object, thereby
causi ng the docunent identification nodule to
25cal dut atomrigy cﬂdorustentmtheiitinatjomwvm dbabed 2dn resul t

ot SPRrLE O TEHE b DB AP of UGt boE PhBERET R e o

mihik@ins Gty Vehuehh@h v@hﬁ@rdm edck R @é@&eﬁ@u $hO8r }bE: of the plurality
docunent identification nodule to calculate a second

Of@@ﬁﬁﬁﬁmﬂydvalue based on the result val ues received

af t Whef‘enﬁ/ drclgu%‘l;hq 1cYe ﬁ“cétfd’n (ﬁﬁg 12{ %%eege?pﬁ %gcelgymg the

t he secon verifier o
vertgtobftand@@sia g disc dtfcham@flt 1HE\1ﬁ1fIﬂaﬂ61&1hioﬁyleQ¢‘) docunent

types of the . ) .
ivoke the plurality of verifier processes referenced by the verifier node;
calculate a certainty value from one or more return values received from invoking
the processes referenced by the verifier object; and
selectively discard one or more of the possible reference document type objects

from the set based on the comparison between the certainty value and the minimum

certainty value.
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ref erence docunent type objects based on a conparison
between the first and second certainty values. 27. The
W@ 2ea0T9§7 docunent aut henti cati on device of clRCTUSWNS/083163
wherein the nmenory further stores a plurality of
priorities and associ ates each of the plurality of
priorities to one of the plurality of docunent type
260bj dbe seapriphdorupmeat gukentisetiqnedayies of glgmiter ei n t he
doc o e . - dat '
st ORein g SR e FREH LT oF BRI PRpE SEielR b} sioring two
vettificrtdbgecpthadedchirefereass ond @tracrewif tilplerality obdfvetifie processes, and
plurality of document type objects. 28. The security
o URETRET SGREHTIE 9SPSR et Ty idnthaset erein
t e (RIRGY MDY 8BRS hofdtl Alisif CEEMbbYYRIiFation
docunent type objects thin a’queue data structure,
mognld tofeelcelate 4 fust chowunte malue desetl iohircsa ti vahiesoehglved after invoking

traverses the data structure by fiyst traversing the

the S5 PP VPR Py O HSLURRE PFHe. obj cts v thin
t he t/@dadring kHdkeboH®yotiFicr FhiBCtS kbl eHu MR MERBEUment identification
aut henti cation device of claim 24, wherein the

modglsuarenlculatientcicondeariamy nade besct oavks wegt vdecsageaved after
. Structure. i nvoking a | 0 mat chi ng~identjfication
in S GO GiRY nkSUERE BByt S e FRLEE i BRI b

pr o¢Raftatse saptirddoapdreRiont de tel gl Afyl (lob@dett @y e of the
segnent and identify a plurality of connected regions
refgiengqgocumsnifyag oPiretd bascq oasrosariyor kgsvedethe firyi@nd second

cortBRtLULEd i mage by classifying the plurality of
connected regions and establishing a set of
rel ati onshi ps between the plurality of connected

regions; conpare the plurality of copnegted regions to
274 empha e iy C&ggat%f@awm ciE BF AR Dl ur ali Ly of
doc WieRdin théRerRy §6tiSer TRt hRIKEE HRNRics Eﬁdj&%b‘é&gfes cach of

and based on the conparison, deté€rmnmne whether the
theqaptalityedd privsigges tomlc i ghet dutahyy efde comentigppdhjeds withinghe data

docunent type objects currently under conparison. 30.
S“Wﬁgﬁs%gbrity docunent aut hentication device of claim

24, wirieihe dobeméelnGaureificatichenbdifle 6avdroR thdguth Structure by
traverses the data structure by invoking an Ei geni mage

trayiyeingrsin daghstetetuig agnosdias & e pribatipy aspegigted wigh cach of the plurality
e : calculate the Ei gen i nages and val ues of
of B3R BB bBlyeS

f reference docunent type objects,

28.  The security document authentication device of claim 24,
wherein the memory further stores a set of recently verified document type objects
within a queue data structure, and
wherein the document identification module traverses the data structure by first

traversing the set of recently verified document type objects within the data structure.
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sel ect one or nore of the reference docunent type
obj ects have | arge eigen val ues; cal cul ate the
WO 208023982 wei ght coefficient vector of each OPCT/H§2008/083163
plurality of reference docunent type objects stored
into the data structure in the |earning stage;
cal cul ate the weight coefficient vector of the

29 c apilbf sepurippgroumeshprhticaion dpyie oA shimddubereingbs gpgument
0 ed
R S T A R e LA
idedofictintpréekoofithc purdlhtg obpecedsed, hepbyitiad proyesetcauses the
referepce_docunment type objects currently under
doeugnam pqcapficasipn mo tt er - r eadabl e nedi um conpri si ng

| NSLLAGdnk Qﬁ@ldfe%fy%%ﬁﬂaﬂ%z i &hﬁ&%&f%@f&h?oﬁh@ %@@ﬁf&i 11th

receive captured-images "of an unknown docunent; st or &
a plkaphically rapiesdatgbereapturcy peageyyedesifyung thaplaradisyt af connected
structure accor to a dynam c docunent.. :
resT QiR ETGUET O § FAMGUGH R R RCT 16 PRI Uity of pgpgpted rgons:
doc ypmpire tPSuRbhESt nh&hQl RBRAs & RhiplAb HitY a@bciated with one of
processes; and traverse the data structure b

thesréur@bm Qfeioyumnlvdmm@]oJ ettesteredrio the dota sietust:@wndl i ty of

pr Sr%a e é tf(l) cogmqol)iarllfsloﬁ e eg‘rlélgn%\gnljleglg cfl’fhebcaé)éuagd %rlla%eggﬂ)elong to the one

of ﬂla@ﬂurale@ dfidB@gnent type objects currently under comparison.

30. The security document authentication device of claim 24, wherein the document
identification module traverses the data structure by invoking an Eigenimage document
matching process of the plurality of processes to:

calculate the Eigen images and values of the plurality of reference document type
objects,

select one or more of the reference document type objects have large eigen values;

calculate the reference weight coefficient vector of each of the plurality of
reference document type objects stored into the data structure in the learning stage;

calculate the weight coefficient vector of the captured image;

compare the image and document weight coefficient vectors to calculate a
distance; and

based on the distance, determine whether the unknown document belongs to the

one of the plurality of reference document type objects currently under comparison.
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31. A computer-readable medium comprising instructions for causing a programmable
processor to:

receive captured images of an unknown document;

store a plurality of document type objects within a data structure according to a
dynamic document identification framework, wherein the plurality of document type
objects reference a plurality of processes; and

traverse the data structure by selectively invoking one or more of the plurality of
processes to identify unknown document as one of the plurality of document type objects

based on the captured images.
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