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TRANSLATI NG GUEST PHYSI CAL ADDRESSES | N A VI RTUAL MACHI NE ENVI NT

FI ELD OF THEVPREMON This invention relates generally to RGHUSSEIIT and
more 5 particularly to conputer nenory address translation. BACKGROUND A

conput er processor accesses systemnenory to retrieve or store data within
the system menDhy. el G | Yo, € poRl S 0 BySicgaiaraddr ess
of data in the rr%"r?or l%%%’ %;P%%%Trﬁb?&%gﬁ %ﬁe Gbﬁ%&mﬁ—ﬁy\ever, the
physi cal address where B2 T s stored 1 h T he nmenory 1s not the address that
t he processor uses to index the data during internal nmanipul ations.

Rat her, the processor assigns ﬁiﬁgﬂté@ﬂTHﬁugﬁvgﬁTféNdata bei ng processed
according to program 15 instructTons.—Thus,—TTENMDTY_accesses often require

the translationppfs \ﬁ]idx}elf?é'cﬁﬂ@ A58 iguR ANy ¢ Redhaeses. Miyore
processors use virtual or dénang-paged menory “schemes, where sections of
an execyt i Qi 2MEJIQEBN t PlechpuRt R hRiMcaie JiEpRed it dikysictal nenory as
needed. Virtual 20 nmenory schenes allow the use of physical nenory nuch

smaller in size than the virtual address space of the processor and also .

provi de a mechani smfor nenory prot BAGRERGUNI hat nul tiple prograns
sharing the sanme physical nenory do not adversely interfere with each
other. 25 In a W dompluteenprypceshere actlkeesesr syakeandepiopyi ¢al regddedss

spaces are divided into blocks of contiguous L
or store data within the system memory. Specifically, the

processor uses the physical address of data in the memory to

10 identify and access the data. However, the physical address
where data is stored in the memory is not the address that
the processor uses to index the data during internal
manipulations. Rather, the processor assigns a virtual
address to data being processed according to program

1s instructions. Thus, memory accesses often require the.

translation of virtual addresses into physical addresses.

Many processors use virtual or demand-paged memory

| i} schemes, where sections of an execution environment of a

ey
.

program are mapped into physical memory as needed. Virtuai
20 memory schemes allow the use of physical memory much smaller
in size than the virtual address space‘of the processor and
also provide a mechanism for memory protection so that
multiple programs sharing the same physical memory do not.

adversely interfere with each other.

25 In a virtual memory scheme, the virtual and physical
address spaces are divided into blocks of éontiguous

addresses, so that virtual and physical addresses belong to
. _ 1 _




addresses, so that virtual and physi cal addresses belong to 1 V\QﬁSUUﬂS%@ﬁ

1 2 3 jUN 20@0 034%3244US03/ 03797 at nost one bl ock. The bl OCkSli(,cﬁﬁsolQ@ ﬂf., a
constant size or can have variable sizes as dictated by system an 7or

program execution requirenents. . These bl ocks are customarily referred to
as pages if 5 they are of a constant or fixed size. |f variable sized

bl ocks are atedpsthendllbtkskar eThefblpekist crmsbe egfrentconsans, s1#R 9Frt ual
address space may be divided into either segnents or pages. A typical page
si ze may becapphraxe nsdeigble girepyrasdigpaprbdry FEYSHEOR PRAYPIRER
Various enbodiments are illustrated by way of exanple and not by way of
linitation PREEREPR GEREILBEMERES - acconpanyi ng drawi ngs in which |ike
references indicate simlar elenments. It should be noted that references

to 15 "an, if | " i " enbodi ts | hi s di scl
ngt necgg salr il ]y[flbr']ee%%ebjs‘g‘%lﬁs \é%%%ggﬁﬁ?lg‘?agﬂjdymsﬂn%ﬁe#%ér%crsllc%% Sgﬁ%%r% alr gast

. Fi | fl hart. show t hod t i first
adr es 3 nt e o i raRte FIE s B0r PR (B Mo i e BT DR H gur e 2

is alogic iagr t il t how t.h i '@ﬂg{&[@ing
functions ?Iflg(lé]?'?o%gg e o%li n%%%sﬂféﬁ?ser Act E%%%%%?g%g\?% ual “machi ne
translati ONpngs, the virtual address space may be divided into either

segments or pages. A typical page size may be approximately

4 kilobytes.

R

10 . DESCRIPTION OF THE DRAWINGE

Various embodiments are illustrated by way of example
and not by way of limitation in the figures of the
accompanying drawingé in which iike references indicate
éimilar elements.. It should be noted that references to

15 . "an," 'one," or “various” embodiments in this disclosure are
not necessarily to the same embodiment, and such references
mean at least one.

-'.%23 - : Figure 1 is a flow chart showing one method of

tfanslating a first address into a second address in a

20 virtual machine environment.

Figure 2 is a logical diagram that illustrates how the
matching and combining functions of various embodiments

interact to accomplish virtual machine translation.




WO 03/073294 2 3 JUN 2006 PCT/US03/03797 Figure 3 is a diagram gf JEN 2006
conput er sysWerfs@rized a virtual machine translation ("VMIR")pd§osisaRosed
in the central processing unit. Figure 4 is a |ogical diagramthat
illustrates how the s bitw se matching function of an enbodi nent is

acconplished wth a mask, val ue, and a base value. Figure 5 is a |ogical
di agram t hat i | {5905 %v@t‘ﬁ%ag’&%ﬁtﬁ%i%f‘?we%rﬁ%’o?t% A nent i s

acconplished with a mask value and an offset value. 10 15 Figures 6A and 6B
i | lLustrate Yhetualimaelebig riesrmsl anon enB88IREntuntis cbimhrrediim ddre nachi ne
tfanslation to obtain a translated address, a nmenory type for the _

transl at ed eehiress, paockessimgldntit for the translation.. Figure 7 is a

| ogical diagramthat illustrates an enbodinment that verifies that each bit

mat ches and t hatpidiere appropd | BAR SR MadpRe HIR08 et istied haetdhee.
DETAI LED DESCRI PTI ON Vari ous enbodi nents di scl osed herein inplenment an 20

L SRR Sl MRS ok el Y et ©

‘translation,..I.n the faollown escription, for -the purposes of
expl anat i o+ th idiastls s f'ﬁq’téiaaeﬁjaﬁ esvﬁaéleset forth in order to provide

25 a thorough understanding of the \iari,ous enbodi nent.s. it
SR Figure 5 ig a logical diagram that illustrates how the

combining function of an embodiment is accompliched with a

ji} . mask value and an offset value.

-

10 Figures 6A and 6B illustrate the logic reguired by one
‘embodiment to conduct virtual wachine translation to obtain
a translated address, a memory type for the translated
?ddress, and a fault bit for the translation.
o Figure 7 is a logical diagram that illustrates an

715 embodiment that verifies that each bit matches and that the

- appropriate memory type range register is active.

DETATLED DESCRIPTION

Various embodiments disclosed herein implement an
20 ‘efficient address translation scheme that yields a
translated address, a memory type for the translated
address, and a fault bit for the translation. In the
following description, for the purposes of explanation,
numerous specific details are‘set forth in order to provide
25 a thorough understanding of the various embodiments. It

will be apparent, however, to one skilled in the art that
3




will be apparent, however, to one skilled in the art that 3 237JUN/20065WD
03/ 073294 Pg&é%%g3/03797 the enbodi ments nmay be practiced w thout some of
these speci 2%4i 1's. For exanple, various signals, |ayo®RCT/Ys838¥Pns and
1ogical circuits may be nodified according to the teachings of the various
enbodi nents. s The follow ng description and the acconpanyi ng draw ngs
provi de examl %&b&@&méhesphhwoges ohcthbugt yathedr Hemever, thebase exanpl es
shoul d not be construed in a ?lng sense as they are not intended to

provi de_an haysti uerList of e a LxBRSSLD! 6oL aphemEnLAL) ansa ol But her

i nst ances ROWA™ SEruCtUr 64 levices are téd of sinplified

in order to v0|d obscuyrin he,details of the v n

Ref erri ng P&% 6nﬁlaﬁa ETglg #IS&FSH& ? WEY558mH°$ﬁ§ |PF§§?rag§sE§ net hod
of translating a first address into a is second address in a virtual
machi ne entPeokgBRRIngR eivEheuXprriaufi AELefdéMeBhAent, the physi cal

addr esses produced under the control of the operatlng system (referred to
~herein as the guest operating system are referred to as guest physical
address®s (e.g. Theéi felladdngsdesaripyiee and the TAesempaeyinphfspyangs
addresses are translated into host physical addresses (e.g., second

addr ess i npFogitie dxahyplas Yortuhat pacposesnofiidbiudepandong oHowheweront ent
of a nmenory type assigned to the nenory range associated with the

physi cal ageg8Sexamples should not be construed in a limiting sense
B Vaé they are not intended to provide an exhaustive list'of
im} all possible implementations. In other instances, well-
10 known structures and devices are omitted or simplified in
ordef to avoid obscuring the details of the various
embodiments. |
Referring noﬁ to Figure 1, a flow chart is shown that
- illustrates a method of translating a first address into a

15 second address in a virtual machine environment. In a

virtual machine environment, the physical addresses produced

- under the control of the operating system (referred to
herein és the guest operating system) are referred to as
guest physical addresses (e.g., first address in Figure 1).

20 These guest physical addresses are translated into host
physical addresses (e.g.; second address in Figure 1) by a
virtual machine monitér depending on the content of a memory

‘type assigned to the memory range associated with the

physical address.




WO 03/ 073294 2 3 JUN 2006 PCTI US03/ 03797 The menory type can He3stiNe2006n
mul tipl e dat ¥O&¥88 ures and accessed as necessary. AndNng OpHEUsekAlsae; t he
nmenory type indicates whether any translation should occur for physical
addresses froma given address range and s whet her accesses to a given

address range shguld cause a fault. In varipus enhodi nents, an offset bit
in the nenory t%% ?‘ﬁ‘ﬂ?’f&t%@%%?%e‘?eﬁmcgﬁrbﬁnr@tﬁf@% Y. If no
transl ation should occur, then the translated address is the sane as the
physi cal adBEEYSTUTeS 3R IGEEHTES SHAITHII|/REN0 AFE PENPhdafR cHIMY and
cbnbini ng functions described below are performed. At block 10 of Figure
1, an interingméiystypeldirdbcatses compteaad dmorearfs agtierd dslessl d Bwcyy r st
address is associated with one of a plurality of segnments of a physical 15

addr ess spater (gh@sicaEnddesfyefBfably gihas adRemntmandgy eardl sj oi nt,
meani ng that the segnents do not overlap. Disjoint segnents are desirable

because seacfnadel £55cc MU ds Y WGP Jh WRIAREIBAINgel R Lld BaleLs the need
for conflict resolution, which i's necessary whentwo di fferent 20 mappi ngs

Assurm ng- e Rhory i y B T B TG Al @t AR SRR o
2ss0ci af od RS T AL M HIRT GIena Aot PR the ey | Y ot addr ess
and WO 03/.073294
translation should occur, then the translated address is the
g“} . same as the physical address. If translation is permitted
- 10 to occur, the matching and combiniﬁg functions described
‘below are performed.

At block 10 of Figure 1, an interim first address is
computed from a first address. The first address is
associated with one of a plurality of segments of a physical

15 address space (e.g., memory). Preferébly, these segments
are disjoint, méaning that the segments do not ovérlap.
. Disjoint segments are desirable because each address

%;) only belongs to one segment. This eliminates the need for

'conflict resolution, which is.necessary when two different
20 mappings ére produced by an address that belongs to two

. overlapping segments.

- Assuming the memory type for the first address

.. B indicates that translation should occur,'an interim base

-value is computed from a base value associated with the

25 first address at block 12. The interim first address and

5




"2 3 JUN, 2908 PCT[ US03/03797 the interim base value are conpa@pg aﬂNQﬂmﬁk
14. At decision block 16, it is determ ned whether the first “address

shoul d be tr3f89¥4B8Y. The decision at block 16 is based on RCHH®0INE 5
interimfirst address and the interimbase value "match,"” as shown by the
conparison carried out at block 14. If the interimfirst address and the

i nteri m basep¥al HeeMhCRasth@a1hibr e addngasegant belberNSL at e The match
function is perfornmed to verify that a valid translation exists for the

10 first addpessohnsyarkoys eypodlnaol syl heal ghloubnospguption i s used

to determn er g intérimfirst address and the interimbase val ue
mat ch: (Addrags&:whsgﬁzﬁgage& sk% Eﬁugtion | 15 The left side of the
equat i on r efPEEERPsSPREIPNPEr FARPPI8F®%ddr ess, and the right side of the
equation represents the interimbase val ue. Specificallg%%a Vask val ue

associ ated wit hThfederigiondakeBsors Lphf Hhargdappl VATt Cwith a 20
| ogi cal AND function) to both the first address and the base value. Every
bit positioantpetinffedsbyatliskssandt bhaectinteorimchaparvabne Fortelkahme, |f
the Mask value is 1111000D, then the four nost significant bits of the
first addreshowd fe. ghe tOephniedhcdiried acldr ests ohoek t he. MaBK teappl i ed)
WO 03/073294 2 3 JUN 2006 _

interim first address and the interim base value match, the

first address can be translated. The match function is
{} performed to verify that a valid translation exists for the
10 first address. o
In various embodiments, the following equation is used |
to determine whether the interim firstraddress and the
interim base value match:

(Address&Mask) = (Base&Mask) Bgquation 1

15

The left side of the equation represents the interim first

address, and the right side of the equation represents the

interim base value. Specifically, a Mask value associated

with the first address is separately applied (e.g., with a

20 logical AND function) to both the first address and the base

value.
Every bit position specified by Mask is retained for
comparison. For example, if the Mask value is 11110000,

then the four most significant bits of the firét address

25 (e.g., the interim first address once the Mask is applied)

B




PCT/ US03/ 03797 woul d be retained for conparison with the interr21£a$@mgm@¥e
a

(e.g., the f ., significant bits of the base value). If th
each side opgghgg§§dation are equivalent, then the interi mPCFSPHEF ess

and the interim s base value match. If not, there is not a valid
translation for the first address. It is worth noting that other matching

‘mechani snms wgANd bR 4sedinkdl fexaEBhpardsbangethhenk tatebémubadet value
determ ne whether a first address can be validly translated. io Regardless

of -the matc é?ﬂén%%ga%h%§‘H§%?1s&%n&@gﬁﬁnksbiés”BEPEh@ngabaevHEﬂEDY type

ihdicates t n of fset should e applied, the first address is

oMl e 130 SRk OB RECRG ANESRLLE O,

transl at ed addrg ére’i s no ault alert

i.ssued is at hlock 18. The respective actions taken at hlock 20.and_ bl ock
18 wi |l be SHUEVGLE8F i hhegy ﬁ.hellofln&ei’%&fﬂc lBEEuﬁé,ngﬁé EBHmQﬁFnE;nFﬁﬁ&{“i on of

block 20 in one enbodinent is a bitwi se |ogical operation simlar to the
mat chi ng edasei yalee. gatchqualifonot) &hseri bednaboseva2ddspEanfFLesiry, the
following equation is used to translate the first address, Addressl, to

obt ai n t he feecthd dddsesaddrAddressl: Addressl =( Address. & Mask) |
(O fset &vask) Equation 2 7 WO 03/073294 ' 2 3 JUN 2006 PCTIUS03/ 03797 The

"&" represents theikoghedh ANPihgnehhenotnBd kwAeching mechanisms can
be used. For example, a range check can be used to
?;} determine whether a first address can be validly translated.
10 Regardless of thg matching mechanism used, if there is
a match and the memory type indicates that an offset should
be applied, the first address is “combined” with an offset
value to obtain a sécond address (e.g., translated address)
at block 20. If there is no match, a fault'alert isg isszued
15 'ét block 18. Thé respective actions taken at biock 20 and
block 18 will be discusse& in turp.
- If a match occuis, the combining function of block 20

in one embodiment is a bitwise logical operation similar to

the matching equation (e.g., Eguation 1) described_above.
20 Specifically, the following equation is used to translate
the first address, Address;, to obtain the second address,

Addresss:

Address,= (Address;&~Mask) | (0ffset&Mack) Equation 2




represents the logical OR function. The 1111 represents the inh@e si/ivR00the

val ue i medven ed/g73fsal | ow ng. Thus, the offset bits specifiegchushiedson ||
replace 5 the Address, bits specified to be replaced by -Msk. For
exanple, if. Address, is AAAAAAAA, Offset is TTTTTTTT, and Mask is
11110000, then Address2 will be T TTAAA@. [ result Ls.d tQ:the fact
that Mask SFci'fd edSPREFEPRE FBEr ORISR sﬁéﬁi%P@Sﬁﬁoﬂrtgngfgg?fsét shoul d
replace the four nost 10 significant bits of Address,, and -Mask specified
that the fepreseass shgnippéaal B8Rt SuBFtABBr esThesHoUl YSBESFEELEFNERS In
ot her enbodi nents, the conbining function of block 20 is acconplished by
addi ng t he iofvkset vl thet vallhe finmstiabdddyessliowdbgai n t he second address.
is Various enbodi nents further include determ nation of the nmenory type of
the transl ated addsessheThiEgsetebetni BpktonipaoRYSHabk eabductplaekt her
concurrently with translation or after the translation is conplete. In one

embodi PNt ¢ ENRAERERELY SRS dflcfed IANNLRL, Ad@BSy | 2D asSmsi at ed

with the base value t mat che e physical = address. Focusing now on

bl ock 18, a faug%éggfrqugﬁggs%ﬁgzbﬁuubﬁﬁiCQ5fT%$@Ii§“Tff%§&f@ exigts for

t he phys!cgﬁagg Y HI'y, "o~ mappi‘ng i exi st a physi cal

W0 031 0732445 351 AL 3B88DPCANEROAEE05% HEHEL Yo ot TR noTHie & devi ce

or address that shoul d

result is due to the fact that M;sk gspecified that the four

gt) most significant bits of Offset should replace the four most

. 10 sigﬁificant-bits of address,, and ~Mask specified that the
four least significant bits of Address; should be retained.

In other embodiments, the combining function_of block
20 is accomplished by adding the offset value to the first
address té obtain the second address.
15 Various embodiments further include determination of

the memory type of the translated address. This

determination process is conducted either concurrently with

translation or after the translation is complete. In oné
embodiment, the memory type for the translated address is

20  associated with the base value that matched the physical
address.

Focusing now on block 18, a fault alert is issued to
indicate that no mapping exists for the physical address;
Typically, no mapping will exist for a physical address if

25 thé guest operating system attempts Lo access a region of _

8




respond to such an access attenpt. The fault alert can also ent*sil g
notification that an attenpt has been nade to access a parti adl égﬁ%nt

(e.g., s tH¥O4FEIRMt to which the physical address bel ongs)PCTRI#3/6378hpl e,
.such a notification can be issued upon the detection of whether a fault
bit has been set for the particular segnent. Depending on the enbodi nent,

the fault " pijoCONbe. SRled hAn®Ole i@ MAlIEs. Q08 ehedisRRng 10 the

fault bit is se e nmenory type associ ate the base val ue that
mat ched the physical -address to be translagted. Figure 2 is a |ogical

di agram t ha?gm%eg}&]ﬁbc?d} r?éiﬁessofatiatr?éngi%rfteract i on between the nmatching
ahd conbi ning 1s functions described above. Although82,32-bit % dress is
shown, the vari othe diibdi BRI F&dcaLRR aidrdiln 3c Ay teé 1 Cadte ?‘I’aé:r For e

than or less than 32 bits. Each bit of .the 32 bit physical address, PA, is
anal yzed t cattetmpinihes hetvet erde ey @desss marertisslahgesieny GF-%-he bits
mat ch, 20 a transl ated address, TA, will|l be produced. However, if there is’

not a cenplgie gaieht ad alliichhatid iplaidiealmyidress elehaddpendiory on the
system configuration. For exanple, when a physical address bit matches, the

mat ched bi t ;&aﬁn&';mb!gaﬁ% Wt rlilte RRBIRPIHA ®ebiikshieamups i of f set val ue,
as preV|ou§Ty escribed, to obtain a 9 WO 03/073294 ' 2 3 JUN 2006
PCT/ US03/ Osc?que_ctt{i%@ls | Ghdter TNENHi 8 ePblehS sE2MRREEnW th al | of
particular segment. Depending on the embodiment, the fault
'Q} - bit_can be set in one or more values. In one embodiment,
10 the fault bit is set in the memory type associated with the

base value that matched the physical address to be

translated.

Figure 2 is a logical diagram that shows one.embodiment
'of the interaction between the matching and combining
15 functions described above. Although a 32-bit address is
shown, the various embodiments described herein can be

adapted for more than or less than 32 bits. BEach bit of the

32 bit physical address, PA, is analyzed to determine

wheﬁher there is a match. As long as all of the bits match,

20 artranslated address, TA,lwill be produced. However, if
there is not a complete match, a fault notification may be.
issuéd dependihg on the system configuration.

For example, When a physical address bit matches, the

'matched'bit is combined with the appropriate bit from the

25 offset value, as previously described, to obtain a

9




the other properly nmatched and translated bits to formthe trqgglﬁpﬁd 06
address. Figure 3 shows an exanple of conputer system 22 with % u%q
machi ne trarSQ@ayewee4("VMIR") unit 48 to perform address tr @cgiaos/mre7
descri bed above. Specifically, conputer system 22 includes central
processing unit ("CPU') 40, nenory 42 coupled to central processing unit

40, virtual __machine transl ation unit. 48 di.sposed w t.hi n t.ral_-%40
processi ng Elﬁ?’?sf&)'fe%ﬁal hi 3@& %ﬁn%%ﬁiﬁ&% iU eoé(\/:\g"lnlﬂ\’/}?ratll]}‘alc’,f
machi ne translation unit 48 di sposed_within central_ _processi uni.t 40, it
i s cont enpl Bre e haReoRe I Nt Ghedti s (e @besh Rk @B fi[%if‘ét :

el sewhere within conputer system 22 or even renote from yet coupled to,
15 conput ertsymst o }P . addhngas er system 22. communi cates with externa
devices (e.g., keyboard, nouse, nonitor, etc.) via input/output bus 46. In
an enbodi nent, EIRIEEr3 IsdEM A2 exemhplde o freramput &2, syettdreddst wigdorti on
of which is divided into a plurality 20 of segnents, conparison |ogic
circuitry coupled e diie dremis1 AL o[ )0 1agi 08 Gl @HAfgrncoupl ed to
the conparison logic circuitry and to the nmenory. Although not shown in
Figure 3, t onpar.i_so I.C €l i t he ﬁgg@#- i | Qg
circuitry aﬁd%%%ﬂg}%a{%ﬂ# chérs{cﬁ:.;ﬁ]ﬂ% a?%%ﬁ ne . rans 1%101 'urﬁd‘gﬁ%.erllo

V0 031073294 2 3 JUN 2000, PTASO3/ 0217 ELAYLE3,4 EMfhchpiO ) | 091 ca

memory 42 coupled to central processing unit 40, virtual

machine translation unit 48 disposed within central

10 processing unit 40, and chipset 44. Although Figure 3 éhows
virtual machine translation unit 48 disposed within centrél
processing unit 40, it is contemplated to have virtual
machine translation unit 48 located elsewhere within
computer system 22 or even remote from,,yet coupled éo,'

15 .éomputer system 22. Computer system 22 commqnicates with

_external devices (e.g., keyboard, mouse, wmonitor, etc.) via

input/output bus 46.

In an embodiment, computer system 22 includes memory

42, at least a porticn 6£ which is divided into a plurality
20 bf segments, comparison logic circuitry coupled to the

memory, and combination logic circuitry coupled to the

comparison logic circuitry and to the memory. Although not

‘shown in Figure 3, the comparison logié circuitry and the

combination logic circuitry are disposed ﬁithiﬁ_vi#tual
25~“machine translation unit 48.

10




bonparison logic circuitry. Specifically, the conparison |ogic ai3c¢UNé$na
i s designed woosomduct the matching operation set forth in EQuyaidegds77
above. As shown in Figure 5 4, the interimfirst address is conputed with
AND gate 24, and the interimbase value is conputed with AND gate 26.

Gate 28 is an inverted exclu means t

det er mi nes whet hér-SPH&So 6&% %r§gfgaﬁeﬁgﬂlﬁﬁ FﬁBreﬁﬁPgﬁ%lPﬁoﬂg Eﬁs 26 are
equal . If so, there is_a natch If 10 not, there is no match. This

mat chi ng op&CaAREgAsSPE dapiicediagUisEYa bﬁpegyfbcallaﬁsu shangomagrhbECRarri ed
out in parallel. Once the matching operation is carried out for every bit
(e.g., BitMitogtilc Firdetiery ieddesrigakeld val nesdotti fheamadbebingl natch

Mat chN, :L5 is determ ned, as shown in Figure 7. Specifically, AND gate 64
verifies thapepueivnbektofotlit physhtakiaddnesbotat ches. shbwavenyFbgtire

mat ches and the appropriate nmenory type range regi ster, discussed in detai

bel ow, . i g aqt'%ﬁe(?ngerlw'QggﬁkfhﬁgrgﬁsAﬁs'MS&bﬁt?ga%ithAﬁﬁbgéége6@4

generates output 20 MatchN to indicate that translation can oCcur

Al 't t | tchN di cat e.t hat { l, at | h
that the {1 AP bAyStBaFeaapess vatbncscanbbaees il PR ART HoEe O2F o oss.

This can happen as a result of the physical address @gt mat chi ng_or_the
menory 25 t@BEeréﬁgé’sréﬁl é{l@ﬁrﬁsﬁnaXF%aﬁ%V%eOR gatey Wi ehameand 5hat juN

2006 PCT/ US03/ 03797
gate 28 determines whether the output from gate 24 and the

output from gate 26 are equal. If so, there is a match. If

.

10 -not, there is no match.
This matching operation is carried out on a bit-by-bit
- basis and may be carried out in parallel. Once the matching
operation is cariied out for every bit (e.g., BitMatchli]
determined for all values of i), an overall match, Matchy,
| 15 ig determined, as shown in Figure 7. Specifically, AND gate
64 verifies that every bit of the physical address matches.

If every bit matches and the appropriate memory type range

'_;egister, discussed in'detail below, is active (e.g.,
~identified by Activey signal), AND gate 66 generates output
20'_MatchN to indicate that translation can occur.
_Aiternatively, Matchy can indicate that no translation
should occur such that the final physical address is the
same as the input physical address. This can happen as a
1fésult of the physical address not matching or the memory

25 type range register being inactive.
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Figure 5 shows a | ogical representation of the conbination | odi 2006
circuitry. Specifically, the conbination logic circuitry is desﬁgaeJU$%
conduct t heWéWl87i®hg operation set forth in Equation 2 abBOEUSEMB7¢at e 30
is s used to determine which bits of the physical address, PA, - are to be
retained in the translated address, TA. AND gate 32 is used to determ ne

whi ch bits of tt%e d;rfese_.)t S%d}é arle)gltcglr I%’ getnggltg%sidgaltrgddress bits

that are not to b€ “fetaife trans ress. 10 The transl ated
address is cal cul at.ed OR gate 34. a WI I I nl.

signal frofQR Jdﬁtté%%t%lcpfs‘gc&sqh’e t%ﬁ’ glz"gtl&ﬁ:‘L Addr es% #’ Ng(ﬁer om
Figure 7) indicates that the yslcal address shoul d be translated

i ndi cated itpcHqgurieanite Jrﬁaﬁ%$ SRFRESHRT and the

conbining function (Figure 5) are conduct ed on a bit-by-bit basis in

vari ous enhgoiymriten deitgUfes A raidueB isiow aboowi-calANR sgitem3d i
enbodi nent for Intel 32-bit architecture processors in which  a translated

addr ess sand,JRMiy detRa-i i whidle bder wid thicomhad itded. iatdsiresshy SHhsal
address. Specifically, translation unit 50 includes table 52 of

fixed- A0S P tod YRa IRM0G N 8@ $HehS 16 MR dredy) tire emudigutu

shown, thes range RRs provide nenory types for addresses in the

oS e AR MR LRI ol ik Bt sy |
JUN 2006 EgTQ%§8%QQ§1%L phy51cal address bits that are not to be
{;} retained in the translated address.
10 The translated address is calculated by OR gate 34.
Pass gate 36 will only allow the signal from OR gate 34 to
pass as the translated address if Matchy {(from Figure'7)
indicates that the physical address should be translated.
As indicated in Figure 2, the match function (Figures 4 and
15 ‘f) and.the combining function (Figure 5) are conducted on a
bit-by-bit basis in various embodiments.
;T} ' Figures 6A and 6B show a logical diagram of an
N ‘embodiment for intel 32-bit architecture processors in which
a translated address and memory type ("MI") are derived from
20 Ehe input physical address. Specifically, translation unit
50 includes table 52 of fixed-range memory tyéefrange
registers {("MTRRs”). In the embodiment shown, these fixed
range MTRRs provide memory types.for addresses in the range
lbetween zero and one megabyte. However, this fixed range
25 can vary. Here, zero to one megabyte is chcsen.becauses
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historically, this range of menory has been highly fragnent ed.‘r%ngPgNag[jggn

unit 50 al sq,,] s table 54 of variable range MIRRs. The va e range
MIRRs defingybﬁ§%ﬂ§%bry 5 type for a number of variable siz@GTARYEE379The

ranges are defined by a base value and a mask val ue. Each range is al so
associated wwth a. valid bit, a nenory type (which can include a fault bit

and an of f s@tisbblrichheyof thet bahgéOofi Neh6ay chadebdei 1IghDYy to
translate), and an offset value. 10 These val ues are used, as descri bed

above, to detgpflpecgwhether to translate a first address and, if
necessary, to “translate the first address. Fault detection |ogic 56

represents fault . detection cCircuitr upl C ispn_Logig:cikguitry
(the T ouical 15?‘@5?%%%?& Feté p‘?%%i%tﬁ fliglt?‘ﬁ%f&% .53@@._ ¥ e:sf 4?%‘%%]&?;%

-au etection logic is confjgured to detect apd_jssu au alerts
based on us€?n§?ewgﬁﬁﬁces?h%swﬂ%%%Pi%eﬁa%%%v%?RR%eggﬁ%ﬁﬁtt F PELCtEn be
issued if no mapping exists or if an attenpt is made to access a :
particul®r S¥BReRer 200WHRRKceTyRriagletatizggraigny ol sSTHHCCBREPAL PBR of
transl ation unit 50. Specifically, MIRRdef Type regi ster 58 has an enable

field ("E")dehiaheddny rallsasdetdiare tdred MTRRssk ootbe f | XExtlambngei @bl e, are
active. The fixed enable field ("FE') of MIRRdef Type register 58 controls

whet her thezfsxesds@bel e wEH S eF$l 2 oEnald afbmdit S ypd e (which ecadl e
field 13 WD 03/073294 2 3 JUN 2006 PCT/US03/03797
include a fault bit and an offset bit, the offset bit to
;;) indicate whether or not to translate), and an offset ﬁalue.
‘10 These values are used, as described above, to determine -
~whether to translate a first address and; if necessgary, to
translate the first address.
Fault detectioh logic 56 represents fault detection
circuitry coupled to comparison logic circuitry {the logical
15 fepresentation.of which is shown in Figures 4 and 7). Fault
detection logic 56 is configured to detect and issue fault

alerts based on user preferences. As described above, the

fault alerts can be issued if no mapping exists or if an

attempt is made to access a particular segment.
20 MTRRdefType register 58 controls the operation of
translation unit 50. 'Specificaliy, MTRRdefType register 538

S : has an enable field (“E”) that ccntrols whether the MTRRs,

both fixed and variable, are active. The fixed enable field
(“FE”) of MTRRdenype register 58 controls whether the fixed

25 range registers are enabled. Thus, when the enable field
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indicates that the MIRRs are active, translation can occur. Zgﬁpﬁgﬁﬁﬁ B
are inactive, the nenory type specified by the Type field from
regi ster 58 WQ 0373294 Thus, translation unit 50 takes an | npBCTAIRYHIEHE s

Address (e.g., first address) and transl ates the address, if necessary,
and outputs the Final Physical Address (e.g., second address), the nenory

type for thenkhpateFhysieathe AERRSSarandcaitayl fr&hdladlibhi BARXEECED.
outputs a nenory type fronrerther tabl e 52 of flxed range MIRRs, table 54

of 10 vari abke. e xer
62 outputs g% a%%?gg% ased on é%??% Eﬁ% &Jﬁﬁfge %égg%eéb¢§ ﬁﬁg
offset bit [.ndic atlon shoul d_gccur, the Final Physical
Addr ess mﬁl#yBg %ﬁ@i gngéé PRYSTEar 5§dﬁ%s 5€¢t the offset bit
15 indicates that the address shoul d be transIated the transl ated address
obt ai ned from t ableS 54 ANTER HOR cURhRgE0 WIFEE ¥ JPDUyi BINBi€Ring and
conbi ni ng descri bed above) w Il be the Final Physical Address. It is to be
under st cod Afidteeyefe thoughi rsinerddse29) cluad acranshities the adduesagedst of
vari ous enbodi nents have been set forth in the foregoing description,

toget her W hdcesieday) sard Slipied $Ir ehanel Aal chhyedt cdhizmddir-sss oseirg. j S

illustrative only. Changes may be nade in detail, especially matters of
structure andeomdageiEids)of fHM %ﬂr@%ldqmé t g1 rm%émaﬁcor)e of
the various embodi nents 14 WO 03/073 3 JUN 2006 PCT/ 3/ 03797

Address, and a Fault Bit. Multiplexer 60 outputs a memory
{:} type from either table 52 of fixed range MTRRs, table 54 of
10 variable range MTRRS, or from MTRRdefType register 58.
Multiplexer 62 outputs an address based on whether the
offset bit is set. If the offset bit indicates.fhat_no
translation should occur, the Final Physical Address will be
the same as the Inpuﬁ Physical Address. If the offset.bit
15 ‘indicates that the address should be translated, the
translated address obtained from table 54 of wvariable range
MTRRs (e.g., via matching and combining described above}

will be the Final Physical Address.

It is to be understood that even though nuﬁerous
20 characteristics and advantages of various embodiments have
been set forth in the foregoing description, together with
details of structure and function, this disclosure is
illustrative only. Changes may be made in detail,
especially matters,bf structure and management of parts,

25 without departing from the scope of the various embodiments
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as expressed by the broad general neaning of the terns of the ap&ggd H 2006
clainms. 15 é? égmg ne 2006 W claim 1. A nethod conprising: divi 'ng M
physi cal add'g égace into a plurality of segnments; conput F&d’@3 3R eri m
first address froma physical address fromthe physical address space;
conputing an interimbase value froma base val ue associated with the
physi cal addiseespregsRar bpdthBeni-Bhar hEhkir-a3t medli 8§SoANEhé heerhdt 81 M base
val ue to determ ne whether the physical address can be validly translated
to obtain athle appeatied addimss; and if the physical address can be validly
transl ated, conbining the physical address wth an offset value to obtain
the translated address. 2. The nethod of claim 1, further conprising:
determ ning a nenory type of the . translated address. 3. The nmethod of claim
2, wherein determ ning conprises: reading the nmenory type fromthe base
value associated wth the physical address. 4. The nethod of claim1,
wherein conputing the interimfirst address conprises: determ ning which

. bits of the physical address should be retained in the interimfirst .
address for conparison with the interimbase value, and wherein conputing
the interimbase val ue conprises: determ ning which bits of a base val ue
shoul d be retained in the interimbase value for conparison with the
interimfirst address. 5. The nmethod of claim4, wherein determ ning which.
bits of the physical address and which bits of the base value should be
retained for conparison conprises: applying a mask value to each of the
physi cal address and the base value, the mask val ue associated with the
92¥sical address. 6. The nethod of claim 1, wherein conbining conprises:

- determning which bits of the physical address should be retained in the
transl ated addréss; and substituting bits fromthe offset value for bits of
the physical address which are not to be retained in the transl ated
address. 7. The nethod of claim®6, wherein determ ning which bits :
conprises: applying a mask value to the physical address, the nmask val ue
associated wth the physical address. 8. The nethod of claim1, further
‘conprising: issuing a fault alert. 9. The nethod of claim8, wherein
issuing the fault alert conprises: issuing a notice that no nmappi ng exists
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for the physical address. 10. The nmethod of claim@8, wherein issuing the
fault alert conprises: issuing a notilée that an attenpt has been nade to
access a particular segnent. 11. The nmethod of claim 10, wherein issuing
the notice conprises: detecting whether a fault bit has beeie 64 for the
particul ar segnent. 12. The nethod of claim1, wherein if the physical
address cannot be validly translated, the translated address is the sane
as t heephysi cal address. 13. An apparatus conprising: a menory having a
first address space divided into a plurality of segments; conparison |ogic
ci r cul -tryetbes gompdsing dividieg amhysiop! 2doirass eretce indma ploraliy bimefines; cadpirtiegsn f r om a
f| rst'”@ﬂ@?ﬁ@éédq"?séﬁ@mmyma' ?Wée framehe physied! addsensespacs; camputingsatiteritmbasat er i m
ase 8““ exV@JUf’c W'Héth? H'ﬁ@ttzg'lrﬂdf’reﬁ%Fo%gﬁ%@gr':;%gﬁﬂrﬁr?édfﬁﬁﬁ@ﬁﬁ"rﬁ base
va ue t hat can
be v ,thaf e o ggy;gﬁ fSSC é’eaﬂ f&a?%s HB‘"% ﬁ’% Birerdgi ¢

circurtry cou son sfogl c cCi rcwtry and to the nenory, the
combi nahé %th'o@gi' cﬂénﬁ I1 rfGH't'leTr ENm;Sr%n@Qf&En‘ﬂﬁmE; I&GFnJMerStK/p@tﬁm{eeusaﬁsi%& DadpgssOf T set
value to obtain the second address if the conparison logic circuitry

i ndi catres methad oft diim Bj wissreimllérgfiingCadmphses ishditl te mema$patiosh. theldasd Jalddine
2006 dsdociaiérewitippeptasiod addressl ai m 13, wherein the conparison logic circuitry
conpri-ses: masking circuitry to apply a mask value to the first address to
obt ai‘h Tom@eihad efrdlaim fli whereimepimeting theinterion fisgs prigressivemprigsk: determising whigh bitssé

val udh Bhyéﬁﬁ'ép?fe?srfé'oﬁ”ﬁf’%Feltfme’ﬁa%@emflﬂ"ef"SttaH@’e?ﬁefﬁﬂ@WPﬁf@"a@%%l'@%@ﬂbw‘—‘t h the
first/2dfdiieguiorefts r%é a%e%meseo\fa'%wamﬁﬁ' %demwaﬁﬁg;g@t%ﬁﬁ?w UBn | ogic
ci r cdi"PYS PR BRI é'% ® Y e}-\?av@yerfgmo[nmnstog Hieynter (P&f-ue to the first

addre§§'hé Hﬁ;ﬁj}g& cfginmg V\Mé ér whlicrﬂ%lt; Bfrtl% gg&i%&cﬁe %W&Eﬁoﬂh@f@&d in
the 569 &34 1R B Ml U dsl I 5Bt dridl Py Bl SuckdsOm e
of f sadnd vl Bage flie, tl’lbtrrﬁaslaflallﬁé'@:sd‘)dlét&iw@ﬂ ﬁ'ﬁércal\é@d gdy. are not e retained in
the second address. 16. The apparatus of claim 13, further conprising:

f aul t6. tlied methodof ciaint ¢,uvHergin aebplirgctonprides slecdnpmy Waiah bitsagithe: phedidaCaddidsy, t he
f aul tshodd betetaned ol the transijedtagdbes; @od substiutingditefrdra tietoffedt ealbesfor Hitd.of tResyst em
conprﬁhiéﬁ'%addéﬁsﬁwdj@bgwt tOrbemﬁalyectinﬁplt@dsl@tgd edvespr ocessor, the nenory havi ng

rst address ) ace VI ded |nto pI urality of seg rrents corrparl SO
Iogl - £0% e ?4 g‘j 6}} E‘O”I:H"é%?t PPl TT Al [r1a PTRGHEA s s
f r omAYEF aslﬁf’%ﬂ?%\“i tB?p'E EalR9EesS-i ty of segments, to create an

i nt er8|_ e method of claim 1, further com prising: issuing a fault alert,

- 9. The method of claim 8, wherein issuing the fault alert comprises: issuing a notice that no mapping exists
for the physical address.

10. The method of claim 8, wherein issuing the fault alert comprises: issuing a notice that an attempt has
been made to access a particular segment.

11. The method of claim 10, wherein issuing the notice comprises: detecting whether a fault bit has been
set for the particular segment.

12. The method of claim 1, wherein if the physical address cannot be validly translated, the translated
address is the same as the physical address.

13. An apparatus comprising: @ memory having a first address space divided into a plurality of segments;
comparisen logic circuitry coupled to the memory to create an interim first address from a first address from
one of the plurality of segments, to create an interim base value, and to compare the interim first address
and the interim base value to determine whether the first address belongs to a segment that can be validly
translated to obtain a second address; and combination logic circuitry coupled to the comparison logic
circuitry and to the memory, the combination logic circuitry to combine the first address with an offset value
to obtain the second address if the comparison logic circuitry indicates that the first address can be val:dly
translated.




base value, and to conpare the interimfirst address and the interim base
value to determ ne whether the firsti7address belongs to a segnent that can
be validly translated to obtain a second address; and conbination |ogic
circuitry coupled to the conparison logic circuitry and tg jiheoaenory, the
conbination logic circuitry to conbine the first address with an of fset

val ue14.ahe bpgiratus di elaBet) Rlerdfl ticespmphbiisoh RBic cFQMRALMPARs! Pikkfhg €||rcruﬁ'¥_tot dphly

I ndi catresk tdhatto thedirst bddBéssacloltas heGradgtinD@st\eabiiesd shdiié asph) taé edsk vifie tol1Bassy st em
of cl vaiyn t Bptaintier isterm bhe: whrpiae maskvauegsociated aith theyfirst @dgpedsses: maski ng
circuitry to apply a nmask value to the first address to obtain the interim
fi rst 12dag arraraiyppf elaimalio Wperei dhernggitinglionireic drcutnbepswrisesamaskingsirpityad aprhhe

i nt er?maﬁ% e\}%ﬁ Irst @ ﬁ?ﬁ%ﬂet‘?f@!rﬁéﬂh&ﬁ§t§%ﬁ’féﬁeé‘t§3t\ﬂ¢@fﬁs5tqﬂéuw P? wlaingd dvtees. 19.
The s andl gbpttutionalrpwitngfo Qg@t'@@rﬁ?? Rem thsrpfiseypive for pitsuf thefirst aidiRse s es:

maski ng'c%arfgﬂtit‘t) ref%"egb'b y S&on Falue to the first address to det er ni ne

whi ¢ h‘l é) 'Thé aﬁar&d@%f thanS‘FS ﬂquér%ﬁr?n V%’I'%uﬂagl ? (9]1 Uiﬁﬂ] IeEi Iﬁ}et ég on%jdr €ss,
and Sélﬁﬁﬁrktth{at fb@fﬂe@écﬁ&“élr%ﬁl“y foQieE%@ %u% t %Lﬁ 0 Pseﬁ
bits of the first address which are not to be retained in the second
addr ess A siflem Eorepringt £procdsset mérmdri éouplediid 16 proe@SERr, theinit@hionf ing a @Rt ect i on
Ci r cuaddress spasp dizided nitd hyguraltiypfaegaants; lcogpaisorclogic tirduitry codpiee té adhemdsttect i on
ci r cusreaty an ptedetfiest eddiess fiogsasfstiaddress fedneortesof the plurality of segments, to create an interim

base value, and to compare the interim first address and the interim base value to determine whether the

first address belongs to a segment that can be validly translated to obtain a second address; and

combination logic circuitry coupled to the comparison logic circuitry and to the memory, the combination

logic circuitry to combine the first address with an offset value to obtain the second address if the

comparison logic circuitry indicates that the first address can be validly translated.

18. The system of claim 17, wherein the comparison logic circuitry comprises: masking circuitry to apply a
mask value to the first address to obtain the interim first address and to apply the mask value to a base
value to obtain the interim base value, the mask value associated with the first address.

19. The system of claim 17, wherein the combination logic circuitry comprises: masking circuitry to apply a
mask value to the first address to determine which bits of the first address should be retained in the second
address; and substitution circuitry to substitute bits from the offset value for bits of the first address which
are not to be retained in the second address.

20. The system of claim 17, further comprising: fauit detection circuitry coupled to the comparison logic
circuitry, the fault detection circuitry to detect and issue fault alerts,




