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WD 2004/ 072911 PCT/ DE2004/ 000083 1 METHOD FOR

VERI FYI NG THE VALI DI TY OF DI Gl TAL FRANKI NG Noﬂmﬂ}mﬂllll |ﬂ|l|||||||
DEVI CE FOR CARRYI NG OQUT SAI D METHOD Descri pti ot

is a known procedure to provide mail pieces with *159159*
di Wi 2004/7208he indicia. In order to nake PCTAAE2(04/000083
for the senders of the 10 mall pieces to produce

postage indicia, it is possible, for exanple, with the
franki ng system used by the Deutsche Post AG to

Pr Qe PSR IFuk AP BhE Hile VALHSTRETSE YRS PFAR AR NG
output themon a printer via any desired rnterface.

15 A NneNODES GAND MEVICE cFOR CARRYING JOUT | SAED METHOD
German  Prelimnary Published Application DE 100 20

402 Al. In order to avoid fraudul ent use of this
el i pheon 20 di gital postage indicia contain
cryptographic information, for exanple, about the
identity of the custonmer systemcontrolling the

roducti o f the 0 e indicium_ .25 The.invention ,
D b s pBRSR %S, "o Sty THE: 1BYERRED With
whd i 4 ok thedd | thddycid . t he postage indicia can-be
verified quickly and reliably. In particular, the
met hod shoul d be suitable for use in verification
Pt Uiy 0foa fAldCLeCa £ 3 8PPGRA! Liel Lot /Bl b che
centers or freight centers. Necor I'ng to the
i meenipoeces hts pbpduteveoissagehiienddia,n ithais tpessible,

m%g?dégﬂﬁafg)f%ﬁ%%t@ﬁewgggwﬁiﬁbr@§§kem used by the

Deutsche Post AG, to produce postage indicia in a
customer system and to output them on a printer via any

desired interface.

A method of this generic type is disclosed in German

Preliminary Published Application DE 100 20 402 Al.

In order to avoid fraudulent use of this method, the
digital postage indicia contain cryptographic
information, for example, about the identity of the
customer system controlling the production of the

postage indicium.

The invention is based on the objective of creating a
method with which the authenticity of the postage
indicia can be verified quickly and reliably. In
particular, the method should be suitable for use in
verification procedures on a large scale, especially in

mail centers or freight centers.

According to the invention, this objective is achieved

in that the method for verifying the authenticity is

AMORGHRRAT
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WD 2004/ 072911 PCT/ DE2004/ 000083 2 carried out in

such a way that a data key is generated and

transmtted froma central database (ZinS centra

system) to |local paynment assurance systens (Zi nS

| oW&) 200410112911 s done by using a generated PCIHRERGO4@G0083
5 and a postage indiciumappl2ed onto a nail pi ece,

wher eby cryptographic information contained in the
postage indiciumis decrypted and used to verify the

au&@fpléﬁ' Mtogntg%cﬁo%t%&ﬁ%tﬂg*ilyn&aég kgyoige%ehgrated

I NnCrease the security of

adana:ﬁ]t ageassitaed rdocal cpayrant cassibaEwe (B8 egentral
i mport the data_key and to transmt a result of ,
th%YSFﬁﬁ\art Po LARE2denPryMmeddt aRSBINIMGS censkaps (Z2ins
sy 1 civa) | t
o P F e RaeS AP SRPECHR, A 8 GoROLa: GADRELAR g key
trandniat ebsisage datradicionr dappﬂ.eéelr abhypo the miat bpiece,
record Eonta ns 20 havg vari pus

.The, k ,
e BEbYe SHPPhast rbnig f FoEHACheRe: PROERITed "In the

sywdet a§eali kBl iaim als Aa8¥ERtCR| ak@YuseBERNGF W PP the
the i ntended use, the key serves to decrypt and/or

en%??%?nthﬁbFﬁanohheByoﬁtﬁgaeleﬂlpi§m nature, the key
can |ikew se transport information. For 25 exanpl e,

the key contains information about the franking key,

i t Bnkeydgenevatinoreand athd tseandlitatef theomdehotlp it is
ensgre a uniforn1ke£ exchange, it is advantageous for

t hed¥RRtrgfonat 48asEheziAg2 eﬁtaVQPn’s'oa§§§Féﬁf t §YEhERR to

thenpesel terf &Q@ai%@% ardddebo ¢ A ol hds®1d of the
val ue transfer center (Postage Poi nt). WD 2004/072911

PCImperotdp 0phes8gentral database (Z2inS central system).

In an especially advantageous embodiment of the method,
the result of the import 1s transmitted as a data

record.

Preferably, the data record contains a key. The key can
have various attributes. In particular, it can be
either a symmetrical key or an asymmetrical key.
Depending on the intended use, the key serves to
decrypt and/or encrypt information. By virtue of its
nature, the key can likewise transport informatibn. For
example, the key contains information about the

franking key, its key generation and/or its end date.

In order to ensure a uniform key exchange, it is
advantageous for the central database (ZinS central
system) to check the result of the import and to

transmit it to a value transfer center (Postage Point).
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3 This enbodi ment of the nethod makes it possible to
carry out further process steps in the value transfer
center as a function of the result of the inport. 5

The result can be checked in various ways. However, it

i SWES pa®i/ed29% 1 advant ageous for the result tRCHBE2004/000083
checked by decryption of thezkey. A preferred

enbodi nent of the nethod is characterized 10 in that,
once the data key has been successfully inported into

Tonhly, Triodlpan e CONET MadiSd ARa Y RIS v

keyaaryt batvautrechdnst ete €€NkeepcPas adee PoLAE) t2Bfsfer
is subsequently used for producing new post- 15 age

i NaPRFar Fhid %Hﬁ@ﬁ#ﬁﬁn?foﬁh?héeﬁﬁﬂhoﬁfnﬁhéslmport-
possible to carry out a key exchange in the val ue-
transfer center as a function of previously perforned
keYhexchandescan 2@ tdheqladreint essivascRagySt HBWever, it
Thi s neasurebgnsures t hat Eostage indicia wll on

be' ProtRCEU2 LSy ngIVABL2HERMRef OBnE Bt RESHAW keybpschecked

alp a@acpyrﬁ{éfah bP the xbgcal paynent assurance
systens. is ensures that the [|ocal paynent

assurance systens can verify the validity 25 of each

of 4t e indicia produced. Thi.s especiall .
s BFeBETLRNC dlia Pl By POH SRR e LS cShetaptarized
t henkeph£xchagee | tidedealauekbianséer bE6Nt udSedsfully
fupction of the key exchanges in the |ocal 30 paynent

asSTPahtedsyatomeisenishrbl vl pyladpadlageient assurance

CopL Bthd Ofiz & N1 8Lk $astnsOEL ST KEhe; at e
stggs acco?ding to ?%g iﬁséngggg.kég)ﬁgog%g9§%%§ 38 a new
PCIr &EROOY/ KOP83t AtPar tvalular ftyandfrextigheater (Postage
conbj nati on,of several ,

oint) and 1s subsequently used for producing new post-

age indicia.

This embodiment of the method makes it possible to
carry out a key exchange in the value transfer center
as a function of previously performed key exchanges in
the payment assurance systems. This measure ensures
that postage indicia will only be produced using the
new key once the new key is already present in the
local payment assurance systems. This ensures that the
local payment assurance systems can verify the validity

of each of the postage indicia produced.

This especially preferred embodiment of the method with
a control of the key exchange in the value transfer
center as a function of the key exchanges in the local
payment assurance systems is especially advantageous in
combination with at least some of the other process

steps according to the invention.
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features, it is ensured that the key exchange can be
performed quickly and reliably and that the execution

of each key exchange is verified. 5 Wien the key
exchange is perforned, it is especially advantageous

f oWQ 2e04729tht a key to be transmitted fr @OT/DE206G/00D083
transfer center (Postage Poing) to the central )
paynment assurance system 10 Here, it is especially
advant ageous for the value transfer center to encrypt

t dat e i th transport key. (KT). .

PRt BB Tht " Ao B Por: KEPH AL S8Rt e veral
\Mfébﬁuﬁ§§teﬁﬂrﬁﬁméﬁéhrgﬁyt@ﬁﬂWth@rﬁégrﬂﬁdhaddgfcan be
data key is generated in the area of e val ue
t re@sfermedngad ckihy sanfbsr@héabavaﬁnégethafatt@@ execution
frapd t a during its
trgﬁs%%§$ k%% %%gﬁ%é ue ?rg% ?£¥8§enter are prevented.

In order to further increase the data security, it |s

advantageous for the data key to_be grOV|ded Wi th g
25VRGRN AL Y oﬁXFHPBBEBtHsorPe%%IH dgedits|yS ?ﬁBeR glly
| deathhiegbbonr I8 Pr BREI Qv Sda't'ak%’éﬁetgrwntf&ﬁgmh’eted
encrypted ™ form 30 In order to ensure that a val
dafaomeyhesvmew foransbeh oénthe drP@rS}t@tgeorPcaleﬁ)orto the
decr € pn st eps advant ageous for the

| 0
dat¥ %a%‘&g% gggﬂf%?ﬁ%lliyﬁjﬁﬁ?‘DEZOOM 000083 5

prOV|ded with a generation counter and/or -to be

transmtted together with the generatlon counter.

orliRFer o khoilf t REPESE LY nealviad tageoust QT altde salue
adyaphageus Jiedfe 4 ankiogykey tRePeqREQVI 88¢ WiRK a

transport key (KT).

Here, it 1is practical for the transport key to be

encrypted with a master transport key (KTM).

Preferably, the data key is generated in the area of
the value transfer center. This has the advantage that
fraudulent changes to the data key during its transport

to the value transfer center are prevented.

In order to further increase the data security, it is
advantageous for the data key to be provided with key

identification information.

Advantageously, the key identification information is

likewise transmitted in encrypted form.

In order to ensure that a valid data key is used for
each of the encryption and/or decryption  steps

employed, it is advantageous'for the data key to be
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an end date for the preceding data key and/or to be
transmtted together with the end date. The descri bed
data key can be used for one or nore 10 partia
verifications as well as for produci ng postage indicia

anwiooz004ag72deEr ypti ng i nformation cont ai negaMDELOWR/000083
postage indicia. It is especially advantageous for one

of the partial 15 verifications to conprise the
decryption of cryptographic information contained in

t he postage _indicium By integrating the decryption
ofpf%élgﬁgpt BQFg‘phFc giﬁegrﬁf']‘drcﬁ%_ti%?fgfi%% thRd7or -to be
vefidn it ¢ 08 PESGESIBer I fith PRSSELhErsi88CebLALE L he
authenticity of the postage indicia directly so that

the verification can be carried out in real tine. 25

gL IO TS R R A TON TR

veri ficatTtons

praviiei t Hfe chas e fol i pOsi@eEnd mééﬁi @ dd g hevided with
current date. The integration of the production date

ofaR hengostdde faai GhemRrespdinal Batian ke r ppdéerf dian be
30 LILRASES) LNl SPELE T Lie Shacgafuil Liple use of

a postage Indictumis prevented through the

conpari son between the production date of the postage
i2$50i§n1and t e Syrr nt date. WO 200@/072911
PCTIDEZ664/ 39383 K&f dER1t $F ULEREr GHcr 88€e Gthgmore

vesaft Lol | por speedtibhs bE FMANtAJHWS FPEdEbLEng postage
reading unit and the verification unit to exchange

i n¥rtheta candyoredas dlecayphimehrigfougnglriotocotntsined in
zngﬁgmgoéégggwfﬁafgﬂgptageous enbodi nent of the

It is especially advantageous for one of the partial
verifications to <comprise the decryption of
cryptographic information contained in the postage

indicium.

By integrating the decryption of the cryptographic
information into the verification process, it is
possible to ascertain the authenticity of the postage
indicia directly so that the verification can be

carried out in real time.

Moreover, it is advantageous for one of the partial
verifications to comprise a comparison between the
production date of the postage indicium and the current
date. The integration of the production date of the
postage indicium - especially in encrypted form -
increases the data security, since multiple use of a
postage indicium 1is prevented through the comparison

between the production date of the postage indicium and

the current date.
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invention, the reading unit and the verification unit
communi cate with each other via an asynchronous proto-
col. 10 Here, it is especially advantageous for the
reading unit to send a data telegramto the

VEWIO 200707291 Lni t . Preferably, the data telpegypER004/000083
contains the content of 15 the postage indicium

Addi ti onal advant ages, special features and practical
refinements of the invention can be gl eaned fromthe

supordi nat e_cl ai and, fromthe presentation, bel ow of .
2 %r%?@??eﬁoeﬁ%ggPﬁﬁnfgcﬁﬁﬂFﬁgtﬁﬁfg?Eﬁ eCfbipReSpeed, it

dr ayi ng8vaHiea gle 8WisNgs show hhe FRld M N9: yRiEGUr &rld @nche
especially preferred enmbodi nent of a key 25
dise¥ibieablonmcent ti hg evchargeniefioroatifnghyemgans of a

ag€%¢%ﬁ$éﬁ§%§?ﬁ§3tgéof key distribution system

ac e rnvention; 30 Figure 3 a schenmatic

di agram of an interface between a central paynent
assurance system (ZinS central system) and a val ue

t r HhsPEC N e 1 KEphisige dvainfiageaNs 260w auiiaeant of the

PGIA{E20 00 3 ol . Fi e rgﬁgf§- ;
f?r-{ll nt eg(?éfi ggéa rfﬁ%%yﬁ%ﬁt gHPhgﬁggnt ra Jb%%/{r?r]gﬁrtl unit
assommuciEcayst eithZenSh odhtaralvyia Rrgureyhclarsobesaproto-
di agram of a key distribution fromthe central

pd§ ht assurance system (ZinS central system to

| ocal paynent assurance Sys-

Here, it is especially advantageous for the reading

unit to send a data telegram to the verification unit.

Preferably, the data telegram contains the content of

the postage indicium.

Additional advantages, special features and practical
refinements of the invention can be gleaned from the
subordinate claims and from the presentation below of

preferred embodiments making reference to the drawings.
The drawings show the following:

Figure 1 an especially preferred embodiment of a key

distribution according to the invention;

Figure 2 application cases of a key distribution

system according to the invention;

Figure 3 a schematic diagram of an interface between
a central payment assurance system (ZinS
central system) and a value transfer center

(Postage Point);
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tens including the appertaining crypto-systens; Figure

6 a connection of the DLL interface; Figure 7 a

schemati ¢ di agram of process steps for encapsul ating
conmponents and for handling error nmessages. Bel ow,

t WO 2008/a726n1 Wi | | be descri bed w th ref er POIZDERO04A000083
PC franking system Here, thejprocess steps that

serve for paynment assurance are independent of the 20
system used for producing the postage indicia. The

descri bed decentralized verification at individua
verification stations, especially in mail centers, is
espephed |4 prefidess bileply fbe satRgrekEhg 85data key
centralized verification is also possible. In

especi al | et RERHbbHi PRYRenbf agflerangensyehen (Zins
t he |nd|vQQHﬁ{ v%rjflcatlon stations are | ocal paynent
assurance systens that are preferably connected to a

30 central paynent assurance systemvia a data
connection. WO 2004/ 072911 PCT/ DE2004/ 000083 In the
espERLR 13 pr & e??}%ﬁm%%‘édldﬁé‘lﬂré“ﬂe%%r P&y twtrlbutlon

central pq%nﬁmHjﬁ§SéEﬁH¥éi SYROME Sa 8L SPaLOONE E@th?21ns

a. value transfer center. specially pre er

enbodi nenteergirahes yat ame) ttcanmceal payment aaesueéeceedys—
to bel ow S, 2 POStﬁ%ﬁ P0| Adv eous enbodi ment

of the certt: PR TR Lo At S RV R

to bel ow as ZlnS central 10 The technical interface
to_be inplenented between the value transfer center
anfttIWee daymet GIAHH@ Sittdn Mdnsinter fffcen

exchange of cryptographic keys. The key that is to be

exchanged between the value 15 transfer center and

t el paneent assusahemasyst edd &nsam es ft hatotdes prsadyeedfor

post age |nd|C|a r forgenx- .-
encapsulating “components and for handling error

messages.

Below, the invention will be described with reference
to a PC franking system. Here, the process steps that
serve for payment assurance are independent of the

system used for producing the postage indicia.

The described decentralized verification at individual
verification stations, especially in mail centers, is
especially preferred, but by the same token,

centralized verification is also possible.

In especially preferred embodiments of the invention,
the individual verification stations are local payment
assurance systems that are preferably connected to a

central payment assurance system via a data connection.
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proof. This is achieved especially in that part of the
content of the 2D barcode that forns the postage
indiciumis encrypted using said key. Since, for 20
performance-rel ated reasons, the selected key is a

SYWDE2004¢40929kEy, it has to be transmtted PCIVDEDSE4/000083
val ue transfer center to the gaynment assurance system

where it is distributed to the individual nmai
centers. 25 The reliable storage of the keys is

e r b sin pec r cards. .The,inve

o Eie cE e EET A 7P PR her et st s e e Thedo the
keyentaf €1 Npaessh Uss $iglrah Bé Ss$Peehal s N1 ¥oESnndBEed to a
entire life cycle of these keys, fromtheir

gEtreY R i orang fRy reentpft and their 30 distribution all
the way to their inport into the decentralized
systens is used in order to optimze the process

peﬁﬁmﬁ:eﬂsly ViEr 20041 8d 28hboREheRE204 GH¥8Z 19 Abransfer
cggm ally preferred sequence for the key

REBhL iBE | FGfRFCEn 1 glied oW Ialsgu?e Boghpags dfrint.
e%&%ﬁ&éde&wféﬁﬁsdﬂﬁéﬂ di Jter igpt r&lrhtraalb%%\frﬁéhﬁ h€ssur-

val ue transfer center an the cent

asswarnew systan feferfedsto pive)bmsastmna camtmal .
exchange of a franking key used in the production of
postage indicia, first of 10 all, a new franking key

ISﬂgsnEédhﬁﬂcthQdﬂ@ﬁﬁJdéﬂ$¢nEekQMph%h%dﬂédnbéﬁheen the
means to be understood in a restrictive sense since

th‘@lde%c’ﬂf%%ifekeﬂjgneaﬁ padudde inpgTteraTRULRYEe f Bystem

DRSS I8 SPAAAN oh el BAL & e

produci ng post age | nd| CI a. 20 However, it is |Iikew se

pQ1$hSI bl ghgspelcrl altloy be exchanged between the value
transfer center and the payment assurance system
ensures that the produced postage indicia are férgery-
proof. This is achieved especially in that part of the
content of the 2D barcode that forms the postage
indicium is encrypted using said key. Since, for
performance-related reasons, the selected key is a
symmetrical key, it has to be transmitted from the

value transfer center to the payment assurance system,

where it is distributed to the individual mail centers.

The reliable storage of the keys is ensured by using
special crypto-cards. The invention encompasses several
application cases in which these keys are managed using
this special hardware. The entire life cycle of these
keys, from their generation, their export and their
distribution all the way to their import into the
decentralized systems is used in order to optimize the

process parameters.
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advant ageous for systens with an especially high

security agai nst mani pul ation to produce postage

indicia with a multi-encrypted data content, whereby

the data content is preferably formed as a result of
25WerY@4a0720per at i ons, whereby at one or MpCE/PEAGRISO00083
the result of an operation ig incorporated into the
postage indiciumw th the franking key. For exanpl e,

a crypto-string of the type disclosed in 30 Gernman

Pr Iininag¥ Pugkished Agglication DE 100 20 402 Ak,

i e8P R4t PERLSFE&Ski ngeRBFNARD 2604/ 0Fd®11 key
PG PE2O04 000083 s nigr eguig further improve the
protection against a fraudulént production of postage

i ndicia, an event- specific exchange of the franking

key. t akes, pl,ace. 5 In_the, sented case, . the frankjng,
k:%iégk%e%d@hoﬁ%n%?a?%%e%fgigﬁu?ﬁ?g?ﬁFQSVE?g,dfﬁFrlguglon
exsapheenafiles e ueXRidaald O ofcettedahidnabhe téd®tral
interval. However, it is |likew se possible to carry
oRAYNGHELy 2T RRIMER 23YDFEBf the franking key as a
function of other paraneters, for exanple, on the

basis of the | oaded postage anmounts and/or of the

f remkedf st ppecesss Astep nht fer of PrtN&hPe eof aanevanking
gﬁgeratio of the new 15 franking key can be carried
SHCAHAFRI: TRRERERUFTigR def POSTASF el Thas dRLESt Of
secur | ty ndv £ Sa@eMant \ kgl ze the

transm ssi on efforfﬁ?gﬁgfﬁg§ﬁ%%ﬁe€%g% ing key and to
generate the key in the value transfer center, or.in

t r val transfer 20 center. In order to
e%‘?e%}% gLfl}Ieaenv@I#%f kSt BEESon18f Yhe "hefifds to be
agaidstsfoaddini b ireaviadd Bgeoysnker sindleordmd i @¥scribed

contai ned in the postage indicia to be
eys can be used in different ways for producing

postage indicia.

For example, it is possible to use the franking key

directly for producing postage indicia.

However, it 1is likewise possible and especially
advantageous for systems with an especially high
security against manipulation to produce postage
indicia with a multi-encrypted data content, whereby
the data content is preferably formed as a result of
several operations, whereby at one or more places, the
result of an operation is incorporated into the postage

indicium with the franking key.

For example, a crypto-string of the type disclosed in
German Preliminary Published Application DE 100 20 402

Al, is incorporated into the franking key.
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25 decrypted on the basis of a franking key in the
area of |ocal paynent assurance systens, for exanpl e,
in mil centers or freight centers. In order to
ensure this, the franking keys are 30 transmtted

f rWwm 200a/072buE transfer center to the cent paiT/DBYGURANG00083
assurance system Preferably,jpthe transmssion is

aut omat ed. WO 2004/ 072911 PCT/ DE2004/ 000083 11 The
exchange is preferably effectuated via a server of

t pa nt ,assurance system (ZinS central server).,

i POEFRE i brer e n i BPEOnta dip POPREStd08s AdALNSt a
hagtea i @u 188t CYYdditieton SoFcepbHeager Yelq Aoes, Nah havént -
to know 5 the value transfer centef (ZinS |ocal '
syeRegishiarrehangapplrtie nfrankiyptlegyisalkas place.
exclusively the ZinS central server is of inportance

for said server. After the new generation of a

priaf etdld ypspmeRitddalcask) frarki Agak@ing heehatisr dswly
securely transmtted to the central_ paynent assurance
syEnsRated rlesgegneproinherrpgdgre frr exrmriiast ra Hrgedthe
fr thared o f - ef,d O in the |ocal
pz%;ﬁelnt Assur an(r:bg &g(ggtglrﬁsﬁf%r oce%s%%%’%ifi n Figure

1. The local paynent 15 assurance systens return the

result of the inport. operation - process step 4 in
ST e dha thubl KEBREFT MATRiRlR cESSraAT Tbyout @ new
rl%%ﬂféraﬂ_f@r) regUkhel $raeXiRid ek PYathg %@Ut@.:corﬁyg €Rther

[
validated and transmtted to the val ue transfer
caRANgPess agd o2 rmpl §, - Qi otlees batsds 50f n thieguk@aded

1. glfa %rhqn&ﬁy%wasné) en spcgess |1y _knpor{ed into
o) t .

ali°% = he cryp o-S)/;? en%fjo*fnef h‘ée]}J %%%? q“gazfyi T

assurance systens, it is released at the val ue

transfer center 25 (Postage Point) and subsequently

udsy ¢ ofafRer of principle, a new generation of the new
franking key can be carried out anywhere. However, in
order to increase the data security, it is advantageous
to minimize the transmission effort for the new
franking key and to generate the key in the value
transfer center, or in the area of the value transfer

center.

In order to ensure a high lével of protection of the
method against fraud, it 1is advantageous for
information contained in the postage indicia to be
decrypted on the basis of a franking key in the area of
local payment assurance systems, for example, in mail

centers or freight centers.

In order to ensure this, the franking keys are
transmitted from the value transfer center to the
central payment assurance system. Preferably, the

transmission is automated.
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generation of new postage anobunts - process step 6 in
Figure 1. The preferably symetrical keys are an

integral part of 30 the forgery security of postage
i ndi ci a produced using the franki ng key, whereby said

pOWIOE204/0v20t1 a are, for exanple, in the POTDBL004/000083
t wo- di nensi onal barcodes. Thuyg, the exchange of these
keys has to be secured by strong WO 2004/ 072911

PCT/ DE2004/ 000083 12 cryptography In order to ensure

t herence.to th 0i |s es eci al
bt SROREROEC 1 b0 pirtteraB SRR 191§ g fved of
n%h@%aﬁn@?@s&@é@réﬂéetQﬂééQezﬁaWhﬁg &@nt@é@ eekvébﬁ The
transmtted keys during the transm ssion. Moreover,

| (VaRie brabsbercAsnted tRastrige Bajstlardogecwel jave to

P Y ofPLafialnd] siBdLAh S o PYer | BhLS R iitye 108 know

ronality is ensured y St e

critps ovahuel. trhneegmrbynmerthennsﬂkﬂﬁalIéyﬁmémsﬂoin@elts
possi bl e for, thrrdypartres to forge parts, of the

15apfA‘°uFH€r’rP|ld"aﬂ| SEYHAR 1S ¥8RRTTFIc afitét bk YReY s Wi!r%t Y21ns
be-&fr kAl nséf‘@érti@ éﬂeﬂﬁbéﬂt&gcé hf?oESgQij&rééf\?éP' ent

is correct. Fromthe viewpol nt e recipient, this
means that the key was 20 generated by the Postage

Poj nt. F h h
olien ERE: W Je0RPRhIop 8 (R Pt asrbly, & Bime by toal
alfoBeing ké pretNe ther&eYis 29etirt e §¥QH§hit€@H to the

met hod presented, both communication " partners have
t HeesliRl KB YRENETHRS SAF 2/eCe r sySf@m - process step 2 in

Figure 1 - and distributed from there to the crypto-
systems located in the local payment assurance
systems - process step 3 in Figure 1. The local payment
assurance systems return the result of the import
operation - process step 4 in Figure 1 - and thus
confirm the successful key import. The result is
compiled by the central system, validated and
transmitted to the value transfer center (Postage

Point) - process step 5 in Figure 1.

Once the key has been successfully imported into all of
the crypto-systems of the local payment assurance
systems, it 1s released at the value transfer center
(Postage Point) and subsequently used for the
generation of new postage amounts - process step 6 in

Figure 1.

The preferably symmetrical keys are an integral part of
the forgery security of postage indicia produceq using
the franking key, whereby said postage indicia are, for
example, in the form of two-dimensional barcodes. Thus,

the exchange of these keys has to be secured by strong
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center (Postage Point) uses the key KT to encrypt the
data key KD that is to be transmtted and then

transfers said data key KD to the server of the

paynment 30 assurance system (Zi nS central system.

Frwid 2004/07201F al paynent assurance system POIVBER@A/009083
then further distributed to tihe ZinS | ocal crypto WO
2004/ 072911 PCT/ DE2004/ 000083 13 systens of the | oca
paynent assurance systems.. These systens |ikew se

h d
AP, LI KR KT Ak gaRe ES, JBEIRnLL o ehe
sefol Bdwinpg ghelht $ his keypddl alLT y npmpdetdmansport, it

5is also referred to below as the transport key.
Since all |ocal paynent assurance systens receive the

same dat @oﬂfidﬁ}ﬁf&lﬂ%ﬁeﬁaréﬁ?é °c€§£éﬂ€:ai%eﬁ‘rﬂfsact %ot be
transport key et ween each [ocal crypto-server and
10 the v@lassibhasfirr caitiard ( Pesttages Pdiont yealdor out the

security, reason however, this . key KT should be,K |
r enewed Itiﬁ{aens?ﬁglt&éit Qﬁ&%\gﬁ K[ﬁﬁfﬁn ul e i n’f’éPV&F“sl.SSlon'
However , MyrdeRre MOti @SmAdeNal 88t bieS c@RUBHY acha¥ tfhe keys

this key as with the key KD, a | onger exchange
i nterval ad&n pRCBELeFt SFOIRY 15ndxchRanGE |be ergald ofut by

cacont i ol EARomH t SF o1 ni Shanpt BRERY o LR iy oL €Y Lo

exchange epfsurer] tyvandpomedseys KT oriptdy-dayd security
20 reasons, should not take place via the same channel

as the exchange of the data keys KD. This exchange is

not  caripidequli BRNUBll Yengl Nngsnthih :Pr 9¢edyie thagoto be
be carried out at " regular intervals for several of

the | oc@ossayrientf s sihriart epaystenst o afotperpacthodf the
has to 2%{ be provided here, by neans of which the
exchange ST °t he transport keys can |ikew se be

aut omat ed.

* Authentication: both communication partners must
be certain that the identity of the
sender/recipient is correct. From the viewpoint
of the recipient, this means that the key was
generated by the Postage Point. From the
viewpoint of the sender, it must be ensured that
only valid ZinS local crypto-systems are allowed

to receive the key.

In the symmetrical method presented, both communication
partners have the same key KT. The value transfer
center (Postage Point) uses the key KT to encrjpt the
data key KD that 1is to be transmitted and then
transfers said data key KD to the server of the payment

assurance system (Z2inS central system).

From the central payment assurance system, this key is

then further distributed to the ZinS local crypto-
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For this purpose, the ANSI standard X9.17 (Key
Managenent for Financial Services on the basis of 30
symetri cal nethods) defines another key level that is
referred to as the master transport key (referred to

bekovwoas/o2M1 This key has to be install edCIYDEDE04/000083
crypto-card under special seqggrity precautions and WO
2004/ 072911 PCT/ DE2004/ 000083 14 consequently only

has to be exchanged at extended intervals. Here, the

KTM i s_i nstal| ed || tens. This key th
SROISES (RE ERendrt Kegkngnt” BREBEAPES: fartins - These
digspdtdnd e 1adieh dPRAF€0adPe 88 o atHOMRE UK TBARET c¥h athus

the same channel. The distribution takes place in the
satrecxpnt dshe heeyli KR romee i agebif . t Hiencelatlae kkgg. KThes used

initialization of. the individ St r i .
et el TREEATE Wi 1o R LA nf P bBEE, 5
seid idnso bel v rdd th wsTer 49 emsut taidisortitiegyity of

the nessage as well as the authentication of the
sender (= Postage Point), a matrix code (MAC) is

f fofqt IAdi Vi k g I r i
oy gl Kot PRESRISS  f on
wsare Hieke,t hiet KIM rict i npoesedrydurd ngefhee a separate

initializati f t to-card. Th i f
e N T R T g L A
W tHe tyl BuKS r Iher&pnEL eS| abbtyYagé bbent) Df pbrabEEArity

during the transmi ssion of the nessages in 20 the _
| iteasens of howeveaut stihks Pssy ikl t pheukdckeedrengiefighi ke

t he us f thi rQng togr j ho Dl
LGl P 50900 S0 RRLE ROy, since
gemfypm anuelh tessagesensryptpiewDES they kepgeh ¥68h the
its)._ Hash val ue f
ke% KD, a longe% %Q%ﬁg;%éﬂfﬁﬁg&é§¥nggﬁdbgysgEgg egt An
exchange interval of one or two years is especially

advantageous here,

An essential component of this approach is the key
exchange of the transport keys KT which, for security
reasons, should not take place via the same channel as
the exchange of the data keys KD. This exchange is not
carried out manually. Since this procedure has to be
carried out at regular intervals for several of the
local payment assurance systems, another method has to
be provided here, by means of which the exchange of the

transport keys can likewise be automated.

For this purpose, the ANSI standard X9.17 (Key
Management for Financial Services on the basis of
symmetrical methods) defines another key level that is
referred to as the master transport key (referred to
below as KTM). This key has to be installed on the

crypto-card under special security precautions and
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25 the SHA-1 algorithm The various periods of

validity that exist at the Postage Point and on the
crypto-systens of the paynent assurance systens have

to be taken into account for the 30 distribution and
stwoape4m7291ie data keys. A maxi mum of  tweCIHYE2008/000083
have to be avail able at the Rgstage Point at any

given point in time, nanely, one key that is WO

2004/ 072911 PCT/DE2004/000083 15 currently valid and

anot her i th n enerated ost age
oSt Ly Rt Tk AR et BEon A RepREY 98 spended
made: f v HPSL atHeore O the exist i RoMkeays Snwithh 1the lsﬁy all
(KDnew), the new key is transmtted to the
CrSyRtems/st Bivs okeyhd heay remer yrser ﬁh@etwﬂsmt chrﬁ:ses KT
e, ey, has (SHecessT uliy 09gn JIporded D allegh (e an
Cryp 0- sys ocal “payment dsSurance Syst e

a e e desrager ofid hehi ﬂﬁn@eﬂta&mesysﬂem d:Ssﬂf)lbutlon
generated and, as of this point in tine, KDnew s used

f drakere RIRGS ptR okhef SARR if{é‘é’té‘@e%lﬁrﬁ sfiipytken of the
A4 Ntpp t1d1 Sz PN &P Lhd®indDei@hsh Kist
shoJ%gq%e de(ﬂéf?¢$0n1th% Post age P0|n%nandlshour§ys s
notr & tssd anyypiorecdods the deservédninfgnester detail
post 15 anopunt.s The situation is different with
%%V%t HIHP Y the | ocal payment assurance

systens since a downl oaded postage anpunt can be
used for a predefinable period of 20 time of, for
exkhpreden recenpmtnsthe nivtegrity of okl emeppagagas well

' néjé C 1‘?? 5{1‘@5&958{3%%% %lf l%%\és ég?l&g}:at haﬁ@s*ﬁ?e b§01nt) '
avai | ab or Veri the postage i ndicia over,
mhenmatriammbdaatMmcﬂlibnﬂmummm bért hbe mmdmﬂmdual key

shoul d al so be taken into consi der n
t J*kEYRI¢ Rat IEoﬁIrﬁieﬁott%eg?%B?F%d%%‘ 8’“{&2

key KS is needed which, 1like the KTM, is imported

apglgnature

during the initialization of the crypto-~card. The
signature of the data key messages is subsequently
carried out with this KS. The confidentiality_of the
information during the transmission of the messages in
the Intranet of the Deutsche Post is thus secured
through the use of this strong cryptographic method. An
especially preferred method for the encryption and
decryption of messages is Triple DES (key length 168
bits). Hash values are preferably computed by means of

the SHA-1 algorithm,

The various periods of validity that exist at the
Postage Point and on the crypto-systems of the payment
assurance systems have to be taken into account for the
distribution and storage of the data keys. A maximum of
two keys KD have to be available at the Postage Point

at any given point in time, namely, one key that is
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the crypto-systens and could therefore not be

activated at the Postage Point. It is possible that
these keys were inported into other crypto-systens

and, as a 30 matter of principle, should be taken into
cVOiI 2004072911 there during future verifi cBRETAE2004D00083
2004/ 072911 PCT/ DE2004/ 0000835 16 In order to reach a

uni formcondition here, which allows a clear

versioning of the keys as well as the sinplest

PSR PYSURIT 1T 1 eRanGe. Lbe Mol owlch GHEC T Hbuny

ormo o)

esperiralted mb@crat@gmuﬁmt&) aDad a:ckQ)ES afcfryp*mmmne@ .
in encrypted formw th an unanbi guous key |ID (key
phase indicator), an anbiguous generation counter and

an £RY, AL difin gk fdie V3¢ 1&h Ifkg.?]d«ﬁ{é‘ &E¥st MG key

generati on counter serves to dlstlngu er r oneous
muittilpltehd dealy NgKBYel Eppthef nem dey red t ngpcatidstead ttdethe

S e R EL R Ehm AR Lo, oFOITANCs Rey i onos

t ha, 3 V@'k’%yeﬁééngsh%ﬁe%%rﬁﬁrly( RASEROEMBPOL Péd 55}%'1(1 e the
¢

acknow e d by the central” paynent assurance system
bwmwsf@r@%r@f r hhei daches PayEment agsygands systems,

R edalgﬁey |ns g3| fvgt‘l}?éloc:q‘?sE s fs TR 1

SuUccess ed I n paynen rance
SYdredtateidl sad), basl sfuarhio pdiwt Cust admes umnag RC used

franking. 25 In this case, the generation counter is
i fQRadd® bENGRYHOON h@ K r BRYn BSPbAYSF amounts 1n the

Postage Point. As of this point in time, the old KD
should be deleted from the Postage Point and should not
be used any more for the generation of new postage

amounts.

The situation is different with the crypto-systems of
the local payment assurance systems: since a downloaded
postage amount can be used for a predefinable period of
time of, for example, three months, in order to produce
postage indicia, there are several keys KD that have to

be available for verifying the postage indicia.

Moreover, when it comes to the distribution of the
keys, it should also be taken into consideration what
happens to keys that could not be imported into some of
the crypto-systems and could therefore not be activated
at the Postage Point. It is possible that these keys
were imported into other crypto-systems and, as a
matter of principle, should be taken into consideration

there during future verifications.
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succeedi ng data key. d) If the acknow edgenent is
negative, the data key 30 has not been successfully
installed in all |ocal paynent assurance systens and
shoul d not be issued by the value transfer center to
cUBOR004/0729Klt ens neant for the producti onPOT/DE204$60083
WO 2004/ 072911 PCT/ DE2004/ 000883 17 indicia, since
otherwise there is a risk of a mass diverting of

valid mail pieces. In this case, the generation counter

I S no increased by one for -the trapsp.ssion of a .
sﬁg%eéaﬁﬁé dg a %%%htﬁbtu$§f9595a§$n§¥¥?§ﬁaﬁﬁgreatd%lCh
t el vatdiea ot 1bhe RIcaGRidmihd r apsStheSikeys e3s | Wellhers® the
IS no acknow edgenment, in the interim the value ,

t riilt RS ke ROSS 1Pt AYEtesl iy iehARBNCED sthgt fadylowing
F el ks ‘.EB%S'BZPSEHE s L6 ?ntlﬁe%/l 83¥EeRbution is
assurance system (ZinS centra such attenpts woul d,

ofe spmaisd 1 ybedwprdraggedus : t he paynent assurance

system but should also be blocked in the value

transfer center). 15 20 f) If an acknow edgenent by

the paymBakaakeYsaRGR tHEHLMiteASEEndOfpted form with
prol onged period of time (time-out exceeded), then

t he val uent vaestdrguasentkey (PBst gy Pbiast) icwliaatiqer an
an alarmyia its direct . qr indirect user int

By Ao sodlieReushE, JerEarten Mt ST Yfee for
del et es a&hk @hltikepdacadieys datat Kegve the sane
generation counter value as the nost recent 25, | )
transm s3N6n. ITRREAEASTY cSOPRELT | FCEYEE Jf0 distinguish

erroneous multiple loading attempts from desired

updates of the symmetrical data keys (ensuring

transaction security, see g)).

b) Each transmission of a data key from the value
transfer center (Postage Point) should be
acknowledged by the central payment assurance

system by means of a confirmation message.

c) If the acknowledgement is positive, the data key
has been successfully installed in all local
payment assurance systems and can be issued to
the customers using PC franking.

In this <case, the generation counter 1is
increased by one for the transmission of a

succeeding data key.

d) If the acknowledgement is negative, the data key
has not been successfully installed in all local
payment assurance systems and should not be
issued by the value transfer center to customer

systems meant for the production of postage
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error-related multiple transm ssion, keys that could
previously only be successfully |oaded onto sone of

all of the crypto-cards are deleted. This allows a
transacti on-secure key 30 transm ssion. h) On the
cryot20044738%1% n t he | ocal paynment assur anB€TEYEIMD4H00083
a routine is invoked WO 20044072911 PCT/ DE2004/ 000083

18 repeatedly, preferably regularly, especially

daily, that deletes the data keys that are no | onger

needed. Spfatadeniscdeletaty U0 Bloppdiams0sali of -

enbodi nent i n additron t en the

dat e st omedsf divele ingcodediaid ddaiad 1pdeyeisn t he
CKA END DATE attribute is smaller than the current
system dafe. ERFSWRASE1 Hifes IEH AT I GaV@teT the not

precedi ngncl k¥4 #\Or86e PEHkOGaS ShdmBSsion of a
possi bl e) shoul d be planned since postage iIndicia

pr oduced sugiceleddmoe s tree kst et adsutto @@y ,stit |remains

recogni ze bej valid.for two re.days_.aft.er the
end of RS ERgarrate, Qindhe may eies HRNRRAT T he
area of the | ocal paynment assurance system Moreover,

a time-lag between the production and the rel ease of |
the new égt't &heaxs Bs sko hasknevwbedggrentinti® ddrouhrterim,
20 Fi gur e\ r ' i

of the gpész}r%tq\é% %e}ya%rrsg}eafggr/r&én e%n???%%%@%%@ e‘%]ImOt
area of spaymentarassufwancikerMVokegvet raprsafisss tonareas the

of application are presented. 25 The appli gation

cases. ar ESGTE HRANTH by 857 BF 2BEPaiW by 2 NS central)
(such attempts would, of course, be ignqred by
the payment assurance system, but should also be

blocked in the value transfer center).

f) If an acknowledgement by the payment assurance
system is absent for a prolonged period of time
(time-out exceeded), then the value transfer
center (Postage Point) can trigger an alarm via

its direct or indirect user interface.

g) As soon as a crypto-card receives a data key, it
deletes all of the data keys that have the same
generation counter value as the most recent
transmission. This ensures that, in case of
error-related multiple transmission, keys that
could previously only be successfully loaded
onto some of all of the crypto-cards are
deleted. This allows a transaction-secure key

transmission.

h) On the <crypto-cards in the local payment

assurance systems, a routine 1is invoked
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Subsequently, details about the described key

managenent nmethod will be presented.. 30 The descri bed
applications are presented by way of an exanple with
the use of crypto-cards. WO 2004/ 072911
PGVODRROMI2ONI0083 19 First of all, the wapCT/DEZG04/000083
the crypto-cards are initiallBzed in the area of the

val ue transfer center is presented: 5 installation

and configuration of the card, uploading the card

Lo e ebBRUAR 75 Ut POURQS SN 0t ity

done so.

expandeddbylyenbﬁﬂai@ddeméee(sprﬂpé| ahaay Jagfst V\ﬂh&t are no
routinesﬁ 10 and, for security reasons,
3

PKCS#11- pBGEH cneﬁﬁﬁﬁl|@Ké%ﬂt@ybﬁdgrh%h3¢e§t%ﬁﬂard§)‘ an
k
key T Ot LagSnchgRRES ate'n@?wd:.@r@nﬁ{“ . add S dos W soiee o)

user. Thus ey security is
ensur ed @henhéhearemd ﬁ@takﬁudned(ﬁnxﬁthﬁtﬂn@neEQngrdata

poverl SR Puc ) R LR 8L Smanier

di stri butedotee abJreast @@&@ﬁlgﬁﬁnpnents of which
two conponents are especially advantageous for

recreating or newWly initializing crypto-server cards.

2 0, SN Sl SN ScLpEt , Bcan

N protectlon er eb
securityke@dnlals@raberSpéemedve(asSmaméfardu;I@oss1b1e)
addi tion, backup Smart Cards, should al so be pade.

Subse- 'should be planned since postage indicia produced
with an expired postage amount are still
recognized as being valid for two more days
after the end of their validity when they are
checked in the area of the 1local payment
assurance system. Moreover, a time-lag between
the production and the release of the new data

key also has to be taken into account.

Figure 2 shows an overview of areas of application of
the presented key management and its use in the area of
payment assurance. Moreover, preferred areas of

application are presented.

The application cases are described in greater detail

below.

Subsequently, details about the described key

management method will be presented..'

The described applications are presented by way of an

example with the use of crypto-cards.
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quently, the LMK serves as the above-described nmaster
transport key KTM 30 wuser adm nistration: deletion

of the default security adm nistrator and definition

of the WD 2004/072911 PCT/ DE2004/ 000083 20 security
adROiEreeots i ncl udi ng the requisite auPOEVIDERGI4VGH0083
rules (Smart Card-based) gengpation of an initia
signature key KS, 5 encryption (wapping) with t he

KTM and storage as a file. The later copying of this

file onto_.a i skette should b pQssi bl e Gess to
LT Braiaide s EPEhatia bl e Thoshr prE RSP e s are
seﬁrmrﬁita/lm nstEeé oisga dP tPeneatéOotrehsBeti e6hter is

transport key KT, creation of the appertaining key

MERERIRNERR; storage of the nmessage in a file as well

as later copying of this file onto a diskette (access
should only 15 be possible for the security

adm ni st raisrs) 1ateoar adndg ¢®mfigamamamt1naftethbeysard
New transpaort npster keys M, .are preferab

gener at ed*R P A FE Fafts Gﬁér i bdd AT, #ﬁ%%las the

master keys kPt Qo8N ﬁra%erhwl @qmyrr@@h@n §81d The
serves as the KTM For security reasons, the LMK

should Hawditdeealibyoodt thestivmweeeonpanempandgd by

which at _l.ea e} nponent s ..are neede

o {hpor R STRe a8 eaiE T AR GP R B She s Erg, aroutines)
sgor ed omrRNAr&ar gecurhor el seand) SEeelr PKYs#ll-specific
administrator receives a SmartCard and secures it

with an i@RHQAkﬁEﬁe¥q¢{yg@gﬁ;aphy Standards) key routines

(generation, deletion, etc.) should be blocked
for the user. Thus, a higher key security is

ensured on the card.

e definition of clusters (with several crypto-

cards)

+ Generation and storage of a local master key
LMK. The LMK should be distributed over at least
three components of which two components are
especially advantageous for recreating or newly
initializing crypto-server cards. Preferably,
each of the components is written onto Smart-
Cards with PIN protection, whereby the security
administrators receive a SmartCard. In addition,
backup SmartCards should also be made. Subse-
gquently, the LMK serves as the above-described

master transport key KTM.

e user administration: deletion of the default

security administrator and definition of the



10

15

20

25

30

ing the PIN secret and storing the SmartCards in a

safe 30 place is to prevent unauthorized persons from
being able to access them WO 2004/072911

PCT/ DE2004/ 000083 21 In order to inplenent the

t Né@2004/07281dt er keys, there are preferabPgTAEIE4400083
two LMK conponents - correspogding to two different

aut hori zation cards - so that an automated

i npl ementation of a dual control 5 principle is
carried I ' . DES .rhe .
ID attri g%%’%rﬁj& :ghOMJkey tE:rganésjors S H{?P{ég%%e tlﬁ%y te site
i dentifigathentasdtandn woasbi gsaustourbebastd)Type
identification: KT Unanbiguous nunber: 01 to 99.

Length: fix 4 bytes is filed as CK CHAR[ ]. 15 As a
matter, o [ J@ari;Qus 4 r [ re

sui t abl egfor%%ﬁesl%rl?ng J"?ha?l on ?igudtlhorl e pe]?g‘cs)n]é@y K5,
are abl eehorgatiproutweapeikeghnge taf the KeMsanthestorage

enbodlnent descri be belom1u3|n si gnhat ur
hovever , 2Fs3paititcull@® y 2Far® éﬂg%‘§$

aCCOUHtSdl%Qefthee%Qﬁ?dP&U)bé“ sSs%wIétYij@@@é%ﬂ to the
mani pul ation. The signature key secures the integrity

of the kéylem&k%@§§eIﬁhéaﬁqunﬂmebeséw@ﬁﬁbﬁé fiog the
i nport of I mhether t he sender of

t he key ﬁ%éggégg %g&g§§§%% % ge Poi nt. The

generation of the signature key should onIy be

possi bl e by a security adm nistrator

regi st'er 880¢1ra td 08n@it @aﬁ&rsﬂu§¥%ﬂﬁﬂﬂqfkﬁﬁ¥iKﬁtxﬁ?%%SAOH

t hat hasth C ut Senshtiv d%ectort f
TRUE and Eeﬁ?%ﬁc%%%%ypggggh?ok%%LSE |né%$ng to e o

prevent the meﬁqﬂqﬂnineﬁtﬂﬁhﬂnaﬁnwglblgﬁodéﬁéw'COPYlng

of this file onto a diskette (access should only

ey!:sjlle'onto a

be possible for the security administrators).

Generating the transport master keys

New transport master keys (KTM) are preferably
generated in the manner described below. The local
master key (LMK) of an appertaining confirmation card
serves as the KTM. For security reasons, the LMK should
be divided into at least three components, of which at

least two components are needed for re-importation.

The individual components are stored on SmartCards,
whereby each security administrator receives a
SmartCard and secures it with an individual PIN. Keep-
ing the PIN secret and storing the SmartCards in a safe
place is to prevent unauthorized persons from being

able to access them.
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outside of the card. The ID attribute of the key
consists of a type identification and an unanbi guous
nunber. WO 2004/072911 PCT/ DE2004/ 000083 22 Type
identification: KS Unanbi guous nunber: 01 to 99.

L aviQt2004/072014 bytes is filed as CK_CHAR ]PCH/DEROSAHOO083
for the key to be exported, 2t has to be wapped with
the KTMand it is then stored as a file on a

di skette. The diskette has to be kept in a -secure

p' C& AL S@J;@_ﬁpir%geﬁfaeth@' ugh%f)e%bcogne%fte@wsvpt&ere

server car Integrity o

emﬂﬁedprbfarabbyeswﬂn;I@mstneuw@feLMKIycﬁmpedenms -
the cards that Is used for the w apping. Preferr%ék
AAGIRFRDGNG HQ thh Pore IRRE IR G 143 P FIEF in S

f@g@' !aﬂvw 5@@ @d éik%i@ﬂéﬁ%a@&ohheofr%ns@@ﬂ K',Qihtrol

yAttrl teVa + consecutive
umanhxgmﬁ&51s maﬁumedk&iﬂ.to KS99) for unanbi guous
designation of the key. CKA LABELIs not filled,
corresponds to the default value of the hardware at

t e d ik Mad e goney ai-‘t%ﬂle Qs HART D EDat gL esipiite of
whi ch the key is suppos to be valld in_the
the key consists a type identification and an

unambiguous number.

Type identification: KT
Unambiguous number: 01 to 99.

Length: fix 4 bytes is filed as CK_CHAR[ ].

As a matter of principle, various security mechanisms
are suitable for ensuring that only authorized persons
are able to carry out an exchange of the keys. The
embodiment described below using signature Xkeys,
however, is particularly advantageous since it accounts

for especially high security against manipulation.

The signature key secures the integrity of the key
messages. It can also be used before the import of the
key to ascertain whether the sender of the key messages
is the Postage Point. The generation of the signature
key should only be possible by a security administrator
who is registered via a SmartCard. This should be a
TDES key that has the security attributes ‘sensitive’
set to TRUE and ‘extractable’ set to FALSE in order to
prevent the key plain text from being discovered
outside of the card. The ID attribute of the key
consists of a type identification and an unambiguous

number.
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PKCS#11 format (is specified by the security

adm ni strator) CKA END DATEDate after which the
precedi ng key is to be del eted. CKA SENSI TI VETRUE
CKA EXTRACTABLEFALSE CKA ENCRYPTTRUE WO 2004/ 072911
P®&ID RBA9072290100083 23 CKA DECRYPT TRUE The PEHIDEP004/000083
nunber in the LABEL attributg) serves to confirmthe
successful inport into the crypto-server cards. A
hash val ue (for exanple, by nmeans of SHA-1) is 5
formed for this random nunber and it is used for
confirmng the successful inport as well as for

r glypasiidgnthe itagispar Kskey. The CKA I D and CKA_LABEL
attribuytes are to be filled as 10 CK CHAR Al .

f YPEREL 98eusi Buresrar 81dé0i 98d in the type via the

lh-3.0 i Le, [ Kk [ tted with th
el A PR S  EBEERTRY SRR IRy and s
upl oaded onto 15 the hardware on site |like the LM

The generation of the transpqort key wi |l be, described
bglnog\?r ‘Brlr#otrhiEhﬁpgﬁq%afng%’%agéigoétterdansbBr Jgyto be

| RTlapdiedg wi ke tRRPETMAIANAG ks FREIAAR Jre DN Al"de on

Preferably, the key generation nodule is configured

i @ Fichketomy Theatdighketgenbaat iton b kieptt riahsporstecure

k%&a %dg H(gngg% for the initialization of the crypto-
server cards. The integrity of the key file is ensured
by a processing routine preferably stored in the cards

that is used for the wrapping.

Preferred attributes of the transport key KS are

compiled in the following table.

Attributes of the transport key KS

KeyAttribute Value

CKA ID KS + consecutive unambiguous
number (KS0l1l to KS99) for
unambiguous designation of
the key.

CKA LABEL Is not filled, corresponds
to the default value of the
hardware at the time of the
generation.

CKA_START_DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is specified
by the security

administrator)

CKA_END DATE Date after which the
preceding key is to be
deleted.

CKA_SENSITIVE TRUE

CKA_EXTRACTABLE FALSE
CKA_ENCRYPT TRUE
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appertaining key nessage can only be initiated by a 25
security adm nistrator. The exchange interval shoul d

be one or two years. The transport key, in turn, is a
TDES key with the following attribute settings: 30

AW Oi2004/032411t he transport key KT KeyAttri POTAEI004/000083
2004/ 072911 24 PCT/ DE2004/ 009983 CKA | DKT + '
consecuti ve unambi guous number (KTO1l to KT99) for

unanbi guous desi gnation of the key. CKA LABELRandom

ALt hao | af a4 byt lhat
val u khavi-Aeg—the ICIIULI OF— 05—y t+E€S et V'ﬂa's_‘g'e'ﬁ'e'Fa't_Ed

usi ng &HFe_ 1 c GenleFBEE Random net hod.
CKA START _DATEDat e as of which the key I's supposed to

be valid in the PKCS#11 format (is specified by the
sdb@ | Fyndam My er odp ke ENBEMTERRES iMter  GRFERS to

R SHAAR, EBbeed e BB T e v PR ver

Thoa ridand émhaistb era live t (o i ABEmEld r it sz wels SHA-1) is

formed for this random number and it is wused for

confirming the successful import as well as for

releasing the transport key.

The CKA ID and CKA LABEL attributes are to be filled as
CK_CHAR. All further attributes are defined in the type
via the pkcsll.h file.

The signature key is encrypted with the KTM (=LMK,
CKM_KEY WRAP_ WEBSENTRY mechanism) and is uploaded onto
the hardware on site like the LMK.

The generation of the transport key will be described

below.

In this application case, a transport key including the
appertaining key message is generated. Preferably, the
key generation module is configured in such as way that
the generation of the transport key and/or of the
appertaining key message can only be initiated by a
security administrator. The exchange interval should be

one or two years.

The transport key, in turn, is a TDES key with the

following attribute settings:

Attributes of the transport key KT
KeyAttribute Value
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further

confirmthe successful inport
cards. A hash value (for exanple, by neans of SHA-1)

is 5 formed for this random nunber and it is used for
confirmng the successful inport as well as for

r sVe290497291d transport key. The CKA | D anpCTREICARBO0083
attributes are to be filled a4 10 CK CHAR [ ]. Al
attributes are defined in the type via the

h fiIe The transport key is encrypted with the

into the crypto-server

pkcsl | .

KTM (=
nessal
for t
to th
2004/

CIKMN KN \AR

D \I\EDCEI\ RY mmeohAa o) and
o=t e RS ahe——

I_IV1\, NANIVE TN T VAl

de&hatPng 15 the f
he transm ssion f
e central paynent

072911 25 PCT/ DE20

KT ot PN SE Tt TR cunamip by s
ropmivee VETQE to afBI2)r Tenter
sE gceus yde ehgnion of
0@%@00@@3 | temlengt Byte

no.
f2Msg
T KT

message,

f 8Key

21f 3Ver si onVer si on
1 byte startin
I DID of the transp

S lal l OITESCT T U
f?%%#ﬁ%%@?flcatlon Rand

Oll II J.lek%; %e% \é)grég mst ant
kenghe of réttRyeenfthale was
Pomerted yalne tloa' PRAF#H11

f12S

¢ tGémyraneRphndom texthadf 9 -
arure

%%Xlé’fixkﬂoﬁ‘f Ke%é%goaéoéf[v%igﬂgt e key is
supposed to be valid in the
PKCS#11 format (is specified
by the security
administrator)

Date after which the
preceding key is to be

CKA_END DATE

deleted.
CKA_SENSITIVE TRUE
CKA_EXTRACTABLE FALSE
CKA_ENCRYPT TRUE
CKA DECRYPT TRUE

The random number in the LABEL attribute serves to
confirm the successful import into the crypto-server

cards. A hash value (for example, by means of SHA-1) is
is used for

well

formed for this random number and it

confirming the successful import as as for

releasing the transport key.

The CKA_ID and CKA_LABEL attributes are to be filled as
CK_CHAR [ ]. All further attributes are defined in the
type via the pkcsll.h file.

The transport key is encrypted with the KTM (=LMK,
CKM_KEY WRAP_ WEBSENTRY mechanism) and a message having
the following structure is formed for the transmission

from the value transfer center to the central payment

assurance system:



5n-13f 13 - fnlTranspKeyEncrResult of the yptencryption
(wap) of the transport key 624fn+l1 - MACMAC for the

key f n+24nmessage; is' formed in that an SHA-1 hash
value is formed for the Fields 1 to 5 of the nessage,
adOt2004/0fa3H val ue i s encrypted with the BCHM¥E2004/000083
key (CKM DES3 CBC PAD nechanpsm the IVis filled up
with zeros; ID see field 5). Subsequent to the further

di stribution, this transport key nessage is

transferred to the ZinS central server. 5 The

interface is realized as a Session Bean, this service

i I of .Servj ce e
J?n%%g g‘%i&% ré torgl%l'nt e? %? _Qg; EI’%Ir) Thg)%ét J'&flfogr
[0

——2

911 PCT/ DE2004/ 000083 26 the transport
hotl d|exgect | tfie -abf¥er nenMisgggedat a| TheAtkfication of
breover, thel nessage ip stored at the| Past rg¢ kMekshge,
5 @ file po that the security adm pkshEaLRAES ‘AN

i oc_that

bt Ay o1 ont.o-onal o adi clat arn t n
UT JIV e U Ul O L

[da)

—

T+
-

L laaaYd
CUTTC T TJTTUU vilhe U1 mnmuir o o J CTTUAL J

iln a| saf &3pl acp. TNergilskettepVareiphenfuthd
b structure of the

message, 1 byte
starting with the
value ‘01°

0P
— O

oo wm
>0

= 5 — )
-
LDt

3 4 f4 - £8 KeyID ID of the
transport key in
plain text

4 4 £9 - f12 SigKeyID ID of the key
used for the
signature

5 n-13 | £13 - £, | TranspKeyEncr | Result of the
ypt encryption (wrap)
of the transport
key

6 24 foer - MAC MAC for the key
fne2e message; is’
formed in that an
SHA-1 hash value
is formed for the
Fields 1 to 5 of
the message, and
this hash value
is encrypted with
the signature key
(CKM_DES3_CBC_PAD
mechanism, the IV
is filled up with
zeros; ID see
field 5).

Subsequent to the further distribution, this transport
key message is transferred to the ZinS central server.
The interface is realized as a Session Bean, this
service is looked up by means of a naming service (Java

Naming and Directory Interface - JNDI). The method for
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initialization of new crypto-server cards. 10 A
preferred enbodi nent for releasing the transport key

will be explained below The value transfer center is
configured in such a way that it can release the

t VEASDOA07R@M KT. In order to 15 rel ease tRETIDEINOPHO0083
key KT, there is an interfacgovia which the centra

val ue transfer center can release this transport key
once it has successfully been distributed and

S e ' { n I I :
RSl DO SI AT RO, N0 p Iy igped cata
t ilewdh the rel ease is the appertai ning transport key
used subsequently for the encryption of data keys

(KD). The interface is realized as a Session Bean.

ThMoTe3i/el CRHeS fMRD Ul it JBAS 0Tt 1% "B e Point as
service. 25 The data structure for the rel easing
preocledle esoprtdfadr ablhy Besurhié yf ddmoinihgt patanet eas: later

I'tenlengtByte no. Designation cription h 14f1 -
£ ARG S HhETS SHOBHS WA KoL T D bl TS S B kept
f 24Randgarias pSlddel, hasd dabkuet¥Os2Q04 OfiZdd 1udéd for the
PCT/ DE2004/ 000083 of the random nunber that was

t Aaridfierdigdtdon f NEEICHRtI A SF aaiesr ansport
key

A preferred embodiment for releasing the transport key

will be explained below.

The value transfer center is configured in such a way
that it can release the transport key KT. In order to
release the transport key KT, there is an interféce via
which the central value transfer center can release
this transport key once it has successfully been
distributed and successfully imported into all local
payment assurance systems (Z2inS crypto-systems). Only
through the release is the appertaining transport key

used subsequently for the encryption of data keys (KD).

The interface 1s realized as a Session Bean. This

service is looked up by means of a naming service.

The data structure for the releasing procedure

preferably has the following parameters:

Item | Lengt | Byte no. Designation Description
h
1 4 f1 - £4 KeyID ID of the
transport key in
plain text
2 201 f4 - £24 RandomHash SHA-1 hash wvalue
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(
franspprt key| and all of its 10 attribu?é@ BABEL
q
q
1

31f 25St ateResul t of the encryption:' true = processing
necessary, release can take place fal se = processing
not successful 4128f26 - MessageDet ail ed nessage

f 153about the error causes, or detail ed success

nB¥e2H04/0A291dut hent i cati on of the key al | oR@TIRER004/000083
system of the paynent assur@pce system (Zi nS
KeyManagenent systen) vis-a-vis the PP KeyManagenent
systemis carried out 5 via Paraneter 2. Th|s is a

frarst—v at—s—fFormed—ustng—the—SHA ﬁc%hud oM
he LABEL attjibute of the transport k%

attribpte is ffilled with a random val u@ ﬁ?thEh?Fn%as
pf the|generation of the transport keytr@ppEerrad as

encrypted durling the trjansm ssion, onlyattheb@taof the
ryptoyserver| can conpute the correct hashnsparUekeyf

h83t r 3.nSIII ttjied n val ue | EBI gent ca

15 val he of the tomput ed P67 -Ehe LAB%%QEEF ?gafge

Wher eby said hash val uel is | ocated on tﬁ%CF%EFh@%

Poi nt |WebSentry nodul e and if the trphEHftTelrocessing
processing sffatus = true, then the trpRSpeFFakey is
activafed. WQ 2004/ 072911 PCT/ DE2004/ 0p0€88as@8can take
place

false =
processing not
successful

4 128 f26 - Message Detailed message
£153 about the error
causes, or
detailed success
message

The authentication of the key allocation system of the
payment assurance system (ZinS KeyManagement system)
vis-a-vis the PP KeyManagement system is carried out
via Parameter 2. This is a hash value that is formed
using the SHA-1 method from the LABEL attribute of the
transport key. The LABEL attribute is filled with a
random value at the time of the generation of the
transport key. Since the transport key and all of its
attributes are encrypted during the transmission, only
the ZinS crypto-server can compute the correct hash

value.

If the transmitted hash value is identical to the hash
value of the KT computed for the LABEL attribute,
whereby said hash value is located on the Postage Point
WebSentry module, and if the transmitted processing

status = true, then the transport key 1is activated.
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This means that subsequently, the data key nessages

are encrypted wwth the transport key. A variant of

this application case exists if the 5 processing is
erroneous (transmitted status = false). In this case,

t MEO2004/03291dr t hi s key generation and keRCT/DE2004/000083
distribution is protocolled ggd the appertaining
transport key is deleted accordingly. 10 A preferred
exanpl e of a generation of new data keys is shown

b o ln thi ppljcation.case, .a data key includin
t ﬁ]gq\gagﬁgﬂsait?ﬁa%gpskdebf%rgeusesné:gé"i sthgeen artaa{ ééf%/y messages: are

Preefceyplley, Wit thekeywaaldpenat ikey.systemis confi gured
in such a way that this action can only be initiated
by a security admnistrator. This should be done

e%?r¥ﬁE§5%% MBRt NSy, 4 Ifa ff&%g%%& KEE%@ iQxists if, the
circulation for ich n eedback (reléase or error)

hax opets leen fecervedebusm A drieniendéd aktpaygest false).
assuragnce system (ZinS central system), then the,
gzﬁer"gﬂ%nc%ﬁ?new FRtye o?Réd ReYthpéééﬁéf@R‘ and
hagyoeenstecsivedn Hhe }%%@058!1@5@&1%?”!@@ fagpetrgteaining

encryption of certain 5 matrix code contents  an

altsanspontekenndts e hedladd aeestraljandlndi ci a can be
produced for which no paynent has been nmade to the
postal service provider. This data key serves to

vey ifne fidieedl @xadlplRoYMGe gatirdtd it dheewWidita keys is

crypto-servers. The data keys are |ikew se TDES 30

k whh&elowe generated using the PKCS#11 function

C CGenerateKey and that have the followi ng attri butes:

Attributes of the data key KD WD 2004/ 072911 :

PCH DERD84/0000B3at 2On Kenphid 1 | ButdaMed ukey including the

C@%ﬁer g¥%¥%§'ﬁ§3ngQ?é gogg generated. Preferably, the
key allocation system is configured in such a way that
this action can only be initiated by a security
administrator. This should be done every three months.
If a data key KD is 1in circulation for which no
feedback (release or error) has yet been received from
the central payment assurance system (Z2inS central
system), then the generation of new KDs 1is blocked

until the feedback has been received.

The data key (KD) serves for the encryption of certain
matrix code contents and also ensures that no valid
postage indicia can be produced for which no payment
has been made to the postal service provider. This data
key serves to verify the digital postage indicia.at the
ZinS crypto-servers. The data keys are likewise TDES
keys that are generated using the PKCS#11l function
C_GenerateKey and that have the following attributes:

Attributes of the data key KD




nunber (e.g. 01) for unanbi guous designation of the

key (without a prefix); corresponds to the key phase

i ndicator that is encoded in the postage indicium and

in the Postagel D. CKA 1st Byte: Ceneration counter
LRMBEROO4/0T2Hilnpl i fi ed del eti on of keys i n RCEDHA206G/000083
crypto- systens that could nmp be activated Bytes

2-65: random val ue having the |l ength of 64 bytes that
was generated using the PKCS#11 C Gener at eKey net hod.

DATE —START—DBate—as—of vhreh—%he—kex;#s—f%%r——svppﬁeﬁd
to be vaePtrribiate pycs#11 format Y8L¥S illed with

the dquyenip date) DATE

MRecutive unambiguous
number (e.g. 01) for
unambiguous designation of-
the key (without a prefix);
corresponds to the key phase
indicator that is encoded in
the postage indicium and in
the PostagelID.

CKA_ LABEL 1st Byte: Generation counter
for simplified deletion of
keys in the ZinS crypto-
systems that could not be
activated

Bytes 2-65: random value
having the length of 64
bytes that was generated
using the PKCS#11l
C_GenerateKey method.

CKA_START_DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is filled
with the current date)

CKA END_ DATE Does not indicate the end of
the validity of the key
itself but rather the end of
the validity of the
predecessor. The date after
which the preceding key is
to be deleted.

CKA_SENSITIVE TRUE
CKA _EXTRACTABLE FALSE
CKA_ ENCRYPT TRUE
CKA_DECRYPT TRUE

The values for the CKA_ID attribute and the generation
counter are prescribed by the system. The CKS_ID is
always counted upwards by one, whereas the gengration
counter is only increased when the key release has been
successful. The CKA ID and CKA_LABEL attributes are to
be filled as CK_CHAR [ ]. All further attributes are
defined in the type via the pkcsll.h file.
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Does not indicate the end of CKA _ the validity of the
key itself but rather the end of the validity of the
predecessor. The date after which the preceding key is
to be del eted. CKA SENSI Tl VETRUE CKA EXTRACTABLEFALSE
CRAQ BHORYPIOITRUE CKA_DECRYPTTRUE The val uespdD/DE2004/000083
CKA_ID attribute and the genggation counter are

prescri bed by the system The CKS ID is always

counted upwards by one, whereas the generation 5

counter is only increased when the key rel ease has

been successful. The CKA I D and CKA LABEL attri butes

am@ el Oral@ohi IHthas SR GUR LABEIA httu¥ibl@e serves to

attributes are defined in the type via the pkcsll.h

f icloa.fivip 200et/ 9RZSEE SEUL/ DERPONL0GOG8S ti3e Thyptatd@nver
nunber in, the LABEL attrihute serues to__contir.m,t
s&@c}:gsss'f% I?arr%%ryalkﬁ o*fhe Oc:rrmyep otlb rr{l/%'_fmsc8|?‘cdégfi![]AAfl(3 for
hash svatdreddie hamped (E@nd neanssofusddA-flgr f ebndikhisig the
random nunber and it is used for confirmng the |
sECERF i ul npbiPosd wals aekbr 3%l eRFngteheasing the

tn k Th ti f f th
ANSRAG-tKgY., The generation of a message for e
exchan g of tﬁé 10 data key is somewhat nore conpl ex
and consists 'of the follow ng sequence:

The generation of a message for the exchange of the
data key is somewhat more complex and consists of the

following sequence:

1. The data key is encrypted with the KTM (=LMK,
CKM_KEY WRAP_ WEBSENTRY mechanism). This has the
advantage that all of the attributes of the key
(among others, CKA_EXTRACTABLE=false) are
concomitantly encrypted and are set correctly again
at the time of the decryption. With this encrypted
byte sequence, an interim message with the

following structure is formed:

Structure of an interim message for data key KD

Item | Lengt | Byte no. Designation Description
h
1 n fl - n DataKeyEncryp | Result of the
t encryption (wrap)

of the data key
KD with the
special WebSentry
mechanism (key
KTM)

2. The interim message, in turn, is encrypted with the
active transport key KT making use of the
ckM_DEsS3_cBC_PAD mechanism (the initialization vector

IV is filled with zeros).



1. The data key is encrypted wth the KTM (=LMK, CKM
KEY WRAP WEBSENTRY nechani sn). This has the 15

advantage that all of the attributes of the key

(anong ot hers, CKA EXTRACTABLE=f al se) are

cWoQaod4/amadly encrypted and are set corre@CyDEB2A04/000083
at the tinme of the decryptiom Wth this encrypted

byte sequence, an interimmessage with the 20

follow ng structure is forned: Structure of an |nter|m
nmessage for data key KD ItenlengtByte

no. Desi gnati onDescription h 1nfl -

nBat akayEnesypbeswd wf diwtitomectaydt ionféwneg) aall tite has
data key KD with the special WbSentry mechani sm (key
KTV SheThellavépgnsheEdsayEe:in turn, is encrypted

wWth the active transport key KT naklng use of the 25
cKM DEs3 csc PAD nechanism (the initialization vector

\/?fuétﬁf@dofﬂEﬂeZ&igé}sztagQQAéQJZ?J1fbr the data key
CT/ DE2004/ 000083 31 3. The ssage to be distributed

its for dand it has the follow ng—structure:

BtIrtent ULengt tﬂgtdiabribuﬂbsﬁgnu$iage f or DhGCdeaihsy
KD |t efrLengt Byt e no. DeS|gnationDescription h 12fl -

|2N%9Typc5GCIU£I ua? of—tie Keg eSS i fication of

MsgTyp
the key message,
constant ‘KT’

2 1 £3 Version Version of the
structure of the
message, 1 byte
starting with the
value ‘01’

3 1 f4 KeyID ID of the data
key in plain text

4 2 f5 - £f7 | KeyGeneration | Generation
counter in plain
text, e.g. ‘017

5 4 f8 - f12 SigKeyID ID of the key
used for the
signature

6 4 £f12 - KTID ID of the

fle transport key

used for the
encryption of the
interim message

7 n f16 - f, | HelperMsgEncr | Result of the
s ypt encryption of the
interim message
8 24 frier - MAC MAC for the
frniv2s interim message;

is formed in that
an SHA-1 hash
value is gener-
ated for the
Fields 1-7 of the
message and this
hash value,
provided with the
signature key
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constant ~KT' 21f3VersionVersion of the structure of

the nessage, 1 byte starting with the value 01

31f 4Keyl DID of the data key in plain text 42f5 -

f 7TKeyCGener ati onGeneration counter in plain text, e.dg.
180 2004/87291112Si gKeyl DI D of the key used POT/DHP®04/000083
signature 64f12 -KTIDI D of the fl6transport key used

for the encryption of the interimnessage 7nf16 -

f nHel per MsgEncr Result of the syptencryption of the

[ Hm-nessage-824fnl+l - MACMAC for th j i

b: is flormed in tlhat an SHA-1 halsh*XfaPte (SC_FAD
ated flor the Fields 1-7 of the pBecheeiand theslV
hl ue, provided wifth the is filled with
zeros; ID see
field 5), is
encrypted.

4. Subsequently, the data key message is transferred
for further distribution to the 2ZinS central
server. Moreover, it is stored by the security
administrators onto one or more diskettes that have
to be kept in a secure place so that they can be
used for the initialization of new ZinS crypto-

server cards.

The advantage of the double encryption of the message
content is that less cipher text has to be transmitted
to the KTM via the Intranet and consequently, crypto-

analysis of this key is rendered much more difficult.

For purposes of releasing the data key KD, an interface
and a protocol mechanism are provided by means of which
the release of the data key is protocolled. The central
payment assurance system is preferably configured in
such a way that the data key is only released after the
successful distribution and successful import of a data
key into the crypto-systems of the local payment
assurance systems. Only through this release is the
appertaining data key subsequently used for the encryp-
tion of crypto-strings that are to be incorporated into
the postage indicia and then the appertaining key
identification information KeyID is encoded in the
identification information (PostageID) of postage

amounts.
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si gnature key WO 2004/072911 32 PCT/ DE2004/ 000083 ( CKM
DEs3 CBC PAD nechanism the IVis filled with zeros;

ID see field 5), is encrypted. 4. Subsequently, the

data key nessage is transferred for further
dysdnobabyanito the ZinS central server. poOreE204/000083
is stored by the security 5 m nistrators onto one or
nore diskettes that have to be kept in a secure place
so that they can be wused for the initialization of

n%g'ZLnS crypto-,. server ,cards., 10 _The advant age of the

dOBfI RS ohS of SBRe ZfiEs g CWERt ERPTPYTPRAFSHesOTK
ChR@gde&hthagye s i r ansebbad the (R&ATM Yi &b hfent
I ntranet and consequently, crypto- analysis of this

k @y siug angred e ek enuc bZ bpb e ceginftiriadu | tand StiFer lpoapopeyment

of releasing the dat ey, KD, an interface_.and

PSS bR ST o @ by MRS by midife. 67 10 chrapRger
rekadee afpddtagtatmokey) i BppretecobkedneTha reentadlon via
paénent assurance systemis preferably configured in
stle a2RRY oHuEtathe ki k&he s dafly pélramsaraf tfar the
t c ful, distributio C | inport
o S5 e s S B e Ha' s s Aot B S e
paynment assurance systens. Only through this rel ease

{he Stcugturei ofi the mgphodsforngelenaingr dats keys KD

orppcatced Ji g 25 T 1Ne postage..narcra and Thnen..Lne
5 b ﬁgﬂ K e no. gignation escription

1 1 £l KeyID ID of the data
key in plain text
2 20 £f2 - £f22 RandomHash SHA-1 hash wvalue

of the random
number that was
transmitted as
the LABEL
attribute of the
data key

3 1 £23 State Result of the
encryption:.

true = processing
successful,
release can take
place

false =
processing not
successful

4 128 f23 - Message Detailed message
£151 about error
causes, Or
detailed success
message

The authentication of the key allocation system of the
payment assurance system vis-a-vis the key allocation
system of the value transfer center PP is carried out
via parameter 2. This is preferably a hash wvalue that

is formed using the SHA-1 method from the LABEL



10

15

20

25

30

identification information KeylD is encoded in the
identification informati on (Postagel D) of postage
amounts. WD 2004/ 072911 PCT/ DE2004/ 000083 33 The
interface is realized via CAWS (conputerized work

MR Qe0FOT2HNSt ens) between the central paBOEME2004/000083
assurance system (ZinS centrg4) and the |ocal paynent
assurance system (ZinS |local). The value transfer 5
center (Postage Point) PP receives the information via

the appropri ate pbean., The data struct or_.t.he, .
rélté%g"i epr&éedglil‘é e B AT %\Efnengﬂ%%ﬂ{‘erﬂtst.rlbute S
Steriugtdy e \afe H he et baddloar ¥8hersi ag deha keyseKRE the

I temiengt Byte no. Desi gnationDescription h 11fl| Keyl DI D
ofyemieraddion lafy the plats kext 32ofe the data key and all

f2 ndonHash -1 hash v of m

Lt vag o anChEr s | et Eapert SFVPI e Ot the
datran rketyi 841385t ateResebtrottt hgashcryplien:cahr unky be
procesme‘r(:g successful, release can take place false =

p hyptthe crypto-server of the payment assurance

system.

If the transmitted hash value is identical to the hash
value of the KD that has been computed for the LABEL
attribute and is located on the Postage Point-WebSentry
module, and if the transmitted processing status =
true, then the data key is activated. This means that
subsequently, the crypto-strings for the postage
indicia/postage amounts are encrypted with this data
key. When a data key is activated, the generation

counter of the signature key is increased by one.

A variant of this application case exists if the
processing is erroneous (transmitted status = false).
In this case, the status for this key generation and
key distribution is protocolled and the appertaining
data key is correspondingly deleted on the card. In
this case, the generation counter is not increased by

one.

Preferably, the key allocation systems contain a status
memory to store the executed key generations. As long
as no feedback has been received from the central
payment assurance system (ZinS central system) about
the executed key distribution, the status is displayed
as open. After the successful feedback and

distribution, the key is designated as having been
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successful 4128f23 - MessageDet ai | ed nessage f15labout
error causes, or detailed success nessage 10 The

aut hentication of the key allocation system of the
paynment assurance systemvis-a-vis the key allocation

SWEOM0729H val ue transfer center PP is PaT/DEID0H00083
via paraneter 2. This is prefjgrably a hash val ue that

is formed using the SHA-1 nethod fromthe LABEL WO
2004/072911 PCT/ DE2004/ 000083 34 attribute of the

h b fill ed he -
ran ta?% eglf_]A?(% ?lt tf‘?rgl O?Utf?ﬁlé’s ejglr?ergf?l\émﬁrtanlcFﬁe status

d&te%é@g’e S scedibpldaged kexmndald of idirors or the
attributes are encrypted during the 5 transm ssion,

tIPeer]d?rF‘é%‘ti h@a@%evﬁﬁueOEarﬁ oleyl RS e cas a@e by athe error
tidatdon’ frd rgayrgquwa%q(selgance system If the
entical

transn1t ash val'ue i's i to the hash 10
val ue of the KD that has been conputed for the LABEL

attribute and is |ocated on_the Postagrhh
Pt SWSSEM AT e s e PeifPi® aThea iGhinsng tofd the keys.

t {
pﬁo%ﬁséfé‘ﬂréélafak‘%hiv:.h@ueof £ squen?lrﬁ 'gﬁ% b%ea of the

activated. This nmeans that su
CfVﬂitU@- $thainsdef grentteyr pusitlagee ke s awdilmdd/mlsdvageln order

unts are e ry t ed MA%E this datg %§¥ﬁ.V%eﬁ atdata
ke)? st va‘i 9, HE \geh8fat T oRU T tbYntd PRt theator can
Sisgrattur£n k@!ch&vlllﬁ@f eRsesk yn ORBatA atffd @ts 011 hic¥ the
application case exists if the 20 proceSS|n IS
ekedifeol §XCePdns et efiTYY atist: ftdiee KTM n (ERMs KEYsSRAP _

“W%BS.:-{ﬂT‘F?Yf %eé}l?ér?ljs‘ﬁy 9eng" arté&?rggd them. These keys

should be securely stored in the database or in a

secure file system area.

After the successful archiving, all of the keys are
deleted that have exceeded their initial validity date

by more than six months and are no longer active.

Keys are restored - especially in the area of the value
transfer center PP -~ in that the archived key data is
decrypted again (unwrapped) and stored on the card. The

mechanism used is once again CKM_KEY WRAP WEBSENTRY.

After a key has been decrypted, a key with the same key
identification information KeyID that already exists on

the card is deleted.

Through special security measures of the WebSentry card
and through the distribution onto several SmartCards,
the master transport key KTM is reliably secured

against being compromised.
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key distribution is protocolled and the appertaining
data key is correspondingly deleted on the card. In

this case, the generation counter is not increased by

25 one. Preferably, the key allocation systens contain

a eOa004/07p%IMory to store the executed keyPCT/DE2004/000083
generations. As long as no fgedback has been received
fromthe central 30 paynment assurance system (Zi nS
central system about the executed key distribution,

| QG TP LES BT BRSO REE K 1St Gr POt ke

haxqng>h@@nmyﬁhzOQAkQF2&&&1&63M£E£80ﬂhQQQ@§aid%iion case
activated. In case of error, the transmtted status
medyje ing Ak plajedalinather of ér rewypdotderd” (PP), a
pr. S f I a an I

RS PAE 2N FREE, e b SRR EEEE Ryl s deve
t ameerdayankayarchie/ ity of gdreekayesd. A preferred
archiving of the keys in the area of the value

transfer center wll be described below In order to

Swegtrfi%ﬂ@wm tPgméfﬁgriéﬂ 3018 NicBlIAt g can slcalled
start an archiving tunction that encrypts all of the
k 8\do r{mexrctie pLMK6r aiBV)ha t hot e Kapp X QKM KE¥1WRAR1eted by

SENTRY nechanj sm, and returns them These keys

&qﬁ¥43§¥ﬂ%§Q;H&§%¥&F9%'the dat abase or in a
secure file systemarea. 15 After the successful

archiving, all of the keys are deleted that have

eRrkREr efei PP hi ERER OVl FaPey dafe thy e eHdpaatdon
TS} L0 YA oy 2028 D AR R Loo
applies to applications in all areas of the payment
assurance system. This 1is especially advantageous if
individual components are implemented preferably in the
area of the local payment assurance system or of the
central payment assurance system. However, use in each
of the other payment assurance system 1is likewise

possible.

A first application case is the initialization of the
crypto-card in the area of the payment assurance

system.

In order to initialize the crypto-card, the following
basic configurations are to be undertaken, whereby most
of the functionality can be managed via a management

tool (WebSentryManager):

* installation and configuration of the card,
uploading the card firmware, insofar as the
manufacturer has not already done so. The

firmware contains the Embedded Code (proprietary
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transfer center PP - in that the archived key data is
decrypted again (unw apped) and stored on the card.

The mechani smused is once again CKM KEY WRAP
VWEBSENTRY. 25 After a key has been decrypted, a key

wiw@ 2004/0329e key identification informatPGQD/DEIN0B000083
that already exists on the gard is deleted. Through
speci al security neasures of the WbSentry card 30

and through the distribution onto several Smart Cards,

the.naStggfEQ§@3p9&ﬁnhﬁy&5T3&;§%OZ?53§%{ d%%'f%%allty is

agai nst being conproni'se

PCT/ DE2004£860883d 36tbf thevaebBehesyManageehange of
the master transport key is to be nade, then
anal ogous to the application case involving an

initialigathon (of o%fygies ard” gpf%{}e e@%i; (ﬁfpto-

wel | as neM/S|gnature keys, ransp

keys haveatdsbe (§JebSeategMahhgem)i or KTM remai ns on

the card as a so-called "dormant LMK'" and has to be
appropriately deleted by the security admnistrator.

10 Pr ef emger@pr&f cehéortfa%ﬁﬁﬁopé hhetkey ey OQ?drM@n see

systemwi | [ be described bel ow. The presentation also
appl i es serap@iticatiraisi¢at abn aceas of fuhetganehity is

15" na ve KL BBt e TePR SR PLRERBE pr crerabl y i n

the area of the |ocal paynent assurance system or of

the central paynment assurance system However, use in
each ‘of UPRE AWBENHEFHEH OlssuFgAE 1oyst e jshe default

l'i kewl segop@sY ! 3) adgtgn Stirato APRhCalL PRNE RS Sokhahe

initialization
security admlnlstrators including the requisite

authentication rules (SmartCard-based)
Generation of two “normal” users (one for key
verification / one for key import) that
authorize themselves via a predefined PIN.

The functionality of the user administration is

likewise provided by the WebSentryManager..

* 1import of the signature keys (KS); see separate

application case

* import of the transport keys (KT); see separate

application case

* optionally also import of the data keys (KD):
(likewise see their own application case)

insofar as they have already been generated.

Here, the keys have to be imported in the above-defined
sequence. The card can be initialized at a central

place, whereby the complete crypto-system computer has
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crypto-card in the area of the paynent assurance

system 25 In order to initialize the crypto-card, the
following basic configurations are to be undertaken,
whereby nost of the functionality can be managed vi a

a Wiara04/082011 t ool (WebSentryManager): 30 PCT/DE2004/000083
installation and configuratigg of the card, uploading
the card firmvare, insofar as the manufacturer has

not already done so. The firmnvare contains the

Enhedde e .Gproprietary WO 2004/ 07291 .
SH D205 ATO000RE T Stk I RER TRt TE8 T 1R8 |3y This
f unctbesalibky tise WRiHmELH icAlQl td8letes the internal
WebSent ryManager) definition of clusters (with

sEFERY @By FOeN Bcaitds)s EmddSshiowavefaddre PGInpdat .of
the transport naster key (KTM, see separate
application case (functionality is provided by the
WehScie raidhpagetre 1k rarsepoadni masteat | key dedrt ioml of be
the default, security adm nistrator and definition of

t HEPoF&H i RY a&mlrﬁ%ﬂ atBPs Seridishg@eRenLggapsrgs who

AWARRNT 1A DDy T Ul g8nt RIS G dIRSEMY e 15 (FBRERA AN the
of two "normal™ users (one for key verification / one
f orypdp-igysdran bhameams hof | ae SmagrEeindesreadea and the
predefi.ned PIN. functionality of, the user
a r%srﬂcsltar%aepi gﬁlair-sl;%%ﬁ%evwds%e proVvi ed‘“ﬁ?’itﬁé"ce of the key
antﬂ}w\ﬁﬂagercarioonlfmbét ifbotbedsamrat Whe keysd using
(KS); see separate application _case
the dual control principle. This means that at least
two of the PIN-protected SmartCards that were generated
in the application case “transport master key” are

needed for the import.

Since the master transport key KTM can only be loaded
onto the card using both SmartCards and since the key
use is PIN-protected, it is ensured that this key can
only be installed onto the card using the dual control
principle. This provides a very high 1level of

protection against the key being breached.

This functionality is provided via the management tool
WebSentryManager. This management tool makes it
possible to load a so-called local master key (LMK
corresponds to the KTM described in this concept) via
SmartCards and to store them in a secure storage area

of the card.

It is especially advantageous to distribute the LMK
onto three SmartCards, whereby all three parts are

needed in order to import the LMK onto the crypto-
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import of the transport keys (KT); see separate 25

application case optionally also inport of the data
keys (KD); (likew se see their own application case)
i nsofar as they have al ready been generated. 30 Here,

t eoloews/ohigg to be inported in the above- Pl@frmmi)04/oooos3
sequence. The card can be ingyialized at a central

pl ace, whereby the conpl ete crypto-system conputer has
WO 2004/072911 PCT/ DE2004/ 000083 38 to be initialized

and s bseque has to be sent. This ,is because the
éﬁi af HBi 8 625516 ERERE nEFCURRRYr RIE NGt ators

| tg S n@é'dle%id ot i@ &rrte.mpgc'tk% Hast PRI Kdf kTm.

transport naster key can only be 1nportedby at I|"east
two security adn1n|strators who have |ocally

i ti Led hensel ves vi s-a-vis. the, t 0- system by
AT S SRaLIE A E° stitifed BrenanedBLPUT Y “FheY key
Siydls@afeds. iMUecd 4160 i PROuEaACBe@brEhenke mHdHETME the
this key can only be inported onto the card using " the

d%ﬂy dshtdefiepring i yretheri shaearadeRapatthcekay nmegsage
st henBl g!fé’méecéféin&fégt %%efh%dﬁfggerféﬂ@fj

the application case "transport are
nsa@nhﬁmmetMeynpmm bé5ghmmsatédr&mt@nﬂﬁewsm@rMays,

kﬁﬁFg%g%can only be &oaded ont o the card using bot h
S ¥sthfd S¥AEBLERe REFSCHSED shPFR p?r’%ﬁe ?@@CHatllY
| SRR kAt T Saﬁ@'@it%ﬁ%:@'%;b@nés@fé fsd mhoed by

the card using the dual control rinc
prtéxﬂ dedmanietyafiogh orvel aofdmk@t*eet |a@rd,agahnsughhe:hls

Kppiddae reachad T o A 1 LA NAULRS 3 Ane
payment assurance system that is to be initialized.

In order to import the key, the key message stored on
the diskette is decrypted with the master transport key
KTM (PKCS#1l function C_Unwrap, CKM_KEY WRAP_WEBSENTRY
mechanism). The integrity of the key message 1is
automatically checked by this routine. If a key with
this KeyID already exists, it is subsequently deleted.

For the further transport of the transport key
messages, the server of the central payment assurance
system provides an interface via which the distribution
and the subsequent import into the crypto-systems of
the individual local payment assurance systems can be

initiated.

The interface 1is realized as an RMI service. This
service 1is looked up by means of a naming service
(JNDI). The distribution is carried out via the CWMS
(computerized work management system) used for the

distribution of the P/N list.
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WebSent ryManager. This managenent tool nakes it 25
possible to load a so-called |local master key (LMK
corresponds to the KTM described in this concept) via
Smart Cards and to store themin a secure storage area
ofWOII904/87201130 It i s especial |y advant agePUF/DE2004/000083
distribute the LMK onto thrgge Smart Cards, whereby al
three parts are needed in order to inport the LM

onto the crypto WO 2004/ 072911 PCT/ DE2004/ 000083 39
hardware. In this case, three security admnistrators
are needed for inporting the master transport key KTM

The&E s e udeskeybansvhesjdihel s nEegat &y, otheh&deeynessage
nmessages; it can also be used before the inport of the

key thoTaeraias e R Ghfe QBRI bf Tl Wesr efbsTagrEo-
'3 Jteemvsa'aﬂgci/ tag g;ﬂf%@écganEErgP?%t g?gft%%hmf)or &h case.

signature e generate erent ways,

WTree Ima rtslye mesnenyal fe st ey ecsgynd tegh- hesteenay el e sqeerer iaddl youdff) via
advant ageous., The a p%#]ai ni ng key nessage i s stored

byAn GIRP R THG A% Uniidie, RAEIERT & SSHE ARG GUGHE em-
this application case, is inported onto a crypto-card

of the paynment assurance systemthat is to be

i M4 aregedptisofn naweketo Mepdpgeshel keghedkedkegt the

SRR e TR, SRR o
CKkMKEar VRAPe YEBIENTRYE secharitimn dhethst egrddyilmition

the key nessage is automatically checked by this

r RAGHRNLIER) 3 kKBPCR t B 2DCHhi ReREGIS alPead &4 &S, the
it segugnt | | ete th ranspert
ofar%ﬁaéit%%ansplgrt aesg mssgg ecg%tthzcé%é%g?{roé t he s
centtranla tpapaient lessuwrhete They stesmpr oxd des @fh this action

ILETERSE Y Y o LD JLSkr IO 25 g S e, een

the import attempt is repeated up to three times.

If the import 1s still not possible after three
attempts, then a protocol message about the failure is
sent to the ZinS central system (once again as a
function of the transport mechanism). If the import was

successful, a positive protocol message is issued.

The protocol messages are processed centrally via the
application case “protocol key processing”. The release

of the transport key is also triggered accordingly.

The import of the transport keys is either carried out
by a security administrator who initializes the crypto-
system on site or else this import 1is triggered
automatically by the ImportController of the key
distribution when the ImportController receives a new
transport key message. The key is preferably imported

according to the following process steps:
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the individual |ocal paynent assurance systens can be
initiated. The interface is realized as an RM

service. This 30 service is |ooked up by neans of a

nam ng service (JNDI) . The distribution is carried
oOWO084/0M29 QWS  (conput eri zed wor k nmanagP@EME2004/000083
system used for the distriBution of the P/NIlist. WO
2004/ 072911 PCT/ DE2004/ 000083 40 If a new

distribution job is created, the key nessage is
forwarded to all of the currently registered crypto-
systens and a protocol entry is witten for each case.

5 IThe aranagereit idn tde €y PEAT8Y $EE@R rirS e@JUtethidH the
via an application case of the paénent assurance

syst ehD AR Fddleibst omg imely teeEhee qrg atfedked at

the individual crypto-systens by an | nportController

at 10 regular intervals (as a function of the
distrirbubash veHcleani smioriweh domewielsdage S 5 of the
recei ved, the plication case "inport transport_ key"

is  alttGmEPecd IMFY AGFSREE YRS dhe wEPmlu@edhachi s

action is checked. If a negative feedback is
received, then 15 the inport attenpt is repeated up
t 3.t hildee t Bhrgpatifret hkeynpios t aissesttidinet thassi bves the

after .t hree  attenpts, t.hen a protacal ssage about

t he failélely et’lhgt & ]Tngtlt gzeﬂ nS (,Eaelrﬁidalrﬁe'syst em (once
again as a 20 function of the transport mechanism. If
the inport was  successful, a positive protoco

néssad@iiss ke ubd. UTRE oottt YRiesthgeBaghe Vighode skugned
tra] ' [ [ " t
central]ye Vi a%[)'l%t app 'Q@é%fl%"fs%ascesc 258 %@%h{r‘é%srlné the

processi ng”. The rel ease the transpor
al so timigdgerldd aadicor dremtgr TWeismfididfedf wiikdh zeros) and

transport ke I s _either cgééyqd out byeﬁ_securlt

adni niSFPZEGS Wto FveHS &+ iy gralues match, the

integrity is ensured and it is assured that the

message was created by the PC franking system.

5. The content of Field 5 of the message is decrypted
with the KTM (C_UnwrapKey method,
CKM_KEY WRAP_WEBSENTRY mechanism). As a result, the
appropriate transport key object is generated
automatically and stored on the card. In addition,
the mechanism once again implicitly checks the

integrity of the key as well as the correct sender.

6. If a key with the same KeyID already exists on the

card, it is deleted.

7. A hash value is formed for the LABEL attribute of
the newly imported key using the SHA~1 method and
this is returned together with the KeyID and the

positive message as the return value.
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systemon site or else this inmport is triggered 30
automatically by the InportController of the key

di stribution when the InportController receives a new
transport key message. The key is preferably inported
acworztion7eo1t he fol l ow ng process steps: FOI/DE2004/000083
2004/ 072911 PCT/ DE2004/ 0000832 41 1. A registration on
the card is carried out with the 1D and PIN bel ongi ng
to the Keylnport user. 5 2. A hash value is formed for

Fields,l - 5 of the transpor ey nessage using the
SI§A 1$frtﬂeet NoF - f.esﬂémsilg%aeﬂ#egkey i s ascertained that
owns the KeylD that was indicated in Field 4. 10 4.

This key is used to encrypt the hash val ue forned
uritter PPoPﬁP@C(@Mﬂ@E%g@chmﬁ@éﬁaﬁh sffomhethe return

orparai 5 e %25 Pl B ML S0 Wheen

integrity is ensured and it is assured that the

message mas created by the PC franking system_5. e
corft-edinYof feitdrd SaBFeF‘Hgsne%%‘éﬁﬁdl Sfec F&tsedKeWIPh see

the K'U\Ar(l(;_ntgn\geesqﬁq%égetg@%wﬂ JEX VRAP VEBSENTRY

mechanism. As a result approprlate transport
key object is generated automatically and stored on

the card ddi ti t.he nechani sm once, a

e 2 St CRBCRb brdre i ot ST esk Epdte g jo,cthe
t o widest ogendsy . cReécRinbf € keMewMatd hea5B8e Heyldhis
al ready exists on the car it is deleted. 7. A hash
vaage i sEUprhel PEPCeneingBEE abpriteg: @nst a ;W value

nevd y L RRRERD e 454 19t Re S JTAE ROL Afror code as

well as an error message. For the KeyID, the stored
number of failed attempts 1s increased by one. Once
this number has reached three, a protocol message is
created from the most recently transferred return value

and sent to the central payment assurance system.

In case of manual initiation, the result of the import
is additionally displayed on the monitor of the

security administrator.

Preferably, steps 2 to 7 run directly in the card
software (embedded code}). This increases the
performance as well as the security against being

breached.

For the further transport of the data key messages, the
server of the central payment assurance system provides
another interface by means of which the distribution
and the subsequent import of the data keys into the
individual crypto-systems of the local payment

assurance systems take place.
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this is returned together with the Keyl D and the
positive nessage as the return value. WO 2004/072911

PCT/ DE2004/ 000083 42 8. The user session is ended. 9.

A protocol message is created fromthe return val ues
aiOi 200440728ht to the ZinS central system PETAPE2084¥000083
failed attenpts stored for thgs KeylD (see variant
descri bed below) are reset. A variant of this
application case is that one of the 10 routines or

the checking of the MACs fails. In this case, further
processing is aborted and a return value is returned

CaHei Anf@ rifhacderlsD, réHeieeH0ra§0de 88ssWhl B8aAP this
error message. For the KeylD, the stored nunber of
f A958R tlehprecked iR readewpny ohed mBENG 5SeRYEce (Java

NWHEr ched oco ssage i s
creatégpgﬁg%ﬁ%he nég ?gg%nzﬁ%g%raﬁgygﬁréd return

value and sent to the central paynment assurance

Sﬁﬁgen1 In case of manyal initiation, the result of

t He'$ npBie t 3P Y5 9fdi tiSonA3 YL 4PSpl &d oft&@hethe CWMS

Mo dRsuPérihed %@&yti%%@ﬁﬁv@ teh] eL&RP! ¥or the

steps 2 to 7 run directly 1™ e car software
( shilseiddidab twioate)o £ Tities BANrkdastes t he 25 perfornmance as
wel |l as the security against being breached. For the
further transport of the data key nessages, the

sarives péwt Ae seenbudli opayymnt i asgueateq, StsleeRey message
provi des 30 another_interface by means of which the

dist rirnansed il ahe ShubEeuerErenpby tTF1sFRr et @rypto-
K i 108 al gb¥698f|eﬁE¥§tQSS*&H%P%dﬁfJJ“%AéHE%ase.
paynent ~assurance systens take place.
The crypto-systems is managed via an allocation system.
If a distribution job for a data key is already in
circulation for which no feedback has been received at
the value transfer center PP, then the accepténce of
further distribution jobs for data keys is rejected

until the point in time of the feedback.

The receipt of new key messages 1is checked at the
individual crypto-systems by an ImportController at
regular intervals (as a function of the distribution
mechanism). When a new message 1s received, the
application case “import transport key” is launched
automatically. The return value of this action is
checked. If a negative feedback is received, then the

import attempt is repeated up to three times.

If the import 1is still not possible after three
attempts, then a protocol message about the failure is
sent to the ZinS central system (once again as a
function of the transport mechanism). If the import was

successful, a positive protocol message is issued.



10

15

20

25

30

WO 2004/ 072911 PCT/ DE2004/ 000083 43 The interface is

realized as a Session Bean; this service is |ooked up

by nmeans of a nam ng service (Java Nam ng and

Directory Interface - JNDI). 5 The distribution is

cavoi2004@I29Mi a the CWWB  (conputerized WoPKT/DE2004/000083

managenent systen) used for yhe distribution of the

PINIlist. 10 If a new distribution job is created, the

key nmessage is forwarded to all of the currently

regi stered crypto- systens and a protocol entry is,

witten for each case. The crypto-systens i s nmanaged

ViIthedp bt 0681 | ABsEUFE8Mard fpRodbssElbekn@Raal kA ache

data key is already in 15 circulation for which ™ no

f eepddciatian saae ragtiagplatkey erecg spingansihke release

c PR, 1 cept e . [ o .

i s S e G0 AT Srioqdfediby ehig 9ertee

paiintn idadd.me of the feedback. 20 The recei pt of new

key messages is checked at the individua

crypto-systens by an InportController at regular -
Vi%pggﬁ@g%ﬁ fiocyhen Qfeggh‘?_.sd'es.l.ttrh'e_kimdgl%ihed out by a

mechani sm . en a new nessage is recelved, the

amsdwat tyn adsnistpatort renspdmnikeylizssl aune hed gt o-

automatically. .The returg_val cti,on i

.of t.hi .
CROREEM 197 3 St Ve Fddfbacib it ARANed 1] héf iggered

| i dmat Leapl y sbiepeakediMpor@ ddtieeol188S. off ¢the key
inmport is still not possible after three 30 attenpts,

t 16ErP G ok ben| Whessale dbmartfentaplles recedyest @ new
t ' stem (once again as a function of
i R o T e

t he )anisn). |If the inport was

successful, a positive protocol nessage is issued. WO

2004/ 072911 PCT/ DE2004/ 000083
%Le key %s quorted analogously to the import of the
transport key, taking into account the special features

of a data key message:

1. A registration on the card is carried out with the

ID and PIN belonging to the KeyImport user.

2. A hash value is formed for Fields 1 - 7 of the data
key message using the SHA-1 method.

3. The signature key 1s ascertained that owns the

KeyID that was indicated in Field 5.

4, This key 1is used to encrypt the hash value formed
under Point 2  (cKM_DES3_CBC_PAD mechanishq the
initialization vector IV is filled with zeros) and
compared to Field 8. If these two values match, the
integrity is ensured and it is assured that the

message was created by the PC franking system.
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44 The protocol nessages are processed centrally via

the application case "protocol key processing”. The

rel ease of the transport key is also triggered by

this applica- 5 tion case. The inport of the data keys

i Wi 200df072atYi ed out by a security adm nPSUYREZ004Y¢00083
initializes the crypto- systggion site or else this
inmport is triggered 10 automatically by the

| mport Controller of the key distribution when the

| ngor t IIer Sceives a new dat a, ke ssage. The
kérg; |tél%ér1m(%% e ana bsgsljystgstcr?erq? %! g;?‘ SAEh owpg the
transMetlkenhatt akd9driditen @ad ountridned sepeci al

features of a data key nessage: 1. A registration on

the card is carried out with the 1D and PIN bel ongi ng
tq;th YAIMOL f+ USET A-h f or

for rﬁgéél - %t ?F Elggata quﬁg%égégﬁﬁé 1§’#§%&ypted
SHA- 1 wm:tlfhdrhe kefhasseghained keyeirs Pagess t5ai nedl déwedypt

owns the 2 KeélDthat was indicated in Field 5. 4.
Thi s BSFITus E8Y L BESheFRpPAPh M RGRANY 8Mue ?Qﬁrnﬁ?ltlall‘

under zPaQiern veehkM,DES3 GRC ?‘f‘?l g?cvhﬁh%ntﬁ hs@erog)

initialization vector IVis fi zeros
conparzesuld Rifelthes . dedrygtelsm tiwo aralirdse miot gigssdye.
integrity is ensured and it is assured that the
nessage was created by the PC franking system WO

2004/ @r291doPCdhDEIGOF D88 A4S thhe ThatbEARSRASsHRY is
is ascertained that owns the KeylD that was indicated
in Fi d&FBYPESAThY iddht drte of KEMel d C7 Wiw ¥ aeKpwssagahod,

I's de@P48Y WRAP WEBSENTRY mechanism). As a result, the
appropriate data key object is generated
automatically and stored on the card. In addition,
the mechanism once again implicitly checks the

integrity of the key as well as the correct sender.

8. If a key with the same KeyID already exists-on the

card, it is deleted.

9. All of the data keys on the crypto-card are read
and checked as to whether the wvalue of the
generation counter in the LABEL attribute, byte 1,
is the same as the newly imported key. If this is
the case, these keys are removed from the card.
These are keys that - due to an error in the import
into a crypto-system of another local payment
assurance system - were not released on the value

transfer center PP,

10. A hash value is formed for bytes 2-65 of the LABEL
attribute of the newly imported key using the SHA-1
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5 wth the key ascertai ned under Point 5 ( C Decrypt

nmet hod, CKM DES3 _CBC PAD nechanism the initiali-

zation vector IVis filled up with zeros) . The

result of the decryption is an interimmnessage. 10 7.

TR Oc200dd729bF Field 1 of the interi mnmessa@a/DE2004/000083
decrypted with the KTM ( C_UnwsapKey net hod,
CKM_KEY_WRAP_WEBSENTRY nechanisn). As a result, the
appropriate data key object is generated

aut o"% tcr{%c!l yar?cpdtt'%llsorfsd P%‘%L}n?r%%?@g%%é}g%gdwg%%ﬂl O’Qhe l!?eyID

t he mechani smonce agal n 1

i nt egraridy e tgwes kewamewddgaisad henEordaetn Sedes. 8.
If a key with the sane Keyl D al ready exists-on the

card, it is deleted. 20 9. Al of the data keys on the

crypt I ! ' e 0 ther ;
v TR S I IR e U e,
attribute, byte 1, 1is the sane as the newly. inported

key, If this is 25 the case, these keys are renpved
fr %epfé)?: COThBEE SHYE ks ?ﬁﬁtat-eddugrf’ﬁl am@r rfrturn

in the;d IR tand MO & ot s Hem afs anathel1 | Srlem.
paynment assurance system- were not rel eased on the

value transfer center PP. 30 10. A hash value is

for r it.es, 2- of .t he LABE ttribute of e
ngﬁf§qV%€oF?é&%§%yag§FW cheS ?ﬁ?? V§§5063W6528T¥&B (see
PCT/ DEZG4H 00 08 r e dridiash jargkrd hiessdts, ret ur ned

together with the KeylD and the positive nessage as
the return value. 11. The user session with the

cryp§ Qe £ahd b% @Rded-apdblication case is that one of the
routines or the checking of the MACs fails. In this
case, further processing is aborted and a return value
is returned containing the KeyID, the error code as
well as an error message. For the KeyID, the stored
number of failed attempts is increased by one. Once
this number has reached three, a protocol message is
created from the most recently transferred return value
and it is sent to the central payment assurance.system

(ZinS central system).

In case of manual initiation, the result of the import
is additionally displayed on the monitor of the

security administrator.

Preferably, steps 2 to 10 run directly in the card
software (embedded code). This increases the
performance as well as the security against being
breached (especially of the initialization vectors IV

as well as of the KTMs).
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12. A protocol nessage is created fromthe return
values and it is sent to the ZinS central system 13.
Any failed attenpts stored for this KeylD (see 10
vari ant described below) are reset. A variant of this

appoI20eY/0da9thse is that one of the routi PET/DE20038000083
checking of the MACs fails. kn this case, further
processing is aborted and a return value 15 is .
returned containing the KeylD, the error code as well

e., For the KeylD,__the stored nu
?Xfaﬂ?e 8%t5¥n§$%| aﬁ%mt%%%eag gaghae (ﬁ§ t?ﬁ%@teély’
ehasl ¥ eashetat by feonaapr ala@§Olc MBRSAASydtSems of the
created fromthe nost recently transferred return

vVRAYETY ARFYEANEE sTILED AhePeenthbe, myﬁﬁﬁrably on all
a%sfurﬁl%ﬁ S fnée£%%gst%enc?§f%?g¥§tg%g)np C%ﬁSt are no

manual nftiation e resu

addingeanaldedeat spl ayed on the nonitor of the 25
security admnistrator. Preferably, steps 2 to 10 run
directly in the card software (enbedded code). This

| N Rasf-d o AL TRITRNGES, as1 d@hlp as the security
agai nst being 30 breached (especially of the

initialization vectors IV as well as of the KTMs). WO

22?4/2@@21 Pg}ﬁ?ﬁgQ@%ﬁ Og%g 4£P§a%|§?n%g gEchard are

regul aidabr L rasd MY SEMUD- Sy Sd Sddn@ing h@rd@ﬁyé@@érdlng
assurance system as possi bl e, preferably on all of

t hem tehdhesrs o t Chefel 1 ettt b Wes)s- t hat are no 5
| onger needed. Procedure of the data key cl eanup 1.
Al'l of the data keys KD | ocated on the card are 10
aster ttaimeshandksgr tofd timi sastest} ngher derl lanciorgli eigecking

procedures are carried out:

I. The successor of the key is determined (next-

larger ID).
ITI. If present, the following is verified:

l.whether the CKA_END _DATE attribute of the
successor indicating the end of the wvalidity
of the predecessor is smaller than the cur-
rent system date. If this is the case, then
the currently processed key of the list is
deleted.

2.whether +the generation counter of the
successor (byte 1 of the CKA LABEL attribute)
is identical to the generation counter of the
currently processed key. If this is the case,
then the currently processed key of the list
is deleted.
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to their ID (CKA ID attribute). 2. For each key of

this list, the follow ng checking procedures are
carried out: 15 |I. The successor of the key is

determ ned (next- larger ID). Il. If present, the

f WORA0AY7281 veri fied: 20 25 30 |.whet her POF/OURZOEND0083
DATE attri bute of the succeggor indicating the end of
the validity of the predecessor is snmaller than the

cur- rent systemdate. If this is the case, then the
currently processed key of the list is deleted.

2. whet her the generation counter of the successor

(IBie keof gdrucddN hfBHls aptsfOHABly iprdtdbiTall b® the

the generation counter of the currently processed .

kSPIVST t Af s e tFRNeRE, PayReRt RS HWFaRAe| pystem (Zins
I

prosassed t h [ [ I d /0 .
PCT/ DE2004‘47<%%‘6%%) ' g%é REvE e;ﬁ/h%?ogtégs Pnr\géqu OS%OO%fleederzbg‘% lﬁ/hl s
pragipolcigtd etomnchlse see véheoft tdrespent r deypaym@ntthe data
aﬁéyrance system (ZinS central server). The keys that

ar 3brotoco||ed by this 5 application case are the
transport key and the data key. For each distribution
job, a protocol is drawn up indicating to which
adldweedcypt i sy sibmtilon kgpbl0 arepragoams dentdrfen up

e%ﬁﬂtﬁ¥§{fgbangoeaﬁﬁighStéé %%Eoncrypto—system the key
message was sent. For each system and each distribution
job, a separate entry is generated that is first set at

the status “sent”.

After each successful but also after each unsuccessful
key processing, the individual crypto-systems generate
a protocol message and send it to the central payment
assurance system (Z2inS <central system). This
distribution either takes place via JMS queues or by

database replication.

In the area of the central payment assurance system,
after the messages have been received, they are used to
update the above-described protocol entries. For this
purpose, the status “processing successful” / “not
successful” as well as possibly an error code and the

message are stored.

Following the processing of the protocol messages, it
is checked whether distribution jobs exist that were
successfully incorporated by all of the crypto-systems.
If this 1is the case, then the release of each
appertaining key, especially in the area of the value

transfer center, is initiated. As soon as a system
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job, a separate entry is generated that is first set

at the status "sent". After each successful but also
after each unsuccessful 15 key processing, the

i ndi vi dual crypto-systens generate a protocol nessage
aiOs200d/072911 t he central paynent assur aRCE/RE2104/000083
(ZinS central systen).' Thisg49distribution either

takes place via JMS queues or by database

replication. 20 In the area of the central paynent

a syst ft av. .
FRhIREE L, Poofied SN R et e e
prEgonivenstatss Fer geiexratad phsethé herehabds the value
"processi ng successful™ / "not 25 successful” as well

ad 5T \CH & ror code and the nessage are stored
Foll owi ng the processing of the protocol nessages, it

i s checked whether distribution jobs exist that were
3Tsuciessfaldty the dgprodlesbdy ladd loden himvoked is noted
crypto-systens,  If this is.the case, then the release

o Bein ChBpetiSFRIRYTREP  dSpeciRl | JhRk (RE aR8didhonal
theeMvaddies hrancherieNt&is £sri Bl tdiatafl. 1A, SR8N 1@ hA as
system WO 2004/ 072911 PCT/ DE2004/ 000083 49 reports an
erfhe neteorkespvedi nhaaesoigberint endenesgata eewstal tempt

IS ge ted i r of val ue,  transf
3 AREEE S, Pab e R e ES o API B recase
i medseicbd s noted with the distribution job so that no

additional releases are carried out for a given job.
As long as the note, however, has not been entered, a

now &bt ermt wfgigggsi% bEGHLRE WHA, VA PrdP 8OWAdlod of
time to be defined, preferably several days, for
example, three days, feedback has not been received yet
from all of the crypto-systems. After the expiration of
this time, a negative release message is sent to the

value transfer center.

Preferably, the key allocation system has a user
interface that allows an administrator to check the
status of a key distribution job. The following data is

then displayed for each distribution job:

. the number of systems to which the distribution

message was sent

. the number of systems that have reported back a

successful processing

. the number of systems that have not vyet

reported back the outcome of the processing
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A special variant is present when, after a period of
time to be defined, preferably several days, for

exanpl e, three days, feedback has not been received

yet 15 fromall of the crypto-systens. After the
eMPOr20H@I29F1 this time, a negative rel eaBET/HEXDIN00083
is sent to the value transfgp center. Preferably, the
key all ocation systemhas a user 20 interface that

all ows an adm nistrator to check the status of a key

distrhbutl jQb., The oIIo
di spl ayed g? eg%% %rﬁgﬁtﬁg% qgﬁﬁz ﬁﬂgenﬁﬁﬁgftgé back
syst ems t@n\/\mncslmctcléescfms_t Ipxl@dels@ing% message was sent

t he nunber of systens that have reported back a
successf ul processing 30 the nunmber of systens that

e i 4SRRI LB FoSK e AU S ELA Gy iy i

nltmﬁaaercuxfraytstsezrmmsh@tf leaith rs3rdned Datilsplaiyed.

unsuccessful processing Mreover, a detailed listing

can be drawn up in which 5 the current status of each

SE%tQﬁi'§lgé§HE€X%@ ﬁﬁ:afsabb% q@'é“%o'3léﬁlg95%3y§ily

display locally 'the keys stored on

aﬁb@r KIS %G orgdd onl @ hlet ap&adaaam:a@emasrdf or all of

the keys for which distribution jobs were generated

to be archived in the area of the central paynment

agsur asceagyshesyeobsef £6ablyll n@ ar eRievi pgyks ¥ I ived ch

out, on the |ocal systens. There, the keys are stored

i Aithe ivat-ivan dabse wwgr@ve@ heoched arghnyerdeyn the

R30S £ Nk e &l 0,1 e € 8LENAER  T06stem.

key restoration of transpor eys and® ataakeys ca
Preferably, no archiving is carried out on the local

systems. There, the keys are stored in the non-volatile
memory of the card. Only key messages that were also

released are archived.

The key restoration of transport keys and data keys can
be launched centrally for a specific crypto-system. In
this case, the current keys from the archive are'ascer-
tained and sent to the specific crypto-system. For this
purpose, protocol messages are likewise generated. With

this type of key distribution, only the release message

is absent.

If the master transport key KTM is lost, then the
corresponding crypto-system either has to be sent to
the security administrators for new initialization or
else the security administrators have to initialize

each system on site.

The master transport key KTM is reliably secured

against being compromised through special security
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be | aunched centrally for a specific crypto-system In

20 this case, the current keys fromthe archive are
ascer- tained and sent to the specific crypto-system

For this purpose, protocol nessages are |likew se

geME 20872t h this type of key distri buPCIME2((4y000083
the rel ease nessage is absentl. 25 If the master
transport key KTMis lost, then the correspondi ng-
crypto-systemeither has to be sent to the security
QAL SEER! 0% | @b NeWIHY LA LizakLon Obnf! $RldIEn  the
security admnistrators have inrfialize each

syt idoutsidre. orfte svwesd el t SranspPOatdieys Kidll sas through
reliabhy secured agai nst. being conpromn sed through
spets dVECTFTA9R WS YL 0D 8911 PCT/ DE2004/ 000083 51
nmeasures of the WebSentry card and through the

di stribution onto several SmartCards as well as

t et he hes sl tif- stragexkbypnggstain t be Neasitehe| esansport
i f éﬂ\fxchan of #he mast er trang&prt keé%if %o t

olite, 25 oW TS tRIATF A or Y ReyERTMIERNSHRIT K&Yn as
Sivgelal Ure kews, st ARkt ng, ang sGhipdrikeysybaved ddata
be generated. 10 These then have to be inported into

al¥ewt hawe kg do-genrtaird of the | ocal paynent

assurance systens. This involves nore effort since
either all of the crypto- systens have to be

t rdresyortleen t bavbet oeber dmpoadmdniisitroatd ldn «f tehandrypto-
back agai n, _or_.e 15 securit% adm ni strators

0 lse th .
heRUEs S8 ¢ Rf eIt LPFast PANEIETY (245 GFAPRE 1ySHems . This

PR v &S SHHRBC & SHHENB 1 ncdh 18 He. aiheokse R ¢PFpto-
security mechani snms according to the invention for
t Ry semer hearspdre key Kikkinsported to the central

administration site and back again, or else the
security administrators have to travel to all of the
sites of the 1local payment assurance syétems.
Therefore, the use of the security mechanisms according
to the invention for the master transport key KTM is

especially advantageous.

The prior master transport key KTM remains on the card
as a so-called “dormant LMK” and has to Dbe

appropriately deleted by the security administrator.

The key handling and the decryption should be present
on the crypto-card as embedded code. In this manner,
not only a greater degree of security is achieved but
also a performance improvement of the crypto-system is

expected,

Preferably, the crypto-cards contain the standard

PKCS#11 functions listed below:
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especi al | y advant ageous. 20 The prior nmaster transport
key KTMremains on the card as a so-called "dornant
LMK" and has to be appropriately deleted by the
security adm nistrator. 25 The key handling and the
davoyanod@y2shpul d be present on the crypt eCTADE2GRA/000083
enbedded code. In this mannegp not only a greater
degree of security is achieved but also a perfornance
i nprovenent of the crypto-systemis expected. 30
Preferablx,é£Q§ﬁ§2%ftoncards contain the standard .
PKCS#11 funct+or® 99%1%¢ ¢ bel ow. WO 2004/ 072911 52 5 C
Cl oseSessionr cde It i@ili st Clnit C-lInitialize
C _Login C [Fogout C OpenSession PCT/ DE2004/ 000083
al ong wi t hdgrtesent ed extensions. Mreover, 10
per manent | t-Qr. f tions should not contain any
further e£¥éﬁé§iﬁ§§%§£% ird parties and the extensions
requi red here lIavgdrexcl usively integrated as functions
for crypto-cards of the paynent assurance system 15
In order t'o<ddS1%t e the enbedded key-handling

eP

met hods qf ¢ dggg%&%anL, t hese net hods are given a

prefix. This prefix is defined as CE_. In this case,
CE st ands
along with the presented extensions. Moreover,

permanently stored functions should not contain any
further extensions of third parties and the extensions
required here are exclusively integrated as functions

for crypto-cards of the payment assurance system.

In order to designate the embedded key-handling methods
of the PKCS#11 DLL, these methods are given a prefix.
This prefix is defined as CE_. In this case, CE stands

for Crypto Extension.

Each embedded method supplies a return value of the
type CK_RV, which is defined as a fixed component of
the pkcsll.h include file. It is advantageous that,
during the implementation of the embedded methods,
additional error return values are defined and these
are provided in a C++ header file for integration. This
measure 1is advantageous in that, through an invocation
of an embedded method, various Pkcsll methods can be
invoked which are nested on the hardware. Another
advantage here is the completely newly established key-

handling within the software of the crypto-cards.

Example for illustrating the method syntax:
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for Crypto Extension. 20 Each enbedded net hod supplies

a return value of the type CK RV, which is defined as

a fixed conponent of the pkcsll.h include file. It is
advant ageous that, during the inplenentation of the
efvozied/07eohbds, additional error returnpPCI/DESRI0O083
defined and these 25 are proggded in a C++ header file
for integration. This neasure is advantageous in

that, through an invocation of an enbedded nethod,
various Pkggl t hod n be invoked which .ar

nested on ?ﬁe afd%&#@?%%ﬁggﬁ@P QE@&?WF&GE éﬁésis‘the
conpletely newy established key- 30 handling within

the software of the crypto-cards. Exanple for

i Wit the pheametiesd lsiathiaxpaymnebessothetl have to be

PP AL 8 ) G D AT s

t dbyereffdtdrack Wi The andtesed tname isapsimwedeflrby meansngful
of call 5 gy reference. The nethod nane is fornmed from

MR hFAMPLRRE HORB bR ALt PERY 1ERae FIGH deler Rfodvhafeathe
ofilg tdies et hod does. The word sel ection is nade

in such a way as to allow an 10 associ ation of

meani ng contents, for exanple, through the use of

English technjcal,terns. The jntroduction of two
et R DG T QL Ve dnade Yor PRSP {ReVFYNES | bRaftign an
ofagidd £iendn epeddac i) hesistedBs A Ebst I&H AR, Sthrough
made between the enuneration type for Kkey types and
kdyheatiss Kt EnglasiEmasteyical e, CE DT, CE- SE,
CE KA} 20 CE KA assunes a special position. It is not
a key but rather the set of all keys. If this
ErinEl ¢membdust iiordi cét edio t dpumthatidehhoggpe splsereris to
afun%ioq@i%g . , )
verify the nctionality of different embedded methods.
A distinction is made between the enumeration type for

key types and key attributes.
CE_EnumKey = { CE_KT, CE DT, CE SE, CE_KA }

CE_KA assumes a special position. It is not a key but
rather the set of all keys. If this EnumElement is
indicated, then the methods implement a functionality

that relates to all of the keys contained in the card.

CE_EnumKeyAttribute = { CE_ID, CE LABEL, CE_STARTDATE,
CE_ENDDATE }

The necessary defines are to be taken over into the
pkcsll.h file. The defined extensions can be located in
a separate header file that are enclosed in the
pkcsll.h file. Various mechanisms are possible to

implement the embedded methods.



10

15

20

25

30

that relates to all of the keys contained in the card.

25 CE EnunKeyAttribute = { CE ID, CE-LABEL,

CE_STARTDATE, CE ENDDATE ) The necessary defines are

to be taken over into the pkcsll.h file. The defined
eXWergi0drgy29bh be | ocated in 30 a separ at ePGFANEZ004/008083
that are enclosed in the pkggll.h file. Various

nmechani snms are possible to inplenent the enbedded

met hods. WD 2004/ 072911 PCT/ DE2004/ 000083 54 In the

cryptographi c_environnent, a nethod is defi t hat
D SRRy B SR PR ety {r TFRaRE | 8 Bekhed 18 Erinea
vedhdt Calitdifobh H1 Yhec DKESEE| @t heds tBat @& relevant
available to it. 5 RV CE Decrypt (CK_SESSI ON_HANDLE

séé%libfllca@(OBI\STEV\[l'qhwefsfs%tgePK@#BYTEmeMlslchﬁgeI@EUK are

(}% ) ctlon description: The enbedded
CE§ 6%%%% od receives a 57-byte long date in

t he paraneter nessage and this date corresponds to

the matri x code of the e |nd|C|un1 15 The
cSlhhe T PR (oSS SO AN BIgh 753 FRRmor k

T I o e AT efﬁ.t.%‘%"f-the

initTalization vector’ ation vector,
t HEK fBBGAL thidkbytes 20 are filled with zeros and then
bytes f6 - flO plus byte fl1l4 are appended to the
matri x code. 2nd Step: determ nation of the KD to be

UsEthJtitork e dd@isstidnli cator is contained in byte f14;
25 it indicates which key is to be used. The key phase
indicator is stored in the CKAID key attribute and

The embedded cryptography method receives a 57-byte
long date in the parameter message and this date
corresponds to the matrix code of the postage indicium.
The counting in the following explanation of the work

steps starts at one.

1%t Step: formation of the initialization vector IV
As the initialization vector, the first two bytes
are filled with zeros and then bytes f6 - f10 plus
byte fl4 are appended to the matrix code.
2" Step: determination of the KD to be used
The key phase indicator is contained in byfe £14;
it indicates which key is to be used. The key phase
indicator is stored in the CKA_ID key attribute and
thus unambiguously identifies the key. The key
handling described further below should allow an

efficient finding of the key.

3*™® Step: decryption of the contained encrypted message
The mechanism employed in CK MECHANISM is
CKM_DES3 CBC. Bytes f1l5 - f38 are decrypted, that
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t hus unanbi guously identifies the key. The key

handl i ng descri bed further bel ow should all ow an
efficient finding of the key. 30 3rd Step: decryption

of the contained encrypted nessage The nechani sm
enyioo3ed/0789 0K MECHANI SM i s CKM_DES3_CBC. PBJIVPE20047000083
f38 are decrypted, that WO 2384/ 072911

PCT/ DE20Q4/ 000083 55 is 24 bytes, the first 12 bytes

of the decrypted result are output by the paraneter

post agel C t he_.dec tio s been carried,out
succe%s% l%f)%y%tel’?é S‘-r}?)eceggg nQTZE?f@étWtﬁ%Stt@ﬁ 4<Eiecrypted
ot her wiestu M tdire SoSt g0t Sby4theSiRiXanfcdip & AHETD. Once

cl eanup of the hash value A specially constructed
77- byttdq af@eryat 40B| bl kreWesassiede ddsigugersshielly,

for matd h : val f at S :
to 5&H%§L§é%%%§ﬁi%3“55%%%§2¢$E gggéygés%gﬂggﬁkfé with
mat r i XSteagleb Bytes 54 to 65: corresponding to the first

12 bytes 15 of the current, unencrypted nessage part
(Postagel D) Bytes 66 to 77: corresponding to the | ast

124y thsep 0f £ 4 Aga il &a Wg%@%ﬂ@w P&ige 20
The hash value is forned using -1 and,’ after this

pr ocedur epechelflyr stoisrudyeds Tabytteo hargh dafttaesblock
not vAISHeT 12intBer BER R dHRFhGCEREC aRedth | G opash
t he hasdliuw &of tHe tdrefe®. iS a 25 discrepancy in the
hash val ue, then the procedure is as in Step 5.
Bytes 1 to 53: corresponding to the first 53 bytes
of the matrix code
Bytes 54 to 65: corresponding to the first 12 bytes
of the current, unencrypted message part
(PostagelD)
Bytes 66 to 77: corresponding to the last 12 bytes

of the current, unencrypted message part

The hash value is formed using SHA-1 and, after
this procedure, the first four bytes have to match
bytes £f54 - £57. If this is not the case, then the
date is not valid. If an error occurs during the
execution of the hashing or 1if there 1is a
discrepancy in the hash value, then the procedure

is as in Step 5.

Step: return of the success indicator

The parameter bOk is filled with “true” if all of
the work steps were successful, and with “false” if
the hash value cleanup has revealed a discrepancy
or if one of the Pkcs#ll methods has caused an

error. The return value has to accordingly be



5th Step:
par amet er

wor k st eps were successful,
hash val ue cl eanup has reveal ed a di screpancy

bk is filled with

return of the success indicator The
"true" if all of 30 the
and with "false" if the

or if

o0 aD04/072ARCs#11 net hods has caused an RCTAE2004800083
return value has to accordingdy be WO 2004/ 072911

PCT/ DE2004/ 000083 56 filled with the error
error
ESFSION HANDLE sessi on

with CKR &K if no

s EAgA R, e e

] nes

bl ockemesgapgsf 8tclikeeweri fi cati on

has occurred.

%, R BEERY S BTk O A

nmessage or
CK_RV

B RRGHRG 1 o

procedure i s shown

bel ow. 10 Data bl ock for the verification procedure.

I tenmLengt Byt e no. Desi gnati onDescription h 12fl

f2NVs
f2M502KPR| 5

const ant

KR PR VS TE Vg Jere PEReap RENER, cEBRa oy

the megsayeE 1 bymesshaeli Agtwilkhgthe val ue "01

32f 4

- f5Ke GEnerat£8Q§Eneration counter in plain text,

e.g. CBLHPOOL

A general data block message for the verification

procedure is shown below:

Data block for the verification procedure.

Item | Lengt

h

Byte no.

Designation

Description

2

f1 - f2

MsgType

Identification of
the key message,

constant ‘KT’ or

\KDI

£3

Version

Version of the
structure of the
message, 1 byte
starting with the
value ‘017

f4 - £5

KeyGeneration

Generation
counter in plain
text, e.g. ‘017

fé

KeyID

ID of the data
key in plain text

£7 - f11

KeyID

ID of the
transport key in
plain text

f12 -
fle

SigKeyID

ID of the key
used for the
signature

£f17 -
f21

KTID

ID of the
transport key
used for the
encryption of the
interim message
(see Item 2)

f22 - fn

TranspKeyEncr

KT: result of the




41f 6Keyl DI D of the data key in plain text 54f7 -

fll Keyl DID of the transport key in plain text 64f12

-Si gKeyl DI D of the key fl6used for the signature 74f17
-KTIDI D of the f2ltransport key used for the

e WO Re04/67M29fl t he i nteri m nessage (see |t eTRDE2004/000083
8n-22f22 - fnTranspKeyEncrKT57result of the WO

2004/ 072911 57 PCT/ DE2004/ 000083 encryption (wap) ypt

of the transport

A key - -

_ypt Fblperwhdﬁ® typtlon (wrap)

he transport

------------- ypt KD: result of the
HelperMsgEncr | ----------=---
ypt KD: result of the
encryption of the
interim message
9 24 foe1 - MAC KT: MAC for the
fre24 key message; 1is

formed in that an
SHA-1 hash value
is formed for the
Fields 1+2+5+648
of the message,
and this hash
value 1s
encrypted with
the signature key
(CKM_DES3_CBC_PAD
mechanism, the IV
is filled up with
zeros; ID see
item 6).

KD: MAC for the
key message; is
formed in that an
SHA-1 hash wvalue
is formed for the
Fields
1+2+4+3+6+7+8 of
the message, and
this hash value
is encrypted with
the signature key
(CKM_DES3_CBC. PAD
mechanism, the IV
is filled up with
zeros; ID see

item 6).
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encryption of the interimmessage 924f n+1 - MACKT: MAC
for the fn+24key nessage; is forned in that an SHA-1
hash value is formed for the Fields 1+2+5+6+8 of the
nmessage, and this hash value is encrypted with the
sWDao4/67%Hy} ( CKM DES3 CBC PAD nechani smPEHOBE2004/600083
filled up with zeros; ID sees§tem6).

------------- KD: MAC for the key nessage; is forned

i -%&-1 she v i.s f d the.Fie
1@5& % +g§5+ ofa?%eqﬁﬁggggepiéﬁgﬁgﬁiggﬁégﬁ ﬁgﬁhehgée of
eppeyptédnwiotththe method is determined via the parameter

MsgType.

A generated data block is transferred in message for
the MsgType KT and KD. The data block is filled up with

each of the received messages.

The function allocation CE_VerifyMsg KT for the MsgType
KT receives the complete transport key message in the
MESSAGE attribute, and its length in the LENGTH
attribute. This embedded message serves to ensure the
integrity of the transport key message at the
recipient. In order to actuate the verification, the

following steps have to be performed:

15 Step: formation of the initialization vector IV

The initialization vector is filled with zeros.

2" Step: decryption of the received encrypted message
The mechanism used in CK_MECHANISM is
ckM_DEs3_cBc_pap. The bytes of the variable MAC field
are decrypted. If an error occurs during the

decoding, then the procedure is as in Step 4.

3™ Step: cleanup of the hash value
In order to form the hash value of the date, a hash
is formed from the Fields 1+2+5+6+8 of the
transport key message and it is compared to the
hash of Step 2. The hash value is formed using
SHA-1. If the hash values are not identical, then
the date is not valid. If an error occurs during

the execution of the hashing or if there is a
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the signature key (CKM DES3 CBC PAD nechanism the |V

is filled up with zeros; ID see item6). WO

2004/ 072911 PCT/ DE2004/ 000083 58 Unused fields are
filled up with zeros. The node of operation of the
meVOAaD0#4£7a8tler m ned via the parameter MsBCYRE2004/400083
generated data block is transferred i n nessage for

the MsgType KT and KD. The data block is filled up-

with each of the received nessages. The function

al | ool AN SRR | (YVEASKE I $0p,000THEE o Klhoceaure

recei ves ansport key hessage i

MESSAGE aid riirb@tep aind its length in the LENGTH
attribute. This enbedded nessage serves to ensure the
integrity of the transport key nessage at the

reehpigly . | QIGelof RRCtHM & dde yerdfigation, the

15 foll owm ng steps have to be perfornmed: 1St Step

f or matThon pdrahetéeni bl ilzatfiiohl edcybdrh| Vtrih€ if "all of
initiglizatiaon vector is filled with zeros..20 2nd., ., .
St ept LT GRS (1SS R T55° Eior yitad' HkseheLse” if
The naahanh §8hUs8dukh 3t VRGN SMrese a8 BESSi £Bfepancy
PAD. The bytes of the variable MAC field are

decr ypedif] form efr dihoc&lcs fidur i hgthrds dervdicagsed an

then t oceqyre | in _ rd. St en: _
cl eanu(%?% Et'he%esh }\'S/%?Eéml n%%ggé tgj%fsgr?nt?hegﬁasﬁllled

val ue adcddinal e, wathashe isrfor nrdstagm tolve wE 81 dGKR_OK

1+2+5+6+8 of the
if no error has occurred.

After the function allocation CE_VerifyMsg for the
MsgType KD, the complete data key message 1is
transferred in the MESSAGE attribute, and its length in
the LENGTH attribute. This serves to ensufe the
integrity of the transport key message at the
recipient. In order to actuate the verification, the

following steps have to be performed:

15t Step: formation of the initialization vector IV

The initialization vector is filled with zeros.

Step: decryption of the received encrypted message

The mechanism wused in CK_MECHANISM is
ckM_pES3_cec_pAD. The bytes of the variable MAC field
are decrypted. If an error occurs during the

decoding, then the procedure is as in Step 4.

3™ Step: cleanup of the hash value
In order to form the hash value of the date, a hash
is formed from the Fields 1+2+4+3+6+7+8 of the data

key message and it is compared to the hash of Step
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transport key nessage and it is conpared to the 30
hash of Step 2. The hash value is forned. using

SHA-1. If the hash values are not identical, then the
date is not valid. If an error occurs during the

eXeoR0091072911t he hashing or if there is a MEO/DE2004/000083
2004/ 072911 PCT/ DE2004/ 000083, 59 4th Step: return of

t he success indicator 5 The paraneter bCk is filled

with "true” if "all of the work steps were

succe sthj,laré Ed with "false" if the hash val ue

cl ean 988 ¥4lyedistr Epamed wing bhecsrrigd out

Pkcs#mslm@t hags- thasy £ausedh 28n §610Es ZE@ nekUNRYA U8 1,

has to be filled 10 accordingly wth the error nessage
or w thegkKRheKdatle i @atorvaidsl .oddurareckr vaft ercdures dur-

functl IIocatlon CE VerifyMsq far, the Type KD,

t he cog%l g:t fRF A Re° Illreggaég‘ ' g‘afg“tr}gan%]f e?’? ggﬁﬁet e @
MESSAQE sairtepdndie, imnehét salsengidldd), thenLENSTBrocedure
attrihbute. This serves to ensure t he integrity of the

transpsr 8Ské{ $E€Pade at the recipient. In order to
actuate the verification, the follow ng steps have to
be perforned: 20 1st Step: formation of the

i A | Stiepat ireturacodr the sllkeeisni tinaliicaatiron vector is

fille Mﬁth zeros. 2nd d|scre in the hash val ue,
t hen & Zk?%ka§s| L @ﬁiyéf’ltéi eptryRcr ypt fdd of

of th%hée‘h@r\ke@ %?)"sr wRired siResAds A4S TR TRHAN SMse” if
used in NfSMis 30 3rd
the hash value cleanup has revealed a discrepancy
or if one of the Pkcs#l1ll methods has caused an
error. The return value has to be filled
accordingly with the error message or with CKR_OK

if no error has occurred.

These embedded key-handling methods should comprise the
key import of a wrapped key and an efficient key
management. Keys of the type KS, KD and KT should be

imported.

CK_RV CE_ImportKey (CK_SESSION HANDLE session,
CK_BYTE_ PTR data,
CK_ULONG length, CK_BYTE* HashValue,
CE_EnumKey KeyType,
CK_CHAR [ ] KeyKTID)

The function allocation CE_ImportKey is preferably

carried out as described below:

The CKM_KEY WRAP_WEBSENTRY mechanism is used for the
wrapping. Accordingly, the same mechanism is needed for

the unwrapping. The key obtained is imported into the
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cKM DEs3 csc PAD. The bytes of the variable MAC field
are decrypted. If an error occurs during the

decodi ng, then the procedure is as in Step 4. Step:

cl eanup of the hash value In order to formthe hash
vav0e064/0722l Idat e, a hash is fornmed from PEE/PE2I04400083
1+2+4+3+6+7+8 of the data key nessage and it is
conpared to the hash of Step WD 2004/ 072911

PCT/ DE2004/ 000083 60 2. The hash value is forned

e A i A S R

erirorilpontsddw -sédgndhe iexecuihon ok tdwe baghi md.thr the
if there is a 5 discrepancy in the hash val ue, then

t RS SRR SS s BT ig%h e A ¥ return of

t he success indicator The paraneter bCk is filled with
“"true" if all of 10 the work steps were successful,
artheni vhappatsdey fist heahaskrraeldueal ehauPAids parameter

reveal ed a.di s¢repanc [ ne of the Pkgs#l1

bt halEnaEhen T the, WENCTR BaPenGr R i iE RANGT of
be-Hd | k&gl dégaﬁagi R@ Yhd tH 1 NenQr Her thRsGe Mt M bltes.
CKR OK 15 if no error has occurred. These enbedded
k&hehakrlY | hgPaetifode iHogd kynphesKeyRypek @ananrirer and

of e . an efficient key managenent.
P«%é?%géqﬁhéﬁéﬁéé . KD and KT should be 20 inported.

CK_RV CE_InportKey (CK SESSI ON HANDLE session, CK
BYTE PTR data, ,CK UL | engt h, CK, BYTE* HashVal ue, ,
2 KRGnkEy REFTISRCTOGITR EhF ReyihAppoenent tield in

the cache operation and, if applicable, the duplicate

predecessor is deleted.

The DT is decrypted by the KT that is identified by the
KeyKTID parameter; for all of the other key types, this
parameter is not taken into consideration and is filled

with zeros.

The dependence of the CKA_END_DATE attribute is
important. It indicates the end date of the key

predecessor.

The key attribute of the imported key contains the
random number by means of which the hash value is to be
formed using SHA-1. The hash value is returned in the
HashValue parameter of the embedded method. The hash

value is needed for the key acknowledgement message.

In case of error during the unwrap mechanism or the
hash formation, the appropriate error code is output in

the return value, otherwise CKR_OK.
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The function allocation CE InportKey is preferably
carried out as described bel ow. 30 The CKM KEY WRAP
VEBSENTRY nechanismis used for the wapping.
Accordi ngly, the sane nechanismis needed for the

U@ 2pp4/09291The key obtai ned is inported | PCO/DEROMD00083
2004/ 072911 PCT/ DE2004/ 0000882 61 crypto-hardware by

t he unwrappi ng, whereby a key that 1is inported a
second time, that is to say, with the sane key phase,

oyer wit.es th ol d key. IS .,
LR P et SR A e s R PRI Stsigin 1 n
tb@ EENﬁkaypaq .. The length of the key depends
on the fillin the key attributes. The key type is
v eRitet @uﬁyeﬁge KeyType parameter and treated
accordingly. 10 The key is then taken into the key
managenent held in the cache operation and, if

affihlel cdabie; idmeadipbhtdbe QO eEdesEDsUnLS dEbeBe%owlﬁmny
The DT is de ﬁ%ﬁ’d by the KT that is identified by
t KEYSKEFKERS S AT Ragisienak Bt Here I&?yfd Yin the

U YRES, mérli‘é em@ﬁ'i:arfﬁéled i3 "9e takenel %ﬁ%ﬁg& e @h Yhis

and’is fil zeros. 20 The de
CranEND: DATERh at t kebut etitsibupest anén | bei ndieaat eouthe in

end date . aof the spor. The attri bute of
CRerIRGian Ry SRR b cosen st R Hiber by
means of whi ch the hash value is to be forned using

SHA-1. The hash value is returned in the HashVal ue
pahadsefeithed tige dafid @t @ diHdP¥SFhe hash value is

needed for the key acknow edgenent nessage.

CK_RV CE_GetAttribute (CK_SESSION_HANDLE session,
CE_EnumKey KeyType,

CE_EnumKeyAttribute KeyAttribute,

int pos,

CK_BYTE [ ] * attribute,

int* length)

The key type is determined via the KeyType parameter
and thus also the table that is to be read from when
the different key types on the crypto-hardware are
recorded in different lists according to the type of

key.

The KeyAttribute parameter specifies the attribute that
is to be read out and the ITEM parameter indicates the
starting point within a table; its maximum value first
has to be acquired using the CE GetKeyCount method for
all keys or else for one key type. When the
CKA_END_DATE attribute is output, it must be noted that
the last current key is theoretically infinitely valid

(until a new key of the same type is imported) and, in
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30 In case of error during the unwap nmechani smor the
hash formati on, the appropriate error code is output

in the return value, otherwi se CKR OK. WD 2004/ 072911
PCT/ DE2004/ 000083 62 CK_RV CE_GCet KeyCount

( KO SBGBORYHANDLE sessi on, CE_EnunkKey KeBRQVM¥E20041000083
counter) 5 The function aIIoGatlon CEGet KeyCount shows
how many keys of each key type are regi stered on the
card in the key managenment held in the cache

TRt AtON g\ HRPE AFROGEL. LD c!%ecya:ﬁ] dgé‘t Sﬁdcg%t%e for

réad out -h €onj unction Wt H €scCr |

belhew.p ddidde ssoet kegd o ddfa rﬂh\easképl tgm, @R eRELGE the

Get Attribute (CK SESSI ON HANDLE, sessi on, EnurrKey
D_PATEE indiidey AL aRies ki [ BLHRUE - i nt

pos, CK BYTE [ ] * attribute, int* length) 20 The key

type is determ ned via the KeyType paraneter and thus

a8 t abtrabluéetshafor s at aldiee r badef ronfuken lemagth of 8

di.fferent k
rQEGFﬁ%SﬂFH%éﬁ E%negﬁ+gﬁs %gg%@kﬁéaﬁ;tﬁ¥ 3%&%5 w5t have
key.fdeed hEeK?iiﬁt bifi Qutee W seet F sReciaftites dutes within

attribute tha is to be read out and the | TEM
pdreekeys rfmrcatb§Sﬁhé:wcstaarﬁmgtsésmsmwmnbg shorter

i e L e T T D S i L
el fkiFl feat upuwi«n/iqmns.\Nhusxrmhe user can always provide
sufficient memory for the methods in question. In case
the user provides a buffer that is too small, the
information is trimmed and a message to this effect is

transmitted via CK_RV.

CK RV CE_DeleteExpiredKeys (CK_SESSION_HANDLE session,
CE_EnumKey KeyType,

int* counter)

The function allocation CE DeleteExpiredKeys searches
the card for expired keys and deletes them from the
card. Expired keys can be identified by the fact that
the system date is older than the CKA_END DATE of the
successor key, see under 2.5.8; this also applies to KT
and KS. Selective deletion is made possible through the
EnumType and the entire card can be deleted by means of
CE_KA (only the LMK is retained). It is important that
this method must not be allowed to become active when a
key import is carried out. This 1is preferably
controlled in the embedded code and indicated with an
appropriate return value. Thanks to this measure, any
indeterminate side effects 1in the internél key

management are avoided.
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CKA END DATE attribute is output, it nust be noted

that the last current key is theoretically infinitely
valid (until a new key of the sane type is inported)
and, in WD 2004/072911 PCT/ DE2004/ 000083 63 its CKA
ENMDODADE0Z2911i but e, contains the end dat e POT/DERH04/000083

predecessor key of the sane kgy type, whereby the CKA
END DATE of this indicated key is output. 5 The

attributes for a date have a fixed length of 8 bytes
whereas the CSK I D and CKA LABEL attributes have a
fixed length of 128 bytes. If the attributes within

t ey K et d 100 a dda5€t waen Ppahanphghenshawsthdg @ istiem and
than 128 bytes, then the remaining bytes up to 128 are
10:1re | Yabu@p twedss faer ogentrens 1 st Iféqg%frakb]ah APWaPL row as

pr.ovi ufficie rys. for net S i ; ;
qt?easl%lggﬁ.lsel n %gse%fﬁgqﬁse?’gpr ol{/Llpg%s a uffg%rﬁ%ltll'astlon
t possiadillidikes tihnforghatsiode ichdmmedwed and a nessage

to this effect is transmtted via CK RV. 15 CK RV

CE Del et eExpi redKeys (CK _SESSI ON HANDLE session, CE

E e&ﬂ@ﬂ@@@?ei6¥*'ﬁﬁgnﬁﬂﬁeﬁgkggeﬁé%Wééﬂnthe value
al I ocation CE Del et eExpi redKeys searches the card for

expiareaf deyeerarelr dePes tage Red it brandethe agent Fpi pagment
keys can be identified by the fact the system

dft LYY T 1R *%es}t%ﬁl_éﬁb_%/ﬁ‘é%gt he successor
key, see under 2.5.8; this also applies to KT 25 and

KS. Sel ective _ deletion is nmade possible through thﬁ
Entirey ;e bBathePakiend casducah e it ed Bgr%b,gs an

of ; §OopLY HbgtEMSuisnbetdl rdads$ dFPPRLAAL keys

th%lrtl%ﬁ% mat%og nmust Hot n%e aly{ég%d toa becone active

wheenerakey inpdrte iKeyManagement. cPhponeatprad eklap| yalue
transfer center (Postage Point) can be distributed to

the crypto-systems of the payment assurance systems.

The value transfer center provides the payment
assurance system with a key release interface by means
of which the payment assurance system can release the
key after the successful distribution and processing of

said key.

Since mainly Java is used in both projects, an
application interface realization using Session Beans
is recommended. In order to uncouple the two systems,
the services should be looked up by a naming service

using JNDI.

A Session Bean provides the necessary functionality for
importing the key data into the ZinS central system.

The entire communication is shown in Figure 4.
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30 controlled in the enbedded code and indicated with
an appropriate return value. Thanks to this neasure,
any indetermnate side effects in the internal key
managenent are avoi ded. WD 2004/ 072911

PQIODBBH04241Q0083 64 The interface betweepCT/AE2004/000083
payment assurance system andgsthe val ue transfer

center is preferably as narrow as possible in order
to rule out mani pulation 5 possibilities through side
gannels The structure of the |nterf ce between the

LIETE Ao rRdYuS RIS PostRYel Phi PTCIRAtLRE Odndr Lata

PREFEM Nt 3S SWeANEEn SY 81 €Pd \ine{1OWA sk rEngW esPstdf] T8 ns
central paynment assurancé system provi des an

i geaitfrade -f or distributing keys by means of which keys
generated in the KeyManagenent conponent of the val ue
transfer center (Postage Point) can be distributed to

1Fhiehg s ypd ©- spatene ofmpgder RaYMRhnFSHANG e data key
systens. The val ue transfer center provides the

péﬁﬁeﬁp thesGiasceesfsedm with a key rel ease interface
by nmeans of which the paynent assurance system can
rel ease the 20 key after the successful distribution

aibe penaciessiay othe maaidﬁyASSiﬂcmwaﬁaﬁgsJathibsprnﬂéss
in both ects, applicatign interface
ré&‘ﬁiﬁ’ﬁp&h}?@?ﬁ Ss&%’:ﬁ ‘E%’a\ﬁ%gzﬁ‘es§af9@ccﬁﬁ%n8éb}selsn the
Oﬁﬁ%rsé(% UEQOL&E’ée St A0 i$YSEREB da {15 SET ViGRS rocess
shoul d 'be | ooked up by a nam ng service using JNBI

S@mtcmeseanpgrbkiﬁmghﬁe mcbssaay ftlm:tqioﬂambytﬁgn of

eWp]9£§Tﬁ%ttahetJ§e¥h%at f‘lngt %ocael legggé\}n%glt rba3}F| means of

sys entrre conmuni cation i gure

4 CWMS.

The sequence of importing the data into the database
and subsequent distribution of the messages should be
observed. This ensures that the received data is
secured before work is done to it or with it. The
advantage of this approach is that events in the realm
of errors can be better reconstructed and, in case of a
data loss, access can be gained to the database if need
be.

The parameters of the InsertKeyData method are not yet
specified since at this point in time, it is not yet
clear whether the ASN.1 format is supported. However,
the method will have to be equipped with two parameters
in order to also be able to sent a detailed message to

the Postage Point.

In ZinS central, the distribution method of the key

allocation system is responsible for the following:
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WD 2004/ 072911 PCT/ DE2004/ 000083 65 Figure 4 shows
process steps for integration of a data key into the
central paynment assurance system (ZinS central). 5

The process routine InportKey transfers the data key
s&V020040&2A1InS central . Dependi ng on t he RGEDH2008800083
nmessages, this process routéme prepares the received
nmessage and causes the 10 nessage to be stored in the
dat abase. The process routine |InportKey then

dat abase. The process | N
7S Pac Gyl ont by Yedanadopasi® (802 g usns el

ofseirwear.ti ng the data into the database and
subsequent distribution of the nmessages shoul d be
observed. This ensures that the received data is

secur gd skefigne: 1o K tine deae tr@e'ﬁgaeés\’\’i F ot 't}‘p]g]eéostage
advant age of this approach™is that "events I n the realm
20 of Perindr stcahhbe ibetitverdualc omgi t uckead earsd, by nmease of

of a ,data , access can be gaiined to th at abase

i f neggleoe.év#i% pal afét-ér eofpfﬁglgﬁger?%’ey C&%lri'n'é"t'ho&ﬂh"“
are netryeturdd asReGidd esf stneecalist Begvipekntann dd Mbund
it is not yet clear whether the ASN.1 format is
suppoifedheHpaapad, oft kbigetiRé@rfiace -have to be

equi pped with two paraneters in order to also be able
to sent a detailed nessage to the Postage Point. 30

| 3.Zi aSteent righe t Hésdirsitbutblbhonamet hdthpdrt heikey the
al l ocatiagn systemi s resgonsible for the foll ow ng: WD

2004/ 87591 Y DESdd4/ 665685 S 6Bas been completed, an

appertaining return message is generated.

The data is transmitted from the value transfer.center
(Postage Point) in the ASN.1 format. The appertaining
return response 1is likewise expected in the ASN.1
format. Instead of this format, however, other formats
can, of course, also be used. The particular formats

are adapted for use by a suitable parser.

Preferred data formats in ASN.1 are the following:
Distribution message for the transport key
TransportKeyMessage ::= SEQUENCE

{

MsgType OCTET STRING, ( fix ‘KT’ )

Version OCTET STRING, ( 0x01 )

KeyID OCTET STRING, ( CKA_ID )

SigKeyID OCTET STRING, ( CKA_ID of SignatureKey used
for MAC )

TransKeyEncrypt OCTET STRING, ( TransportKey wrapped
with LMK )

MAC OCTET STRING ( MAC over all previous elements )

}
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1. archiving the key nessage on the ZinS central
server. 2. distributing the key nessages fromthe
Postage 5 Point to the individual nail centers by
means of the CWES interface provided by Vibris. The
stWQ0040720d use of the CWEB service can PET/MDHEI004/000083
the manual of this interfaceg710 3. after the

di stribution and inport into the individual mai
centers has been conpleted, an appertaining return
nmessage is generated. The data is transmtted fromthe
val ue transfer.center 15 (Postage Point) in the ASN. 1
f Dustriblltd onp pevsisaigel f@r ahe Rataskeyse is | i kew se
expected in the ASN.1 format. Instead of this format,
h&REF@IeKeyNES Spgenatrs SERVENGE course, al so be used.
The particular formats are adapted for use by a
suitable parser. 20 Preferred data formats in ASN. 1
aMe gfllypef GICTEE SFRINDGI, st(r ifdwt i ‘&D'nBssage for the

t r,ansport I ort K ssage ::= SEQUENCE 25
&*F?Bé’"o@%@s%ﬁ ( (¢ O Ver i on "OCTET {
SKBYG, ocTeXOBTRINGSY (DCRATED STRING, ( CKA 1D )

Si gKeyl D OCTET STRI NG, CRA | D of SignatureKey used
f &€ erasad-ory TSy BIRING, CCP=P IsERIaeding )

TSRt A W ST, ST e
PE&DM2@)4/ 000083 67 _
TransKeyID OCTET STRING, ( CKA_ID of TransportKey )
DataKeyEncrypted OCTET STRING, ( PostageKey wrapped
with LMK
and
encrypted with TransportKey )
MAC OCTET STRING ( MAC over all previous elementé )
}

Also see section 2.4.6.

Release message

KeyExchangeReceipt ::= SEQUENCE

{

KeyID OCTET STRING, ( CKA ID of received key )
KeyLabelHash OCTET STRING, ( SHA-1 hash of CKA_ LABEL of
received key )

State BOOLEAN, ( TRUE/FALSE to enable/dismiss key )
Message OCTET STRING ( Description of success/failure )
}

The data structures can have a different set-up.
However, a set-up according to the embodiments
presented is especially advantageous since they allow

the transmission of all of the information that is to
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Di stribution nessage for the data key

Post ageKeyMessage ::= SEQUENCE { 5 MsgType OCTET
STRING ( fix "KD Version OCTET STRING ( 0x01

Keyl D OCTET STRING ( CKA I D KeyCeneration OCTET
SWDNRE04072%101 ascendi ng Si gKeyl D OCTET SHEI/ME2004/000083
CKA I D of SignatureKey used 640 for MAC) TransKeyl D
OCTET STRING, ( CKA ID of TransportKey

Dat aKeyEncrypted OCTET STRING, ( PostageKey wr apped

ISIh ’\EME ﬁ/A%' nf:l'c? %Q sg.%teq:% tv! 511? B%n ﬁ%’r%% K%?é cj%% t(I:I-l:'-gI a

over a previ ous e

S@malld.n dath G:raszrraeslseaﬁe efe‘image IquyaE)tharﬂgaeRectehqatdata
= SEQUENCE { . Keyl D_OCTET STRI NG

oIt WEYE Loy EbeP IS ntoctE? CPReNGPATTSRA. A RIANCS

of t
ML o A LS, o

( thes @dgitalorseofvisiec pass/ifded.ure } 30 The data
structures can have a different set-up. However, a
set-up according to the enbodi ments presented is .

espRGl athy adant apepMatSiiRCeusbgy aheOVathewould first
transm ssion of all of the information that is to WD

2 heure0 7t 1he Poar seR0baLoobbg3 inggrnal key message, which

would be dispensed with if the messages defined in this

document were used directly.

The data packets received through the CWMS correspond
to the key messages previously defined in this
document. These messages are then subjected to the
VerifyMsg method of the embedded code after they have
first been adapted to the data table above title
“Attributes of the data key KD”. After the
verification, either the import of the key is started
via the embedded code or else an appropriate error
message is generated. Compare key messages and pages 12
to 14 in terms of the import data structure of the
CE_ImportKey embedded code method. The deletion of the
old keys as well as the updating are carried out
automatically by the above-described embedded code

methods.

Every day, the CE DeleteExpiredKeys method is invoked
which removes the expired keys from the crypto—hérdware
daily, whenever this is necessary. During the import,
the CA_ImportKey method ensures that duplicate keys are

deleted and that newer ones replace them.
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be taken into consideration and they account- for a

smal |l data transm ssion effort. In particular, the

data is transnmitted via CWS to the |ocal paynent
assurance systens which are preferably located in

maW O 208408281 1of 5 the postal service provPAEMDEAHE/00083
the ASN.1 format is used, thé9data would first have

to be parsed into the internal key nessage, which

woul d be dispensed with if the nessages defined in

b . _ | .
ik bR eRgURd debettlha e i A faeSon
mkgsages Paexi ollaky delptneddaptidrss Goguoidaptéreseffer

messages are then subjected to the 15 VerifyMsg pet hod
P BHOARRT COMBL hRELY DRBYIaFbaty jhhe qithaded code

adaRi e Hy thie data fa ke title "Attributes of

the data key KD'. After the verification, either the
import of the key is started via the enbedded code or

el.se _an approptiate or, 20 ne e is er at ed.
AR o et T (2t e S S B gy tnat
t e d npestidalaystiriuoddd ecpé bhe hotidedt K9y Zaxus. The
enbedded code nethod. The deletion of the old keys as

weslgcwst b her iplatisnd witd armieinbued shremahi ddig yswatic
tﬁgjﬁgﬁg?-described enbedded code 25 nethods. Every
day, ‘CE_Del et eExpi redKeys nethod is invoked which
renoves the expired keys fromthe crypto-hardware
dajl%, whenever. this i s, necessary. During .the ipport

e

30t hhe CC& | HRLSRSN HREABE eRSurdiet il dudlita Cﬁe;%lso

argro Wl & edy ¢ BBﬁElmﬁgeFEan%%thFﬂe’%ﬁﬁaéﬁ&insé@ion; in
2004/ 072911 PCT/ DE2004/ 000083 69 The enbedded code

mettthictl scentee pounsee oStage appinder i dhulbithneading” in the
(ﬂﬁﬁfﬁC%ggggﬁd%gaﬂﬁ%né?j%ﬁgpgggkgisc%%% %t is supported
in that the crypto-hardware is initialized in the
multithreading mode and, after the login, each worker
gets its own session (getSession, C_GetSession), as a
result of which this worker is registered in the DLL
and error handling is established specifically for the
worker. The mainstream of the DLL is addressed by the
login and likewise has its own error handling for the

execution of Pkcs#11 methods and the embedded methods.

Figure 6 shows an overview of the implementation.
Preferably, the key list and the code that is provided
by the embedded methods are removed. Otherwise, the
set-up of the structures must be selected to be

identical.

Connection of the DLL
A preferred encapsulation and an advantageous error

handling are shown in Figure 7 by way of an example.
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all functions (simlarly naned) that the enbedded code
and other PKCS#I| nethods offer. 5 By neans of JNI, a
DLL (CryptoAdapter.DLL) is used that has statically

i nked the DLL provided by Zaxus. The security risk

i SWOUR00KAT7291 hi m zed t hrough the static | PERYIMB2004MD00083
The C++ inplenentation of thggJNl interface also

provi des error handling for each requested session; in
this context, see Stage 3 under "nultithreading"in the

P . [ t.. The rkey. concept i s supporte
L R ST o [oHe B LSRR TR R PREE 1EE the
Midy thi eadi agenp@a drgbnpfds1 ¥ henl 08N erPRUYMDIKSIe of
gets its own session (getSession, C GetSession), as a

r diff tCHYPYPTRArdNR se ol Rer Ged Atddiifiudednetthade drgrease
a er h i ] st ' .Speci fic far:.t
Zg%hnigﬁ. %ﬁgré§hé§%§m{¥ﬂd€£§gbﬁﬁisggdgééése ﬁ%ggaed
t leE_Geghntanidut&ewnsehbals i tkey owher r sameandlakeh f orthe
the execution _of Pkcs#11l nmet hods and the enbedded,
TOUHERA FTRftr £95 SRGWeTHRP T of S e/ o6 ifIRJementation are

| gl ey ad | 98e t_R@sP&Ef aLabit 1139 1keYed i Ste Lt N8y the

code that 1s provided by the enbedded nethods are

r emadtiedydrdan 3kt ex hehe serangpfef ofethe rnecesezsrmmdata.
be selected to be identical. 30 Connection of the DLL

A preferred encapsul ati on and an advant ageous error

hadl ekgadvideshewdolrn ddgsit&nt? Ly swayief @rvexaspl én the
WD 2004/ 072911 PCT/ DE2004/ 000083 70 An inplenmentation
ofeiRRAIRY $948s is not needed if the key lists are

hel d conpletely in the enbedded code of

The key messages from the Postage Point are stored in
ZinS central in a database in order to allow a later
replacement of a defective local payment assurance sys-
tem. First of all, it is required that the message as
such be incorporated into the database and secondly,

that administrative information be received.

Consequently, the following database tables are needed.

TransportKeyData
SDItemNo INT
Key data record See table on page
29

Key data stores the key message in the way in which it
was received by the Postage Point; in case of a failure
of a local payment assurance system, the archiving of
the key message serves to coordinate the failed local
payment assurance system with the other remaining local
payment assurance systems by importing fthe archived
key. Before the storage, the message has to be parsed

by ASN.1 in order to transmit it to the local systems.
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the crypto-hardware. The Get Attri bute nethods decrease
to the one single invocation of the enbedded 5

CE GetAttribute nethod; by the same token, the

i nvocations for the inport and its |nplenentat|on are

r MO2HQ4OT2E this is automatical |y carri eBCHREZNP4{008083
enmbedded code after the tran8ter of the necessary

data. 10 An expanded error constant |list is provided

in the enbedded code. The key nessages fromthe
PAHALS AN RS o AR ddta AR pidkdrred as the
database 1n order to allow a later 15 reﬁjacenent of a

d efteta gee modaﬂ1paymmhismsuraaspos¢s tteenthé&i tseblef that

“danshinfeu e Bt Satliek b eadsa SR pfor  the

Al NiextirfiMass dff Gnifdddey hesdsel ved. 20
Consequently, the follow ng database tables are

needed. Transport KeyData SDItenmNol NT Key data

recordSeeﬂﬁﬂﬁ1rfﬂrTﬁmﬁriE%*&y—dafa—sfﬁres—fhe—keyL
message | n the way lFANRRPERKEYMaRGgePERE ved by th

Post age PeiftemhB Case of a fhglike,25 of a [ocal

paynent FssuLance_sysLen;_Lhe-arP Fving of —the key
‘message sBRegesptdateordi nate tBETEalIédthmeatampaynent

assurancg systen1mﬁth t he othnv renalnlng | oca
paynment g bUI (10459 0 T e archived
key. Befo?BmP %PB%QE the r gﬁ; gaglw8st8m8arsed
30 by ASN.1 in order to transp’t it to the |oca
syst ens. [ P0; 20000728kt 41 PCTbREEOQAf//OQQQ%%tIﬁ\@

shared fprm of the data recorj§ is preferred as th
st or age ‘m_d_allty’ this-correshonds—to-the-table thhat

EndStatus VARCHAR(ZO)
StatusText VARCHAR (20)

)

This data record has a central significance. First of
all, it serves to evaluate the feedback received from
the local payment assurance system in the mail centers,
preferably all of the mail centers that are integrated
into the mailing system of the postal service provider,
as well as to conduct a capable error analysis and to
alarm of the system operator whenever the time is

exceeded during the distribution procedure.

By the same token, this table involves administrative
information processing. This makes it possible to use
the entry SNItemNo to allocate and to evaluate the
appertaining TransportKeyData table and the
TransportKeyReplayMessage of the individual (83) mail

centers, if applicable,.

TransportKeyReplayMessage
SNItemNo Number




descri bes the data block that is used for the CE -

Veri fyMessage enbedded nethod. 5

Transport KeyManagenent SNt enNoNunber Recei pt Dat eDATE

( / timestanp Conpl eti onDat eDATE ( / timestanp
DIVEOr2004107290at eDATE ( / ti nmestanp PCT/DE2004/000083
EndSt at usVARCHAR( 20) St at usText VARCHAR(20) This data
record has a central significance. First of all, it
serves to evaluate the feedback received from the

ok + HEP I NP Il P 10
e asSturante—SyStenT e farT—Centet—S,

| ocal pa t

prefer agﬁwahlr?eB?eFN% mail cefW@RRe¥ hat are integrfat ed
into the yaikipgpsystem of thepppstal /serylce.n
provider|, as well as to conduct a capable erro
analysisland to alarmof thel System operator whenever
the ti me| Msssage®ered duri ng [tWVWeRCHAR (5buf i on
pr ocedur e ytie—same—tokem,—thirs—tabte—nvotves

adm nistrative information processing. This makes it
pdssitilies talhke, the éntiyiShkiekNy trespldnseatme ssebd of
eval uate the appertaining TransportKeyData tabl e and
{20 oA RAVREY KPP Uy RBEE A58 SHP™ RS AN IRd 10 the
(&3iMidentead el theaPpbkeall €service %ovider as a
Tr ansport KeyRepl ayMessage SNt enNo Nunber

2 ouyas7zan P £7 X HRCTH/MPER00 4/ 1088083 <Mai | Cent er NoNunber
MessageDat eDATE ( / tinestanp
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MessageText VARCHAR(520) In this table, the individua
key response nessages of the |ocal paynent assurance
systemare archived in the mil centers of the postal
service provider as a 5 function of the inport

PR 2004/6729MD 2004/ 072911 PCT/ DE2004/ 000088CT/DE2004/000083
Clains: 1. A nethod for verifying the authenticity of
a b5 postage indiciumgenerated using a franking key
and applied onto a mail pi ece, whereby cryptographic

i phgspmtion contained in the postage indiciumis
decrypted and used for verifying the authenticity of
t he postage indicium 10 characterized in that a data
key (KD) is generated and transmtted froma centra
paynment assurance systemto |ocal paynent assurance

SYSt efs. ndPhéd T?Sﬁﬁewg‘%f% dicpQ 1 9ueh@dPileity of a
characterized in that the Focal paynent assurance
syst epesitapger tindheidat genleey taad usiags @ tf rankdsy tkegf and

the inport, to th central, paynent assurance_systens . .
(Zi nS BBHES 0850 At BALES SCore HEEREH accbYbRG (EHNic
A ai midforaRariant ecbredihgdt hat the PRedgedfihibecium is
inmport is transmtted as a data 25 record. 4. The
met hodeg&ydt@dch@nd crafdmiar weakfcing i the anthegpticity

the daka hacphdeGal 3has Adeey- 30
characterized in that
a data key (KD) is generated and transmitted from a
central payment assurance system to local payment

assurance systems.

2. The method according to Claim 1,
characterized in that
the local payment assurance systems import the data
key and transmit a result of the import to the
central payment assurance systems (ZinS central

system) .

3. The method according to Claim 2,
characterized in that
the result of the import is transmitted as a data

record.

4, The method according to Claim 3,
characterized in that
the data record contains a key.

5. The method according to one or more of Claims 2 to

characterized in that
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5. The nmethod according to one or nore of Clains 2 to

4, characterized in that WO 2004/ 072911

PCT/ DE2004/ 000083 74 the central paynent assurance
system (ZinS central system) checks the result of the

i WOr20040@291tlransm ts it to a val ue transfRCT/HDHEA064/000083
(Postage Point). 5 6. The np4 hod according to Caim

5, characterized in that the result is checked by
decryption of the key. 10 7. The method according to

one ortﬁxgoggtncaﬁfraq &ﬂnd;gm%ng oasgurgrqé‘% 3%&SEE%e3rzitie(§t %?e:]r‘{toral

once t Key een SUCCEess y Trnp

essensivaltem)al Ichocht payeentesssyr ange the Syspe™ and
(ZinS local), the data key is rel eased at the val ue

t r ansft&PNEEHST ¥PosPage PBLHE) tahvdSier sgdlbfherdtlgptage
used f &anqducing new postage anounts. 20 8. The

nmet hod according to one or nore of Clains 1 to 7,
characterized in that, the data key is a symetrica

key. 9. e met hod accordi t,0 Qne or nore of the
p%@ce%ﬁﬁgm@EEPHBFCEW§F& etiC; aﬁﬁ‘ghat the new data
key | ehardkterdized inomwnate val ue transfer center

(Postage Point) to the central 30 paynent assurance
syst efahe result is checked by decryption of the key.

7. The method according to one or more of Claims 1 to
6,
characterized in that,
once the data key has been successfully imported
into essentially all 1local payment assurance
systems (ZinS local), the data key is released at
the value transfer center (Postage Point) and is
subsequently used for producing new postage

amounts.
8. The method according to one or more of Claims 1 to

characterized in that,

the data key is a symmetrical key.

9. The method according to one or more of the
preceding claims,
characterized in that
the new data key is transmitted from the value
transfer center (Postage Point) to the central

payment assurance system.

10. The method according to Claim 9,

characterized in that



10

15

20

25

30

10. The nmethod according to Caim9, characterized in

t hat WD 2004/ 072911 PCT/ DE2004/ 000083 75 the val ue
transfer center encrypts the data key wth a

transport key (KT). 11. The nethod according to Caim
1WO 200410822kl eri zed in that the transportPREDE2X04/000083
encrypted with a master tranpsport key (KTM. 12. The

met hod according to one or nore of Clainms 9 to 10 11,
characterized in that the data key is generated in the

area Qhd NEaYLUS - L ANS] CLfanber cpdfdds T MBADYY key

accor O one or nore o

char actieth zed damsipoatt thesy da key is provided with
key identification information. 20 14. The nethod
according to Claim13, characterized in that the key

[ nti i nf Ny ' r ted in
eﬁg}ygﬁghak%éﬁgd %ég%giﬁfﬁ£1f léyaggg%rdlng to one or

nor e @ha@amtes::&etda in14;harﬂ1ar acterl zed |n t hat the

dat a k%y 5crrpr ovi ded v% a, generation counter

and/ or* 1% (&Rt Bd tDYet r%MQWVE%% &Hﬁ%lﬁbnmaSter
count &ransport key (KTM).

12. The method according to one or more of Claims 9 to
11,

characterized in that

the data key is generated in the area of the value

transfer center.

13. The method according to one or more of Claims 9 to
12,

characterized in that

the data key is provided with key identification

information.

14. The method according to Claim 13,
characterized in that
the key identification information is transmitted

in encrypted form.

15. The method according to one or more of Claims 9 to
14,
characterized in that
the data key is provided with a generation counter
and/or is transmitted together with the generation

counter.

16. The method according to Claim 15,
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16. The nmethod according to Caim15, WD 2004/072911
PCT/ DE2004/ 000083 76 characterized in that the data
key is transmitted to a cryptographic el enent,

especially to a crypto-card, and in that, as soon as

t FeOQ0PMM0G9 Hphi ¢ el ement recei ves the 5 dRCEIREN041000083
deletes all of the data keys7ghat have the sane

generation counter value as the transmtted data key.
17. The method according to one or nore of Clainms 9 to

10 16bh%t}%%%§r§.rzie@§gnit hq__é‘taq:at the data key is provided

W th an én ate precedi ng data key and/or it

is tramen dhed itd) itshet eadsAlateedl5td8.a The yebl@dphic
according to Claim 17, _characterized in that the
f r ankiedGGAE i SIRSHIH Y Ot d §ryPypregradphigd in that,

el emenfy ﬁnaghﬁhetgg?gﬂﬁgis Iﬁﬂyigl§ﬁ§§§3Eec%gm§s the

checks whet her ot her ave an en ate
whet helatishékegnd idatde 1sttersech ffloroff hethes utadess dory ddtleat have

key ig.older than a date stored in the paynent
assur%ﬂﬁas??ﬁ%n %%nﬁé?tﬂ%PneFmﬂfE&Eorégifﬁo dfe the
or NMor& Rfsriitt edPRGRdikeg, cl ai ns, characterized in

that the data key or at |'east part of the data key

forms a conmponent of a franking key for the
9%ﬁﬁr@Hé“hé%ha&“%éé@%é%ﬁbiPgi858-or more of Claims 9 to
16,
characterized in that
the data key is provided with an end date for the
preceding data key and/or it 1is transmitted with

the end date.

18. The method according to Claim 17,
characterized in that
the franking key is transmitted to a cryptographic
element and in that the cryptographic element
checks whether other data keys have an end date and
whether the end date stored for the successor data
key is older than a date stored in the payment

assurance system.

19. The method according to one or more of the
preceding claims,
characterized in that
the data key or at least part of the data key forms
a component of a franking key for the generation of

postage indicia.



