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U.S. Patent Application entitled SYSTEM AND METHOD FOR
PROVIDING CHANNELS IN APPLICATION SERVER AND
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Field of the invention:

The invention is related generally to application servers,
messaging systems, and transaction-based systems, and specifically to a
system and method for providing channels in those systems.
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WD 2005/ 114233 ACT/ US20055/ 017506 -2 Background: In an
application server environnent, such as that provided
wo poostines¥eblLogi ¢ Server (W.S) product from BERCT/US2005/617506

Systens, Inc., network 5 channels, hereafter to
referred to as "channels", are provided to allow
external network traffic to be segregated as it _
arrives or |eaves the se¥ver. Network channels allow
a system adm nistrator to configure additional ports
with one or nore WebLogi c Server instances or clusters
(ports in addition to the required Listen Port and
SSL Listen Port). A network channel defines 10 the
basic attributes for a new network connection to
Bagkgroynd:Server, including for exanple: The protocol s
the connecti on su orts&é—rﬁTP,_ HTTPS, T3, T3S, COV. .
Def aul t | AIbAPRISALON SsrVRIcen ongasstly suckas s ryevided in

nEELDDGEIS e ESPRLS i R PBRA SSRIE 10penrs

chaesely beseafter, to asidrdef auhd "desincliNaR: Pidtideasiovalions .
Whet her or not the connection supports tunneling.
exjigrashaetwalk tebihieche sproaated ag deymives eblanvesdae semam

NSk e B EEYRER SBmipiStratBy R Ronflust 3iciforid] Phris
witlPBhé v hestedd el 5icBérveninstariies or dilister PRI if tdditidt o
Consol e, and then one or nore channels can be added to

the eequirad histen Rotttandidbhilistendiart). 2A siehwork ahiaanakdefinash
tng Bl iR B fan nedlk oo g WhBlos RS el
in@Q@hgdF akh@pieaut onati cal Iy changes the connection
attributes of all servers that use the channel. Using
mul tThst protdeois #he connectnssupglostssigtvid?, HTTPS, T3, T3S,
COM).

Default listen ports to use for secure and non-secure communication.

Default properties for the connection such as the login timeout value,
maximum message sizes, and default user names and passwords.

Whether or not the connection supports tunneling.

Whether the connection can be used to communicate with other
WebLogic Servers in the domain, or can be used only for communication
with clients.

Channels are configured as distinct entities in the
Administration Console, and then one or more channels can be added to
servers within the domain. Using a single channel with multiple servers can
simplify network configuration for a server domain, because changing the
channel configuration automatically changes the connection attributes of all
servers that use the channel. Using muiiple channels with a single server
helps the administrator o segment network traffic by protocol, listen ports, or

any other channel configuration property. In a clustered environment,
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hel ps the adm nistrator to segnment network traffic by
protocol, listen ports, or any other channe
woaauisiigessat i on property. In a clustered enviro <
20051114233 -3 PCT/ US200S/ 01706 channel s al sop%‘?@§%"3§g7°"“
the ability to configure clustered server instances on
a single NIC, using different port nunbers. After
configuring and assi gni ngd-network channel's, the
adm ni strator can optionally .use channel overrides
(al so known as network 5 access points) to fine-tune
channel settings on an individual server. This
chaohald efsaSHipR R ' | o SUPPOr L
for conn ethWi@gn e:tﬂfe;ﬁl?é]ﬁ{/ &?\&qﬁﬁ%ﬁﬁ@}&gﬁ%@%‘gﬁ cepqn a

sipgle; i aesing ifferant port phmbees.s. This  deprecates the
erver-| evel overrides but does not

requi remelg\{;t for fs )
depr ecat e T'RECORIEBINNG3NdA%sionign netwereschandels thelni n
It xcl usi vely for
S P Bl ek ol aih et By RS e iown R ok
agqsme \neinis htd fine-turfeectermes seitingsidiesh imwﬁﬁsse?{}@r. This
. %@r&gt ed at _cgl?nnel ing external network traffic.
INKEERB SRPPRY fph Al eXiginal Proteceisnauppert forecormectien thrsugh
[ I ' [ (proprigtar rot ocol s.
N R R 2 cueeRL ol SHs AT b dR el plladnds. s
deprecatas iting tequirmadtifosémer-riviel bl¥mitesd g Qloeg egfegat e
i ntern network traffic, usually for security or

I
depEeaase tae deabiibsarkior endermain: wiste, adoit portr ThesskHannels

Li have fi ner, amc, control over

cab,FEmet et oRAUMR R Emn D58 apf Pa Gy pemore theacansiot

thers. a means for segregating this internal network
traffic in a flexible and easily 20 adm ni stered

manner . Slavayey: all of thechavardesonibet featuesbach Rgsted at
chhifelindVSALHH nefva ¥ HaFiL. Network traffic that is internal to the
server is still generally carried over proprietary protocols. However,
application server customers are increasingly demanding the ability to also
segregate internal network traffic, usually for security or performance
reasons. In addition, customers would like to be abie to have finer, dynamic,
controf over external network channels. Accordingly, what is needed is a
means for segregating this internal network traffic in a flexible and easily

administered manner.

Summary:
In accordance with an embodiment of the invention, a system

and method is provided for providing channels within application servers,
messaging systems, and transaction-based systems. Network traffic internal
to the server is carried over these channels. This aliows the administrator to

segregate internal network traffic, usually for security or performance
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and nethod is provided for providing channels within
application servers, 25 nessagi ng systens, and

wohrarRaaRss on- based systenms. Network traffic i npernskoosno17sos

to the server is carried over these channels. This
allows the admnistrator to segregate interna

network traffic, usually for security or performance 3
WO 2005/ 11 #233 PCT/ US205/ 017506 -4 reasons. In

addi tion adm nistrators have finer, dynamc, contro
over external 5 network channels. Brief Description of
the Figures: Figure 1 shows an illustration of an
reidsloRB! /ii$ QHYRIONCAhINRAFERSIS hdve RRFOEHMIAR, WohBioPBver external
enbodi nent of the invention, that allows for dynamc
neflwanmkehannélisgure 2 shows an illustration of a cluster
envi ronnent including channels in accordance with an
enbodi ment of the invention. 10 Figure 3 shows an

Ll Lt @' appl i cati on channel
g@%ﬁ@%ﬁ@lﬁ% &tﬂ?e r Shce with an enbodi nent of the

| nvent i OnFigiir@ur Shéw$s BAWLSRtibh! oS @ldn®BeRler@nvironment

channel - based virtual web site configuration in
insmordiamoeawith Bh embeditretit of the infvehtien,i thataliows for dynamic
CFi gure 5 shows a flowchart of a nethod for providing

s 15 in accordance with an enbodi nent of the
. . ) . Dt iOn i h
erbodi o 9aTe e e R THEE of AUAGEP EfTRGGEht 1 2"

inBlugitigistthrin@ls B it agcs WRARR SmbblihéntadTRhe GRkdrion.
servers, 20 nessaging systens, and transacti on-based

“systens. Reurekshows andiustegonaf a multi-applivetionchasnel
CO&%{S}L I}:ﬁ%dgnﬁ\éfe{ﬁctoP Snececvt\}i‘?l%1 gﬁl esn'nbt;rcgll herd Iolf ?hmésintvg%tion.’

Figure 4 shows an illustration of a channel-based virtual web

_site configuration in accordance with an embodiment of the invention.

Figure 5 shows a flowchart of a method for providing channels

in accordance with an embodiment of the invention.

Detailed Description:
In accordance with an embodiment of the invention, a system

and method is provided for providing channels within application servers,
messaging systems, and transaction-based systems. Network traffic internal
fo the server is carried over these channels. This allows the administrator to
segregate internal network traffic, usually for security or performance
reasons. In addition administrators have finer, dynamic, control over external
network channels.

Figure 1 shows an illustration of an client/server environment
in accordance with an embodiment of the invention, that allows for dynamic

channels. As shown in Figure 1, clients 102, 104 may access a remote
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segregate internal network traffic, usually for
security or performance reasons. In addition

wedmsniisizs at ors have finer, dynamc, control o‘l‘@rrluszoo-a/m%oc

external network channels. 25 Figure 1 shows
illustration of an client/server environnment |n
accordance with an enbodi nent of the invention, that
allows for dynamic chafinels. As shown in Figure 1,
clients 102, 104 may access a renote WO 2005/114233 -5
PCT/ US2005/ 017506 server 106, in the form of requests
or ot her connunications 110, 112. The server i ncludes

e i
sofigh PR AR bl Fr0, 117, 7he
sefRY inthficda AdMbr OF bﬁéhl\{@lsoﬁﬁs‘ﬂs 122 W&%F@confrgured to
configure the channel's. In accordance with an

hamﬂbdble meqnestﬁam ﬁmhsﬂh&opmyme@madmiysmm\m camgble

be acti vat and del eted as, necessary. The
Pragh mel@nﬁayrea?@oc r@g‘hf ﬁ'b@ﬁ@ﬂd@%fpw&'iha&'ee'ﬂ%‘éﬁwwt each

of tha-chanlefe/ A ﬁém,eggnqﬂ{gysg%gwé%aghannﬁe@%aéme' S

requl re a restart S can be

netssary.0THe shahnelsahay alsonse cenficduired ty pesvidé dyRAnRSBSL.
and handl e them approgﬁl ately. For exanple, different
Previousty | asyegonfightationstp y:h@oneb‘- reqyised treatart etthe server.

crbppBEh b R0 dehfind ERASE etial e blRouenta and

han@d]elthém%rrp@bp@éte@f Forcdxmsie, me\érémnﬁamblexe?@{rﬁdké@) may
channel s in accordance with an enbodi nent of

be inagesietegnvitindiffeseiaiehanmeld, jor purposes ohprovidiog isifaver, or to
130, bhere may exi st a nunber of servers 15 132, 144.
OPHERR 8 SY8EM ncl udes a nunber of dynamic channels as

descri begig @@/ shovfs éﬁﬂm%@r'atzbﬁ'df%tcﬂﬁstéhéﬂ%nrﬁéﬁﬁ nmay

be desi gnat ed as the channel used hin the cluster
inchudingcthertrils in skcondance withan émbodinaant|of tise investion. As
SR s o & o 138 bt e S AGHEF of S
132, 144. Each server includes a number of dynamic channels as described
above. A channel (cluster channel 146} may be designated as the channel
used within the cluster for cluster-wide activities, for example serviet
replication. The channel may then be configured to for example, re;l)licate the
servlets over a specific network card. This gives the administrator flexibility
in optimizing the internal communications within the cluster.

Figure 3 shows an illustration of a multi-application channel
configuration in accordance with an embodiment of the invention. As shown
in Figure 3, a channel may be application-scoped. [n this way the system
can restrict clients (or other entities) to accessing a particular application
through a particular channel. In Figure 3, a request or communication 166 is

received at the server 160. Requests designated for application A 170 are
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servlets over a specific network card. This gives the
admnistrator flexibility 20 in optim zing the

WO f€1as3 conmuni cations within the cluster. RBQUUS2085/017506
shows an illustration of a nulti-application channe
configuration in accordance with an enbodi nent of the
invention. As shown in Figure 3, a channel may be
appl i cation-scoped. In this way the system can
restrict clients (or other entities) to accessing a
particul ar application 25 through a particul ar
channel. In Figure 3, a request or communi cation 166

o S 2 182 LSS (e pgsoamrar

GIEa WSl BoP64.handl ed by channel A 162. Requests
haﬁe& gnated for application B 172 are handle

channel Bigwve 4 Bhgws andillgstoationsef a phagwiahaS&q' \6'ftU%J web
h | -b d t ual t f t
sitécggggwﬁ@gfslsﬁl ercaieans amanempodent ol Biifleitbe Ag
ShW’F‘t Es&v\g HY5§ a8mifiBtr %‘F‘cﬁh%‘s"s?&%‘ie 8%@&% gtewdth a

S sTt € vv|t a particular channel. Requests

pafifuldritMantiel.t R@huéﬁb {6t tHait eirkial wee» sitedarieyreckived by the
correspondlng channel . For exanp a client 180 may

conmekpondingetasnel Faen@snplesa ch@rnt 180 B1aVemaRe TS A
ok el BB oA

naBgfr Eer é‘&’ﬁ?tg} hjﬁ s Fefties s TR RS LKL, BPthalBo channel 184.
Su‘ﬁﬁ%‘(‘ n)ﬁ fle %%Wéf'ﬁ%ha beldopfiBaredciostivinlle bi®f the dejumsits for the

8 can configured to handl e other URLS.
wyl tar. eofn SRthvst theftiapwbnanel 196.a Ardetesdt ghanngt 388 gande

channels in accordance with an enbodi nent of the

COhﬂQ‘ﬁ@ﬁitQmaﬂﬁgeé’H"tﬁWR ‘Figure 5, 15 in step 190, and
admi ni st ;ﬁéﬁfe SURbIWAY ﬁéwﬁﬁ#t F 8 rﬁ@ﬂﬁi&eﬁo‘ﬁ pFVidiRg hefnels

for cert opérations as an application
in BEEMBShce Hith & eAbRIdipEAt of the invention. As shown in Figure 5,
in step 190, and administrator configures certain channels o be used for
certain operations, such as an application request, an intra-cluster
communication, or a web-site access. In step 192, the channel is activated
as necessary. In step 194, a communication is received from the client or
other entity. In step 196, the communication is passed to the appropriate |
channel. In step 198, the channel may be deactivated as necessary.

In accordance with an embodiment, configuration of the SSL
server identity is possible at the Channel level. Configuration of SSL
one-way/two-way is also possible at the Channel level. Channels are
configurable and startable at runtime. Multicast may be added as a channel

property. 1t is possible to configure a named channel scoped against a

specific application.
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will 2Pl G hanesls

conmuni cation, or a web-site access. In step 192, the
channel is activated as necessary. In step 194, a

w@oewmsunizeati on is received fromthe client or P@f/ﬂ@ioo-xmnnos

entity. In step 196, the conmmunication is passed to
the appropriate 20 channel. In step 198, the channe
may be deactivated as necessary. In accordance wth an
enbodi nent, configuratiei-of the SSL server identity
is possible at the Channel |evel. Configuration of SSL
one-way/two-way is al so possible at the Channel |evel.
Channel s are configurable and startable at runtine.

Mul ti tn
poss: glaz to cohﬁrggsgﬁaaﬁgr% an rfe}zgspgc{)sﬁ@ﬁe i‘éﬁ?dﬁ’ﬁ a
spepélcumaunakspibr specifio aciNii@§0Al) bbé&iﬁ’é dRGRhERAMIIR %J!?Qﬁ

In a rdance with_an enbodinent, it is possible to
the éTaéE?‘@f nel, d-ec Fhwithithe serves patsfault Ilﬁemaddreman@\bbrt

MERREL! LrE ARG VEL (MR by PSR o, 1
poa@ﬁraemsccaﬁ@uw@atstmcﬂ\@hanﬁagtfoﬁ ﬂh@%ll&wﬁ@”sfergéﬁbr séW?F

mul ti cast channel s possSi b

bl y
ffa{‘fg"» 3@#!@9@@8&3%&1@ maepﬁmmmmmmiog (This will
: t st traff
inclfe B Gatfiahl mekh® anvTrnleTtafinoren shpabain configured

stait@ of tiibesdiin)! IMbfriaf (ARAWITIR heaidf ﬁﬁﬁ?éi%%%ktfgna%v{rgwr}g)

change the configured state of the server)

ang tJKAs il woa@ebieﬁ@ tueftheldeféult Chankef off conpietily. nodhe
TA. oss I e tg turpn the default Channel
defPil crlitnelis.of, e sSietiem Milbe neadamem-rytasmatically.

NOQ@@dlBQ'an%ﬁ’{ge@ﬁGﬁﬁnr%yrlea@?stwgaﬁ{%@ SRR BhLERLE Ynay NSt

| oad- bal anci ng of requests is

be gRed es|asfauliytiolerancd machedisas, aithoaightaticon@eantPe the system

chani | t hou ﬂ-ﬁ@ft connect tine the system w|l
SHEUT & syReeqeds or siscad®f Ghanngls out

of Channels. 15 Channel Monitoring Currently channels
have no specific nDn|tor|ng capabilities,

Channel Monitoring

Currently channels have no specific monitoring capabilities,

although comprehensive instrumentation can be added to all Channels and

made available through JMX and the console.

Channel Lifecycle

In accordance with an embodiment, Channels have a defined

lifecycle that obeys the standard Server Lifecycle requirements. It is possible
to configure a channel without starting it, and stop a channel without deleting

it (also known as "Suspend” and "Resume"), and without stopping the server.

Channei Configuration and Scoping

Channels will have several new configuration points:
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al t hough conprehensive instrunentati on can be added to

all Channels and nade avail able through JMX and the
waoansale33 20 Channel Lifecycle | n accordance weCh/isnoos/017506

enbodi nent, Channels have a defined |I|ifecycle that

obeys the standard Server Lifecycle requirements. It

is possible to configure a channel w thout starting

it, and stop a channel wret‘hout deleting it (also

known as "Suspend” and "Resune"), and wi thout stopping

the server. 25 Channel Configuration and Scopi ng

Channels w Il have several new configuration points:

WO 2005/ 1@%ﬁ§umﬁoﬁﬁ/9§zQgﬁ/e%ﬁﬁeﬁte@qe bggab@é bp{heof

SSL server atfributes is possible at th Channe
Chenae!. Iewh sThi$1 abablgssgystearmadﬂmnmmtaratto givet ® VL 8dnstance

mliete SBE 06 A0 b Rrsnesive ok pjenbARBlcstioBror brower.
Tﬁt@%ﬂa%‘?e@ﬁéﬁé‘ S%HO@P vir@fal Kbé%%ﬁet'&%&ﬁ SHES LR MR
com an

sites such as 00. WWW. bar . com can bé

whvesfoedcom andevsantesrsmny ean Henhested iofhathesand Bepiar,

enbodi ment, Channels are configurable at runtine (but
not gr acefAGSPIeaNREWih a8 ernbadimant, CQ?HB%JSlarelO@nﬂgurable

at3fnfind But ot GRERRIGAANEE 5P riiseE SR 1.5 pG%Slbte tog
sadpei Chdnresls babn @ppliosticn aao shcecaplicatives ca P &Hbyed

al so. 10 This means that an adm ni strator can
dyssimicaly, & iadesiabletthat banaelsmas be apuiigured rdamammanygalso.

T%Eg%% st?ul ncb%éﬁ]ﬁﬂ—%\y\é%{% ment racfe?f#?rtshut of Ia

withidiits83tariny Weseridsr. |REIIrAE 'éﬁiboduhehté@ra@bkﬁ%utdoWﬁ ofa

possible to abruptly term nate a Channel
Chnrgis (incluging waitiggdanall inflight wosk e finish) oayfalsaibebl e,

pe'\lzpo%ed. If time allows it is possible to abruptly terminate a Channel.

All properties of a Channel are dynamicaily configurable. Many
properties of a Channel relate directly to features of the underlying
ServerSocket and where these cannot be physically changed dynamically
they are configurable by restarting the Channel.

Multicast can be added as a channel property. If a Channel is
specified as multicast enabled, the server will use that channel for sending
and recelving multicast messages.

It is possible to configure a named channel scoped against a
specific application. This guarantees exclusive access to an application over
a particular Channel. Every Channel has a name, and if an application was
configured with that channel name specified, then only requests over that
Channet would be serviced by the application.

It is possible to configure a multiplexer (muxer) for a particular

channel and associated muxer properties.
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15 properties of a Channel relate directly to features
of the underlying ServerSocket and where these cannot

woeognygissal |y changed dynamically they are perus2005017506
configurable by restarting the Channel. Milticast can

be added as a channel property. If a Channel is
specified as multicast enabled, the server wll use
t hat channel for sending-9-20 and receiving nulticast
nmessages. It is possible to configure a naned channel

scoped against a specific application. This
guar ant ees excl usive access to an application over a

ssar¢osfiduaatiémannel . Every Channel has a nane, and if
an application was configured with that channel nane

speC| fiedln am:rdmdglwrtb@mhbodmnﬂ bafigthafidlrBRSk

serviced, b he application. It is possible

S%e AT ES IS DSR2 s S ek e v wipachndbbtine

200%4233 %@/Wgﬁéﬁ{egg@ %ﬁwfi guration in

NetpookAeccessPoirithBoaresibodi nent, configuration of SSL
server attributes is possible at the Channel |evel.

This will nean that the foI | ow ng SSLMBean val ues

sm.ldlimé&ﬁ@é% Net wor KAccessPoi nt M Bean
also: SSL. dient lﬂ&fl ca? eEnf orced SSL.

SS‘FVWV@SL%B@E@BL Server Privat eKeyAlias 10 SSL.

od Iir Al eKe PassEﬁSg{ . These new attributes are
ecte consol e pages, however for

SSSJ mAivGitaKes g@ggmlgg@g_ of the specified certificate
Si

is enforce nce the admn server may not actually
have access to the

These new attributes are reflected in the Channel console
pages, however for simplicity no checking of the specified certificate is
enforced since the admin server may not actually have access to the
referenced keystore. The format of the extra attributes must be the same as

those that already exist for the SSL. configuration console pages.

Dynamic Configuration

In accordance with an embodiment, it is possible to configure
a channel in the console or through for example, weblogic.Admin, and then
"start” that Channel without rebooting the server. "Starting” a Channel means
that it starts listening on the configured IP-address and port for the configured
protocol. 1t is possible to shutdown the dynamically configured channel, but
shutdown will not make any attempt to gracefully terminate in-flight work - the
ServerSocket will simply be closed. Stopping a Channel is distinct from
deleting a channel. A stopped Channel can be restarted. Stopping and

restarting a channel will provide a way to reconfigure some properties at
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15 referenced keystore. The format of the extra
attri butes nust be the sane as those that already
wexioshishsr the SSL configuration consol e pagespcDysans 17506
Configuration In accordance with an enbodinment, it is
possible to configure 20 a channel in the console or
t hrough for exanple, weblogic.Adm n, and then "start"
t hat Channel without relfboting the server. "Starting"
a Channel nmeans that it starts |listening on the
configured | P-address and port for the configured
protocol. It is possible to shutdown the dynamcally
onf i ed cC I i ke any
f”"ﬁﬂee‘ﬂ'%#ht‘%”g‘?ﬁg@? u(m%i/)]ﬁtggrt% n thiEanéﬂfcllribgﬁ?’ﬁ \(R/ofrrﬂk - the

SerariEdeer Socket will sinply be closed. Stopping a
Channel is distinct from deleting a channel. A

st opped Channel can be restarted. Stopping and
&,es_ta é’i nlg e channel will provide a way to reconfigure
Mu Gﬁé’fé BPeF'ti es at WO 2005/ 114233 -10 PCT/ LI S2005/ O

7506 1 unii ARoNMAIREE WRR aPNévbbeinsdany éxipossiblegb debert a
re-creation of a ServerSocket. Milticast Channel 5 In

cordigueediahernaliastharmuliisast addiess andipPrbtos AURE t o
select a nfi gur.ed annel a e [ - 0SS
communations o IS¢ Ereblis DR PhsblETrOH thTRE br BREAAY
t Akl hhals fof neMiicdst B
chefiefe EHP pblipb ipsSBIER) SbHEBL hahsls ff st 08

addressnebs dombinations thett ave alreddy esed bysopk epghlgcthat i ons

t hat | ready used by SSL emabled 10 Chapnel s.
Chamogler Prasprips ebpeibG (o st BU U P 2eanfags 2

rate nfiguration point. Application Scoping In
corfigfstiheehls

VWi th an enbodinent, it is possible to
configure

Application Scoping
In accordance with an embodiment, it is possible to configure
an application io use a named channel. For instance in the deployment

descriptor for the application it would have something akin to:

<application-channel-reference> MyCustomChannel</

application-channel-refence>

The deployed app would only then be reachable via that
custom channel. Channels would not be deployed as part of the application,
but merely referenced by the deployed application. An application deployed
with a named-channel would be the application selected by default when
accessing the URL for that channel. if two channels are deployed with the
same named channel then an error is given, uniess the applications have
been deployed with non-overiapping context paths. If an application is
deployed with a named channel then it must not be possible to access that
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15 an application to use a nanmed channel .. For instance
in the depl oyment descriptor for the application it
waoowlsdihaye sonething akin to: PCT/US2005/017506

<appl i cati on- channel -ref erence> MyCust onChannel <
appl i cation. -channel -refence> 20 The depl oyed app
woul d only then be reachable via that custom channel
Channel s woul d not be d&pl oyed as part of the
application., but nerely referenced by the depl oyed
application. An application deployed wth a

named- channel woul d be the application sel ected by

ef ng Y f f
oo LoD AR el SOl
suéd&@fu’# GeFrdyﬁieritSaf the applidttionss tﬂnl@ eva pif tiva s pecifiedh @han nel
been pl oyed wi th non-overl appi ng context paths.

waammapmg.tbam themapglicadiopl reyeds ¥ vsing thesefruhahgnel W@rﬁ

walryind Bl 8pocly B Thaes utsiRat B nk bRt SR L g5

visflefBsl th@hehgﬁﬁggel woul d have to be st arted for
success?ul depl oyment of the application in" this way.

If t he specified channel was m ssing then the
Pl [ C%H on Leverts to using the default channel wth
Muge RaFH'A"Ph the 10g. JNDI nanes introduced by the
appl i cat lrpétf\(][‘ijﬂrhénéé {With at?\eerﬁf)léﬂ%éﬂtestﬁé PHRAbRAD configure
channel s xer - per - Channe I'n accordance wth an
a musterdone particuiarn charoes ahd essociatedf ingreeprpreaties. Tb;s veill

particul ar channel and associ a{ ed er agrolgf)lertl h
enaipLugiqmersty UseH ddeEaRt BHEps& S PEIVEF BRY change

in a server and change the foll ow ng
the o Bpepled

per Sader threads- per-mmuxer. This prevents
r eaR@édéhnmwar-mmo rrteig prevents reader-thread starvation on

—M

the default muxer.

Enable direct-dispatch for a particular channel. This is useful for fast
dispatch of heavy inter-server traffic such as replication.

Discriminate only on registered protocols. This reduces the overhead

associated with discrimination.

Channelization of Internal Traffic

In accordance with an embodiment, customers can currently
configure channels to be used for external traffic and then use the default
channel for all internal traffic. This allows them {o separate application traffic
from internal traffic preventing administration problems that would occur if the
internal traffic was slowed down by a deluge of application traffic. However,
customers often have additional needs for internal traffic:

They require internal administration traffic o occur over a
secure connection, but they do not want to bear the cost of security overhead

for other items. Customers' definitions of what needs to be secure vary,
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t he default 'nuxer. Enable direct-dispatch for a
particul ar channel. This is useful for fast 15
wolbepatehs of heavy inter-server traffic such ascT/us2005/017506
replication. Discrimnate only on registered
protocols. This reduces the overhead associated with
di scrim nation. Channelization of Internal Traffic 20
In accordance with an ermbddi nent, custoners can
currently configure channels to be used for external
traffic and then use the default channel for all
internal traffic. This allows themto separate

sRBIrbgaite Qfﬂnély%fdfnhiﬁistréﬁemtﬂa‘ﬁ‘i@,rcﬁ‘ﬁérstihélhﬁéﬁrd@ﬁcﬁmﬂt Ing
adm ni'stration problens that woul d occur if the

potentaihasensitifd applivation|daie sudbws dessndepligatiot.
applicati_?ﬂ traffic. However, 25 custoners often have
addi t i onaf NRLERAUIER WayQlRanitering §aig/meszans wjumes for

r K

ARG RTS8 D5eiie g Bogpo -

sexsiin mplisation trafficaioe ifstatke. f Dhisctife applicnt fidld pepsmiri
definitions of what needs to be secure vary, WO

trying ip disgresemraplerioaih §ye syetems sone require sinply
adm nistration traffic, others include traffic with
potentially-sensitive application data such as session

ChigmeélS8leédtibn They require a way of -nonitoring
dat a/ message vol unes for particular kinds of traffic,
especi al | i ageerdanaeoyish @o| embediswmntdit iscpossibje to select

SREHT GRapi8s P Sl AiiIS. R0 shBSS Bifnpmg vl Befl to
thB'seRh@HE Gharthdl 1% 18 Withe® sdriany@biaaftligtdr Adre8s and port.

accordance with an enbodinent, it is possible to
India¢ ebsence spasniamed Channel, or faolefapl Gifannehsupporting she

o BFSoPAE CHIBAF ot PR o Bpmiteomt 2pfindrom
availdpRSEGhamte!B SUpporting the required protocol. In order to support
named Channels it is necessary for a server to know the various remote
connection possibilities in another server. This is true within a cluster, or
where JYMIDs have been exchanged during bootstrap. In this instance the
name of a remote Channel can be used to determine connectivity since all of
the remote Channels - and corresponding listen addresses - is known.
Bootstrap, therefore, is problematic. A number of schemes can be
envisaged to overcome this:

Allow bootstrap to a well known address, but redirect to another once
JVMIDs have been exchanged.
' Publish JVMIDs through a JVMID-service. This would allow
inter-domain exchanges to know full remote JVMID information.

Do nothing and only use named channels for intra-cluster

communhication. This is possibly all that is required since segregation of
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in the absence of a named Channel, or a default

Channel supportl ng the required protocol, Channel
woessatiny is made in a round-robin fashion frg

avai | abl e Channel s supporting the required pro?jrmsfoo.’m”w(

In order to support 15 nanmed Channels it i s necessary

for a server to know the various renbte connection

possibilities in anotheri3erver. This is true within a

cluster, or where JVM Ds have been exchanged during

bootstrap. In this instance the nane of a renote

Channel can be used to determ ne connectivity since

f l.s;: - . ' list
CRAM rarfics 60 e B MBSy &l GREP s gyl &
replicaticermakes tifis sotdiion mbresphpi@mazgan be envisaged to

overcone this: Al low bootstrap to a well known
address, but redirect to another once JVM Ds have

&r'fﬁ’é] ed. Publish JVM Ds through a
m%ﬁl\?tgﬁerw ge This would allow 25 inter-domain
exchangesntazclrtamdeukith éﬁ'@?ﬁ@a&Wn@ élf‘lﬁ‘n%rﬁgf’ﬂrgm P%

g thing and only use naned channel s for ra- c
cog %Eﬁﬁi' lehapnen qyara partipulas Ghannal. Hntthaiabsenmeeqﬂl red

AR TG '
cowfigliation, &) KshEVe aﬁdéﬁerﬁ@ér{d?é@!ﬁn g denﬁfff er\ﬁéingi[%h

this solution nore problematic. Inter anne1
cugloniergdadeuis alhln&@rnehhmﬁcrwer cusiom OhieneR), Theay Bossible

oEQiRtEie PR AORRLR R Cudelshs Eivonn whiok rnine
redufird Q@véiﬁfrﬁi@ﬁ b@l@ﬂ%ﬁo' -e\Flhlch s cﬁrrggﬁ)zﬂu{ ﬂfeplan It is

configuration, tore depen encil e
poggibleutor cattiigune Histiatt @bmml@ls ovstherfeliowing sfeﬁ’v@reto%érver

nternal tra ver custom Channels. The onl
trafiisiifyn & Ci‘HS{?i Mt%ﬁfﬁr@fﬁ%&em@aﬁw defficed rJavh:t e

AdFaREtioN (HEOWA McILYBISIRS WRHE © and internal. This is the default
fallback for everything and is based on the default protocol, i.e. if {3 is
configured as the default protocol then the RMI channel with t3 is used. If the
RMI channel only supports one protocol then that protocol is used by defauit.
This assumes that ib’cal and remote ends both support the same protocol as
default. Outside of a cluster only administration traffic is channelizable.
Internal traffic can be channelized for the purposes of security and
monitoring.

The present invention may be conveniently implemented using
a conventional general purpose or a specialized digital computer or
microprocessor programmed according to the teachings of the present
disclosure. Appropriate software coding can readily be prepared by skilled
programmers based on the teachings of the present disclosure, as is

apparent o those skilled in the software art.
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require a well known bootstrap Channel) - which.is
currently out of plan. It is possible to configure

woi2gésmedzzChannel s for the foll ow ng server -t opegf&2605/017506
traffic within a cluster: Milticast traffic;
Replication traffic; JTA;, Admnistration (this wll
include DRS traffic) ; and Internal. This is the
default 15 fallback for-®verything and is based on the
default protocol, i.e. if t3 is configured as the
default protocol then the RM channel wth t3 is used.
If the RM channel only supports one protocol then

that pr OHR%%lméf %nlrb%gfgmgmsﬂ ﬂi@g}ésent hvERtisn asgud@sat hat

| ocal and renoté en upport the sane protocol

coSputdEpRIgram Shedsictiwhivh i acdtosdgermedium goneidia)draving on
traffic is channelizable. 20 Interpnal traffic can

insthuctiossistered tberaamdinpubich 88 ke usetin PIGIrame cSiputé to

nitoring., The prese [ i j
P AR D Etre APEESET B b BR A A GRlerk o7 e BHEBLE catum
catPREAk! Bﬁﬁisq{cﬂilmﬂieoq@f)ﬁhﬁ eypenst disk tiaiyding dieppy disks,
progranmmed according to the teachings of the present
otisatidiscs,d3VDe CONRSIMpr inigred ey, tans agpaingPlicH diegdi | v

ROBiS NS p RGNS jreBh M5 SRATEEVRAGES fle8h mokonr
Ao S AL s PuAusyfornS (inokirp Rl id
mefrFeTs), oy eny itgre oholedireer device apitetie for sigriam ipstaions

which is a storage nmedi um (nedi a) having instructions
argt/or a3t her eon/ i n which can be used to program a

conput er o, ﬂﬁ%éﬁfn@%éﬁer@ﬁoﬁ et preReRemvehtibh®as been

present inven storage nedium 5 can incl ude,
prévidedSonthe purposed df dlusimation wpd delscdptian.i Hds ot ingended to

berbeRaVear taaTREEVEDIT KL RIEGRS foIms disclosed. The
embodiments were chosen and described in order to best expiain the
principles of the invention and its practical application, thereby enabiing
others skilted in the art to understand the invention for various embodiments
and with various modifications that are suited to the particular use
contemplated. Itis intended that the scope of the invention be defined by the

following claims and their equivalence.
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ROVs, RAMs, EPROVs, EEPROVs, DRAMs, VRAMs, flash
menory devi‘ces, nmgnetic or optical cards,
woanessyssens (i ncluding nol ecul ar  nenory | Cs) pe®fusdébé/onsos
type of nedia or device suitable for storing
instructions 10 and/or data. The foregoing
description of the present invention has been
provi ded for the purpose3bof illustration and
description. It is not intended to be exhaustive or
tolimt the invention to the precise forns discl osed.
The enbodi nents were chosen and described in order to
Chfifis:expl ain the 15 principles of the invention and
Its practical application, thereby enabling others
Weidtlis eldimedishe art to understand the invention for
vari ous enbodi nents and with various nodifications
that are suited to the particular use contenplated.

It I8 d . . ipvention be
et | ASYSIETT b PRind P failo SiichfldF Behis,
caqprisinfjence. 20 WO 2005/ 114233 PCT/ US2005/ 017506 - 15

Clains: What is claimed is: 1. A systemfor providing
charfh &Rl aanfiguegshia heatiseveral oheneels for tanepringi ng a

cont | | _channel's f
o LRleatGAS o B Bngf B8 FhT e dBdand) or ot her
ser iepluraliy 6f shahinsla thddima] belmiglied B3d aHﬁ?’a&?& to receive

configured and activated to receive partic
pagtichtanceanmunicationstaidhes sener amdbrpceset®sthrstcular

i . 10 [ ti ' to th
coBRbhEHNGEs BRodRMEE R smbBurIon Hlahe pbpeRebr ol ai m i
wherein a channel may be scoped to an application at

the server, for receiving comunications directed to
2.t hatThe system of claim 1 wherein a channel may be scoped to an

application at the server, for receiving communications directed to that

application.

3. The system of claim 2 wherein access fo the application is only

possible via the configured channel.

4. The system of claim 1 wherein the channel may be activated or

suspended by an administrator.

5. The system of claim 4 wherein the activation or suspension happens

dynamically without necessitating the restart of the server.

6. The system of claim 1 wherein the system includes a plurality of
servers operating within a cluster, and wherein a channel is configured at

each server for intra-cluster communications.
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application. 15 3. The systemof claim 2 wherein
access to the application is only possible via the
weEonsitgused channel . 4. The system of claim1l pbpUSINS/W017506
the channel may be activated or 20 suspended by an
adm nistrator. 5. The systemof claim4 wherein the
activation or suspension happens dynamcally w thout
necessitating the restart6-of the server. 25 6. The
systemof claim1l wherein the systemincludes a
plurality of servers operating within a cluster, and
wherein a channel is configured at each server for
7.1 Nt rgneysteRY ofC@aM N ivisrePNGe éé‘ﬂfé’IQ%VuHéé%?ﬁural%of virtual
PCT/ US2005/ 017506 -16 7. The systemof claim1 erein
wathsiteepenatingdheen andwherin epcbfofsaid plaralitwebvistuabweb

.operating thereon and. rein each of said pluralit
sitgf iE0e Lo RELatag Byt Ten Srrrdind S knrhat
virkd e il for receiving requests for that virtual web

site. 5 8 A nethod for providing channels within
application servers, conprising the steps of:

prov,i di server,.configured to host several channels
8.For A B0ar 1R PrEgHiGFRaTIoln With PLARRICABRY SeRYRIS o
co%&fnﬁﬂe"&é?é ofnd 10 configuring a plurality of

c

annels to receive particular communications at the

ser ypeoviding Pseres sohfipaedpatiost sbwsrat ciraniils fdriredsiving
according to the configuration of the channel. 9. The
corpnyigatigns framelienish apdion otheaveis; ABY be scoped to

an . ' i r r Vi ng
o0 AT SRR BoR i ecel Bpatos
communications at the server and process those particular communications

according to the configuration of the channel.

9. The method of claim § wherein a channel may be scoped to an

application at the server, for receiving communications directed to that

application.

10.  The method of claim 9 wherein access to the application is only

possible via the configured channel.

11.  The method of claim 8 wherein the channel may be activated or

suspended by an administrator,

12.  The method of claim 11 wherein the activation or suspension happens

dynamically without necessitating the restart of the server.




application. 10. The nethod of claim9 wherein access
to the application is only possible via the
woanfsiigwsad channel . 20 11. The net hod of cl ai W$us2005/017506
wherei n the channel may be activated or suspended by
an adm ni strator. 12. The nethod of claim 11 wherein
the activation or suspension happens 25 dynamcally
wi t hout necessitating thtrestart of the server. WD
200, /114233 PCT/ US200S/ 017506 -17 13. The met hod of
claim8 wherein the systemincludes a plurality of
servers operating within a cluster, and wherein a
1 haniied nigthed of claithewatrei i
i ntra-cluster conmunicati oﬁg@%\%}iﬁ?ﬁ@gﬁgt%ggmﬁw of
SEEYQ(F APeTaing within a elustany end whereides chapheliscobfigurtd at

f.r sites operating,.thereon and wherein each
eaob Stéag\?écr fB?AﬁﬁEﬁ'FW?e&C%WPPD'&%'% sites includes a
channel associated therewith for receiving requests

for that virtual web site.
14.  The method of claim 8 wherein the server includes a plurality of virtual

web sites operating thereon and wherein each of said plurality of virtual web

sites includes a channel associated therewith for receiving requests for that
virtual web site.




