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DEVI CE RESOURCES TO AN APPLI CATION Field of the Invention [0001] The present
invention relates to processing of applications for use in a conputer

devi ce, A¥AVHHd7particularly, to the granting of device PEEYEYEEIper
application. Background [0002] Wrel ess comrunication has experienced

expl osive growth in recent years. As gconsuners and businesses rely nore on
their wirel ess devices, such as nobile phones and personal digital

PDAs [ : [
B ovi de- addi € 1 ony]. Wﬁibﬁ?’{ﬁ’ﬁi § SIS IFALLOEATE 2 c i s Ladtti ona
functionality w D QUR 112 ARNARPLEHEARK@Ness devi ces but

al so increase the usage anong current users. [0003] The environnment of a
wi rel ess device creates unique chall enges when one considers the execution
of application on a wreless device. Methods of downl oading the

appl i cat ipgfa otttk INRERNOMY the applications need to be developed. In
addition, there is a need for security on the wirel ess device. Security

condetmk on t Ade piaseitapeentige vélates tmb@&anggﬁambﬂcatumg folheseamui r onnent t he

best way possible.so_that an ation _cann |ntent|onally or

uni ntenti §W3Fﬁ3§/devd%egf’ ‘sﬂ]@%‘?p%ﬁ;"ﬁﬁh % {hﬁg{a llngé) d%‘HCB PR ess device or
t he net wapklicatiomhi ch the wirel ess device conmmuni cates. [0004] Applications,
during execution, require various resources on the device they are
executing. These resources include menmory (including primary and secondary
storage) gi%} and/or access, 1/0 ports and particularly, the display,
speakers, iboard or keypad and a m crophone. |If the device is connected
t o goooef wor k, Whﬁessaqophﬁmﬂ&dti@n hapyx eHeeed@rplotioe gRmak $n Rcelgtesns. resource to
use the netmork e. a dialer on the device. [00051 It is de5|rable
control tHeEORBENGTE alefi Pusinesses rely nqre, op Hisirguiseless 4%&98% SEEsasgEoYle security

measur € tcpgoﬁésrﬁ'nﬁg@t@bfnﬂ%@ﬁ?aﬁﬁtﬁws 'xﬂ&lé@%eﬂ?%:?r&ﬂdér@ &evice, or other

devi ces nnected to the device damage ma I nt en ed via a virus on
t he carriers, strive to provide additional functionality on these wuelcss devices. This

additional functionality will not only increase the demand for wireless devices but
also increase the usage among current users.

[0003] The environment of a wireless device creates unique challenges when one
considers the execution of application on a wireless device. Methods of downloading
the applications and removing the applications need to be developed. In addition,
there is a need for security on the wireless device. Security concerns on the wireless
device include controlling the environment the best way possible so that an
application cannot, intentionally or unintentionally, degrade or corrupt other files on
the wireless device or the network on which the wireless device communicates.

[0004) Applications, during execution, require various resources on the device they
are executing. These resources include memory (including primary and secondary
storage), CPU time and/or access, /O ports and particularly, the display, speakers,
keyboard or keypad and a microphone. If the device is connected to a network, the
application may also want to access a device resource to use the network, e.g., a dialer
on the device.

10005) It is desirable control the application’s access to the device resources as a
security measure to limit any damage an application may have on the device, or other
devices connected to the device. This damage may be intended via a virus on the

apphication or may be unintended where the application executes with poorly wntten



application or may be unintended where the application @ﬁgﬁ b oorly
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unintentionally dom nates a resource and nmakes it unavail abl e or damaged to
ot her appkooavtieérs. [ 0006] Currently, the method of contrettivsg/idie
resources of a device was based on a wuser privilege level. If the user was
a typical user on the system he or she was provided a |evel of access to
the resources that was anticipated they would need. No matter what
applicatio t he .user. or executed op _the .devic as Ion s the

appl i cat ﬁS’H% t%f’@“@@%‘%ﬁﬁ ﬁﬁ’"ﬂiﬂﬂ%sr FROYE" ﬁ%d;'ﬂ‘a‘b%ﬁi'w‘ra"a' dble ??1%*%“ %pl i cations
wer e alltoguﬁealnﬁgn@%ne access rights to the deV|ce [0007] If, for

exanpl e, the user was a systens adm ni strator systems engi neer on the
net vi@@%]t he déwirmatlyatge mﬂmlcqfedntr@lﬂiag thwewwmy 05@ dgvlvewaabme@hem privilege

Lovel S fieeS R RS yssr B VS WPhS IRSERRR Ao dig RV cg, 2

netmnrk re yplc uSer t oug this super

user’s prprUVIH&gﬁ&vémm@tdhﬁres%ﬁfﬂés &QfQaeamlchpatédahapwbuma{eb@nsot he super
user executed. In this scenario, the same application executed by the

t ypi caI UBatier bt appligatians dbr weaPYY Brriex sl oncibe deyice. g lng 8dhoy t he super
user. %@]lcm\%weex%m &R{%‘é}ehs& %ﬁ@%{gﬁ?kﬂ&@’af)ﬁkaﬁ% deyvifie to linit a

devi ce's esources per cation e user 1tse may attenpt to
limt thegiepphe sahé arvess ngitcrsbe tevicesour ces, this provided no security to
t hose naintalgfgthhe eV|ce and the network the device was | ocated. The

userlO8&di d av SXAMAIG §Ne RET Wag 8 YL %ﬂi’él'“‘s“?'ﬁ’érgé’fyé?eéns FBHEE% he device

r €Sour Cesy Ohe NRHMAEKielias QME E6MmePRaACHaARe  fiGy BE th%%?ghcigﬁﬁhe%eq@e! ned to the
user. [0009] Consequently, at 1's needed |n the art system and net hod

f or prot exg.i agsuptheser.esmligives mofe accdsud tie davdetand neovome otsedreeet wor k and al so
o eeS! it LS bt S TRRREL RS (SPAER B TRRRD L. S ™
| NVENTI ONafrRQdfss S sleipplicdiibnEaichogs weansiesitemt InvhisRcdlagopihesant i nvention
overcone the shortcom ngs of existing systens by allow ng an application
access t o2pRligasipneaeepted by the typical user may be granted additional resources if
executed by the super user.
[0D08] However, this practice does not allow for the device to limit a device’s
resources per application. While the user itself may attemnpt to limit the application’s
access to resources, this provided no security to those maintaining the device and the
network the device was located. The user could avoid limiting the resources and,
therefore, damage the device resources or network resources based on the pnvilege
levels defined to the user.
[0009] Consequently, what is needed in the art is a system and method for protecting
the resources of a device and the connected network and also increasing the flexibility

of managing the device’s resources by allowing the granting rights to the resources

per application.

SUMMARY OF THE INVENTION

(0010] Systems and methods consistent with the present invention overcome the
shortcomings of existing systems by allowing an application access to a device's
resources based on a set of permissions associated with the application.

[0011] In one embodiment, the present invention provides a method for stonng an

application on a device comprising the steps of receiving an application at the device,



resources based on a set of perm ssions associ ated withlglqu;ﬂgﬁ[& bhey-
[ 0011] In one enbodinent, the present invention provides a net o?i?’faor

storing an a&pl ication on a device conprising the steps of receiving an
appl i cat MWA'H12H¥He device, 13 FEBRUARY 2006 WD 03/ 021467°PC¥POHIS™480 2/ 2' 5,
746 3 receiving a permssion list at the device, wherein the permssion |ist
indicates a resource the application3nmay access on the device and storing
the application and permssion |ist on the device. [00121 in another

enbodi ”er}&eei\tiﬁl%a PE@SSMEN ifueINeIdRRicBI \OYdr&l 8 ShlpetRIARM fsPIndRlate@Wi Ng access to
a device resoufce conprising the steps of receiving a request for the device

r esour ce résogrecdhe anpbichteont inayaccessadruidie deygcaanpsestonngthoapplicstiomesbei ated with
t.he perm ssion |list indicates the resources the

o, 25 G O

applicati 4nd granting the application access to the device

resquiieg basedn @fothéif@mbodithed] the PrdsenttifenBieh Prosdedn rhdtkdd for @0dwihgl N yet
anot her enbodi nent, the present invention provides a nmethod for associating
a perm sFEHHS [ seevjfe RS UHCE{ITATEHRE [8?1S@B?MPIP%Q‘HQ:%@HE‘]L@@@BStf’éfjelﬂééei ving an

appl i cati,on, [.G60) ¥} 9 1Pctan&?%§£l\%gﬁk?ge£%erﬁﬁ§s?onﬁ{si X#h&%a%ﬁ{%? associated with
one or nore deviCceé resources, erel e privilege rig I ndi cat es access
to the aspphdatibedvisesintiee pereseiondes imiictes neatebgess theipplissii@cani st using the

one or nore privilqeyge rights and a field associated with each of the one or
mor e devidseess @8 gFEas REPErHIONAGEess fRMR{ASELrHFESPHILE bpsgd £8dbci ated with an

appl icati; d il sheunbiliskRngyal uate whether the application may access the
one or m)lfr-@c%gvilce erp}sohsrcgsl. [ 0014] Further enbodi nents of the present

i nvefdidpn ar e Ialystanddec embediment, threpredent inowititg patevides petwddod at t ached
drawi ngs. BRI EF DESCRI PTI E\l O THE I?RAW NGS (00151 The afccor_rpanyi ng
dr awi ngs,2SYA5138A8 4 PETTISUER B L ER ARPISARP St [ae SepitrecRYIng He

speci fi Caatp%)%tioﬁ,! rest{inabeleRdt 996 BF InbrddpBfiRkE Agh® ABRAIMRNGth 8fe dRofenventi on
and, together with the general description given above and the detailed

descri pt idsmicofesphises, pyhefesn theprivilpgein ghinndicajesasaessdp 8w, assasiajed dayiegxpl ai n t he
principles of the invention.. 0161 Fi a bl ock

.Int[ge.dr Winszg?ge ko

i agr am deEEe: MY SPEJ AR st b P RE P Pt Tigee Hehts and a
field associated with each of the one or more device resources, wherein, the
permission list is associated with an application and is used to evaluate whether the
application may access the one or more device resources.

[0014] Further embodiments of the present invention are also described in the

following description and attached drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

(0015] The accompanying drawings, which are incorporated in and constitute a part
of the specification, illustrate presently preferred embodiments of the invention and,
together with the general description given above and the detailed description of the
preferred embodiments given below, serve to explain the principles of the invention.
In the drawings:

[0016] Fig. 1 is a block diagram depicting a system architecture environment in
which an exemplary embodiment of the present invention may be practiced;

{0017] Fig. 2 is a block diagram depicting a wireless system architecture containing
wireless devices having resources in an exemplary embodiment of the present

invention,



whi ch an exenpl ary enbodi nent of the present invention pRyrpPARStIG;
[0017] Fig. 2 is a block diagramdepicting a wireless systemarchitecture
cont ai ni n wi rel ess devices having resources in an exenpl ary enbodi nent of
t he preseh® 03PHyehti on; 13 FEBRUARY 2006 WD 03/0 2 1 46 FCPCWAISOR/ 25746 4
[0018] Fig. 3 is a block diagram depicting conponents of a wirel ess device
in an exenplary enbodi nent of the prgsent invention; [0019] Fig. 4 is a

fl omchart depicting the process of executing an application having a
perm.ssion list for r . C n a,device in X I . enbodi ment of the
pr eglé(?llt% 5 i nve?ﬁt‘%‘off;s a&ﬁ%%t%ﬁ%]‘%ﬁ”gpg%g?rgpoge Ilsgcrf:] QH?EE%P 3‘5’3"8%5‘. T i ng the
ability teaempRirgémbbdiineidl of tpepatensimdntdi; st to the sanme application for
different devices in an exenplary enbodi nrent of the present invention.

DETAPYED DESCRIST OR ot dpmetrERRED ERBODIVENTINE 0D 22PIIREPR PRYIBR Wi | | now
be rmade 'rPt@anEiGh 'ns{ r fd3GurbLs emévyce%%maﬁ%am%&%sﬁm%e &@é\%ﬂtﬂ' ments of

the invenntion as 1llustrated 1 n the acconpanyi’ng aw ngs, 1In rch like
r ef er encenednabacinedr s desi gnate |i ke or corresponding parts throughout the

several drawngs.. The najure, objectives and advantgges of the present
v ah0bn vt | I Bt oMH B BP ERYE 1 SPHRLD SREReAITPR PERBSHP af ¢ or
consi deri ' ] ih Bk b1Ar R RRREhE it h the
acconpan;!%gtg&tﬂggéfnﬂ%hgtsl. iﬂﬁ?tn?gfjﬁg{e?%rﬁdg\?é%ﬁ]ﬁggﬁﬂgﬁs and netrﬁ%gezonsi st ent
wi t h t he ppesesenventrmnention |imts an application's access to a device's

resources on a conputer device. Wile a privilege |evel may be defined to
the user that limts access to the device's resources, systens and nethods

consi st ent WHET A NEEP DESURIPTIGNOPTHE PREFERFIPD EMBOBIMENITCESS to the
device's resources per application, thus providing increased flexibility and

security in managing the device's resources. The device resources include
al | e co f | ceqth ' forns a
FundBPART Thod@teiahe B nat e S AclaNh o BHGHES RERBRS R MLrRER )
primary amtbodlaemnsiaf e fivenidg@eas illoftiddontildccofmpdd ang dfaeins, inneliitlpr kK access,
di al ers, speakers, display, keyboard/keypad,

like reference characters designate like or corresponding parts throughout the several

drawings. The nature, objectives and advantages of the present invention will become

more apparent to those skilled in the art after considering the following detailed

description in connection with the accompanying drawings.

Introduction

[0022] Systems and methods consistent with the present invention limits an
application’s access to a device’s resources on a computer device. While a privilege
level may be defined to the user that limits access to the device’s resources, systems
and methods consistent with the present invention limit an application’s access to the
device’s resources per application, thus providing increased flexibility and security in
managing the device’s resources. The device resources include all those components
of the device that provides access to or performs a function. These include, but are
not limited to, the device’s memory, primary and secondary storage, Input/Qutput
(“I/O”) ports, network access, dialers, speakers, display, keyboard/keypad,
microphones, files and resources whether on the device itself or located across a
network that the device can access.

[0023] The present invention associates a permission list with the application. The

developer of the application, system administrator, or other authority, such as a carrier



m crophones, files and resources whether on the device ii$GEROARYEH¢d
across a network that the device can access. [0023] The present invention
associates a permssion list with the application. The devel oper of the
appl i cat ‘U?l"3"§‘3'/§’t Yem adni ni strator, or other authority, sudh’¥43"285t4rrier 13
FEBRUARY 2006 WO )31(121467 PCT/ US021 2-746 5 or device manufact ur er, may
create or provide input to creating this permssion |ist for the
application when used on the device. In addition a server nay be used to
create hEeRE MhRFhQlret, 'rﬁﬁy Heaedr fRvidagnph W&regtﬁﬁ%kqﬁrﬁiﬁlgﬁﬁﬂs@ fofS,
entities or parties 1nvolved wth executing the application on the device.
When t he theppiplicaitanovheangeder esisvion In adshtiorsa semwir adydy wad tdwreaevi ce, t he
application when execute i,J I. onl.y be al l.owed acces resour ces

o ant eq. 1F beparg s e aisgmof ey St e sbABEs, sRRGE s ik SB R | Fed i
the art thafexBcstRig tR€apPitatioh dr@E dbvibe.t WaRn eiPdpphiadtionad PefRiSSioh O I esour ces
outside of the permssion |list. For exanple, a user may not have rights to a
r esour ce lisoia instrdled enitheedavics: the apligsgph ovden Grpqusedgwéqunédbfp@iqwesls| on. This
alternatiyve e di [ nt th j ce may
provi de gﬁceésdtrc(}}bt Beg§'llrc?s {'t%{l]?notﬁ §§%mtsmco}rl%§e ftﬁgvn]t! Fg,recf) g’%lzg&%&g’%ss to the
resour ce sk¥iedir the ah@hpardevrs ny fhaﬁerbﬁﬁnagﬁﬁmce@bnsmccetshaa Resurtasi on | st
based on other privilege | evels associated with the device and/or user.
[0024] Byum@af.ﬂaﬁmqﬁ@n&sw lisk TEse3 RBPIST 2 Hsed RAYAW! havedtENsHINa BERY S in a

perm ssi off thd Gdvice t tﬁé gﬂﬁlgﬁtﬁﬁki 9&314&F§EsglﬁﬁaghE%lt@&%ﬂ@@?lpﬁ@&m{éﬁﬁ with the

sane application. evi ces erent resources
may be groamcqﬂemncmsmttm 1§ Hhat thsalmcappbrlpu:@hd@:m addD3] 1nndtated :lmd:)e recogni zed
to those skilled in_the art that the forg gdesclrolas_les an Ilcatlonflle

type bei ALY IFfUsg agerss IR EE&SBHTCFS?’%‘E AR5 ReEmisy aaB%fergf %w An

"appl i Catth@&mﬂ@%n@ls?@as’e@%h Bﬂl%r ﬁhb:@g@%%s&%ﬁ@d‘kﬁm% &‘eQriHcea'BH}orSUCh as.
obj ect code, scripts, java f ookmar k le (or PQA fil VWL

scripts, usstt e code, and pert scrlpts In addition, an appllcatlon

f t h | il t hat t t abl
o DG Lo " oAl Be PRt o é&e?ia%@PAﬁé%%&ﬂQﬂ?Pﬂﬁ%ﬁfo%dﬁf AT

t hat néedn&lﬁgl'@%cﬁﬁﬁﬁéﬁ fi6ks n{a9®Blealdddur Bsel witlstha skine Gppiiaggh.am depi cting an
system ar(i(‘:or:llseqeu%;tllj)rr,e()nedrxlf\[/"érregtndrge{clzgs Id&ferent resources may be granted access to the
same apphication.

{0025] It will be recognized to those skilled in the art that the forgoing describes an
application file type being distributed and executed for simplicity of description. An
“application” may also include files having executable content, such as: object code,
scripts, java file, a bookmark ftle (or PQA files), WML scripts, byte code, and perl
scripts. In addition, an “application” referred to herein, may also include files that are
not executable in nature, such as documents that may need to be opened or other data
files that need to be accessed.

[0026) Figure 1 is a block diagram depicting an system architecture environment in
which an exemplary embodiment of the present invention may be practiced. A device
115 is capable of executing an application 105. The device 115 may be any
computing device, such as a personal computer, a wireless device, including mobile
and fixed wireless devices, a combination of computing devices connected together.
The device 115 has resources 120 associated with the device 115. These resources

include components of the device that provide a function or access to a function

within or external to the device 115. Examples of a device’s resources 120 include



whi ch an exenpl ary enbodi nent of the present invention q$ 2@@9
device 115 is capable of executing an application 105. eV|ce may

be any conputing device, such as a personal conputer, a w reless device,

i ncl udi ngweobiok 67 and fi xed wi rel ess devices, a conbi nati eaorafsomesvpati ng

devi ces connected together. The device 115 has resources 120 associ at ed

with the device 115. These resources ginclude conponents of the device that
provi de a function or access to a function mﬁthin or external to the device
115. ExanRIes Ogﬁ%ﬁgeVICe S r ur ges ﬂ l.ude, 13 FEBRUARY 2006 WO
031021167 PET @#W@“@Vﬁ@ ?VT ST U &”BPDRQWV Uigdcl8¥ndary st or age,

a m cr oph@irfectétdf RELMALK difQD Resdced dieridbGcsieobnfestediodh€lsvitd access ot her
devi ces connected to the device, including those connected via the network, .

files stomelding thesswoyneciadcliathiengtwark, filesstoregrin memony ingudihg thepeedit i ons on

& obal - podli R buorBHRhs STVRBIR POrbRP e Pofons N ubiiuari'on 105 «

i nst al | edtheretibe, sdety hc£Gldbal Rosiedniviy Satdili (0GPEhy fabigion. some ot her
i nstal | ati on nmechani sm such as via a CD-ROMusing a |local drive or a file

tran®PB f r om Brotnpdicatismiitemsiatlgd gn Hierdspice vinneadypdnl 10me1ehrogph i cati on 105
wil | typ&o‘?n]‘?a{ deder 1ﬁ§lh‘1?a?i‘1£>8tgﬁ‘%hb’rﬁ§n°§ucﬁ Q?vﬂea"(':ﬁq{élvl[] oes dr@or FOr exanpl e,

if the ca ion s unction Is to dial evices via a network,
t he appli ﬁbttraosferr&ym anetheesdtmpaeeds aﬁﬁcmrmmepnmm’ﬂ“be jppdicdemi DS willaddr ess or

di al ing nunbers are | ocate alsor st access, o the device's
di al er to‘YBlcél&éreél“E%lﬂPe #s6 © g”ﬁt"r‘?é}‘e(féﬁoé‘éceﬁés(ﬂ Ort%émﬁfﬁ'rﬁé €recei ved from
menory. %&%@%}u& §%§’ﬁhc&&ﬂsk§dﬁﬂ&h@ﬁfcﬁ?¢@é $i'3‘a%%9mﬁl}’th%*&§ pRE&SE Ray! NVENti ON
to transf application 105 to the device prmSS|onI|st (not

shown) naseqbest seaesd wdndporytwierestbe vevicd § @ddmst castainigamed)em atrhlotchted.appl i cation

o R TS S AT R 5B oo

nodi fi catingMufBbertéiOf fremhhdistg, such as a digital signature well known to
those in the art. By using this techni information, such as an

appl [982di on, cérseper ¢Mtisionp eehanise v thbe BEESeIH M Yeation tq tranfes theodi f i ed
prior to %pﬁ)lélre%\lloei{ f}fsq b¥Eadcet 8. ReNdrfisiontlst {Hot TR nhdY B GRREKEN9 can al so

occur bef
the server 100 and associated with the application 105 for use on the device 115. For

secure transmission of the application, as well as any other data transfer, the server
may incorporate a modification detection technique, such as a digital signature well
known to those in the art. By using this technique, information, such as an
application, can be check by the device to determine if it was modified prior to being
received by the device. Furthermore, this checking can also occur before every
execution of the application to determine if any modification occurred to the

~ information even after being received by the device.

(0029] The network 110 may be any private or public network, such as a LAN and/or
Intermet. The network 110 may also be entirely or incorporate a wireless RF network.
In addition, the network 110 may incorporate dedicated lines, a public switched
telephone network and support data, voice, or any combination thereof.

[0030] Figure 2 is a block diagram depicting a wireiess system architecture
containing wireless devices having resources in an exemplary embodiment of the
present invention. A central server 202 is an entity that certifies, either by itself or in
combination with a certification server, the application programs as compatible with a

defined set of programming standards or conventions. As described earlier, these



execution of the application to determne if any nodifi qatioSRPAGY hEEk t O
the information even after being received by the device. [0029] The network
110 may be any private or public network, such as a LAN and/or |Internet.

The net wot®" ﬁ%@*ﬁay al'so be entirely or incorporate a wirBfBESPR et wor k.

In addition, the network 110 may i ncorporate dedicated |lines, a public
switched tel ephone network and support data, voice, or any conbi nation
thereof. [0030] Figure 2 is a block diagramdepicting a wireless system

ar chi t ectpdsBamaid ahiian® WAy 8 &5:b1i SR BeRat IRV AR c Ao IG&S el oRB exenpl ary
enbodi nent of the present invention. A central server 202 is an entity that

certifi eBREWV{Hepftlgreiplatbarm, developed b A1 AlaE OdAMInedTperatedr ti fi cati on server,

t he i catiqn progtrams as. .conpat, bl e efin d et of ogr ami ng
st G or ARG REPATE AL GERR B Bibhe 0 Fons o3 et R "2006 "o
03/ 02146 fddreTichisnd/(@Pead R appla0es ﬁr@@}aﬂgd@maa&rm afipime®n®dadk! i shed so that
the application wll execute on BREWM sof tware platform devel oped by

QUAL COMM WiFedess sleyiae 880 lF{IbGJBC_L‘]WOIfWQShéﬂ Efstaniveyervice Hén@err(f‘fE&N ‘s@Fver database
204 Consgﬁé{?} RQid dﬁl w‘ﬁﬁ%gm% dbd e a{)@%’a fibd br%%Hn?“a%da o&?eclﬁergggéah gation

pr ogram T he on éach rel ess device I'n the network

200, an Bhesbdr@vIN SGJ'I‘IVC[LIEQO demeﬂes(s'aE&zsre 230 orryihf ehat aﬁblwatﬁuaﬂ)rogdfam.doml oaded

t he appli catl on B" ogram and a Mbile ldentificati gw Nunber ("M N') unique
e 8

to the wAlEeaiveleiiecensdFervsr f4ahage Fhheonipps 1ecards F'bwrslﬁﬁs
Al ternat 'dée c¥ 236 ﬂ%%@%&?h 266 bY Rk w%iég?aaﬁc@%daomrﬁfeggsnei»%&r&?nefror each

wi rel ess evi ce e network 200 of the W reless device nodel,
Wi rel ess thfete\gmnlwvhrac thieevireless e vice 33 ®is usbrk med ahe other efesstideusadel t830 i s used,

and any a i nf or mat,i on, usef i denti.fy which wirel ess_device 230 are
o ot g SR, VR e Gl B8 o ey e el SR RSOTERS, 1 er vo.

dat abase juBYion! #e celifhl Ser Bl datARYGhOPSKo ht@&'lhlsfd@vélgpeﬂlﬂérﬁ{fﬁﬁé' on associ at ed
with an application. [0032] The central server 202 conmunicates with one or

nmor e conpofoamager asepaated®jth apwpplicatipmt wor k 208, such as the |nternet
(Pr oAl o6 Sl NG 51SRREG, L IP onEBUHR SRR BB LT,
the MSC Zher Huekib2od) eudﬁusahamerampﬁmﬁaw REAiré) O THE &k ars 206laRphone system
(col Tect Ic%?rlr%/ux:lgaetg Evlltllc'l Iaecgrrllc? nEtlw%lfI}E %102“?1851 n%tlwlgrk 2-(5QeTLen E:aerz'xgre getwork 210
communicates with the MSC 212 by both the Intermet and POTS (plain ordinary
telephone system) (collectively identified in Figure 2 as 211). The Internet
connection 211 between the carrier network 210 and the MSC 212 transfers data, and
the POTS 211 transfers voice information. The MSC 212, 1n tumn, is connected to
multiple base stations (“BTS™) 214. The MSC 212 is connected to the BTS by both
the Internet 211 (for data transfer) and POTS 211 (for voice information). The BTS
214 sends messages wirelessly to the wireless devices 230 by short messaging service
(“SMS”), or any other over-the-air method.
[0033] The above network may be used to send an application and/or permission list
to a computer device, such as the wireless device 230. The application, in one
embodiment, has a unique identifier to distinguish it from other applications. The
application and permission list may incorporate a digital signature to detect
modifications prior to receipt by the device, prior to executing the application, and
prior to granting access to a resource (0 the application. This digital signature may be

bound to the application and permission list and stored on the wireless device either

bound or separate, but still associated with, the application and permission list. The



connection 211 between the carrier network 210 and the S
data, and the POIS 211 transfers voice information. Th?%@f%@?ﬁﬁrn,
is connected to multiple base stations ("BTS') 214. The MSC 212 is

connect edw0o3vhaeBTS by both the Internet 211 (for data pcansheriri@and POTS
211 (for voice information). The BTS 214 sends nessages wirelessly to the
wirel ess devices 230 by short nessagipg service ("SM5"), or any other
over-the-air nmethod. [0033] The above network rmay be used to send an

appl i cation,.and/ or perm ssi list, to a.c ter device uch as the
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prior to ¥¥ceipt by the device, prior to executing the application, and
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t he wir el aempliey e@BodineREs! thd pressht divesEPAr Alvlireidudevitd BH0 amsand at ed with,
t he application and germ’ ssion list. The 13 FEBRUARY 2006 WD 03/02 1 46 7
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enbodi rre;}tfadof the present ipvention. A wrel epi.s device 300 contains a
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di gi tal _tﬁsmtt%i@alﬁﬁﬁe @iche ©5 C4hGBlichen ahd plintilsiBelid CRQHN Agrheby those
skilled in the art the applications 310 may perform different tasks.
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associ at ed vm'%ﬁ]h.that a&gl Eﬁati on band a digital sh{%n tu.rﬁa that wll
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be reCOglﬁblﬁﬁﬁltgbl'{osbm&ﬂicijﬂtﬁd @idenhithige @vicetay adcb®, thasRuekaRay best ed in 315
are exanples o many devi ce resources. There may be many resources

associ at egramied ko an appicaon baseton @F pgrmiisdeeliBut si de of the device that the
e G ochithy bRl BSE SRR Bhged] 1 ok BOBL S oS o
| ocat ed oOtafdpe ad&ss aetht gesbeédcps 315. The functions of the control program 305 may

be incorporated into the operating system for the wireless device, or may be a separate

API, such as the BREW™ API developed by QUALCOMM Incorporate. The control

program 305 may grant or deny access of a resource to an application based on the

privileges awarded to the application.

[0036] In one embodiment, these privileges are determined via a permission list 320

associated with the application. The permission list 320 contains a listing of the

resources 315 and an indication whether the application has permission to access any

of the specific resources 315 on the device. For example, the permission list 320 may

contain a field for “microphone™ and “speaker.” The setting of a flag in each of the

fields indicates whether the application has access to the microphone or speaker. In

some instances, a flag set in the microphone field indicates that the application may

access the microphone. In other instances, the flag may not be set thereby denying

access. It is preferable to have as many resources as possible accounted for in the

permission list and a flag associated with each one indicating whether the application

has access to the associated resource or not.



manage access to the resources 315. The functions of th%clﬁq'ﬁﬁf_’!A Qg‘gﬁam 305
may be incorporated into the operating systemfor the ess devi ce,

may be a_s APl , such as the BREWIM APl devel oped

| ncor por (ﬂ?}%ﬁﬁ}e‘rqcontrol program 305 may grant or deny ac &‘1’281"”:3 resour ce
to an application based on the privileges awarded to the application.

[ 0036] In one enbodi nent, these privi9eges are deternined via a perm ssion
list 320 associated with the application. The perm ssion |list 320 contains
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has perm ssion tQ access, any of the 3's%_)ﬁem fic resources 315 on the device.
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e abed) many THeWSpital ighidiies BPShalg dB@rraYie iiRe apRlca6ion B arterehoper o

i ntermedl ate authority. This allows the determ nation of the application's
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third pa suc rrer, my co access e wreless
device's srgesmta"sp@esome cdleérmmdaﬁcapen miesssnmmclas@mcbahmdl Byt deteetingppl i cation
that will be execut ed by the wirel ess device and used on the carrier

net wor k. yhsthsaih e'ﬂ‘?@“ﬁ?‘@!‘t“é‘l orapplication a@s gwelifiedy hedlevice fphabighes he application
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may be cre using the perm application, or conbination
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permission and increases reliable and safe execution of the application.

{0039] Figure 4 is a flowchart depicting the process of executing an application
having a permission list for resources on a device in an exemplary embodiment of the
present invention. A permission list is created and associated with an application
(Step 400). In one embodiment, the permission list contains the fields of resources of
a device on which the application will run. The fields contain flags that are set or not
depending on whether the permission is granted to allow the application to access the
resource associated with the field.

[0040] The permission list may be created based on input from the application
developer. Also, it may be based on input from an authority that desires to approve
the resource usage of the device. An authority, such as a carrier in a wireless
network, may want to limit the extent of what an application may do on a network.

By limiting the application’s access 1o the device’s resources, the authority has
limited the extent to what an application can do.

(0041] A digital signature is then created using the application and permission list

(Step 405). The use of digital signatures is well known to those skilled in the art; it



whet her the pernmission |ist or application was nodified;;iFHhgREXRSE200RS 2
hi gher degree of confidence that no other process or application has
intention or unintentionally, corrupted the application or permssion |ist.
Thi s preMeRtdVIIle application from obtaining access to rBSbliSEES #hat it
was not originally granted permssion and increases reliable and safe
execution of the application. (0039] f@gure 4 is a flowhart depicting the
process of executing an application having a permssion |ist for resources
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prior to installing the application on the device.
application to determine if there was a modification of the application prior to being
received by the device (Step 415). In one embodiment, the control program executing
on the device performs this evaluation.

[0045] If it is determined that the application and/or permission list was modified
(Step 420), processing ends (Step 455). The device may perform any number of
functions at this point, including removing the application and permission list, tagging
it as corrupted data, and/or notifying the originator of the application and permission
list that the application and/or permission list was modified and to initiate another
installation.

[0046] If in Step 420 it is determined that no modification occurred, the application
executes on the device (Step 425). This execution can occur as a result of an
tnitiating request by a user or by the request of another application or process.

[0047] The application then requests a resource on the device (Step 430). In this
embodiment, the application wants a resources on the device to perform a function.

For example, the application may want to initiate a call on the wireless device and is

requesting access to a dialer on the device.



[ 00431 The device then receives the application, perm ssi h et e
digital signature (Step 410). This may be perforned by% qul{"Rﬁ @g?‘%
information froma network or by installing it directly onto the deV| ce
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device or by sone other transfer mechanism such as a CD-ROMvia a |ocal
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perm ssion list and the application to determne if there was a
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to the rdisbigrtbesqnst mhaalsan orﬂéfemftbée\sscsvh @n exgropla(ySrepdise)t of 6849] 1 the
P o Sk hutos ThE Pkl P SR E B pRBALE PrvL9°,
r esour ce deSices (device A 520 and device B 535). In this embodiment, the server generates
the permission list associated with an application for a device. The server 200 may
use input from multiple sources, such as the network carriers (not shown) that device
A 520 and device B 535 will be connected to, device manufacturers (not shown), and
the application developers (not shown). In an alternative embodiment, the permission
list is generated elsewhere and stored on the server 500. In any event, a permission
list is defined and indicates the resources available to an application for a specific
device or class of devices, such as all devices connected to particular network).
{0051) The server 500 contains permission list A 510 and permission list B 515, for
use with device A 520 and device B 535, respectively. The server 500 transmits the
application 505 along with permission list A 510 to Device A 520. In one
embodiment, the server uses a digital signature 525 created using application 505 and
permission list A 510 information. The application 505, permission list A 510 and
digital signature 525 may be evaluated by device A 520 as described with respect to
figure 4 in order to grant application 505 access to device A’s resources 545.
[0052) The server also transmits the application 505 along with permission list B 515
to Device B 535. In one embodiment, the server 500 uses a digital signature 530

created using application 505 and permission list B 515 information. The application



deni ed (Step 450). The process then ends (Step 455). Pri9frrgREARN o6t hE
device and/or control programcan take several actions, including

term nati ng executing of the application, allow ng execution to continue
but wit hd¥® vt déss to the resource, and/or notifying thePEFigiamfer or
other authority that the application has requested a resource and that it
was deni ed. t00501 Figure 5 is a blogk diagramdepicting the ability to
assign nmultiple permssion list to the same application for different

devi ces i n,_ex I i e t he [ nt. knvention. The server 500
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enbodi menpemishien fierBris$s imay hatd different penerabtedsset genedimedamthest. dfed on t he
server 500. | n any event, a pertpssion [|ist is defined and indicates the
resour ce§”%hl§ith°aff%%’ ‘P%a%wﬁ‘b& $‘£ga‘FﬁGT?VFSPfJf%°‘§6€‘EﬁS? Fghts basrd&¥eR | ass of
devi ces, g4l ias 1R danflOpEsioRO PIRRSRHIE, thdakbideclligtis BRIk} ion[ 0051] The
server 500 contains permssion list A 510 and pernission Iist B 515, for

use Wit h ddperidest shd5R0baed odehd eser.B 535, respectively. The server 500

tra 1.ts the | i cation, 505 al.on Lth perm.ssion List. A 510,to Device A
520. 100 one ' dHBRVEN: “the <DURYreny S0P PGt b dimcion dhbdrs & SR O oar eq

usi ng applevahbAng 2RO dern§sic Bsid Modihtsd withaAdapplicaisit DeRndihBen
application 505, permssion list A 510 and digital signature 525 may be
eval uat ed dFuBEEiANeS aRaBEYlag pearisien e anayihetised wiph@p applicatiogdere 4 in order to
gr ant ap%ngg lto'hon 505 access to device A s resources 545. [0052] The server
al so transmts the application 505 along with permission list B 515 to
Device B 535. In one enbodinent, the server 500 uses a digital signature 530
created using application 505 and perm ssion |ist B 515 information. The
application 13 FEBRUARY 2006 5‘/@!2‘1 ' CT71, S02125746 12 505,

per mh&&hon i i gkt i .eval uat ed by device
B LS e s iner M st BerfipHRbL forantbslBYe B B el 2ol cat 1 on
505 accegsuitiple dieicec ereBscesdmond @ethe apdication being executed. The user

privilege level, while impacting the access to resources across all applications the user
executes, does not provide the increased granularity of resource allocation as
described herein and claimed by the present invention. The present invention atlows
for a further refinement of granting access to resources on a per application basis, thus
providing more direct control and flexibility in the device’s resource management and
a more secure environment for application execution.

[0056] Furthermore, the present invention allows for an authority outside of the
device’s control to make decisions on resource allocation based on the application and
independent of the user privilege level. This is particularly useful in network
environments where an application may not only impact a device, but other
components connected to the network.

[0057) The foregoing description of an implementation of the invention has been
presented for purposes of illustration and description. It is not exhaustive and does
not limit the invention to the precise form disclosed. Modifications and variations are
possible in light of the above teachings or may be acquired from practicing of the

invention. For example, the descnibed implementation includes software but one



[0053] It will be recognized by those skilled in the art;t n
list A 510 and permssion |ist B 515 may have different r@uﬁ%ﬁg@aﬁgs
rights d them If such is the case, the application 505 will have
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Furthernore, these access rights are application dependent and not based on
the user. [0054] Alternatively, anotHér enbodi nrent of the present invention
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t he appl i endtolinent De prRpdesegr iaventdnGhdyHeNRiphnttiedaspadomtsadiin oper ni ssion |i st
may be used with an application for execution, CONCLUSI ON [0055 In this
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i ndependant clafmd Rl tH&EEqUIvdIMité.ege | evel . Th| s is particularly useful in
network environnents ere an application nmay not only inpact a device, but

ot her components connected to the network. [0057] The foregoing description
of an i i nvention has been presented for purposes of
illust rmﬁs%&ésﬁgﬁﬁn is not exhaustive and does not limt the
invention to the precise form d| scl osed. Modifications and variations are
possible in light of the above teachings or may be acquired from practicing
of the invention. For exanple, the described inplenentation includes
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enbodi nent of the present invention may be inplenented as a conbi nation of



hardware and software or in hardware alone. The inventiqn FrRYRDARYROGGEN ed
with both object-oriented and non-object-oriented progranm ng systens.

Addi tionally, although aspects of the present invention are described as
being stored in nenory, those skilled in the art will appreciate that these
aspects can al so be stored on ot her es of conputer-reada such
as g@@ﬂﬂﬂéﬁ st orage devices, |like harépdlsks, fl oppy di sks, oﬂﬂiggf%ﬁw
carrier mave fromthe Internet or otReamgéopagati on medium or other forns
of RAM or ROM The scope of the invention is defined by the clains and

their equival ents, WHAT | Al VED.1S: 13. FEBRUARY 03/021467.14
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a devic conpr|5| g {he [cl] steps of: dommloadlng t he appllcatlon and a
perm ssi on list agSatdading theipplitatidheanad p privisaioh Ot absocibiB@withlgd bfiRicatbh @ thag t he
application and paﬁﬁkgsion list on the device;[[.]] executing the
application on th wher ein the n. I| is used by the device
to eval uate whet hg?n%ghthe %PBII e fmd emlsm&qlsmmﬁe eghcg nore resources of the
device. [c2] 2. The f 1 mhereln the permssion list is
created using |npd?mﬂ%§nwaﬁ&gﬁ Qﬁﬁ edev03]3 The nethod of claim 2, wherein

th thorit f
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t echni que, wherein igita S|gnature IS created based on information
fromthe permssion list. 5 The nmethod of claim 1l wherein the device is a

wirel ess[czc]lew ce [ 5.5] ' The method of claim 1, wherein the permission list is created using

input from an authority.

[c3] 3. The method of claim 2, wherein the authority is a separate entity from
the device.
[c4] 4. The method of claim 1 further comprising the step of receiving a

modification detection technique, wherein the digital signature is created based on

information from the permission list.

[c5] 5. The method of claim 1, wherein the device is a wireless device.

[c6] 6. A device for executing an application, comprising;:
a control program operable to interface between the handset resources and an

application,
wherein the control program 1s operable to receive a request for a device
resource from an application and to grant the application access to the device resource

based on data contained in a permission list associated with the application.



[c6] 6. A device for executing an application, conpri SilgqﬁEﬁRgR@H 9606
program operable to interface between the handset resources and an

application, wherein the control programis operable to receive a request
for a device resource froman application and to grant the application
access to the device resource based on data contained in a perm ssion |ist
associated with the application. 13 FEBRUARY 2006 WO 03/ 021467

PCT/ US02/ 25746 15 [c7] 7. The device of claim6, wherein the device is a
wirel ess ¢evj554¢ 8] 8. The device of claim6, wherein the goptrol program
is further operable to evaluate a digitalssignature associated wth the
permssion list. [c9] 9. A nethod of allow ng access to a device resource,
conprising the steps of: receiving a request for the device resource from
an application; evaluating a perm ssion |list associated with the

appl i cati @] wher eiThe tiévce gielaim 8swianeih thetdevineliscawiegess ldevicesour ces t he
application can access; and granting the application access to the device
resource based on the indication in the permission list. [c 10] 10. The
met hod of (@) aign 9, ThelBERRS of GRIME] viHdrdin 1Ha& ot Brodfam [s8G@leY bpdtade @ 0 t al
signature associated with at |l east the permssion list; and evaluating the
di gi tal si gnatayeleate@ digitaksignatise abascinted vith dheprarmission - 1 i st was nodified. [c
11] 11. The nmethod of claim9, further conprising the steps of: denying the
application access to the device resource based on the indication in the
perm ssi ool i st.. [ ®&lAkthd? of AibRingBtdEE tod délicdireaddrecenbdi @ismgithestdavifc e
resource is located on a second device connected to the device. [cl1l3] 13.
The met hod of regeiiing dreayprd fasithe deayise frepuice §rorrnarelicalils r ecei ved from a

server and the, SeLyar, n‘ﬁ%&%ﬂ' it R8s RREY GiR RN addiShtioR AFtei the! €Qul rement s from
an authority. ?c %@] ‘%1 met hod&o? a"ﬁ‘l%ovm nAgf| access to a device resour ce,
conpri si ng t heeghiegsn lixt indicates the resources the application can access; and

granting the application access to the device resource based on the indication

in the permission list.

[c10] 10. The method of claim 9, further comprising the step of;
receiving a digital signature associated with at least the permission list; and
evaluating the digital signature to determine whether the permission list was

maodified.

[c11] 11.  The method of claim 9, further comprising the steps of:
denying the application access to the device resource hased on the indication in

the permission list.

[c12] 12.  The method of claim 9, wherein the device resource is located on a

second device connected to the device.

[c13] 13. The method of claim 9, wherein the permission list was received from a
server and the server created the permission list based on requirements from an
authority.

[c14] 14. A method of allowing access to a device resource, comprising the steps of;



13 FEBRUARY 2006 WO 03/ 021467 PCT/ US02/ 25746 16 recei ViGFEBREARSSh0(@Or the
devi ce resource froman application; evaluating a perm ssion |ist
associated with the application, wherein the permssion list indicates the
resources the application can access; and denying the application access to
t he device resource based on the indication in the permssion list. [cl5 ]
15. A nethod of associating a permssion list with an application,
conprising the steps of: receiving an application; receiving at |east one or
nore privi)ege, Li.ghts associated with one or nore devicg.resoiurces, wherein
the privilege right indicates access to the associated device "resource; and
creating a permssion. |list usi h I rivileage rights and a
field associ ated wi'th e4ch of t %&%ﬁgg%gaﬁgFergg&lggﬁFggghF%%%En%herein, t he
perm ssion |ist is agsesuediatleadassbdidiecwitiathp bppdiaitioanwhereinitle: pegaidsiot 0 eval uat e

whet her th licat]. h : devj . 16
16 The met hoo. of APHIRFAE Dot AERs CBABRIEI A “DREEE 81 of Lransm LCing Lhe

perm ssion |ist todanydevihe epplicstibalacckds to Thealeniet feosliref bagddadntheladicatichher

conpri sing creatiq% a.d%g{tal signature using information in the perm ssion
list and transhieHeAGSY'HE S gi tal signature to the device. [c18] 18. The

met hod of [@bpiim 15 A methb@sf LUFRELSH PGmission HEedth Mlappliatel,vi ng at | east one
or nore privilege rights associated with one or nore device resources for a
second devi ce,CORRBTRS He PR Hri vil ege right indicates access to the

associ ated second devivaf mepPwhGss; and creating a permission |ist using the
one or nore privilege rights and a field associated with each of the one or
nore second devi ce 'FENHEAE East oo BeTR privikige Behthpsseqiaef Vitlseng & mssoci at ed

with the appligatd f%@o@&g, dierdsed p}i@ileg@\‘i@ﬂﬁ@&i@mé’é@@&@@&; thBs RPN @t on may
access the one or nDrg second device ™ resources. 13 FEBRUARY 2006
resource; an

creating a permission list using the one or more privilege rights and a
field associated with each of the one or more device resources,
wherein, the permission list is associated with an application and is used

to evaluate whether the application may access the one or more device resources.

[cl6] 16. The method of claim 15 further comprising the step of transmitting the

permission list to a device,

[c17] 17.  The method of claim 16 further comprising creating a digital signature using

information in the permission list and transmitting the digital signature to the device.

[c18] 18.  The method of claim 15 further comprising the steps of;

receiving at least one or more privilege rights associated with one or more device
resources for a second device, wherein the privilege right indicates access to the
associated second device resource; and

creating a permission list using the one or more privilege rights and a
field associated with each of the one or more second device resources,

wherein, the permission list is associated with the application and is used to
evaluate whether the application may access the one or more second device

TE€S0Urces.
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application on a device, conprising: neans for receiving an apbﬁ Icatlion at

t he device, nmeans for receiving a permssion |ist at the device, wherein the
per ni ssi YO M/81467 ndi cates a resource the application mayPaEdBsR23H# t he
device; and neans for storing the application and perm ssion list on the
device. [c:201 20. A systemfor allow’ng access to a device resource,
conprising: nmeans for receiving a request for the device resource from an
application; neans for evaluating a perm ssion |list associated with the
application, wherein the permssion |list indicates the resources the

appl ictdt i on cdft- accesystera el steringsant applieptigntonrigdevite, eqapiprisét i on access to the
devi ce resourcrgeaba§ede((:)envi'%h@in i qdi ﬁatgotg i,jn.the permssion list. [c211 24 _
A system for JBEORTUIRY IS FRARNESTORAPEHF T h an application, conprising:
means for receahwind@ora8cang iaGRirnhi@slon Mia thef devide W RENINNBe pérmli&a&iligne or nore
privilege rights associated wwth one or nore device resources, wherein the
privi | egendirgps 2 reseneatieapabedivs mpay acpess 29 dhdamiesandievi ce resource; and

means for ‘”eﬁ%éﬁgf%ﬁ@fﬁ*ﬁtﬁ%@%%h*i@fi% Lk 138 1R06n file JEVIE privilege rights

and a field assoc e one or nore I'Ce resources,
wherein, the permssion |list is associated with an application and is used

to evaluate whether the application may access the one or nore device
reso§tdes. [claL Msmere?%mﬂown&%%tspé dRIGE 5P RIS COTHNS S

conput er - exec | LASEHHGL] T i pan: on a device

t hat when exeg'ht@%é?%reﬂf?%w#g rk%g?[hffgg{he?gpﬁg%?%f)ﬁge?%@ ‘Igf é@%f@’recei vi ng an
appl i cati on atmetdme forewiabeting e peinvissign Bst pesomiagsi with thesipplatatiphewlhitesince,

wher ei n tetge gl_%.m.ss'.on 41 St 'hndi cates, a resource the application nmay access
on the deVf BEisHR WSt ARGiGRCS: i FSpYrsstaE ABRICAHAR FEYARCESi g 1 i st on the
device. 13 FEBREMRYor2@8fing the application access to the device resource based on the

indication in the permission list.

[c2 (] 21 Asystem for associating a permission list with an application,

comprising:

means for receiving an application;

means for receiving at least one or more privilege rights associated with one or
more device resources, wherein the privilege nght indicates access to the associated
device resource; and

means for creating a permission list using the one or more pnvilege rights and
a field associated with each of the one or more device resources,

wherein, the permission list is associated with an application and is used to

evaluate whether the application may access the one or more device resources.

(el 77. A computer-readable medium containing computer-executable
instructions for storing an application on a device that when executed perform a
method, comprising the steps of:

receiving an application at the device;
recetving a permission list at the device, wherein the permission list indicates
aresource the application may access on the device; and

storing the application and permission list on the device.
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cont ai ni ng conput er-executable instructions for allow ng access to a device
resource that when executed performa nethod, conprising the steps of:
receiving a request for the device resource froman application; evaluating
a permssion list associated with the application, wherein the perm ssion
list indicates the resources the application can access; and granting the
application access to the device resource based on the indication in the

per m ssi OQoloiy%tm 7[ c24] 24. A conputer-readabl e nmedium COP&T%SQJQ@%& _
conput er - execu Ml e instructions for asspgiating a pernmssion-[Tst with an
application that when executed performa nethod, conprising the steps of:
receiving an application; receiving at |east one or nore privilege rights
associated with one or nore _device resources, wherein the privilege right

i ndi cat esl@ébeds t ¢ PHRPUEEEFEIR Badiga GPrEning BRI X el CRERCHNY a

perm SSi on | ' Sbr al}léiv{h% ab&8s BR&IOike ﬁ@d&ceﬁﬁdtth@%cﬁti:cﬂﬁ@rﬁmﬁ@%e@h&! ?' d
associ ated with each of the one or nore device resources, wherein, the

perni ssi on | i $pmpesingeskritdd with an application and is used to evaluate

whet her the appl i CatldindB¥qREERS theliBGcBGuRE F¥R & ABNIG6y! esources. [ c25]
25. The nmethod of claimi4, &hereln the nodification detection technique is

created based on i afawaiag aeamfissemlishassagpgadivattthospplication, wherein the
permission list indicates the resources the application can access; and
granting the application access to the device resource based on the indication

in the permission list.

[c24] 24. A computer-readable medium containing computer-executable instructions
for associating a permission list with an application that when executed perform a
method, comprising the steps of:

receiving an application;
receiving at least one or more privilege rights associated with one or more
device resources, wherein the privilege right indicates access to the associated device
resource; and
creating a permission list using the one or more privilege rights and a field
associated with each of the one or more device resources,
wherein, the permission list is associated with an application and is used to
evaluate whether the application may access the one or more device resources.
[c25] 25. The method of claim 4, wherein the modification detection technique is

created based on information from the application.





