SYSTEM AND METHOD FOR UPDATI NG MESSACGE TRUST STATUS BACKGROUND or aw,

| NVENTION 1. Field of the Invention The present invention relates generally
to an el ectronic nessagi ng systemthat is capable of processing encoded
nmessages and information. In particular, the disclosure is directed to a
systemin which an el ectronic nessage server perforns at |east a portion of
the verification functions typically perforned by a nobile wrel ess
comuni cati ons devi ce having secure electronic nmessaging capability,
wherein the el ectronic nmessage server, in addition to providing an
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information to the ~nobile W reless conmuni catlons device so that the
device can perform additional trust, validity and strength checks, or the
like. 2. Related Art Exchanging cr -to-rapnicglly,pngoded secure el ectronic
messages and data, such asBARGROYMNY QI EHEINVERIILNS  is wel | known.
In many known el ectroni c nessage exchange schenes, signatures, encryption
or both are conmonly used to ensure the integrity and confidentiality of

i nformati on bei ng exchanged between a sender and a recipient of the

el ectronic neBsab@she hiveatiole- mai |l system for exanple, the sender of an
e-mai|l nmessage may either sign the nessage, encrypt the nessage or both
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wel | - known st andards, such as, for exanple, Secure Miltipurpose Internet
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system in which an electronic message server performs at least a portion of the verification

functions typically peirformed by a mobile wireless communications device having secure

clectronic messaging capability, wherein the electronic message server, in addition to providing
an indication of whether a message has been verified by the server, provides information to the
mobtle wireless communications device so that the device can perform additional trust, validity

and strength checks, or the like.

2. Related Art

Exchanging cryptographically encoded secure electronic messages and data, such as, for
example, e-mail messages, is well known. In many known electronic message exchange
schemes, signalures, encryption or both are commonly used to ensure the integrity and
confidentiality of information being exchanged between a sender and a recipient of the electronic
messages. [n an e-mail system, for example, the sender of an e-mail message may cither sign the
message, encrypt the message or both sign and encrypt the message. These actions may be

performed using well-known standards, such as, for example, Secure Multipurpose Internet Mail



e-mai | standards. In general, secure e-mail nessages are relatively |arge.
For exanple, S/M ME can increase the size of an e-nmail nessage by a factor
of ten or nore in some situations. This size augnentation presents
difficulties, especially in devices that have a limt on the size of a
nmessage that can be processed, such as, for exanple, a nobile wreless
communi cations device. Such a device may al so experience difficulty
handl i ng a nessage wherein only a portion of the nessage has been
transferred to the device because of the above-nentioned size limtations.
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signed or encoded nmessage, then all the data required to verify the

si gnat ureMf#ayl2hdtdbe sent to the device, and thus, the device may not be
able to verify the signature. Exenplary solutions wherein an el ectronic
message ser vén gperfloswsirsomeiloncahiesofic tdhgivehelide. dav icommplantMIGAHS can
typically performed by the device are described in co-pending, conmonly
assi gnednddeSe (Radgiandl Apphiatdahe@ecSey & leidiaf h0diQhdic634o@atitidieds." Beiswer
Verification of Secure Electronic Messages"” and U.S. Patent Application

Serial MNagmbMhtidn plkdnis MoficulQéd BsiddRlly in @BYiLEd @eh n:S¥ Stiem 8RthMeihath hikage

Processi ng Encoded Messages." In thesé applications, various systens and

met hods dé?rc‘iig %?ﬁéoﬁ}:%}gd ,fsﬁrci‘{ & ,'fgfé&ﬂg}{&rej hbGR b AP1cof %ﬁﬁﬁﬁi_&&mnt% éi@?ég.ag f are

descri bed. a ese 'sol uti1 ons provide an | cation a device
that a message of digital cshanature appended fo,Lhe mmssage nas Been. ...
verifi ed®BYC iR AL rBPricneg eE % PRI fRassagt HIPSHS M RAP ROV dES PsF¥pG
processing of a large electronic nessage to assist the device in conpleting
its owheyBFIIARAICTEH sy e basauserl b ve AR RFEHES HBE¥%e sol uti ons,
it is envisioned that o _ _

For example, if a message is larger than the size limit of the device, then the entire
message will never reach the device. If this large message is a signed or encoded message, then
all the data required to verify the signature may not be sent to the device, and thus, the device
may not be able to verifly the signature.

Excmplary solutions wherein an electronic message server performs some or all of the
verification functions typically performed by the device are described in co-pending, commonly
assigned U.S. Patent Application Serial No. 10/914,634 entitled “Server Verification of Secure
Electronic Messages”” and U.S. Patent Application Serial No. (Atty. Dkt. No.: 0446-PUS),
entitied “System and Method for Processing Encoded Messages.” In these applications, various
systems and methods for providing server-based verification of electronic messages are
described. Typically, these solutions provide an indication to a device that a message or digital
signature appended to the message has been verified by the server. Additionally, these solutions

may provide partial processing of a large electronic message to assist the device in completing its

own verification process. As a further enhancement to these solutions, it is envisioned that



2 additional information may be provided to the device so that the device
can performadditional trust, validity and strength checks, or the |ike,
on the nmessage, if the user desires. BRI EF SUMVARY OF THE I NVENTION I n vi ew
of the foregoing, we have now identified an efficient and easy to inpl enent
system and nmethod for verifying secure electronic nessages, wherein the
processi ng overhead associated with decoding and/or verifying secure
nmessages is distributed (either fully or partially) froma device having a
size limt, such as, for exanple, a nobile wireless comunications device,
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as, for exarrp a server W rel ess conmuni cation

Accor di n exe di ment of the resent i scl osure, a server
oo ¢ et TR FPREE BT ufs pb MR BENR RS LB RSy er 1y n
signature appended to a secureﬂﬁelectronlcrnessaoe The server may perform
this check automatical |y BEIEAI/MMARY Ol LYVEN y do so
optionally, such as, for exanple in cases mhere the size of the nmessage is
too |arge t olrbdewe itfe foctavmea weilwee npwiitdedifddvincsicisuchdassy fodmpexampl e, a
nobil e wirel ess communi cati ons device. After verifying the signature, the
server wyblensantmathoil fieh waifviap staurt Blecdent aesdagad, vitlesin sicgnatast@ghashbaen
verified. In addition, the server may send suppl emental information, such

as, forasexcadmpd With&icb@dih%@ﬁd/bh@mﬁ?fntg'st:&tﬁ@tn%s glst(ﬂsti’iﬁ{iﬂem(elm&? f@lyapat ure,
to the device, so that the device rmay optiondlly per ormfurther validity,

trust ar[gln%l ﬁ@ﬂﬁﬁd‘&@ﬁ%@ﬁfﬂ%d%pg llIﬁik%UCngSOYdl %'xgxfﬁg ?nob?l'd%hﬁ nt al
security information
verlflc%

'm?numgﬁlom dcv1cp to a device havmg the ability to process much larger size messages,
such as, for example, a server within the wireless communications system.

According to an exemplary embodiment of the present disclosure, a server within the
wireless communications systeimn has the ability to verify a signature appended to a secure
electronic message. The server may performn this check automatically for every secure message,
or may do so optionally, such as, for example, in cases where the size of the message is (0o large
to be verified on a size-limited device, such as, for example, a mobile wireless communications
device. After verifying the signature, the server will send an indication to the device that the
signature has been verified. In addition, the server may send supplemental information, such as,
for example, a hash of the certificate used to verify the signature, to the device, so that the device
may optionally perform further validity, trust and strength checks, or the like. Providing this
supplemental security information to the device provides the user with a robust verification
solution.

The foregoing exemplary embodiments provide a solution 1o the probtem of verifying
secured electronic messages by a size-limited device by distributing the processing ovethead to a
server of the electronic messaging system, thereby enabling the sharing of system resources to
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The foregoing exenplary enbodi nents provide a solution to the probl em of
verifying secured electronic nessages by a size-limted device by
distributing the processing overhead to a server of the electronic
nmessagi ng system thereby enabling the sharing of systemresources to 3
assist the size-limted device in verifying secure electronic nmessages. In
addition, the exenplary enbodinents described herein enable the device to
perform additi onal checks of the signature information to provide a
stronger indication of validity of the signature. The advantages attendant
w th the variousﬁe@quiﬂgnts.of.%he i nvention desqr[beqlabove. are provj ded
by the mBPROY AN LPUTLHT S UpdalY RG>t st CHEYLagEs28n HEddLrc e 4reePised
and described herein with reference to the draw ngs. BRI EF DESCRI PTI ON COF
TI LE DRAFPRESMERE<Esaitgd derér crtieibe slevise iapeiitatjedionp! diesipphiby signature
enbodi nents of the present invention wll be better understood and

appr eci atnéermiaiiopdnpurvedd asiranigehintivetiéobl walidity od ¢teati grethirdescri pti on of

exenpl ary enbodi nents taken together with the acconpanyi ng draw ngs, in

whi ch: FI G | Ths adwanoyges addndsyistiemisi deoschanddiing ni ot Weoh vaiicexepi aiybove

wireless e-mail communication systemincorporating a nobile wreless
communi cabipeMadeeyy 6@ iehdd Al ys @SS dRiuliNE (85 LIRS AU NG Vidk ST danae
wi th an exenpl ary ‘enbodi nent of the present invention; FIG 2 is a block

diagra”1&£C§b%ﬂ%%?gRWEfﬁgﬁ%ﬁ%Xoﬁ%ﬁﬂﬁ@% @;ion systemincluding nmultiple

net wor ks an e nD e comuni cation devices; FIG 3 is an

illTustrative schematic bﬁﬁfﬁFQhﬁﬁfﬁgﬁfLQQQ)ﬁﬁﬁfﬁ&ﬂ£¥“ﬂgﬁﬁée W rel ess

conmuni cati ons devi ce;

These and other objects and advantages of exemplary embodiments of the present invention
will be better understood and appreciated in conjunction with the following detailed description of
exemplary embodiments faken together with the accompanying drawings, in which:

FIG. | is an overall system wide schematic view of an exemplary wireless e-mail
communication system incorporating a mobile wireless communications device with the
descriptive error messaging in accordance with an exemplary embodiment of the present invention;

FYG. 2 ts a block diagram of a further exemplary communication system including multiple
networks and multiple mobile communication devices;

FIG. 3 is an illustrative schematic block diagram of an exemplary mobile wireless
communications device;

FIG. 4 is a block diagram depicting components used in handling encoded messages; and

FIG. 5 is an illustrative flow diagram of an exemplary operational scenario for processing

encoded messages according to an exemplary embodiment of the invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

FIG. 1 is an overview of an example communication system in which a wireless

communication device may be used. One skilled in the art will appreciate that there may be
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FIG 4 is a block diagram depicting conponents used in handling encoded
nmessages; and FIG 5 is an illustrative flow diagram of an exenpl ary
operational scenario for processing encoded nessages according to an
exenpl ary enbodi nent of the invention. DETAI LED DESCRI PTI ON OF EXEMPLARY
EMBODI MENTS FIG | is an overview of an exanple communication systemin
which a wireless comunication device nay be used. One skilled in the art
wi |l appreciate that there may be 4 hundreds of different topol ogies, but
the systemshown in FIG | hel ps denonstrate the operation of the encoded

nessage Mif?ﬁ&ﬁ_slci[' ’agnét&ﬁtt&?;}i %\@g bﬂ?ﬁl@%gau% ?\8“1 l?ﬁeﬁ c?'nl Mﬁhﬁ’&ﬁé{ﬁ%m l‘{m opc[rﬁiion

appl i cation nessage sen ers a recli pl en

sinple s em shown in S for |IIus t r.poses onl and shows
per haps. TS RESEOR RS HEE ACPHES HatoTes il ToLHf dSHBi h e s S FRRgT <
not generally used. FIG | shows an e-nail sender 10, the Internet 20, a
message LAy BRYNSOennay messprg wndes ang atenianis 8Bhe it el prowsty et drie
90, a wireless network 105 and a nobil e conmuni cation device 100. An
e-mai | sfendbstrgywt prpdes paly, addshossgrepiags tivened preetced ittonane-n8H ovitbenaet
Service Provider) on which a user of the system 10 has an account, | ocated

W t hi n awcoapanyity pass gbleyallyceadected to a | ocal area network (LAN), and
connected to the Internet 20, or connected to the Internet 20 through a

| arge ASP (appld.qahbeBas @hﬂé&&aﬁépm U It §HG oS m%gé%lﬁgb G&-vEN s | @@Q—\)mc less
Those skilled in the are will appreciate that the systens shown in FIG |

may | nStgeA?éj.nge% W&n(gqrﬁﬂisﬁgctﬁlc%(pg uﬂ[e@@ss DERVRE K05 YR, rRIhE o hiiAthilf28n

| nt er net transfer
device 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system 10 has an account, located within a company, possibly
connected to a local area network (ILAN), and connected to the Internet 20, or connected to the
Internet 20 through a large ASP (application seevice provider) such as America Online (AOL).
Those skilled in the art will appreciate that the systems shown in FIG. 1 may instcad be
connected to a wide area network (WAN) other than the Internet, although e-mail transfers are
commonly accomplished through Internet-connected arrangements as shown in FIG. 1

The message server 40 may be implemented, for example, on a network computer within
the firewall of a corporation, a computer within an ISP or ASP system or the like, and acts as the
main interface for e-mail exchange over the Internet 20. Although other messaging systems
might not require a message server system 40, a mobile device 100 configured for receiving and
possibly sending e-mail will normally be associated with an account on a message server.
Perhaps the two most common message servers are Microsoft Exchange™ and Lotus Domino™
These products are often used in conjunction with Internet mail routers that route and deliver
mail. These intermediate components are not shown in FIG. [, as they do not directly play a role

J



commonl y acconplished through Internet-connected arrangenents as shown in
FIG 1. The nessage server 40 nmay be inplenented, for exanple, on a network
conputer within the firewall of a corporation, a conputer within an | SP or
ASP systemor the like, and acts as the main interface for e-mail exchange
over the Internet 20. Al though other nessaging systenms mght not require a
nessage server system 40, a nobile device 100 configured for receiving and
possi bly sending e-mail will normally be associated with an account on a
message server. Perhaps the two nost commopn nessage servers are M crosoft
ExchangeTM and Lot us Dom noTM These Products are often used in conjunction
wi t h | ntierthetechmimespaist rpeessingdescoibed belny- ddessygrseryens suchmréeser Ml Biviely at e
conponents are not shown in FIG 1, as they do not directly play a role 5
in the secuddcyassage:-prdcassingndescividgethchelsownclisdagenis ntabiss sgugle as
server 40 typically extend beyond just e-nmail sending and receiving; they
al so i ncdrigties ehan R rEirRba g abiRIfagRas fNdhieketchrhdiaye @ Bdefihmdds, o-
dat abase formats for data |like calendars, to-do lists, task lists, e- nai
and docqggp&g;%gﬂnmgggowﬁreless gateway 85 and infrastructure 90 provide a
i nk between the Internet 20 and wreless network 105. The w rel ess
| nfrastructur. (:901 € g’stserq 'é\vnae% Starr]l% innH‘?sttml éukeeﬁg(y rr(l)%'g&lﬁ\p ri‘fnli Qétwe&?ﬁ%t[magnc??%ht\/c?n
user and track¥ the udr“"as t'hey Foam bet weeh 'Count i es or networ ks.
nmessage s then delivered to the nobile device 1.00 via wireless .
transni§?ﬁ3ﬁ¥‘?VBFEépﬁyIg?“@EkﬁﬂFH“”FW%H&éﬁéV“?ﬁ#Y?*??Bﬁﬁgh%g%gmngfﬁﬁn in
the wireless network 105 to the nobile device 100. The_ particular network
105 may Ipetipp ptgien yienand goke fegsenst oy o2Vt woli ¢RHEssHdesv oty Hanessage
exchanged with a nobile comuni cati on device.

is then delivered to the mobile device 100 via wireless transmission, typically at a radio

frequency (RF), from a base station in the wireless network 105 to the mobile device 100. The
parti.cu{ar network 105 may be virtually any wireless network over which messages may be
exchanged with a mobile communication device.

As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender 10,
located somewhere on the Internet 20. This message 15 is normally fully in the clear and uses
traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and Multipurpose Internet
Mail Extension (MIME) body parts to define the format of the mail message. These techniques
are all well known to those skilled in the art. The message [S arrives at the message server 40
and is normally stored in a message store. Most known messaging systems support a so-called
“pull” message access scheme, wherein the mobile device 100 must request that stored messages
be forwarded by the message server to the mobile device 100. Some systems provide for
automatic routing of such messages which are addressed using a specific e-mail address
associated with the mobile device 100, In a preferred embodiment described in further detail

below, messages addressed to a message server account associated with a host system such as a
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As shown in FIG 1, a conposed e-mail nessage 15 is sent by the e-mai
sender 10, |ocated sonewhere on the Internet 20. This nessage 15 is
normally fully in the clear and uses traditional Sinple Mil Transfer
Protocol (SMIP), RFC822 headers and Miltipurpose Internet Ml Extension
(M ME) body parts to define the format of the mail nessage. These
techniques are all well known to those skilled in the art. The nessage 15
arrives at the nmessage server 40 and is normally stored in a nessage
store. Most known nessagi ng systems support a so-called "pull"™ nessage
access SRORIBomPRET & dNfidd\@ MRk BnidRY¥EIERLQAN UK of §AURRL dDRE 186 ked

nmessages be forwarded by the nessage server to the nobile device 100. Sone

syst ens Wicde:for. . QuRti C. routi . sych | ( hi ch.are addressed
deing a P e A AR R e b R A M o0
a preferred eg?gq@nenzudesqtibed in further det@;&r bel ow,  nessages

addr essed to SCHEEERGE UEPra C Bt MEoeERiEE &b (AT olSheSyat & uch as
a 6 home conputer or office conputer which belongs to the user of a nobile
devi ce 1MeGEwicer 18l the srcsergerlonpt ssibbss Haws [ded gercfamatied vpsiordbired. devi ce
100 as they are received. Regardl ess of the specific nmechanismcontrolling
t he forwghbionte sirckkesgagesy 8 Thewirnoli ihdragieviige 9000;luddser eSS Af@Ni&G oS
possibly a translated or reformatted version thereof, is sent to the

Wi r el esstogatcbmaycBbirk Thie Widselcossciiody asild bElHiE@aQQ Senatdsdeisital S@wbes of
connections to wireless network 105. These connections could be Integrated

Ser vi cesISDE), FRAmSREMO 0K T 1 (cosfb ion &t anB iRet @Yo hrolbe ot QMG RASuUS Rehbe
TCP/ 1 P protocol used throughout the Internet. used herein, the term

"wrel es rKY ol S b nter Q. i.ncl.ude at .l L of 1t hr e | f.f.erent
e oo BEUMBRS] ik Bned: e R kSR, N8 8, L 59,8 e

voi ce-cC I i.reless . . . o
%%es of n¥ ok Bidse being (1) data-centric wireless networks, (2} voice-centric wireless

networks and (3) dual-mode networks that can support both voice and data communications over
the same physical base stations. Combined dual-mode networks include, but are not limited to,
(1) Code Division Multiple Access (CDMA) networks, (2) the Groupe Special Mobile or the
Global System for Mobile Communications (GSM) and the General Packet Radio Service
(GPRS) networks, and (3) future third-generation (3G) networks like Enhanced Data-rates for
Global Evolution (EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some
older examples of data-centric network include the Mobitex ™ Radio Network and the
DataTAC™ Radio Network. Exarmples of older voice-centric data networks include Personal
Communication Systems (PCS) networks like GSM, and TDMA systems.

FIG. 2 is a block diagram of a further example communication system including multiple
networks and multiple mobile communication devices. The system of FIG. 2 is substantially
stnilar to the FIG. { system, but includes a host system 300, a redirection program 43, a4 mobile
device cradle 65, a wireless virtual private network (VPN) router 75, an additional wireless
network 110 and multiple mobile conununication devices 100, As described above in conjunction
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networ ks and (3) dual -node networks that can support both voice and data
communi cations over the sane physical base stations. Conbi ned dual - node
networks include, but are not limted to, (1) Code Division Miltiple
Access (CDMA) networks, (2) the G oupe Special Mbile or the d obal System
for Mbile Comruni cations (GSM and the General Packet Radi o Service

(GPRS) networks, and (3) future third-generation (3G networks |ike
Enhanced Data-rates for d obal Evolution (EDGE) and Universal Mobile

Tel econmuni cati ons Systens (UMIS). Sone ol der exanples of data-centric

net wor k {VEX qlride; the %P@%&&JM:B&%&%{M Rt lp% ne[@o&‘: tﬁ@%@ %Muggqfle cnc[odcd

Net wor K. anples of “ol'der vol ce-cen rsona

Conmuni cat i on stenB net wor k M .and stens. FIG. 2 is
bl ock_ B HaPa oR S et GATIS ebiRETELR S Ot S5 SPRI R Dtk ing

multiple networks and nultiple nobile comunication devices. The system of
FIG 2 i&aeydidiesiy faolggiesitha neavorke e, Fiaseiydys uedarsimding pepyometiae ot
system 300, a redirection program45, a nobile device cradle 65, a

Wi r el essreditgdtigalsypeinvat®ionetihoeiy (dRN) router 75, an additional wirel ess
network 11.0 and multiple nobile conmuni cati on devices 100. As descri bed

above in conjUmctdnonl hobt Wdtdtn BUGwill tyitaBy 6 4 @ppeSRYIEcad QuerVARYbAfmay
sanpl e network topol ogy. Although the encoded nessage processing systens

and net hagsadesshbhedries &Jiﬂnf@%l Q@m@%@ﬂc‘x ‘EQVELQ s?Q&WH@c RaMidGsa BBRY being
di fferent topol ogies, the network is useful in understandlng an
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host syste € a corporate i ce or
i nst ead uter or sonme other pri S en1mhere mai
vpl?hm sl {T%Wd | of(%he Eoengystem, tgat acts as the main inte ace FOI lP{e host system Lo

nessages are
exchange e-mait with the Internet 20. In .the system of FIG. 2, the redirection program 45
enables redirection of data items from the server 400 to a mobile communication device 100.
Although the redirection program 45 is shown to reside on the same machine as the message
server 400 for ease of presentation, there is no requirement that it must reside on the message
servet. The redirection program 45 and the message server 400 are designed to co-operate and
tateract to allow the pushing of information to mobile devices 100. In this installation, the
redirection program 45 takes confidential and non-confidential corporate information for a
specific user and redirects it out through the corporate firewall to mobile devices 100. A more
detailed description of the redirection software 45 may be found in the commonly assigned
United States Patent 6,219,694 (“the ‘694 Patent™), entitfed “System and Method for Pushing
Information From A Host System To A Mobile Data Communication Device Having A Shared
Blectronic Address”, and issued to the assignee of the instant application on April 17, 2001

which ts hereby incorporated into the present application by reference. This push technique may

use a wireless friendly encoding, corpression and encryption technique to deliver all



exchanged, Wthin the host system 300 is the nessage server 400, running on
sone conputer wthin the firewall of the host system that acts as the
main interface for the host systemto exchange e-nmail with the Internet
20. In the systemof FIG 2, the redirection program45 enables
redirection of data itens fromthe server 400 to a nobile comrunication
device 100. Although the redirection program45 is shown to reside on the
same nachi ne as the nmessage server 400 for ease of presentation, there is
no requirement that it nust reside on the nessage server. The redirection
program er i

nt er act %?fgﬂ‘gﬁ(%l\r}vgtaﬁé%u |V§'§’t\(§ ?cQw cx(?en% ilgquQQéCI%r1?3P fn%%iiat% 6(3{4&1([ c% h
|nstallat| the directi.on pro ran145 t es confldentlal and

non- conflgé Sfm%épgﬁhgﬁéMdﬁWﬁfWﬁgP8ﬁyW8?“§)‘specific user and redirects
it out through t he cor orate firewall to nobile devices 100. A nore

detail ed desctPptPER ibF1¢ re lisamas deingnysrivir epaBs fapgctiesfippraalion thée
comonly assigned United States Patent 6,219,694 ("the 694 Patent”),

enti t| edmogiyedeyrahel. I\l@tlfhO‘GﬂfodrfOﬁlgstﬂmggnfohmﬁtomrmitlm dre rRoto in de vHoSI00Sy tremhTo
A Mobil e Data Communi cation Device Having A Shared Electronic Address”,
and i ssupait tiesighecda®iuginge dofvick lkewdianss. aniis applddaatdsan emsdar idr bl 2001
which is hereby incorporated into the present application by reference.
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encryption technique to deliver all 8 information to a nobile device,
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100 associ at ed oSt system
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accomplished through a wireless VPN router 75 or through a traditional Internet connection 95 to

I'S

a wireless gateway 85 and a wireless infrastructure 90, as described above. The concept of a
wireless VPN router 75 is new in the wireless industry and implies that a VPN connection could
be established directly through a specific wireless network 110 to a mobile device 100. The
possibility of using a wireless VPN router 75 has only recently been available and could be used
when the new Iiternet Protocol (IP) Version 6 (IPVG6) arrives into [P-based wireless networks.
This new protocol will provide enough IP addresses to dedicate an IP address to every mobile
device 100 and thus make it possible to push information to a mobile device 100 at any time. A
principal advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN
component, thus it would not require a separate wireless gateway 85 and wireless infrastructure
90 to be used. A VPN connection would preferably be a Transmission Control Protocol
(TCPYIP or User Datagram Protocol (UDPYIP connection to deliver the messages directly to the
mobile device 100. If a wireless VPN 75 is not available then a link 95 to the Internet 20 is the

most common coungction mechanism avaifable and has been described above.



port designated 50, using a device cradle 65. This nethod tends to be
useful for bulk information updates often perforned at initialization of a
nobi | e device 100 with the host system 300 or a conputer 35 within the
system 300. The other main nmethod for data exchange is over- the-air using
wirel ess networks to deliver the information. As shown in FIG 2, this may
be acconplished through a wireless VPN router 75 or through a traditional

I nternet connection 95 to a wireless gateway 85 and a wirel ess
infrastructure 90, as described above. The concept of a wreless VPN

router 75 is 'I}?Wc'aﬂtotnﬁ%c%(f[@cﬁéﬁe snng%Y EYG.ang cf)[@loge%sc {neﬁtmé%b %D SEIQ% {I on

could be established directl ough a spéC| W reless ne
N router 75 has

mobile d The Slbl|lt of wi rel ess VP

only recoibfits ég(%n“’adv“a*}’ B st i B Rt o pecan
Pr ot ocol IP Ver si on ﬁ PV6 arrives into | P-based wirel ess networks.

Thi s newé 18é‘bqbllﬁndf’1"c‘p ia é“‘éhb@g‘ﬁ‘:‘l‘@‘ Glchrdacsdle mesaeilé at e-eryeloped, as
address to_every nobile device 100 and thus nake it possible to push

i nf or mat {"éated déB%ﬁriIﬂém@%biiymeowmcuaftcoawcsnuonemdAnuppmcalgahumwanma@ee, of
using this wireless VPN router 75 is that it could be an off-the-shelf VPN
conponempplic isthietorigoul thesrape | 2qli thes @as epatgice buing ebeiss Gatewal B%icando
wireless infrastructure 90 to be used. A VPN connection would preferably

be a Tr ansmbiskaecucoman of thEy atRGRhd of I@E’Mtbfw@fkq%i%ﬁ staat Mﬁmtﬂ thQﬁPéwal
(UDP)/1 P connection to deliver the nmessages directly to the devi ce

100. |I'f &11\Whds@oRS 8x HBNclDet WeddQhe ﬂ%@l‘eh@m @#&%4?8‘{?} 0K 1 (ﬁ) Lodcr\/ % llOBt ernet

20 is the nost conmon connection nechani aval e an een

e, o RREy AU AR L R T B LS B>
server 4:3%:%{1%1[1 the%d&x%gslnqgeg&onmuon oPﬁleroer([j gﬁrﬁﬁ%e!sgar:qe%&(c)gprt ?I?g sender’s and the

receiver’s address. This allows reply messages to reach the appropiate destination, and also
allows the “from” field (o reflect the mobile user’s desktop address, Using the user’s e-mail
address from the mobile device 100 allows the received message to appear as though the

message originated from the user’s desktop system 35 rather than the mobile device 100.

With reference back to the port 50 and cradle 65 connectivity to the mobile device 100,
this connection path offers many advantages for enabling one-time data exchange of large tems.
For those skilled in the art of personal digital assistants (PDAs) and syachronization, the most
common data exchanged over this link is Personal Information Management (PIM) data 55.
When exchanged for the first time this data tends to be large in quantity, bulky in nature and
requires a large bandwidth to ée[ loaded onto the mobile device 100 where it can be used on the
toad. This serial link may also be used for other purposes, including setting up a private security
key 11 such as an SIMIME or PGP specific private key, the Certificate (Cert) of the user and
their Certificate Revocation Lists (CRLs) 60. The private key is preferably ecxchanged so that the
desktop 35 and mobile device 100 share ane personality and one method for accessing all mail.
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45 to the nobile device 100. As this redirection takes place the nmessage 15
is re-envel oped, as indicated at 80, and a possibly proprietary
conpressi on and encryption algorithmcan then be applied to the original
nmessage 15. In this way, nessages being read on the nobile device 100 are
no |l ess secure than if they were read on a desktop workstation such as 35
within the firewall. Al messages exchanged between the redirection
program 45 and the nobile device 100 preferably use this nessage
repackagi ng techni que. Another goal of this outer envelope is to nmaintain

the addresshgg aﬁd‘ggi@r}e R tch[enaR l@é&?'suﬂefﬁiﬁgﬁeﬁ{f%etﬁ@éy P%?cis%&”adﬁfges and

the receiver ress nmessages

approprlate e .and. al. so ows, t ield to reflect the
mobi 16 (Lagrd S lf'?{j‘p‘?ﬂdblfcé%’g"d%%“ﬁgé‘i" fasgﬁwlé M po gt BubR i Sheuds
nobi | e device 100 all ows the recelved nmessage to appear as though the
nmessage Bff8fnat ed fromthe user's desktop system 35 rather than the nobile
device 100. Wth reference back to the port 50 and cradle 65 connectivity
to the nobil eAtldapicged MOHG. 3t miodile ommeahicatiopalehicoflDensclndosy sadvblnRdgpageier
enabling one-tinme data exchange of large itens. For those skilled in the
art of pérdonalreldigidnahum@ssict @Ttan WNRAS3 nandisyMcabamnziahilds, deheda@gdn/
common data exchanged over this link is Personal Infornmation Managenent

(PI'M dahaddiion MbeRcRHedanNgRE cw&htstl@@ atd pidbidel, ”ﬁsttlt{tﬁs% [ﬁiﬁ{eaarl endspdihe
| arge in quantity, bulky in nature and requires a |arge andmndth to get

| oaded %E]I: c&&‘?ts rﬁ?as/' 1llgoigg§6ﬁ§ﬁ}rl%%nw eg{ il L%nﬁ?;?oa%@so?? ﬁﬂ%ﬁﬂgélﬂ‘?ﬁm&%ﬁm Th' S

serial |Iin I 'nc
t t I\/I NVE PGP f t k ,
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(CRLs) 60. The p yate key is preferably exchanged so that the desktop 35
and nDbFW%mHéV§@8tI@@ﬁéﬁﬁF%b%%@“ﬁérsonal|ty and one nethod for accessing

all mail.
The mobile communications device 100 will-also typically include a main control CPU

106 that operates under the control of a stored program in program memory 108, and which has
access to data memory 110. CPU 106 also communicates with a conventional keyboard 112 and
display 114 (for example, a liquid crystal display or L.CD) and audio transducer or speaker 116,
A portion of the data memory 310 is available for storing data required for decrypting encrypted
messages, such as, for example, private keys, digital certificates, and the like. Suitable computer
program executable code is stored in portions of the program memory 108 to constitute stored
program logic for receiving and using new or added private keys and/or digital certificates or the
tike as described below (for example, via a wired serial /O port or the wireless RF antenna 102).
As depicted 1n FIG. 1, a secure wired synchronization connection 26 (for example,
between serial I/O ports of the user's base unit 24 and the wireless device 100} is typically
provided for normal data synchronization purposes (for example, to synchronize databases in the
two devices with respect to such things as calendars, to-do lists, task lists, address books, etc.).
Part of prior data synchronization processes has included a program logic such as Cedt Sync for

1



10 The Cert and CRLs are normally exchanged over such a |ink because they
represent a |large anount of the data that is required by the device for
S/'M Mg, PGP and other public key security nmethods. As depicted in FIG 3,
nmobi | e communi cati ons device 100 includes a suitable RF antenna 102 for

wi rel ess comruni cation to/fromwrel ess network 20. Conventional RF,

denodul ati on/ nodul ati on and decodi ng/coding circuits 104 are provided. As
those in the art will appreciate, such circuits may involve possibly many
digital signal processors (DSP5), mcroprocessors, filters, analog and

di gi tal Fdarn%dh gﬁt@kr&ﬂ Llo'nlﬁ)%twcgg ?ﬁﬁ%%rgﬁl}lgﬁﬁzﬁ Lé%%ﬁﬁfﬂrcﬁ LEny, lauleler Koy

in the art, It urther erern |le communi cat 1 ons

device 1 typica [ ude a, mai n cont . [ N
oper at es&ﬁ’a&%yw{:ﬁéﬁ%&% Pitiisrior SFi5ALE ioartiad RR0 BF et remov) Tomaingi
whi ch has access to data nenpry 110. CPU 106 al so communi cates with a
convent i DFENTOREGBLP FrinLERgic ‘H‘F%‘ﬁﬁcﬁ“ﬂcﬂi@@for exanple, a liquid crystal

di splay or LCD) and audi o transducer or speaker 116. A portion of the data
menory 310 i sAapeivicablyelesorbeslt dieieng adamanuneguionetnk Ger deanylpt dapiptehiordopiedd
nmessages, such as, for exanple, private keys, digital certificates, and the
| i ke. Sulitcalat 80 coRpUtirypiqugdghand exectt dbldevicods:rk bagt wrietd und peyddrons of
the program nenory 108 to constitute stored programlogic for receiving

and usi ngeqiay szvs%cideQ\d@th@él? k&¥ $s ﬁ’ﬂg{léﬂ’ng@o%rh@:hcﬁﬁﬁlt[ieﬁlh gk By Ok ukii8ed
i ke as descrl bed below (for exanple, via a wired serial 1/0 port or the

Wi rel essg, %eagﬁ‘&lr&%&uoﬁ;dé???hc&@Qsc'l B i éccanbtlﬂ Ha ShE SFV qucrvm 14,

synchronlz tIO onnectl1 on exa etween seria orts of
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connection 28,

E-mail messages generated using the S/MIME and PGP techniques may include
encrypted information, a digital signature on the message contents, or both. In signed S/MIME
operations the sender takes a digest of a message and signs the digest using the sender's private
key. A digestis essentially a checksum, CRC or other preferably non-reversible operation such
as a hash of the message, which is then signed. The signed digest is appended to the outgoing
message, possibly along with the certificate of the sender and possibly any required certificates
or CRLs. The receiver of this signed message must also take a digest of the message, cémparc
this digest with the digest appended to the message, retrieve the sender's public key, and verify
the signature on the appended digest. If the message content has been changed, the digests will
be different or the signature on the digest will not verify properly. If the message is not
encrypted, this signature does not prevent anyone from secing the contents of the message, but
does ensure that the message has not been tampered with and is from the actual person as

indicated on the "from" field of the message.



provi ded for normal data synchronization purposes (for exanple, to
synchroni ze databases in the two devices with respect to such things as
cal endars, to-do lists, task lists, address books, etc.). Part of prior
data synchroni zation processes has included a program | ogic such as Cert
Sync for 11 maintaining synchronization between cryptographi c nessage
certificates. If a secure over the air (OTA) synchronization connection 28
is available, it may al so be used by Cert Sync to maintain synchronization
of cryptographic message certificates. As previously described, there is a

comuni cat i onspyl.ifk F?r[ag%ﬁ%m 0\ tlg%lfﬁc?xﬂ; A{Eib(dlgltdtnetﬂc{/ L"’fgeﬁ,{%hd‘?‘pw ¢ FI G
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unit 24 via_ chanpe t he server Internet 12, mnreless gateway 16
and wi r el"835 ql?ﬁipﬁe&l%l&&‘t%ﬁé icptp iy @5“%%6 OWAI eyt Fifl B ihEat S5 C OB Rrfetelon 28.
E-mai| messages generated using the S/M ME and PGP techni ques may include
encr ypt eds#Eer fardcorver of e gicssdge siimdtouy pically oiteinegstfente omieftrghe eigning
both. In signed SSMME operations the sender takes a digest of a nessage
and si gnscitifieatdiageé strifyshngatthersgodeid iephhival s sigeey.byAhdhgaskrtif&ate in the
essentially a checksum CRC or other preferably non-reversible operation

such asciuiRasiil 8tetiiea@RSRABE thaMH a6 BignSd 59 8o @Naskacdd REmS] @nesh (s Eudhs
appended to the outgoing nessage, possibly along with the certificate of
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cryptography. Once such a root certificate is found, a signature can be verified and trusted, since
both the sender and feceiver trust the source of the root certificate.

In encrypted S/MIME message operations, a one-time session key is generated and used
to encrypt the body of the message, typically with a symmetric cipher, such as, for example,
Triple DES. The session key is then encrypted using the receiver's public key, typically with a
public key encryption algorithm like RSA. If the message is addressed to more than one
receiver, the same session key is encrypted using the public key of each receiver. The encrypted
message body, as well as all encrypted session keys, is sent to every receiver. Each receiver
must then locate its own session key, possibly based on a generated Recipient Info summary of
the receivers that may be attached to the message, and decrypt the session key using its private
key. Ouce the session key is decrypted, it is then used to decrypt the message body. The
S/MIME Recipient Info attachment can also specify the particular encryption scheme that must
be used to decrypt the message. This information is normally placed in the header of the

S/MIMLE message. Those skitled in the art will appreciate that these operations relate (o an
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the signature on the appended digest. If the nessage content has been
changed, the digests will be different or the signature on the digest wll
not verify properly. If the nmessage is not encrypted, this signature does
not prevent anyone from seeing the contents of the nessage, but does
ensure that the nessage has not been tanpered with and is fromthe actual
person as indicated on the "from' field of the nessage. 12 The receiver
may al so verify the certificate and CRL if they were appended to the
message. A certificate chain is a certificate along wi th a nunber of other
ertlflc tes required g Y h that the origin Jtlflcate IS
aut hent i '‘CUSURRvP XWB?WF@ A lkar @ﬁ&g&Péﬂﬁﬁ“8“§F ﬁ@ﬂ)lﬁ%ggﬁéﬁom%ﬁﬁnﬁécelver
of the message will also typical obtain a certificate chain for the
si gni ng enewipRj Earid déwdwadpﬁymﬁh@t baihiapefistibeateini e vielighad fofps.
signed by the next certificate in the <chain, until a certificate is found
t hat was si grdé. byllastmesta saentiaf whatentodhmeest1ges iethreouded &) a sudbhe dasce f or
exanple, a large Public Key Server (PKS) associated with a Certificate
Aut hor i ta10(bGA)serves YOR c@Raink @ kvi @Kl RicsYehd @ s e EADE USYith Bgtndyr omicgent
conpanies in the field of public key cryptography. Once such a root

certifi catefchddfiihe 4@48&&9%9 &rGan lbgmv&fcafw g widedsrddnh&dor ﬁh@ﬁﬁoebm h

the sender and receiver trust e sourc he root certificate.
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encryption al gorithmlike RSA If the message is addressed to nore than one
recei verevehIsmpp nedlydhe mopdy dpeice A yithaireusiaty! inframptinn fétkdlc rvadedy

recei ver. The encrypted
process the encoded message 412 before sending it to the mobile device such that the encoded

message 412 is below the predetermined threshold size. Moreover, data item 412 may be further
processed by the server 408 such that the message is partially decoded and the result of such
processing sent to the mobile device 410.

As an exemplary operational scenario, current mobile device implementations typically
have a limit on the message size that will reach the mobile device, such as, for example, 32 KB.
If an S/MIME message is over 32 KB, then the entire message will not completely reach the
mobile device. As such, if the message is signed, then it cannot be verified on the mobile device
due to the size limitation. The server in this situation may send an indication to the mobile
device that the message is too large to be verified by the mobile device and that verification has
already been done by the server. The user receiving this message will then be aware that
verification of the message has already been accomplished. Different types of server-assisted
verification of secure electronic messaging are described in co-pending, commonly assigned U.S.

Patent Application Serial No. [0/914,634 entitled “Server Verification of Secure Electronic
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nmessage body, as well as all encrypted session keys, is sent to every
recei ver. Each receiver nust then |locate its own session key, possibly
based on a generated Recipient Info sunmary of the receivers that may be
attached to the nessage, and decrypt the session key using its private
key. Once the session key is decrypted, it is then used to decrypt the
nmessage body. The S/ M ME Recipient Info attachnent can al so specify the
particul ar encryption schenme that nmust be used to decrypt the nessage.
This information is normally [)faced in the header of the S/ M ME nessage.

Those skifeb&@ed Minbihesaple [¥Yi fg}pl\l/l@%ngé 6480 Kok gﬁﬁ%gﬁﬁsﬁ o ORGAGII A)S, [ﬁi‘?llt@t‘%srté?n an

13 illustrati've exanple o nessagl ng a I'ts associ atéd encoding

oper at i ons, 4N l.y »encryption, W Il ,al so be understood that the instant
discIosu@giw%ﬁgﬁﬁ%J[ﬁgﬁm%P%f¥88“{%%F%§%T FIG 4 illustrates a situation

wher e encoded nessaﬂfs are provided to a nobile device 410 by a server 408
cont ai ned wi t i A" A0H P! ESLUIE oRf Rk s LoAP Pk cppdimane pethe sl s pihe. 4,
an encoded nessage 404 froma sender 402 is provided to the wirel ess
connect ofrgysip éﬁgl&lee.lo sCRidén ssiay pdcadogthal scmalevdled(wieriBF et Wornsewe BressAst em
406 anal yzes the encoded nessage 404 with respect to its size. If the size
i s det erlmishech pofdecdlboviee some, prediteradides fiphmeshdlidiorhhéon tohbe nebriver
408 may notify the nobile device 4 10 with size related information 414.

The ser v@vicray enfplOGRSotiRalONLQd gefH®@S s& T80l 2hdrek ofueh ST Bthnifle, tRedie;
nobi | e devi ce such that the encoded nessage 412 is bel ow the predeterm ned

t hr eshol e Blig&eyal M eQVREh, SRt @ftihk%ghﬁi%gtcméi\!ﬁ{ gﬁs&@gg *ggéssagjg-:r. ocessed by the

server 408 such that the nessage is partia and the result of

such  PLoces AR, b0 TP st g At 2 one
exemplary operational scenario for processing encoded messages according to an exemplary
embodiment of the invention, the server receives a signed and/or encoded electronic message
501. Upon receiving the message, the server determines whether the server is to perform any
verification of the secure message 502. This determination may be made based on any number
of factors, such as, for example, when the size constraints of the device mandate some
verification processing be performed by the server, as described in the co-pending commonly
assigned applications listed above. Ou the other hand, the server may be configured to
automatically provide verification for all secure electronic messages in order to reduce the
computational overhead burden of the mobile device. If the server determines that no
verification is to be performed by the server, the message is sent directly to the device 503.
However, if the server determines that it is to provide verification, the server processes
the message to at least verify the signature of the secure message 504. Upon verification of the
signature of the secure message, the server sends the message together with an indication to the
device that the signature has been verified 505. In addition, according 1o an exemplacy
embodiment of the disclosure, supplemental information may‘ also be sent to the device 500.
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have a |imt on the nessage size that will reach the nobile device, such
as, for exanple, 32 KB. If an S/MME nessage is over 32 KB, then the
entire nmessage will not conpletely reach the nobile device. As such, if
the message is signed, then it cannot be verified on the nobile device due
to the size limtation. The server in this situation may send an indication
to the nobile device that the nmessage is too large to be verified by the
nobi | e device and that verification has already been done by the server.
The user receiving this nmessage will then be aware that verification of

t he messqgr supslcch@pYo R0 A66ARNLES T8Le xR Hid, @Bl of HeeSrt@fcate or certificate
server-assisted verification of secure electronic nessaging are descri bed
i n co- pepd; : 3| IR Lagned .~ Pat ent  Application Serial No.
10/91_4,g%%@gﬁ¥ﬁ?ﬁgﬁﬂhéé§§§?&3§?#@i%gF?On of Secure Electronic 14 Messages”
and U S. Patent Application Serial, No. (Atty. Dkt . . NQ.- P446-PUS), .entitled
“aystem and meehontrgis bl Rheatiiht Newetuet BoadRad®udarly 4fl
feature, a?cording.to an exenplary enbodinent of the disclosure, the
server, [HhEHBEOCSTADG %ivgé’weﬁﬂ?eg AT GPetRER addentlgliertsgyt the signature.
verification of a secure nmessage has been perforned by the server, ma

al so pr oli¢rdaswlp [tendarvicel cap procrehe basited ceridioasbinfasmatien fdeieis ehas) Iéog’/ﬁé
nobi | e device to perform additional checks, such as, for exanple, checking
t he trusthe cealficdictuped 8t sigmdtchneseige. toglerfblre adéitibnlichaties, usbdst for sxgmplehe
nmessage. For exanple, with reference to FIG 5, which is an illustrative
flow di agirmty@hed, et eARIKar dreaP@rdakERNal (FaRBAITHE rélts pr Aeassidigoranciades
nmessages according to an exenplary enbodi nent of the invention, the server

receivesﬂ@ygkgqﬁqhgmgkggogqgggggcplectronic message 501. Upon receiving
t he message, the server determ nes whether the server is to perform any

Performing these additional checks provides the user with a stronger indication of the
security of the message as compared (o merely trusting the indication sent from the server that
the signature has been verified. An additional advantage of the foregoing is the redistribution of
the computing overhead between the server and the mobile device.

While the foregoing has been described in conjunction with specific exemplary
embodiments, it is evident that many alternatives, modifications and variations will be apparent
to those skilled in the art. Accordingly, the exemplary embodiments set forth herein are intended
to be illustrative, not limiting. Various changes may be made without departing from the true

spirit and full scope of the invention as defined in the appended claims.
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verification of the secure nmessage 502. This determ nation nmay be nade
based on any nunber of factors, such as, for exanple, when the size
constraints of the device mandate sone verification processing be
performed by the server, as described in the co-pending comonly assigned
applications |listed above. On the other hand, the server may be configured
to automatically provide verification for all secure el ectronic nessages
in order to reduce the conputational overhead burden of the nobile device.
If the server determnes that no verification is to be perforned by the
server, ﬁﬁ?§§§ﬁ§¥¢ﬁﬁD§$nF directly to the device 503. However, if the
server determnes at’it is to provide verification, the server processes
the nessage to at least verify the signature of the secure nessage 504.
Upon verification of the signature of the secure nmessage, the server sends
t he message together with an indication to the device that the signature
has been verilied 805¢ethiod faddradessipgancoddd ngssagcacoayempigry embodi nent  of
t he disclosure, supplenental information nay al so be sent to the device

506. 15 This supplle@gﬁ,mﬁ@mieﬂgéué}pﬂ,jegghgw ddeslpde, for exanple, a haste of
the certificate or certificate chain used to verify the signature at the

server. By provi diEr}% t hi. sﬁsquI ergn%al i nf olr.natd;a‘on to t(ﬂg de‘xi ce 506, the
device may then fRIPFHErYE&SEOtHE DEGH et al ol it YHhBi Vo g ngication
perform addi ti onal checks on the signature. For exanple, the device can
process diherclal i0édaickepiocesscag end ticoraraiicdrmesageten dicnsednd whiok thipenddded
certificate used to sign the nessage to perform additional checks, such as,
for exampé®age YAlntalidea; checks, trust checks, strength checks, or the like.
The results of these additional checks may then be displayed 508 to the

user.. - ) , ) .
' providing supplemental information of said message from said server to

said device; and
processing at said device of said supplemental information to provide

additional security information related to a sender of said message.

2. The method according to claim 1, wherein said device is a mobile wireless

comununications device.

3. The method according to claim 1 or claim 2, wherein said processing at

said server includes verification of the encoded message.

4, The method according to claim 3, wherein said verification includes

verifying a signature of the encoded message.
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Perform ng these additional checks provides the user with a stronger
indication of the security of the nessage as conpared to nerely trusting
the indication sent fromthe server that the signature has been verifi ed.
An additional advantage of the foregoing is the redistribution of the
conputing overhead between the server and the nobile device. Wite the
foregoi ng has been described in conjunction with specific exenplary

enbodi ments, it is evident that nmany alternatives, nodifications and
variations will be apparent to those skilled in the art. Accordingly, t he
exenpl ary enb di e et forth herein are i tended e il ative,
not limting. var|gE ﬂhﬁﬁé@cW§@“%5’a@HB‘%A ﬁﬁﬂpqdébﬁﬂﬁ1ﬁ6mpF§ éﬁ%mPPﬁe
spirit and full scope of the invention as defined in the appended cl ai ns.
16 WHAT igl@ienavEDhl@:a dertificaetibod th oigipthocassdatnescpded messages
conprising: receiving an encoded nessage at a server; processing said
encoded nessage at said server and providing an indication of a result of
sai d processing and the received nessage to a device for which the encoded

message i s intended; provi uppl e nt ar mat f sai ssa
from said serVer tghcélé‘?tﬁo‘gé% (E”Q“ 6?6&%"%}@%@”&9“}5%11@ E’g 'g%‘%’é g
suppl enental information to provide addl tional security information

rel at ed btwlhalesentsh offa eaiiflcaesdageinchidiihehaedrididamaceddbnggt checdmioed
wherein said device is a nobile wreless

message.

7. The method according to claim 5, wherein said processing of said
supplemental information comprises looking up the certificate used to sign the message

and performing additional checks based on the certificate used to sign the message.

8. The method according to claim 6, wherein said processing of said
supplemental information comprises looking up the certificate and/or certificate chain
used (o sign the message and performing additional checks based on the certificate used

to sign the message.

9. The method according to claim 7 or claim 8, wherein said additional checks

include validity checks, trust checks and/or strength of information checks.

10. A system for verifying encoded electronic messages, comprising:

a server for receiving an encoded message intended for a mobile device;
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communi cations device. 3. The method according to claiml or claim 2,
wherein said processing at said server includes verification of the
encoded nessage. 4. The nethod according to claim 3, wherein said
verification includes verifying a signature of the encoded nessage. 17 5.
The net hod according to claim4, wherein said supplenental information

i ncludes a hash of a certificate used to sign the encoded nessage. 6. The
nmet hod according to claim4, wherein said supplenental information

i ncludes a hash of a certificate chain including the certificate used to
sign the encoded nessage. 7. The nethod according to claim5, wherein said
processi ng of sai drrogupllesenesilcnindrosardseomer donpracsesng caki sngoded tiivesage
certificate used to sign the nmessage and perform ng additional checks

based onattsaRl &gt bl @Rl(¢ auseshhR §BNdENe, IBESREE ved mdigedRibadi AcsPr di ng
to claim®6, wherein said processing of said supplenental "information
conpri ses certificate chain sed, t

| ooki ng up_ the.certificate and/ or cate c _used, to sign
Che’ meosag 00 BarRal hFrE nie FoinG Mo ShetBE  birsSRbdinen dunes [chpiRued
to sign the nessage. 9. The method according to claim7 or claim8, wherein
sai d addincodadmespagskis iniendedidmdvabidiiny sepelckentalnoginuhieoks sanbifigssage
strength of information checks. 10. A systemfor verifying encoded
el ect r onfirEmMNRRE FGOSr oCAUPHEScRTand

a wireless communications device for receiving messages from said server,
said wireless communications device including program logic for processing said

supplemental information at said device 1o provide checks associated with said signature

of a sender of the message.

11.  The method according to claim 10, wherein said supplemental information

includes a hash of a certificate used to sign the encoded message.

2. The method according to claim 10, wherein said supplemental information
includes a hash of a certificate chain including the certificate used to sign the encoded

message.
[3.  The method according to claim 11, wherein said processing of said

supplemental information comprises looking up the certificate used to sign the message

and performing additional checks based on the certificate used to sign the message.
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a server for receiving an encoded nessage intended for a nobile device; 18
program |l ogic resident on said server for processing said encoded nessage
at said server to verify a signature appended to said received nessage,
providing an indication of a result of said processing of the received
nmessage to a device for which the encoded nessage is intended, and
provi di ng supplenental information of said nessage fromsaid server to
said device; and a wirel ess comruni cati ons device for receiving nessages
fromsaid server, said wireless comrunications device including program

| ogi ¢ for proggssi i l.enent al . i nformati.on at said. device,to

provi de checkggassgg?a et 0(\;\,13%’J ﬁ&ggﬁtgscﬁ%%ggrg/hcgfmgagie[?*agéssg?g ﬁlg‘“%ssage.
I't. The method according to claim10, wherein said supplenental information
i ncl udesSWPHAEANBF IndoBLPY CompasesBoking vp gie edéilicaconddmstfigele chain The
met hod according to claim 10, wherein said supplenental information

i ncl udesusedhasipoficaneghlt fah@efoshd NadMGbHE ARDBasRY & fHcalarivaediske
sign the encoded nessage. 13. The method according to claim1l, wherein

said pro I I f.said supplenental information conprises |ooking up the
certifi glgfszglhg%d‘%{}%sag?gn the nessage and perform ng additional checks
based on the certificate used to sign the nessage. 19 14. The net hod
according to claim 12, wherein said processing of said

15, The method according to claim 13 or claim 14, wherein said additional

checks include validity checks, trust checks and/or strength of information checks.

16. A system for verifying encoded electronic messages comprising:

a server;

a mobile wireless communications device;

means for receiving an encoded electronic message at a server, the encoded
message being intended for said mobile wireless communications device;

means for processing said encoded message at said server 1o verify a
sighature appended to said received message, providing an indication of a result of said
processing of the received message to a device for which the encoded message is
intended, and providing supplemental information of said message from said server to
said device; and

said mobile wireless communications device receiving messages from said

server, said mobile wireless communications device including program logic for
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suppl emental information conprises |ooking up the certificate and/or
certificate chain wused to sign the nessage and perform ng additiona
checks based on the certificate used to sign the nessage. 15. The net hod
according to claim13 or claim 14, wherein said additional checks include
validity checks, trust checks and/or strength of information checks. 16. A
system for verifying encoded el ectronic nessages conprising: a server; a
nobi |l e wirel ess comruni cati ons devi ce; neans for receiving an encoded

el ectroni c nmessage at a server, the encoded nessage being intended for
sai d nobjl.e.w:rel.ess j.cad.i V] Ce: : i Sai
ncoded PcsuhE SFRCFRTIEN E SRRy Gl TPERE Pl RO ERE R HsO By
recei ved nessage, providing an indication of a result of said processing
of the r¥&8isptlsIgB3sEge to a device for which the encoded message is

i nt ended, and providing supplenental information of said nmessage from said
server to said device; and said nobile wreless communi cati ons device
recei ving nmessages fromsaid server, said nobile wireless coin

. g server. said mbilcwireless coin
uppl enent ar | i or net PP B e bg Bk 8T pleGtads BRBERILC oot atea it

said signature. 17. A nethod for processing encoded nessages conpri sing:
processing an encoded message at a server;

sending supplemental information assoctated with said encoded electronic
message from said server to a mobile device, the supplemental information including a
hash of a certificate or certificate chain used to sign the encoded message; and

processing said supplemental information by said mobile device to
determine the certificate used to sign the message and performing additional checks on

said certificate.

18. A method for processing encoded messages comprising:
receiving an encoded message at a server,
processing said encoded message at said server to verify the encoded
message and providing an indication of a result of said processing and the received
message to a device for which the encoded message is intended;
providing supplemental information of said message from said server to
said device, said supplemental information including a hash of a certificate used to sign

the encoded message; and



processi ng an encoded nmessage at a server; sending supplenmental information
associated with said encoded electronic nessage fromsaid server to a
nobi | e devi ce, the supplenental information including a hash of a
certificate or certificate chain used to sign the encoded nmessage; and
processi ng said supplenmental information by said nobile device to

determ ne the certificate used to sign the nessage and perform ng
addi ti onal checks on said certificate. 18. A method for processing encoded
messages conprising: receiving an encoded nessage at a server; processing
sai d encoded nessage at .said server to. verify the encoded .ness and
provi di ng an i ndi cHt96H 0% désar‘aéiﬂvfccd?“é’éé yprsel g 0&%&“9%@3@@&99
nessage to a device for which the encoded nessage is intended; providing
suppl enentréllichtef wreddd sgm GF cpabdedrasssge firdom igaiate sasiventus @f saal theekagicce,
sai d supplenental information including a hash of a certificate used to
sign e Rnceiefo MERRACS N ANA 24 (RS 0GRPRLRY al sai d device of said

suppl emental 1 nformation to ook up the <certificate used to sign the
encoded nessage and to update trust status of said nmessage based on
information contained in the certificate. 22
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