102

116

ID token

Memory

| PIN f

Atiributes

Processor

{ Cryptographical protocol i

~—106

+—118
H—120
+—126
H——122
H—-124

H+—128
H—134
+—132

User authentication

T—130

[ Interface H~—108

| Network interface

Mobile radio

—~-100

| Interface 104

Processor

[ Program F

H—110
+—112

114

10— Fesoio]

103

116
. Atiribute value/
Request - TGN - signature

—~—105

Nk

Network component ~150  |ID provider computer system

| Network interface

~—136

H—152 || Network interface

H-138

ToCessor

L1

~—154 Memory

i

~—140

-

Program

Certificate

H1-—156
Private kev

Hi—142

Fig. 1

Processor

145

Cryptographical protocol H—146
End-to-end encryption H1—148




2/6

User authentication to
1D token

—— 200

l

Setup of a secure connection between
ID token and ID prowvider

—— 202

l

Unilateral or reciprocal authentication of
ID provider and ID token

——204

:

The specified attributes are read from
ID token by ID provider

—— 206

l

The read attribute values are signed
by ID provider

——208

i

Signed attribute values from ID provider
to network component

——210

'

Registration using
attribute values

——212

Fig. 2



3/6

luaysAs 1andoy
Japiaoad (ff

¢ b
poINBIZY -
= $£:a~_§<
SNGUI- -
ot SOINQLIY-
L HOHBONUSHNY »
t————  159nboYy]
o UONRINIZoY
-
ot UOLBIUAINY
jusuoduwon oIpei 158
YI0MIIN U0 dI BIQOT] (1
0sl 901 4] rAi]2

atl




416

9tl

N

usAs wadwos
Japiaoad (41

WL ssoooe osequier
[A*] e
JOSS001]
- TS| JA1UAP] EFHjeA LTy
191H YATH zATH 1YTH v IseqeiE(]
03 8gl
JIOAJIN]
TSI ~—[ oot |
501 111 L0}
001 oipes opqopy
90— toY0) (I]




5/6

01—t uosuedwo)
G b4 .
wmv: POL 1 ssaoow asequing
A a1 10889901 ]
mmwn_‘
wsAs 1ndwoo 21| J9HIUdD[ JOLUSPT PUeA ANALYY
sopiaoid Ty [YTH T IH CdTH i) w aseqeye(]
091 84l
FIOMON
501 %l m:

oot~ [_soummon

001

OIpEI SNqOIN

901

o) (11

Lo}




6/6

gl

|

widsAs 1anduwos
Jopiaosd (1

89t

TWIH

IR ¢ d'Id

o el

s

ToL

TSIIUSPT

i dTH

ynuapy | T

col

JhomiaN

00L — |
o1pel SIGOI

pzi 1 sounuopy |

90} u230) (T]




