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(57) Abstract: There is provided a method of characterising a programmable logic controller (PLC) in a networked control system.
The networked control system includes a plurality of programmable logic controllers (PLCs), including the above-mentioned PLC, and
a communication network layer based on which the plurality of PLCs communicate with each other. The method includes: obtaining
network traffic data from the communication network layer; determining scan cycle related timing profile information associated with
the PLC based on the network traffic data obtained; and generating characterising information associated with the PLC based on the
determined scan cycle related timing profile information for characterising the PLC. There is also provided a corresponding method
of attack detection in the networked control system, including detecting whether the networked control system is subject to an attack
in relation to the PLC based on second characterising information associated with the PLC and reference characterising information
associated with the PLC. There is further provided a corresponding system for characterising a PLC and/or attack detection in a net-
worked control system.
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