COMMUNI CATI ON METHOD AND COMMUNI CATI ON APPARATUS ~ BACKGROUND OF TRpZ105-©
‘| NVENTI ON The present invention relates to a comuni cation lﬁﬁﬂmﬁ#@i
and a commruni cati on apparatus. More particularly, the invention relates to
a communi cati on nethod and a commruni cation apparatus whereby a TCP
connecti.on is maintained if an end point of that TCP connection is noved
bet ween conputers or if a conputer wherle an end point of the connection
resides is relocated over the Internet. Over a conputer network,
protocols such as the TCP (Transm ssion Control Protocol) are used to
ensure reli abcoMMINDCATIAN MBTHEDWAND CHONMMUNISATALON ARRARATUS). 7, the
TCP establishes a | ogical comunication channel (called a TCP connection)
bet ween conputers prior to conmunication therebetween. The TCP acts as

hi ghly dependabl e connection type protocol. To perpetuate its reliable

operation, th@aCKGROUND OF THE INVENTION

The present invention relates to a communication
method and a communication apparatus. More particularly,
the invention relates to a communication method and a
communication apparatus whereby a TCP connection is
maintained if an end point of that TCP connection is moved
between computers or if a computer where an end point of
the connection resides is relocated over the Internet.

Over a computer network, protocols such as the TCP
(Transmission Control Protocol) are used to ensure reliable
communications between computers. As shown in Fig. 7, the
TCP establishes a logical communication channel (called a
TCP connection) between computers prior to communication
therebetween. The TCP acts as highly dependable connection

" type protocol. To perpetuate its reliable operation, the
TCP possesses such functions as sequence control,
acknowledgment, window control and flow control.

The TCP transfers data to an IP (Internet Protocol)
in units called segments. Each segment is made up of a TCP
header field an& an application field, as illustrated in
Fig. 8. 1In the TCP header field, a source port number (16

bits) represents a port number, used by the TCP, of a



TCP possesses such functions as sequence control, acknow edgnent, w ndow

.control and fIOM/controI. The TCP transfers data to an I P
(Internet Protocol) in units called segnents. Each segnent is nmade up of a
TCP header field and an application field, as illustrated in Fig. 8 1In

t he TCP header field, a_gounce.port_nquer (16 bits) represents a port .
nunber, used by the TCP, of a transm ssi on source. A
destination port nunber (16 bits) denotes a port nunber, also used by the
TCP, of a transm ssion destination. A sequence nunber (32 bits)

i ndi cates t he 13Q8ishi®8ioff sblifcs 9NE Hesitingeshi port Musnkiat § 1$t béas)to be
transferred. Wien a connection is established, the sequence nunber is

initialized. Hgreakt &r pobfensMoeeNGA soNuebar by StEOUMEd dip severy tine a
data transm ssion takes  place. Even if |IP datagrans are not transmtted in
transmission destination.

A sequence number (32 bits) indicates the position
of the segment in question in a data stream to be
transferred. When a connection is established, the
sequence number is initialized. Thereafter, the sequence
number is counted up every time a data transmission takes
place. Even if IP datagrams are not transmitted in
sequence, the initial data stream is reproduced on the
basis of the sequence numbers involved. If the same
-segment is found to be received in duplicate as evidenced
by a duplicate sequence number, the duplicate segment is
discarded.

An acknowledge number (32 bits), to be returned to
the transmission source, is the sequence number of the most
recent segment normally received and incremented by 1,
i.e., the sequence number of the segment to be received
next. The source checks to see if the received acknowledge
number coincides with the sequence number of the segment to
be transmitted next. If the two numbers match, normal
communication is confirmed.

It may happen that an acknowledge number fails to

arrive within a predetermined period of time because



sequence, the initial data streamis reproduced on the basis of the
'sequence nunbers involved. If the same segment is found to be received in
duplicate as evidenced by a duplicate sequence nunber, the duplicate

segnent is discarded. An acknow edge nunber (32 bits), to be
returned to. the transm ssjon sourge,.if t he sequence. nunber of the nost
recent segnent nornally received and increnented by 1, 1i.e., the seqgquence

nunber of the segnment to be received next. The source checks to see if the
recei ved acknowl edge nunber coincides with the sequence nunber of the

segnent to berhhafsridd eth¥r ahf atRRowyeddge mmaiermilaghbeanr bost in
communi cation is confirned. .t may happen that an acknow edge

number fails tQ,na8¢i ¥or Viddt HeasBheqebermarts Py edmelolit e besatiser
transmtted data or an acknowl edge nunber has been lost in

case, a retransmission process takes place.

A data offset (4 bits) indicates the size of the
TCP header field in units of four octets (32 bits). As
such, the data offset denotes the starting position of data
within the segment. A value of 5 is set to the data offset
if no option.is included.

Code bits (6 bits) are constituted by the following
six-bit control flags each indicating status: a URG (urgent
flag) indicates the presence of data to be dealt with
urgently. The position of the data is indicated by an
urgency pointer, to be described latérL An ACK (
acknowledgment flag) indicates the current use of an
acknowledge number. A PSH (push flag), when set, requires
that received data be handed over immediately to an
application layer. An RST (reset flag) denotes forced
disconnection. A SYN (synchronize flag), used when a
connection is established, initializes the sequence number.
A FIN (finish flag) indicates the completion of a
connection.

A window (16 bits) indicates the size of a buffer
furnished for window control. Window control is a function

that allows a plurality of segments to be transmitted,



transit for some reason (retransmssion tinme-out). In that case, a
-retransm ssi on process takes pl ace. A data offset (4 bits)

i ndicates the size of the TCP header field in units of four octets (32
bits). As such, the data offset denotes the starting position of data
within the segnent. A value of 5is set to the data offset if no option
i s included. " Code bits (6 bits} are constituted by the foll ow ng
six-bit control flags each indicating status: a URG (urgent flag)

i ndi cates the presence of data to be dealt with wurgently. The position of

the data IS LRStesl Shb%0R Jir 4°BAYrEP] NianirkRuaayIasehbRECudRtal An ACK

( acknow edgnen ates the. clUrrent use o acknow edge
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over |nned|at£ °caf |on ayer eset flag) denotes
oot 8 cComee g A TR BT o0 om0 1
1 Rt eS oGP PR el R ERIEELIET: 51 qgnysirUbRCHA, F )
control is a %gpcééég]reason, the window size may be varied so as to

effect suitable flow control.

A checksum (16 bits) is used to verify whether
transmitted data have been corrupted in transit. An
urgency pointer (16 bits) indicates the position of data to
be dealt with when the above-mentioned URG flag is set.

A TCP connection is defined by a paif of end point
identifiers (EndPointID), one representing a local end

point, the other denoting a remote end point as shown

below.
TCP connection = {EndPointID_local, EndPointID_remote}

Each end point identifier of the TCP conmection is
defined by a combination of an IP address and a port number

as shown below.

1
.

EndPointID = {IPaddr, port}

Thus the TCP connection is defined by the following



that allows a plurality of segnents to be transmtted,

-4 ,Wthin the size of a buffer, continuously wthout Waiting for the
recei pt of an acknow edge nunber. When the process of acknow edgnent is
omtted, data transmssion is carried out all the nore efficiently. If
data cannot be received for some reason, the w ndow size nmay be varied so
as to effect suitable flow control. 5 A checksum (16 bits) is used
to verify whether transmtted data have been corrupted in transit. An
urgency pointer (16 bits) indicates the position of data to be dealt with

when the aboveolipni LanedtNaddaigicacish: A TCP connection is
(0]

defined by a parr end pol nt identifiers (EndPointlD), one'representihg'
a local end poi nt, the other denoting a renote end point as shown
bel ow.

TCP connection = {IPaddr_ local, port_local,

IPaddr_remote, port_remote}

Conventionally, if an end point of an TCP
connection is moved from one computer to another, that
connection cannot be maintained because the IP address is
changed. Likewise, if a computer wherein an end point of a
TCP connection resides is relocated on the Internet, that
TCP connection cannot be maintained as well because of the

change’ in the IP address.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention
to provide a communication method and a communication
apparatus whereby end points of a TCP connection may be
moved between computers in a transparent manner and whereby
a TCP connection may be maintained even if a computer in
which an end point of the connection resides is relocated
on the Internet.

In carrying out the invention and according to a
first aspect thereof, there is provided a communication

method comprising the steps of: generating a packet having



TCP connection = {EndPoi nt1D ocal, EndPointlD_renote} Each end
‘point identifier of the TCP connection is defined by a conbination of an

| P address and a port nunber as shown bel ow. EndPoi nt1 D = {I Paddr,
port} Thus the TCP connection is defined by the foll ow ng

5 four itens of identification:. TCP connection = {IPaddr |ocal,
port-1local, | Paddré& enot e, portrenote}

Conventionally, if an end point of an TCP connection is noved from one
conputer to another, that

. a header which includes at least data representing an
identifier of a transmitting end point of a logical
communication channel, data representing an identifier of a
receiving end point of the logical communication channel,
data representing an address corresponding to the
identifier of the transmitting end point of the logical
communication channel, data representing an address
corresponding to the identifier of the receiving end point
of the logical communication channel, data representing an
IP address corresponding to an address of the transmitting
end point of the logical communication channel, and data
representing an IP address corresponding to an address of
the re&eiving end point of the logical communication
channel; and transmitting the packet generated by the
generating étep.

According to a second aspect of the invention,
there is provided a communication apparatus comprising:
generating means for generating a packet having a header
which includes at least data representing an identifier of
a transmitting end point of a logical communication
channel, data representing an identifijer of a receiving end
point of the logical communication channel, data
representing an address corresponding to the identifier of

the transmitting end point of the logical communication



connecti on cannot be maintai ned because the I P address is changed.

Li kewise, if a conputer wherein an end point of a TCP connection resides
is relocated on the Internet, that TCP connection cannot be naintai ned as
wel | because of the change, in the |IP address. SUMVARY OF THE | NVENTI ON
It is therefore an object of the prese I nvention to provide a

communi cati on nethod and a comruni cati o appar at us whereby end points of a
TCP connection may be noved between conputers in a transparent manner and
whereby a TCP connection nay be nmaintained even if a conputer in which an

end point of thRnweINeahkanrépedsiating bal agatreds SPrid¥pddii®lgeb: the

In carrying out the invention and according to a first "aspect” thereof,

there is proviged, g fFAQRTHRI £RL | Albe HRHICLnECPBEAS 88 LA 194ARA10f !

generating a packet having
communication channel, data representing an IP address
corresponding to an address of the transmitting end point
of the logical communication channel, and data xepresenting
an IP address corresponding to an address of the receiving
end point of the logical communication channel; and
transmitting means for transmitting the packet generated by
the generating means.

As outlined above, the inventive communication
method and communicﬁtion apparatus are capable of
generating a packet including at least data representing an
identifier of a transmitting end point of a logical
communication channel, data representing an identifier of a
receiving end point of the logical communication channel,
data representing an address corresponding to the
identifier of the transmitting end point of the logical
communication channel, data representing an address
corresponding to the identifier of the receiving end point
of the logical communication channel, data representing an
IP address corrgsponding to an address of the transmitting
end point of the logical communication channel, and data

representing an IP address corresponding to an address of

the receiving end point of the logical communication



6 a header which includes at |east data representing, an identifier of a
transmtting end point of a logical comrunication channel, data
representing an identifier of a receiving end point of the |ogical

conmuni cation channel, data representing an address corresponding to the
identifier of the transmtting end point of the |logical comunication
channel, data representing an address gorresponding to the identifier of
the receiving end point of the |ogical comrunication channel, data
representing an |P address corresponding to an address of the transmitting

end paint. of LRRahREL ¢ Akn§ UPE! MepAb18N o8 NBPAREmi Athe Al g{] 2BREESERES NG an

| P addr ess correspondlng to an address .of the recelVving d point of the’

| ogi cal comunigedbi-@PegChannel ; and transmitting the packet generated by

t he generating%ste According to a second aspect of the
invention, there is provided a comrunication apparatus conprising:
generating neans for generating a packet having a header which includes at

| east data repégiggghggbﬁgbiﬁﬁw&ﬁ;&ﬁﬁ Bﬁkwaééansnitting end point of a

| ogi cal commun
Fig. 1 is a schematic view showing a typical

constitution of networks to which a communication apparatus
of the invention is applied;

Fig. 2 is a schematic view of a typical packet
header used by the VIP;

Fig. 3 is a schematic view of a typical packet
header used by the VICP;

Fig. 4 is a set of views illustrating relations
between communication setups and packet.héaders;

Fig. 5 is a block diagram of a typical home router
100;

Fig. 6 is a block diagram of computers 24 and 25;

Fig. 7 is a schematic view of a related art TCP
connection defined by its énd points; and

Fig. 8 is a schematic view of a related art TCP
segment format.
PREFERRED EMBODIMENTS OF THE INVENTIOIN

A VICP (virtual TCP) connection used by the

communication apparatus according to the invention is



channel, data representing an identifier of a receiving end point of the

l-ogi cal

to the identifier of the transmtting end point of the | ogical
comuni cati on 7 channel , data

representing an address corresponding to the
end point of the |ogical

addr ess

corresponding to an address of the transmtting end point

communi cati on channel, data representing an address correspondi ng

i dentifier of the receiving
comuni cati on £hannel, data representing an | P

of the

| ogi cal communi cati on channel, and data representing an |IP address

carrespondi ng

communi cation channel ; and transmitting neans fofr transmitting.the packet

gener at ed by

i nventive comuni cation nethod and comruni cati On appar atus are capabl e of

PGS el | 43LBIcRLLLE s Yool T CBEbRO L | dentl fier of

generating a

désanipilRiowef the vEEeiwirthalendtpehst Protdiwl)ogi cal
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a transmtting e poi nt

identifiers. This feature is intended to implement
communications that are transparent to movements (called
movement transparency).

Movement transparency may be defined és the ability
of a computer to communicate with another computer
regardless of the latter's location on a network through
tpe use of unchanging identifiers. The feature allows
illustratively a TCP connection to remain unchanged before
and after a computer relocation on the network. Movement-
transparent cbmmunications are not available over the
Internet because the IP address is of the nature of dual
identification involving an address and an identifier.

Specifically, movement transparency is implemented
where an IP address (location designator) is supplemented
by a VIP address that is introduced as an identifier
specific to each host computer (called a host hereunder
where appropriate). |

The VIP address and IP address have the same format
and cannot be distinguished intrinsically from one another.
The relation between these two kinds of addresses is

similar to that_which exists between a virtual address of a



communi cati on channel, data representing an identifier of a receiving end
-poi nt of the |logical communication channel, data representing an address
corresponding to the identifier of the transmtting end point of the

| ogi cal conmuni cati on channel, data representing an address correspondi ng
to the identifier of the receiving end point of the |ogical conmunication
channel, data representing an |P addrgss corresponding to an address of
the transmitting end point of the |ogical conmunication channel, and data
representing an I P address corresponding to an address of the receiving
end point of ¢hechdnigragemeysicent 40d a physical address under an _

8 channel ; and are capable of transmtting the..packet thus. genefatedf'
BRI EF DESCRI Ph&Ph gl HysRBAN NGS Fig. 1 is a schematic view
showi ng a typica

Mapping from any VIP address to the corresponding
IP address is done efficiently by use of a cache called an
AMT (address mapping tabie) in the VIP layer. In the
description that follows, data units making up the AMT are
each called an AMT entry. The BAMT entry is composed of a
VI? address, an IP address, a version number and other
control information.

The header of a packet transmitted by a mobile
computer (e.g., a mobile host 24 in Fig. 1 having
generating and transmitting means) includes a VIP address
(corresponding to a transmitting host identifier of Fig. 2)
and an IP address- (corresponding to a transmitting host
address in Fig. 2) of the transmitting computer. When a
mobile computer transmits a packet to a specific computer
(receiving computer) on a suitable network, the VIP address
and IP address contained in the packet header and
representing the transmitting computer are read by the
routers transited by the packet and eventually by the
computer that receives the packet. AMT entries are created
along the way on the basis of the addresses thus read.

That is, as the packet transmitted by the mobile

computer is forwarded over the network, AMT entries are



constitution of networks to which a comuni cation apparatus of the

-invention is applied; Fig. 2 is a schematic view of a typica
packet header used by the VIP; Fig. 3is a schematic view of a
typi cal packet header used by the VTCP; Fig. 4 is a set of views
illustrating relations between comunication setups and packet headers;
Fig. 5is a block diagramof a typical 1lhone router 100; Fig. 6 1is
a bl ock diagram of conputers 24 and 25; Fig. 7 is a schematic view

of arelated art TCP connection defined by its end points; and

Fig. 8 is a sghpamdipsrmicwaaflyaalehagt ek apdcke@ ronegnent format. . .
PREFERRED ENB£| NENl% OF THE I NVENTI O N 355 A VTCP (vi rtual TCP)

icg“”ection used by thg, £yEHiBatbaNcaRRN B¢ ervdsendbng, t onperinyention

entities (processes, objects, agents, etc.) may move
between computers as data processing advances. Where the
TCP is used as communicating means, a TCP connection must
be reestablished every time a computing entity moves from
one computer to another. 1In such a case, it is convenient
if an end point of the TCP connection is shifted
transparently between the computers. Likewise, it is
convenient if a TCP connection is kept intact when a
computer in which an end point of the comnection resides is
relocated over the Internet.

The above features are implemented by.iﬁtroducing a
VTCP (virtual TCP) connection into the related art TCP
setup. A VTCP connection is defined by end points each

comprising a pair of identifiers "VEndPointID" and "

. VEndPointAddr" as indicated below.
VICP connection end point = {VEndPointID, VEndPointAddr}

The VICP connection end point identifier

(VEndPointID) is defined as follows:

VEndPointID = {VIPaddr, vport}



9 described below The VIP (Virtual Internet Protocol) «clearly

‘di stingui shes |ocation designators (addresses) of conputers (also called
host conputers) fromtheir identifiers. This feature is intended to

I npl ement  conmuni cations that are transparent to novenents (called
novenent transparency). Movenent transparency may be defined as
the ability of a computer to communi cdfe with another conmputer regardless
of the latter's location on a network through the use of unchanging
identifiers. The feature allows illustratively a TCP connection to renain
unchanged.before. and after a conputer relocation on the network. Myvenent-
transparent -communi cati ons are not--avail abl e over the "Internet because the

| P address 'S?Jﬂér&he"@f@w@r@fst%als shelephé fraRtdqdsRvelfving esmseidiess
and an identi Specifically, nnvenent transparency is

2"V P addr ess PRk oBet 3R Aty 28] oAb Ao AR, BB PR host
comput er (Calkv1r%ugf poreﬂﬁﬂﬁgﬁﬁ denotes the port number in effect
when the VICP connection end point was generated. The VIP
address and the virtual port number remain unchanged even
if a VTCP connection end point is moved to a different
computer. The VIP address of a given computer remains
consfant when that computer is relocated over the Internet.

Each VIP connection end point address (

VEndPointAddr) is defined as follows:
VEndPointAddr = {VIPaddr, port}

where, "VIPaddr" and "port" denote respectively the VIP
address and the port number of the computer in which the
VTCP connection end point currently resides. When a VICP
connection end point is created, a VICP connection end
point identifier is determined at that point and remains
unchanged thereafter. A VTCP connection end point address
varies when the, end point is moved between computers.

A VTCP connection is defined by four items of
identification shown below. These items allow an end point

of the VTICP connection to be moved transparently between



wher e appropri

format and cannot be distinguished intrinsically fromone anot her.
rel ati on between these two kinds of addresses is

ate). The VI P address and | P address have the sane
The

simlar to that which

exi sts between a virtual address of a

virtual storage system and a physical address under an operating system

Mapping fromany VIP address to the corresponding |P address is done
efficiently by use of a cache called an AMI (address napping table) in the

VIP layer. In

the description that follows, data units making up the AMI

10

are .each cal |@shptiteAT 268! eiabToetMediiactioh €6MBaReth Ainchandel agddr ess,

an | P address;

The header of g ACKGhheh 8REEbhySskdYy & WRRChethE OBRY S8ide 1bsidsMRRI | ©

a version nunber and other control information.

host 24 in Fig. 1 having

relocated over the network.

VICP connection = {VEndPointID_local, VEndPointID_remote}

]

{VIPaddr_ local, vport_local,

VIPaddr_remote, vport_remote}

Fig. 3 shows a typical packet header format. An IP
header in the packet header comprises a source IP address,
i.e., the address of a computer that transmits the packet
in question; and a destination IP address, i.e., the
address of a computer that receives the transmitted packet.
The IP header is followed by a VICP address header that
includes identifiers of both end points of a VICP
connection, i.e., a source VICP connection end point
address and a destination VICP connection end point
address. After the VICP address header comes a VTICP ID
header that comprises a source VTCP connection end point
identifier and a destination VTCP connection end point
identifier.

What happens when a computer is relocated over the
network will now be described by referring to Fig. 4. It

is assumed here that as shown in Subfiqure (a) of Fig. 4, a



generating and transmtting neans) includes a VIP address (correspondi ng
to a transmtting host identifier of Fig. 2) and an |IP address
(corresponding to a transmtting host address in Fig. 2) of the
transmtting conputer. Wien a nobile conputer transmts a packet to a
specific conmputer (receiving conputer) on a suitabl.e network, the VIP
address and | P address contained in thet packet header and representing
the transmitting conputer are read by the routers transited by the packet
and eventually by the conputer that receives the packet. AMI entries are

created al ongridie csnhertibhe (VBadBoDit tAe AdPes eSS} his dfatblished
That is, as the packet transmtted by the nobil-e conputer is forwarded

over the net wopdkywdMl £Ricbe8oAh8ction end pointPyRAGPELANG Rl lay al ong the
packet route. I'n a distributed computing enviromnment, conputing
entities (procgsafiteer’d GhhSa #8EH! SondfdctdonBhd"B¥Ent VEndPoint B on a

computer B. It is also assumed that the VTCP connection is

established in the same manner as the TCP connection.

VEndPointAddr A = {VIPaddr_ A, port_A}

I

VEndPointID_ A

n
n

VEndPointID B = VEndPointAddr B = {VIPaddr_B, port_ B}
where, "VIPaddr A" stands for the VIP address of the
computer A and "port_A" for the port number assigned when
"VEndPoint_A" was generated by the computer A. The same
holds for "ViPéddr_B" and "port_B." In this case, the
header of the packet sent from "VEndPoint A" to "
VEndPoint B" is as shown in Subfigure (b) of Fig. 4. That
is, the IP address (IPaddr_A)-of the computer A is set to
the source IP address, and the IP address (IPaddr_B) of the
computer B is set to the destination IP address in the
packet header. In the VICP address header following the
packet header, the VIP address (VIPaddr A) and port number
(port_A) of theécomputer A are set to the source VICP
connection end point address, and the VIP address (
VIPaddr_B) and port number (port B) of the computer B are

set to the destination IP address. 1In the VICP ID header



bet ween conputers as data processing advances. Were the TCP is used as
communi cati ng neans, a TCP connection nust be reestablished every tine a
conputing entity noves from one conputer to another. In such a case, it is
convenient if an end point of the TCP connection is shifted transparently
bet ween the conputers. Likewise, it is convenient if a TCP connection is
kept intact when a conputer in which a3 end point of the connection
resides is relocated over the Internet. The above features are

i npl emented by introducing a VTCP (virtual TCP) connection into the

related art TERatSEblPowd tAECRHTCPNREAFE98 hsadtef, N RYpeRdapessts each
conprising a pair of identifiers "VEndP0|ntID' and VEndPoi-nt Addr" as

i ndi cat ed bel c n d
VEndPoi nt Addr?wpaddr M%ﬁ G}@lh@gﬁﬁe I on ené)fé(\){lﬁ%t Blgfc(ilg{?l{t: iAerare

(VEndPoint1D) bp 6T LME Lt e connect 1 Urd BoliRe =144 ERAMN,y, \RY

the VIP address (VIPaddr_B) and port number (port B) of the
computer B are set to the destination VTCP connection end
point identifier.

The header of the packet sent from "VEndPoint B" to
"VEndPoint A" is as shown in Subfigure (c) of Fig. 4.
Specifically, the IP address (IPaddr_B) of the computer B
is set to the source IP address, and the IP address
(IPaddr_A) of the computer A is set to the destination IP
address in the packet header. 1In the VICP address header
following the packet header, the VIP address (VIPaddr_ B)
and port number (port_B) of the computer B are set to the
source VICP connection end point address, and the VIP
address (VIPaddr A) and port number (port A) of the
computer A are set to the destination IP address. In the
VICP ID header that follows the VICP address header, the
VIP address (VIPaddr B) and port number (port_B) of the
computer B are set to the source VICP connection end point
identifier, and,the VIP address (VIPaddr_a) and port number
(port_A) of the computer A are set to the destination VTCP
connection end point identifier.

Suppose that, as shown in Subfigure (d) of Fig. 4,



12 where, "VIPaddr" stands for the VIP address of the conputer that
generated a VTCP connection end point, and "vport" (virtual port nunber)
denotes the port nunber in effect when the VTICP connection end point was
generated. The VIP address and the virtual port nunber renmain unchanged
even if a VTCP connection end point is noved to a different conputer. The
VI P address of a given conputer remains constant when that conputer is

rel ocated over the Internet. Each VIP connection end poi nt address
( VEndPoi nt Addr) is defined as follows: VEndPoi nt Addr = {VI Paddr,

port}  Wher@ne YhERUdinndfihiorP @’ plERe! SyEREROGH P! ¥ s! hev¥kPeragidr ess
and the port nunber of the conputer Pn whi ch the

the computer B to a computer C. Such a movement occurs
iliustratively when a process that uses the VTCP connection
end point "VEndPoint_ B" on the computer B is moved to the
computer C. Upon movement of the VTCP connection end point
"YEndPoint B" from the computer B to the-computer C, the
identifier "VEndPointID_B" of the VICP cdnnection end poiht
“VEndPoiht_B" remains unchanged but "VEndPointAddr B" is

changed as follows:
VEndPointAddr B = {VIP_C, port_C}

where, "VIP_C" represents the VIP address of fhé computer C
and "port C" denotes the port number assigned on the
computer C.

The VICP connection end point "VEndPoint_B" then
notifies the end point "VEndPoint A" of the changed address
"VEndPointAddr B." The notice provides the end point
"VEndPoint_A" with the following information about
connective correspondence:

VEndPointID B = {VIP_B, port_B}

VEndPointAddr B = {VIP_C, port_C}



VTCP connection end point currently resides. Wen a VICP connection end
point is created, a VICP connection end point identifier is determ ned at
that point and renmains unchanged thereafter. A VICP connection end point
address varies when the,end point is noved between conputers. A
VTCP connection is defined by four itens of identification shown bel ow.
These itenms allow an end point of the MICP connection to be noved

transparently between 13 conput ers
and enabl e the connection to remai n unchanged and usabl e when the conputer

in which the end poi nisrgsiéiasd s theeheaabgdopVetie tﬂa&:m Wekhksmitteq VICP
connection = {VEndPoi nt| Dl ocal , VEndpolntID-renDte =

{ VI Paddr - | Ocalf’roﬁ\p‘a%n!ﬁ&fﬂt A" to "VEndpPoint B" bedfredlds tE8PRLEed in
vportrenot e}
Subfigure (e) of Fig. 4, and the header of the packet sent
from "VEndPoint B" to "VEndPoint A" is as shown in
Subfigure (f) of Fig. 4. Whereas the identifier of the end
peint "VEndPoint B" remains unchanged, the address of
"VEndPoint_B" has changed. At the same time, the IP
address of the computer in which the end point "
VEndPoint_ B" resides has also changed.
Suppose now that the computer C is relocated over
the wide area network as shown in Subfigure (g) of Fig. 4,
and that the VIP address of the computer C remains
unchanged while its' IP address is changed to "IPaddr D."
In that case, the VIP allows the IP address of the computer
C to be sent to the computer A. The computer A receives

the following information about connective correspondence:

VIP address of computer C = VIPaddr_C

IP address of computer C = IPaddr_ D

Consequently, the header of the packet transmitted
from the end point "VEndPoint_ A" to the end point "
VEndPoint_B" becomes as illustrated in Subfigure (h) of

Fig. 4, with the destination IP address changed from



Fig. 3 shows a typical packet header format. An |IP header in the packet
header conprises a source |IP address, i.e., the address of a conputer that
transmts the packet in question; and a destination |IP address, i.e., the
address of a conputer that receives the transmtted packet. The IP header
is followed by a VICP address header that includes identifiers of both end
points of a VICP connection, i.e., a sblirce VICP connection end poi nt
address and a destination VICP connection end point address. After the
VTCP address header cones a VICP ID header that conprises a source VICP
connecti on entiBmidn C"i dénbiffigereafe) aofiddbig.ndt)i ap VIERIdoInEct e end
point identifier. What happens when a conputer is relocated over
the network néddem@® htiedpackebetrdnysiafteid iftomt €h&i gnd fpoidt i s assuned
here that as shown in Subfigure (a) of Fig. 4, a
14~ VEndPoint_B" to the end point "VEndPoint A" is as depicted

in Subfigure (i) of Fig. 4, with the source IP address

changed from "IPaddr C" (Subfigure (f) of Fig. 4) to

"IPaddr_D." As discussed, only the IP address of the

computer where "VEndPoint_B" resides is changed.

Fig. 5 shows a typical constitution of a home

router (router) 100 used by the network to which this

invention applies. A packet is received by one of network

interfaces 3la through 3lc (transmitting means), and is

forwarded by one of the network interfaces 3la through 3lc

which is determined by a transmitting network interface

determining unit 32 (generating means). The packet-

forwarding network interface is determined by use of a

routing table 33. The router 100 also has a table that

associates VIP addresses with IP addresses.

As shown in Fig. 6, computers such as a mobile host

24 and a host 25 each include illustratively a table (VTCP

ID-address table) 43 that associates the identifiers of

VICP connection end points with their addresses; a table

(AMT) 42 that associates the VIP addresses of computers

with their IP addresses; a routing table 41; and a network

interface 44.



VTCP connection {VEndPoi nt A, . VEndPoint B} is established between a VTICP
tonnection end point VEndPointA on a conputer A and a VTCP connection end
poi nt VEndPointB on a conputer B. It is also assuned that the VICP
connection is established in the same manner as the TCP connection.
VEndPoi nt1 D-A = VEndPoi nt Addr A = {VI Paddr _A, port_A} VEndPoi nt 1 DB =
VEndPoi nt Addr B = {VI Paddr_B, port B} ,gwhere, "VIPaddr_A" stands for the
VI P address of the conputer A and "portA" for the port nunber assigned
when "VEndPoi nt _A" was generated by the conmputer A The sane holds for

"Vl Paddr B" and "portif. {hd naBdves sedap, the chmagasr of ihheigacket sent from
"VEndPoi nt A" to VEndPointB" is as shown in Subfigure (b) of Fig. 4. That

i's, the I P addoeeespbhasdio AHY Hose @@ﬂ?tﬁ:@f 755 8lg.t @, the sémpeeart P
address, and the I P address (I PaddrB) of the conputér Bis set to the

destination | d S 4 e dd ader
fol |l ow ng theE ggcﬁgﬁ' héég%%}rﬁlet ﬁgﬁ%ﬁ% gg%?e %Hi(\r%ingldﬂ%D ghdélg%ﬁfﬁ%unber

(portA) of th%oﬁiﬁ{mgf:eﬁ i Fig.S qt tBOafoEhQP Ut \ég%uter over the wide

area network 23 in Fig. 1.

Suppose that the TCP connection end point residing
in the computer B is moved to the computer C. In that
~case, the relocated TCP connection end point uses the home
router 100 to notify the TCP connection end point on the
computer A of the address of the TCP connection end point
on the computer C. The notice enables the computer A and
home router 100 to know the correspondence between the
identifier of the TCP connection end point on the cémpfuter
C and the address of that end point.

Thereafter, packets may be exchanged between the
TCP connection end point on the computer A and the TCP
connection end point on the computer C. In this manner,
when a computing entity such as a process, an object or an
agent (i.e., TCP connection end point in the above example)
is moved from one computer to another, the initially
established logical communication channel (TCP connéction
in the case above) may be used continuously unchanged.

If the computer C (mobile host 24) is moved from a

local network 21 to the wide area network 23 as shown in



connection end point address, and the VIP address ( VIPaddrB) and port
hunmber (port _B) of the conputer B are set to the destination |IP address.
In the VICP I D header 15 that foll ows
the VICP address header, the VIP address (VIPaddr A) and port nunber (port
A) of the conputer A are set to the source VTCP connection end point
identifier, and the VIP address (VIPadd® B) and port nunber (portB) of the
conputer B are set to the destination VICP connection end point

i dentifier. The header of the packet sent from "VEndPoint B" to

"VEndPoi nt A" rlig.as, SBeWif i thSlddnig@itee CCisotebb@atdd witiael theallige the IP
address (| Paddr B) of the conputer B i.s set to the source |IP address, and

the | P addresgrehl Raddbrr) 29 4 e@ePYbehadréss S6f die Iddmpdesti pation IP
address in the packet header. In the VICP address header Fbllomnng t he
packet header cphligedl P #Hdr &5 dsfionddibeBbetween the changed IP address
of the computer C and its VIP address is transmitted in a
packet from the computer C to the computer A (host 255.
The packet allows the home router 100 and the computer A to
retain the address-to-address correspondence. Thereafter,
the computers A and C may exchanges packets therebetween.

As described above, whenever a computing entity is
moved to a different computer, the logical communication
channel is relocated concurrently. This allows the
initially established logical communication channel to be
used continuously unchanged. The initial logical
communication channel may also be used unchanged when a -
computer in which a computing entity resides is relocated

_ within the wide area network.

Although the above embodiments of the invention are
for use on a network over which packets are transmitted and
received in accordance with the Virtual Internet Protocol,
this is not limitative of the invention. This invention
may also apply ;o.networks based on other protocols.

As described, the communication method and
communication apparatus according to the invention are

capable of generating a packet having a header which



and port number (port B) of the conputer B are set to the source VICP
connection end point address, and the VIP address (VIPaddrA) and port
nunber (portA) of the conputer A are set to the destination IP address. In
the VTCP ID header that follows the VICP address header, the VIP address
(VI PaddrB) and port nunber (port B) of the conputer B are set to the
source VTCP connection end point ident2¥ier, andthe VIP address (VI Paddr
A) and port number (port A) of the conputer A are set to the destination
VTCP connection end point identifier. Suppose that, as shown in
Subfigure (d)in¢lddes ak least data representing an identifier & & he VTCP
connection end point "VEndPoint B" is-noved from the computer B to a
conmputer C. Sggdném Rindopotins of |d Usigiataly eoymuhioatiqn adesmeilhat uses
t he VTCP connection end point "VEndPoint_B" on the conputer B is noved to
the conput ergfa UpghrdBumiiRgt aff iddreciMfiid? emaecgkteiveng ¢l oint of

the logical communication channel, data representing an

address corresponding to the identifier of the transmitting

end point of the logical communication channel, data

representing an address corresponding to the identifier of

the receiving end point of the logical communication

channel, data representing an IP address corresponding to

an address of the transmitting end point of the logical

communication channel, and data representing an IP address

corresponding to an address of the receiving end point of

the logical communication channel; and are capable of

transmitting the packet thus. generated. The inventive

arrangements allow the initially established logical

communication channel to remain intact and available even

if a computing entity is moved from one computer to another

or if a computer in which a computing entity resides is

relocated within the network.



"VEndPoi nt B fromthe conputer B to the conputer C, the identifier
"VEndPoi ntI1 D B" of the VICP connection end point "VEndPointB" remains
unchanged but "VEndPoi nt AddrB" is changed as foll ows: VEndPoi nt AddrB =
{VIP C, portC where, "VIPC' represents the VIP address of the conputer
C and "port C' denotes the port nunber assigned on the conputer C

The VTCP connection end point "VEndPoing B'" then notifies the end point
"VEndPoi nt A" of the changed address "VEndPoi nt AddrB." The notice provides
the end point "VEndPoint A" with the follow ng information about

connective commapasdensaeMEp 1¥EndPointI D B = {VIP_B, port_B}
VEndPoi nt AddrB = {VIPC, port C}
1. A communication method comprising the steps of:
generating a packet having a header which includes
at least data representing an identifier of a transmitting
end point of a logical communication channel; data
representing an identifier of a receiving end point of said
logical communication channel; data representing an address
corresponding.to the identifier of said transmitting end
point of said logical communication channel; data
representing an address corresponding to the identifier of
said receiving end point of said logical communication
channel; data representing an IP address corresponding to
an address of said transmitting end point of said logical
communication channel; and data représenting an IP address
corresponding to an address of said receiving end point of
said logical communication channel; and

transmitting said packet generated by said

generating step.

2. A communication method according to claim 1,
wherein said logical communication channel is a TCP

connection.

3. A communication apparatus comprising:

| R



17 As a.result, the header of the packet transmtted from

" VEndPoi nt A* to "VEndPoi nt B" becones as depicted in Subfigure (e) of Fig.
4, and the header of the packet sent from "VEndPoint_B" to "VEndPoint_ A"
is as shown in Subfigure (f) of Fig. 4. Whereas the identifier of the end
poi nt "VEndPoi nt B" remai ns unchanged, the address of "VEndPoi ntB" has
changed. At the sane tine, the IP address of the conmputer in which the end
poi nt  VEndPoi nt B' resides has al so chawed. Suppose now that the
conputer Cis relocated over the wide area network as shown in Subfigure

(g) of Fig. 4, and thaleddtany Meaddr 65 g¥ndimticmmaupackEtr bawims a
unchanged while its I'P address is changed to "IPaddrD." 1In that case, the

VIP al l ows thgedfepd£85 @lc1bbesCapPIE St dad lepreehtingthe conputer A
The conputer A receives the follow ng information about connective

gg”eSpO”deECﬁe%ifjﬁ\’} RAUes ARl CLNPWR PointVotaddnoical | P address of

nputer C = TPaddr_
communication channel; data representing an identifier of a
receiving end point of said logical communication channel;
data representing an address corresponding to the
identifier of said transmitting end point of séid logical
communication channel; data representing an address
corresponding to the identifier of said receiving end point
of said logical communication channel; data representing an
IP address corresponding to an address of said transmitting
end point of said logical communication channel; and data
representing an IP address corresponding to an address of
said receiving end point of said logical communication
channel; and

transmitting means for transmitting said packet

generated by said generating means.

A A



Consequently, the header of the packet transmtted fromthe end point

"VEndPoi nt A" to the end point VEndPointB" becones as illustrated in
Subfigure (h) of Fig. 4, with the destination |IP address changed from
18 "I Paddr C' (Subfigure (e) of Fig. 4) to "IPaddr D." The header of

the packet transmtted fromthe end point VEndPoi nt B* to the end point
"VEndPoi nt A" is as deplcted in Subfigursd (i) of Fig. 4, with the source

| P addr ess chang fi

"I PaddrD. " As di chgmggﬁ *ggﬁi‘aﬁq@ %ﬁ) s@’%"&ﬁéTIagoﬁgﬂ%§$T%er e
"VEndPoi nt B" resides is changgskrracT oF TuEl frsér.edimws a typical
constitution of a hone router (router) 100 used by the network to which

this invention applig ébﬁﬁﬁ%%ﬁaﬂ nr%g ggd ?a‘gﬂﬁﬂﬁg' gtwprk interfaces

3la through 31c (transnlttlng nean or war y one of the

net wor k '“terf%@3§a%&§ LBEQHYMS S the invention are capable of

generating a packet having a header which includes at least
data representing an identifier of a transmitting end point
of a logical communication channel, data representing an
identifier of a receiving end point of the logical
communication channel, data representing an address
corresponding to the identifier of the transmitting end
point of the logical communication channel, data
representing an address corresponding to the identifier of
the receiving end point of the logical communication
channel, data representing an IP address corresponding to
an address of the transmitting end point of the logical
communication channel, and data representing an IP address
corresponding to an address of the receiving end point of
the logical communication channel; and are capable of
transmitting the packet thus generated. The inventive
arrangements allow the initially established logical
communication channel to remain intact and available even
if a computing entity is moved from one computer to another
or if a computer in which a computing entity resides is

relocated within the network.

Figure 1



which is determned by a transmtting network interface determ ning
unit.32 (generating neans). The packet- forwarding network interface is
determ ned by use of a routing table 33. The router 100 al so has a table
that associates VIP addresses with | P addresses. As shown in Fig.
6, conputers such as a nobile host 24 and a host 25 each include
illustratively a table (VICP |D address table) 43 that associates the
identifiers of VTCP connection end poﬁgzs with their addresses; a table
(AMI) 42 that associates the VIP addresses of conputers wth their IP
addresses; a routing table 41; and net k i,nterface 44.

19 In the above setup, tfe c er 3 in Fig. 4 corresponds to
the host conputer 25 in Fig. 1, the conputer in Fig. 4 to the nobile
host (MH) 24 in Fig. 1, and the conputer Bin Fig. 4 to another host
conput er over the w de 23
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area network 23 in Fig. 1. Suppose that the TCP connection end
point residing in the conputer Bis noved to the conputer C In that
case, the relocated TCP connection end point uses the hone router 100 to
notify the TCP connection end point on the conputer A of the address of
the TCP connection end point on the computer C. The notice enabl es the
conputer A and hone router 100 to know t he correspondence between the
identifier of the TCP connection end point on the conputer C and the
address of that end point. Thereafter, packets may be exchanged
between the TCP connection end point on the conputer A and the TCP
connection end point on the conputer. @/7n this manner, when a conputing
entity such as a process, an object or an agent (i.e., TCP connection end
point in the above exanple) 1is noved fromone conputer to another, the
initially established |ogical comunication channel (TCP connection in
the case above) may be used continuously unchanged. If the
conputer C (nobile host 24) is noved froma |ocal network 21 to the w de

area network 23 as shown in
FI1G. 3

Source [P address \

IP header
Destination IP address ,
\
Source VTCP connection
end point address VTCP

) N address header
Destination VTCP connection

end point address

Source VTCP connection
end point identifier‘ | VTCP

ID header

Dest'inc'iﬁon VTCP connection
end point identifier




20 Fig. 1, or if the conputer Cis relocated within the w de
network 23, then the IP address of the conputer
correspondence between the changed | P address
VIP address is transmtted in a packet fromthe conputer Cto the conputer
100 and the conputer Ato

A (host 25).

retain the address-to-address correspondence.

and C may exchanges packets therebetween.
whenever a conputing entity is
Is relocated co
communi cati on channel

conmmuni cati on channel

initially established |ogical

nnved

e

Cis

area
changed. The

of the conmputer C and its

The packet allows the hone router

Thereafter,
As descri bed above,

a different conputer,
rrently. This allows the
used

to be

the conputers A

t he | ogi cal

conti nuously unchanged:~The~Tnjti al 1ug'bd COTITOTT TG ' | may al so
be used unchanged whén a ﬁconputer i SR conﬁﬁtlrgaknt { resides is
relocated within the widp arela netwpri | 59| Adho ,\ﬁﬂg Que
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received in accordance with the Virtual Internet Protocol, this is not
limtative of the invention. This invention nay also apply to networks
based on ot her protocols. As descri bed, the comunicati on net hod
and communi cation apparatus according to the invention are capable of
generating a packet having a header which

21 includes at | east data representing an identifier of a transmtting
end point of a l|logical conmunication channel, data representing an
identifier of a receiving end point of4/%he |ogical communication channel,
data representing an address corresponding to the identifier of the
transmtting end point of the |ogical conmunication channel, data
representing an address corresponding to the identifier of the receiving
end point of the |ogical conmmunication channel, data representing an IP
address corresponding to an address of the transmtting end point of the
| ogi cal
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communi cation channel, and data representing an | P address correspondi ng
to an address of the receiving end point of the |ogical conmunication
channel ; and are capable of transmtting the packet thus- generated. The
inventive arrangenents allowthe initially established |ogical

communi cation channel to remain intact and available even if a conputing
entity is noved fromone conputer to another or if a conputer in which a
conputing entity resides is relocated within the network.

22 VWHAT IS CLAI MED | S: 1. /%connunication met hod conprising the
steps of: generating a packet/ﬁéving a header which includes at
| east data representing an identifier of a transmtting end point of a

| ogi cal communi cation channel; data representing an identifier of a
receiving end point of said |ogical comunication channel; data
representing an address

FI1G.6

24 25
41 42 43
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ROUTING ATM VTCP
TABLE ID-ADDRESS
TABLE

NETWORK a4
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o

corresponding.to the identifier of said transmtting end point of said
|'ogi cal communi cation channel; data representing an address correspondi ng
to the identifier of said receiving end point of said |ogical

communi cation channel; data representing an |IP address corresponding to
an address of said transmtting end point of said |logical comunication
channel ; and data representing an | P address corresponding to an address
of said receiving end point of said |ogical conmunication channel; and

transmtting said packet generated by said generating step. 2.
A communi cation nmethod according to clagm 1, wherein said |ogical
conmuni cation channel is a TCP connecti on. 3. A communi cation
apparatus conpri sing: 23
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generating neans for generating a packet having a header which includes at
1 east data representing an identifier of a transmtting end point of a

| ogi cal conmuni cati on channel; data representing an identifier of a
receiving end point of said |logical conmunication channel; data
representing an address corresponding to the identifier of said
transmtting end point of said |ogical 7gommunication channel; data
representing an address corresponding to the identifier of said receiving
end point of said |ogical communiggtion channel; d&a representing an |P
address corresponding to an addressudof said transmi®&'ng end point of said
| ogi cal communi cation channel ;. and&ata representijppg,@an | P address

corresponding to an address of saiid receiving end {nt of said |ogical
conmmuni cation channel; and T dransmtting ns for transmtting
sai d packet generated by said gen%[@ing means. ﬁ.J[S
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