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100

102
receiving a plurality of images of a user’s face from a user device, each
of the plurality of images corresponding to a facial expression
performed by the user in response to each of a plurality of interaction
challenges randomly selected from an interaction challenge library

A\ 4

104
concatenating the plurality of images into a concatenated image

106
using a convolutional neural network (CNN) classifier to obtain a
confidence score for the concatenated image

v

108
determining liveness of the user’s face based on a comparison of the
confidence score and a threshold value
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200

202
receiving a request for a plurality of interaction challenges from a
server, wherein the plurality of interaction challenges are randomly
selected from an interaction challenge library

A\ 4

204
capturing a plurality of images of a user’s face, each of the plurality of
images corresponding to a facial expression performed by the user in
response to each of the plurality of interaction challenges

206
transmitting the captured plurality of images to the server to obtain a
confidence score so as to determine liveness of the face based on a
comparison of the confidence score and a threshold value

Figure 2
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capture a plurality of images of a user's
face, each of the plurality of images
corresponding to a facial expression

receive a request for the plurality of interaction challenges
from the server
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306
build up an interaction challenge library, wherein the interaction
challenge library includes interaction challenges of eye blink,
mouth open, mouth close, head pitch down, head pitch up, head
roll left, head roll right, head yaw left, and/or head yaw right

308
train a convolutional neural network (CNN) classifier with a
training dataset having a size of NX9XHXW, wherein N is the
number of images to be trained in one iteration, H is the height
of each of the images, W is the width of each of the images, and
9 indicates that three images are concatenated in each of the
images that are used an input in the training dataset

312
randomly select three interaction challenges from the interaction
challenge library to form a plurality of interaction challenges

320
concatenate the plurality of images into a concatenated image

322
use the convolutional neural network (CNN) classifier to obtain
a confidence score for the concatenated image

324
determine liveness of the user’s face based on a comparison of
the confidence score and a threshold value
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300B User Device

302

316
capture a plurality of images of a user's
face, each of the plurality of images
corresponding to a facial expression
performed by the user in response to
each of the plurality of interaction
challenges

326’
determine liveness of the user's face
based on a comparison of the
confidence score and a threshold value

304
Server

initiate a face anti-spoofing process

306
build up an interaction challenge library, wherein the interaction
challenge library includes interaction challenges of eye blink,
mouth open, mouth close, head pitch down, head pitch up, head
roll left, head roll right, head yaw left, and/or head yaw right

308
train a convolutional neural network (CNN) classifier with a
training dataset having a size of NX9XHXW, wherein N is the
number of images to be trained in one iteration, H is the height
of each of the images, W is the width of each of the images, and
9 indicates that three images are concatenated in each of the
images that are used an input in the training dataset

receive a request for the plurality of interaction challenges
from the server

B S R S

312
randomly select three interaction challenges from the interaction
challenge library to form a plurality of interaction challenges

>
)

receive the plurality of images from the user device

receive the confidence score from the server

320
concatenate the plurality of images into a concatenated image
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322
use the convolutional neural network (CNN) classifier to obtain
a confidence score for the concatenated image

Figure 3B
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400

Multiple challenges

* Eye blink

* Open and close mouth
* Pitch down

* Pitch up

* Roll left

* Roll right

* Yaw left

* Yaw right

Figure 4
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