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sending a third analog signal, wherein the first analog signal is generated by a
response device that receives the third analog signal after the response device
performs a third processing on the third analog signal

5201

receiving a first analog signal, and performing a first processing on the first
analog signal to generate a first digital signal

5202

|

obtaining the first digital signal, performing a second processing on the first digital
signal to generate a second analog signal, and sending the second analog signal

5203

|

obtaining a second processing time period T2, the second processing time period T2
being a difference between a time point when the first digital signal is obtained and a
time point when the third analog signal is sent

5204

receiving the second analog signal, and performing the first processing on the second
analog signal to generate a second digital signal, the second digital signal being
identical to the first digital signal

5205

obtaining the second digital signal

5206

obtaining a first processing time period T1, the first processing time period T1 being a
difference between a time point when the second digital signal is obtained and a time
point when the second analog signal is sent, and determining that the circuit delay is

the first processing time period T1

5207

calculating a time difference between the second processing time period T2 and the

first processing time period T1, and determining whether the time difference is less

than a preset value, determining that communication data is not hijacked in response
to determining that the time difference is less than the preset value

5208

Fig.5

3/7



second

. sending module
processing 205
module 304

processing time determining
obtaining module 307
module 306
di gltal_ s!gnal first processing receiving
obtaining module 302 module
module 303 301

circuit delay self-measurement device 30

Fig. 6
priechng sending module determining
module 304 305 module 307
pro:): Eigntg;me calculating
module 306 module 308
dgi ta|- S!gnal first processing receiving
obtaining module 302 module
module 303 301

circuit delay self-measurement device 30

Fig. 7
circuit delay
self-measurement response device 40
device 30
Fig. 8

47




first signal output end

main
control
chip 104
T}
; ; — . . |
signal input end receiving circuit ! o )
module 103 { first switch | first
| module 102 | communication
I interface 101
circuit delay self-measurement device 10
Fig. 9
1023
1021 ——ANefit__
| communication | 1022
interface 102
Fig. 10
———
first signal rsecogdlsvxllltch | i i i
output end I m"?‘,‘»e 05 ) sending circuit
| T module 106 d
I secon
main I____ -d communication
control interface 107
chip 104

signal input end receiving circuit

|

] o
module 103 | firstswitch |

| module 102 i

circuit delay self-measurement device 10

=l
first

communication
interface 101

57



| Thesecond |
switchfmodule :
1051 e 1053
1052
Fig. 12
second signal output end sending circuit o
module 106 second
communication
first signal output end interface 107
main
control
chip 104
- . . . |
ional i [
signal input end recerving circuit A I o
module 103 | firstswitch | first
|  module 102 J communication
______ interface 101
circuit delay self-measurement device 10

Fig. 13

6/7



0
first
communication
interface 101

second
communication

interface 107
o

modulation modulated signal output end
module 108
main
control
chip 104
N — — |
signal input end recelving circuit ! |
module 103 | first switch 1
| module 102 |
—————— =
circuit delay self-measurement device 10
Fig. 14
_____ A
- modulated signal : s:]:(o)gd S“]“(;gh_ | - - -
modulation output end ) o/“k sending circuit
module 108 I | module 106
. i
main -
control
chip 104
| e |
T p . |
signal input end receiving circuit ! 1
module 103 | first switch T
| module 102 _!

circuit delay self-measurement device 10

response device 20

Fig. 15
circuit delay
self-measurement
device 10
Fig. 16

77

sl
first
communication
interface 101



