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Collect fingerprint information of the user

S102

Determine whether 
the fingerprint information has been 

pre-stored in the terminal 
device

Query an identifier corresponding to the pre-stored 
fingerprint information in the terminal device, 

generate a private key and a public key corresponding 
to the identifier, store a mapping relationship between 
the private key and the identifier corresponding to the 

fingerprint information in the terminal device, and 
send a mapping relationship between the public key 
and the identifier corresponding to the fingerprint 

information to a server for storage

Notify the user that 
registration fails
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A terminal device receives a registration operation of 
a user
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