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A terminal device receives fingerprint information of a user
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fingerprint information
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Search for a private key corresponding to an identifier based on
the identifier corresponding to the standard biometric feature
information
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When the private key corresponding to the identifier is identified,
sign service information by using the private key, and add the
signed service information and the identifier corresponding to the
fingerprint information to a service processing request and send
the request to a server, so the server determines a public key
corresponding to the identifier included in the received service
processing request and performs service processing based on the
public key and the service information. Alternatively, when the
private key corresponding to the identifier is not identified, notify
the user that the service processing fails
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A terminal device receives biometric feature information of a user
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Match standard biometric feature information consistent with the
biometric feature information to be verified in pre-stored
biometric feature information
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Search for a private key corresponding to an identifier based on
the identifier corresponding to the standard biometric feature
information after the matching succeeds
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Register a user identity with a server based on the biometric
feature information to be verified when the private key
corresponding to the identifier is not identified, so the server
stores a public key corresponding to the biometric feature

information to be verified
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