
4 

SUMMARY 

1008a1 	According to a first aspect of the present invention, there is 

provided a system for enabling the remote monitoring of at least one medical device, the 

system comprising: 

a device integrator server in communication with at least one wireless relay device, 

wherein said wireless relay device is configured to transmit data packets containing 

information provided by at least one medical device, wherein each said data packet 

includes identifying medical device data and at least a medical device identifier or a 

patient identifier; 

a data manager system coupled to said device integrator server, said data manager 

system comprising at least a device control database, and 

a web server configured for providing web pages for receiving at least the medical 

data and, transmitting the medical device data to a first remote monitoring device via a 

secure internet connection for displaying the medical device data at the first remote 

monitoring device and transmitting at least a portion of the medical device data to a 

second remote monitoring device for displaying the portion of the medical device data at 

the second remote monitoring device, wherein the portion of the medical device data 

displayed by the second remote monitoring device differs from the data displayed by the 

first remote monitoring device. 

1008b1 	According to a second aspect of the present invention, there is 

provided a system for enabling the remote monitoring of at least one medical device, the 

system comprising: 

a device integrator server in communication with at least one wireless relay device, 

wherein said wireless relay device is configured to transmit data packets containing 

information provided by at least one medical device, wherein each said data packet 

includes data identifying medical device data and at least one of a medical device 

identifier and a patient identifier; 

a data manager system coupled to said device integrator server, said data manager 

system comprising at least a device control database, 
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a web server configured for providing web pages for receiving at least the medical 

device data and, subject to verification of the patient identifier and medical device 

identifier, transmitting the medical device data to first monitoring device and second 

remote monitoring device via a secure internet connection for displaying the medical 

device data at the first and second monitoring devices, wherein the second monitoring 

device is configured to display portions of the medical device data that differ from the data 

displayed by the first monitoring device; and 

a network status server configured for transmitting to at least one of the first or 

second remote monitoring devices, status information concerning a wireless relay network 

associated with the wireless relay device. 

1008c] 	According to a third aspect of the present invention, there is 

provided method for displaying medical device data by a medical device monitoring 

system, the method comprising: 

receiving credentials from a user of a first monitoring device and a request from 

said user for medical device information for a patient to be monitored; 

verifying said user is authorized to receive the medical device information; and 

if verification is achieved, then 

identifying, based on at least said credentials and said request, an address 

for a secure patient database having information regarding said patient; 

retrieving patient data and associated medical device identification data by 

a web server from said patient database over a secure communications link; 

retrieving medical device data from a device control database for at least 

one medical device according to said retrieved medical device identification data; 

transmitting said retrieved medical device data by said web server for 

display on said first monitoring device: 

transmitting at least a portion of the medical device data to a second 

remote monitoring device for displaying at the second remote monitoring device; 

and 

displaying, on the second remote monitoring device. portions of the 

medical data that differ from the data displayed by the first monitoring device. 
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f008d1 	According to a fourth aspect of the present invention, there is 

provided a system for enabling the remote monitoring of at least one medical device the 

system comprising: 

at least one wireless relay device configured to communicate with the at least one 

medical device; 

an access point in communication with the at least one wireless relay device, said 

access point including a device integrator server coupled to a database having stored 

therein medical device data and a secure device server coupled to said device integrator 

server- 

a patient care database node separate from said access point, said patient care 

database node including a secure patient server coupled to a patient database having 

patient data stored therein; 

a first monitoring device configured to receive and display data provided by the at 

least one medical device; 

a second monitoring device configured to receive and display at least a portion of 

the data provided bLthe at least one medical device that differs from the data displayed by 

the first monitoring device; and 

a secure link coupled between said secure patient server and said secure device 

server of said access node. 

[009] 	The-Embodiments of the present invention i-s-are directed to a 

remote monitoring system and method for monitoring the status of a plurality of medical 

devices located remotely from the monitoring system at a patient care or home care 

facility. In accordance with one embodiment of the invention, one or more medical 

devices (including but not limited to respirators, enteral feeding devices, pulse oximeters, 

blood pressure monitors, pulse monitors, weight scales and glucose meters) are provided 

at a patient care or home care facility. An interface circuit is coupled to each medical 

device, and is configured for communicating with one of a plurality of the wireless relay 

modules via a wireless relay network. The wireless relay modules are further configured 

to communicate with the remote monitoring device over an internet-accessible wireless 

communication network, and preferably, a wireless wide-area network (WWAN) such as a 

mobile telephone data network including (for example, based on a Global System for 
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Mobile Communications (GSM) or Code Division Multiple Access (CDMA) cellular 

network or associated wireless data channels). Also, for compliance for example with 

HIPAA regulations, communications over each of the wireless networks are preferably 

conducted securely. 

[10] The remote monitoring system and method includes a device integration 

server in communication with the wireless relay modules for receiving data packets from 

the wireless relay modules including information provided by the medical devices. This 

information includes identification of an associated medical device and may include data 

of the medical device, and is preferably encrypted or otherwise securely transmitted, for 

example, in compliance with HIPAA patient data privacy provisions. In addition, the 

information may include encrypted or otherwise securely transmitted patient identification 

information, which in addition may preferably be coded in its unencrypted state to avoid 

any reference to the patient's identity. 

[11] The remote monitoring system also includes a data management system including 

a secure device web server and a device control database, and an outbound web server. 

The data management system is configured to log information provided to the device 

integration server concerning the medical devices. The outbound web server (alternatively 

referred to as "web server" herein) is configured to provide webpages including the data of 

the medical devices for display on a first and second remote 
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claim: 

1. A sy 	for enabling the remote monitoring of at least one medical device, the 

system comprisin 

a device inte 	ator server in communication with at least one wireless relay device, 

wherein said wireless r,,ay device is configured to transmit data packets containing 

information provided by a least one medical device, wherein each said data packet 

includes identifying medical 	/ice data and at least a medical device identifier or a 

patient identifier; 

a data manager system coin ed to said device integrator server, said data manager 

system comprising at least a device c 	trol database, and 

a web server configured for prov 	ing web pages for receiving at least the medical 

data and, transmitting the medical device 	a to a first remote monitoring device via a 

secure internet connection for displaying the 	edical device data at the first remote 

monitoring device; and transmitting at least a po 	on of the medical device data to a 

second remote monitoring device for displaying he 	ion of the medical device data at 

the second remote monitoring device. 

2. The system of claim 1 wherein said web server is 	onfigUred for verifying the 

patient identifier and medical device identifier before transmi 	g the medical device data 

to the first remote monitoring device. 

3. The system of claim 1 wherein said web server is configure to transmit the 

portion of the medical device data to the second remote monitoring d.evic= by at least a 

wireless data link. 

4. The system of claim 3 wherein said wireless data link is over a wireless 	obile 

data network. 

5. The system of claim 1 wherein the second remote monitoring device is a 

portable communications device of least one of a mobile phone , tablet computer and 

portable computer. 
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6. The system of claim 1 wherein said web server is configured to transmit to at 

least one o 	e first and the second remote monitoring devices, status information 

concerning a 	reless relay network associated with the wireless relay device. 

7. A syste 	for enabling the remote monitoring of at least one medical device, the 

system comprising: 

a device integrate server in communication with at least one wireless relay device, 

wherein said wireless rela 	a evice is configured to transmit data packets containing 

information provided by at le 	t one medical device, wherein each said data packet 

includes data identifying medic 	device data and at least one of a medical device 

identifier and a patient identifier ; 

a data manager system couple to said device integrator server, said data manager 

system comprising at least a device con of database, 

a web server configured for pray .k. g web pages for receiving at least the medical 

device data and, subject to verification of the a atient identifier and medical device 

identifier, transmitting the medical device data 	first and second remote monitoring 

devices via a secure interne connection for displa 	the medical device data at the first 

and remote monitoring devices; and 

a network status server configured for transmitt 	g to at least one of the first or 

second remote monitoring devices, status information concerning a wireless relay network 

associated with the wireless relay device. 

8. The system of claim 7 wherein said network status ser 	located at a 

different geographic location than the web server. 

9. A method for displaying medical device data by a medical dev e monitoring 

system, the method comprising: 

receiving credentials from a user of a first monitoring device and a req est from 

said user for medical device information for a patient to be monitored; 

verifying said user is authorized to receive the medical device information;  

if verification is achieved, then 
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(a identifying, based on at least said credentials and said request, an address for a 

secure patie 	database having information regarding said patient; 

(b) retri 	ing patient data and associated medical device identification data by a 

web server from s id patient database over a secure communications Link; 

(c) retrievin 	edical device data from a device control database for at least one 

medical device accord' # to said retrieved medical device identification data; 

(d) transmitting sa 	retrieved medical device data by said web server for display 

on said first monitoring devi 	; and 

(e) transmitting at leas 	ortion of the medical device data to a second remote 

monitoring device for displaying a the second remote monitoring device. 

10. The method of claim 9, whe c iu transmitting at least a portion of the medical 

device data to a second remote monitorin 	vice comprises transmitting at least status 

information concerning a wireless relay netw rk associated with a wireless relay device to 

the second remote monitoring device. 

11. The method of claim 9, further compris 	receiving, from said wireless relay 

module, status information concerning a wireless relay 	Ttwork associated with the 

wireless relay device. 

12. The method of claim 9, wherein the status informatio .1 concerning a wireless 

relay network concerns at least one of signal strength, data rates, p 	icular transmission 

time stamp, number of active relay modules in the wireless relay nett *rk, and a unique 

identifier number for a particular relay module. 

13. The method of claim 9 wherein transmitting the portion ofthe medical device 

data to the second remote monitoring device comprises encrypting said portion 	the 

portion of the medical device data. 

14. The method of claim 9 wherein the step of transmitting the retrieved medica 

device data for display on the first monitoring device further comprises encrypting said 

medical device data with a first encryption technique, and wherein said step of 
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transm tang the portion of the medical device data to the second remote monitoring device 

comprise encrypting the portion of the medical device data using a second encryption 

technique, ' 	rein the first encryption technique differs from the second encryption 

technique. 

15. A syste 	or enabling the remote monitoring of at least one medical device, the 

system comprising: 

at least one wirele s relay device configured to communicate with the at least one 

medical device; 

an access point in corn 	unication with the at least one wireless relay device, said 

access point including a device i 	erator server coupled to a database having stored 

therein medical device data and a secure device server coupled to said device integrator 

server; 

a patient care database node separ to from said access point, said patient care 

database node including a secure patient ser , -r coupled to a patient database having 

patient data stored therein; and 

a secure link coupled between said secure .anentserver and said secure device 

server of said access node. 
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-*MENDE& CLAIMS 
Feeeivetl-by-the-hiternatie' tial-au rep 	- 	, 	fe . 

1.A system for enabling the remote monitoring of at least one medical device, the 

system comprising: 

a device integrator server in communication with at least one wireless relay device, 

wherein said wireless relay device is configured to transmit data packets containing information 

provided by at least one medical device, wherein each said data packet includes identifying 

medical device data and at least a medical device identifier or a patient identifier; 

a data manager system coupled to said device integrator server, said data manager system 

comprising at least a device control database, and 

a web server configured for providing web pages for receiving at least the medical data 

and, transmitting the medical device data to a first remote monitoring device via a secure internet 

connection for displaying the medical device data at the first remote monitoring device and 

transmitting at least a portion of the medical device data to a second remote monitoring device 

for displaying the portion of the medical device data at the second remote monitoring device, 

wherein the portion of the medical device data displayed by the second remote monitoring device 

differs from the data displayed by the first remote monitoring device. 

2. The system of claim I wherein said web server is configured for verifying the patient 

identifier and medical device identifier before transmitting the medical device data to the first 

remote monitoring device. 

3. The system of claim 1 wherein said web server is configured to transmit the portion of 

the medical device data to the second remote monitoring device by at least a wireless data link. 

4. The system of claim 3 wherein said wireless data link is over a wireless mobile data 

network. 

5. The system of claim 1 wherein the second remote monitoring device is a portable 

communications device of least one of a mobile phone, tablet computer and portable computer. 

-AMEN-13E-D-S-HEE-T---(A-R-TieLE-19)— 
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6. The system of claim 1 wherein said web server is configured to transmit to at least one 

of the first and the second remote monitoring devices, status information concerning a wireless 

relay network associated with the wireless relay device. 

7. A system for enabling the remote monitoring of at least one medical device, the 

system comprising: 

a device integrator server in communication with at least one wireless relay device, 

wherein said wireless relay device is configured to transmit data packets containing information 

provided by at least one medical device, wherein each said data packet includes data identifying 

medical device data and at least one of a medical device identifier and a patient identifier; 

a data manager system coupled to said device integrator server, said data manager system 

comprising at least a device control database, 

a web server configured for providing web pages for receiving at least the medical device 

data and, subject to verification of the patient identifier and medical device identifier, 

transmitting the medical device data to first monitoring device and second remote monitoring 

device via a secure intemet connection for displaying the medical device data at the first and 

second monitoring devices, wherein the second monitoring device is configured to display 

portions of the medical device data that differ from the data displayed by the first monitoring 

device; and 

a network status server configured for transmitting to at least one of the first or second 

remote monitoring devices, status infoiniation concerning a wireless relay network associated 

with the wireless relay device. 

8. The system of claim 7 wherein said network status server is located at a different 

geographic location than the web server. 

9. A method for displaying medical device data by a medical device monitoring system, 

the method comprising: 

receiving credentials from a user of a first monitoring device and a request from said user 

for medical device information for a patient to be monitored; 

verifying said user is authorized to receive the medical device information; and 

; ; 	 TIC 	19) 
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if verification is achieved, then 

identifying, based on at least said credentials and said request, an address for a 

secure patient database having information regarding said patient;  

retrieving patient data and associated medical device identification data by a web 

server from said patient database over a secure communications link; 

retrieving medical device data from a device control database for at least one 

medical device according to said retrieved medical device identification data; 

transmitting said retrieved medical device data by said web server for display on 

said first monitoring device; 

transmitting at least a portion of the medical device data to a second remote 

monitoring device for displaying at the second remote monitoring device; and 

displaying, on the second remote monitoring device, portions of the medical data 

that differ from the data displayed by the first monitoring device. 

10. The method of claim 9, wherein transmitting at least a portion of the medical device 

data to a second remote monitoring device comprises transmitting at least status information 

concerning a wireless relay network associated with a wireless relay device to the second remote 

monitoring device. 

11. The method of claim 9, further comprising receiving, from said wireless relay 

module, status information concerning a wireless relay network associated with the wireless 

relay device. 

12. The method of claim 9, wherein the status information concerning a wireless relay 

network concerns at least one of signal strength, data rates, particular transmission time stamp, 

number of active relay modules in the wireless relay network, and a unique identi  tier  number for 

a particular relay module. 

13. The method of claim 9 wherein transmitting the portion of the medical device data to 

the second remote monitoring device comprises encrypting said portion on the portion of the 

medical device data. 

-AMENDED-SH-E-E-T-(ART-14L-E-1-9)— 
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14. The method of claim 9 wherein the step of transmitting the retrieved medical device 

data for display on the first monitoring device further comprises encrypting said medical device 

data with a first encryption technique, and wherein said step of transmitting the portion of the 

medical device data to the second remote monitoring device comprises encrypting the portion of 

the medical device data using a second encryption technique, wherein the first encryption 

technique differs from the second encryption technique. 

15. A system for enabling the remote monitoring of at least one medical device, the 

system comprising: 

at least one wireless relay device configured to communicate with the at least one 

medical device; 

an access point in communication with the at least one wireless relay device, said access 

point including a device integrator server coupled to a database having stored therein medical 

device data and a secure device server coupled to said device integrator server; 

a patient care database node separate from said access point, said patient care database 

node including a secure patient server coupled to a patient database having patient data stored 

therein; 

a first monitoring device configured to receive and display data provided by the at least 

one medical device; 

a second monitoring device configured to receive and display at least a portion of the data 

provided by the at least one medical device that differs from the data displayed by the first 

monitoring device; and 

a secure link coupled between said secure patient server and said secure device server of 

said access node. 

16. The system of claim 1 wherein the data displayed by the second monitoring device is 

less detailed than the data displayed by the first monitoring device. 

-AME*BED 	SI FEET 	(ARTISLE 19) 
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17. The system of claim 16 wherein the second remote monitoring device is located in a 

homecare environment and the data displayed by the second monitoring 

viewed in a homecare environment. 

18. The system of claim 17 wherein the device integrator server 

transmit device control commands to the at least on medical device. 

device is 

is further 

designed to 

configured 

be 

to 

—AMENDEB-SHEET-(AR-TIGLE 19) 


