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DESCRIPTION 

 

Title of Invention 

CLIENT, BROKER, COMMUNICATION SYSTEM, COMMUNICATION METHOD, 

AND PROGRAM 

 

Technical Field 

 [0001] 

 The present invention relates to a client, a broke r, 

a communication system, a communication method, and  a 

program. 

Background Art 

 [0002] 

 As a communication system for transmitting and 

receiving information between a client and a server , for 

example, PTL 1 discloses a communication system in which a 

broker (intermediate server) collects vehicle infor mation 

and the like acquired by a client such as a vehicle -

mounted device and transmits the information to the  server, 

and delivers a message transmitted from the server to each 

client. 

Citation List 

 Patent Literature 

 [0003] 

 [PTL 1]  Japanese Unexamined Patent Application 
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Publication No.  2014-81872 

Summary of Invention 

Technical Problem 

 [0004] 

 In the above-described system, when communication 

between a client such as a vehicle-mounted device a nd a 

broker is disconnected, the client sometimes may mi ss the 

opportunity to transmit and receive necessary messa ges.  

Therefore, in a communication system using a 

Publish/subscribe type protocol such as Message Que ue 

Telemetry Transport (MQTT), the broker has a functi on of 

accumulating messages transmitted from the server w hile 

communication with the client is disconnected, and 

delivering the accumulated messages in a batch imme diately 

after communication with the client is reconnected.  

 However, when transmission and reception of a 

message requiring immediate transmission and 

acknowledgment, such as an authentication process b etween 

the client and the server, for example, are request ed 

during the batch delivery of the accumulated messag es, it 

is not possible to transmit and receive a message 

corresponding to the request until the batch delive ry is 

completed.  As a result, when the capacity of the 

accumulated messages is large, there is a possibili ty that 

the transmission and reception of the message requi ring 
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immediate transmission and acknowledgment is delaye d and 

the authentication process or the like cannot be pe rformed 

within a requested time. 

 [0005] 

 The present invention has been made in view of suc h 

a problem, and an object of the present invention i s to 

provide a client, a broker, a communication system,  a 

communication method, and a program, capable of 

suppressing a delay in transmission and reception o f a 

message requiring immediate transmission by batch d elivery 

of accumulated messages executed at the time of 

reconnection. 

Solution to Problem 

 [0006] 

 According to a first aspect of the present inventi on, 

there is provided a client (10) which is connectabl e to a 

broker (20), and transmits and receives messages 

associated with each topic to and from a server (30 ) 

through the broker, the client including a connecti on 

processing unit (101) that establishes a first conn ection 

for transmitting and receiving a first message, and  a 

second connection for transmitting and receiving a second 

message, among the messages, with the broker; a 

subscription request unit (102) that requests the b roker 

to subscribe to the first message associated with a  first 
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topic, using the first connection, by designating t he 

first topic, and to subscribe to the second message  

associated with a second topic, using the second 

connection, by designating the second topic; and a message 

transmission unit (103) that transmits to the broke r, the 

first message associated with a third topic, using the 

first connection, and transmits to the broker, the second 

message associated with a fourth topic, using the s econd 

connection. 

 With such a configuration, even when the broker 

delivers in a batch the accumulated messages after the 

broker and the client are reconnected, the client c an 

subscribe to (receive) the messages delivered in a batch 

using one of the first connection and the second 

connection, and transmit and receive messages requi ring 

immediate transmission using the other one of the f irst 

connection and the second connection in parallel.  

Therefore, the client can suppress a delay in trans mission 

and reception of messages requiring immediate trans mission 

due to the reception processing of the messages del ivered 

in a batch. 

 [0007] 

 According to a second aspect of the present 

invention, in the client according to the above-des cribed 

aspect, the connection processing unit requests the  broker 
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to accumulate the second message that the broker is  

requested to subscribe to, while the second connect ion is 

disconnected. 

 With such a configuration, the client can accumula te 

the second message in the broker while the second 

connection with the broker is disconnected.  Then, after 

the second connection is reconnected, the client re ceives 

the accumulated second messages delivered in a batc h from 

the broker, thereby suppressing the missing of the second 

messages. 

 [0008] 

 According to a third aspect of the present inventi on, 

the client according to any one of the above-descri bed 

aspects further includes an authentication processi ng unit 

(104) that performs authentication with the server,  and 

after the first connection with the broker is estab lished, 

the authentication processing unit transmits and re ceives 

the first message associated with a topic used for the 

authentication with the server, using the first con nection. 

 With such a configuration, even when receiving the  

second messages delivered in a batch from the broke r using 

the second connection, the client can transmit and receive 

the first messages which are used for the authentic ation 

process with the server and need immediate transmis sion, 

using the first connection.  Thus, there is no dela y in 
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transmission and reception of messages related to t he 

authentication process with the server, and it is p ossible 

to suppress failure of processing, such as not comp leting 

the authentication process within the requested tim e. 

 [0009] 

 According to a fourth aspect of the present 

invention, there is provided a broker which is conn ectable 

to a client and a server through a network and medi ates 

transmission and reception of messages associated w ith 

each topic between the client and the server, the b roker 

including a connection information storage unit (20 1) that 

stores as connection information used for connectio n with 

the client, connection information of a first conne ction 

for transmitting and receiving a first message, and  

connection information of a second connection for 

transmitting and receiving a second message, among the 

messages, for each client; a subscription informati on 

storage unit (202) that stores subscription informa tion 

for linking a first topic and connection informatio n of 

the first connection and subscription information f or 

linking a second topic and connection information o f the 

second connection, based on a request of the client ; and a 

message delivery unit (203) that based on the subsc ription 

information, delivers the first message associated with 

the first topic to the client using the first conne ction 
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while the first connection is established, delivers  the 

second message associated with the second topic to the 

client using the second connection while the second  

connection is established, and accumulates the seco nd 

message associated with the second topic while the second 

connection is disconnected. 

 With such a configuration, while the first 

connection and the second connection with the clien t are 

disconnected, the broker does not accumulate the fi rst 

messages but stores the second messages.  Therefore , after 

the first connection and the second connection with  the 

client are reconnected, the broker can perform the batch 

delivery of the second messages, without performing  the 

batch delivery of the first messages.  As a result,  after 

the first connection and the second connection with  the 

client are reconnected, the broker can concurrently  

perform the delivery of the first messages requirin g 

immediate transmission using the first connection, while 

continuing the batch delivery of the accumulated se cond 

messages using the second connection.  Therefore, t he 

broker can suppress a delay in transmission and rec eption 

of the first messages requiring immediate transmiss ion due 

to batch delivery processing of accumulated second 

messages. 

 [0010] 
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 According to a fifth aspect of the present inventi on, 

there is provided a communication system including the 

client according to any one of the above-described 

aspects; the broker according to the above-describe d 

aspect; and a server that transmits and receives a message 

to and from the client through the broker. 

 [0011] 

 According to a sixth aspect of the present inventi on, 

there is provided a communication method of transmi tting 

and receiving messages for each topic between a cli ent and 

a server through a broker, the method including a s tep of 

establishing a first connection for transmitting an d 

receiving a first message, and a second connection for 

transmitting and receiving a second message, among the 

messages, between the broker and the client; a step  of 

requesting the broker to subscribe to the first mes sage 

associated with a first topic, using the first conn ection, 

by designating the first topic, and to subscribe to  the 

second message associated with a second topic, usin g the 

second connection, by designating the second topic;  and a 

step of transmitting to the broker, the first messa ge 

associated with a third topic, using the first conn ection, 

and transmitting to the broker, the second message 

associated with a fourth topic, using the second 

connection. 
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 [0012] 

 According to a seventh aspect of the present 

invention, there is provided a program causing a co mputer 

of a client which is connectable to a broker and tr ansmits 

and receives messages for each topic to and from a server 

through the broker, to function as: a connection 

processing unit that establishes a first connection  for 

transmitting and receiving a first message, and a s econd 

connection for transmitting and receiving a second message, 

among the messages, with the broker; a subscription  

request unit that requests the broker to subscribe to the 

first message associated with a first topic, using the 

first connection, by designating the first topic, a nd to 

subscribe to the second message associated with a s econd 

topic, using the second connection, by designating the 

second topic; and a message transmission unit that 

transmits to the broker, the first message associat ed with 

a third topic, using the first connection, and tran smits 

to the broker, the second message associated with a  fourth 

topic, using the second connection. 

Advantageous Effects of Invention 

 [0013] 

 According to the client, the broker, the 

communication system, the communication method, and  the 

program, which are described above, it is possible to 
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suppress a delay in transmission and reception of a  

message requiring immediate transmission due to bat ch 

delivery processing of accumulated messages execute d at 

the time of reconnection. 

Brief Description of Drawings 

 [0014] 

 Fig. 1 is a diagram showing an overall configurati on 

of a communication system according to an embodimen t of 

the present invention. 

 Fig. 2 is a diagram showing functional 

configurations of a client and a broker according t o the 

embodiment of the present invention. 

 Fig. 3 is a diagram showing an example of a 

subscription list of the client according to the 

embodiment of the present invention. 

 Fig. 4 is a diagram showing an example of an issue  

list of the client according to the embodiment of t he 

present invention. 

 Fig. 5 is a diagram showing an example of a 

connection information table of the broker accordin g to 

the embodiment of the present invention. 

 Fig. 6 is a diagram showing an example of a 

subscription information table of the broker accord ing to 

the embodiment of the present invention. 

 Fig. 7 is a processing flow for explaining a 
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connection process of the client according to the 

embodiment of the present invention. 

 Fig. 8 is a processing flow for explaining a 

subscription process of the client according to the  

embodiment of the present invention. 

 Fig. 9 is a processing flow for explaining a 

connection monitoring process of the client and the  broker 

according to the embodiment of the present inventio n. 

 Fig. 10 is a first processing flow for explaining a 

message process by the broker according to the embo diment 

of the present invention. 

 Fig. 11 is a second processing flow for explaining  

the message process by the broker according to the 

embodiment of the present invention. 

 Fig. 12 is a diagram showing a hardware 

configuration example of the client and the broker 

according to the embodiment of the present inventio n. 

Description of Embodiments 

 [0015] 

 (Overall configuration of communication system) 

 A communication system according to an embodiment of 

the present invention will be described with refere nce to 

Fig. 1. 

 Fig. 1 is a diagram showing an overall configurati on 

of a communication system according to an embodimen t of 
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the present invention. 

 In the present embodiment, the communication syste m 

1 is, for example, a publish/subscribe type communi cation 

system using MQTT. 

 As shown in Fig. 1, the communication system 1 

includes a plurality of clients 10a, 10b, 10c, … , a 

broker 20, and a server 30.  In the following descr iption, 

the plurality of clients 10a, 10b, 10c, … will be 

collectively referred to as a client 10. 

 [0016] 

 The client 10 is, for example, a portable 

communication terminal such as a smartphone, a vehi cle-

mounted device mounted on a vehicle, or the like.  The 

client 10 is connectable to the broker 20 by wirele ss 

communication, and transmits and receives a message  to and 

from the server 30 through the broker 20. 

 [0017] 

 The broker 20 is installed in an information cente r 

2, connectable to the client 10 by wireless communi cation, 

and is always connected to the server 30 by wired 

communication.  The broker 20 mediates transmission  and 

reception of messages between the client 10 and the  server 

30. 

 [0018] 

 The server 30 is always connected to the broker 20  
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by wired communication or the like, and transmits a nd 

receives messages to and from the client 10 through  the 

broker 20. 

 As shown in Fig. 1, the server 30 is a server 30a 

installed in the information center 2 in which the broker 

20 is also installed.  Further, the server 30 may h ave a 

server (external server) 30b installed outside the 

information center 2.  At this time, the server 30a  and 

the server 30b may have different functions.  For e xample, 

the server 30a may have a function of charging a us age fee 

when the client 10 uses a toll road, and the server  30b 

may have a function of transmitting congestion info rmation 

for each road. 

 Further, the server 30 may have only one server 30 a, 

and the server 30a may have a plurality of function s. 

 [0019] 

 In the communication system 1 of the present 

embodiment, the vehicle-mounted device 10 and the s erver 

30 function as a publisher that transmits (issues) a 

message to the broker 20, and a subscriber (client)  that 

receives (subscribes to) a message from the broker 20 as 

well.  Then, the broker 20 mediates transmission an d 

reception of messages between the vehicle-mounted d evice 

10 and the server 30, by collecting messages from t he 

vehicle-mounted device 10 and the server 30 and del ivering 



- 14 - 

the message that the vehicle-mounted device 10 and the 

server 30 request to subscribe to the vehicle-mount ed 

device 10 and the server 30. 

 When transmitting the message to the broker 20 and  

when requesting the broker 20 to subscribe to the m essage, 

the vehicle-mounted device 10 and the server 30 des ignate 

a topic, and make a request for transmission and 

subscription of messages associated with the topic.   The 

broker 20 collates the topic associated with the me ssage 

with the topic designated at the time of requesting  the 

subscription from the vehicle-mounted device 10 and  the 

server 30, thereby specifying the vehicle-mounted d evice 

10 and the server 30 as destinations of delivery of  each 

message. 

 A topic indicates attributes of information includ ed 

in a message, and one topic is designated for each message.  

Examples of the topics designated when the client 1 0 

transmits a message include a topic indicating the current 

position of the client 10, a topic indicating the m oving 

speed, a topic indicating the acceleration, and the  like.  

For example, the client 10 designates a topic indic ating 

the current position, and transmits a message inclu ding 

the information on the current position of the clie nt 10 

(latitude, longitude, or the like) to the broker 20 . 

 Further, examples of topics designated when the 
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server 30 transmits a message include a topic indic ating 

congestion information for each road, a topic indic ating 

facility information such as a service area, a topi c 

indicating event information for each region, and t he like.  

For example, the server 30 designates a topic indic ating 

congestion information on the road X, and transmits  a 

message including congestion information (congestio n 

situation, traffic flow, or the like) on the road X  to the 

broker 20. 

 [0020] 

 (Functional configuration of client) 

 Next, the functional configuration of the client 1 0 

will be described with reference to Figs.  2 to 4. 

 Fig. 2 is a diagram showing functional 

configurations of a client and a broker according t o an 

embodiment of the present invention. 

 As shown in Fig. 2, the client 10 includes a 

connection processing unit 101, a subscription requ est 

unit 102, a message transmission unit 103, an 

authentication processing unit 104, a connection st ate 

monitoring unit 105, and a storage medium 110. 

 [0021] 

 The connection processing unit 101 establishes a 

wireless communication connection with the broker 2 0. 

 In the present embodiment, the connection processi ng 
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unit 101 establishes two wireless communication 

connections with the broker 20, that is, a connecti on A (a 

first connection) and a connection B (a second conn ection). 

 [0022] 

 In the present embodiment, the connection A is use d 

for sending and receiving messages that require imm ediate 

transmission, acknowledgment, and encryption.  For example, 

in the authentication process for accessing the ser ver 30 

or the functions of the server 30 by the client 10,  the 

billing process for paying the fee for use of toll roads, 

or the like, if required messages are not transmitt ed and 

received within a predetermined period, the process  is 

failed.  That is, in order to complete the authenti cation 

process within a predetermined period, it is necess ary to 

immediately transmit necessary messages between the  server 

30 and the client 10, and perform transmission 

confirmation to check whether the message has relia bly 

arrived between the server 30 and the client 10.  I n 

addition, since the messages transmitted and receiv ed in 

the authentication process, the billing process, an d the 

like include information specifying the client 10 o r the 

like, it is necessary to encrypt the messages befor e 

transmitting and receiving the messages.  In this w ay, the 

connection A is used to transmit and receive messag es 

associated with an authentication information topic , a 
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billing information topic, and the like, requiring 

immediate transmission, acknowledgment, and encrypt ion.  

In the following description, messages that require  

immediate transmission, acknowledgment, and encrypt ion 

will be collectively referred to as "urgent message  (first 

message)" and the topic attached to the urgent mess age as 

"urgent topic". 

 [0023] 

 On the other hand, the connection B is used for 

sending and receiving messages that do not require 

immediate transmission, acknowledgment, and encrypt ion.  

For example, the client 10 periodically (for exampl e, 

every 10 seconds) acquires the movement information  

indicating the moving state of the client 10 such a s the 

current position, the moving speed, and the acceler ation, 

and transmits a message associated with a movement 

information topic for each client (current position  topic, 

moving speed topic, acceleration topic, or the like ) to 

the broker 20.  The server 30 subscribes to and col lects 

messages associated with the movement information t opic of 

each client 10, generates congestion information fo r each 

road at predetermined intervals (for example, one h our), 

based on the movement information, and transmits th e 

congestion information to the broker 20.  Further, the 

client 10 subscribes to a message associated with, for 
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example, a congestion information topic of a road i ncluded 

in the traveling route, and suggests a new moving r oute or 

the like as necessary.  In such a message associate d with 

the movement information topic or the congestion 

information topic, it is not necessary to check whe ther 

the message has arrived reliably to the client 10 a nd the 

server 30.  Even when there is a delay in the trans mission 

or reception of such a message, there is no inconve niences 

such as a failure in processing in the client 10 an d the 

server 30.  In this way, the connection B is used t o 

transmit and receive messages associated with a mov ement 

information topic, a congestion information topic, and the 

like, not requiring immediate transmission, acknowl edgment, 

and encryption.  In the following description, mess ages 

not requiring immediate transmission, acknowledgmen t, and 

encryption will be collectively referred to as "nor mal 

message (second message)" and the topic attached to  the 

normal message as "normal topic". 

 In addition, whether to handle a message associate d 

with each topic as "urgent message" or "normal mess age" 

may be changed for each communication system 1.  Fo r 

example, in other embodiments, messages associated with a 

current position topic may be handled as "urgent me ssages" 

as encryption is required. 

 [0024] 
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 The subscription request unit 102 designates a top ic, 

and requests the broker to subscribe to a message 

associated with the topic.  In the communication sy stem 1 

of the present embodiment, topics are predetermined  

between the server 30 and the client 10, and the 

subscription request unit 102 may designate a neces sary 

topic among predetermined topics, and transmit a 

subscription request. 

 Fig. 3 is a diagram showing an example of a 

subscription list of a client according to an embod iment 

of the present invention. 

 In the present embodiment, as shown in Fig. 3, the  

subscription request unit 102 stores a subscription  list 

D11 in which a "topic" designating information requ esting 

subscription and a "connection type" used when subs cribing 

to a message associated with the topic are associat ed with 

each other in the storage medium 110. 

 "Connection type" is information indicating which 

one of the connection A and the connection B is use d for 

subscribing to a message.  The subscription request  unit 

102 sets the connection type based on the content o f the 

message.  For example, when the subscription reques t unit 

102 requests subscription of messages for performin g an 

authentication process, a billing process, or the l ike, 

the messages are urgent messages that need to be 
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subscribed to without delay.  Therefore, the subscr iption 

request unit 102 sets the connection A as the conne ction 

type for the urgent topic (first topic) used for 

subscribing to the urgent message.  Further, for ex ample, 

the subscription request unit 102 sets the connecti on B as 

a connection type for a normal topic (second topic)  used 

for subscribing a normal message such as congestion  

information for each road or the like.  That is, wh en the 

subscription request unit 102 designates an urgent topic 

(first topic) and request the broker 20 to subscrib e to a 

message, it requests the broker 20 to subscribe to urgent 

messages associated with the urgent topic using the  

connection A.  Further, when the subscription reque st unit 

102 designates a normal topic (second topic) and re quest 

the broker 20 to subscribe to a message, it request s the 

broker 20 to subscribe to normal messages associate d with 

the normal topic using the connection B. 

 In addition, the subscription request unit 102 may  

delete topics that are no longer required to be sub scribed, 

from the subscription list D11. 

 At least in either of the time of establishing the  

connection A and the connection B or the time of up dating 

the subscription list D11, the subscription request  unit 

102 designates the topic and the connection informa tion 

for the broker 20, and requests the broker 20 to su bscribe 
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to a message associated with each topic. 

 [0025] 

 The message transmission unit 103 transmits to the  

broker 20 a message associated with a topic, for ea ch 

message, using the connection type (the connection A or 

the connection B) according to the contents of the message.  

In the communication system 1 of the present embodi ment, 

topics are predetermined between the server 30 and the 

client 10, and the message transmission unit 103 tr ansmits 

to the broker 20, a message associated with a requi red 

topic among predetermined topics.  In the present 

embodiment, the message transmission unit 103 trans mits 

the message to be transmitted using the connection A after 

encrypting it, and transmits the message to be tran smitted 

using the connection B without encrypting it. 

 [0026] 

 Fig. 4 is a diagram showing an example of an issue  

list of a client according to an embodiment of the present 

invention. 

 In the present embodiment, as shown in Fig. 4, the  

message transmission unit 103 stores an issue list D12 in 

which a "topic" predetermined according to the cont ent of 

a message to be transmitted and a "connection type"  used 

when transmitting a message associated with the top ic are 

associated with each other in the storage medium 11 0. 
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 For example, when transmitting messages for 

performing an authentication process, a billing pro cess, 

or the like, these messages are urgent messages tha t are 

required to be transmitted without delay.  Therefor e, the 

message transmission unit 103 sets the connection A  as the 

connection type for the urgent topic (third topic) used 

for urgent message transmission.  Further, for exam ple, 

the message transmission unit 103 sets the connecti on B as 

a connection type for a normal topic (fourth topic)  used 

for transmission of a normal message such as the mo ving 

speed of the client 10.  That is, the message trans mission 

unit 103 transmits an urgent message associated wit h an 

urgent topic (third topic) to the broker 20 by usin g the 

connection A.  Further, the message transmission un it 103 

transmits a normal message associated with the norm al 

topic (the fourth topic) to the broker 20 by using the 

connection B. 

 In addition, the message transmission unit 103 may  

delete topics that are no longer required to be 

transmitted, from the issue list D12. 

 [0027] 

 After the connection processing unit 101 completes  

the connection with the broker 20, the authenticati on 

processing unit 104 performs a process for requesti ng 

authentication for accessing the server 30 or 



- 23 - 

authentication for accessing functions of the serve r 30,as 

necessary. 

 In the present embodiment, the authentication 

processing unit 104 handles topics related to the 

authentication process with the server 30 as "urgen t 

topics".  Therefore, all the messages transmitted b y the 

authentication processing unit 104 are encrypted an d then 

transmitted using the connection A.  All messages t o be 

subscribed to by the authentication processing unit  104 

are subscribed to using the connection A and decryp ted by 

the authentication processing unit 104. 

 [0028] 

 The connection state monitoring unit 105 monitors 

the state of the wireless communication connection with 

the broker in the connection A, and the state of th e 

wireless communication connection with the broker 2 0 in 

the connection B.  In the present embodiment, the 

connection state monitoring unit 105 monitors wheth er or 

not the connection A and the connection B are norma lly 

connected. 

 [0029] 

 The storage medium 110 stores various types of 

information related to communication with the broke r 20.  

The storage medium 110 also stores the subscription  list 

D11 which is updated by the subscription request un it 102 
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and the issue list D12 which is updated by the mess age 

transmission unit 103. 

 [0030] 

 (Functional Configuration of Broker) 

 Next, the functional configuration of the broker 2 0 

will be described with reference to Fig. 2 and Figs . 5 and 

6. 

 As shown in Fig. 2, the broker 20 includes an MQTT  

function unit 200 and a storage medium 210.  Furthe r, the 

MQTT function unit 200 includes a connection inform ation 

storage unit 201, a subscription information storag e unit 

202, a message delivery unit 203, and a client conn ection 

monitoring unit 204. 

 [0031] 

 Fig. 5 is a diagram showing an example of a 

connection information table of a broker according to an 

embodiment of the present invention. 

 As shown in Fig. 5, the connection information 

storage unit 201 adds the connection information us ed for 

connection with the client 10 to the connection 

information table D21, and stores it in the storage  medium 

210. 

 The connection information table D21 is a table fo r 

accumulating, for each client, connection informati on in 

which "client ID" capable of specifying the client 10, 
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"connection type", "connection ID" and "password" u sed for 

connection with the client 10, "message accumulatio n 

necessity", and "subscription information storage 

necessity" are associated with each other.  "Connec tion 

type" is a connection type designated by the client  10, 

and either connection A or connection B is set.  

"Connection ID" and "password" are information for 

identifying a combination of the client 10 and the 

connection type, and different IDs and passwords ar e set 

for respect combinations.  "Message accumulation 

necessity" is a setting designated by the client 10 , and 

is a setting of accumulating messages that the clie nt 10 

requests subscription, among the messages collected  by the 

broker 20 while the connection with the client 10 i s 

disconnected, and indicating whether or not to tran smit in 

a batch (deliver in a batch) the accumulated messag es at 

the time of reconnection with the client 10.  

"Subscription information storage necessity" is a s etting 

designated by the client 10, and is a setting indic ating 

whether or not to store subscription information 

(described later) including the topic that the clie nt 10 

is requesting subscription, when connection between  the 

client 10 and the broker 20 is disconnected. 

 Further, in other embodiments, an aspect may be 

adopted in which "client ID" and "connection type" are 
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omitted, and only "connection ID" is stored.  In th is case, 

the connection information storage unit 201 may not  

recognize that one client (for example, the client 10a) is 

connected with the broker 20 by using two connectio n types, 

but only recognize that a different connection is m ade for 

each connection ID. 

 [0032] 

 Fig. 6 is a diagram showing an example of a 

subscription information table of a broker accordin g to an 

embodiment of the present invention. 

 As shown in Fig. 6, the subscription information 

storage unit 202 adds subscription information in w hich a 

topic and connection information capable of specify ing the 

client 10 and the server 30, which are delivery 

destinations requesting subscription of the topic, are 

associated with each other, in the subscription 

information table D22, and stores it in the storage  medium 

210.  Further, when the connection with the client 10 is 

disconnected and the "subscription setting storage 

necessity" of the client 10 is "unnecessary" in the  

connection information table D21, the subscription 

information storage unit 202 deletes the subscripti on 

information related to the client 10 from the subsc ription 

information table D22. 

 The subscription information table D22 is a table in 
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which connection information capable of specifying the 

client 10 and the server 30 and a "topic" that he c lient 

10 and the server 30 request subscription are accum ulated 

in association with each other.  In the present emb odiment, 

part of the connection information, specifically "c lient 

ID" and "connection type" are recorded in the subsc ription 

information table D22.  Further, in other embodimen ts, 

other types of information ("connection ID", "passw ord", 

or the like) of the connection information may be f urther 

recorded in the subscription information table D22.  

 When "client ID" indicates the server 30, 

"connection type" may not be set.  Further, in othe r 

embodiments, an aspect in which "connection ID" is stored 

instead of "client ID" and "connection type" may be  

adopted. 

 [0033] 

 Based on the subscription information table D22, t he 

message delivery unit 203 transmits the message 

transmitted (issued) from the client 10 and the ser ver 30, 

to the client 10 and the server 30, which are deliv ery 

destinations requesting the subscription of the mes sage.  

The message delivery unit 203 searches for and extr acts 

the delivery destination requesting subscription of  each 

message, from the subscription information table D2 2, with 

the topic designated in each message as a key.  The n, the 



- 28 - 

message delivery unit 203 delivers the message asso ciated 

with the topic to the extracted delivery destinatio n.  

When the delivery destination is the client 10, the  

message is transmitted to the client 10 by using ei ther 

the connection A or the connection B, based on the 

subscription information table D22. 

 In addition, when the connection with the client 1 0 

requesting subscription of the message is disconnec ted, 

and the "message accumulation necessity" is set to 

"necessary" in the connection information table D21 , the 

message delivery unit 203 stores and accumulates th e 

messages for the topic that the client requests 

subscription, in the storage medium 210.  At the ti me of 

reconnection with the client 10, the message delive ry unit 

203 reads the accumulated messages from the storage  medium 

210 and delivers the messages in a batch. 

 [0034] 

 The client connection monitoring unit 204 monitors  

the state of connection with the client 10.  In the  

present embodiment, the client connection monitorin g unit 

204 monitors whether or not the connection A and th e 

connection B of the client 10 are normally connecte d 

respectively. 

 [0035] 

 In the storage medium 210, messages transmitted fr om 
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the client 10 and the server 30 are stored, and the  

connection information table D21 updated by the con nection 

information storage unit 201 and the subscription 

information table D22 updated by the subscription 

information storage unit 202 are stored. 

 [0036] 

 (Processing at Activation of Client) 

 Next, a series of flows of a connection process of  

the client 10 will be described with reference to F igs. 7 

and 8. 

 Fig. 7 is a processing flow for explaining a 

connection process of a client according to an embo diment 

of the present invention. 

 Fig. 8 is a processing flow for explaining a 

subscription process of a client according to an 

embodiment of the present invention. 

 As shown in Fig. 7, when the client 10 is activate d 

or enters the wireless communication range, the cli ent 10 

enters a wireless communication enabled state (S101 ). 

 When the client 10 enters the wireless communicati on 

enabled state, the connection processing unit 101 o f the 

client 10 performs a connection process of the conn ection 

A with the broker 20 (step S102). 

 Specifically, the connection processing unit 101 

transmits a connection request message including 
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connection information of the connection A ("client  ID", 

"connection type (connection A)", "connection ID", 

"password", "message accumulation necessity" and 

"subscription information storage necessity") to th e 

broker 20.  In the present embodiment, "message 

accumulation necessity" of the connection A is alwa ys set 

to "unnecessary (the message is not accumulated)".  As a 

result, in the connection A, the broker 20 does not  

accumulate the message and does not deliver the 

accumulated messages in a batch, so it is possible to 

transmit and receive urgent messages without delay.   Upon 

receiving a response message to the connection requ est 

message from the broker 20, the connection processi ng unit 

101 ends the connection process of the connection A  and 

proceeds to the next step. 

 [0037] 

 When the connection A is established, the 

subscription request unit 102 of the client 10 perf orms a 

subscription process of the message to be subscribe d to 

using the connection A, based on the subscription l ist D11 

(Fig. 3) stored in the storage medium 106 (step S10 3). 

 Specifically, as shown in Fig. 8, the subscription  

request unit 102 firstly determines whether or not the 

connection A with the broker 20 is the first time ( step 

S111).  When the connection A with the broker 20 is  not 
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the first time (step S111: NO), the subscription re quest 

unit 102 determines whether "subscription informati on 

storage necessity" of the connection A is set to 

"unnecessary (not stored)" (step S112).  When the 

"subscription information storage necessity" of the  

connection A is set to "necessary" (step S112: NO),  the 

subscription information related to the connection A of 

the client 10 is stored in the broker 20, so the 

subscription request unit 102 ends the subscription  

process. 

 On the other hand, when the connection A with the 

broker 20 is the first time (step S111: YES) or whe n the 

"subscription information storage necessity" of the  

connection A is set to "unnecessary" (step S112: YE S), the 

subscription information related to the connection A of 

the client 10 is not stored in the broker 20, so th e 

subscription request unit 102 transmits a subscript ion 

request message to the broker 20 (step S113).  At t his 

time, the subscription request unit 102 extracts to pics 

whose "connection type" is "connection A" from amon g the 

topics stored in the subscription list D11.  Then, the 

subscription request unit 102 transmits a subscript ion 

request message including the extracted "topic", "c lient 

ID", and "connection type (connection A)" to the br oker 20. 

 In the example of Fig. 3, the subscription request  
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unit 102 extracts an authentication information top ic and 

a billing information topic as a topic whose "conne ction 

type" is "connection A", from the subscription list  D11.  

Then, the subscription request unit 102 designates the 

extracted authentication information topic and bill ing 

information topic, and transmits to the broker 20, a 

message requesting subscription of messages associa ted 

with each topic using the connection A. 

 Upon receiving a response message to the 

subscription request message from the broker 20, th e 

subscription request unit 102 ends the subscription  

process of the connection A and proceeds to the nex t step. 

 [0038] 

 Next, as shown in Fig. 7, the authentication 

processing unit 104 performs an authentication proc ess for 

accessing the server 30 or accessing the functions of the 

server 30 (step S104). 

 Specifically, the authentication processing unit 1 04 

specifies the authentication information topic of t he 

client 10, based on the issue list D12 stored in th e 

storage medium 110, and transmits the message using  the 

connection A.  At this time, the authentication pro cessing 

unit 104 encrypts and transmits the message. 

 In addition, upon receiving the message (the 

response message transmitted from the server 30) 
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associated with the authentication information topi c of 

the client 10 from the broker 20, the authenticatio n 

processing unit 104 decrypts the message and analyz es the 

contents of the message.  When a response to the me ssage 

from the server 30 is necessary, the authentication  

processing unit 104 further encrypts the message 

associated with the authentication information topi c and 

transmits the encrypted message using the connectio n A. 

 As described above, the authentication processing 

unit 104 performs an authentication process with th e 

server 30 by transmitting and receiving a message 

associated with the topic related to the authentica tion of 

the client 10 to and from the server through the br oker 20.  

When the authentication processing unit 104 complet es the 

authentication process, the process proceeds to the  next 

step. 

 [0039] 

 Further, when the client 10 enters the wireless 

communication enabled state, the connection process ing 

unit 101 of the client 10 performs a connection pro cess of 

the connection B with the broker 20 (step S105). 

 Specifically, the connection processing unit 101 

transmits a connection request message including 

connection information of the connection B ("client  ID", 

"connection type (connection B)", "connection ID", 
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"password", "message accumulation necessity" and 

"subscription information storage necessity") to th e 

broker 20.  In the present embodiment, a descriptio n will 

be made in a mode in which "message accumulation 

necessity" of the connection B is set to "necessary  

(accumulated)".  Thus, the client 10 accumulates in  the 

broker 20, messages associated with the topic that the 

client 10 requests subscription, among the messages  

transmitted while the connection B with the broker 20 is 

disconnected, and can receive in a batch the accumu lated 

messages after reconnection of the connection B.  I n 

another embodiment, the setting of "message accumul ation 

necessity" may be changed for each client. 

 Upon receiving a response message to the connectio n 

request message from the broker 20, the connection 

processing unit 101 ends the connection process of the 

connection B and proceeds to the next step. 

 [0040] 

 When the connection B is established, the 

subscription request unit 102 of the client 10 perf orms a 

subscription process of the topic to be subscribed to 

using the connection B, based on the subscription l ist D11 

stored in the storage medium 106 (step S106). 

 Specifically, similarly to the subscription proces s 

of connection A (step S103), the subscription reque st unit 
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102 determines whether or not connection of connect ion B 

with the broker 20 shown in Fig. 8 is the first tim e (step 

S111), and determines whether or not "subscription 

information storage necessity" of the connection B is set 

to "unnecessary (not stored)" (step S112).  When th e 

connection B with the broker 20 is not the first ti me 

(step S111: NO) or when the "subscription informati on 

storage necessity" of the connection B is set to 

"necessary" (step S112: NO), the subscription infor mation 

related to the connection B of the client 10 is sto red in 

the broker 20, so the subscription request unit 102  ends 

the subscription process. 

 On the other hand, when the connection B with the 

broker 20 is the first time (step S111: YES) or whe n the 

"subscription information storage necessity" of the  

connection B is set to "unnecessary" (step S112: YE S), the 

subscription information related to the connection B of 

the client 10 is not stored in the broker 20, so th e 

subscription request unit 102 transmits a subscript ion 

request message to the broker 20 (step S113).  At t his 

time, the subscription request unit 102 extracts to pics 

whose "connection type" is "connection B" from amon g the 

topics stored in the subscription list D11.  Then, the 

subscription request unit 102 transmits a subscript ion 

request message including the extracted "topic", "c lient 
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ID", and "connection type (connection B)" to the br oker 20. 

 In the example of Fig. 3, the subscription request  

unit 102 extracts a congestion information topic of  a road 

X and a service area (SA) information topic of a ro ad X, 

as topics whose "connection type" is "connection B" , from 

the subscription list D11.  Then, the subscription request 

unit 102 designates the extracted congestion inform ation 

topic of the road X, and the SA information topic o f the 

road X, and transmits to the broker 20, a message 

requesting subscription of messages associated with  each 

topic using the connection B. 

 Upon receiving a response message to the 

subscription request message from the broker 20, th e 

subscription request unit 102 ends the subscription  

process of the connection B. 

 [0041] 

 As described above, the subscription request unit 

102 performs the subscription process in each of th e 

connection A and the connection B, thereby subscrib ing to 

messages using different connections depending on t he 

contents of the messages such that the "urgent mess age" is 

subscribed to in the connection A and the "normal m essage" 

is subscribed to in the connection B. 

 [0042] 

 The processing flow of Fig. 7 is an example, and t he 
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order of processing is not limited to this.  For ex ample, 

the subscription process may not be performed only once 

after connection A and connection B are established , but 

may be performed a plurality of times.  That is, th e 

subscription request unit 102 may change the topic to be 

subscribed to according to the state of the client 10, and 

may perform the subscription process and transmit t he 

subscription request message to the broker 20 each time 

the topic is changed.  Specifically, the subscripti on 

request unit 102 may change the subscription list D 11, by 

adding the congestion information topic of the road  Y 

where the client 10 is located, to the subscription  list 

D11, based on the current position of the client 10 , and 

deleting the congestion information topic of the ro ad X 

through which the client 10 has passed, from the 

subscription list D11.  Then, when the subscription  list 

D11 is changed, the subscription request unit 102 

transmits a subscription request message to the bro ker 20. 

 [0043] 

 For example, when receiving the message from the 

server 30 in order to perform a billing process on a toll 

road, the subscription request unit 102 adds the bi lling 

information topic related to the billing process to  the 

subscription list D11.  At this time, the subscript ion 

request unit 102 determines the billing information  topic 
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as "urgent topic", and sets the connection type to 

"connection A".  By doing so, when the connection w ith the 

broker 20 is established immediately before perform ing the 

billing process on the toll road, even when the bat ch 

delivery of messages associated with the congestion  

information topic, accumulated from the broker 20, is 

performed at the same timing as the billing process , the 

client 10 transmits and receives messages associate d with 

the billing information topic using the connection A, and 

performs the batch delivery of messages associated with 

the congestion information topic using the connecti on B.  

Since this prevents the transmission and reception of the 

messages associated with the billing information to pic 

from being delayed due to the batch delivery, the c lient 

10 and the server 30 can reduce the possibility tha t the 

client 10 passes through the toll gate of the toll road 

before the transmission and reception of messages 

necessary for the billing process are completed. 

 [0044] 

 (Connection Monitoring Process of Client and Broke r) 

 Next, a connection monitoring process of the clien t 

10 and the broker 20 will be described with referen ce to 

Fig. 9. 

 Fig. 9 is a processing flow for explaining a 

connection monitoring process of a client and a bro ker 
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according to an embodiment of the present invention . 

 Hereinafter, the connection monitoring process of 

the connection A of the client 10 will be described  as an 

example, but the same connection monitoring process  is 

performed for the connection B of the client 10. 

 [0045] 

 Pattern 1 in Fig. 9 is an example showing the flow  

of connection monitoring process when the client 10  is 

located within the wireless communication range. 

 When the connection A is established with the brok er 

20, the connection state monitoring unit 105 of the  client 

10 transmits a connection confirmation message to t he 

broker 20 using the connection A at every predeterm ined 

connection determination time (for example, 60 seco nds) 

(step S201). 

 [0046] 

 When the connection A is established with the clie nt 

10, the client connection monitoring unit 204 of th e 

broker 20 checks the state of connection with the c lient 

10, based on whether or not the connection confirma tion 

message has been received, using the connection A w ithin 

the connection determination time (step S202).  Whe n 

receiving the connection confirmation message from the 

client 10, the client connection monitoring unit 20 4 of 

the broker 20 determines that the connection with t he 
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client 10 is normally maintained.  At this time, th e 

client connection monitoring unit 204 of the broker  20 

transmits a response message to the connection 

confirmation message to the client 10 (step S203). 

 The client 10 receives the response message from t he 

broker 20 within a predetermined response determina tion 

time (for example, 5 seconds) after transmitting th e 

connection confirmation message, thereby determinin g that 

the connection A is normally connected (step S204).  

 [0047] 

 On the other hand, Pattern 2 in Fig. 9 is an examp le 

showing the flow of connection monitoring process w hen the 

client 10 is located outside the wireless communica tion 

range, such as underground. 

 When the client 10 enters the area out of the 

wireless communication range, the connection state 

monitoring unit 105 of the client 10 transmits a 

connection confirmation message (step S201), but th e 

connection confirmation message does not reach the broker 

20 because it is out of the wireless communication range.  

Therefore, since the response message is not return ed from 

the broker 20 within the response determination tim e, the 

connection state monitoring unit 105 of the client 10 

determines that the connection A has been disconnec ted 

(step S204). 
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 [0048] 

 Further, the client connection monitoring unit 204  

of the broker 20 checks the state of connection wit h the 

client 10, based on whether or not the connection 

confirmation message has been received, using the 

connection A within the connection determination ti me 

(step S202).  In the example of the pattern 2, sinc e the 

connection confirmation message cannot be received from 

the client 10 within the connection determination t ime, 

the broker 20 determines that the connection A of t he 

client 10 is not normally connected, and disconnect s the 

connection A of the client 10 (step S205). 

 The client 10 and the broker 20 repeat the above-

described connection monitoring process for each of  the 

connection A and the connection B to determine whet her or 

not each of the connection A and the connection B i s 

normally connected. 

 [0049] 

 (Message Process by Broker) 

 Next, a message process of the broker 20 will be 

described with reference to Figs. 10 and 11. 

 Fig. 10 is a first processing flow for explaining a 

message process by a broker according to an embodim ent of 

the present invention. 

 First, a message process in a state where the clie nt 
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10 and the broker 20 are normally connected will be  

described with reference to Fig. 10. 

 When a message is transmitted from the client 10, 

the message process is performed as follows. 

 The message transmission unit 103 of the client 10  

designates the topic and the connection type (conne ction A 

and connection B) set for the topic, based on the i ssue 

list D12 (Fig. 4), and transmits the message to the  broker 

20 (step S211).  For example, when transmitting the  

"message A1" associated with the billing informatio n topic, 

the message transmission unit 103 of the client 10 

transmits the "message A1" to the broker 20 using t he 

connection A, based on the issue list D12 (step S21 1_A).  

At this time, the message transmission unit 103 of the 

client 10 encrypts the "message A1" to be transmitt ed 

using the connection A, and then transmits the mess age. 

 Upon receiving the "message A1" from the client 10 , 

the message delivery unit 203 of the broker 20 spec ifies 

the delivery destination of the "message A1", based  on the 

subscription information table D22 (Fig. 6) (step S 212). 

 When specifying the delivery destination (for 

example, the server 30) requesting the subscription  of the 

billing information topic designated in the "messag e A1", 

the message delivery unit 203 of the broker 20 chec ks 

whether or not the delivery destination is normally  
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connected (step S213). 

 Then, when the delivery destination is normally 

connected, the message delivery unit 203 of the bro ker 20 

delivers "message A1" to the delivery destination ( server 

30) (step S214). 

 [0050] 

 Further, when transmitting the "message B1" 

associated with the current position topic of the c lient 

10, the message transmission unit 103 of the client  10 

transmits the "message B1" to the broker 20 using t he 

connection B, based on the issue list D12 (step S21 1_B).  

At this time, the message transmission unit 103 of the 

client 10 transmits the message without encrypting the 

"message B1" to be transmitted using the connection  B. 

 Upon receiving the "message B1" from the client 10 , 

the message delivery unit 203 of the broker 20 spec ifies 

the delivery destination of the "message B1" based on the 

subscription information table D22 (step S212). 

 When specifying the delivery destination (for 

example, the server 30) requesting the subscription  of the 

current position topic of the client 10 designated in the 

"message B1", the message delivery unit 203 of the broker 

20 checks whether or not the delivery destination i s 

normally connected (step S213). 

 Then, when the delivery destination is normally 
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connected, the message delivery unit 203 of the bro ker 20 

delivers "message B1" to the delivery destination ( server 

30) (step S214). 

 [0051] 

 When a message is transmitted from the server 30, 

the message process is performed as follows. 

 For example, the server 30 transmits "message X1" 

associated with the billing information topic, as a  

response to "message A1" which has been received ea rlier 

(step S215). 

 Upon receiving the "message X1" from the server 30 , 

the message delivery unit 203 of the broker 20 spec ifies 

the delivery destination of the "message X1" based on the 

subscription information table D22 (Fig. 6) (step S 212). 

 When the message delivery unit 203 of the broker 2 0 

specifies the delivery destination (for example, th e 

connection A of the client 10) requesting the subsc ription 

of the client billing information topic designated in the 

"message X1", the message delivery unit 203 of the broker 

20 checks whether or not the delivery destination i s 

normally connected (step S213). 

 Then, when the delivery destination is normally 

connected, the message delivery unit 203 of the bro ker 20 

delivers "message X1" to the delivery destination 

(connection A of the client 10) (step S214). 
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 [0052] 

 In the present embodiment, since the broker 20 and  

the server 30 are always connected, the message del ivery 

unit 203 of the broker 20 may omit step S213 of che cking 

the connection state when the delivery destination is the 

server 30. 

 [0053] 

 Fig. 11 is a second processing flow for explaining  a 

message process by a broker according to an embodim ent of 

the present invention. 

 Next, a message process in a state where the 

connection between the client 10 and the broker 20 is 

disconnected will be described with reference to Fi g. 11. 

 For example, it is assumed that the client 10 move s 

out of the wireless communication range such as 

underground, and connection A and connection B are 

disconnected.  At this time, when the server 30 tra nsmits 

the "message Y1" associated with the congestion 

information topic (step S215), similarly to the flo w of 

Fig. 10, the message delivery unit 203 of the broke r 20 

specifies the delivery destination of the "message Y1" 

(step S212), and checks the connection state of the  

delivery destination (step S213).  When the connect ion B 

of the client 10, which is the delivery destination  of the 

"message Y1", is disconnected, the message delivery  unit 
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203 of the broker 20 stores and accumulates the "me ssage 

Y1" in the storage medium 210 (step S216). 

 Similarly, when the server 30 transmits the "messa ge 

Z1" associated with the service area (SA) informati on 

topic (step S215), the message delivery unit 203 of  the 

broker 20 performs the same processes (step S212 an d step 

S213), and when the delivery destination (connectio n B of 

the client 10) is disconnected, the "message Z1" is  stored 

and accumulated in the storage medium 210 (step S21 6). 

 [0054] 

 When the client 10 moves to the wireless 

communication range, the connection processing unit  101 of 

the client 10 performs the connection process and t he 

subscription process of the connection A and the 

connection B (steps S102 and S103 and steps S105 an d S106 

in Fig. 7).  In Fig. 11, the subscription process i s not 

shown. 

 When the connection A and the connection B are 

established, the authentication processing unit 104  of the 

client 10 transmits, as the authentication process (step 

S104 of Fig. 7), the "message A2" associated with t he 

authentication information topic of the client 10 ( step 

S211). 

 Similarly to the flow of Fig. 10, the message 

delivery unit 203 of the broker 20 specifies the de livery 
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destination of the "message A2" (step S212), checks  the 

connection state of the delivery destination (step S213), 

and delivers the "message A2" to the delivery desti nation 

(server 30) (step S214). 

 When the "message X2" associated with the 

authentication information topic is transmitted fro m the 

server 30 as a response to the "message A2" (step S 215), 

the message delivery unit 203 of the broker 20 perf orms 

the same process as described above, and delivers t he 

"message X2" to the client 10 using the connection A 

(steps S212 to S214). 

 [0055] 

 In parallel with the delivery of the message 

("message X2") associated with the authentication 

information topic of the connection A of the client  10, 

the message delivery unit 203 of the broker 20 deli vers in 

a batch the normal messages accumulated in the stor age 

medium 210. 

 More specifically, when the connection B of the 

client 10 is established, the message delivery unit  203 of 

the broker 20 reads messages ("message Y1" and "mes sage 

Z1") associated with the topic that the client 10 r equests 

subscription using the connection B, among the mess ages 

accumulated in the storage medium 210, and delivers  in a 

batch these accumulated messages (step S217). 
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 By doing so, even when the accumulated normal 

messages are delivered in a batch from the broker 2 0, the 

client 10 can subscribe to the normal messages deli vered 

in a batch using the connection B, in parallel with  

transmission and reception of urgent messages such as 

messages associated with the authentication informa tion 

topic using the connection A.  This makes it possib le to 

prevent the process requesting immediacy such as an  

authentication process from failing due to delays i n 

transmission and reception of urgent messages by ba tch 

delivery of normal messages. 

 [0056] 

 (Hardware Configuration of Client and Broker) 

 Next, the hardware configuration of the client 10 

and the broker 20 of the present embodiment will be  

described with reference to Fig. 12. 

 Fig. 12 is a diagram showing a hardware 

configuration example of a client and a broker acco rding 

to an embodiment of the present invention. 

 [0057] 

 A computer 900 includes a CPU 901, a main storage 

device 902, an auxiliary storage device 903, an inp ut and 

output interface 904, and a communication interface  905. 

 The client 10 described above is mounted on the 

computer 900.  Similarly, the broker 20 described a bove is 
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mounted on a computer 900 different from the comput er on 

which the client 10 is mounted.  The operations of the 

respective processing units of the client 10 and th e 

broker 20 described above are stored in the auxilia ry 

storage device 903 of each computer 900 in the form  of a 

program.  The CPU 901 reads the program from the au xiliary 

storage device 903, develops the program into the m ain 

storage device 902, and executes the above process 

according to the program.  Further, the CPU 901 of the 

client 10 secures the storage area corresponding to  the 

storage medium 110 in the main storage device 902, in 

accordance with the program, and the CPU 901 of the  broker 

20 secures the storage area corresponding to the st orage 

medium 210 in the main storage device 902 in accord ance 

with the program.  The CPU 901 secures a storage ar ea for 

storing data under processing in the auxiliary stor age 

device 903 in accordance with the program.  Further , the 

computer 900 is connected to the external storage d evice 

910 through the input and output interface 904, and  the 

storage area corresponding to the storage medium 11 0 of 

the client 10 or the storage medium 210 of the brok er 20 

may be secured in the external storage device 910.  

Further, the computer 900 is connected to the exter nal 

storage device 920 through the communication interf ace 905, 

and the storage area corresponding to the storage m edium 
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110 of the client 10 or the storage medium 210 of t he 

broker 20 may be secured in the external storage de vice 

920. 

 [0058] 

 In at least one embodiment, the auxiliary storage 

device 903 is an example of a non-transitory tangib le 

medium.  Other examples of non-transitory tangible medium 

include magnetic disks, magneto-optical disks, CD-R OMs, 

DVD-ROMs, semiconductor memories, and the like conn ected 

through the input and output interface 904.  Furthe r, when 

this program is delivered to the computer 900 throu gh a 

communication line, the computer 900 receiving the 

delivered program may develop the program in the ma in 

storage device 902 and execute the above process. 

 [0059] 

 Further, the program may be for realizing a part o f 

the above-described functions.  Further, the progra m may 

be a so-called differential file (differential prog ram) 

which realizes the above-described function in comb ination 

with other programs already stored in the auxiliary  

storage device 903. 

 [0060] 

 Further, the broker 20 and the server 30 may be 

constituted by one computer 900 or may be constitut ed by a 

plurality of computers connected to be communicable . 
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 [0061] 

 (Function and Effect) 

 As described above, the client 10 according to the  

present embodiment includes a connection processing  unit 

101 that establishes a connection A for transmittin g and 

receiving urgent messages, and a connection B for 

transmitting and receiving normal messages, to and from a 

broker 20; a subscription request unit 102 that des ignates 

the urgent messages received using the connection A , and 

the normal messages received using the connection B , for 

each topic, among messages received from the broker  20; 

and a message transmission unit 103 that designates  the 

urgent messages to be transmitted using the connect ion A, 

and the normal messages to be transmitted using the  

connection B, for each topic, among messages to be 

transmitted to the broker 20. 

 With such a configuration, even when the broker 20  

delivers in a batch the accumulated normal messages  after 

the broker 20 and the client 10 are reconnected, th e 

client 10 can subscribe to the normal messages deli vered 

in a batch using the connection B, in parallel with  

transmission and reception of urgent messages using  the 

connection A.  Therefore, the client 10 can suppres s 

delays in transmission and reception of urgent mess ages, 

due to receiving processing of normal messages deli vered 
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in a batch. 

 [0062] 

 Further, in the connection process of the connecti on 

B, the above-described connection processing unit 1 01 of 

the client 10 sets "message accumulation necessity"  

included in the connection information of the conne ction B 

to "necessary" so as to request the broker 20 to 

accumulate the normal messages that the broker 20 i s 

requested to subscribe to, while the connection B i s 

disconnected. 

 With such a configuration, while the connection B 

with the broker 20 is disconnected because the clie nt 10 

enters the area out of the wireless communication r ange, 

such as underground, the client 10 can store a norm al 

message transmitted from the server 30 or the like in the 

broker 20.  Then, after the client 10 moves to a pl ace 

where the wireless communication state is stable an d the 

connection B is reconnected, the client 10 receives  the 

accumulated normal messages delivered in a batch fr om the 

broker 20, thereby suppressing the missing of the n ormal 

message. 

 On the other hand, the connection processing unit 

101 sets "message accumulation necessity" included in the 

connection information of the connection A as 

"unnecessary" in the connection process of the conn ection 
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A, so the urgent message is not accumulated in the broker 

20.  Therefore, after the connection A is reconnect ed, the 

broker 20 does not deliver in a batch the accumulat ed 

messages, so the client 10 can immediately transmit  and 

receive the urgent messages without being interrupt ed by 

the batch delivery in the connection A. 

 [0063] 

 The above-described client 10 further includes an 

authentication processing unit 104 that performs 

authentication with the server 30.  After the conne ction A 

with the broker 20 is established, the authenticati on 

processing unit 104 transmits and receives a messag e 

associated with the authentication information topi c with 

the server 30 using the connection A. 

 With such a configuration, even when the client 10  

is receiving normal messages delivered in a batch f rom the 

broker 20 using the connection B, the client 10 can  

transmit and receive urgent messages used for the 

authentication process with the server using the 

connection A.  Thus, there is no delay in transmiss ion and 

reception of urgent messages related to the authent ication 

process with the server 30, and it is possible to s uppress 

a failure of processing, such as not completing the  

authentication process within the requested time. 

 [0064] 



- 54 - 

 The above-described broker 20 is connectable to th e 

client 10 and the server 30 through the network, an d 

mediates transmission and reception of messages ass ociated 

with each topic between the client 10 and the serve r 30.  

The broker 20 includes a connection information sto rage 

unit 201 that stores as connection information used  for 

connection with the client 10, connection informati on 

(client ID and connection type) of a connection A f or 

transmitting and receiving urgent messages, and con nection 

information (client ID and connection type) of a 

connection B for transmitting and receiving normal 

messages, for each client 10; a subscription inform ation 

storage unit 202 that stores subscription informati on for 

linking an urgent topic and the connection informat ion of 

the connection A and subscription information for l inking 

a normal topic and the connection information of th e 

connection B, based on a request of the client 10; and a 

message delivery unit 203 that based on the subscri ption 

information, delivers the urgent messages associate d with 

the urgent topic to the client 10 using the connect ion A 

while the connection A is established, delivers the  normal 

messages associated with the normal topic using the  

connection B while the connection B is established,  and 

accumulates the normal messages associated with the  normal 

topic while the connection B is disconnected. 
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 With such a configuration, while the connection A 

and the connection B with the client 10 are disconn ected, 

the broker 20 does not accumulate the urgent messag es but 

stores the normal messages.  Therefore, after the 

connection A and the connection B with the client 1 0 are 

reconnected, the broker 29 can deliver in a batch t he 

normal messages without performing the batch delive ry of 

the urgent message.  As a result, after connection A and 

connection B with the client 10 are reconnected, th e 

broker 29 can deliver urgent messages using the con nection 

A, while continuing batch delivery of the accumulat ed 

normal messages by using the connection B.  Therefo re, the 

broker 20 can suppress delay of transmission and re ception 

of urgent messages used for the authentication proc ess, 

the billing process, and the like, by batch deliver y 

processing of accumulated normal messages. 

 [0065] 

 Although the embodiment of the present invention h as 

been described in detail above, the present inventi on is 

not limited to these as long as it does not deviate  from 

the technical idea of the present invention, and so me 

design change and the like are also possible. 

 For example, in the above-described embodiment, an  

aspect in which the broker 20 and the server 30 are  

connected to one wired communication, but the prese nt 
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invention is not limited to this.  Two wired commun ication 

connections of connection A and connection B may be  

established between the broker 20 and the server 30 .  In 

this case, according to the contents of the message , the 

server 30 also may transmit and receive an urgent m essage 

using the connection A and transmit and receive a n ormal 

message using the connection B.  As described above , it is 

possible to further suppress the delay of transmiss ion and 

reception of a message as soon as possible. 

Industrial Applicability 

 [0066] 

 According to the client, the broker, the communica ti

on system, the communication method, and the progra m, whic

h are described above, it is possible to suppress a  delay 

in transmission and reception of messages requiring  immedi

ate transmission due to batch delivery processing o f accum

ulated messages executed at the time of reconnectio n. 

Reference Signs List 

 [0067] 

 1 communication system 

 10, 10a, 10b, 10c client 

 101 connection processing unit 

 102 subscription request unit 

 103 message transmission unit 

 104 authentication processing unit 
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 105 connection state monitoring unit 

 110 storage medium 

 2 information center 

 20 broker 

 200 MQTT function unit 

 201 connection information storage unit 

 202 subscription information storage unit 

 203 message delivery unit 

 204 client connection monitoring unit 

 30, 30a, 30b server 
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Claims 

 

[Claim 1] 

 A client which is connectable to a broker, and 

transmits and receives messages associated with eac h topic 

to and from a server through the broker, the client  

comprising: 

 a connection processing unit that establishes a 

first connection for transmitting and receiving a f irst 

message, and a second connection for transmitting a nd 

receiving a second message, among the messages, wit h the 

broker; 

 a subscription request unit that requests the brok er 

to subscribe to the first message associated with a  first 

topic, using the first connection, by designating t he 

first topic, and to subscribe to the second message  

associated with a second topic, using the second 

connection, by designating the second topic; and 

 a message transmission unit that transmits to the 

broker, the first message associated with a third t opic, 

using the first connection, and transmits to the br oker, 

the second message associated with a fourth topic, using 

the second connection. 

 

[Claim 2] 
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 The client according to claim 1, 

 wherein the connection processing unit requests th e 

broker to accumulate the second message that the br oker is 

requested to subscribe to, while the second connect ion is 

disconnected. 

 

[Claim 3] 

 The client according to claim 1 or 2, further 

comprising: 

 an authentication processing unit that performs 

authentication with the server, 

 wherein after the first connection with the broker  

is established, the authentication processing unit 

transmits and receives the first message associated  with a 

topic used for the authentication with the server, using 

the first connection. 

 

[Claim 4] 

 A broker which is connectable to a client and a 

server through a network and mediates transmission and 

reception of messages associated with each topic be tween 

the client and the server, the broker comprising: 

 a connection information storage unit that stores,  

as connection information used for connection with the 

client, connection information of a first connectio n for 
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transmitting and receiving a first message, and con nection 

information of a second connection for transmitting  and 

receiving a second message, among the messages, for  each 

client; 

 a subscription information storage unit that store s 

subscription information for linking a first topic and 

connection information of the first connection and 

subscription information for linking a second topic  and 

connection information of the second connection, ba sed on 

a request of the client; and 

 a message delivery unit that, based on the 

subscription information, delivers the first messag e 

associated with the first topic to the client using  the 

first connection while the first connection is esta blished, 

delivers the second message associated with the sec ond 

topic to the client using the second connection whi le the 

second connection is established, and accumulates t he 

second message associated with the second topic whi le the 

second connection is disconnected. 

 

[Claim 5] 

 A communication system comprising: 

 the client according to any one of claims 1 to 3; 

 the broker according to claim 4; and 

 a server that transmits and receives a message to 
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and from the client through the broker. 

 

[Claim 6] 

 A communication method of transmitting and receivi ng 

messages for each topic between a client and a serv er 

through a broker, the method comprising: 

 a step of establishing a first connection for 

transmitting and receiving a first message, and a s econd 

connection for transmitting and receiving a second message, 

among the messages, between the broker and the clie nt; 

 a step of requesting the broker to subscribe to th e 

first message associated with a first topic, using the 

first connection, by designating the first topic, a nd to 

subscribe to the second message associated with a s econd 

topic, using the second connection, by designating the 

second topic; and 

 a step of transmitting to the broker, the first 

message associated with a third topic, using the fi rst 

connection, and transmitting to the broker, the sec ond 

message associated with a fourth topic, using the s econd 

connection. 

 

[Claim 7] 

 A program causing a computer of a client which is 

connectable to a broker and transmits and receives 
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messages for each topic to and from a server throug h the 

broker, to function as: 

 a connection processing unit that establishes a 

first connection for transmitting and receiving a f irst 

message, and a second connection for transmitting a nd 

receiving a second message, among the messages, wit h the 

broker; 

 a subscription request unit that requests the brok er 

to subscribe to the first message associated with a  first 

topic, using the first connection, by designating t he 

first topic, and to subscribe to the second message  

associated with a second topic, using the second 

connection, by designating the second topic; and 

 a message transmission unit that transmits to the 

broker, the first message associated with a third t opic, 

using the first connection, and transmits to the br oker, 

the second message associated with a fourth topic, using 

the second connection. 


