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A service client sends a device information request to biometric authentication middleware, the 
biometric authentication middleware forwards the device information request to a biometric 

authentication client, the biometric authentication client forwards the device information request to an 
identity authentication detector, the identity authentication detector obtains device information of user 
equipment that includes a device identity and returns a device information response that includes the 
device information to the biometric authentication client, the biometric authentication client returns 

the device information response to the biometric authentication middleware, and the biometric 
authentication middleware returns the device information response to the service client

210

220

230

The service client determines a biometric authentication type of the user, obtains biometric data of the 
user of the biometric authentication type, and sends a local biometric authentication request that 

includes the biometric data to the biometric authentication middleware; the biometric authentication 
middleware forwards the local biometric authentication request to the biometric authentication client; 

the biometric authentication client performs biometric feature verification on the user identity by 
using the biometric data and returns a local biometric authentication response that includes a 

verification result to the biometric authentication middleware; and the biometric authentication 
middleware returns the local biometric authentication response to the service client

The service client sends a registration information request packet including a service account identity 
to a service server, and receives a registration information response packet returned by the service 
server, where the registration information response packet is signed by an authentication server by 

using a server private key and then sent to the service server, and includes a server public key 
corresponding to the server private key and a virtual account identity corresponding to the service 

account identity and generated by the authentication server after receiving the registration information 
request packet forwarded by the service server

240

When the local biometric feature verification result is a success, the service client sends the 
registration information response packet to the biometric authentication middleware, and the 

biometric authentication middleware forwards the registration information response packet to the 
biometric authentication client; the biometric authentication client forwards the registration 

information response packet to the identity authentication detector; and the identity authentication 
detector performs signature verification on the registration information response packet by using the 
server public key, and obtains a biometric feature token corresponding to biometric data used by the 
user during the latest successful local biometric verification from the token and key manager after 
signature verification succeeds, to generate a corresponding service public key and service private 
key, and saves a correspondence among the virtual account identity, the biometric authentication 

type, a biometric authentication token, and the service private key; the identity authentication detector 
encapsulates the device identity, the virtual account identity, the biometric authentication type, the 

biometric feature token, and the service public key into a registration request packet, and returns the 
registration request packet to the biometric authentication client after the token and key manager signs 
the registration request packet by using a device private key of the user equipment; and the biometric 

authentication client returns the registration request packet to the biometric authentication 
middleware, and the biometric authentication middleware returns the registration request packet to the 

service client

250The service client sends the registration request packet to the service server, and the service server 
forwards the registration request packet to the authentication server, so after a biometric 

authentication center server performs signature verification on the registration request packet by using 
a device public key of the user equipment, the authentication server saves a correspondence among 

the device identity, the virtual account identity, the biometric authentication type, the biometric 
feature token, and the service public key
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