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A service client sends a device information request to biometric authentication middleware, the
biometric authentication middleware forwards the device information request to a biometric
authentication client, the biometric authentication client forwards the device information request to an
identity authentication detector, the identity authentication detector obtains device information of user
equipment that includes a device identity and returns a device information response that includes the
device information to the biometric authentication client, the biometric authentication client returns
the device information response to the biometric authentication middleware, and the biometric
authentication middleware returns the device information response to the service client
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The service client sends a registration information request packet including a service account identity
to a service server, and receives a registration information response packet returned by the service
server, where the registration information response packet is signed by an authentication server by

using a server private key and then sent to the service server, and includes a server public key
corresponding to the server private key and a virtual account identity corresponding to the service
account identity and generated by the authentication server after receiving the registration information
request packet forwarded by the service server
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The service client determines a biometric authentication type of the user, obtains biometric data of the
user of the biometric authentication type, and sends a local biometric authentication request that
includes the biometric data to the biometric authentication middleware; the biometric authentication
middleware forwards the local biometric authentication request to the biometric authentication client;
the biometric authentication client performs biometric feature verification on the user identity by
using the biometric data and returns a local biometric authentication response that includes a
verification result to the biometric authentication middleware; and the biometric authentication
middleware returns the local biometric authentication response to the service client
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When the local biometric feature verification result is a success, the service client sends the
registration information response packet to the biometric authentication middleware, and the
biometric authentication middleware forwards the registration information response packet to the
biometric authentication client; the biometric authentication client forwards the registration
information response packet to the identity authentication detector; and the identity authentication
detector performs signature verification on the registration information response packet by using the
server public key, and obtains a biometric feature token corresponding to biometric data used by the
user during the latest successful local biometric verification from the token and key manager after
signature verification succeeds, to generate a corresponding service public key and service private
key, and saves a correspondence among the virtual account identity, the biometric authentication
type, a biometric authentication token, and the service private key; the identity authentication detector
encapsulates the device identity, the virtual account identity, the biometric authentication type, the
biometric feature token, and the service public key into a registration request packet, and returns the
registration request packet to the biometric authentication client after the token and key manager signs
the registration request packet by using a device private key of the user equipment; and the biometric
authentication client returns the registration request packet to the biometric authentication
middleware, and the biometric authentication middleware returns the registration request packet to the
service client
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The service client sends the registration request packet to the service server, and the service server
forwards the registration request packet to the authentication server, so after a biometric
authentication center server performs signature verification on the registration request packet by using
a device public key of the user equipment, the authentication server saves a correspondence among
the device identity, the virtual account identity, the biometric authentication type, the biometric
feature token, and the service public key
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the service account 1der1t1ty, encapsulate the virtual account identity and a
server public key into a registration information response packet, and send the
registration information response packet to the service server after signing the

registration information response packet by using a server private key
corresponding to the server public key, so the service server forwards the
registration information response packet to the user equipment

v

Receive a registration request packet of the user equipment from the service
server, and sign the registration request packet by using a device key of the
user equipment, where the registration request packet includes a device
identity of the user equipment, the virtual account identity, a biometric
authentication type, a biometric feature token, and a service public key; and
send the registration request packet to a biometric authentication center
server, and receive a signature verification result returned by the biometric
authentication center server after performing signature verification on the
registration request packet by using a device public key corresponding to the
device identity

v

Save a correspondence among the device ideNtity, the virtual account
identity, the biometric authentication type, the biometric feature token, and
the service public key after signature verification on the registration request

packet succeeds, to perform identity authentication on the user account
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A service client sends a device information request to biometric authentication middleware, the
biometric authentication middleware forwards the device information request to a biometric

an identity authentication detector, the identity authentication detector obtains device information
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client returns the device information response to the biometric authentication middleware, and the
biometric authentication middleware returns the device information response to the service client

authentication client, the biometric authentication client forwards the device information request to

includes the device information to the biometric authentication client, the biometric authentication
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The service client sends an authentication information request packet inciuding the device identity
to a service server, and receives an authentication information response packet returned by the
service server, where the authentication information response packet is signed by an authentication
server by using a server private key and then sent to the service server, and includes a server
public key corresponding to the server private key and a virtual account identity corresponding to
the device identity and obtained by the authentication server after receiving the authentication
information request packet forwarded by the service server
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The service client obtains biometric data of a biometric authentication type used by a user during
registration, and sends a local biometric authentication request that includes the biometric data to
the biometric authentication middleware; the biometric authentication middleware forwards the
local biometric authentication request to the biometric authentication client; the biometric
authentication client performs biometric feature verification on the user identity by using the
biometric data, and returns a local biometric authentication response that includes a verification
result to the biometric authentication middleware; and the biometric authentication middleware
returns the local biometric authentication response to the service client

v

When the local biometric feature verification result is a success, the service client sends the
authentication information response packet to the biometric authentication middleware, and the
biometric authentication middleware forwards the authentication information response packet to
the biometric authentication client; the biometric authentication client forwards the authentication

information response packet to the identity authentication detector; the identity authentication
detector performs signature verification on the authentication information response packet by
using the server public key, obtains a biometric feature token corresponding to biometric data used

by the user in the latest successful local biometric verification from the token and key manager
after signature verification succeeds, obtains a service private key corresponding to the biometric
authentication type, the virtual account identity in the authentication information response packet,
and the biometric feature token from a stored correspondence among the virtual account identity,
the biometric authentication type, the biometric feature token, and the service private key,

the biometric feature token into an authentication request packet, and returns the authentication
request packet to the biometric authentication client after signing the authentication request packet
by using the service private key; the biometric authentication client returns the authentication
request packet to the biometric authentication middleware, and the biometric authentication
middleware returns the authentication request packet to the service client

v

public key and a registered biometric feature token corresponding to the virtual account identity,
the device identity, and the biometric authentication type
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encapsulates the device identity, the virtual account identity, the biometric authentication type, and _/

The service client sends the authentication request packet to the service server, so the service 330
server forwards the authentication request packet to the authentication server, and the _/
authentication server performs identity authentication on the user based on a registered service
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Receive an authentication information request packet of user equipment from
a service server, where the authentication information request packet includes
a device identity of the user equipment, obtain a virtual account identity
corresponding to the device identity, encapsulate the virtual account identity
and a server public key into an authentication information response packet,
and send the authentication information response packet to the service server
after signing the authentication information response packet by using a server
private key corresponding to the server public key, so the service server
forwards the authentication information response packet to the user
equipment

v

Receive an authentication request packet of the user equipment from the
service server, and sign the authentication request packet by using a service
public key, where the authentication request packet includes the device
identifier of the user equipment, the virtual account identity, a biometric
authentication type, and a biometric feature token; and obtain a registered
service public key and a registered biometric feature token corresponding to
the device identity, the virtual account identity, and the biometric
authentication type that are in the authentication request packet

v

Perform signature verification on the authentication request packet by using
the registered service public key, and perform identity authentication on the
user based on the biometric feature token in the authentication request packet
and the registered biometric feature token

FIG. 6

6/9

610

620

630



User equipment

Token and ke; Identity Biometric Biometric Authentication
manager Yy authentication authentication authentication Service client Service server server
= detector client middleware
| | | | | | |
| | | [ L . | | |
. . . - Device information . .
| [ ] Device information request | |
i - Device information request -t | |
! request - ! !
-
| | | |
| > Obtain a device | |
N identity N N
! Device information I
| response . Device information ]
. Ll Tesponse Device information icati -
| - response . f/\uthepncatmn Authentication
. - Information request information request
| g packet - packet
I I L o >
. . . 7 Obtain biometric data Search for a virtual
i i | | basedona determined account identity and
biometric generate an
| | | | authentication type authentication
i | | | verification code
] Local biometric Server private key
! | L Local biometric authentication request signature
honticafi -
| | . request -« o Authentication
| | N . ] Authentication information response
. N Local biometric information packet
| | feature verification Local biometric . response packet -
i | Local biometric authentication o
! ! authentication response response -
»
| | Ll > | |
i | Authentication . Authentication | |
. . thenticati i jon response information response . .
| ]  information response packet . packet | |
| packet - - . .
| -t | |
- B
| ’ L | | |
Biometric feature Server public key . . . .
token request signam ! ! ! ! !
verification N N N . .
" 3 | | | | |
Biometric . . . .
feature token | | | | |
Ll Encapsulate an | | | | |
> authentication . . . .
] request packet | | | | |
i Search for and sign | | | | |
- aservice private key - . . .
| | | | |
. Authentication .
| request packet Authentication | | |
i request packet Authentication ] | |
: request packet Authentication ] .
! o request packet Authentication —
1 P request packet
| | .
! I I I Verify an
| | | | authentication <
i | | | verification code
. . . . Service public key
| | | | signature verification
| | | | and biometric feature
token comparison
| | | |
| | | | Authentication result
| | | | . -
result ¢
| | | | -t

7/9



Other hardware

CPU Nonvolatile
memory
Memory
FIG. 8

Service client

Biometric authentication
middleware

Biometric authentication client

Identity authentication detector

Token and key manager

FIG. 9

8/9




Registration information
response unit

Registration request receiving
unit

Registration information
storage unit

FIG. 10

Authentication information
response unit

Authentication request receiving
unit

Signature verification and
authentication unit

FIG. 11

9/9




