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102

Receive an access request initiated by an access user for a target invoice by using a
client, the target invoice being encrypted and stored in the blockchain

104
v 10

Determine, in response to the access request, whether the access user has authority
to access the target invoice

| /- 106

In response to that the access user has the authority to access the target invoice,
invoke decryption logic provided in a predetermined smart contract to decrypt
ciphertext data of the target invoice stored in the blockchain, and return decrypted
plaintext data of the target invoice to the client
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Receive a creation request initiated by a creation user for the target invoice by using
a client

| /- 204

Determine an invoice issuer and an invoice receiver of the target invoice in response
to the creation request

| o 206

Invoke an encryption logic provided in the smart contract, to separately encrypt
plaintext data of the target invoice based on keys corresponding to the invoice issuer
and the invoice receiver, and add encrypted ciphertext data of the target invoice and
user identifiers of the invoice issuer and the invoice receiver of the target invoice to

the blockchain for storage
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