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FI LE TRANSFER SYSTEM CROSS REFERENCES TO RELATED APPLI CATI ONS Thi s
application clains the benefit of U S. Provisional Patent Application No.
60/ 065, 533, _ wp solpg1zpanes of Maurice Haff et. al., entitl edpéctriussmrzizanster
System For Direct Transfer Between Conputers" (Attorney Docket No. V16089),
filed on 5 Novenber 13, 1997; U.S. Provisional Patent Application No.
60/ 085, 427, in the nanmes of Maurice Haffet. al., entitled "File Transfer
Systenf (Attorney Docket No. V160G7H TRANSFERSYEYEM  1998; and U. S
Provi sional Application No. 60/100,962, filed Septenber 17, 1998; the
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1.  Field of the Invention

The present invention relates to transferring computer files electronically from

one location to another, and more particularly to electronic transfer of computer files
directly between two Or more computers or computing devices.
15 2 ac und of the Invention elate
Expedited delivery of documents has for generations been of great concern to
people and of great importance to their business interests. Methods of effecting
expedited document delivery have progressed to include same day/next day physical
delivery using international and domestic airways and roadways, as well as electronic
20  delivery using interconnected networks of computers and telecommunications
equipment, worldwide. | Complex logistics systems have been erected by both
government and commercial enterprises to effect relatively secure physical delivery
of documents from the sender to the recipient. Examnples include overnight express
mail delivery offered by the U.S. Postal Service and express delivery service provided
25 by private companies such as Federal Express, United P&cel 'Service, and DHL.
Chuées for delivery services rendered are typically on fixed fee basis (per delivery),
_ with payment made at the time the service is performed, or made via a pre arranged
account with tﬂe service provider or a third party credit provider (e.g. VISA or Master

Card). .
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to a counterpart commnications server oh another [ocal area networ
t hrough a publ i andfiletmansfesprotocol (FTP), both widely employed on the Internet. Examples of

electronic transfer mechanisms in use across the public switched telephone network

(PSTN) include facsimile transmissions, as well as file transfers using modems and

various embodiments of computer programs enabling data communications between
15  computers.

Hybrid systems are also employed to provide remote access to files stored on
network servers. These hybrid systems typically employ specialized communications
servers connected on a local area network and interconnected to a counterpart
communications server on another local area network through a public network such

20 as the Internet. Alternatively, a remote PC may be permitted to login to a
communications server using a dial-up connection through the PSTN. Ofien referred
to as "virtual private networks" or VPN, these hybrid systems typically employ
encrypting techniques to create relatively secure data packets for transmission
through client-server connections across public networks. An example of a VPN

25  product is Alta Vista, a software product available from Digitai Equipment
Corporation.

The approaches, as embodied in the physical and the electronic document
delivery systems in use today, exhibit a number of shortcomings. While being
relatively secure, slower express mail and delivery services are more costly to the

30 sender than more immediate delivery electronic alternatives. With electronic
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Examples of an approach employing e-mail servers are cc:Mail available from
Lotus Development Company, and Microsoft Mail available from Microsoft
Corporation. An example of a system employing FTP servers and Web servers for
15  IP networks is Netscape Navigator available from Netscape Communications
Corporation. Each of these systems requires intermediary computers that function as
servers to store text messages or document files for later retrieval by the intended
recipient. All of these systems require user login to a server and downloading of
files. Thus, direct transfer of a specific file from a sending PC to a specific recipient
20  atareceiving PC is not enabled by these systems, nor is the simultaneous exchange
of files between multiple computers.
A variation of the e-mail concept is manifested in a recently introduced file
transfer service called "e-Parcel" available over the Internet from Mitsubishi
America. "e-Parcel" is a pay subscription service employing client-server
25  connections through the Internet. A similar system called "NetDox" is available from
NetDox, Inc. Both of these products employ client software to provide automatic
login to a mediating server that forwards a transferréd file to a registered recipient
when the recipient logs in to the mediating server. E-mail addresses are used to
create unique identifiers for each registered user for file routing and billing purposes.

30 However, direct transfer of a file from the sender to the recipient without login to the
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success. In physical delivery systems for expedited service, payments are often made

for charges to a billing account accumulated monthly, with the account numbers
being recorded on an "airbill" that accompanies the document package. A record of
15 the transaction must be captured, usually by a manual process, and entered into a
computer accounting system. The United States Postal Service (USPS), as well as
other national postal systems, have long offered mechanical postage meters for
placing "metered stamps" on envelopes to be sent through the mail. These
mechanical postage meters must be taken by the user to a "post office" to be reset.
20  This enables a postal service to capture payment for future services to be delivered.
A variation of the traditional postal meter is a newer technology electronic
postage meter offered by Pitney Bowes, Iné., called "PERSONAL POST OFFICE"®.
The electronic postage meter can be reset over telephone lines with charges made to |
a Pitney Bowes "POSTAGE BY PHONE"® account. Pitney Bowes also offers a
25  "Post Office for the PC" product that enables "metered" post marks to be printed onto
envelopes using a personal computer printer. A peripheral device attached to the
personal computer serves as the postage repository, with postage downloaded via
modem over telephone lines.
Payment for the service provided by e-Parcel is via a prearranged flat rate

30  monthly charge, with the charge being determined upon registration based upon



significant cost, as the nunber of users and system use increases. Another
limtation of store and forward (nediated transfer) servers is that
concentrati onRyghedsignsmtted files represents a systemleve L5y

failure that increases both security and reliability risks. L’E@% 97; In
any docunent delivery system physical or ée_ troni c, a manageabl e net hod

of obtaining paynent for the services ren €¥%d to the user is a critical
|

el enent for suc gl [ LVELY.:SYS . i) er N
paynents are offpg r?tacggl SP 2%{; ﬁcﬁkrgggi#oﬁ% %éqyl%&ﬁg% 5@%@3%@2@85%1@ ﬁﬁ on
nmonthly, with theandfed@erviceNhasIden abiGdrtiSed mrdﬁ%s Qfeéfor eathi Bld dent thidigh an
acconpani es the docunent package. A record of 15 the transaction nust be
captured, usual lesPargebsareerudlayment s she sarvlice pravided bniNgtlox dapuis aia NetDox
accounting system The,United States Postal Service (USPS), as well as

ot her national pE5YeLSORYatedifENSeave | ong of fered nechani cal postage meters
for placing <neteredysd; arcON I S 0 : ' :
These machanlscal posttzrggéﬁﬁg?rg?lssﬁﬂis’c?, gng&f(é%es%qga; iﬁﬁﬁé)u%éggr&?{ge%%g%&mmc

office" to be readeumendfile deliveryeseaitebasednpeh dhe NetDoxcgrotincts agd aise bpssdnent
for future services to be delivered. A variation of the traditional postal

meter is a neweranothes R8s Ande fasward, peryen basedgrrodustesalld r'oga”" ngvaplablee from

can be rosel overiHBIeRERD el IR he ES sidbrehathi oty RS, M mBRR.

" POSTAGE BY PHONfgchftieht daiRept§drvicEfdr elicBetsseAbsisblRhéLd BilingccountfiAat will
Ofice for the PC' product that enables "netered" post marks to be printed

onto envel opés uhs chgrgeddfor eashalocement file septrthrough theAlUP8 senviers: al  devi ce
ttached to th l. ter t ost a reposi , W t

P05t age. downl oaded viEICHBHE HANEHsas dgrion &g PSTR: Spaffattonds CCIRE GEAD Koo

provided by e- Pa%f}ﬁ{nife B, Wg%f&ﬁ@%eﬁréét,ai}nrﬁé’&iﬁgﬁ&d sSRR Botn SRR Sty

wi th the charge belng determhed upon registration based upon
interception. However, facsimile transmissions can pose a multitude of transmission

management and processing problems for both the sender and recipient. For
15  facsimile transmissions, the "service providers" are the local and long distance
telephone companies that charge for the connect time required to send a fax,
Examples of devices using CCITT Group 3 facsimile transmission standards
are widely deployed fax machines available from a multitude of manufacturers, such
as Hewlett Packard Corporation and Panasonic Corporation. Additional examples
20  of devices employing the Group 3 facsimile standard are the widely deployed PC fax
modermns available from manufacturers such as US Robotics Corporation. Both fax
machines and fax modems communicate over the PSTN. An emerging technology
is transmission of fax images over the Internet. While fax devices enable direct
transmission of a specific document image from a sender to a specific recipient, the
25  transmissions are not in the original file format of the document transmitted and
typically suffer degraded visual quality. PC fax transmissions result in very large file
sizes driving requirements for large storage capacity.
Unlike facsimile image transmissions, electronic file transfers across networks
or through the PSTN using modems can render document files to the recipient in

30  native format, whether text, graphics, drawings, video, or sound. Such files may
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intranets or extranets, or through the PSTN, require a multitude of process steps and

a significant degree of user training.

15 An example of an approach designed to provide user access to document files
across a network is described in U.S. Patent No. 5,634,057. This patent describes
groupware, in which multiple users logged on to a network can interactively
collaborate regarding various aspects of documents such as form and content.
Typically, groupware suffers from its own complexity of use and does not enable

20  direct transmission of a specific file from one PC to another PC, or a simultaneous
exchange with multiple PCs.

Another example of an approach accomplishing file transfers directty from a
sending PC to areceiving PC through the PSTN, and in some instances through the
Internet, is a class of products described as "remoteware”. Within this category,

25 specific products such as "pcAnywhere", available from Symantéc Corporation,
enable a user to login from one computer to another computer and effectively take
control of the operation and stored files of the computer onto which login was
accomplished. However, direct transfer of files without the third party security risk
of login and control is not provided. Additionally, products such as "DynaComm",

30 available from FutureSoft Engineering, Inc., are designed to provide dial-up terminal
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on to a network can interactively coll aborate regardi ng various aspects of
docunents such aending emlsege Slsite enly one PC at a manually entered IP address. No restrictions
can be placed on when or where files can be transmitted, nor from whom they are
received. Simultaneous exchange of files with more than one PC is not enabled nor
suggested. Furthermore, no PSTN communication and no etror checking or
15  verification of the file transfer is provided. Moreover, no indication of where files
originate from is provided. In addition, no communication or file controls are
enabled. Also, it is not possible to request a file from a PC operating the Wormbhole
computer program, not is any form of file transport security provided.
~ Another example of an approach that enables direct PC to PC communication
20  through the PSTN, developed by the current applicant, is the AEGIS Document
Imaging System (ADIS). In ADIS, document management and communication
functions are integrated to provide a system for creating a virtual PC network
interconnected through the PSTN. In addition to imaging capable PC equipment,
ADIS requires specific communication hardware (e.g., SatisFAXtion 400 fax modem
25  developed by Intel Corporation, available from Pure Data, Ltd., Ontario, Canada),
and uses a file transfer mechanism built into the SatisFAXtion board controlled by
the ADIS computer program. No capability for direct file transfer across the PSTN
using widely deployed standard Hayes compatible data modems, or across a TCP/IP
network, is included in ADIS. Moreover, file requests can be made from one ADIS
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computers. Moreover, with DropChute+ all transfers and commands take place on

a single port. If more than one event is to occur, all events are multiplexed through
the single port. Furthermore, if a user wants to send a file to a group of destinations,
15 there is simply no way to do it under DropChute+.

Thus, there is a need for a system to provide immediate and secure assured
delivery of documents from sender to recipient which retains the positive aspects of
the prior art, but does not suffer from its shortcomings.

SUMMARY OF THE INVENTION
20 In view of the foregoing, the present invention is directed to providing a
communication system for effecting peer to peer electronic transfer of computer files
between PCs across the Internet, private intranets and extranets, and the PSTN.

File transfers are via the Internet, private intranets or exfranets, and the PSTN
without login to the remote computer and without intermediate storage of the files on

25  anintervening computer. The present invention enables simultaneous transfers and
incorporates functions including certified return receipt for transported files, transport
initiation directly from any companion application program, and mechanisms for

effecting payment to a service provider for each transported file.



can be placed on when or where files can be transmtted, nor from whom they
are received. Sinultaneous exchange of files with nore than one PC is not
enabl ed nor suggested. Furthernore, no PSTN comuni cati on and no error
checking or 15yge H'xfication of the file transfer is provi dggﬂ"%@r over,
no indication of ere files originate fromis provided. In addi 6 o
communi cation or file controls are enable W%AI_ 0, it is not possible to
request a file froma PC operating the Wrntiole conputer program nor is

any formof file tran ] . ' s s
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i ntegrated to provtervessieyef bmiomat of thetfilagtransmiftedial PC net wor k

I nterconnected through, the PSIN. Ln .addi.tion to,inmagi. capabl e .P
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fromPure Data, Ltd., Ontario, Canada), and uses a file transfer mechani sm
built into the SattervEsigicomplteaother thanrtolebtablishya ¢cdremaficstionsatineay.pr ogr am
No capability for dirgct file, transfer acra,ss tJle PSTN using w dely

depl oyed standard Hay&Be pigssshinventionis furthepdicsried i9,rroading & cQmuRyRi¢ation Sy shemy
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Page -8- station Dy ano ation, but Tile requests can

restricted to a ppsgentfat eitissr #lid 2AdinfdPidieivirt POL TR, @fentbles Sle@myterts betvaden
systens is that polling of a renpte conputer, when such capability is

present, occlfrs BésiatpssheduledSimepredetgrmuingd by shegsenderequired to receive many
fil _es frommany diff e;r&%%rdijnegsgo' ar}xags'pgc Sof thE rirtn}e%ﬁloran‘,rtu ix'rjren%r(])g is directed to a file

transfer system for transferring files between a local computer and at least one

destination computer selected from a list of destination computers. The transfer is

across at least one communications pathway, including a computer network and a

15  public switched telephone network. The file transfer system includes a file selector

that selects at least one file stored on the local computer for transferring to the at least

one destination computer(s); a destination selector that selects, from a list of the at

least one remote computer(s), at least one destination computer to which the file will

be transferred; a transmitter that transfers the selected file(s) to the destination

20  computer(s) via the communications pathway without storing the selected file(s) on
any intermediate computers; and a receiver that receives the transferred file(s).

According to another aspect of the file transfer system of the present

invention, the transmitter also includes a compressor that compresses files prior to.

transmission. The receiver also includes a decompressor that decompresses all

25  compressed files upon receipt. Preferably the compressor compresses every file prior

to transmission. Alternatively, the compressor only compresses user selected files.

The transmitter also includes an encryptor that encrypts each file prior to

transmission, The reéeiver also includes a decryptor that decrypts each file upon

receipt. In such a file transfer system the encryptor encrypts every file prior to

30  transmission.



of the destinations is busy, causing the polling conputer to repeatedly
attenpt to contact the destination before ultimately tim ng out: Another
exanpl e of a known file transfer systemis DropChute+, available from

Hi | graeve, |ngy nroe M chigan. Drop Chute+ utilizes a gj t,

t hus 10 Iinﬂitiongkgic\)ﬁmmni cation to one other conmputer at on§"f’lﬂJﬁ§"/ﬁ9’5

Dr opChut e+ cannot communi cate si nmul taneou§£§/e_§(§_r ansfer files in parallel)
with one or nore other conputers. Mrreover,”with DropChute+ all transfers
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i ncor porates functi orikhe trenkmitten glsodndludes et enatypion thae emirpits $adected files priot d
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each transport eduﬂdnl r%ceipt, whfSn agﬁendent upon the policy of a service provider, the number
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of credits in the local machine may be modified at least one additional credit upon
each successful file transfer employing encryption.
Additionally, the file transfer system can also include a credit purchaser that

15 requests additional credits from an outside source in response to a uset's request, the
outside source validating accounting information of the user and dispensing
additional credits if the account information is validated.

According to a preferred embodiment, the file transfer system also includes
a transmission error doctor that determines an amount of a file successfully

20  transferred when the file being transferred has been interrupted during transmission.
The transmission error doctor transmits the portion of the file not yet transferred
when an error-free connection between the local computer and the destination
computer is established, thereby resulting in the destination computer receiving the
file without errors.

25 According to a preferred embodiment, the file transfer system also includes
a scheduler that schedules a file transfer at a time selected by a local computer user,
thereby permitting the file transfer to occur without the presence of the local
computer uset.

The receiver can also include a recorder that records attributes of all file

30  transfers. In such systems, the recorder can also inform an independent certifying



The present invention is further directed to providing a comrunication
systemthat enables file transfers between PCs in native format w t hout
requiring engagg el conversion of the format of the files transmtted.
The present-invention is further directed to providing a cdfftHP¥#7%n
system5 that enables file transfers betwe PCs wi thout a requirenent
for login to an intervening conputer(nr1ﬁgﬁﬁgh to establish a
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the sel ectefh i kifanesusineceining Mietimtes FORIHHIEHR; tranBiElitiers. ENRY trdsmiitietis
receives the transferred file(s). According to another aspect of the file
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files. The transmi tt &he rdcsiver ¢anlalrddnclude agate herpeor thatselectvely upd suteautically e
prior to
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15  accepts file transfers based upon the authenticated identity of a transmitting
computer.

In certain preferred embodiments, the file transfer system includes an index
generator that defines an index that can be requested by a remote computer via the
communications pathway. The index includes at least one file of which the remote

20  computer can request a copy via a file transfer. In such systems, the index can also
include an associated remote computer which has exclusive access to the index.

In certain preferred embodiments, the file transfer via the communications
pathway occurs without logging onto any intermediate store and forward computers
and without logging onto the destination computer.

25 In preferred embodiments, the file transfér system may effect simultaneous
transfer of files contained in specific destination linked directories at muitiple remote
computers by triggering file transfer initiation at the remote combuters with a transfer

request.



transm ssion. The receiver also includes a decryptor that decrypts each
file upon receipt. In such a file transfer systemthe encryptor encrypts
every file prior to 30 t ransm ssi on. Page -10- In accordance with a
preferred ept¥APHR8MY, the file transfer system of the inverRGTHUSIHRET

I ncludes a credit sufficiency verifier that determ nes whether the |ocal
conputer has sufficient credits to transfR@geddch selected file. The credit

sufficiency verifier allows the transmtter to operate only when sufficient
credits are found. TAscordingsgpinrefermsd pmbpdispeng;ariteriacandiednypkeddn sreatngiathg

to established transte osts... Eurt hecnore.  the edi kNt
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correspondi ng t eAhlEsd $ePRl nuribérakE(e) dbstivabh althentfdaBEh E&desOr each | ocal
conputer is displayed on the | ocal conputer. The transmtter al so includes

an encryptor that enfngpteferses axchastiment each devioe inchidesat least adésplaysnonitorThe
recei ver also includes a, decryptor fhat decrypts each encrypted file upon
ool pt. whet ci RERESER UitR IO, ASAIB GRorage NG o& ReyhoBids 20 Bing devige. s
nunber of creditg jn the lo chi L fi e

addi ti onal creditct% uponé%géhﬁgéﬁgagg’s%*@ugr#wcgﬁ frdg%g*egrﬁgﬁp ‘gsl'))i %Se&aeﬁr?\%reﬁyg%%n.

Addi tional l'y, thavingl drag 8 dedpefunsiisiatity. Cc Bactaiewce opdrude adofipatbr iprogtamifas er
that 15 requests additional credits froman outside source in response to
a user’s requestcontrplling aysicae funstions andiiaj chmpuier progTashfomy Windowsraperetingf

BN T N e T
FI T2 LICLACH, O gERsL AR Rt O boumors ssomrmpiof
i nt errupted dur icogtrolliag $Hkfinotions and system communications; graphics modules that call
or create display windows for indicating candidate files that can be transmitted
(transmit windows), candidate personal computer destinations to which files can be
transmitted (destination windows), and transmitted files that have been sent or
15 received (event log window); and controls for initializing and invoking system
operating criteria via dialog windows.

According to a preferred embodiment, a computer data signal embodied ina
propagation medium is provided. The signal enables a variable number of data
transfers and includes an initial connection source code segment and a data transfer

20  source code segment. The initial connection source code segment establishes a
connection between two devices via predetermined listening ports, with at least one
predetermined listening port residing within each device. The initial connection
source code segment also dynamically assigns a first data port within a first device,
and transmits the address of the first data port to a remaining device via the

25  predetermined listening ports.

The data transfer source code segment is for each of the variable number of
data transfer operations. The data transfer source code segment dynamically assigns
a second data port within the remaining device. The second data port corresponds to
the first data port within the first device. The data transfer source code segment

30  transfers data between the connected devices via the data ports so that the data is



The transm ssion error doctor transmts the portion of the file not yet
transferred when an error-free connection between the |ocal conputer and

t he desti nat uter is established, thereby resulting in the

destinati on corrpé {e;? receiving the file without errors. 25 PCT/US38/24373
According to a preferred enbodi nent, the f|| transfer system al so incl udes
a schedul er that schedules a file transfg? ‘a time select ed by a |l ocal
conput er user, ere ttin he .fil r ansf er. t hout . t IS
presence of theq E@Q&}i@p "fi‘%? \582%{1‘ dr%gg"e TP&v a’é‘ﬁ‘tﬂe’é‘}’g‘ 4 eﬁ'{?gsgm
recorder that r 1§£ HEatd" oﬁh' Eadiepal of ﬁfs@raaaesreaond 'i‘.laﬁdlﬁbrts is
systens, the recor an al so |nf rman i ndependent certifying Page
-11- conputer Oéstaﬂished)mtrespomﬁetdachlxbimnimgqmstfcmnnwtmm,t he file transfer | s
successful. The recorder can also informthe | ocal ut er of attribu
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notification of jffhineatiohadf fthd réhhininputevice Mshﬁt@ﬁs lﬁ}ohi &he C‘x@ﬂmmm%1 device,
simul taneously transfer files to nul'tiple destination conputéers through

separate and di Bettiermors rtheummirwnn@ptmacﬂ@uwsmdnxgmnnbmun@ude 8i Sﬁlelcm’ty
the recei ver can si nul t aneous receive file tra@Ffers fro
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of 10 St ! apetuibn bS] sk Badst 1ﬁ§hotnr StofddAf o ifst Rlvice dfd gﬁmuio&@r S.
The transmtter 1S capable sumtaneous y transferring files to multiple
desti nat i onoconath eassfers diok ddvides nbewithiadhe hstmﬁdmmammxdsnumﬁst &m e poefeyred

exchange (send and receive) any nunber of files with | ti pl e, conputers,
embodiment, each device substantially simultaneously sends and receives data to and

from multiple devices.

The signal may also include a return receipt source code segment that

generates and sends a return receipt. The return receipt typically includes point of

15  origin, destination, and successful completion information, and is sent from the
device that received the data transfer to the device that transferred the data upon
successful completion of the data transfer.

The signal may also include a certifying source code segment that
communicates with an independent certifying processor that verifies return receipts

20 for point of origin, destination, and successful completion information. The
independent certifying processor sends verification certification to the device that
originated the data transfer upon successful completion of the data transfer. The
return receipt source code segment also generates and sends a return receipt from the
device that received the data transfer to the independent certifying processor upon

25  successful completion of the data transfer.

Preferably socket data structures are dynamically managed and each data port
is represented by a socket data structure. Further, each device may store the socket
data structures in a linked list in order to manage the flow of data transfers. The
linked list is traversed to enable substantially simultaneous data transfers.



The receiver can also include a gate keeper that selectively and
automatically 15 accepts file transfers based upon the authenticated

identity of gvot&éﬂg{n' tting conputer. In certain preferred ﬁg@g&ﬁg}aﬁ%zx t he

file transfer sy m i ncl udes an index generator that defi t hat
can be requested by a renote conputer vic}%%ﬁg_comruni cations pathway. The
i ndex includes at |east one file of whi chStHe renote 20 conputer can

request a copy via a.file rn%&?. l.n.s e ' - al

i ncl ude an associ at &crstgﬁ'ﬁ]trg%'c?s)l &c@ﬁe&hc?ééﬁt%égéee@méﬁeedtgﬂéaﬁgﬁﬁ%ﬁ ﬁ?‘g

i ndex. I n cert ghpniRkeAR% (raekfa ioaHs ARA Hetects Bachf datLtrinsfrsh oFderit@dédirt credit
comuni cati ons pat hway occurs w thout |ogging onto any intermedi ate store

and forward confpother sreditchcapurtiaifier haygiassfubdate transfede skhendata stansferpuedy. 25

In preferred enbodinents, the file.transfer system .effect sinultaneous
transfer of fi|ReEmitidh eﬁﬁ“g?)g‘éﬁ‘”fq“&t{l%gi"?%‘%{'tl}aéﬁ‘r;ﬁ-c?'ﬁ?éﬁregw'ectori es at

multiple regote co | | | bW dol @b

remt 6 conpters. wi Eiea Rt epkiBRE! clibduint, GE SRR WAL Hilluloskng
preferred enmbodystehy isteirhediate computess otheottad thesearstablibiog ancamnrenications
including (a) location in file structure, (b) file type, (c) file date &
time, (d) enbedershiwerwithouhlogging onsethe(deptivption; compubss, and Wheutdatermediatsdes.

In a preferred einbodiﬁﬁnt each, devi ce. i ncl udes_at 1east a di splay nonitor,

a 5  processorSiaEh ohEaRsgredd %?%%%%88“%8%8%‘{3 ‘a_keyboard, a pointing
device, a communi catdQBrdifh % bAgeferRAtrb LRl taRiiiRHieedkviod HERER an

operating system having drag & drop functionality. Each device operates a

conput er priogr agnchyptingsotires| dode gegment dhnat fenonypisosedectadddata poiapta wansprisgjemm

for a windows opes aeg,iai}gceiving device includes a decrypting source code segment that decrypts
each encrypted file upon receipt. Data transfer credits comprise a definite number of
credits. The number of credits in the transmitting device is modified at least one
additional credit upon each successful data transfer employing encryption.

15 - The signal may also include a credit request source code segment that requests
additional credits from an external credit processor in response to a request for
additional credits from a device. The external credit processor validates account
information of the requcsﬁng device and dispenses additional credits if the account
information is validated.

20 The signal may also include an index source code segment that defines an
index for request by remote devices via a connection. The index is associated with
at least one destination and lists information representative of at least one file that the
remote devices can request. Devices corresponding to the associated destination have
exclusive access to the index. An index request source code segment may be

25  provided that permits a requesting device fo select a particular remote device to
which a request for an index will be sent. The request is sent to the selected remote
device. In response to the request, the remote device returns the index to the
requesting device. Then, the requesting device stores the index in a storage device.
An index transfer source code segment may also be provided that, in response to each

30 file listed in the index being selected by the requesting device, permits the requesting



environment. Each device is connected to the plurality of conmmuni cation
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associated device in response to the detection.

The signal may also include an active connection monitoring source code
segment, a validating source code segment, and a monitoring source code segment.

15  The active connection monitoring source code segment periodically determines
whether each remote device in a list of at least one remote devices is currently
actively connected to a communications pathway accessible to a local device. The
validating source code segment validates each remote device in the list of at least one
remote devices that is currently actively connected to the communications pathway

20  accessible to the local device, The monitoring source code segment defers a file
transfer to a time when the destination device becomes actively connected to the
communications pathway accessible to the local device if the selected destination
device is not currently actively connected to the communications pathway accessible
to the local device.

25 The signal may also include a parallel polling source code segment that causes
alocal device to poll a directory on at least one of the remote devices. The directory
is associjated with an assigned destination. The local device requests all data within
the directory to be transferred to the local device, Thus, multiple remote devices are
substantially simultaneously polled and the data is transferred substantially
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manage the flow of data transfers.
identifying information of the remote device. The identifying information is

15  transmitted from the remote device. In addition there is a comparing of the remote
device's identifying information with a list of destination identities stored in the local
device. Data transfers from devices not within the list of destination identities are
prohibited. According to a preferred embodiment, the local device substantially
simultaneously sends and receives data.

20 The method may also include generating and sending a return receipt,
including point of origin, destination, and successful completion information, from
a device that received a data transfer to a device that transferred data after successful
completion of the data transfer. In addition, the method may further include
communicating with an independent certifying processor that verifies return receipts

25  for point of origin, destination, and successful completion information. The
independent certifying processor sends a verification certification to a device that
originated the data transfer upon successful completion of the data transfer. Thus,
the device that received the data transfer generates and sends a return receipt to the

independent certifying processor upon successful completion of the data transfer.
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destination. The associated destination is a specific destination, and devices

corresponding to the specific destination have exclusive access to the index. The

associated destination may alternatively be a general destination, such that any remote
15  device has access to the index.

A requesting device may be permitted to select the remote device where a
request for an index will be sent. When the request is sent to the selected remote
device, the remote device returns the index to the requesting device, and the
requesting device stores the index in a storage device. When any file listed in the

20  index is selected by the requesting device, the requesting device requests that a copy
of the selected file be transferred from the remote device. In response to the request,
the remote device transfers each file.

According to a preferred embodiment, each device may include a variable
number of destination linked directories, each associated with another device. Each

25  destination linked directory is a file storage area on the device or accessible to the
device. In this case, the method also includes detecting storing of at least one data
file in the destination linked directory and initiating a transfer of the detected data file
to the associated device in response to the detection.

According to a preferred embodiment, the method also includes periodically

30  determining whether each remote device in a list of at least one remote device is



renote devices can request. Devices corresponding to the associ ated
destination have exclusive access to the index. An index request source
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and data is transferred substantially simultaneously to the local device from all of the
multiple remote devices. Further, the data transfers to the assigned destination.
The established connection may include more than one connection, with each
15 connection being between two devices via a different pair of listening ports. In this
case, each device selects listening ports from a predetermined range of available
ports.
Another file transfer method is provided that enables data transfer between a
local device and at least one remote device. The method includes establishing a
20  connection with the remote device via preestablished listening ports that reside within
each device; receiving an address of a first data port from the remote device via the
listening ports; dynamically assigning a corresponding second data port
(corresponding to the first data port within the remote device) within the local device,
each data port within each device enabling a data transfer; and transferring data
25  between the connected devices via the data ports. Thus, the data is substantially
simultaneously transferred to multiple remote devices via the dynamically assigned
data ports. After establishing the connection, data transfer characteristics may be
transmitted. Further each local device may substantially simultaneously send and

receive data to and from multiple devices.
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linked list is traversed to enable substantially simultaneous data transfers.

15 The method may also include maintaining and monitoring data transfer credits
and detecting each data transfer in order to debit a credit account after a successful
data transfer. The data transfer is only permitted when the device initiating the
transfer has sufficient credits.

The method may also include requesting additional credits from an external

20 credit processor in response to a request from a device for additional credits. In this
case, the external credit processor validates account information of the requesting
device and dispenses additional credits if the account information is validated.

The method may also include defining an index that can be requested by
remote devices via the initial connection. The index includes at least one file that the

25  remote computer can request a copy of via the data transfer, and an associated
destination. A requesting device may be permitted to select the remote device where
a request for an index will be sent. When the request is sent to the selected remote
device, the remote device returns the index to the requesting device, and the
requesting device stores the index in a storage device. When any file listed in the

30  index is selected by the requesting device, the requesting device requests that a copy
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that is currently actively connected to the communications pathway accessible to the

local device. A file transfer is deferred to a time when the destination device

15 becomes actively connected to the communications pathway accessible to the local

device if the selected destination device is not currently actively connected to the

communications pathway accessible to the local device.

According to a preferred embediment, the method also includes polling a

directory on at least one of the remote devices (the directory is associated with an

20  assigned destination) and requesting all data within the directory to be transferred to

a local device. Thus, multiple remote devices are substantially simultaneously polled,

and data is transferred substantially simultaneously to the local device from all of the
multiple remote devices. Further, the data transfers to the assigned destination.

A file transfer device is provided that transfers data with at least one remote

25  device. The file transfer device includes at least one listening port through which a

control connection is established with the remote device. The control connection is

utilized to determine a remote data port for transferring data, each data port enabling

a data transfer. At least one dynamically assigned data port is for data transfer with

the remote data port, the data being substantially simultaneously transferred with

3¢  multiple remote devices via the dynamically assigned data ports. The control
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completion of the data transfer.

Preferably socket data structures are dynamically managed and each data port
is represented by a socket data structure. Further, each device may stqre the socket
data structures in a linked list in order to manage the flow of data transfers. The

20  linked list is traversed to enable substantially simultaneous data transfers.

The file transfer device may also include a credit system that maintains and
monitors data transfer credits and detects each data transfer in order to deduct credit
from a credit account after a successful data transfer. The data transfer is only
permitted when the device initiating the transfer has sufficient credits. The number

25  of available credits for the device may be dynamically displayed on the device.

According to a preferred embodiment, a transmitting device includes an
encrypting system that encrypts selected data prior to transmission. Further, a
receiving device includes a decrypting system that decrypts each encrypted file upon
receipt, Data transfer credits comprise a definite number of credits. The number of
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l'ocal device,  exelusive access to the index. An index request system may be provided that permits

a requesting device to select a particular remote device to which a request for an

index will be sent. The request is sent to the selected remote device. In response to
15 the request, the remote device returns the index to the requesting device. Then, the

requesting device stores the index in a storage device. An index transfer system may

also be provided that, in response to each file listed in the index being selected by the

requesting device, permits the requesting device to request a copy of the selected file

to be transferred from the remote device. The remote device transfers each file in
20  response to the request.

Each device may also include a variable number of destination linked
directories that are associated with another device. Each destination linked directory
is a file storage area on the device or accessible to the device. A destination linked
directory management system is then provided that detects storing of at least one data

25 filein the destination linked directory and initiates a transfer of the detected data file
to the associated device in response to the detection.

The file transfer device may also include a parallel polling system that causes
a local device to poll a directory on at least one of the remote devices. The directory
is associated with an assigned destination. The local device requests all data within

30 the directory to be transferred to the local device. Thus, multiple remote devices are
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the remote device's identifying information. The identifying information is
transmitted from the remote device. Each device may substantially simultaneously

15  send and receive data,

The control connection may also include a selective acceptance system that
compares the remote device's identifying information with a list of destination
identities stored in the first device and prohibits data transfers from devices not
within the list of destination identities.

20 The file transfer device may also include a return receipt system that generates
and sends a return receipt. The return receipt typically includes point of origin,
destination, and successful completion information, and is sent from the device that
received the data transfer to the device that transferred the data upon successful
completion of the data transfer.

25 The file transfer device may also include a certifying system that
communicates with an independent certifying processor that verifies return receipts
for point of origin, destination, and successful completion information. The
independent certifying processor sends verification certification to the device that
originated the data transfer upon successful completion of the data transfer. The

30  return receipt system also generates and sends a return receipt from the device that



transfer has sufficient credits.. The nethod nmay al so i nclude requesting
additional credits froman external 20 credit processor in response to a
request frona,a g,%ﬁ e for additional credits. In this case, the external
credit proceYSor?{&)idates account information of the requBSVPN§2Rice and
di spenses additional credits if the accoynt ipformation is validated. The
nmet hod may al so include defining an inde agleh%{] can be requested by renote

devices via the_initial npectd on... The, i ndex i ncludes at |east one fi
Chat Cthe 25 rebived Bis % BRSaR e duiepeifin pofityng prkeror dapn Shroentpl,
and an associ at ggnpleséd Hthe dita tAnkRfUEsting device may be permitted to
sel ect the renote device where a request for an index will be sent. Wen
the request is sent Rrefetdbly seketalatadtmeturdsaraédynamicallyhnanagatdam ekeliidat port

returns the index to the requesting device,_and the reqyestin% devi ce
stores the i ndeld represented by apocket\datastrogives, Burfher; ¢ach device gay;siqrg ghesgpeket

I ndex is sel.ect e est eyl ' ; egest s
that a copy > g‘gag%-mzu- sg?gti %‘E&Qe e%tae/rggﬁol &eiglga e%ﬁ?@eﬁ%aggﬁagﬁe{shgfhe
renote device. [ihedlRiBittavened EeeriabisubstattiARCdimbithifeould diRIRMEfess. t 0 the
request. According to a preferred enbodi ment, each device may include a
vari abl e nunber of ddwifiletanséer deviekmay dlse inlusieiaseditraguestsysten thatdaintains

anot her devi ce. ch destination.linked djrectqry. is file storage
area on the dev?‘ggmB?é‘gﬁéé@iﬁaBF t ﬁ'ﬂ?%ﬁ@n gﬁcff .eac}hg?tﬁih?“ifg%@," F\"et°rfL¢$&(9d
al so includes d ' | NG, asdnsRne fded ,g | »
destination |i n%gﬁ%%g?%% a;%d %Srﬁﬁl idgtt%i ng faé?'t rngs tea'r 0 fétrE?aB tlggtné%cddat a
file to theloassohemthedeviewinitiating thetasfiardat sufficient efedits.i Amumfee of availableo a
preferred enbodi nent, the, nethod al so includes periodically 10

det er mi ni ng whet% fonthe dexinsmaayses dxnamieally displayegionthe dgwise. one renpt e

device is

According to a preferred embodiment, a transmitting device includes an
encrypting system that encrypts selected data prior to transmission. Further, a
receiving device includes a decrypting system that decrypts each encrypted file upon
15 receipt. Data transfer credits comprise a definite number of credits. The number of
credits in the transmitting device is modified at least one additional credit upon each
successful data transfer employing encryption.
The file transfer device may also include a credit request system that requests
additional credits from an external credit processor in response to a request for
20  additional credits from a device. The external credit processor validates account
information of the requesting device and dispenses additional credits if the account
information is validated.
The file transfer device may also include an index system that defines an index
for request by remote devices via a connection, The index is associated with at least
25  one destination and lists information representative of at least one file that the remote
devices can request. Devices corresponding to the associated destination have
exclusive access to the index. An index request system may be provided that permits
a requesting device to select a particular remote device to which a request for an
index will be sent. The request is sent to the selected remote device. In response to

30 the request, the remote device returns the index to the requesting device. Then, the



currently actively connected to a conmuni cati ons pathway accessible to a

| ocal device; and validating each renpte device in the list of at |east one
renote devic tP js currently actively connected to the ni_cati ons
pat hway accegé'f) /g&#o the local device. Afile transfer is g%%’ 0 a
time when the destination device 15 becgnes 5activel y connected to the
conmmuni cati ons pat hway accessible to the ®eat>device i f the sel ected

destination device is, nqt .currently actively connected tqQ the

Communt cati ons. pHARGpE et Lbs Deindtin Atatede dhie An et finsty sygem may
preferred enbodi | : | g s [ t

| east one of theﬂ?ﬂ%ﬁfgb@%&@?ﬂ{%ﬁéﬁg ilté]g%:cp g?f/hlﬁgcll g!stggg?lgg ggﬁ%s? {?thg%ggﬂe
assi gned dest i nateqoesting device pemnits the regubstihatdevice tdtequesta cdpy ef thersglettad fite
transferred to a | ocal device. Thus, nultiple renote devices are .
substantial |y sitpbe Eansiuegd from therpmole devigs. a The ramels dedice dansirssagh dilain y

si mul t aneousl.y tgo t ogal jce fromall of the multiple renote devices.
Furt her, thesdat%'fs?&‘%ﬁgqggge&%&'he assigned destination. Afile transfer

device is provided tIgdcht é6Visd &fay A8 Andthidd) adari 486 nufiber lof @stination linked
device. The file transfer device includes at |east one |listening port

t hr ough whi ch a divertorigs thay areeassdcinted with anothéri demied. Fachhdestivatiemiinked dérectory,
The control connectjon is utilized to, determ ne a renpte da ort. far
Lransterring datis BEcHTaRsEEaeF e desise oF gooesuiae o franriice A Artiinetion Tked
dynam cal | y assi gpgesl, | ] | : ?_)ggeada%
port, the data being rgﬁxj@? gégﬂ[i%ng )I%fnglfsnd\jﬁlgﬁz@gg fﬁ%&gi%ﬁ%f%ﬁ%?

mul tiple renmte filk\dhdedestiratioh dinkleddirdctoay biyd Abtddteyetlardfdraf der desectddidata file

control Page -21- connectjon may be further utilized to exchange data
transfer char act torthe assegiated device in respensede thecdetepipns ubst ant i al | y

stmultaneously send afd f268he dAHR i AR inbLEL: PlahbioidlfY)steiP that causes

a local device to poll a directory on at least one of the remote devices. The directory

is associated with an assigned destination. The local device requests all data within
15  the directory to be transferred to the local device. Thus, multiple remote devices are
substantially simultaneously polled, and the data is transferred substantially
simultaneously to the local device from all of the remote devices. Further, the data
transfers to the assigned destination.
The file transfer device may also include an active connection monitoring
20  system that periodically determines whether each remote device in a list of at least
one remote devices is currently actively connected to a communications pathway
accessible to a local device; a validating system that validates each remote device in
the list of at least one remote devices that is currently actively connected to the
communications pathway accessible to the local device; and a monitoring system that
25  defers a file transfer to a time when the destination device becomes actively
connected to the communications pathway accessible to the local device if the
selected destination device is not currently actively connected to the communications
pathway accessible to the local device.
A data file delivery system is provided for delivering data files between a

30  variable number of devices. The data file delivery system includes a variable number



The file transfer device may also include a return recei pt systemthat
generates 5 and sends a return receipt. The return receipt typically

i ncl udes poi w 9332 rigin, destination, and successful conpletiaon

i nf or mati on, AN f‘glsent from the device that received the S 3Aster to
the device that transferred the data upoE S
transfer. The file transfer device may a8 ¥hclude a certifying system
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for the device may _be dynam cally displayed on the device. According to a

preferred enbodfensding. dittleashdbs filq soprerof the dostinatinashaman initigting suptery foem
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u&gessful conpl etion of the data
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file source or the destination. Each file source is also a destination having a receiving
15  system for storageless receiving of files sent via storageless sending by at least one
other peer system acting as a subsequent file source at the same time that the
transmitting system operates,
Each peer may also include a variable number of destination linked directories,
each associated with another device. Each destination linked directory is a file
20  storage area on the device or accessible to the device. Each peer may also include a
destination linked directory management system for detecting storing of at least one
data file in the corresponding file storage area and for controlling the initiating
system to initiate operation of the transceiver system in response to the detection.
Each peer system may also include a return receipt system for genérating and
25  sending a return receipt including point of origin, destination, and successful
completion information, from each destination peer system receiving the selected
files to the file source peer system over the storageless communications pathway
corresponding to the data ports upon successful completion of the storageless

receiving of the selected files.



Page -22- credits in the transmtting device is nodified at |east one
additional credit upon each successful data transfer enploying encryption.

The file tramngybeszéeyi ce may al so include a credit request ﬁé‘%%%éggt
requests additional credits froman external credit processor i onse

to a request for 5 additional credits f?gép_%_devi ce. The external credit
processor validates account information o he requesting device and

di ddi ti | j ' : . ' [ | jdated. T.
et ransrer devi ce heSsteln by hR6 LA ) EBhR 0 Bre Bl (R0 Esor i o
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at |east one fil suacpsfulicampletion informeatione The third raefiydeansadtienicerificate processor

di to.t i at ed tinatlo excl usj ve acce to the
Cndex.  an i ndex. BT SRR RO 86 Hrseven  tinteddiratesesi
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will be sent. The request is sent” to e selected renote devic
response to 15 sduree pesyugsitm upoa snecessfal cenpletort of the RRoragetess Reteivihg of i

requesting device. Th t requesting device stores the index in a

st glrjageI dgvi c\él. gql'eqtggglgst Pﬁw&% §‘§¢I§¥Pg ﬁYﬁﬁ%lly genesgiephandosends 8 seturrhegeeipt from

response to each_f il ' | ' X_bei ) cte . the requesting

devi ce; permits ?%% ‘?@%agléﬁgﬁgq&%%éée& 5@8 a@g?tc‘gh@éﬁ%/%%ﬁipw %%’Féﬂ‘qni | e

to be transferredertifionct peodeeyvbt @vete\d CRcorkhestéaBIES ARMIhENiEAANS PatviRCh
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file in 20 response to the request. Each device may al so include
vari abl e nurier eRrrespoRding e ase¢andiadditibnakdata port sipoh avccasdfulasmopletore of diet h

anot her device. Each destination.Jinke Lrectory is a file storage area on
the device or ac%l%g P Fserefﬁfvmgeor}&lé‘?ﬁeieé’?e‘gﬁlﬂ%sti nation |inked directory

management system i s BLdNpdr WSRO nda i SichitdeSa H1O it ﬂfon?tErihg A3 hteR Por

dat a

maintaining and monitoring file delivery credits. The file credit monitoring system
detects each storageless sending of selected files and debits a credit account variable

15 onan associated peer system in accordance with a function based on the storageless
sending. The system may also include a credit processor for receiving credit requests
and for incrementing a credit account variable on an associated one of the peer
systems upon receipt of a credit request and successful comparison of the credit
request against a credit authorization function. The file credit monitoring system

20 generates and sends a credit request from one of the peer systems to the credit
processor.

Each peer system may also include an index generating system for generating
an index of files on a peer system; an index requesting system for requesting and
retrieving an index of files from any one of the vgriablc number of peer systems; a

25 subset selecting system for selecting a subset of a variable number of files from the
retrieved index of files from any of the variable number of peer systems; and a file
subset requesting system for initiating operation of the transceiver system to transfer
the subset from any one of the variable number of peer systems to the peer system.

Each peer system may also include a transceiver management system for

30  managing substantially parallel and simultaneous operation of a variable number of



25 file in the destination linked directory and initiates a transfer of
the detected data file to the associated device in response to the
detection. The file transfer device nay al so include a parallel polling
syst em t hat. 02U2BY2Y | ocal device to poll a directory on a{’CT"é%%B%e of
the renote devices. The directory is assgciated with an assi gned
destination. The local device requests aFfdd¥a within 30 the directory
to be transferred to, the | oca

devi ce. . Thus ltiple renpte devices are
Page - 23. subst HABSCEIVED Sstamy for Sestantilly peraliel and,siubylanequy sforageless geadider e

substantially sj by ' rgm( aki the
devi ces. Furt he?@%ﬁ%ﬁggké@?gﬁg er Sleggl%#ﬁg%ggsg%érng esltyi é])fa‘fl on}lﬁlirﬁj%g er
file transfer dpmimayé Sorpgspondiggitol dtirdlitp 66844 pordat a Wi th at | east one 5
renote device. The file transfer device includes at |east one |istening

port that receives albofatedangfenmiashe sommupinatines pathwaw oecush withewblogging
devi ce. The device also. incluydes at |east one.dyngam call Si . data
port for data tPE9sABY Wegﬁgc F8%P@F%&?%eﬁaéa§ﬁsﬁdl°§>fifgﬁf’ gﬁ%ﬂ?ﬂng’ea
data transfer. Ih@nuARbtiOhs SARRNES! WilohtS 10fbidg 409 the_desBRfdn! rhguteﬁddnﬁss
of the at |east one dynam cally assigned data port. Thus, data 1 may be

substanti al | y simithbutinteomsdigtetsteragd of rammittedfiltes loniaplisterveningecodepuitere Thei a

t he dynami cal |y assi gned, dat orts. The control, connection be further
Ut 1 76d to recEPREcon with fhe deburation yiathe SRR POF s o desHmRIAICESS doered

renote device by: [ £ wi e ?cﬁr@ | Ge! 'm:m' i ' | on.. The
i denti fying inf %)erﬂr?gftiél é%h{agd%tgaﬁém bgctlgﬁg%%&fideé r eno é‘*ﬂ@gﬁ’%gﬁﬁghﬁg@\?i ce
may substantoi al h?td&lbtmh' ingd divecibry abSociaté@withardstigioh\he ¢itd 8 trahbRrre@ s thel

connection may also include a selective acceptance systemthat conpares the

renot e devi ce' sdﬁﬂl@ﬁ‘twﬁ'yi ng information with a |ist of destination
Another file transfer system is provided for transferring files between at least

one local computer and at least one remote computer selected from a list of at least
one remote computers, across at least one communications pathway. The file transfer

15  system includes a file selector that selects at least one file stored on the local
computer for transferring to the at least one remote computer; a destination selector
that selects, from the list of at least one remote computers, at least one remote
computer designated as a destination computer to which the file will be transferred;
a transmitter that transfers the selected file to the destination computer via the

20  communications pathway without storing the selected file on any intermediate
computers; and a receiver that receives the transferred file.

The system also includes an initial connection system that establishes a
connection between the local computer and the destination computer via
predetermined listening ports. At least one predetermined listening port resides

25 within each computer. Data transfer characteristics are exchanged during the initial
connection. The identities of the local and destination computer are authenticated by
verifying each computer's identifying information.

The system also includes a first allocator that dynamically assigns a first data
port represented by a socket data structure within the destination computer; a first

30 transmitter that transmits the address of the first data port to the local computer via



identities stored in the first device and prohibits data transfers from

devices not within the |ist of destination identities. 20 The file
transfer devi al so include a return recei pt system t&g&r tes and
sends a ret ur‘ﬁgt’%‘é‘pt. The return receipt typically inclu ’%%&?e\‘{’%of
origin, destination, and successful corrpI%tqi i nformation, and is sent
fromthe device that received the data tré88fer to the device that

transferred the data on,su ssful conpletign.of th a transfer. 25
The T e transt dheateddamisg BEGnE RofSut ssoand HRrgion el s Raipichly ssient 2
comuni cat es W .tézeca&; aaa%m@ﬁ%&efi@ds b%bBiEkt REACEBE R Witkin R TobAI&R it N
recei pts for point of origin, destination, and successful conpletion

i nformation. Thecdrrespmministotthefrst ddty porgwithinatks destinationdcomymnterf eachtpairmof first
certification to the device that, orjginated the data transfer upon .,
successful conpl &4 ssponskdataorts beingdyaamicaily assigneddn respanssig cagh Eﬂg@mg PeHtem

| t d d ] f ' -24-
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structures are dynam cally nanaged and each data port is represented by a
socket data str ubdtween avarialhle npmberof chaputers via/thetdynamidally sissigred data pdes.a
structures in a Linked |i ' ow qQf data transfers.

t d t the f
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transfers. The fhé It mYaS ool SO0 Eichnd (kb SHbEAal

system that mai ntalns nrtors transter cre etects each
data transfap i nsigfultafiecdus dadaiansferscr edit account after a successful data
transfer. The data transfer is only permtted 10 when the device

initiating the transfEe systsmalsorinelpdase generator that gengratesand sendsateuspreceipt,

including point of origin, destination, and successful completion information, from

the computer that received the file transfer to the computer that transferred the file,
and an independent certifying processor upon successful completion of the file

15 transfer.

The system also includes a third transmitter that communicates with the
independent certifying processor that verifies return receipts for point of origin,
destination, and successful completion information. The independent certifying
processor sends verification certification to the computer that originated the file

20 transfer upon successful completion of the file transfer.

The .system also includes a credit system that maintains and monitors file
transfer credits and detects each file transfer in order to debit a credit account after
a successful file transfer. The file transfer is only permitted when the computer
initiating the transfer has sufficient credits.

25 The system also includes a credit request system that requests additional
credits from an external credit processor in response to a request from a computer for
additional credits. The external credit processor validates account information of the
requesting computer and dispenses additional credits if the account information is
validated.

30



credits for the device may be dynami cally displayed on the device.
According to a preferred enbodinent, a transmtting device includes an
encrypting systemthat encrypts selected data prior to transni ssion.
Further, a rMa#fRY device includes a decrypting system t Ral'V¥8# bt s each
encrypted file upon 15 receipt. Data transfer credits conprise a definite
nunber of credits. The number of creditsPré¢Bfe transnmitting device is

nodi fied at | east one additional credit upon ea

h sum&g data transfer
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devi ces can.request. Vi ces correspondi ng-t e associated destination

have excl usive acH@Sed ifumibtte dfmpesonalcompitess compeetsd &y varionsneomipenigation ded
that permits a requesting device to select a particujar renote device to
whi ch a request pathways, oaending folan aspecs ehthe pressnt BYEON | s sent to the

selected renote devige. la.r 0 r : 2\ ce
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i ndex being sel qraphicadbysdrlinterfece, estardigs deen sspecirfithe preseridnveatoist i ng
device to request a %?ge%es%fA %‘de 3B e%'le otwecﬂagfrgxlng of exemplary logic of a send file module

which controls the file transmit functions, according to an aspect of the present

(]

invention;

15 Figures 4A, 4B and 4C are flow diagrams of exemplary logic of a receive file
module which controls the receive file functions, according to an aspect of the
present invention;

Figure 5 is a flow diagram showing exemplary logic for confirmation receipt
request processing, according to an aspect of the present invention;

20 Figure 6 is a flow diagram of exemplary logic of a create index module which
creates an index of files that the user wishes to make available for request from
another PC, according to an aspect of the present invention;

Figure 7 is a flow diagram of exemplary logic of a request file module which
creates a request file pending event in the main control module, according to an

25  aspect of the present invention;

Figure 8 is a flow diagram of exemplary logic of a return requested file
module which processes requests for one or more files, or an index, and creates
pending events to return the requested files or indexes in the main control module,

according to an aspect of the present invention;



to be transferred from-the renote device. The renote device transfers each
fileinbh response to the request. Each device may al so include a

vari abl e nunber of destination |linked directories that are associated with
anot her devi #0928 destination |inked directory is a fil PEHEPEBrea on
the device or accessible to the device. A destination |inked directory
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Figure 13 is a flow diagram of exemplary logic for a check for active

15  connections module which periodically checks for active connections for each
address listed in the destination window, according to an aspect of the present
invention; '

Figure 14 is a flow diagram showing exemplary logic for a third party
authenticator's processing of confirmation receipt requests, according to an aspect of

20  the present invention;

Figure 15 shows an example of an event log window which records file
transmission and receipt events, according to an aspect of the present invention;

Figure 16 illustrates an example of an event properties window that shows the
properties and listed files of events listed in the event log file, according to an aspect

25  of'the present invention;

Figure 17 illustrates examples of the transmit window for selecting files to
transfer, and the destination window for selecting destinatiohs to transfer the file to,

according to an aspect of the present invention;



Page -26- of peer systens. Each peer system has a connection negotiating
system for opening at |east one |listening port for exchanging control data.
Each peer also includes a data connection systemfor opening a variable
nunber of datWO$¥e4!13l each associated with a destination, fRETESEREFYI ng
data files; a file selection systemfor selecting a variable 5 nunber of
data files residing on at |east one peer Page38m designated as a file
source; and a destination selection systemfor selecting a variable nunber
of destinations for Figies 18 shyvsisa esampleoéan add/editdestinatiopwindeaws for adding pud

source has a transmtti system.for storagel ess sending of the selecte
data Tiles over At fusdRutiifing Buordieed e BEsiraiod BRSNS sRcariiiyS n S5t
correspondi ng t%f?ﬁhepr‘é?éﬁir@% fign; The destinations each 10 have a
receiving systemfor storageless receiving of the files sent via

st or agel ess sendi ng. Figure Exshovistan ekamplesafiar setecbdestihatictewindowat fopseltummgaise
initiating systemfor initjatjng operation of the transmtting system via

at | east one® cometinatian fethe Hlegwnsisr aningiatinghe flstrapslst 36¢974ingd0 an @spect
| east one Iister&lfﬁgcé_?gémh{‘;gg lgither the file source or the destination.
S

Each file source’is SO a I’nation having a receiving 15+ systemfor

storagel ess recei Vi ngigike 20 siRwseRBinativeeinladTattashi Mhdidy iy selectiiles one,
ot her peer system acting as a subsequent file source at the sanme tine that

the transmitti ngo tpmsfenrandibe svent praperies pdrdowrthat shiows thepropertiesanddistedtfiles
nunber of destination Jinked, direcfories, each associate i t h anot her
ovi ce.  Each et FHEN b16q FriRe 6veat logclibrdgosiaing 1 an asesgt of b ressd IavaR o
the device % aCCGSSF@ﬁeﬁpsﬁmaﬂ%ﬁ&eﬁﬁgﬂw rtramit%&&wmaéagg les

destination nked directory managenent system for detecting stori

| east one data fto transfer, adbthe event pruperties gviiddvethat shong ¢hespreperiestariddisted files
controlling the initiating systemto jnitiate operation of the transceiver
systemin respo®f&vents }@sﬁg? @égrée\fqng]@g file, according to an aspect of the present invention;

Figure 22 shows an example of a build index window for creating the index

of files that can be requested by a destination PC, according to an aspect of the
15 'present invention;
Figure 23 shows an example of a request file window for requesting ﬁies from
another PC, according to an aspect of the present invention;
Figure 24 shows alternative examples of a transmit window for selecting files
to transfer, and the destination window for selecting destinations to transfer the file
20  to, along with a transport credit bar and credit request button, according to an aspect
of the present invention; and
Figure 25 is a flow diagram of exemplary logic of a send file scheduling
module, according to an aspect of the present invention.

DETAILED DESCRIPTION OF _
25 PREFERRED EMBODIMENTS OF THE INVENTION

Referring now to Fig. 1, there is shown a schematic iltustration of one

preferred embodiment of the present invention illustrating a system architecture with

a limited number of personal computers (PCs) 10 connected to communications
pathways, even though any number of PCs 10 may be connected without limitation.

30 Fig. 1 shows that the PCs 10 may be connected to and may use one communications

pathway (e.g., the Internet), another communications pathway (e.g., the public



Each peer system may al-so include a return recei pt systemfor generating
and 25 sending a return recei pt including point of origin, destination,
and successfu %?%%Ftion information, fromeach destination peer system
receiving the selécted files to the file source peer syste 3

st oragel ess conmuni cati ons pat hway corres ond%1 g to the data ports upon
successful conpletion of the storagel ess 8%¥?¥ing of the selected files.

Page -27- The syst | so_i ncl third party transaction certificate
processor for exﬁ‘??%ﬁeﬁgéi “98?9”9{}?”%“?& PEWW‘B%?%@W‘%PH’E paiRway {e@vn ,
destination, andygpceessd PSTRYSRShslyf ' dirfich 4y
transaction certzll_f | cate procegsor 'S aISI 0 ?Bﬁp‘gfgﬁg?ﬁg‘%\?en | ggt??%r% includes
certificate datanultiple PGy 0, veittout Kmitatitsli 4sito ! matinumgrinttes oBPCs 10. Although
comuni cati ons pat hway carresponding to a_first additional data port to the

file source peer eashsked0dpshpvaytockeemnpcted tpthetnismesandfos the BS Ejealécrnative
I Vi f th el ec i h ' d
Conds. a Seturn r eaBmEflcabonk pafiiave iy oF sitolef Bt A Bl RLBRR i Smaet.

selected files to theEédhiH@lofgﬁrufe}%ﬂﬂﬁﬁkémxﬁﬁfeait&iaﬁxatmw&&ﬁ ST %e%f a

second storagel ess conmuni cations pathway 10  corresponding to a secon
addi ti onal data Pemtiumglss machine Tonheaterhiol 2¢dmmunitatidns patherayg di®@sever, other

recei ving of the sel ecrt&erﬁl f.iles. Each er. system maI .also include a file

credit " noni t or i nGORHH ?Vé‘iesnﬂﬁchtaé&‘ﬁ?‘ggdérfﬁmi’&wftsé‘? gﬂé‘oﬂis%toﬂéloﬁ%rﬁwblle
dits. The fil ' ' | . : I endi

of “sel soted 111 eS Ghafts pERRMI LIAME bRl L g R NcR, B i R "0

associ ated pmer sgpablerofconmeciing Wametwork ahd atiliiRNeid cierdingesstom hdyche utilized.
storagel ess sending. The system may al so include a credit processor for
recei vi ng credi t Of €quess; eompitess grore pdvanasdthamgPentivmeoliass eanchrintilizedrasaweld on

an associ at ed Onﬁaég P& '18 B ficlude a display monitor, a processor, memory such as ROM and

RAM, a file storage device, a keyboard, a pointing device, a communication
interface, and a graphic user interface GUI operating system having "drag & drop"
15 functionality. Preferably, the operating system is Microsoft Windows NT, Windows
95, Windows 98, or Windows 3.1x, all available from Microsoft Corp. However, the
operating system may be any other graphically oriented operating system such as Mac
OS available from Apple Computer, Inc., Solaris, Xwindows, etc.
Each PC 10 runs a computer program incorporating functional modules, such
20  asthoseillustrated in Figs. 2-9 and 11-13, and has a GUI consisting of windows, such
as those illustrated in Figs. 15 through 24 described below. The file transfer system
shown in Fig. 1, including the PCs 10 running the computer program and graphical
user interface, enables direct transfer of electronic files between such interconnected
PCs 10 without requiring login to each other PC 10, and without intermediate storage
25 offiles on an intervening computer. A credit request processor 16 and independent
certification processor 18 may also be provided and are discussed in detail below.
The GUI is generated by a computer program designed for a windowed
operating environment such as Microsoft Windows. The GUI consists of modules
for controlling system communications and functions accessed from the GUI, and

30 graphics modules that call or create display windows. Exemplary display windows



systens upon receipt of a credit request and successful conparison of the
credit request against a credit authorization function. The file credit
nonitoring system 20 generates and sends a credit request from one of the
peer systens Y8 ¥#& credit processor. Each peer system nayPSFAS%2¥Bude an
I ndex generating systemfor generating an index of files on a peer system
an index requesting systemfor requesti na8d4retrieving an index of files
fromany one of the variable nunber of peer systens; a 25 subset

sel ecting syst eninchdeqdransmityindow fowindicgting candidate files thatisan bsftransmitted; aom
th tri d i . of fil f f 1 | abl e, .Of

Systems:  and a firEngiELapE GBEPRE udlddf FOrdS ol TR Bk AR b g
the transceiver gyshafed AnllkAReR o WhdSWRRA!II{NAAMYMRRA Mbs thaEhsRdeaR! e
nunber of peer systens to the peer system Each peer system may al so

i ncl ude a tr anscssntor revaivade famthesyare,ahe G Bovidesmesen gomtpls fordnisintiziap lapd
paral | el and sinultaneous oper at.i rj abl.e nunber of Page - 28-

.ion.of, a, v
transcei ver syst&¥8 rsy%tﬁrﬁsopﬁlf?‘?m%@t)mﬁéﬂa&ﬁ?]@gvﬂﬂ@%q'mJI t aneous st oragel ess

sendi ng and st or agel b Wﬂ%‘ ' : i of
conmmuni cati ons pat hmqi’?"f:age???\é%’rc}ﬂ%ﬂ’é’ t o}@%rfo&% g%i({p;b/}ag ggig{%gp %soﬁaﬁr@ff‘qlga
data transfer viembbdineatoftheadiripans aind Qe ephical \Weérhiaterfac® 9@ thegpresent
onto any internedi ate caonputers g’?herpaﬁl;an t hose needed to establish the

comuni'cat i ons phveRkgn figm Hrupeserstve @f detho thehsending PRaend thecmaepiving PCand
i t hout internediate sterage of. transmtt Il es on an intervenin '

\(,:Morrpu'tj erl. The co%ﬁée?ébﬁleagprt"ﬂglsd@}ﬁ?f’a&?% I\ﬂcaﬂfen%mﬁeglf gwﬁﬂﬁ?n %’1‘9?180 ke

desti nati on @ddr Bgslemnested Wedl Mriviard, QQ:oﬁM%aﬁiQh og g&:awa&c&ﬂ%m&ré, Qr gvith only

preferred enbodi nent, when a file i's saved to a predetermne
di rect ory associ bardeasisubh as aiwithiarfixed dunctivh endchine or spplicatief epacific integriated

circuits, etc. In order to effect a file transfer, the computer program of a preferred

embodiment of the present invention must be operating on both the sending PC and
the receiving PC during the time communication is attempted. Other required

15  operating conditions include active connection to the Internet, intranet or extranet, or
a modem connection to the PSTN; "power-on" or standby state at both the sending
and the receiving PC; and a windowed operating system such as Microsoft Windows
NT, Windows 95 or Windows 3.1 installed and operating on both the sending PC and
the receiving PC,

20 In a preferred embodiment, control modules govern and supervise the
transmission and receipt of files across the connected communications pathway.
Moreover, a transmit window displays a list of files stored on the file storage device.
When files displayed in the transmit window are selected then dragged & dropped on
to a graphical object, the drag & drop function of the windowed operating system

25  internally creafes a list of files with an associated file structure. The internal list is
then linked by the operating system to the destination object represented by the
graphical object.

In a preferred embodiment, each candidate PC destination is displayed as a
user created "nick name" in a destination window. Still further, each nick name may

30 be a graphical object, invoked by the user, generated by a computer program module



destination. Another file transfer systemis provided for transferring
files between at | east one |local conputer and at | east one renote conputer
sel ected fronv@gddepiy of at | east one renote conputers, acr A%Esr%@fbst one
comuni cati ons pathway. The file transfer 15 systemincludes afile
selector that selects at least one file sigred on the |ocal conputer for
transferring to the at | east one renote cogrputer; a destination selector

t hat selects, fr PRS inafi adks Qpu , ne
renot e conputer %lg'sl?lg%gttgdé ggiugﬁfé%ﬂs? | natsfgbﬁhéxg%%te%lr% to ﬁﬁ?@h“‘?%‘é r?’ia?&ed\%i |
be transferred; compuerspiogtam submutibe. ariWhen $ilésheresédaggédodnd idrepped oiite the
destination corrpcteter via_ the 20 conmruni cati ons_ pat hway w t hout storing

the sel ected fi|destnationpbjest ipthedastinationgrindewy & filelisy withrasseaiated fileygructure

Conmeetton syst aNAeREl Sy b wiviohBE Rt R e el oS mBhae Bisblsd's 2 dinloe s
and the dest snatgoxprompli ee vskPfob coEfitivh TR thd SIQMIBleP Sritdinedin {HRFRL

one predeternmned l'istening port resides 25 wthin each conputer. Data
transf er char actlist atsitobs transmitted tathgaldstinationgelettedi ni ti al connection. The

identities of the |local and dest.ination co ter are aythentigated b

{/eri flyi Ing each conpu %ppge%r&eéﬁqniﬂ# F’H!Ej‘ti qﬁ%ﬂ%ﬁ’@u F’b‘??“ﬁiifﬁ%t%@gﬁfse‘:‘h%élt%si’%qy dides
first all t ) SL.G1S ' . b

5 sotret data oo coplesHURAIHES! oddROLANS, Rolnicbiofl MiBrdlihl, HEPLARENUEE DY

transnitter thatcompaesses the filéseconthitiedss tid filehist, fahd storedah@canpricsied filb patietal
conputer via -29- the predeterm ned |istening ports; a second

al | EC at gr t A&t P §?€§|ﬁl9sta§agp Qﬁ‘lé% I?éb@mtmpﬁﬂwnecnf@pﬁi@s @ﬁ'ﬁéﬁpa?keg is
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frame-transmission "packet”. Then, the control module sends a packet file name and

the address linked to the selected destination object to a pending event log file.
Later, at a predetermined time, a control module initiates a connection with the
15 destination PC via an appropriate communications pathway, identifies the sending PC
by its name and destination address, then transmits the packet containing the
compressed files to the linked destination address across the connected
communications pathway. The control module then indicates in an event log window
by date, time, and content (which may include file names and associated file
20  structure), when the transmission of the packet is complete.

The predetermined time is selected by the user. Thus, after selecting a file to
send, the user may schedule the transfer to occur immediately, or at a later time
and/or date. If the file transfer is scheduled for later, the packet file name and
destination address remain in a pending event log file until the designated date and

25 time, '

In preferred embodiments, a control module responds to inbound file
transmissions, captures, decompresses, and writes transmitted files to the computer
file storage device using the associated file structure, and creates a received file list
that is linked to the stored files and displayed in the event log window showing date,

30  timeand content. Still further, the control module initiates a continuous sequence for



and second data ports being dynam cally assigned in response to each

| i stening port 5 connection; and a second transmtter that transfers data
between the g %ﬁtlfid conputers via the data ports. The datarhResnars
substanti aIIy sinmultaneously transferred between a vari abl e nunber of
conputers via the dynam cally assigned d g pRItsS. Each conputer is capable
of substantiall y SI rrul t aneously sendi ng an@ receiving data. Each conputer

dynami cal | y nmana t %r@cﬁ! I

si mul t aneous dat giﬁgésgd@fr%asézfcﬂ eh%gg snorg‘l: nclu e%agﬁg‘é%% olrpy?f%gbly’
generates and Seﬁ%‘i s%le@ﬁbﬂl of theefeRbivbd filetikiediilGhoevait 165 wihdlgwaunches an
destination, and successful conpletion information, fromthe conputer that

recei ved the fi Inppllcatnmf&athas mmagmdmmmaﬁlqwanmmeéd the file, and
an i ndependent certifyjng , ,on successful conpletion of the file
15 transfer. TRESteNi IRy A SHBUEL Ahi rd transmitter that

communi cates s th thepg {qugﬂ% rihkl urn
recei pts for 5p0| nt of o({b?cgl eS{eﬁﬁg%?fgﬁ&ﬂggg&;ﬁxg?gégg?t&m%%% téltfalcgﬁxpﬁ%

i nformation. Theptogetanemdegtapltiealt usky intgrfiveoogesating op redsh \interdonnedted m’c 10
certification to the conputer that originated the file 20 transfer 8
successf ul conpl Brovisigs & sysemcpptzol @nd Heer érpteraqtipn. S@W%@bmoﬁh“%ﬁﬁuﬁw

di h
cach 1115 tr anst BYFiRe-g) BlaV e cBRPOAE Subinhq SR Rilerphra el AMindfths'
file transfer. Tﬂ&e§dcheth}du%ﬁ5ﬁ1€rgrbﬁu&m|déexpﬁftéi‘f£deeﬂ Viv@en tthe ve@iitivates the

initiating the transfer has sufficient credits. 25 The system al so
i ncl udes a croedi compmaemog@ymt}mnghhh@ graphigeluser indietface dnthe raaiadiontsol medulan
external credit o essor, in r.e ns uest fr m a co ut

additional credi ‘?ﬁ%syéquﬁ ?“Téﬁlﬁ‘b‘smg 5?‘“’?7511 r% Bag a?stcp

i nformation of tgg requesting conputer and di spenses addltl onal credlts if

the account infornation is validated. 30
A DLL is a dynamic link library and is a standard Microsoft Windows

convention for storing functions called by application programs. DLLs can be part
15  of the Windows operating system, application program interfaces (APIs) from
software vendors, or functions written for a specific application. Table 1 illustrates

exemplary DLLs for the present invention and their purpose.



Page -30- BRI EF DESCRI PTI ON OF THE DRAW NGS The present

i nvention is

further described in the detailed description which follows, by reference
to the noted woasazis by way of non-limting exanples of prighelide@shars

enbodi nent s-of the present

i nventi on,

in which like reference nunerals 5

represent simlar parts throughout severml,\,ews of the draw ngs, and in

whi ch:
architecture w
vari ous conmmuni

Figure 1 is a schematic block di agFamiIIustrati ng a system

th a limted nunber of peipggjuay conputers connected to
cation pathways, according to an aspect of the present

I nvention; FigJ

. is a flow diagram of exenppghisd:0gi ¢ of a main contf

nodul e whi ch 1d
accessed t hroud
present inventi
of a send fkle
to an aspect of

~comntTot U omated—functions and UsSer
er interface, faccording to an aspect of

aer Fi gures 3A and 3B are flow| GUAdntaRHECeOf exenpl ary | og
shellil e which controls the fil e|Dragendidrop supportons,
Kehglpresent invention; 15

fl ow di agranms @
the receive fil

TmMvoked functi ohs

accor fli ng
File indgmemerytfincdéhsand 4C pre

224) ary l1ogic of a recerve[fiTe nodule which control$
2%‘38%@, according to an agpect . the presept
tS0dosdlly | ow di agram showi ng gﬁ;ei_gl‘ﬂféf ?%jPEP‘FEr

I nvention; FigJ X
confirmation rgdeddwinddllquest processing, accot e’t’?l' %’é’ﬁ@}’,‘t of the
present inuentijdh50didll Figure 6 is a flGommaglialogdénativaspl ary |
of a create indep: DEEEQ ch creates an index of files that the user
W shes to make svalqﬁl D \1} or r egue_st from anof ﬂﬁdeﬁ%}c%ﬁ%pﬁ?ﬁﬁ&?s an’
aspect of the pr(%% ention; Figure 7 is &a oW di agram of exenpl ar
logic of a req pressdlndul e which Compression functions
Custom DLLs
15 adis.dll Destination book functions
Indexing functions
hyper.dil Log functions
ftpip.dll Internet file transfer functions
20 Saxcom 10.d11 is available from Sax Software Corporation of Eugene, Oregon
and implements several file transfer protocols for use with analog telephones,
including Zmodem.
Operation of the main control module in each PC 10 is centered on a pending
events file. The pending events file contains a list of events initiated by user
25  interactions or communication requests from other interconnected PCs 10. At step
S3 the main control module monitors the contents of the pending events file to
determine if any pending send events exist. If pending send events are detected, at
step S4 the main control module calls a send file module, described below with
reference to Fig. 3. After the send file module executes at step S4, or if no pending
30  send events are detected at step S3, the pending event file is again monitored to
determine if any pending receive events are present at step S5. If pending receive
events are detected at step S5, the main control module calls a receive file module at
step S6, described below with reference to Fig. 4. Otherwise, or after the receive file
module executes, at step S7 user events are processed.
35 User events originate in response to user interaction with control windows

provided by the graphical user interface 1, and resulting computer program functions



creates a request file pending event in the main control nodul e, according
to an 25 aspect of the present invention; Figure 8 is a flow di agram of
exenpl ary | og¥gnds1t return requested file nodul e which preggamesaRAUESES
for one or nore files, or an index, and creates pending events to return
the requested files or indexes in t he rralpa§go3"§_rol modul e, according to an
aspect of the present invention; Page -3 1- Figure 9 is a fl ow di agram
of exenplary |09irﬁtxaﬁ£d rsﬁava%n%&féh&% MRAkEm b@b &R ﬁ&%ﬁﬂgfa |

i nformati on and the nunber of file transm ssion eauthorlze

creates an aut hotrausfitr ofha mecuesddctaaefildi nBxewplaty eventdm’rensiuownctmnbmgxhaﬂmﬁmme
according to an as ect of .,the present_invention Figure 10 is a

f1 ow di agr am of EB@ Hies ar4s %’ﬁﬁ’éng % W@@Q@I?%‘ﬂdéﬁwﬂiﬁ‘@)g@%ﬁhﬁﬂm user
whi ch operates o sent.
vent i on: i gur Brdet 8 bop RSk B ARESBIE RRARRHGAT sl RER AR
nodul e V\/m ch si ncisqiesditteddBlow.emai ni ng credi ts by t he anpbunt of the new

aut horized credits, 10 according to an aspect of the present invention;
Figure 12 is a flow dhagtenri% fintesnehpraiecpl |(H@|@nacctmnsemwheokpéchm furtioh e

whi ch decr eases re t unt ransfe accordin an
aspect of the pr ?8“ @%@%%W“ﬁﬁe elf_ep%t'og-'g S?qug{}ﬁ}@%(gf;lpglﬁrg}u‘r@}%ﬁtgp g?y
logic for a checlnd RheddChd dchBed aboPanect i ons modul e whi ch periodically
checks ‘for active connections for each address listed in the destination

wi ndow, accordi ng t o Refemingée thedispldyscreee sleown iniig S| beth completed and pending

10  events 24 can be viewed in an event log window, such as that shown in Fig. 15.
Furthermore, file transfers are logged recording the date, time, and content of the
transfer at both the sending and receiving PCs. Clicking on each tab 20 at the top of
the event log window displays all events having the selected property indicated on the
selected tab (e.g., failed, pending, etc.). The Decrypt button 21 launches a function

15 (described below) which decrypts received files that were encrypted by the sender.
Decryption can also be implemented without manual intervention depending on the
functionality of encryption/decryption programs integrated into the file transfer
system. The Close Log button 22 closes the event log window. Preferably, the
contents of the event log window includes for each event: the sender and receiver of

20 the file, the time and date the file transfer occurred, whether the event was a send
event or a receive event, and the status of the file transfer. Exemplary file transfer
statuses are: completed transfer, pending transfer and failed transfer. An additional
symbol e.g., R or U, may be displayed to indicate whether a file has been read. When
employing the additional symbols R signifies the file has been read, and U signifies

25  that the file has not been read. '

File Transfer System: See Figure 3 and Figure 4

A major aspect of the present invention is the file transfer system. There are
several parts to such a system. The first is the Windows Sockets system. In the
present invention, to send a file from one interconnected PC to another, each PC must

30 be able to detect communication requests for other PCs. A preferred system for



Figure 14 is a flow diagram showi ng exenplary logic for a third party
aut henticator's processing of confirmation receipt requests, according to
an aspect of e present invention; Figure 15 shows an exanple of an
event |og van‘g(g\?vm Qch records fil'e transm ssion and recei [ﬁ“@@gﬁlg',’:ﬁ
according to an aspect of the present invention; Figure 16 illustrates an
exanpl e of an event properties w ndow t hak28§nitns t he properties and |isted

fil f ts lListed in the, event log file, according to an aspect 25
of the present i AEHEIFOMBUISALON sequpits sequifes cach B te sreite gh least gne data
i nd frselec*"ﬂg‘]i | ' i for
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the present invephieath PC. Iﬁ’a?ﬁefeﬁé’d embodifien, dns Mtmim peKaht/eP bt fétt 789.
add/ edit destination wi ndow for adding and editing the destination

addr esses in t heH@®eVen, any pert @ RersE Hizr:d»gasdgng;as @ll;pebionsbftheecqml?ﬂemt
I nvention; Figure 19 shows.an exanpl f a selec estjnation w ndow for
sel ecting thesg5 Prograg Phec gﬁeﬁch}ner P |rF%ng"z§ﬁ§ﬁ%8?m§ﬁ{f°i%?‘ﬁRqr§t“F torpitiate | o

transfer, accor djjgnéfer aks 28Rk 0LE B &Qﬁliﬂfeﬁ%ﬁéﬁet{ SR PC ﬁ’#lér}s':d'oﬂﬂﬁl‘??%grngc*}%\r'vs

alternative exanples of a transmt w ndow for selecting es to

and the event progemuniestion request fromt anethen®Ct he properties and listed files

of events listed in the event log file, according to an aspect of the
present invention; 1dnapreferred gmbodimens;ja RG gornestionstothe Injemet,os pevats infrangts

. i nd y ' . ; _ iy
W ndow ¢ hat shoue RESHAE KUAETCRITE S Ao liRaS Sheolf s GirE Pichl B efid
event |og filoe, stewonirds ogllddosoekets stide@halile coiitmlifRdAtusidl/ BOP/IP standards. A

listening socket is established that permits the PC to monitor the Internet, intranet or

extranet for inbound communication requests initiated by other PCs, When an
inbound communication request is detected, a control module in the receiving PC
evaluates the request within the context of selective acceptance criteria prior to
15 accepting receipt of the communication request. In other words, the receiving PC
automatically decides whether it will accept communication from the sending PC
based on criteria such as authenticated identity. The receiving PC terminates
transmissions from unauthorized PC destinations.
The selective acceptance criteria is established during system initialization.
20  Thereceiving PC evaluates whether it will accept a request according to various user
defined criteria. For example, the receiving PC may examine the addresses in the
destination file and accept communication only from addresses listed in the
destination file. Alternatively, the receiving PC may only allow receipt of
communications from PCs using software having selected serial numbers. For
25 example, license codes initialized during setup at each system PC can be utilized
automatically in conjuncﬁon with the destination addresses to further authenticate the
source identity for inbound communication requests. Alternatively, encrypted
anthentication codes initialized during setup at each system PC can be utilized in
conjunction with the destination addresses and/or license codes to further authenticate

30 the source identity for inbound communication requests. The user may configure the



Fi gure 22 shows an exanple of a build index wi ndow for creating the index
of files that can be requested by a destination PC, according to an aspect

of the 15 W@&Z{&;ni nvention; Figure 23 shows an exanpl e g{;ng%%ég,{%st file

wi ndow for requesting files fromanother PC, according to of the
present invention; Figure 24 shows al ter;%tgi ve exanples of a transmt
w ndow for selecting files to transfer, ®ffe destination w ndow for

selecting destinations to.transfer. the file 20 t al ong with.a transport
credit bar and cREERANGESAREE Al Hlﬁ%t!%ﬁ?n %@%?ya‘f%\‘}ﬂgettg‘é Afrepenec ritga ?Wé'y:}?rggent
invention; and Hpguhgedd is a flow diagram of exenplary logic of a send
file scheduling nodule, according to an aspect of the present invention.

DETAI LED DESCRI PTI ON Ifpreferred embodiments ARk BérifE olivB@DhkEe¢eRiGEP T lEcepts the

| NVENTI ON Referring now to Fig. 1, there is shown a schematic, jl|ustration
of one pref er r edcARBBRChgRTegest fom 3 sading PG, 3 separats FP‘?Y‘F"I 1§ EW@{S*‘FAJI%CW em

o communi cat onboRirH RipR w8 YRRl fls REATRRRCY TRENARRI R ety SRS ¢

connect ed wi t houdockéts] Mah®hile, 3k listériflg sokkete avboth i sehBit g PCSanktha Ry ebdn
connected to and_may use one conmuni cati ons pathway (e.g., the Internet%,

anot her comuni cB€iatrmaiptaiteda yiscomgnunication peguests from sending PEs-are deteetnd and
B s e e
i ncludes nul tipl ﬁa:gﬁﬁssm;s, mg&%cﬁmnaeﬁﬂ%g@aﬁaﬁ&ué AR PR/ RUHRET bh PCs

10. Although eac C 10 1's shown to be co ted to the Internet, and/“or
t he PSTN, aler nedmtsod module at each PC receiving such communication requests. In preferred

embodiments, a control module in a sending or receiving PC creates and places in
a linked list one file transfer socket for each additional, concurrent inbound or
outbound communication. This list facilitates managing the flow of file transfers.
Thus, multiple discrete connections can be established with multiple remote
15 computers across the various communications pathways to which the local computer
is connected.
The process of sending a file is now described with reference to Fig. 3.
Initially at step S30, it is determined whether sufficient credits exist for transferring
the file. The credit sufficiency analysis is described below. If insufficient credits are
20  found, at step S32 additional credits may be requested as described below. If
sufficient credits are found, at step S34 it is determined whether the transfer is
intended to be an Internet (or intranet/extranet) transfer.
If the transfer is an Internet transfer, at step S36 another socket is created. In
addition, the sending PC connects to the listening socket on the remote PC at port
25  789. When another transmission is already executing, the newly created socket is
added to the linked list of sockets in use. The program traverses the list, giving
sockets time to perform their actions. Thus, multiple transactions can occur
substantially simultaneously. In practical terms, the number of transactions that can
be handled by the system depends on factors such as communications speed and

30  processor time and speed.



5 communi cati ons pat hways may be enpl oyed, such as private intranets and
extranets. Each PC 10 is preferably, but is not limted to, an "I BM

conpati bl e" Xx$@ ohsiENt i um cl ass machi ne, connected to a CoOpFRssaRlITONS

pat hway. However, other conputing devices, such as hand held conputers,

tel evi sion set top boxes, nobile tel ephongg e WgAarabl e conputers, wreless
conputi ng devices, or any other device 10 capabl e of connecting to a
network and utili zi ngAS@t SIRit 1@%%5&6‘%&%&'%&&%% tgﬂx@%tbﬁﬁz PC is
conput ers nore advanc an Pentiumclass can be utilized as wel ach PC
10 can include a sdtcassfay Huhe ¢omnectiongias motheen, established, atustdp 340 R(imianunm.ﬂ/l
a file storage device, a keyboard, a ,pointing dgw ce, a cog%unl catig

interface, and a vjrethsithe ﬁ@@lmg REarevieuslyaitempied 4picqgnes) 40 e IR FCalfy &

W ndows N, - W nade sy eBiEE s dbiipRRTLALH R0 MRS namk P prs

Mcrosoft Corp. hayeyimedia a%?&éz?éd mmﬁé@wm&@mmm {feiireg uasetessfill y
oriented operating systemsuch as Mac OS available from A[\g)l e Conputer,

Inc., Solaris, Xvatﬂedmasocoatrcd (@yonnsher tan be specifiesingdptepr S tbgrlagmc terminates
|ncorporat|ng functlon dules such, .2 t hose il ustrat
29 and 11-13, arfRHOREGIR ORI ‘88$%g‘ deaigmatis °‘Hl§8 5P fe eflabiistRa

illustrated in Fi th%? %?e‘}n@%ég Q%gcap@& Béé foPkHPihe file
system- shown in FIg. |nc ding t run ng t uter program
and graphi cal US&faﬂseremha(ﬂGe ranatb | destinitioa cdonipuershasr amfacte\l'eecbmmtlonftolths
bet ween such interconnected PCs 10 without requiring lqQgin_to each oth PC

10, and wi t hd0t |WW@P%P§WS%&§@ kngwn aggress. Igthe gy Rt Pf]%f&!%‘m ss than

conputer. A credi e e hip
processor 18 may té Eﬁgﬁfﬁ?‘g@%ﬁﬁgﬁa&g %ds@%%(gqgﬁbfg?{n el o ﬂO%%ect
QU is generat ed g¥hereafPPL At stBp 836.2m desi gned for a w ndowed operatl ng

environment such as Mcrosoft Wndows. The GU consists of nodul es for
control | i ng system coffthecommeccionsis aungessfinbytastahlshed cat step $42 tlamsenpAing G sendpd

g?s pl g; a\?mh Ingzmmdg%o%sﬁahgg Elbgu% ltllle lee to Ebg aslg:rﬁ agllds o%hgmsgndd?ﬁlg PC%%QPI’LI%{TXing the

15 remote PC of where the transmission is originating. The sending PC then waits for

-~
—

the remote PC to send an address to which the file can be sent. Ifthe data received
from the remote PC corresponds to a valid data port assignment, the logic proceeds
to step S48. Otherwise the logic proceeds to step S46 where the logic terminates
execution and an error is logged indicating that an invalid reply was received.

20 At step S48 upon receiving a valid data port assignment, a new data socket is
created and a connection is established between the new data socket and a data port
corresponding to the data port assignment received from the remote PC. In addition,
a time-out timer commences and the starting point of the file is determined. When
another transmission is already executing, the newly created data socket is added to

25 - alinked list of data sockets.

At step S50 data is sent to the remote PC. In a preferred embodiment, the file
being transferred is transmitted 2048 bytes at a time. Thus, the first 2048 bytes are
transmitted at step S50. Each time data is sent at step S50, the time-out is reset to
zero. If the time-out reaches a maximum time, the connection is terminated and the

30  data socket is destroyed.



Page -34- include a transmt w ndow for indicating candidate files that can
be transmtted, a destination w ndow di splaying candi date PC destinati ons

to which filgg gmﬁe transmtted, and an event | og w ndow_t hat displ ays
transmtted.fl1lee that have been sent or received. Further REFESI&HE3 L

provi des user controls for initializing 3gd 5 I nvoki ng system operating
criteria via dialog w ndows. In greater ¢ Sﬁz,' the foll owi ng describes the

operating functions o erred. eppodi nent .of, the conputer progyam and
gr aphi cal user inter f‘%@ieﬁse‘{lﬁ@pﬁgfs@ t‘g"WiV@?ﬂPFB g&f"é‘*%&ﬁ@%ﬂ V’etgﬁf
bot h t he sendi ng -QC ©F \i 0L .5 4
ternms of soft mr%#%%g&girdggggfﬁp ?frg/ﬂéér%? P@Eo%%%g(f&g%?ggﬂ?%@&%%sg&néﬁtﬂ géa&vmﬂlg h
firmware, a conbaexttdatnsarkehizrsingrand anlogie tepeate front step t9520mtH nbastHweda

such as a wth a kaed fi%ncéi on machi ne or application specific integrated
circuits, etc. |iPe8fig@re0Néffect a file transfer, the conmputer program of

a preferred gnbodi ne . | KoYy te pe eratin n h
t he sendi ng PC and tk%et S?égcgéflm\e}lt ?frg&?%}‘ yérd%lge%%ghi%dg%%ﬂﬁ:ﬁ%%?‘bﬁa e‘fcitf
attenpted. Ot hertheefidibf ©6 fildhas rePBéealrbdtfed MitoficaBtiriste sitg S 58wl topeats. If
connection to the Internet, intranet or extranéet; or a nodem connection to

the PSTN, " powerthegnd efthe filghis peent rzachedtat ktop 858 the conmedtiomjisderthindted, theditai ng
PC, and a w ndowed, gperating, s em such as. M cyosoft W ndo NT, W ndows
95 or W ndows 3.?*%& gﬁsir%gdaﬁ%‘f ﬁ‘ﬁé?la?‘rerf@*%fﬁﬁ%@ 1§ ﬁ%u%‘e%& , petepplithe
recei ving PC. 20event is recordiédl @ thE Rhafsed enmbodi ment, control nodul es govern
and supervise the transm ssion and receipt of files across the connected
conmuni cat i des pat hwaly prefrredenetodimertt bfths présend invkatiof utiikesyssingle idedighited
files stored on ﬁhe file stqQrage device. Wien files displayed in the

transmt window HF¥ RatagramedreRed eemmagd Mopete sxchanee fije abaracteristic
object, the dragin R, WaShRAEHioh BloAS2 WRE (PRRIRL 4 fghs?4S §Glequently,

a TCP data port is opened to exchange the file content. The UDP command port

allows faster connections and quicker data transfer than a TCP port. However, a
15 TCP port is more reliable for data exchange. Consequently, a preferred process for
sending a file is as follows:

1) A sender initiates a transfer by sending file characteristic information and
sender identification/authentication information to a specified UDP command port
on a destination computer at a specific IP address. If the transfer is accepted, a data

20 port is created randomly within a range of possible specified ports and its number is
returned on the UDP connection. Otherwise, a notification that the transfer is
rejected is sent, and the UDP connection is closed. Finally, the UDP command port
waits for new transfers to be initiated.

2) If the transfer is accepted by the recipient, the sender connects to the TCP

25 data port returned by the recipient over the UDP connection and starts sending the
file. Both the recipient and sender resume "listening” on the UDP port for transfers
initiated by other computers. This is accomplished while the file transfer over the
TCP port is in progress. The process is repeated and managed for any number of
subsequently initiated file transfers. Thus, multiple, simultaneous file transfers can

30 be accomplished with any number of other computers, with only one instance of the



25 internally creates-a list of files with an associated file structure.
The internal list is then |inked by the operating systemto the destination
obj ect represeptoegsiby t he graphical object. In a preferred grosheapns , each
candi date PG destination is displayed as a user created "nick nane" in a
destination window. Still further, each npgh gmanme may 30 be a graphi cal
obj ect, invoked by the user, generated by a conputer program nodul e Page
-35- and |inked pgmanteesiobimt bpvh Addassifg ( AldvMthgdsRfAaisresdt dfveRidiNinclude
nunber), and a conputer program subroutine. Wen files ‘are dragged and

dr opped ont o t hea diasile nseriimberfods andtoperating @ppiesch, igatat efficidney dnvsysterhiresourdest
Wi th associated file structure_is created, by the wi ndowed operating system
and a control nodilatignsamdfost file Hangferspsed. hox prompting the user for

confirmation that thexns 0 ' fod i 5erhRidie
transmtted to the d?gt ?kgf%g%l‘tseglcggﬁegg%Iaér?ﬂggcgflgf%p%eéhéez%%ﬁ%eﬁqt, a%ogr
the user confs r nchhfaetefibtic) Serit@veetht VDS Bbrireetion thatinirutedthe annsfeninacthestul e
calls a conpression subroutine that copies and conpresses the files

cont ai ned i n t hesitze pftheifile recaivgd or thesendan elasenity eanseetian due tp4BIEEOT.10  on

the PC s file storage deyice. dJn the.cqontext aof.this specification il e
packet" is preferabl nao%:%@ﬁ%tjangci]&@(gﬁwgé%gg the JBYSIHON, mgre | (BT opg, tr;J
than a mul tipl X béifmihd RliReds B ThitifteHe eRAGKSRS. To TH8kte atABsER Blsbiler PC
nodul e sends' a packet f I

e nane and the address |inked to the sélected

desti nati on obj erandomlyearmeauttimasically seledtothefllVDR pottftam a settofapecificd pertsri Ferd

time, a control nodule initiates a connection wth the 15 destinati PC

via an approbr i at¥amplenens, dWei ohRopabiitaports epreflsteaaingd, podt JpuR p@.llgil)e, ts

nane and desti nafyj : r ' t-he- L N

conpressed fil esh%sgg?ﬁ%%ﬁli%ndﬁggéﬁt% n‘g? ?%Hr?} ggfdaglggég‘léﬁsl %g’s%gé(@g%%gg?}ém
randomly selected from the set of specific listening ports. The recipient monitors the

set of specified ports for initiated file transfers and responds on the UDP port utilized
by a prospective sender to acknowledge the connection and return a designated data
15 port. This configuration also lowers the probability of a "collision" in the event that
two or more computers attempt to communicate with the same PC at exactly the same
time. Alternatively, if such collisions did occur, the attempted communication can

be automatically retried at a random interval later in time.
If the file transfer is determined to be a PSTN transfer at step S34, at step S62
20  the sending PC dials the telephone number associated with the remote PC. At step
S64 it is determined whether a connection has been successfully established. If no
connection was established, the logic proceeds to step S40 where it is determined
whether a connection attempt occurred previously. If a previous attempt occurred,
it is determined whether a maximum number of attempts have occurred; in a
25  preferred embodiment three attempts. Thus, if three unsuccessful attempts occurred,
at step S46 the logic terminates execution and an error is logged indicating that a
connection cannot be established with the remote PC. However, if the number of
attempts is less than the maximum number of attempts allowed, the sending PC again

attempts to connect to the remote PC at step S62.



comuni cati ons pat hway. The control nodule then indicates in an event |og
w ndow by date, tine, and content (which may include file nanes and

associated file 20 structure), when the transm ssion of the gacket
conpl ete. Th&¥PP¥f%ernined time i's sel ected by the user. THEYSMLAT,
selecting a file to send, the user may schedul.e the transfer to occur
I mredi ately, or at a later tinme and/or d 34t the file transfer is

schedul ed for later, the ket fil dest,.nati d in i
2 bondi ng event ‘| og ARE the tommertien §SRBREA patdhaking go38s W ap FE e
preferred embodi &ﬁ%ﬁ&@seﬁ&%{ ﬁlsntfﬁk?'dh&w%igs%i)Qﬁésgér&e'm_ﬂié%ﬁabde?c. At ste

transm ssions, cap econpresses, and witeS transmtted files to the
conputer file stys®ifa rdponseisumt rgeivbd, asiep Sha tedogic termsinates txeoatiomand an

creates a received file list that is linked to the stored, files a

di spl ayed in t hecreardniogeed; Hiatasnensnisweoeiyedadtstepsy0 the P?Péil%%gé%ﬁ%% and
Still further, the.cont.rol .nodul,e initi a t

e - oo 0 o PRI o B FRRL YN BENBIG ol Blepty

destination PC. £ref fkaRintte PEST ISR 81y ¢ r@bivelCatr 862ISUEGKE lbgic | tembiaates N
the event | og wi ndow | aunches any application that has been associated with

:[A\ he “f ijl e type r e@m:ccunm g@m emorGs tagged.. ORtgtheeeply & Ecejued at step S74 the file is

ccording to a preferre nbQdi t of .th t i ti h

progr am and_qr aptd g Sepowe TP RS Bl G PEowhe ??n%ei?r&%m%&ﬁﬁl’f“ “10
Vi r sys Ni.r :

P y%gx%gtﬂ is" e ﬁf&?%%i‘%?é;r O}Srrﬂfo%ﬁc i cd%la;fjft@%%ﬁ@ﬁ[@'tra@gﬂ Be

illustrated in I'S prov controlli1ng ted system

functions asigwel tormgctionris termitfatedc Sabsoqdertlyy the ghansferstauapfthe atntddeis logged,
interface 1. Wen the user actjvates the 10 , conputer progr%mthrough t he
graphi cal user i ardsthe degic proceeds tpsien SS8 4 patinnp aypreviously described.

The logic which executes at the remote/receiving computer is now described

is

with reference to Fig. 4. Initially at step 400 it is determined whether the transfer will

be an Internet (or intranet/extranet) transfer. If the transfer is expected to be an

15  Internet transfer, at step 402 a socket is created on port 789 and the receiving PC

waits for a connection. When someone connects, at step 404 all sent data is read.

Then, at step 406 the received data (i.e., ID) is compared to IDs within a destination

book of IDs from which transfers will be accepted. If the received ID is not found

in the destination book, at step 410 an error oceurs and the connection is terminated.

20  Ifthe IDis found at step 408, at step 412 it is determined whether the received data

is valid. Ifthe data is not valid, at step 410 a negative acknowledgment is sent to the
sending PC and the connection is terminated.

If the data is valid, at step 414 it is determined if the received data indicates

an index or file request. If the received data indicates an index or file request, at step

25 415 the request is processed. Otherwise, at step 416 it is determined whether the

received data indicates a credit authorization. If the data indicates a credit

authorization, at step 418 transmission credits are added, described in greater detail

with reference to Fig. 11. Otherwise, at step 420 it is determined whether the

received data indicates a request for identification. If the received data indicates a

30  request for identification, at step 422 a response is sent to the requesting PC with the



initializes systemvari-ables and |inks DLL files required for system
operation at step S2. A DLL is a dynamc link library and is a standard

M crosoft Wndows convention for storing functions called by _application
progr ans. DL Y0 24$18e part 15 of the Wndows operating syé‘t—'@#)’m“"s
application programinterfaces (APISs) frolgn sc‘){‘ war e vendors, or functions
witten for a specific application. Tabl e"®® ™ ustrates exenplary DLLs for
the present invepti d .t hei - 3 ; .
Pur pgse: W ndowsi2 e G aela{}\eglsl;%g ! c%%lese itis fctag'x%lne%?whgtﬁgrl the }'ecy‘Pe% datﬁﬁla
interface 5 spgh file at step 424 Drag and drop support
ker nel lﬂ le at step ' File and nenory functions Tool box
functions tb50dos. dl IThe partial file determination occurs to déeideewkhsthierdinrintetrapted stapgfor t

t b50wi n. dl | L H gh | evel GU, support 10 ,

;\ lF));:SOdI g.dll dls being resumed, or whether a newisanstis iybegipning-uhbes, shibe Tereivedrdata v
s saxcom 10.d] | . . - Mbdem f.i r fer.f |

conpress.dl| > a partial file, at step 426 astartxegﬁﬁ}n&sss!cg%ﬁ 4‘%%5% ?gﬂ% p_%tnsatltlgfrfhg B{‘%g?iS

?S'n; idljlns part of the file must be resent. IAeSthér\Rérdo/thb eedeiVing aidchike ihfARXithe

sending machine of where to resume the transmission depending on what portion of
the file was previously received. Subsequently, at step 430 a socket is created on a
random port, the random port address is sent to the sending PC, and a time-out timer
10 isset. Ifthe received data is not a partial file, i.e., a new transfer is beginning, at step
428 the starting point is set to zero. Subsequently, the jogic proceeds to step 430.
From step 430, the logic proceeds to step 432 where the receiving PC waits
for data on the port. When data is received, the time-out counter is again reset.
Preferably, there is an automatic visible indication of receipt of files at the receiving
15  PC. At step 434 it is determined whether other sockets exist. If other sockets do
exist, at step 436 data is received for the next socket. Subsequently, the logic returns
to step 434 and repeats until no other sockets are found. Similar to the sending PC,
the data sockets may be stored on the receiving PC in a linked list.
At step 438 it is determined whether a file transfer is complete or if data times
20  out, Ifthe data times out, the connection is terminated and the socket is destroyed.
Also, if the connection terminated on its own, the socket is destroyed. If no transfer
is found to have completed, the logic returns to step 432 and repeats. When a file
transfer is complete, at step 440 it is determined whether the received file is the same
size as expected. In other words, the file size is compared to the size indicated in the
25  file data sent at step S42. Ifthe sizes do not coincide, at step 442 a receive error is
logged. Otherwise, if the file sizes are the same, transmission is deemed successful
and the logic proceeds to step 444.
At step 444 the event received is logged, the packet is unpacked, and the
received files are stored on the receiving PC's storage device. Although in the

30  previous description the sending PC is identified, by name and IP address, to the



hyper . dl | Log functions ftpip.dll

Internet file transfer functions 20 Saxcom 10.dll is available from
Sax Software Corporation of Eugene, Oregon and inplenents several file

t ransf er prgt%%&qp’zéi?lor use with anal og tel ephones, includi 3
Operation of the main control nodule in each PC 10 is centered on a pending
events file. The pending events file cont3Emib-a |ist of events initiated by
user 25 i nteract) ons q?ﬂrypcommni cation requests_from other int e[connect ed

PCs 10. At st epressivingePGaipan dgigial eanngeiion, sherissntification fan Somecth & latsr time

pendi ng events {4 0 ' LE 1 | 3 '

pendi ng send evgﬁ’#@"%ﬁ gfkg%r?élg}tgg ,sgéqﬁg?gggggé%éﬁﬁ%ﬁﬁg\ég‘%\?gg @ghﬁog Ehzgl | s
a send file nodpdceivindeBCrageas tie raveivet tiiles. e NuxgNatestéw 486 dogid. detdibed Wit
send file nodul e executes at step S4, or if no pending 30 send events are
detected at st eref@encettn Eigo & suequiesde processicopfimeatwgaeeripiraguestse Subseqrenidy.ni ne
I f any pendi ng ﬁl%gei.ve events ar resent at step S5. |If pending receive
events are det eHESOBIGPrAPSS 1RSCPARE: min control nodule calls a receive
file module at step K e ismRilnified s shydtho 8ha/s80Eds bAsT 8additional data

O herwi se, or after the‘receive file nodule executes, at step S7 user
events are procsxketd are¥ound, the logic kiswmns svsteyt 432and gheprbeessing repeptsn $tna atherser
interaction with control w ndows provided by the graphical user .interface
1, and resulti ngatemﬁméwfﬁ%ﬂ&dweﬂ@wsmtep45w§@e%autwwiua@%pwe§uch
user interactioe ac ég exenpl ary user event is scheduling a file transfer of
a user sel ect ed FHE> Exenpl ary events are shown to originate from nodul es
2-7 shown iy Fig. 2. veaghgdeduddta s Randled Byake X CP/IPMpedtocdlr hphusddrliess tHe
interface 1. Processi ng the user events involves executi n% modul e specific
| ogi ¢ and Windows Socket specification. Because the TCP/IP protocol handles sending and

—

receiving data, file verification is automatic. That is, TCP/IP is an error responsive
protocol that checks each TCP packet using cyclic redundancy checking (CRC) and
retransmits bad packets. Accordingly, if a file is assembled from successfully

15 received TCP packets, the probability that the received file is error-free is very high.
Thus, it is only necessary to verify whether the entire file was received. This is
accomplished by verifying that the size of the data transmitted matches the specified
size of the file that is received. The file size specification is sent with the file being
transmitted and arrives at the receiving PC at the beginning of the transmission.

20 For modem transfers, the process is different. Thus, if the transfer is
determined not to be an internet transfer at step 400, at step 460 the modem is set to
auto answer mode, so that it will answer if called. Preferably the modem is set to
auto answer mode during initialization at step S2 on each PC.

After the modem is initialized, at step 462 the receiving PC waits for a

25  tclephone call. Upon receiving a call, the receiving PC answers and reads a data
stream from the modem to determine the sending PC identifier. If no data is received
before a time out occurs, the connection is terminated. If data is received, the
receiving PC sends a response to the sending PC, which includes an identifier of the

receiving PC.



5 I s described -bel ow: At step S9, internet protocol (IP) connections are
checked by a function described belowwth reference to Fig. 17.

Subsequent |y gic returns to step S3 and repeats asn% scribed above.
Referring tovf%%gakgpl ay screen shown in Fig. 15, both co %Jf‘tﬁa“"éa%?
pending 10 events 24 can be viewed in an easl_,ent | og wi ndow, such as that
shown in Fig. 15. Furthernore, file tra r§ are | ogged recording the

date, ti , d t t t .er, di .and | Vi
pCs. 1 cki ng on eackt Rerescie aat RaRdiETs Bheckil VR ¢S Biidiaweiniis gt ”
al | events haviggobhe seligsussl Rmeeile is feloanl B4aH, bhsie AsBohe tciload
(e.g., failed, pendrng, etc.). The Decrypt button 21 |l aunches a function 15

(descri bed bel ovgminbheds witicary pgreed emai med] prdtesol; prferublysZmodemthatctHeykd he
sender. Decryption can al so be_ inplenented w thout manual intervention,

dependi ng on” t heachupacketonsing (GRiand reransmits, barb Packets- o Pubsenpertl® thet logiat ed

wl ndow Pr ePer aBOgEe 1o S, 68 0 AeiilE Syt S 1OGhivR FIeR R 588 SR hs, 1
event: the s endgg;eatad, ihdiegtingad suetesdNi tramiter! Tf @ie MOR ot e gﬁfécﬁats&e} festd | e

transfer occurr vx/ne; her the event was a.send event or receive event,
and the status #42 &reseivelerror isdnggesy If theangdivad/fileiis thetaxpecttd sizetatstepet/Oa e:

Symbol o, R Breie B i) eeie e Eeped ARRkEH oRpOker and SR 88 TR
read. \When enpl gwi feldi, 4o iR rofetdtcE kP | n
read, and U si gg%i’fufbgsﬁ 2 2 tg%? Zt)ﬁg{cfﬁ%g?@ortéf eg%ltfgl dbgéléﬁl{é&f?gﬁ% gs‘r3
System SeeloFi goordirthation rédeipt requestd. rSubsequastiycthe dbgit proeds ¢o kteprisnandn
is the file transfer system There_are several parts to such a system The
first is the W Ferowss spprexiouslyydesaibied) n the present invention, to send a

det cct | communi cat | o Sk g 2ot BRI kao REDk T Habmde RFERR. Sude

again the file size is checked to ensure that the received file is the size it is supposed

to be,
15 Confirmation Receipt Request and Third Party Authentication: See Figure 5 &
Figure 14

According to another preferred embodiment, the present invention enables a
sending PC to request from a recipient PC, confirmation of the attributes of a
transferred file packet. The confirmation is a returned file containing a received file
20 list, along with the identity of both recipient and sender, as well as various other
attributes. The receipt file is returned from the recipient to the sender directly or
through a third party authenticator 18 (Fig. 1) without requiring any action by the
recipient computer's user. The sender may designate whether confirmation is by
direct return or through a third party authenticator 18 common to all users. The
25  destination address of the third party authenticator 18 is either incorporated into the
computer program prior to distribution to users or entered by a user prior to initiating
the confirmation requests as part of setup of the computer program on the sending

PC.
A control module on the recipient PC, upon receipt of a request for a

30  confirmation of the attributes of a transferred file packet, records the content of the



Page -39- detecting conmunication requests requires each PC to create at

| east one data structure, called a socket, that |istens for conmmunication
requests at a specific port on each PC. In a preferred enbodi nent, one
listening por¥Or¥Heated at port 789. However, any port orPFEHPYEH be
utilized, as long as all versions of the_co ter 5 program on each

I nt erconnected PC recogni ze and connect e fe- ports used to initiate a
transfer. As a result of_ the_ established socket, ch PC |i.stens

conti nuously forecsi¥edmasketc a lﬁﬂ‘aﬁ'elﬁﬁJgéprtP&?F‘é’nl?ﬁ%ﬁ’@rorF%“ I’hlsa‘?eﬁFWEQP%
enbodi nent, a P J J40 Lngeraet 4.Qr | .t :
extranets usi ng%f%@ﬁ‘g%g%ég ' 2%% g:f)‘%aitﬁgﬁeadﬁ%yﬁk?’nt\?gkﬁo%éng%?So#tai&nlg{s%&& |t§ﬁﬂ% rﬁ é%t e
data 10 st r uctstrtustereadfitherdcipivnkedmpuitdtaistopngdesice 0 Still fatiat) the costrdl gnddufé | P
standards. A listening socket is established that permts the PC to nonitor

the Internet, i mnrtheaecipient PG aprmbines intp i sonfarmasionrerent fil atdbutes of the

initiated by, other e n 4-nbound. comyuni cat i {n yest i,s. det ect ed,
a control nodul grapﬁgfgﬁg ﬁy\ehe%afreblk\g/ﬁ‘ n@%@?&ﬁsdﬁye@cﬁﬁ%kﬁeaqﬁggls(?a}af Hf%lﬁ\elahsg%e
context of sel eghinkgoffireeRitadEfobfd fod freddht B a feleived padket SRt chitafii of
t he communi cation request. |In other words, the receiving PC automatically

deci des whet her entrypiet lor smenepypteddites, () ¢l sizerofithafites teseived (B hihe Rentigsafdhon
criteria such as authentjcated ideptity. The. recejving PC tern nates
Crane asions { GRIRER RSP SEERPE) SLSHENed PEREC TEREEH); depiiynfdhe e
criteria is estapli ' | nLd:iald | b PC
eval uat es whet hggéli) 1’?’% ’ﬁ%%gg%tté%gﬁ%%g{ufgg%bg@g glr?édt:i ‘ﬁg 0%‘%& \llcgtrr;ggﬁg{ %g(g% e
defined criteri @lectromic fingerptint (hhdh of thedravsmigtePElosn\Alxeatively, thecconfigmetice s

in the destination file and accept conmunication only from addresses |isted
in the destinat F&fipti may e tsehupatq \pepyide topdy reesificationy ofca nfily Bansferajarton

recel pt of commyp, Gall A0/ 4 Gk AChatis RY, 9] XERGiRAVI 0 sel ected serial

nunmbers. For

Still further, if direct retum has been requested by the sending PC, the control
module on the recipient PC creates a pending event for immediate return of the
15 confirmation receipt file to the sending PC, designating the corresponding destination
address. Moreover, if the requested confirmation is designated by the sender to be
returned through a third party authenticator, the control module on the recipient PC
creates a pending event for return of the confirmation receipt file to the sending PC
through the third party authenticator, designating the corresponding destination
20  address. The confirmation receipt file is transferred to the third party authenticator
along with the destination address of the sending PC that requested the confirmation.
Still further, the third party authenticator, upon receipt of the confirmation receipt
file, processes the file stamping a unique digital characterization of the file using
commercially available file authentication application programs. The file
25  authentication application programs are designed to create files for which any
tampering or modification can be readily detected. Finally, the authenticated
confirmation receipt file is transferred, after processing by the third party
authenticator, to the destination address of the sending PC that requested
confirmation. A copy of the authenticated confirmation receipt may also be sent to

30 the recipient of the associated file transfer.



25 exanple, license codes initialized during setup at each system PC can
be utilized automatically in conjunction with the destination addresses to
further auth ' the source identity for inbound conmmunication
requests. Al_l%ggr)%%lh\?ely, encrypted aut hentication codes i ni qré‘}ﬁg%ﬁ”duri ng
setup at each system PC can be utilized '*,n C_%EJ unction with the destination
addresses and/or |icense codes to furthet?&iftienticate 30 t he source
identity for inboun jcation re sts. The. uyser y_confj gure th

Page 40- accept anpedﬁqolgg‘]éiryr %FPC‘?SFI‘%8&%'@“%’%@%@@W#§g§gﬁgp@ce
criteria at anhéféx!&ﬁc;étﬁ%‘é%aitIﬁitiall&!‘at@feﬁfs% 66 dehRmiedWHether afreckiftaak bebn |
nodul e at the receiving accepts the communi cation request froma sending
PC, a separate sapkstedi ¥ resteatibt kisdaehyequested,qt step S02dblellezic stutetdFighd.

sending and receiving PCs. The file fransfer is via the separate sockets.
Meanwhi | e, the &ﬂéﬁr@’ Cnét HeR Eg‘%@ ¢ lighiscrepted s }ﬁ%ﬁﬁ"(ﬁ’&)ﬁ?(‘,‘hﬁ%@e {iptcinchides ileg

PC are mai ntai ned.. m‘gﬂh | t .sendi . ed
and accepte by%gréglﬁgsngage |%gﬁﬁ}eégﬂ%f&rtggfglﬂé\%{g_}%gbﬁgﬁfIa%rs gﬁ‘gtt)lﬁg%&ﬁ%nt
and ongoi ng tr afigerivese @Bsted. "Neki, Bt St 90K attéxteNaiN érddted] MpettaxieRle préfetadly
transfers are created by a 10 control nodule at each PC receiving such
communi cat i on r inpludes $he sendingdi(E's ideatifeasion, thermeseivingRiHs idantifioations and the
sendi ng or receiyving,PC creates .and places.in,a linke ist ane file .
transfer socket 5 F"q‘ég@ﬁ% CPP?}%W?’&%H’&’G?T ih?“-‘ R Sgk grcoaﬁfzﬁmecelpt
communi cati on. s clerfel. TRE kb 10t QXY | : S .
Thus, multiple ?j:li slgrc%@the connec%%ﬁaggggﬁ& %g ﬂgg%saiﬁng%g#%{?ithm% {]%:%ﬁﬁgﬁot e
15 conputdrs textdds Shbseqaentiyiat stepfilfi antimaresdigte sémbigeent ds wivated fondhe

| ocal conputer is connected. The process of sending a file is now described
with reference fepfmgtion file.

At step 512 it is determined whether direct return has been requested. If direct

return has been requested, at step 514 a pending event is created with the PC that
requested the direct return as the destination address. If direct return has not been
15 requested, third party authentication has been requested. Thus, at step 516 a pending
event is created with an independent authenticator designated as the ‘destination
address. After completing either step 514 or step 516, the logic returns to Fig. 4 at

step 518.
Exemplary logic which executes at the third party authenticating machine is
20  now described with reference to Fig. 14. Initially at step 1400 a socket is created for
listening. In a preferred embodiment, the socket is at port 789. Then, at step 1402
the third party authenticator listens on the listening port. When data is received, at
step 1404 it is determined whether a request is being sent. If a request is not being
sent, the logic returns to step 1402 and repeats. If a request is being sent, at step 1406
25 arandom data socket is created and assigned to a port, the number of which is sent
to the requesting PC. Subsequently, at step 1408 the confirmation receipt file is
received on the assigned port, and at step 1410, the file is authenticated. Next, at step
1412 an immediate send event for the authenticated confirmation receipt file is
created, and at step 1414 the requestor is sent the destination address received with
30  therequest. Finally, at step 1416 it is determined whether other data sockets exist.



Initially at step S30, it is determ ned whether sufficient credits exist
for transferring the file. The credit sufficiency analysis is described
below. If in Lohent credits are 20 found, at step S32 La‘%g | I
credits may w%}éﬁlagsted as described below. If suffici entpcr e(?%%pgre
found, at step S34 it is determ ned mhet%g

t dphe transfer is intended to be
an Internet (or intranet/extranet) transfer.” If the transfer is an Internet

transfer, at stan 36, QnOlIRIa08k She piCFERMLH skl A Blleasd NPr5 GRS

[ 14
PC connects to ENrMg so renot e at t|c()ior Wien

anot her transm ggh estkess exist,@RéllogRRaith BGtep B2 MBWNpeatseat ed socket is
added to the linked list of sockets in use. The programtraverses the |ist,

gi vi ng socket s Ewent Lag: See faguretlfei r actions. Thus, nultiple transactions
can occur substanti :‘H]% Si w%%g&e%v%ﬁ{s%?%@? ac@i &%aig%ﬁ%cg%@ﬁ}cggg?{%nm
transactions that c IRLH - f - as
Ccati . N
communi catl ans gfe){m%@exﬁ@g%ﬁﬁ chaﬂa’g%?it%ﬁgﬁ’%exieh o?éoiéeﬁ%&‘ date, tinitd Bl shbonurd,

step S38 it is ermn whet onnection to the renote PCis
successful . |f #difile aamecThensdraan view dndémeract with lopged everts KdtepinSUe evénti s
determ ned whet her_ the sending PC previously attenpted to connect to the
renote PC. |f alogfid¢byusing cenffal vardayy such as i/ftat shovaindiigy Ide Regpived flesgan

Chree at tenpt o. SxoRetE R Viaug 07 SRCHE ER b 1ol B0 BT AR ARE A .
can be speci fi egfthedbcepicdFile RavetReh Bébo6iated Wit & ﬁi‘}‘prg%tﬁtblhf)ﬂ{baﬁ&gpﬁﬁrﬁﬁr or

i's logged indicating that a connection cannot be est shed wi th the
remote PC. W t eavadlableainythe riceivingBC. Opeping &hre filey carebs accopiplishetityaselectingf i | e

transfer until the r esfipation canputer. has an_ act, ve nnecti.on to
the 10 communfaIPEARiHet T EXtot Lo ROTRP S Pe 08 PORED EVide FOg gfatne
attenpts is | esgoduldfBommands using the PC's pointing device or keyboard which opens a control

window such as that shown in Fig. 16. The control window shown in Figure 16
displays the properties of the logged event. Listed files can be opened by selecting
15 the file 25, then initiating control commands using the PC's pointing device or
keyboard which opens the file using an associated application program available on
the PC. Ifno application program has been associated with the format of the listed
file, a message informing the user or prompting user action is displayed. The Cancel
button 26 closes the event properties window. The View Receipt button 27 displays
20 any return receipt associated with a selected event.
Selecting and Sending Files/Packets: See Figure 17, Figure 19, Figure 20, Figure
21 & Figure 25

The user at any interconnected PC of the present invention can initiate a send

file event in a variety of ways. For example, by interacting with a control window

25  such as the window shown in Fig. 17, the user can utilize the PC's pointing device to
select files listed in a transmit window 28. Subsequently, by invoking the drag &

drop function of the windows operating system, the user can drop files on destination
objects 30 in the destination window. In response to dropping the file on the
-destination object 30, a file list created by the windows operating system is linked to

30  the address of the destination object 30 and the file will be sent. Preferably, the file



t he maxi mum nunber of attenpts allowed, the sending PC again attenpts to
connect to the renote PC at step S36. If the connection is successfully

est abl i shed, watoptrrp S42 the sending PC sends informati on ajesssbarfile to
be sent and- about the sending PC, thus informng the 15 renpote PC of where
the transm ssion is originating. The sen@hggsPC then waits for the renote
PC to send an address to which the file can be sent. If the data received
from the renot esthicheerdsiienpadse tmsmitvial PQ isledplicstod ht the sdceivivPC forleach st C
proceeds to step S48. O herwi se the |logic proceeds to step S46 where the

| ogi ¢ terninateBléexecution and an error is |logged indicating that an

invalid reply was received. 2 . At step 8 on, recei vy a valid
data port assignent ?d R%‘R%?f&%‘fs“%%w%i‘8"%4%&9@@%#@’“&368%&%4 fogr‘:.a{;}é%e
establ i shed betyg&fed fotod 'St aﬁéa%hsmhes&inaﬁ&;.am@ﬁ@n@arcbnﬁﬂﬁa@&pﬁﬁ%wuéep
the data port assignnment received fromthe renote PC. In addition, a
time-out tiger actioneincemdearid tramsfesteachifilg. pAnndutahatetiesctécning of did¢ draniferd.
When anot her transm ssion is_already e [ new y created data

, th
socket 1’5 addecaprization fmay ivedts TRUdebVhEE CADRsERGS 85 PRHZESH NS IBIOPSEW. i s
t toth o ' i L T
oot or 0 | < PbEnEprtl oiEh B SRS it bl e PR Minpion

are transm tt edegzh fié &PbS@hsfEeed) tine data is sent at step S50, the
time-out is reset to zero. If the tine-out reaches a maximumtine, the

connection is terni rEeduttansiatthebattom ofitheslestination windavemay elsede emplaysdén 42-
At step S52 it is preferably determ ned whet her other data.spcket Xi in
the data sdfkers Préfieted pbpdinient o BlpE g4 (apeuy aief doipaton Siidsye Bukn 3, o
associ ated wit %ﬁﬁiﬁxiﬁ%i{ﬁe gfsgaaﬁmdwﬁ B&fin 3255knk M ARGt Wk £8.F rom

step S52 until no other d
Alternatively, a packet or file can be selected via the windows displayed in

Figs. 20 and 21, and the destination can be selected via the window shown in Fig. 19.
According to the procedure employing the windows in Figs. 19-21, the user selects
15  a file or packet and creates a send event which can be scheduled either as an
immediate transfer or a delayed transfer.
In Fig. 20, a Drives drop down list 60 enables selecting a disk drive that stores
the files to be sent. When a drive is selected, the directory structure is displayed in
a display field 62 showing directories, subdirectories, and files. After the user selects
20  afile, the selected file is displayed in a display field 64, along with the corresponding
file structure. Preferably, any selected files shown in the display field 64 will be
compressed (all together if multiple files have been selected) into a file packet (also
referred to simply as a packet) before being transmitted.
Clicking on a Description box 66 results in a user prompt 68 which permits the
25  user to name the file packet and add a text message that will be sent along with the
selected files. In a preferred embodiment, text identifying the user's name,
organization, and address are automatically inserted. A text message may also be
inserted into the dialog window by the user. Still further, the inserted text is then
linked, by a control module, to the list of files to be compressed by the compression

30  subroutine into a packet for transmission by a control module to a linked PC



sockets are found. 5 At step S56 it is determ ned whet her the end
of the file has been reached. If the end of the file has not been reached,
the logic returns to step S50 and repeats. If the end of the file has been
reached, at. WOI82€8B the connection is terninated, the dat RCEUSEETR s
destroyed, and the renove credits nodule_is galled. Finally, at step S60
the event is recorded in the log file. 1Bpee -52- A preferred enbodi nent of

the present inventjon utilizes_a single designated User Datagram Protocol
(UoP) command p_é*?sfn@féorége#meﬁmtengmgm@p@gi@pp& ﬂm%&dﬁaggg ﬁ%@fﬁam -
aut henti cation L nfar O Wi ;
data port is op!é% e n@ég%hvgﬁr&gc%ﬁse&? P%sgﬁggdn?leﬁn% e‘%}]g{g&%g&c omﬁgg p%’ﬁéa

al l ows faster crreesd ffRarasdecditd BKee wdat a transfer than a TCP port.
However, a 15 TCP port is nore reliable for data exchange. Consequently,
a preferred process prséarpdrambodiment, pre exmpry filosgnayihe selectediEpm ong ot es

a transfer hy sendi fil.e charagteristic.informtion,and sender.
dent i1 cat Pon/ TOFHAHEFLE B 5 et fr cOmRIBRsIqty PP CEBPIESHAR F4758h ¢
on a destinati opaeRPiHc }taa%ketefoﬁtpﬁﬁfnﬁés{bnltg a%?sqﬁﬁﬁ&x Pdhddrkss. t TRk Ehedsge

accepted, a data 20 port Is created randomly wthin a range of possible
speci fi ed port sembeddedswithrthe filésstor b¢ transmiited prive toDfommrasséont abthe sending
QO herwi se, a notificatjion that the transfer (s rejected is sent, Iqnd t he
UDP connecti on FRmpyterisgeadily wisihlgatier decammpsessiomah Hif I5e YINGAPTBUICH  HAWGYer,

transfers to be_jnjti h ' t Bl ent
t he sender connggtgié engtygﬂ%n fs)cglaglsetd, %éz&a%g&%gﬁ% cﬁ?ﬁ%ﬁ'@%ﬁ@é}l ??utg tpg(f;ilrl%ﬁgﬁt%ee
over the UDRg copafshited paioe teemirystioneatdhe geridieg PCl and Maddirdaliity visibipiaeiie and

sender resunme "listening" on the UDP port for transfers initiated by other
conput ers. Thi srdceiviag:B & deatypiion. cAlteraatively the 638 massagpes can he embeddest t

[ [ . T ' d d 8 f f
subsoqnentl y. | nPin e it thsmERa AbEr SR IR TR tne g PR a Bk
te ?332 er's can 3o toRnAGHATRIC} SR VUIBIE pABYtoTHE BBy MorPi aes reB VRGP STh t

text messages are saved in a text file that the receiving computer recognizes and

15 consequently displays upon receipt.

If the Description box 66 is not checked, no user prompt 68 is displayed, and
the packet is created with a standard message and a random number as a name. The
user prompt 68 may also be displayed when a Compress button 65 is selected.
Clicking an OK button 69 initiates a compression function by calling the zip

20  compression function in the compress.dll that creates the file packet. The user
prompt 68 is then closed and the Compress button 65 is replaced by a Next button
that enables the user to switch to the select destination window (Fig. 19).
If the user wishes to send a previously created file packet, a send existing
packets window (Fig. 21) can be reached via the Packet menu 50 in Fig. 19, or in any
25  other screen where the Packet menu appears. In Fig. 21, selecting a packet 70 then
clicking on the Next button 71 switches the user to the select destination window
(Fig. 19), where the destination for the selected packet can be designated. Double
clicking on a packet 70 results in a display 72 showing the contents 73 of the packet
and any associated message 74. Clicking the Cancel button 75 closes the display 72.



Page -43- conputer program open and runni ng. Advantages of the present

I nvention include a sinple user interface and operating approach, great
efficiency in systemresource utilization, and fast file transfer gapeed. 3)
The recei ver Y@ Y28¥1t he connection when the file size infor eVPPRe63
(characteristic) sent over the UDP connection_that initiated the transfer
mat ches the size of the file received or fe8&3Sender closes its connection
due to an error,_In other preferr enbodi nents of t LovenptiqQn, nore _than
one UDP conmand Ihefdear 1?@%%‘“?’6?6 ggleﬁﬁiaf‘}'é&gctf*é Péc@&?ﬁahgﬁg?eafg‘f?tmw&ﬂ a
transfer, a sendgr I : ' | ects the UDP port from
a set of specifﬁggtegt%l g ordilgﬁglgggﬁpa?él?ygdn@&?@\b, or nore UDP ports at

predet erm ned port nURPsict destindtibrewilriohofonbelecting d destigationgo pend the e seizder
PCinitiates a file exchange on a UDP_port randomy selected fromthe set

of specific |isnewidagrribed wath refeeence e Bigehl. HamPacketmemeSGenables injhiatinga g
ts for initiated file t f d d he, UDP_post Atilized b

B br ospect i ve. s BHEAlF index et s et R ALPTYo M GRAelberPis Lot P e’

data 15  port. fﬁbs’iatﬂﬁﬂfdtgﬁh”lﬁﬁd &) 2l RAve WMRERtARFanRYSRANeL ichindtioR and/or

"collision" int event at two or nore conputers attenpt to conmunicate
with the sanme Piitializingatmhyderhe Avaibmedeixi menu A2 tpermiit bowessing ithe mdek build/edit
collisions did gccur, the attenpted co ni cation can bg aut ormati cal iy_
retried at a rafsHPRA0daVlumemapages. Lhewolume managey enables gamingrandgeleting

deternmined to b T frer. At i . at. - -
5 il & ¢ he t o SRRiSR P dRAR Gk aitlsfihs Sithin 3 ROED RS menIZ0EOHA0,
i s determ ngd V\hﬁfdilg[ng&hseﬁﬁh@ﬁtdr Fogdiad sefpin sereneifdiretioyies shadem pirathetdrd, no

connection was established, the [ogic proceeds to step S40 where it |is
det erm ned whet hsar inforpatinpe encsyptionmeegramdnictiaee andalse enalplasyaccess togleptinagiopus

attenpt occurr egboks which create lists of destinations. A Help menu 54 accesses usage instructions.

A Change button 55 accesses destination books. A Browse button 56

facilitates finding previously created file packets. The packets are displayed in a

15  dialog box that appears when the Browse button 56 is selected. A Previous button

57 returns the display to the previous display screen. A drop down list 58 displays

candidate destinations from which the user may select the destination to which files

will be sent. A Send button 59 initiates a transfer of selected files to the selected
destination.

20 Another procedure for sending a selected file to a selected destination is now

described. While the user is working within an application program, the user may

save the working file to a directory associated with a particular destination, i.e.,

destination linked directory (DLD). Files may be saved to the directory utilizing a

Save As option, or may be automatically written into one or more DLDs as automatic

25  output from a corripanion application program. Subsequently, all files within the

directory (i.e., DLD) to which the files were saved are sent to the destination

associated with the directory. In a preferred embodiment, the transfer occurs

immediately after the file is saved. However, the transport interval may be set for

immediate or delayed time periods. Thus, by saving files to the directory associated

30  with the particular destination or group of destinations, the files will be sent to that



It is determ ned whet her a maxi num nunber of attenpts have occurred; in a
25 preferred enbodi nent three attenpts. Thus, if three unsuccessful
attenpts occurred, at step S46 the | ogic term nates executi E% error
i s logged i nNEWRY that a connection cannot be establi shé’g’qxb@ ﬁﬁe
renote PC. However, if the nunber of att ts,is less than the maxi num
nunber of attenpts all owed, the sending °55‘5i n attenpts to connect to the

renote PC at step S62. Page -44- After the connection is establ,
handshaki ng occdpinabeny %tgg‘?%;?fﬁét‘?ﬂ’é’%e‘ﬁ&“?’r’g qg@xté%gélsgrn a?"i%ht iM}sl@?P?%nd
waits for a gt its idd %H&}f AR ot S paicutirCibsBRftid, riay §BOYSENpIBy&P!
recei ved, at step B¢ e ogl c term nat'es execution and an error i's

|l ogged. |If a regnenig the usactki seidt tiat destiegtida’® whizhsthadilagvil®essantis Thebe
and 5 station information to the renote nachi ne., Then,.the sendi.gg PCE‘SA
fi gBo 6

waits for a repMiresterignmaycbe aeasedatitos time adgstinalien is defingd iny the destipa

oS . . g ! . ¢
Fecei vad.  ats ot Byt ALy PRReRRiRRh o fne seecERGEsiaht ity bOE: titckip?
transfer prot Oc?ko | s 7 (Y FPefiting Sy B RYLTRifti out HEREE 6T dnsapbli€ationlpRodrimRah e

protocol. Upon eting the frle transfer, the 10 connection 1Is
term nat ed. Subsdmetepfaoet(API).t he transfer status of the sent file is |ogged,

and the | ogic proceeds to step S58 to conti S Jpreviousl escri.bed.  The
| ogi ¢ whi ch execut es WACDEYE 2 ﬁ&@?‘-“@b@tﬂ’/?hﬁ&s’&ﬁﬁﬁ%}s seat tﬁ&&? a%%‘&l?#l%ﬂ“\ﬁn th
reference to Fi A, i tialal oy O3 didied e

gxa% é‘eefx r#o%ia?éd xi/lg?ﬁle I tﬁ%] adidted ﬁ'ot ghebres ru&‘é]‘ﬁ%ﬂ?iﬁ gﬂ@ﬁs

transfer will b er net r 1 ntranet/extrane transfe

transfer isjexpeid £1dté be Wettamintdthe DIUD and dientsaeedings an atchiiedie 4tiRr thandh& et
is created on port 789 and the receiving PC waits fqor a_connection. \Wen

someone connect HLRBtbefareshafile i delefedyt Thginresest invggtion gliaws 5}11? UBeE JO ABBRE he
received data ( Imxﬁﬁplelc@ecfo%eg 84 &5\,%9 With Idg?m\%gﬁy dhPseBfetheMah ' RE destination

book. Whenever a user places a file in one of those directories, it is sent to the

associated destination. This enables seamless interfaces between large groups of

15  computers over wide area networks. Computers that generate large numbers of files

(such as invoices) requiring distribution to a large number of recipients can be

automatically and directly linked to the destination computer using DLD structures.

The receiving computer that receives the transfer from the DLD must be

actively connected to a communications pathway accessible to the sending computer.

20  If the receiving computer is not actively connected, the sending computer can

repeatedly attempt to transfer the file. In a preferred embodiment, the attempts stop

after a user selected time-out period elapses. Alternately, the sending computer may

wait until it is determined that the receiving computer has become connected. The

receiving computer receives the files in a directory designated to receive files by the

25  receiving computer's user. A discrete connection is established for each file transfer
initiated with each receiving PC, as described above.

Referring to Fig. 25, an exemplary process for scheduling a file send event is

now described. Initially at step 2500 a file/packet and destination are selected

according to one of the procedures described above. Next, at step 2502 it is

30 determined whether the user is authorized to send the selected file to the selected



book of IDs fromwhich transfers will be accepted. If the received IDis
not found in the destination book, at step 410 an error occurs and the
connection i l.jated. 20 If the IDis found at step 408, at step 412
it is det ermﬁyl(égJ ielt her the received data is valid. If thePGHVSO837 0t
valid, at step 410 a negative acknow edggt;nt | s sent to the sending PC and
the connection is terminated. If the data388alid, at step 414 it is

Fecel ved dat a i AGFUSHER. ah FOSEAOn it PBTBEL, autien 2IpF she 156 15 apked fo°
request is pr OC%gﬁﬁﬂn tﬁit"tﬁé‘é’él%_@ted%stﬁ&aﬁ%n‘i}ﬁlé aesfiﬁatgcﬁge @&hi&ﬁ%@’ﬁ?&%ég}e

recei ved data indicates a credit authorizati on. data i ndi cates .
credit authori zaftends toatndthe filel 1 confirmsation $s wut revetiabid; at step2 0dctae fildeaesféded
in greater detail with reference 1o Fig. 11. O herw se, at steg 420 it is

bl

det er ni ned whet Agfbarted. Cihepissgansdalep When aherization aepyessat stepr2502, at step 2508

identificatipon. .. o ' . 1.ndi cat 3, 30, . .reqguest f

dent 11 cat 0. 4 obyBB S ek BN SRl Ake B, JF e ik
the Page - 45hat hbiGfet bétn ds@BRiNEINE siRps 261012519, 984 2614 theFaLIEs: 1 dpshrihieg her
the received data is a partial file at step 424. The partial file

det er mi nat i on odinkridentification ifommationendanthentieationmodes dre areatert; and tHeepacket
resumed, or whether a new transfer is beginning. Thus, if the received data
5 is a partialSPR9®®Gt step 426 a starting point is set to the size of
the partial file bec €4 ,wa{‘ tesent. .
the receiving nachi ngqlﬁire]?’%ﬁyr?él p,? %]s(sa g’ear#étl Alng) nac 1|t ir%gdﬁ(l) f‘llvﬁ%tgrtgé%gbg%ﬁéﬂéﬁ

transm ssi ot depsist, atgtep2 5164t is detetininedotheting the fike tramsmisin 16 e bycuk Ao ored.
Subsequently, at step 430 a_socket is created on a random port, the random
port address i s laentlfthe tramsfes isrfaiosgurreter. . sten 261 fe sehpdular ieppened, andsat stsp.
Ib];g}[ Eﬁi F]Sce;;/eg t2§gb q}lé ﬁsé}oﬁp&s%é tcfa?el aI];d {h%’ ﬁﬁb%vhenathgeﬂett{z%g Jresliloxlll% occur.
Subsequently, and also when the file is to be sent immediately, at step 2522 a send

event is created.

15 Finally, at step 2524 the send event is scheduled as a pending event in the
main control module. At this point, the computer program treats the file like any
other pending event set up by the user. The program is constantly in the process of
monitoring the queues and sending any pending events found with a time that is
earlier than or equal to the current time.

20 etting up a destination: Figure 17, Figure 18 & Figure 19

In preferred embodiments, a user function is provided to invoke a destination
window, with which one or more destination files may be created. The destination
window may be used to select a destination file and to add, delete or modify
destinations in a destination file, A destination address may be selected from a

25  destination window by the user for use by a control module to transmit a packet. In
preferred embodiments, a user function is provided to invoke a dialog window from
which the user may set a specific date and time when a control module will initiate
transmission of a specific packet.

In preferred embodiments, a user function is provided to add destination PC

30  addresses as nick name objects in a destination window. The nick name objects



428 the starting point is set to zero. Subsequently, the |logic proceeds to
step 430. Fromstep 430, the logic proceeds to step 432 where the receiving
PC waits for _data on the port. Wen data is received, the tine-out counter
is again res&O"B6Blerably, there'is an automatic visible PREUSHILH of
receipt of files at the receiving 15 PC. Aéﬁstep 434 it is determ ned
whet her ot her sockets exist. I|f other sobtd&t¥-do exist, at step 436 data is
recei ved for the c{1ext ocketr. .Subsequent |

., the Logic returns g 434
and repeats unt fddeddodhs destingtipn pan %Q%ﬁﬂ)&?‘{% F:ﬁ‘l%?;&gm&g rfggwo S‘fﬁ’g’?sp@,
t he dat ket : L\ i i | b.St:

e e TOONS! BoftBheR i MG e, | BRHABHIE infbel o\ pAGBI difinatttn,

tinmes 20  out. addredsbealitated dsidestinatioh targbe f6:00 fedidOPC iiscdrrollied dlyadttigc t he
socket is destroyed. Also, if the connection termnated on its own, the

socket is dest rpigset nopfusereadiustableflimit (aslopking dimib) imaventsempedile for thepumbert ¢
returns to step 432 .and,repeats. n.afile transfer is copplete.. at..step
420" T ¢ i 5 ot of i PRGERALPRES B e Je3EBDagilr) AIRG ThF putnbef 3 Rofitod e
expected. In Ot eswehOfofs serdftfy HC Is@ofirgifed by &arﬂ%aan%ékihg lidi€inSd Eatiol Hicedteed
in the 25 file data sent at step S42. It the sizes do not colncide, at
step 442 a r ecefor¢heemmiber of déstigagish files that varsbe crettet loe viewed. Shedscling litrite

sanme, transm ssion is deened successfuyl and the |ogic proceeds to step 444.
At step 444 t heMdYydhft Pregeteiny B $@W96§3’é’d313t € veliogﬂwaa gyrera iy iRehe

received files . LV ; evi 1D, i n
the 30 previ ol ARG Bk BRbdufiod GEEtebBdRRcS: SER0E BRAE fortiiclilith | 2
addr ess, topgt heonto tieggnputé recei ving PC upon initial connection, the
identification can cone at a later tinme. However, preferably the sending PC
is identified to thdnrrrefersed epbodimentsrausasdunetion isiprgvided ¢p dmdkerpedialog

received files. Moty ol ehbRs Hcuifi8fich SF3CdsBRstioN hdliress from a destination

window. Moreover, a user function is provided to invoke a dialog window from

which the user may create or select for display additional destination windows. In
15 preferred embodiments, a user function is provided to launch a file structure display
window from a destination window.
According to a preferred embodiment, a discrete destination and associated
address can be defined or modified, and saved in a destination file by user interaction
with a control window such as that shown in Fig. 18. Once defined and saved, a
20  destination file can be selected and displayed in a destination window such as that
shown in Fig. 19, and can be linked to a destination object in a destination window
such as that shown in Fig. 17. A destination file can also be linked to a directory to
create a DLD.
A procedure is now described for adding or modifying a destination according
25 to a preferred embodiment. The Setup menu 53 is selected to access the window
shown in Fig. 18. Then, the user selects the New button 40, or selects a destination
and selects the Edit button 42. Clicking on button 40 results in a dialog box display
that enables entry of destination information comprising name, address, address type
(e.g., PSTN number, IP address number), or creation of groups of destinations. A

30 group of destinations allows a file transfer to be made to all destinations within the



reference to Fig. -5 executes to process confirmation receipt requests.
Subsequently, 5 the logic proceeds to step 448. At step 448 it is
determned if any ot her data sockets exist. If additional data sockets are
found, the Lo¥P&?%turns to step 432 and the processing repBat/ES%3% o

ot her data sockets are found, the logic flj ows__to step 450 where an
automati c update process executes. 10 age -57ygr | fying the data is handl ed

by the TCP/I P protocol,that ,underlies the Wndows. Socket specification.
Because the TCPEFBILRUDAOHEIR RS dhvHon ) L Ao B RagReiets ofeaing
verification is 3 I Ces ' f‘]@ﬁ/ InSqR r Y ol
t hat checks eacﬁﬁ ptgék%ltlglﬁg# r?gstgflc |cMr:EEadguAﬁngr$§£/t£ %gcﬁﬁlﬁgﬁ&@fﬁgﬁﬂ&
retransmts bad epablestmpdifivation of dgtiviatiorf inforhiakieni s assenbl ed from
successfully 15 recei ved TCP packets, the probability that the received
file is error-free | Foymogemdgsiinatipuss thejuses entesp the tglephanepymbes of dhe mpdem
whet her the entiye.fi.le ceived, This i cc | b AR
vhether Y £ deflinf, KBTLGRR e 1o vld BRE RS FUBELRY HE RS
file that is recgfyefouting el iffctnafosPARi ddef Ablcod 4 Fifigdd Bhtdh Ukl e
being transmtted and arrives at the receiving PC at the beginning of the
transm ssi on. 2Q@estination is fddedrtolthe destinationr sgokt hEhe Fouished buftodi 4§ closest the

Thus, if the trapsfer,is deternjned not to be an interpet transfer at step
400, at step 46 ctiRation ean WIoW- 1 & 0¥ §0etRhBR) MRk alse be Fheks cRRYing a
answer if calle r 1135“ ' Og.ault Q: . ans '
initialization g*esgrﬁag%%égﬁgﬁ d?aac %%%Efe ?Iéfﬁ% h}ée dr?o eér%w?l's Al\ﬁléﬁa?gﬁli‘éﬂggﬁ t %tg
step 462 theore@imina%rmmm&dhaina&oa'Enickh@xhelahm&efunallektinaupﬁmaﬁﬁcei ving a
call, the receiving PC answers and reads a data streamfromthe nmpdemto

determine the sendi nghppresetinventien preferably steagseall informagion ahower dastination ife
Poceiving e codfcasstridbook e i{RBbE fom onf Bipie: o HRIEE find blkfly shared
identifier of thgndrRC@ed NOedBRation books provide an easy way to send a file to a group of

users. The user simply selects the group as the destination of the data file containing

15  the destination book information. The present invention then sends the file to all
users in that group.

A Remove button 44 removes listed destinations. An Add to Group button 46
creates groups of destinations that allow a file transfer to be initiated to multiple
destinations with a single user action. |

20 In order to add a destination to the destination bar, such as that shown in Fig.
17, a user may right click on a destination object 30 if the destination object 30 is
empty (i.c., not associated with a destination). In response to the right click, a drop
down box appears that lists destinations defined according to the procedure described
above. The user may then select a destination from the destination list and change

25  anickname associated with the destination, if desired. Consequently, the nickname
will appear in the destination bar if the destination object 30 is not empty (i.e., not
previously associated with a destination). The modifications to destination
parameters are then saved in a destination file.

eati : igure i 2



Page -47- At step 464 file data validity is checked. If the data is
invalid, a receive error is logged at step 442. Oherwse if the data is
valid, at step 466 the downl oad commences with an agreed upon nodel

prot ocol , pré’%b?’é?ﬁw, Znodem t hat checks each packet using RE¥YSEHHI73
retransmts bad packets. Subsequently, the logic 5 proceeds to step 468
to determ ne whether the received file i $a8hd8sanme size as expect ed,

i ndi cating a successful transfer. |f the file is not the exPected size

step 442 a receive el dprefaredsimhodiment, the aser say;opeate 1 index g fll@éﬂe;@émtb@at
. oS . : . .
Chpackod and st BB, HEHEE (YRR Ghe cdrlBY RiteRE oy GinbPRES P A RbereBy .

with reference tgmhifhicationk paHras. tTheRNMKES Srehfed byCseldctihfHldsOorh Btk list
requests. Subsequently, the |logic proceeds to step 450 and executes as

previ ousl y descwibduy. Bye filsinames ard flesttvcmperase theoladdest toan indexdle inp display
automatic. However, opnce again th ile size is checked to ensure that the
received fil% i ?‘PWB}';@ Fquttod osed to be. 15 - Confirmation Recei pt
Request and Third Pa Lcation: ' : ' cardi ng
t o anot her preferredme %ﬁ%?&?g{gﬁgf gﬁ%@%ﬁéﬁ%&%@%gﬁg%g{eﬁ%n |%§ PC
to request fronmréequestcscpuende iRGvhich af usefrhialy a8ledf a PG destinatitniteeswhivh @ index
transferred file packet. The confirpmation_is a returned file containing a
recei ved fil e 2@equestiwill begeatn Mnontselecting 2 BEnlestinatign fernnindexreguestta eongrol

sender, as well _as, yarious . .other .attrlbutes. Th eceipi. fi.le is,.returned
fromthe recipi g .eom tﬁgesg‘% Hefepst PP%%’E@E%F%‘}?S%E}&{g?}R{fWﬁJ?f"Bﬁ&W a.dHress
aut henticatfy 13f{teirequeblingPCNIUE POAKGIAAtIA tAie@SidsAhe Mick ReuefthRé&Rhe
conputer's user. The Sender may desi gnate whether confirmation is by direct

return or througtquasting FCls plentifcation femautherization,ginddheroreturos thielindexdinked The

the requesting PC (assuming it is authorized) to the address received from the

requesting PC. Upon receipt of the index, a control module stores the index linked
‘to the associjated destination address in an index file on the receiving PC's file storage

15 device. In a preferred embodiment, indexes may be requested from multiple PC
destination addresses.

In a preferred embodiment, the user may create one or more indexes of files
stored on the PC's storage device. Each index created may then be linked to a
specific destination address (i.e., a private index). Still further, an index linked to a

20  specific destination address, which may include identifiers such as user name,
identity or site code, serial number, etc., is the only index that will be transmitted to
a requesting destination PC having that specific destination address. The private
index capability cnablc;s users to retrieve files from another computer without
allowing the user to login or control the computer that has the desired files. Thus, the
25  private index reduces security risks.

Moreover, an index linked to no specific destination address (i.e., public
index) will be transmitted fo any destination address. In other words, the public index
is accessible by all users. In other preferred embodiments, the index is created by
selecting, from the destination dialog window, the destination address desired to be

30  linked, and then selecting files from a file list window. The files names and file



25 destination address of the third party authenticator 18 is either

I ncorporated into the conputer programprior to distribution to users or
entered by a gior to initiating the confirmation request rt of
setup of thewg%;ng er programon the sending PC. A control mé@ﬁs@fagﬁsat he
reci pient PC, upon receipt of a request for g 30 confirmation of the
attributes of a transferred file packet, PR ?'ds the content of the Page

-48- received packet. This e set to,QqcC efore of. after it is
decrypted and qecbmseadnén A% BY sionlsBLb e fithe AERe R for i Rl dieafq,
written into thgn{dde® didplayGhinaewof the recipient conputer's storage device.
Still further, the control nodul e on the recipient PC conbines into a
confirmation recei ptinfdthe patfemrédernbaliments ha user mayreanypethegdckdt centpinirgethe

T Fed ek oat by P 4ot e peoH s shuha 1S b RoF e g
encrypted or. un r | ' f | L ecel t he
Cdent ty of % heChl siEplibh STorabinls WiSh 3hEFo d el taiRab Y B ol
packet, (4) theUsH@ohintertially Aoailabld &ceyptionGofthvare hidfiengegubliekeppeivafe key"
receipt, (6) the tinme of paqket receipt, and (7) the 10 el ectronic
fingerprint (hatdehnelogy,lagubhiekeyrcedesuay be used taleneyphfileseThe public key code is

Cransfor acti oniBKEbREdRgiragen aassblor Vi AL s Rt to b ok dnB pulic ke
Still further, phqeiof 8fch de@inafibn ARG BerfeRAMPRSRE r?gwa ty%f%gg,ibﬂﬂl Stwhitire

control nodule on the recipient PC creales a pendi even I mredi at e
return of tie lare ganerdtéd arl linkedte tei dustifidtion dddrdash durdrg system Bétup desachrRC i ng

t he correspondi nﬁ;.fj on_.address. Mreover, if _the requested

desti
confirmation !sg%éiélfe’%t mplickey sedr bt pef thepreata Kk godan g4 far eaghR(
party authenti cgtQfuabl]%eal Ye' fellivaP Y eBetP By stddf PLCAlBIERLal upon request from

another destination PC. The public key code linked to a destination is used for

encryption of files to be transmitted to that destination. Only the private key for a

15 specific destination can be used to decrypt files encrypted with the public key for that

destination. Files received at a PC destination that were encrypted using the public

key for that destination are decrypted automatically using the private key for the
receiving PC.

In still other preferred embodiments, encryption programs may be invoked by

20  the user to encrypt files, manually selecting the appropriate public key, prior to

selection for transmission to a destination PC. Decryption programs may also be

invoked by the user to decrypt files with a private key code manually selected after

receipt of the files. Automatic encryption and decryption without public key

exchange may be used. Such encryption technology does not use public key/private

25  key technology, but rather a "one time pad" encryption key. The present invention

provides a user option that allows a user to select a security product that the user

wishes to utilize. It also provides the option to use a TriStrata Security Architecture

that provides centralized security policy management eliminating the requirement for

public key exchange, and provides very fast encryption and decryption. TriStrata



creates a pending event for return of the confirmation receipt file to the
sendi ng PC through the third party authenticator, designating the
correspondi gﬁulnation 20 address. The confirmation receipt file is
transferred 10 €'third party authenticator along with t 222 i on
address of the sending PC that requestegPthe confirmation. Still further,
the third party authenticator, upon rec %F'@f the confirmation receipt

file, processeg the filge, stanmpin uni,que di.gital .characterjzation of the
file using co ?‘Eﬁéﬁrﬁﬁé??hir% %ev?e]opgr sg‘ﬂfﬂ‘gﬂg’h%%‘ﬁﬂﬁﬂl%affﬂﬂ‘ ﬁjﬁma@r&;%af, ans.
The file 25 %@.'&?Neﬁ%bh@ﬂo%@f@&lﬁ@ﬁ%i&” prograns are designed to create
files for which any tanpering or nodification can be readily detected.
Finally, the authenln zpteforedenfiodimént,anusesfimiction & ipk@vided tb ikt aHlECfbquedt t er

processi ng by the thi rdh% rty authenticator, to the destination address of
the sending PCStdtgRcs by dheeser toreguasbiiles Romppselastedtindex-n obden to regtiesd

fi ' ' to~ 3 t i pient of th
Sotboi nred ¥ | 56 R MasRchfed ecifflion' B dfticess 0 FitficP vilh ot o e fles
confirmation r &gt i thedfdacirs sélEctétdy MewSer £eshtit HdduR KBRS frahSnikidn of-

Initially, at step 500 it is determned whether a receipt has been
requested. |f M requestfor thedilecalong withabe atentificatimemdHddresh of thegequdstingr NS
to Fig. 4. th@ﬂﬁ@i atPgae%ngO4 afjle list ift% created. Preferably, the
file I'ist inclbdes P& 5~ desiinalion trcgives a reqyest for AB¢ af mete Fles in ag indexag t he
files sizes, apghttdiendifiEsiRddom ' a teStep
506 a text file iIs created. ngﬁﬁ?fé%?oél ég‘g@f@gﬁ?@qﬁ%ﬁégg%g% %egﬂi‘eeﬂ%% ng
PC s ident1 i caonteinedtih¢he received requedt; areateen padkiet fild 1d, pasded thdpacitet © O
time the file packet was received. Then at step 508 a confirmation receipt
file is creat e8NARE c¥eHif flérain Bipthaqupismed embodiment.dié aptomaticomenyptionds i | e
lei/Z Lt aing E:Pga éL gaa'okgcﬁ)ﬁaﬁféétg SontBREMY %B}nlp}{essg& fifeh SR énlczgyp%é]d z'xsnglrgg Ip%{)ﬁc Rey' d
linked to the requesting destination or a one time key linked to the exchange

transaction. A preferred compression algorithm (compress.dll) is publicly available
15 from Infozip Group. Other compression algorithms are commercially available and
‘may be used in preferred embodiments.

A control module initiates a connection with the destination PC using the
destination address received with the file request. Still further, a control module
identifies the sending PC by its address, then transmits the packet containing the

20 compressed requested files to the linked address across the connected pathway.
When the transmission of the packet is complete, the control module indicates a
successful transfer in the event log window by date, time and content. In preferred
embodiments, a control module responds to inbound file transmissions, captures,
decompresses, and writes transmitted files to the computer file storage device using

25  thereceived associated file structure, and creates a received file list that is linked to
the stored files and displayed in the event log window showing date, time, and
content,

According to a preferred embodiment, the user of any interconnected PC of
the present invention can create an index of files from which another designated PC

30 can request files. Moreover, multiple indexes can be created, each authorizing a



confirmation file: At step 512 it is determ ned whether direct return has
been requested. If direct return has been requested, at step 514 ahpendlng
event is cre ,4;h the PC that requested the direct return as the
destination-address. If direct return has not been 15 reqfEBVEW24¥Ri (g
party authentication has been requested. Jhus, at step 516 a pending event
Is created wth an independent authentic a@F"@ém gnated as the destination

ddress. After conpleting..either step 514 st 516,. the..logi¢c returns to
I%i g.r 4 at step SIFCSEHYEM 1'? { Fw?rfogﬂﬁcé‘il }géﬁé‘lff g%m%‘t‘smglg’fﬁ’f?‘%d%_ﬁé’lslsni The
aut henticatin ' ' gda§§ : C | s

I gi tially at gt g%ﬂ gi%l%gndg% es%%ﬁ?ttﬂ?ighcr ea%égg&?%# ﬁ%?ﬁ%ﬁ%ﬁl fslﬁe g‘ﬁf?y e?%rﬁ%%
enbodi nent, t he andtHentselesting filotda berldded ftha index. Shep, diffent Akstchh be iPadchy

authenticator listens on the listening port. Wen data is received, at step
1404 it is det eiff¥elp hpelsresd egﬁwéan 13 Yalummename §dipk label) isutilizgd Eaniindenot

bei ng sent, ¢he L Q- 4 d rgpeajs. Ik request IS
ei ng sent| at 2pERHfed Befinh il BFadv it iina R ARmaliydn G sEStuitgnea
toa port, the Rufeclestihaib dires, Etéthal Qrfal RuBHYCS! ifleriicatioh DSRA GR LY
at step 1408 the confirnmation receipt file is received on t_he' assi gne

port, and at st &filized ® restuist transmissiomof baolt indet extateNtuta, spamﬁstd’e@tgxiafabﬁ.m

i medi ate send ent . far the authenticated confirmation receipt file is
created, and at %Fé?)dei‘ﬂﬁmla'?g SBEeTERctian ‘é’%ﬂf’o‘iﬁ viadewn aiahas thergrsbawn
received with 3¢, piduerg equest. Finally, at step 1416 it is determ ned

whet her ot her data sockets exist. Page -50- |If other data sockets do

exi st, the 1gic rethrFig 22) adriye b0l 89rdkplppaairop down box dhidtehabled sigaaket s

ist, the logic returns to step 1402 and repeats. Event Log: See Figure 15
ext s g a drive from which the gles to be indexed cem be selected. Checking box 81 allows

building an index that contains the content of a specific directory tree. Checking box
82 enables rebuilding a specific index. Checking box 83 enables building an index
containing files before or after a specific date and time. Button 84 varies the
15 reference time for the index from the current time displayed. Button 85 modifies the
reference date for the index from the current date displayed. Box 86 enables building
an index containing only a specific file extension (e.g., "doc"). Box 87 enables
building an index containing all files on a logical drive. Button 88 returns to the
previous computer program screen. Button 89 initiates the build index process using
20 the parameters selected by designation of boxes 81 through 87.

The index created comprises a database tree including linked lists of operating
system file block structures. These structures are utilized by operating systems to
store information about the file, and its state. FEach node of the tree contains pointers
to its siblings, and to its children and parents. In this way, the index retains the

25 directory structure information. When a file is added to the index, each level goes
into the tree.

An example for adding a file to the index is now described. Consider the file
report.txt with its associated drive and directory structure being
E:\sky\clouds\bird\report.txt. When adding the file to the index, "EA\" is not utilized,

30 because only the structure of the directory, and not of the drive is important.



Al'l conmmuni cation events are automatically | ogged by the conputer programb5
in an event log file, characterized by event properties such as date, tine,
file structure, and file name. The user can view and interact with | ogged
events |isteWas¥26RBt event log file by using a control w n&&WUSHEA43As t hat
shown in Fig. 15. Received files can be opened for viewng directly from
the Event Log wi ndow, provided the file Pagen®d-s of the received files have
been associated with an appropriate a&gl i cation program 10 avai |l abl e on

the receiving Phherefoesithe database iy ssarchethfosdskylic £ atihe rony of thedatabase amd

Phitiating cont PRt tbfRg! RIS AT IRE 08 aBbt @ BF el ProrkRD
whi ch opens a cpbi thlé"'limﬁ%pﬂldﬁgﬁcﬁi;ofd@ﬁt s@d%egwenhgl, thik Jeardl® for FRRUAS b Ehs

wi ndow shown in Figure 16 displays the properties of the | ogged event.
Listed fil es cawithéheofishehdidoof thel'skyt node, dovinghacrossitbe siblingshdiff "cloirds"as nofy

OO oM el s e e P S el
appl i cati on br ogia has.RSGH A3 H0% Laedr Mddds! s HOLIR R i Lhishetbdi | e
a message inforfmng tHe User or pronpting user actron 1s displayed. e

Cancel button 2Phesadsasrotdiseficant withOppoititas' Thegrodess IS lighlyaecurdeebsdause
button 27 displ ays 20 any return recei pt assoclated with a selected

event. Sel ecti niepreceseisdeprpted for sachdexal of indsamrephithe diregtoryiregvntilthe file
Figure 20, Figure 21 & FEiqu 25 The, user, at ,any inte nnegted PC.of the
present invent i BIMEHFeRehed; ?ﬁgngngg%syﬁgxg@egﬁavp&o&i@ °Pe6‘§lt By &E?@l.rsq:or
exanpl e, byl ntgfHaGiBI@sWM th a control window 25  such as the w ndow shown
in Fig. 17, the user can utilize the PC s pointing device to select files
listed in a transni tThd pooess2fer cRatisg gacnindgx usingi moeaitio gvintewdsuch & thabp

function ‘of the windo erating syste the user_can drgp,files

dosti nati on ob; SPE 01,25 seoHisrabed IR e o Fie. /b pORYY 2 Son 208 g
the file on th : [ ' <30 bl St t '
operating systglrlr%??(#“f%n é@ﬁt%ﬁgg&lts%gmgga‘;bgggeagéfd. t]ﬁ%ﬁ’ esst&%ignéaqai %ﬁﬁgg”ggt?ygo
and the file w islgeherasdrBasedupdnethabber, selebedfoptions. For example, if From Directory

15 is checked, the user can select specific files names to be included in the list. If other

options are checked, the list is generated with the file structure based on the options
selected.
At step 606 the first name in the list is determined. Then, at steps 608-622 the
index structure is recursively built until the name is included in the list. When it is
20  determined at step 610 that the file name has been added, at step 624 it is determined
whether the list has been completely built. If the list is finished, at step 626 the logic
terminates. Otherwise, at step 628 the next item in the list is determined and the
process repeats at step 608.
equesting a File or an Index: See Figu tigure 8, Figure 19 & Figure 23
25 According to a preferred embodiment, the user at any interconnected PC of the
present invention may initiate a file or index request event by interacting with control
windows, such as those shown in Figs. 19 and 23. A file request event is initiated by
using the PC's pointing device to select an index from a displayed list in a control
window, such as that shown in Fig. 23, then selecting files listed in the index, and

30  invoking a request event. The user can initiate an index request event by invoking



Page -51- structure resident at the transmtting PCis replicated at the
receiving PC for each sent file. In a preferred enbodi nent, nanual

confi rrratior]wi?awiﬁﬂui red for each file selected to be Sentréﬁuﬁgﬂ} $C
desti nati on. e nmanual confirmation requires user 5 action TR order to
transfer each file. An autonmated screeni%g I%f file transfer authorization
may al so be provided which only permts t 3Fi zed transfers to occur. The

For Coach e egeptbsf R f B Bt e nibnb SRR Mipt el Do afith fS pRETOHATE' O
desti nati on Wi rripie 15 ord tiéh ffectiiptiRRStrafiod om Wbioh eieidedhs TBORgTRALG.

Button 34 opens Ot her destination wi ndows. Button 36 m nim zes the
desti nation wi ndow. TBetdompudd program links fndndex tequesidovth® Slestiviation neaddrass| v,

a packet or file can be gelected via the, wnd di splgyed in_ Figs., 20 and
21, and the deﬁ?%@%ﬁ“@’a@%ﬁﬁ?@e&sgﬂmm 3942\3(?% ?fggﬁ@%év&‘in‘il FVEtgn 1%9.
According tp the I QY1 . i ' ' . A er
selects 15 9 al}’FP%ggﬁggac?{:ﬁ@alﬁé@ﬁt@%%a e%n‘@aeﬂgfeé%%ofetgeeﬁétqg%w%%tééﬁerg'elgp At
schedul ed ei t hest tiasregitest. "Rt gie@erit ireafi6H, ey compbiedr pYStatnlin REHEPC rédtivihg -

20, a Drives drop down list 60 enables selecting a disk drive that stores
the files to bandadax requashwil iy enlysndadexspecificallycrentedandaughasized fonthe i s

di spl d i di . leld 6 how | tories, [ tories, d
Fiios arter t REAGREREHip difles 5o PR B RISk R 8 nherfeep Y e
in a display figheradUistdbRih W iberédiResied 'PESPOHMer, fa iR d&gﬁwftcuﬁ%nly be
Preferably, any selected files shown in the display fiel 4 wll be

conpr essed 1¢ al |initiatpel frem anf inten¢dninpéted PO after avwaldadimg orel eranexd) indestes feorhii | e

acket (also referred to si |y as a packet) before being transmtted.
P ( other interconnectch Pés. P ) 9

Referring to Fig. 7, exemplary logic for requesting a file or an index is now
described. Initially, at step 700 the user selects the files desired from a remote index
previously downloaded or selects an address from which to download an index.

15 Then, at step 702 it is determined whether the request is for a file or an index. Ifan
index has been requested, at step 704 an index text file is created. Alternatively, if
a file is requested, at step 706 a file list text file is created. Then, after steps 704 and
706, the newly created text file is scheduled as a pending event that will be sent by
the send file module of Fig. 3. Finally, at step 710 the logic terminates execution.

20  Because the program is always waiting for files, the program is waiting for a request
return.

Referring to Fig. 8, exemplary logic that executes on the receiving computer
is now described. Initially at step 800 the receiving computer receives a text file
containing a request. Then, at step 802 it is determined whether the request is for an

25 index. Ifthe request is not for an index, the request is parsed at step 804, and the files
are Jocated. Subsequently, at step 806 the requested files are compressed, and at step
808 a send event linked to the requesting PC is created. After the event is created,
at step 810 encryption occurs if encryption has been enabled, and at step 812 the files
are sent to the requesting PC in accordance with the procedure described with respect
30 toFig. 3.



Clicking on a Description box 66 results in a user pronpt 68 which permts

the 25 user to nane the file packet and add a text nessage that wll be
sent along w 9Ei!ge selected files. In a preferred enbodi nent, text
identifying t PR s name, orgarnization, and address ar e PEBUSHHAR4IBal | y

i nserted. A text nmessage may al so be inserted into the dialog w ndow by the
user. Still further, the inserted text i &2&né#r i nked, by a control nodul e,

to the list of fil esglo be §£npr ssed by the caonpression 30 subrouti ne
into a packet for tr4AtHFR8VoH ig1et thay anipdex hasthsen requented abstep 81Paye

-52- destinatio %@{m k I L QF he_sen and text
nmessages cont ai ir;se I'n recﬁél&\?ge %g%ﬂtllarpis&ér e t%i?lgz@ﬁ%g%%aﬂ;sﬁnﬁ%n g)&éﬁlrequg@nng

wi ndow when ass®d. alfefle iRleriiy euthbrizeds ardtep 888 Bfliadebis dofhreised ank Melogic
preferred enbodi nent, one or nore fi [ es may be selected fromone or 5

more directori eBracaedsHe step 808sfor ensmissibies pravimuslsiaorribal K the imlersshon
control nodyl e, itgto g gta(f‘k for transm SSingfto'aL destination PC address.
The text messagB BRBEGEFE T4 AHEPS359 18518 ich gHerms the gequesting PG of the
conpr essi on at S e R i | LS egsj on
at the receivi ng&ggprrpt?? gf&uﬂﬂ%\%ﬁepmg%%ﬁﬁﬁdy% F?F\qoglpgénsgﬁ 'gg(?cs? gﬁo the
messages can beregubstihgRC af t¢pst808-&12l es to be 1o transmitted prior to
encryption at the sendi.ng PC and made readily visible at the receiving PC

after decryption. ARdfigA3% §bpyon 9 displays a dopdayasbexthatrnables seldetipnwfian t he

files to be tra ' | . | t.he. s i PC . ...
Consequent |y, t e@t{gé)?t% ﬂ’rergfsﬁrgg{fén&]ﬂg g&?&é@y&ﬁ {; Eyi%\?‘Pg‘ﬁ% tg""& ﬁ@? fﬁ‘%_‘?ﬁa&e‘i n the.
decryption mt thdedted endexnge isplaloe it @XdispIBs Fele?, AHéhSaBdhé Bsdclafo fifel | ©
that the receiving conputer recogni zes and 15 consequently displays upon
receipt. |f thestg%%rpr%ﬂpwe@ekmsé forsregarst by elicking om thedisted files mith tBEPCS

di spl ~ayed, and pointing device. Selected files are displayed in a display field 94. Clicking on a
Request button 96 initiates the request of the selected files from the PC from which

the selected index was received. A Delete button 98 deletes an index, usnally when
15 anew, more current index has been requested to replace the index being deleted.
The present invention can also include an auto polling feature that provides
the ability to poll groups of destinations all at once and simultaneously receive all
files transferred as a result of the poll. Auto polling is enabled when the user places
files in a directory corresponding to a remote destination. The remote destination can
20 subsequently poll that directory causing those files to be transferred to the remote PC.
Auto polling is similar to the index function previously described, except that with
auto polling the remote PC does not request specific files, all files in the directory are
sent to the remote machine upon polling. Due to the ability to have multiple,
simultaneous connections, a computer polls all remote machines in parallel, Parallel
25  polling provides the advantage that many files can be received from many different
locations quickly. The return receipt feature described below can be utilized with the
parallel polling feature to provide additional benefits.
In a preferred embodiment, if an improper computer polls a directory to trigger
a transfer, the transfer occurs. However, the transfer wifl not be to the improper user.

30 The transfer will go to the computer associated with the directory being polled.



the packet is created with a standard nessage and a random nunber as a
name. The user pronpt 68 may al so be displayed when a Conpress button 65 is
sel ected. O ki n OK button 69 initiates a conpression _function by
calling the. %49%12? conpression function in the conpress. FOTUSHES R eat es
the file packet. The user pronpt 68 is then g%osed and the Conpress button
65 is replaced by a Next button that enabP¥s®the user to switch to the

sel ect destination win Fig. 19). If the user wishes to send a
previously cr eaéé’gﬂ!ﬁ?ﬁgﬂ&é%@t, a send existing packets w ndow (Fig. 21)
can be reached via t ﬁl}% ERIMerXnbdlithbat; af Sutdatbd uBldte FRatur r
screen where the Pac%g%&ra}e u appearrs. InuEi g a21:u se? ectu?ngea %acfg?%%e

t hen clicki ng opravidedNeRtie dutdnatic updats féaturb eBowdthe useto ¢locttdideadlglrecsive new

destination window (Fig., 19), where the destination for the _sel ected packet
can be desi gnat é@ﬁwmar%xsme%ﬁeeqsﬁ gﬁoxgatﬁixgptaﬂ(}g? seffirars updates. (PRiAMgArer 2

showi ng t he .con U f . y i a 4. .
Clicking the5 Cahgéé{l&%gu??lgﬁu%’gs&@gég&t%g‘g“ua?@pf‘@@ﬁ%: %&gﬁgg%&- gg_cqﬁ%on& ear
Entry button 764dfimeission afy newlseftiverk wasilietele@@e. The C ear List button 77
del etes all packets 70 in the |list of displayed packets. The sel ect

destinati on wi ndow f Whenaineupdateyisraemittadatoi recipicotss ifaiitomati¢ update bas bearow
described with reference to Fig. 19.. The Packet, nenu 50.engbl.es _initiatjng
2Tl e et "t ansfieied g sem A coipHEL, BGHEYION SHSIOB N A b e iR 1 o
menu S1 offers P@tik‘iﬂﬁxﬁa@i"cal?ﬂeﬁmcb& 'E}Q:%vsl feflhsé Per8idn s, V&utom&taiﬁ1 update fs

Internet/intranet/extranet connection and/or 1tnitralizing a no ndex

menu 52 perni t s acougdishadbyt thensinitting aboniglwittettle hew neledse eersiohrudngpute? progeam,

manager. The vol unme rranagg{? teigab,l es nanij ng1 and del eting volunes, which are
i L

| ogi cal di vi si okb) 4 BpAat wentifierin thofilgsfheadan fos thecnasketebati@ferantiates fiag
the computer progialhsfhyPabf dift Whebbe ebived Aleh, ) ad RARMRAGSIBE! Srique

to the software manufacturer; and (3) an install program and a set of control

commands that are executed by the currently installed version of the software.

15 Depending upon the specific requirements of the new release, the control commands
may terminate operation of the current version, copy new files, and/or install
modifications required for operation of the new version. The operation of the new
version is initiated by either the control commands or the install program for the new
version, depending upon the extent of the upgrade. The install program will

20  preferably unlink DLLs, copy new DLLSs, copy new executable files and run the new
program version. Ultimately, the install program terminates itself.

If manual update has been selected during setup at the recipient PC, the
electronically received software updates are saved on the recipient PC's storage
device with the same file structure as the sending PC's file structure. The user at the

25  receiving PC can manually initiate the install routine for the new release version at
a later date when installation of the update is desired.
its: See Figure 9, Figure igure 12, Figure 13 & ¥i 4

Another embodiment of the transmit window and destination bar is shown in

Fig. 24, A Drives button 100 enables selecting the drive where the files desired to
30  besent are stored. When a drive is selected, the directory structure is displayed in a



user information, encryption programinterface, and al so enabl es access to
destination books which create lists of destinations. A Help nenu 54
accesses usag&& nstructions. A Change button 55 accesses destination books.
A Browse but tON 88 acilitates finding previously created ROTASIMRBLs. The
packets are displayed in a 15 di al og box that appears when the Browse
button 56 is selected. A Previous buttonP‘Eg?ﬁéturns the display to the
previ ous display screen, .A drop .do list 58, displays capdid

dest i nati ons. f rdiseign i d4L m&%%*@?é%t“?ﬂ‘ée Qrd Si‘ﬁ%&‘tﬁgﬁ- WBep iles 1) os
will be sent. 4 Biatds; ; £ 0
the sel ot ed doShEAR i B8 g0minB dbliEl 38, Bl Bl ey A ARl

sel ected file tmiakealedihate dasdspoadingfile ssrubtoye. deiickingetan Bidrypt idtlonuddr i s
wor king wi thin an application program the user may save the working file
to a directory cadlsenensrmntion applicatien progrm forsastypHag therfiles with thejpuhl i on

}
| i nked director DLD). Eile saved to.the dif.e I RAY4
Save As opt Pon,%ﬁihe,f%ﬁ“ﬁé‘o 3@8{%&%? ﬁ%ﬁﬁ?‘&ﬁfﬁ?’gn c?)d’t(?ﬁé&&{r u#%?%bﬁ@k s
automatic 25  oiiiihefsERBIed MABANpRAHRRAdXC Al Rihg SrPINSR bubldASHIBE oY
all files wwthin the directory (i.e., DLD) to which the files were saved

are sent to thethdaalectrdestinationsgindowt(Big. WPY.h the directory. In a preferred
enmbodi nent, the transfer occyrs j diately after. the file s saved.
However, the trans p(ﬁfhei W@kﬁﬁ#&ﬁ%@n@%@%@w%misslﬁeteg ﬁl?feqr‘é?"éﬁ 19 fhge
periods. Thus, lyng. £l o' . I al.e n}ﬂw At e
particul ar dest%%‘?%\ég g?sglglrngﬁlptag st |%§§%‘§%?r8®§%ﬁf ﬁres W aﬁﬁfé, Age%{% to
t hat Page - Sdestifl@tdn seddotaardl whkthera ddlivesséonfizinatiorsrestiph isrequsdthidt ilanal
user action. Miultiple directories, each associated with a_ partjcul ar

destination, negrefarrsd embodimentythevigvenmay gelest eonlimpation ressin @s eiles direct or

destination to t\f\i{r]c;ucgpx at d Iaz'n'ltyeau tl,nlticagr. Sf:eu%dn IBQ?I?lg'ates a request for transmit credits,

by displaying a dialog box that prompts the user for the number of credits being
requested and user account information. Display bar 109 (ak.a., fuel gauge)

15 indicates the number of transmit credits remaining.
According to another preferred embodiment of the present invention, a credit
system may be employed. The credit system controls the number of transmissions a
specific sending PC may send. The credit system operates by setting a value of an
adjustable locking limit, then decreasing the value of the locking limit by a
20  predetermined amount after successfully completing each file transmission. The
locking limit value may be decreased until the value reaches zero, in which case no
further transmissions are permitted until the locking limit has been reset to a value
other than zcro. In other words, a certain number of credits may be provided at the
specific sending PC and the number of credits decreases after each successful file
25  transfer until no credits remain. The file transfer function is suspended at the specific
PC once the value of the incrementally modified locking limit at that PC reaches a
null value. In other words, no transfers are allowed after the credit balance reaches
zero. Therefore, before any transmission occurs, the send file module, shown in Fig.
3, checks the credit balance to determine if the sending PC has enough credits for the

30  requested transmission. If an insufficient balance is found, a message is sent to the



directories may be created at the tine a destination is defined in the
destination book 5 by the user. DLDs enable integration of the present

i nvention W tRoQhhgs, application prograns at the operating system | evel
Wit hout the-use of an application programming interface (APIOTVSAefer a
fileis witten into a DLD, the file is gerét .}_o t he destination that has
been associated with the DLD, then del et %FFPomthe DLD. A user option

X 10 the file t | .i.nto.the DLD and .t hen. | :
o chiwe 1116 ot M TudihRE bstsRR i BlRmEiR, Fore SR SRR GR S ho o sin
| nvent i on al | ovgqdindl oAkt OA Ghdize nily|di i ghifRalatibAmeAPRAHE RbeE bl

destinations and store themin the deStination Book. \Wenever a user places
a file in one otreditodmwpsbelovtoeartam predefineddevel addsing theaseotn chitein additional

destination. This enabl es _seanl ess interfaces between |arge groups, of 15
conputers over ®edis: g@rﬁgg%%_er@%g{%q@,qwﬁsaw 1@%&@@ 44’6%@?]}5 of

files (such as | | ! ' it{%;dy : .
reci pients cfm @éégﬁﬁg%%lf@% ‘yédaa%’(? |réerc yfeﬁhﬁﬁgﬁlggéﬁ@cﬁgﬁﬁ% |dﬁcd
conput er usi ng Mm‘ﬁmummegsftraﬂg_@cﬂ@gﬁI\ehﬂ@dgorrput er that r_ecei ves t he
transfer fromthe DLD nust be actively connected to a conmuni cati ons

pat hway accessi bl e t&cedrdingdnanefjeresnpadiment ofghe presentigvention, the dije trengfer er
s not actively_.connecte t.he sepdi C ut.er., can repeatedl y, att to
ransfer (e 1| FaRAReRpep B SRR PRERE Lot 8 HiehetiRs Wani® bl Fhlug
user sel ected ti gEEoBHiniREhidHoRl 3RIRS. Tﬁéh?e?%{a?ﬂs\’addit{b%aﬁé‘r@@i'rt]ﬁ;gy %ﬁ@g",ﬁﬁ

may wait until it is detéermned that the receiving conputer
connect ed. The wusereduthariyatiomyequest. Tedeitiatesa tdyaesti forereiits, dhelisezaficky on the

designated to receive fil t he 25 recejving conputer's user. A .

di screte connecf ‘?‘IS‘ESti?’é‘“@é f @o@%%‘ﬁ%ﬂ‘ k181240)s and isispleseguently meompisd doranproRKiath

each receiving : ey R R Wole Ary
process for schg‘%&uﬁﬁgﬂgﬁﬁl+ﬁegg%d’%\%ﬁ I@skgwgfggg%ggkge&&é }ymﬁ{{ic@? ?%W

step 2500 a fil & pevidet iaadit teshionabii@nbefor: sealiagtie dTRCOORT drelignRiny

t he procedures described above. Next, at step 2502 it is 30 determ ned
whet her the userequestadisalsq eallected, eitheriauthmatiealydiecs o dafault ymownt) orthsonghy

15 user prompts. Exemplary accounting information that may be collected includes a

credit card number, or an account number indicating the requestor, e.g., a business
account. Thus, to obtain credits, the user must either have set up an account before
requesting credits and provide an account number with each credit request, or
alternatively, provide credit card information. Preferably the accounting information
20 and the number of credits requested along with the sending PC's identity
authentication and IP address or telephone number are transmitted to an independent
authorizing computer system 16 (credit processor) (Fig. 1) using the previously
described file transfer method, through a connected communications pathway. The
request is sent to a specific credit processor 16 at a specific, fixed IP address
25 previously provided to the sending computer. According to another embodiment, the
user's credit can be established by inserting an authentication device into the PC's
floppy drive or a device reader. Consequently, the PC reads the information from the
authentication device.
Afier the authorizing computer system 16 receives the authorization request,

30 theconnection between the requesting computer and the authorizing computer system



Page -55- destination. If authorization is not confirnmed, at step 2504 the
user is asked to confirmthat the selected destination is the destination
to which the“}bss,%ﬂggtually intends to send the file. If confirmation is not
received, at step 2506 the file transfer is aborted. O her W¥ES?2HP al so
when aut hori zation occurs at step 2502, at step 2508 5 It is determ ned
whet her a previously established packet }i’agetﬁl‘ng sent. |If the packet has

not yet been established, at _steps 2510, 2512, and 4 the packet i
conpressed, |i ni® 1EROMNALES %’gt‘ihﬁr?“ Bt ATR Y Sieh ﬁéﬁ?@&%ﬂ SS&’%ﬁjeéifFe
created, and t n@ﬁ&ﬁ ' r : ey en
It is determ ngcga a %g&gggget%wg rgré%é %mbﬁ'%(?}gfggﬂ ‘thé 6@?%%@%%@%?“ S

det er mi ned whet dipiputdrerid the etahdard $isfesiap portiafd iralicaces deniaboy the nimberrof ctedits he
transfer is to occur |ater, at step 2518 a scheduler is opened, and at step

2520 the user iappravedmrithoubestabliphing peadditienalpenmeetinn. {Gnly asinglegonpedionis d

occur. Subsequent,l ng,.al so when the fjle is to,. be s 1 medi at el at
step 2522 aSsen dgégrﬁ)r ichélscrpgs&?%% ?orlgecun{y re?asor}gi Elﬁofly‘,'ﬁfaa%u{g:g% ﬁ%ﬁmﬁﬁ%
send event is sgRgdiatigH tBS cRIRPICUSDr GRS dradtiizZABbA aPRAdsHissidietritrol At

this point, the conputer programtreats the file like any other pending
event set up bycadeetouther requbstingr BQr ecomesporulings tathd puinher be file dmasmissions

nonitoring the queuges d sendi ng,.an endi,ng events found,with a tinme that
is earlier tha O%grgjpr#?a&ﬂé; trl?ré?é)ss?rﬁ 48%0%30“" agd fprwgd flgsgnor process
destination: Figur sobgure 18 & Figure 19 In preferred enbodi nents, a
user function igﬁﬁf“é‘\%’%{féﬁhgb I nvoke a destination wi ndow, with which one or
nore destination filRadering toFig Opateptblaryhiegid éatreqassting cretditsis wonedestribads ed
to select a destination file and to add, delete or, npdify .

At step 900 the user selects the number of credits desired; in a preferred embodiment

25, 50, 75, or 100 credits. Then, at step 902 the account information is displayed (if

previously provided) and edited, or collected (if not previously provided) via
prompts, Finally, at step 904 the request is forwarded to the main control module for
15  transmission to the credit processor 16.

At least one authorizing computer system 16 should be provided for the
purpose of authorizing and issuing credits, processing the accounting information
received in the authorization request and, upon validation of the accounting

' information, informing the requesting PC of the successful validation of the

20  accounting information. Ifthe validation of accounting information is unsuccessful,

a message indicating the denial may be returned to the requesting PC causing a

message to be displayed indicating the unsuccessful credit request. Preferably, the

credit processor 16 is a special computer set up exclusively to process credit requests

by validating accounting information. No document files are transferred through the

25  credit processor 16, and there is no provision nor requirement for login. The credit

processor 16 is setup at a specific IP address and processes the accounting
information received in the authorization request for credits.

Operation of the credit processor 16 is now described with respect to Fig. 10.
At step 1000 a socket is created, at port 789 in a preferred embodiment. At step 1002

30 the credit processor "listens" for a credit request on port 789. At step 1004 upon



destinations in a destination file. A destination address nmay be sel ected
froma 25 destination window by the user for use by a control nodule to
transmt a pa&geyt9 k preferred enbodi nents, a user function is provided to
i nvoke a dialo Gl gw fromwhich the user may set a specifPCT/UsaBa43md tine
when a control nodule will initiate transm ssion of a specific packet. In
preferred embodi ments, a user function i 3efPrded to add desti Eatlon PC 30
addresses as nick nane objects. in a destination window. The nick name
obj ect's Page eeipt of gqedpeslolt isfictesmined vehethen resrivad data represents edradit refuesst.
speci fic desti natd. tai.ned.in.the destinatign,file.
Plroef erably the ﬁl&"ﬁﬁ% rd%%?ﬁgrgesﬁglﬁgﬁggggg&vggg?tiad%n%toad?rgégéeéqug .%\ﬁégglggetums to
destination targgés 1002, @ﬂ&@ﬁﬁb,nﬁ‘_ap&edi?r&;?%tﬁ@ kdflelYatSedd 101% @rzpfd%ﬁﬁﬁata
non-user-adjustable limt (a locking lim) in a control "nodul e tor the
nunber 5  of ersockessisair¢éaiodbdnd m poreisdassigneditfororectivimg thal athorization weipesst. of
ding PCjis controlled

Focki ng. 11 mi ¢ 1 roubseRiDiet o 0B R PR AR auesis HecPe B e ASTIETRAD AT hat
| . Is Wey I [ .he f re

by the Sof rwar o eHr IO e Aol it iR (IYacdBuli BB oBedif ol BEY o

bef ore the. sof t vadexpitation daps) ¢ dxratted o the kedeivell dhta 2 Wit fep 1012 AR ohRE:s

conputer. In preferred embodinents, a user function is provided to invoke a
di al og w ndow t H4rifiedals s thto @rgduahtis sheekedafatevalidityt b thea dukdits sarfdr oharge

' [ i NAQW. . f tJ ' ovid to invo '
ot et o g P ] Il € 5 SR
addi tional destiduddration AFRY&dits kéhubfted isYeRirRdd t%glll@fgﬂﬁégti'\%ﬁm%l Pox‘fslgﬁ. If,

function is provided to launch a file structure splay roma
destinati on wi ndwwtep 1018 it is determined that additional data sockets exist, the process returns to

step 1008 to concurrently process other requests received, as described above. Ifno
other data sockets exist, the process returns to step 1002 and the process repeats. If
at step 1012 the account is not verified, at step 1014 an unauthorized account

15 message for requests not approved (e.g., due to no account number, failed credit card
authorization, etc.) is returned to the requesting PC.

The authorizing computer system 16 petforms standard credit card processing.
to determine if the cost for the amount of credits requested is available on the
submitted credit card. If an account number is submitted instead of a credit card

20 number, the account number is forwarded to a standard accounting system for
verifying whether the account is valid and whether the requested amount is available
from that account. Ifthe accounting information is validated, a confirmation messa ge
is sent back to the requesting PC along with the number of credits authorized. Upon
receipt of the confirmation, the requesting PC increases the credits by the number of

25 credits authorized. Alternatively, the authorizing computer system 16 can approve
fewer credits than requested.

Upon receipt of credit authorization, the main control module calls the add
credits routine, shown in Fig. 11, to add the new authorized credits to the current
remaining credits. Referring to Fig. 11, at step 1100 the requesting PC reads the

30 number of received credits returned by the credit processor. Then, at step 1102 the



According to a preferred enbodi nent, a discrete destination and associ at ed
address can be defined or nodified, and saved in a destination file by user
interaction with a control w ndow such as that shown in Fig. 18. Once
defined and SREFE2L 20 destination file can be sel ect ed PERYSWR24Bayed i n
a destination wi ndow such as that shown in Fig. 19, and can be linked to a
destination object in a destination wi ndBagesteh as that shown in Fig. 17. A
destination file can also be linked to a directory to create a DLD. A
procedure i s noreqiesting P@detades dritumgnd credis balapcergmainingt Amatknownafoswrafi ng
25 to a preferred enbodi nent. The Set.up nu 53 i.s selected to. access . the
wi ndow shown i ndﬁﬁinﬁﬁcogﬁ@r{“ax R%“i?gé? ogc{éreé%ggv?rﬁgsm\ﬁ%fwngg’mﬁ} the
selects a dest i falihRoABMiRRIBElRd dHAnERPC. AlkrhRiviRy, aflekekialBeABe BihiAn 40
results in a dialog box display that enables entry of destination

i nf or mati on conprgmiangandingan bedsedte storathd receivet! predit§ euthorizdB6HN Atistdpel1041 P

address nunber), or creation oE@groups of destinations, A 30 roup of
desti nati onss al themsvecreitsauthorined are adges to thdemaiing qrediclalancs: (1562 akisteri n

L et 2% o 86 ARl o RhB Geba. R R B et St bee
results in a di § sigplReed, tH & pleftrddiaiboANAtEsn MR didditdtat 10PsifwidRsRig24.i on

information. For nodem destinations, the user enters the tel ephone nunber
of the nmodem 5  desWheatifieis tkosfetred by a®C, thddnain sestrolmeduleseallsdhe removiehe

Sel act's a Fini sFEBIPEEH Vi el oo o Fusiliadeieay Wype o sote
et e Ot RRES s dRages dheen bR RSBl e
directory to be dséicted fopfild thmsfiassef differentsized. Hef ensimple)ditetrinsfetsof less than
one megabyte may only require one credit per transfer, whereas files greater than or
equal to one megabyte may require two credits per transfer.
Referring to Fig. 12, an exemplary process for removing credits for file
15  transfers is now described. At step 1200 the number of credits required for the
present transfer is determined. The number of credits required for each file size may
be stored in a lookup table. Then, at step 1202 the current credit balance is decoded.
At step 1204 the cost of the transaction is subtracted from the current credit balance.
Finally, at step 1206 the modified credit balance is encoded, and at step 1208 the new
20 credit balance is displayed.
According to a preferred embodiment, a flat rate billing system is employed.
For example, a business may pay a fixed amount for an unlimited number of transfers
per month. In order to implement the flat ratc billing system, a limit should be set for
the total number of credits allowed on each PC at any given time. The number of
25 credits should be limited in case a business subscribing to the flat rate service defaults
on the monthly payment. The fixed maximum number of credits prevents the
defaulting business from having an excess number of free credits on the business' PC
after defaulting and thus receiving extra free transfers. Of course some credits may
remain on the defaulting business' PC after defaulting; however, the maximum

30  reduces the loss.



10 DLD may be set to the destination's nicknane or the full destination
name. The present invention preferably stores all information about a
destination iQ,o Fﬁﬂ stination book that is portable fromone conputer to
another and.easi|y shared ampng users. Destination books prBTH®8a#72asy
way to send a file to a group of users. The user sinply selects the group
as the destination ofthe data file cont aill’"ﬂgﬁg7115 t he destination book

i nformati on. The presgent jnventiop then sends the file to al]l users in that
group. A Renpve butt&Fcﬁ‘ifim%ﬁ‘i‘)g&ﬂ?‘i@?eeiysif%tthﬁé‘fq"‘l)ﬁ?mmﬁ1 ths of

> T1Ste i b
ni tiated Lo mulraraaeeti 8 Re B e il oMl bkl B babE?, |

order to add a dg#id matimum hembécoftesdiisAdbived iBN0 credied) ttsuseh alrrénlgMas i90
Fig. 17, a user may right click on a destination object 30 if the

desti nati on obj eweditspandsthe iparyequests S0 credits,dhsteqilenting P priventsithe réquast foor.
' s, ,that lists

In response to the right cl,jck,. a drop down appear

desti nati onstsdeftfar?éﬁu B%‘orAd#e t'tvglyt e ?ﬂﬂs%@éﬂ’%maﬁ@%% rEPISVEO the ke,
may then sel ect & datkhlsibd '9@‘4’5@ | pat i |l B &4@%}?@ a
ni ckname associ a‘tﬁed W th the’rhéfggt | nat 82,9%%‘&%%%%&}.}1@ m?llsgrquen y,O%tS%IéC _
ni.ckname wil | apbsoribing tbltiee fike sdte savice depetes the ctedits chethie PG bithoriitios Gierd9 i S
not enpty (i.e.,_ not previqusly associated with a destination). The

modi fications t Gicraminesathedivr Bigsubmited acepuat muaber dud ealid ascoungaad ihranuraer
ey o R e SR S n B prs B9l s e

PC s file stigrage deWdesrdif@to &ethdireRAEE ShBediNen®!the hulbsr SCARBSIZd file
connected comuni cati ons pathway. The index is created by selecting files

fromthe file | ittansmissions remaining at each PC is dynamically displayed. Thus, the number of

credits currently available is displayed, and when the number of credits changes, e.g.,

due to a file transfer, the change is indicated on the user's display screen. One

embodiment of the dynamic display is shown in Fig. 24 as a credit fuel gauge 109

15 showing the number of credits currently available. The percentage of available

credits relative to the maximum nmﬁber of credits may also be displayed. Again, the

number of credits displayed reflects any changes in the adjustable locking limit due

to either purchasing additional credits or expending credits for transfers.

Although Fig. 1 shows only a single credit processor 16 and independent

20 certification processor 18, multiple credit processors and multiple independent

certification processors may exist. If multiple credit processors and independent

certification processors exist, each PC 10 preferably is informed of each address and

selects the systems to contact randomly. In a preferred embodiment, each PC 10

contains a different subset of the addresses, thereby distributing the network traffic.

25 According to a preferred embodiment, even in the event of a transmission

error, an error doctor enables files to be successfully sent. In order to achieve

successful transmission, the control module operating at the sending personal

computer partitions a group of files being transferred between personal computers

into two discrete segments. Each discrete segment contains a portion of the files to

30  be transferred. The partition occurs at the point where the transmission error



wi ndow. The file nanes and file structure are then added to an index file
in a display 5 w ndow by the control nodule. In preferred enbodi nents, a
user functiog&gézo%vi ded to invoke an index request sequence in which a
user may sel YBE destination to which an index request PHI{USS8R43ent .
Upon sel ecting a PC destination for an index_request, a control nodule
initiates transm ssion ofthe index requeB#ge-The identification, and the

address 10 of the requesting PC. The PC destination that receives the
i ndex request cRe@rEsd;the first segxagnt hayingbegnisucsessiltansaniteds thesgeondrsegmenton,
and t hen rewrnﬁ#iﬁgg%ﬁﬁ%n%%ﬁg to the requesting PC (assuming it is

Vi .

aut horized) to ress received fromthe requesting PC. Upon receipt of

the index, a control ThogtetRobsed &t tiansfeirigale filefleed, TOPIPEnAsHR thadepding
destination address in an index file on the receiving PCs file storage 15

devi ce. In a pr&Ceofrwhicreth dransfonwas intetmpted, iay when theperoseetivn wesntostul Aftest e

one or o e 3 ndlaRue ¢ carineiors 1B Baing FE SRDEnES St samA o b J4eEIRY fex
Ced th ! . OFT : ot € :

o ivate i naex) . il AEG Oyl BERIC RoRer MBLERIANAC ictiady addises

destinati on adduessendingPchthabthe lasctrartferivaarih¢dnsicte and difonms theaendiag®C of
identity or site code, serial nunber, etc., is the onlali i ndex that wi |l be

transmitted to e ampoetsuseessillyitaepivedn Ine pesferreyd embedimsatithe recgvdng R&t i on

anot her ”comput eP ety AERRR o GRRNE BBy feebPed B (odidione Kimmor
that has thg degjrbfdthbt n@§ hatédscurfddeiedPthe dhidi ofthe inteAaptel SRAHERTRSIBAC UMHel Y
ri sks. Moreover, an index linked to no specific destination address (i.e.,
publ i c index) wstndingPCrthas ealculatestwhat pprtivasafi the graup basdraibsen pentpi.diethe
words, the public index is accessible by all users.. In other.,referr%d
enbodi ment s, ¢ h&STHUSFEPEt ABY SEAASYS SRR SramEntt S FREe BECMATORTER al og
w ndow, the deswfﬁaa&e&igga@@&miﬂ ?Cr&éwmeps? Mount! dgpkiad thébgkrire the end
romafile The file

selecting files ' I ndow. I'l'es nanes and f1

I st
of the first segment and then combines the two discrete segments into a single packet

15  of compressed files without loss of file content. In the event of additional
interruptions, the process repeats until the entire file is successfully received or until
the sending PC stops trying to send the group of files. Typically, the sending PC
stops sending when the sending PC encounters excessive errors.

Polling: See Figure 13

20 The present invention is further directed to periodically polling connection
status of destinations listed in the destination window. Connection status polling
involves requesting a return of destination identifiers from all other recorded PCs in
order to determine which PC destinations have active connections through which
communication could be initiated. A visible indication may be provided which shows

25  each active cénnection identified, thus notifying the user of which PC destinations
are available for receiving a communication request.

Polling destinations for connection status is similar to pinging a remote site on
a UNIX system. However, connection status polling is more sophisticated because
it not only determines whether the site is active, but also determines that the identity

30 of the site is indeed an intended recipient. The check for active IP connections



Page -59- structure are then added by the control nodule to the destination
| i nked index file and an index display window. In other preferred

enbodi ments, a user may encrypt the packet containing the files in the file
list to be paweasdzéier t he pending event log file. The contr ol pdipskskesss
calls an encryption subroutine which encrypts the packet containing the
listed files. Using comrercially avail abl pagnesyption software having
"public key/private key" technol ogy, a public key code may be used to
encrypt files. Thgtin/$Hdvwh iiFig.CP38pdated the k@ehs! of dofifiections foralckBihtas 1i6@d ifh O
which the files are to be sen The public key code for each destination
address is genertheddstination wxpdow,aisevdibgs tbonembboofprgdxtwmmmxmgu are

generated and |inked to the d i pation ddr ur| n m set at _each
PC destination. The PIIEO Fign e’fﬁﬂp %rqxgg{tg?/gk@ ©oHee OBr%%’Péd
for each PC dest &

upon request fro¢r‘1ﬁan‘6®2 %egggssgﬁﬁggfsggﬂgg Q%& aéghﬁ??hﬁg?/ go(gé;él I n e h%t

destination ks udsdnidsn Bntheydesiimnionfbadri Tgnf ax s1ep 136 smilDtpedketds matto the
destination. Only the private key for a 15 speci fic, destination can he
used to decrypt ifddlf‘é@ listed forshe deshingtion. dt seml3 %ﬂeﬁt&atl%&%m@é@@laﬁmﬁc&ﬁe

Bk AR
the receiving PQesézdilséivaL kec@fv@@&"roﬁfﬁ%%ﬁtﬁﬁh@ﬁbﬁdﬂ L wﬁﬂﬁdc)ﬁ%ﬂ@lﬁb plo

may be invoked by the user to encrypt files, manually selectin e
appropriate publ ¢ccmpeegs thprdsponse ¢o thelstation oame cor atherauthertidator code word, tO make

ocrypt 11168 wi R 5 eHRS ok 8 i T e oy PRt an Sy arkes dgrend
the files. Aut ongiiGeRNGh¥RLELNTRAS Gty Pide the ddstifdtionPidthirkeX QY active and
displayed accordingly. Subsequently, at step 1310 it is determined whether any other
destinations have not been status polled. Similarly, if it is determined at step 1306
that no response has been received or there is no match, the ID packet is simply
15  thrown out and the destination is left inactive, and at step 1310 it is determined

whether any other destinations have not been status polled.

If any destinations have not been status polled, the next destination is
determined at step 1312, and the logic returns to step 1302 and repeats for that
destination. If at step 1310 it is determined that all destinations have been status

20  polled, at step 1312 the credit display is updated to show the number of credits
remaining. Subsequently, the process terminates at step 1314. According to a
preferred embodiment, the status polling process repeats periodically, for example
every 20 seconds. When a remote site receives the ID packet, the receive file
module, at step 422, sends back the receiving PC's station name and any other

25  required authentication data as established during setup, which might include
authentication codes for example.

By way of example, a preferred embodiment of the present invention applied
to an International Postal Service business model includes an unlimited numbers of
service user computers having an active connection to a communications pathway,

30  such as the Internet. Each computer runs the computer program of the present



exchange may be used. Such encryption technol ogy does not use public

key/ private 25 key technol ogy, but rather a "one tine pad" encryption
key. The present invention provides a user option that allows a user to

sel ect a secwosyzépmoduct that the user wishes to utilize. pdradsgRsspy OVi des
the option to use a TriStrata Security Architecture that provides
centralized security policy managenent elpagéyating the requirenent for

publi c key exchange, and provides very fast encryption and decryption.
TriStrata Pagevenfibn edling uiruct,ﬁmbiahﬁatmﬁuitﬁne@ug?émme%b@ teldttradfelr g ! V!
available from Tri Strata Security, Inc. of Redwood Shores, CaPi fornia. In a
preferred enmbodiftesihetween anercompuisr padhanysnysmbey ofiethier econpwiark eElectronie receipte st

sequence that al|lows the user to request files fro sel.ect ed | ndex j.n
order to request’ qsa\ﬁorf’it&fcélgy SF%WtFﬂ gnqggtggrgptéc[aﬁa T n%l _ﬁ%ﬁe’PSWS B aadﬂﬁs@ésd.‘“d
Still further, ' QRGO oA ScesidredodubithBfls ﬁ_!bﬁ%ﬁ&%&%ﬁa&&k@ﬁa@@ s0Y
the user, a confrol nodule initiates transmssion of the request fof the
files al ong sm t file ranspoetrbietieancdenders amdireaiptbnessis immedibte and qirest; i SrgviBlusedhen
a PC destination recejves a request for one or nore files in an index, a

control nodul e ®&Y I¥ THe EaRApPEJRTOBEN 3 TAGHENHAN Afres éha ergpit esonptioedeplasallies
Che 11c2710. Spo4a R Ll Seclin, s bt BT bl 5,

passes the packe he pending events n ano ert

enbodi ment, if puymeRsiat spEEfiyd Ci@ehdySrateBVRktE botlD SlfdsgésSarkORtb Rkt oRGbeifE in
conpressed files are encrypted using a public key linked to the requesting
destination or ACHAEANCE W rvipgResidenpalisy. Eile transpertiseerainistasered farough

f d ' I it hne Ldld) i blicl i | abl
Prom I nfozi B o S0l Baeh aftklyiaPon SRERICER citihe, Paf BoiiisomioRiers Sfaffan o
and may be Used af ePfoBbRinEaLrARBEAIERRISE  (1MoAODE hbte cRMKkbphbR565Es,32)

connection with the destination PC using
one or more return receipt certification processors, and/or (3) one or more

encryption/decryption key issuer, user authenticator or security policy management

processors (hereafter, security server) are present, operating and available through an

15 active connection to the communications pathway. The physical location of these

processing computers is important only for security policy and service user payment

reasons, however, physical security of the processors is required. These issues are
resolved in accordance with service provider policy.

Eligibility for service use is gained through user identity authentication and

20  registration in the security server. Access to service use is gained through installation

and use of the computer program of the present invention. The computer program

is obtained, for example, at the time of user registration. Service use consumes

credits in the credit account stored in a user computer or on an external device (e.g.,

Smart Card obtained at registration). Continued service use over time requires

25 replenishment of credits through automatic requests for credits submitted to a credit

processor. Payment for credits issued is in accordance with the billing or collection

procedures and systems of the service providers. Credit authorization is returned

from a credit processor to a user computer over the communications pathway (i.e.,

Internet), and the user credits are replenished.



destination address received with the file request. Still further, a
control nodule identifies the sending PC by its address, then transmts the
packet cont ai ﬁ) gbg{zélg? 20 conpressed requested files to the |inked address
across the col pat hway. When the transm ssion of the Pe73
conplete, the control nodule indicates a successful transfer in the event

| og wi ndow by date, tinme and content. In B?@f'@?‘r ed enbodi nents, a control
nodul e responds to i nboung, file transm ssi ]%rés, and

capturgs, d@gco Fesses,
wites transmitted fiPeReniDeRheRIFTEIce of Meseucs IGUdFe PRYRF Kigi SgHPEon of he
F] Moo T heOBE el el SRR, TIRE b S bbb

Is linked to the store pl ay event log w OW Nng

date, time, and ggi¥peRtusiicHublidi kegs fér @chidesteratiof odbresl Bebich dehéeruBerm thé
any interconnected PC of the present invention can create an index of files

from whi ch anot hrustetbsthipdapedy PecRaty seaverr eqbiemativelys  onpthimepeds ohitingdl e
I ndexes can he created, .each hor i zi a Page -61- .request, fro .

di fferent intercHfipmaticayy %@Seagﬁha%%qqr%twaeqﬁepg%ragﬂlreqq?lp%toﬁgqrg %lgetruf{?g third
mul tiple indexes ﬁ.ﬁ;es :ARkivePes Vs | & th AR m_tﬁn@ﬁ@gcﬂig' c
destination, andpt er?e?g?ecti ng(gﬁ‘i I egét&g&ggﬁtirfg?i%qi nbt hegli) ndex. us, 1és,
different files slangivithiantheatidatddnderddertity,ang thef ‘tase'd" etedironi ofirrger pant!podfithe
nane (disk label) is utilized for an index_ S aut horized fqQr transm ssion
to any request i nflepbeingpentapfransaesed dirpstly bepyern COBRURERYET HisSonaynieations

e T e U RO A R e

to restrict transm ss eac cre I ¢ dest

PC. The indep i SRetvddEbldaYcansbe deérypredClising thY tetipioms 2ivatd RePUS gﬁwdﬁkaﬁ
those shown in Figure 22. |0 In Fig. 22, a Drive button 80
di spl ays a drop ecrssyptiank i iaplemsatste s Adtemativelyg received files can be automatically

decrypted if one-time-pad encryption is implemented and the recipient's identity and

decryption request to the security server comply with implemented security policy.

Various security service policies, such as station to station encryption or person to
15  person encryption can be effected.

Completed file transport transactions are certified for the sender by a return
receipt that is (1) generated by the computer program of the present invention
installed on the file recipient's computer, (2) automatically transported over the
Internet to the certification processor, (3) "postmarked" by the trusted third party

20 (certification processor), and (4) automatically transported from the certification
processor to the file sender's computer. The return receipt generated by the file
recipiént computer may contain a range of information such as date and time of file
receipt, parties to the exchange by registered identity, an electronic finger print of the
transported files (the hash), and characteristics of the files received. Upon

25  certification of the return receipt by the trusted third party certification processor, a
range of additional information can be added such as the date and time of
certification, the date and time of encryption and decryption (obtained from the
security server), and the certification "postmark" of the trusted third party

certification authority.



a drive fromwhich the files to be indexed can be sel ected. Checking box 81
allows building an index that contains the content of a specific directory
tree. Checki‘gg %932 182 enabl es rebuil ding a specific index. Checking box 83
enabl es bui.l APRG°AH i ndex containing files before or after PATUSSRH B date
and tine. Button 84 varies the 15 reference tinme for the index fromthe
current tinme displayed. Button 85 nodi fi%%€tMe reference date for the index
fromthe current date di_sp&ayed. .Box 86 .enabl es buil dj ng an, i nde

containing only a spHBsrimplementations of yaripus Rusipess models pceasdingge tﬁ%ﬁ‘[?ﬁ%@
Dot urned, an | odadorfRf'R Bhiadtd. CohRibled s\ e flonfle s BHERRT( Farge

returns to the préevious conputeéer program scf Imrtra
buil d i ndex preeRssoftbmitite?dor conlpting devTedsaraase! fles simbilyde shanatiatnelof
boxes 81 through 87. The index created conprises a database tree including

linked |ists offewplestinationcemputens; ©) bee orl relekively faye competerstraasportfilesitotlange s
are utilized by operatin stens to.stqre infornation gbout t fil and
'ts state.  EaciTiivuat SPRPHIE PEEOEBRITE SR ALY Foertactien? Tae M6 t o
its children a is ' ek . | tory
structure i nforqqrr%%%?%lﬁrg %g&g&riiil ‘é&%ﬂé’%g{gﬁ 1? gﬁﬁﬁg’ i&?\dggé,gtdggg@ﬁ%bes\t/%‘thgges
into the tree. shnukaeeons,epatailel,ctidiyptedatrinsifer dfcfiled betweedrone computet andranped.

Consider the file report.txt with its associated drive and directory
structure bei ngiumbes k9h OthetearmPYensy &5dr enabling generatiogdioh LleHEonis |T6C]IRLSt he
i ndex, "E:\" is not i t )
directory, and “NO %%ta{]%élﬁggﬁ%g&?%‘e?%%rgﬁ@ﬁ? Woucﬁgaggﬁ{t%ﬁh'ﬂfﬁ%a?{& %Ar}gt,heflhe
dat abase i g0 seatmptd th@endess Yhus docambnting files FRivedat d&stinkfiéh dehplage and
moving across the siblings. If "sky" is not found, it is added to the |ist,
preferably keepi ng #ithonglktthe pregeph spesifiestionodeseribesSoprmponsats kyd fimetionsar ch
for "clouds" be
i

glippe%lcntcd in the embodiments with reference to particular standards and protocols,

the invention is not limited to such standards and protocols. For example TCP/IP and

the Internet are referred to throughout this specification as representing examples of

15 the state of the art. However, such standards are periodically superseded by faster

and more efficient equivalents having essentially the same functions. Accordingly,

replacement standards and protocols having the same functions are considered
equivalents.

While the invention has been described with reference to several exemplary

20 embodiments, it is understood that the words that have been used are words of

description and illustration, rather than words of limitation. Changes may be made,

within the purview of the appended claims, as presently stated and as amended,

without departing from the scope and spirit of the invention in its aspects. Although

the invention has been described with reference to particular means, materials and

25  embodiments, the invention is not intended to be limited to the particulars disclosed;

rather, the invention extends to all functionally equivalent structures, methods and

uses, such as are within the scope of the appended claims.

30



vmththeflrst child of the "sky" ng across the siblings. If
"clouds" is not 5 found, it is jﬂ!}! ﬂ m&ﬂm”ﬂ' preferably keepi ng t he
l'ist in al phafgbdh or der . The p th the first child of
"cl ouds" and the search for "bird" com*rences *Thé same proc PR es

with "report.txt." The process is highly recgr,slve because the process is
repeated for each Ievel of indenture of & irectory tree until the file

nane i s reached e des in the index have no children, but may of
course 10 havylgikgﬁaﬁgﬁdﬁhe process for creating each i ndex usi ng a

control w ndow, suchtas tAdle ttdheRPdévicdthst trahdferd datdAith dERES cREFEnYAtE Bevice,
reference to Fig. 6. Initially at step 600 the user indicates that an index

is going to be thedie&dnsfehdeviceatomprisings04 a fil enane list is generated

based upon the user s Iecte tions. Fo i f From,Dire
i s checked, the user? i @EFB’%EG‘?’ i ﬁchf"%g?ﬁ&ﬂ%m%mﬁéu%gpﬂﬂgﬁawlﬁa%the

list. If otl'ser BHéfeWeﬁéﬁc@Qﬁﬁked the list is generated with the file
e

structure based on optidns selected. At step 606 the first nane in the

list is determ ned. athesst ond datagiicalfOfsipadd Hhva porrdox dsth traeisfef @ithshe at least
recursively built until the name is included in the list. Wen it is 20
det ermi ned at spPepHregIde ﬂﬁ‘é@e tch@,h dataeoﬁ&n@blmsa datefransfamd, at step 624 it is

det er mi ned whet her th een co | f the |i i
finished, at step 62% rﬁ’é‘ ‘é%c Igffﬁép\lfﬁaggmthi aglflﬁﬁﬁs %%e?ﬁgaﬁliext
itemin the I|sbnégyrg,gh@z{]mggggn@d\qa&@gﬁprocess repeats at step 608.
Requesting a File or an Index: See Figure 7, Figure 8, Figure 19 & Figure
23 25 10 Accor dwhgeinalate ip setistantielly smhrltdnemxsly traniferned gvithamuliple remote

i nt erconnect ed PC ofthegg sent nventlon may initiate a file or index
request event b§eYifgsaia ‘g@ Y@BSHS‘P"@I 3¢ Befd%s, such as those shown in

Figs. 19 and 23. A f4l %E%b’%ﬁhﬁj@f)ﬁﬁ?&mé ﬁf'c ﬁ1' t1ﬁq’&l§¥ glfé @&&J?ecoﬁ){%c%lon is

pOI nti ng device to seI ect an I n roma aye N a con
wi ndow, such asfirtirt utiigsdntoi reckive da%&radsft@@h&ﬁbﬁﬁkhdf@ﬂ‘dl dutsenticate @bk femdtbe

I ndex, and 30 I nvoki ng a request event. The user can initiate an index
request event b§evipg 8Xivegilying the remote device's identifying information, the identifying
15  information being transmitted from the remote device.

3. The file transfer device of claim 1, in which the control connection further
comprises a selective acceptance system that compares the remote device's
identifying information with a list of destination identities stored in a local device and
prohibits data transfers from remote devices not within the list of destination

20  identities.

4. The file transfer device of claim I, in which each device substantially
simultaneously sends and receives data to and from multiple devices.

5. The file transfer device of claim 1, further comprising a return receipt
system that generates and sends a return receipt from a device that received the data

25  transfer to a device that transferred the data after successful completion of the data
transfer.

6. The file transfer device of claim 5, further comprising a certifying system
that communicates with an independent certifying processor that verifies return
receipts, the independent certifying processor sending verification certification to a

30 device that initiated the data transfer upon successful completion of the data transfer,



Page -63- a request control fromthe |ndex menu 52 in a control w ndow,
such as that shown in Fi U l rnﬂ”l sel ecting the destination from
whi ch the inggxegdngh0 be tHERy, Aconputer program links an index
request to.the S&Jestl nation address associated with the sel E&LEI¥24373

destination, and then schedul es a send evegnt -’}80 the 5 pendi ng event file.
The identification and address of the reqf]%gtl ng PCis sent as part of the

request. In the presept i.nyention. t.he conputer programin_ each P
Feceiving an i ndex r SrRuR O eedipR R FareR AR BTk A PR TP e e ot
and aut hori zed fgdvidd¥Bat R6si98d tHeQlalGraridftr @S the! iH@epefit \WeRHyiRE f188es8dt dgdpiex
created and authorized for general distribution to interconnéected PCs.
Further, a file sueqessBi completioh pf the da transfert i at ed from an i nterconnect ed
PC after downl oadi ng o or. nore, i ndexes, from ot her ,i nterconnected PCs.
Referring to Fig. 7, 76)?@}%{15?9@ cvigept CIBé‘E}uleérf Phisheaeh data portds represerteds
now described. Igi]E@kkdatdl 700 the user selects the files desired
froma renoté i ndex previously downl oaded or sel ect's an address from which

to downl oad an i ndex.8. Tkhe fild kansferalevivt 0P clafir 7| in which e déviccktyes tHeadockéte
request is for a file or an index. If an index has been requested, at step

704 an index texdats stractpeesdn edinked ligt toananage the flowiof datartransfars the linked kst
at step 706 a fiJe ljst text file i.s created. . Then ter steps 704 and
206, the nowy ciaa BVreR epmilé publiEhy filiucts B RE Ent Chat il
be sent by the send f9.|'H1erﬂl€'%l:|a§sf&fdeﬁogofaahfﬂ,rﬁhh%co\?\l{aprﬁir@h Zr_é@itkfﬁem%tc
term nates execution. 20 Because the programis always waiting Tor files,
the programlos waaintaigs &gl maniters dewttransfercreditRadddatects edch dataytraiferdn ongdrar y

| ogi c that executes, on the receiving conmpufer is now described. Initially
at step 800 the B’iWicFFg"‘c?GFﬁﬂﬁ‘f errae‘é‘&‘%ééfgat? gﬁPSfFli,%& ata transfer only being

permitted when a device initiating the transfer has sufficient credits.
10. The file transfer device of claim 9, in which a number of available credits
for the device is dynamically displayed on each device.

15 11. The file transfer device of claim 9, in which a transmitting device
comprises a encrypting system that encrypts selected files prior to transmission, and
a receiving device comprises a decrypting system that decrypts each encrypted file
upon receipt, wherein the number of credits in the transmitting device is modified at
least one additional credit upon each successful file transfer employing encryption.

20 12. The file transfer device of claim 9, further comprising a credit request
system that requests additional credits from an external credit processor in response
to a request from a device for additional credits, the external credit processor
validating account information of the requesting device and dispensing additional
credits if the account information is validated.

25 13. The file transfer device of claim 1, further comprising an index system
that defines an index that can be requested by remote devices via the connection, the
index comprising information indicating at least one file of which the remote
computer can request a copy via a data transfer, and an associated destination, devices

corresponding to the associated destination having exclusive access to the index.



containing a request. Then, at step 802 |t{_i eterm ned whether the
request is for an 25 I ndex. |If the reqH nﬂ leﬂu Muian I ndex, the
request is pFssheily step 804, and the f ! y, at

pes!arien Subseéluentl
step 806 the requested files are conpressed, and at Step S8ONCHULERHBvent .
linked to the requesting PCis created. After %he event is created, at step
810 encryption occurs if encryption has b 288 -2¥abl ed, and at step 812 the

i h ' ' d ith the d
descri bed wi L r ospodh SPE H ot deylee ot chigga Bt pomprising s ol reayest

: . _ )
determ ned t hat d%{&%egggﬁ?gélﬁﬁtsbﬁ%ﬂuésgﬂgﬁéﬁégto Sect hf‘eqcﬁléboc Jtifh'xéeswﬂé'fz?i rﬁdg&?ﬂc

I f the requeste aut horrze or transm ssion € request

I'f the index is furtahdnhdesedill bt saitetheGdueshbeing e tb theoitabeambtadsidd) the

| ogi c proceeds to_step 808 for transm ssion as previously described. If the
index is not 5 SE&QR’“PFE@‘%@@I devige saturpirgpthe andexds dhperequestingalewigenthe edquiesting ms
the requesting P dgni.ak .. .Subsequent I. at step 822 the nessage is
conpressed aﬁd s&ﬁ?éetsg&?%ﬁlgég#&s i Sor g?“ge{"eps 808-812. In Fig. 23, a
button 90 displays a 1t ophedfdiraliier ddvitle STRBRIES %@P&ﬁme?e cIPe TR the
received fromany PClisted in the destination book. The files cont ained in
the 10  sel ect eddéeniderleated bytitptegyesting devdce]itlsgleqyesting ﬂelﬁ@e?reqadl:m%aw Edpyt he
associated file structure, Files e | ected for request by clicking on
the listed fil esoﬁsﬁ? Wsﬁ%i fl'ﬂ@hf’g “ﬁ%ﬁafrﬂﬁﬂfémaém sgelectedaprapiealgvice; the selgcted remote

di splayed in a dj kel i Cki t button 96 initiates
t he request of t‘?}%%sctaa‘?%nfgtegdagg?%gsﬁlpr“g%sgﬁ%sgg%ﬁ}eﬁgg\&ﬁﬁ ch the sel ected index
was receivedo A Del etl. bdtheofileOftantftreti@dcainriddax 1, s witlitl enblededee fuRh&eEW
nore current index has been requested to replace the index being del eted.
The present i nvetfBEFcEan al so i nclude an auto polling feature that

provi des

a variable number of destination linked directories, each destination linked
directory associated with another device, each destination linked ditrectory comprising
a file storage area on the device; and

15 in which the file transfer device further comprises a destination linked
directory- management system that detects storing of at least one data file in the
destination linked directory and initiates a transfer of the detected data file to the
associated device in response to the detection.

17. The file transfer device of claim 1, further comprising:

20 an active connection monitoring system that periodically determines whether
each remote device in a list of at least one remote devices is currently actively
connected to a communications pathway accessible to a local device;

a validating system that validates each remote device in the list of at least one
remote devices that is currently actively connected to the communications pathway

25  accessible to the local device; and

a monitoring system that defers a file transfer to a time when a selected remote
device becomes actively connected to the communications pathway accessible to the
local device if the selected remote device is not currently actively connected to the

communications pathway accessible to the local device.



the ability to poll groups of destinations all at once and sinultaneously
receive all files transferred as a result of the poll. Auto polling is
enabl ed when the user places files in a directory corresponding to a renote
desti nati on. WH326Bhot e destination can 20 subsequent|y [PETIUSHSABTS
directory causing those files to be transferred to the renote PC. Auto
polling is simlar to the index functi onPpge80-ously described, except that
with auto polling the renote PC does not request specific files, all files
in the directory arel&ehhe file transfer device ofieleim hefunthoncqmprisimg)a pmalek polling

et ¢ machi nes STHET b 4eues FHFa deg1oe 25 POLL T FARGY P TR ob oY SR FAAG o
t hat fil b | : i f I | | siog N
oturn T ece pt - POATT B eP b AR R Wi ch 35 Bl d ST N iy

pol I'i ng f eat ur erdquesting\illciatadithinithnditechenef bd Sansfeiral tortked Ricaledevivebodiersint ,
if an inproper conputer polls a directory to trigger a transfer, the
transfer ocdursmultimevsmote devieesasrsrsubstantiallynsimulianeaysiynpoliedpanshthe dateds 30

h fer will h i ated with the di bei
ported Page eaaehd rifr BRI aBAARE, Bl 56 ! ArbeR P AR sE bt
aut omat ed updat ge¥igay uh® whBkidteRAUINEF tratiferdtd B RLdi gnednisfifationat ur e

allows the user to electronicall y receive new software version rel eases and
aut omati cal l'y instal 19.t hbe §itf travsfer depidaiof slainddt inowhichrtke 8ata tyansfei oemirs by

automatically or ual | y updati.ng. upon receipt of electronic, transnission
of a new Sof { waPBIIHEEIEOTR 583 SECOpLAS SATIRYIAGT B SreVide 3 ETRL BroRpEstion
reciprents, ﬁﬂﬁ‘%r%t&&é%&s%&hﬁ&epﬁﬁg\f@gh@g%&;t‘iﬁ%d fAgdingt up at a

f
reci pient PC, the previous rsion 1 nst e recipient PCis
automati cal |y repl ac2el Ail¢ trensf@uwnethbdthacensbicsidata tharséss béiueonalocal dpded e

'S and at least one remote device, the method comprising:

A. establishing a connection with the at least one remote device via
preestablished listening ports that reside within each device;

15 - B. dynamically assigning a data port within the local device, each data port
within the local device enabling a data transfer; and

C. transmitting the address of the data port to the at least one remote device
via the listening ports; and

D. transferring data in a data transfer between the connected devices via the

20  data ports, the data being substantially simuitaneously transferred between multiple
remote devices and the local device via the dynamically assigned data ports.

21. The method of claim 20, further comprising, after establishing the
connection of A., receiving data transfer characteristics and authenticating the at least
one remote device by verifying identifying information of the at least one remote

25  device, the identifying information being transmitted from the at least one remote
device.

22. The method of claim 21, further comprising comparing the remote
device's identifying information with a list of destination identities stored in the local

device and prohibiting data transfers from remote devices not within the list of

R ) 0 O v



10 acconplished by transmtting, along with the new rel ease version
conputer program (1) an update identifier in the file |ist header for the
packet that gif tiates the update package from ot her types of received
files; (2) ,a‘gbgifﬂ%tication code ‘uni que to the software EG‘F’&%?’@N and
(3) an install programand a set of cont %olev\é?rrrrands t hat are executed by
the currently installed version of the soPf%@re. 15 Dependi ng upon the

i fi ' t ffh I th trol .commpnds .
Cerminate operation B tHF CULPehOT RS 30, 18 GBYChdll dptal devigsmibtantiay,
i nate ! _ _ rebel
The new ver a1 o B e o B e e e e | notal |

program for the new 24r Themethiepenclaing 20pfuntheh eomptising geferativer apbseding 4 he
install programw |l 20 preferably unlink DLLs, copy new DLLS, copy new

execut abl e fi | exsteRdreceint.t eludng pridgpherighy deginations anthseqopsstiglheompletion |

programterm nates jtsel |_f nyal _update h ee el ect.ed. during. setup
at the reci g‘. en{n%%éabpﬁ’eﬁgp&‘%eg%ﬁ ilé%:aéﬁc?wrc g?éel ‘@%ﬂdggﬁ‘?"[’k? e‘ﬁlﬁ‘ag}aﬁmﬁ‘l&gngé\ved
on the recipi enfheRgtaSufinuee@se¥bEpleribh B tHeagAMEnskdrl € structure as the
sending PC s file structure. The user at the 25 recei ving PC can manual |y
initiate the instal |25 olbeneecthod of kkaime, fatthersemprisiig commuaicating withase
when installation of the update is desiﬁged. Credits: See Figure 9, F)i#g.ure
11, Figure 12, W pe 196 PEOSSSSOR M SR TE G HEFREIRSS TqTHROIRY of eHEin,
wi ndow and dest} ' b [ E%?\‘.{Y“ L. X : 100..enabl es
sel ecting the dé%tghﬁ € rg{d[ E\ch% escéfgglté{rlg% Itgf)hr@)gngﬁ’btggzlgﬁ%ﬁcggéhts%g?ggag

Wien a drivie i sprvekssof sshdingde velification cyrtification to theidsvide St amaskeirdd the dat®age
-66- display field 101, showing directories, subdirectories and files. Wen
files are sel ectitar suseansful pempletiom phipedlata Gansfarhe sel ected files are

di spl ayed in a displ \gﬂergfn%g device that received the data transfer generates and sends a return

receipt to the independent certifying processor upon successful completion of the data

transfer.

15 26. The method of claim 20, in which each data port is represented by a
socket data structure.

27. The method of claim 26, in which each device stores the socket data
structures in a linked list to manage the flow of data transfers, the linked list being
traversed to enable substantially simultaneous data transfers.

20 28. The method of claim 20, further comprising maintaining and monitoring
data transfer credits and detecting each data transfer in order to debit a credit account
after a successful data transfer, the data transfer only being permitted when a device
that initiates the transfer has sufficient credits.

29. The method of claim 28, further comprising requesting additional credits

25  from an external credit processor in response to a request from one of the devices for
additional credits, the external credit processor validating account information of the
requesting device and dispensing additional credits if the account information is
validated.

30. The method of claim 20, further comprising defining an index that can be

30 requested by remote devices via the connection, the index comprising information

R R O




102, along with the corresponding file structure. Cicking on an Encrypt

button 103 calls an encryption application programfor encrypting the files
with the publygoedegip;® for the destination where the files are to be sent.
An Add to Index button 104 enabl es adding the selected fil ¥ 28Fecific
I ndex. Cicking on a Next button sw tche?J to 1Izhe sel ect destination w ndow
(Fig. 19). If the user left clicks a destP#atfon object 30, the sel ected

files are sent to,. soci at tination address, after being. progpted
For Ccont et o ietRR ATRET oRt Bl i 3¢ Bt ouies A e iptsoreoy o b
confirmation reg@hdftr, hfid A€ AsL06HRA debthafioRr €f erred enbodi ment, the viewer
may sel ect confirmation receipt as either direct or through athird party

aut henti cator. Butt odl.108 method af elaina30,dnmdsth theassociatesindestinationiit 8 spduific
di spl ayi ng a di gl ogl hox tha ronpts the user for the nunber of credits
bei ng request ed 4&fipatigR 2 CPH ingdR theyspeaifg dpgtination haye pxelusive ye

gauge) 15 | ndi nmber of transmt credits renmaining. According
t o anot her pslref ke‘?‘%ggﬁ)eﬂr%gg}ﬂa#‘ent of the present invention, a credit system

may be enpl oyed. The3ZirHl thethyd bLemB®B0,rif whitth e AbsiREfeddestin AN s 25eABH] 2
specific sending PC may send. The credit system operates by setting a val ue
of an adj ust abl @estisetipmgnd aHiremoteiienicaebavsasicesg to e indexue of the | ocki ng

limt by a 20 pre erqined, a nt .after. successful.l y conpleting each
- file transnission. ?‘ﬁ}é WSEP%‘B°€%§1°§&’%$‘S$‘FF§? %‘Enﬂé%?%gg@al tﬁﬁﬁ?lrg‘!"r‘?ét‘%l ue
reaches zero, i fevibd RelaSfreffotd diidaarndrd ARTES FoORSndsEw B Yehi B aéglsés{
the locking limt has been reset to a val ue other than zcro. In’othe
wor ds, a celt ai beingstuatrtodhe selected sematy doweicpy theiselected rembie devinei refueniag ik ng
PC and the nunber, of credits decreases after each_ successful file 25
transfer until HSeXIRIUGEINCSHEE devien ?qué‘e%t%rfiel"&e storing the index is aspsagred
at the specificgBG.once the value of the incrementally nodified |ocking
limt at that PC reaches a null value. In other words, no transfers are

al l owed after the crifi Thbalahatof daishas, #herin Whet ahp e bRl Gf ¢heridex is
transm ssion occurs, the send file nodule, shown in Fig. 3, checks the
credit bal ance ¥decied by thereqpesting dedendhetpapestinggevitsreuestsabatiascopyof the

15 - selected file be transferred from the selected remote device, the selected remote

device transferring each file in response to the request.

35. The method of claim 20, in which each device further comprises:

a variable number of destination linked directories, each associated with
another device, each destination linked directory being a file storage area on the

20  device; and

in which the method further comprises detecting storing of at least one data
file in the destination linked directory and initiating a transfer of the detected data file
to the associated device in response to the detection.

36. The method of claim 20, further comprising:

25 periodically determining whether each remote device in a list of at least one
remote devices is currently actively connected to a communications pathway
accessible to a local device;

validating each remote device in the list of at least one remote devices that is
currently actively connected to the communications pathway accessible to the local

30  device; and -

L L]



30 requested transm ssion. If an insufficient balance is found, a nessage
Is sent to the Page -67- user indicating the balance is insufficient,
along W th iwebenesiii ons as to how to obtain additional cre@ckrseshesBSSage
may al so be displayed indicating when the nunber of credits drops below a
certain predefined | evel advising the uspfgelgs.obtain additional credits.
According to anot her enbodi nent, a transaction count increases after each 5
successful file tragefdfing AGleRPanbRE 108 tithé Wheh A RIRIR! RAAJTE (detile MRESMES

pr edet er mi ned maxi num nunber of transactions is reached. According to

anot her enbodi reetivelpcondeetadrte setommumoations pathivayfactessiblatesthe lodalidediceif i s
restored by resetting the locking limt tqQ a yalyue ot her than the npull

val ue, i.e., oﬁb@mcf%gi TEHAte foien 1s Bplireatly sHEeliseanneed i ibe saRIMunéEPDS

credits by i nV%iﬂ?ga}a%%gssiblg?c?f:lpﬁgiﬁ%%é tion request. To initiate a

request for crex user s on the request button 108 (shown in
Fig. 24.), and is sulysqhdemithod ¢ichimiaedfifrter eqmnpriid SolEnfs diredtbry on at least
information. If the information has been entered previously, an opportunity
i s provided to andi of tthe renfote rdgvices; thef directerynbeing associgted withban assigned

credits being requested is alsa collected, either autaomaticall ,

def aul t amount )feg?nact’m‘o eggestm%glipatﬁ %&‘Eﬂ gx_e d%?@r‘?ﬁl’ iﬂo‘gﬁ %@bsg‘iffﬁvq tﬁgheqlocala

information th y. ' | ARG

account number SAReLaPEeEAPUERlAtHORANRRSoft SbGUI ShARADEY PGPt

obt ai n credits,datdés wasferradssubsiahtialty simndtasetusiyptogthe daoabdatich &oar ll of the

requesting credits and provi de an account  nunber V\%'th each c¢redit request,

or al t er natlPvelfultipleremeate eFdens; anyhereir the daiaitns eFs [9rtR¢ apstgneddestination.

accounting i nfor mat ixan 139 oot NENUFNGRl: Bl EUabR AR R AbaRmN (N
en addr n

the sending PC s idéntity au Ication an ess or telepho nunber
are transm tt ednbf thah éorittRREEIRA] cadhl thidet Hon KEIOPaRWEST tviydovses i a(diffedht
processor) (Fig. 1) using the previously

pair of listening ports, each device selecting listening ports from a pi’cdctermined

range of available ports.
15 39, A file transfer method that enables data transfers between a local device
and at Jeast one remote device, the method comprising:
establishing a connection with the at least one remote device via
preestablished listening ports which reside within each device;
receiving an address of a first data port from the at least one remote device via
20  the listening ports;
dynamically assigning a second data port, corresponding to the first data port
within the remote device, within the local device, each data port within the lpcal
device enabling a data transfer; and
transferring data between the connected devices via the data ports, the data
25  being substantially simultaneously transferred to multiple remote devices via the
dynamically assigned data ports.
40, The method of claim 39, further comprising, after establishing the
connection, transmitting data transfer characteristics.
41. The method of claim 39, in which each local device substantially

30 simultaneously sends and receives data to and from multiple devices.
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described file transfer nethod, through a connected comunicati ons pat hway.
The request is sent to a specific credit processor 16 at a specific, fixed

| P address 2 i ously prOV|ded to the sending conmput er, . ng to
anot her enbo ion%,ﬁ{ﬁi’t he user's credit can be established by nsea%‘g'}ﬁg an

aut hentication device into the PC s flopg%/fg E_ve or a device reader.
Consequently, the PC reads the informati “FP&m t he authentication devi ce.

After the authorizin c put er s em eives the au

request, 30 the co ﬁl?éitéé‘% %gﬁléﬁffe%ql?}?{bs %ﬁ%‘ije?%mé&cﬁf %dmga
aut hor i zi Ng_COMuAIreBE IfttudinBasinr GBoridf, UeliHaGR ClnPAtobulasbSEiiai ng
conput er system rgg?igsqprlgclggm ng. A?rtléeir conpl eti'ng progesm ng, the

aut hori zi ng conjmfidreration,starma device thahreesived therdatputesisfen to & deyiae that tramsferned

standard listenin ort and indjcat enj al .or the. nunber of credits
appr oved wi t houtd e%§€%ﬂq§“‘icﬁ r%BJrF ?qu’o‘?fj é@ﬁﬁ@@fﬁ%n Only a single

ti ' 5 t
connect’i on ics utjd i #5d 4 8hod ’{Elaﬂﬁsﬁze cre(fo?xﬁgro é’orﬁﬁﬁﬁﬁgﬁn WRNan

val i dati ng the accountl ng information essor ret ur S an

aut hori zation ajdepériepnteHifon ?ﬁcﬁb‘eésmk thfderifies rbtarn egeipsd forgpddt of origin,
corresponding to the nunber of file transm ssions authorized: Preferably

credit pr ocessod@stld@tlmwmit pasessil @Qm}ﬂ@ti@n flilfoé@a'ﬂ%rfhﬁrlﬁé% ¢nt| gertifying
t ransmi ssi ons.

requesting cr edP’E°§e§S§r %9896“335‘3& %’88 ‘?oélpt Wetvi% tﬁ?ém%gﬁé%{hg%ﬁ% after

nunmber of credlg@ccgggurcggl 1dtdndFREECARS frafkfeTbodi ment 25, 50, 75, or 100
credits. Then, at step 9 gt he account Infofmation is displayed (if

previ ously yr ovi ded)chlinetbb dtml;ethatrecﬂli'@dhedat(atrhnsfcxtgepsmmsauélSVlcbraovﬁumsd)

via pronpts. Final] 904 the request is forwa t he i
Cont Fol Todul o ReFPks he EReREEHFR P PG PRESSCr BRI REL Sl gioh of e dta

transfer.

44. The method of claim 39, in which each data port is represented by a
socket data structure.

15 45, The method of claim 44, in which each device stores the socket data
structures in a linked list to manage the flow of data transfers, the linked list being
traversed to enable substantially simultaneous data transfers.

46. The method of claim 39, further comprising maintaining and monitoring
data transfer credits and detecting each data transfer in order to debit a credit account

20  after a successful data transfer, the data transfer only being permitted when a device
that initiates the transfer has sufficient credits.

47. The method of claim 46, further comprising requesting additional credits
from an external credit processor in response to a request from a device for additional
credits, the external credit processor validating account information of the requesting

25 device and dispensing additional credits if the account information is validated.

48. The method of claim 39, further comprising defining an index that can be
requested by remote devices via the connection, the index comprising information
indicating at least one file of which the remote device can request a copy via the data
transfer, and an associated destination, at least one device corresponding to the

30  associated destination having exclusive access to the index.
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At | east one authorizing conmputer system 16 shoul d be provided for the

pur pose of authorizing and issuing credits, processing the accounting
information rpgeded i N the authorization request and, upoqmﬁﬂkégg%'on of

t he accounting information, informng the requesting PC of the ssf ul
val idation of the 20 accounting inforng;io%. If the validation of
accounting information is unsuccessful, aﬁ%ééége I ndi cating the denial my

be returned to the reggu ' i a age _t.o _be di spl ayed .
'ndi cating the unsucagsertt Herich OF R dsr ERE 2aRRHFy ReRBpd Y tpauesting
processor 16 is dvRRes seléct @2t AEvieivhbie aFEqlesBioy & deRwill BESDS thS RAhbst
requests by validating accounting information. No docunent files are
transferred thr chejhg sdné t@ the setactedi rempteodssesy thel®lectadretotr deviiee returpingvthei on
nor requirenment fqQr login. The credit processor 16 is setyp .at a specific

| P address and dpg%?s Er‘fws%‘iﬁ)’i‘ﬁ% H% reaicsHRG s der Hteues 6\@dn‘iﬁ"r¥ festorage
authorizatiog r t for credits. Operation of the credit processor 16 is
now descri bed w respect to Fig. 10. At step 1000 a socket is created, at
port 789 in a preferséd Bromdihadf.cléin 49, afhet&N VR anytfile 1Rfeddhith® iie&SiSOr
"listens” for a credit request on port 789. At step 1004 upon Page - 69-
recei pt of a recgtosted b)tthpseqx@tsferrgﬁ?q’vw, theaeqresting devicensquestsathatepeanyeoiithe a

Cequest the | ogielecle i R RERE R o ghe erfepfrtR oo el et ledfrdtde] ¢

received, at steRvkRAfndferipioueh 43¢ m 2Q5a8d td Re séatied and a port is
assigned for receiving the authorization request. 5 Subsequently, at step

1008 t he autibori zati éd. Thquasthod of olaioe3 % duwhichtdach dedtgfwthepoothprishs: st ep

1010 the accounting information (e.g., .account nunber, credit card nunper,
and expiration date) 3 ?I@gr? 3‘&‘?3& ‘Pf?g?#’f‘m‘mr Bﬁ%qul@ae“é‘&?% eagh assagjated with he

account is veri fegxg)ﬂ'wr edice, LA REHRMSh ke RREKSH DAhg YL Udr¥oeOhred B the

credit card char
device; and

in which the method further comprises detecting storing of at least one data
15  filein the destination linked directory and initiating a transfer of the detected data file
to the associated device in response to the detection.
52. The method of claim 39, further comprising:
periodically determining whether each remote device in a list of at least one
remote devices is currently actively connected to a communications pathway
20 accessible to a local device;
validating each remote device in the list of at least one remote devices that is
currently actively connected to the communications pathway accessible to the local
device; and
deferring a file transfer to a time when a selected remote device becomes
25 actively connected to the communications pathway accessible to the local device if
the selected remote device is not currently actively connected to the communications
pathway accessible to the local device.
53. The method of claim 39, further comprising polling a directory on at least
one of the remote devices, the directory being associated with an assigned

30  destination, and requesting all data within the directory to be transferred to the local

_
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aut hori zation process executes. |f the account is verified, at step 1016
the 10 aut horization for credits requested is returned to the requesting
PC on port 789. Ifi at step 1018 it is determ ned that additional data
socket s exi stYOPREZYr ocess returns to step 1008 to concurr BATPPERIBRess

ot her requests received, as described abgve. If no other data sockets

exi st, the process returns to step 1002 Begs -Bore process repeats. |If at step
1012 the account_is not verified, at step 1014 an unauthari zed,account 15
message for req@6¥re whsren spiiiRle rmete é‘?"}c“é GE %Stﬁ@‘a&é'égﬂﬁfanﬁﬂm P?ﬁ?‘gﬂéd
credit card authori i | Se i) YESIARS &R all bEeh

aut hori zi ng CONS}E?%%f%}@%fﬁ%&%s%gﬁaﬁ%%lﬁésﬁé?fg%gg%é&;{g)ﬁggﬁl card procgs-s[)?nge. to

determne if thegegmeitdehites, i whidsimthefat i Adicrsto the ussbgred destirmvianl abl e on
the submtted credit card. |If an account nunmber is submtted instead of a

credit card 20  nuntér A filagrandferndavicerthativuansters daty with ableastong rematisdigiise,
accounting SéSteﬁ-g]}%fr ve%fgi.n% whet her the account is valid and whet her
the request ed arBEFfe A0Sy FYISHPUPHYRE t hat account. If the accounting

information is valid hins Bk 1BRbuRE $3AGEa EntS RbnikReikn iVestdMished
requesting PC al ong \%Haeﬁﬁt gqﬁuﬁlog:p%of cruggi ts a?Jt hori zed. Upon recei Et of

t he confirmati onp thedtemoraiceist,thgcdGol camneapadeingartitivetiiotdsteypinelgemng a of

25 credits authorjized. Alternativel the a I\hori zin cfor{puter system 16
can approve fewmorkﬁémsg“exmaﬁaﬁaewgéﬁya 0 ﬁ“i‘%%g?tﬁtng‘"&f B8 t _

aut hori zation, the ngj ont.r ' | own
h Fio 11 o add { bR RORRS S Befill B SRR BB DM tEm

credits. Refigrridug fopt, fedatabding@iibsidntinllyl ifRthteousle qunfercatwiCmubtiptsretdote 30
nunber of received credits returned by the credit processor. Then, at step

1102 the Pagedevitgs viaghe dpantigaliyassigaedidaia peés.current credit bal ance

remai ni ng. Any known

S]CSPr'I[Re%{le transfer device of claim 54, in which the control connection is
further utilized to exchange data transfer characteristics.

56. The file transfer device of claim 54, in which each device substantially

15  simultaneously sends and receives data to and from multiple devices.

57. The file transfer device of claim 54, further comprising a return receipt
system that generates and sends a return receipt, including point of origin, destination,
and successful completion information, from the device that received the data transfer
to the device that transferred the data upon successful completion of the data transfer.

20 58. The file transfer device of claim 57, further comprising a certifying system
that communicates with an independent certifying processor that verifies return
receipts for point of origin, destination, and successful completion information, the
independent certifying processor sending verification certification to the device that
transferred the data transfer upon successful completion of the data transfer,

25 wherein the return receipt system generates and sends a return receipt from the
device that received the data transfer to the independent certifying processor upon
successful completion of the data transfer,

59. The file transfer device of claim 54, in which each data port is represented
by a socket data structure.

—_—
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decodi ng/ encodi ng -may be used in order to prevent users fromtanpering with
the nunber of credits contained on their PC. Alternatively, an external

devi ce such agoaenssprt Card" can be used to store the recei,&.p,gsggégsggts

aut hori zation. At step 1104 5 the new credits authorized are a to the
remai ning credit bal ance. Then, at step 1 OG_yje new credit value is
encoded. Finally, at step 1 108 the new c ¥§it "bal ance is di spl ayed, in a
preferred enbodi nent,. 0 it, bar 9 own J4.n Fig., 24, \Wien a file
is transferred by a I§8 %gﬁ%ﬁi{nﬁﬁé gﬁY‘?%?fl °M€%‘ﬁb’?§eﬁeﬁéjew§%@§s ee?ﬂckgt
routine, shown igatlisflucthires ih @ 1ARGH it foRakRERhNBE TTdREH fransiifs,ARE ligkedREtE
10 credits. According to a preferred enbodi nent, a different nunber of
credits may be desugtraversesttofenhigle snbstantislly sivfultdnédusrdate traisfrs. For exanpl e,
file transfers of |ess than.one byt e . oply. require ope credgjt per
transfer, whereas fil%s 1 eeg][eéyangﬁgﬁe%pe @g%m ?%)fBﬁ er@&%ﬂ%*ﬁgﬁg‘ﬁé’ e
two credits per : [ EL& : )S%?%I( ﬁﬁﬁ
renoving credits tgirh%;l rels %@&ﬁ%oﬁlgﬁ%f&ea?as [ sf'ﬁ.(l)%vc%g’ghélr%i e .é%hs agag (g%’q@he
nunber of creditsrdeciudebitd ctadit dcbeuagscnsucceR N idefa ttasfigithe dataednsfEhenly
nunber of credits required for each file size may be stored i'n a | ookup
tabl e. Then, at keiepparpoiied wher adedge thef indtiatessthe tander hasgutfinient creslitsst ep

1204 the cost ofthe tgansaction is subtracted fromthe current credit
bal ance. Finally, at @ezﬁi%%&msier e %%88%8?1 mb‘gﬁﬁﬁcaemil@ggn o%lveaélf‘blgnd
at step 1208 thecragis R the dvRAIS dPRInNBLIS diSplalIdPYRH defieeor ding to a
preferred enbodinent, a flat rate billing systemis enployed. For exanple,

a busi ness rifly pay a @3i e fdervansferdevicaof alaitn 61, iresthich atransmoitting devifednthgrer

nmonth. In order to ipplenent the flat rate billféng ﬁ%tem alimt should
be set for the tCRTAPISKEAGRTYRInEaaM thatenriypisdelortcd diees poter 49 trapsmigsignrpnd

time. The nunber : LA @&@H 433 ' '
subscribing to t?lfe&?ll a drgglfg ser¥/| C gg?%ﬁ?#&ﬁgﬁﬁ%ﬂ%ﬁ?ﬁr@%%ﬁﬁmﬁe
fixed maxi mum nufileaiponteceipt dviesein the\nmniber dffveedits irbthle tiangmining deeice i§ modified
havi ng an excess nunber of free credits on the business' PC after )
defaulting and t#udeasteneadditiogaloreditnponeach sugepssfal Sle topsfepemployingacypion.t s
may

15 64. The file transfer device of claim 61, further comprising a credit request
system that requests additional credits from an external credit processor in response
to a request from a device for additional credits, the external credit processor
validating account information of the requesting device and dispensing additional
credits if the account information is validated.

20 65. The file transfer device of claim 54, further comprising an index system
that defines an index that can be requested by remote devices via the connection, the
index comprising information indicating at least one file that the remote computer can
request a copy of via the data transfer, and an associated destination, devices
corresponding to the specific destination having exclusive access to the index.

25 66. The file transfer device of claim 65, further comprising an index request
system that permits a requesting device to select a remote device where a request for
an index will be sent, the request being sent to the selected remote device, the
selected remote device returning the index to the requesting device, the requesting

device storing the index in a storage device,
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remain on the defaulting business' PC after defaulting; however, the

maxi mum 30 reduces the | oss. Page -71- According to the flat rate
system the |ocal nmachine limts the nunber of credits requested to keep

t he machi ne ™26 eedi ng the maxi nrum For exanple, if thBCHERIAE nunber
of credits allowed is 100 credits, the user currently has 90 credits, and
the user requests 50 credits, the requesPtgegd®®C prevents the request from5

transmtting. Alternatively, the requesting PC may reduce the request to
the nunber of credit&7.aTheftedranifer davics aficlaiml 6§, whereiewhen eachyfils listed imtheber

f dit .PC subscr i hi to the f.lat t Vi ge .depl

Credits on the MESKIIARIH I GHINETER g ce drronis ik AP Rafee bl vy
account number isya Rlkg AR ferrd Hoh e RIERATeAbte FePIE, he ScldtrarteRdron | |
be the number of credits necessary to reach the limt. 10 Accor di ng

t o anot her pr ef gevied tranifadingeath filehie respohserto die rrqudsbri zed fil e

transm ssions remaining at each PC is dynam cally disp)]ayed., Thus, th
nunber of cridits cubBenths fils Hensden device af slum ,ma‘%‘%@‘ﬁht &I1CH Fr of

credits changes,c e.gi. S,due to afile transfer, the change is indicated on
t he user's displ 8919 8%%en. One enbodi ment of the dynami c display is shown

in Fig. 24 as a credplvafible ndabecofl@ftiAftion itkedidigciofies, kdolb destinbtion Hakdds
currently avail able. The percentage of available credits relative to the

maxi num nunber alirectoryttissaciated with snpties devise caghaigstinagian linked-hiregtony beingp file
credits displayed reflects anﬁ%/_t ch'a%&es in the adjustable locking imt due
to either purchadtQragF aedPt e SVICEx i t s or expending credits for transfers.

Al though Fige 1 shou, s &%FW%&&&F@&\HC&O KR Winpkes AadIHARAN igkéd 20

certification processor credit processors and multiple
i ndependent cer tdifectay ntamagemes system thatydetedts storih§ ofnat iéast ene datdifle in the
processors and id%gt?r?gci%geliqﬁced directory and initiates a transfer of the detected data file to the
associated device in response to the detection.
69. The file transfer device of claim 54, further comprising:

15 an active connection monitoring system that periodically determines whether
each remote device in a list of at least one remote devices is currently actively
connected to a communications pathway accessible to a local device;

a validating system that validates each remote device in the list of at least one
remote devices that is currently actively connected to the communications pathway

20  accessible to the local device; and

a monitoring system that defers a file transfer to a time when a selected remote
device becomes actively connected to the communications pathway accessible to the
local device if the selected remote device is not currently actively connected to the
communications pathway accessible to the local device.

25 70. The file transfer device of claim 54, further comprising a parallel polling
system that causes a local device to poll a directory on at least one of the remote
devices, the directory being associated with an assigned destination, the local device
requesting all data within the directory to be transferred to the local device, wherein

multiple remote devices are substantially simultaneously polled and the data is

O



certification processors exist, each PC 10 preferably is informed of each
address and sel ects the systens to contact randomy. In a preferred
enbodi nent, each PC 10 contains a different subset of the addresses,

t hereby di st r?vg’df’?ﬂélthe network traffic. 25 Accor dPEEU$824373
preferred enbodi nent, even in the event of a transm ssion error, an error
doctor enables files to be successfully sPage-8%n order to achieve
successful transm ssion, the control nodul e operating at the sending

per sonal conput efagsieregd subsiantially: Huylitancopsly de theologe) devinssiremradloofithe weraote
personal conmputegs.into ¢ di screte se nt ach discrete segnent
contains a porti devics Wev\(’\ﬁffrﬁ@ztﬁ? gatgaﬁv ggmfl?fgﬁg? gl}eraéal_gnqcﬁéesﬁlgptg@}.i on
occurs at the point wherg dohifputdr AaGEiSH CALSHEDS dp @c“ﬁ%‘d}%ﬁﬁ‘t‘ﬁé the
first segnent having been sg%cessful I%ﬁtlransnli ttne%l?rtp%g éoencoﬁ segmaﬁgm1
having fail ed tremblingsivenabld humpensfatatd trarsfeds drat cannmisdigrri ng the fil es,
e.g., TCP/IP, informs, the sending PC of when the transfer was interrupted,

i .e., when tHe connecdi @R kel ¢opaectionssourcescode pegmeny that establishes £iconnedtion

send 10 °C e a0kt S ALDEL ARBRBLLARCANY AR, SR ek ShE SRt

entire group of e recerving

sendi ng PC t hat Kdienih@pbrt késtding Svithivbeach deeiopl et e and inforns the sending PC
of the anount successfully received. In a preferred enbodi nent, the

recei vi ng PC subt r actdynamingily @psignssufinst datoport mathima fingt davicerdndy recei ved to
"t er rupt od 1 anohi sSTBRTIC AR aarOF the SHEAE HOC, oot SSTHRIAE HORES 51 BF
the group hag nopreB&eimineA fistehing porté;R@gsecond segnent, and sends the second
segnent to the sanme receiving conputer. Upon receipt, the receiving PC
overwites an anount Bcpddta transféreolraé Eade segmertidorasach of the aridbile mimlisee @idiaa
and t hen conbi negat}s?g (}p\é\gﬁgrixss&ggt e segnents into a single packet
dynamically assigns a second data port within the remaining device
corresponding to the first data port within the first device, each pair of first and
15 second data ports being established in response to each listening port connection; and
transfers data between the connected devices via the data ports, the data being
substantially simultaneously transferred between a variable number of devices via the
dynamically assigned data ports.
72. The signal of claim 71, in which the injtial connection source code
20  segment also exchanges data transfer characteristics and authenticates the remaining
device by verifying identifying information of the remaining device transmitted from
the remaining device.
73. The signal of claim 72, in which the initial connection source code
segment further comprises a selective acceptance source code segment that compares
25 the remaining device's identifying information with a list of destination identities
stored in the first device and prohibits data transfers from devices not within the list
of destination identities.
74. The signal of claim 71, in which each device substantially simultaneously

sends and receives data to and from multiple devices.
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15 of conpressed files without loss of file content. In the event of
additional interruptions, the process repeats until the entire file is
successfully received or until the sending PC stops trying to send the
group of fi |¥89%8i¥ cally, the sending PC stops sendi ng WRGT¥N¥2438B1di ng PC
encounters excessive errors. Polling: See Figure 13 20 The present
invention is further directed to periodiRagét¥-pol | i ng connection status of
destinations listed in the destination wi ndow. Connection status polling

i nvol ves requesti ng74. ribewignabpf elaim 7 haofurther ¢omprisirig @ resumn reeaipl soutsekede
recorded PCs in or.der ta@ det erm ne, which PC destinations..have.

[ ctive .
connecti ons t hrGEBREHaE BeRERF NI 7R 2.3 peeeinty fHchyding PR i%ﬁ grem:
i ndi cation may Deqphioy! SAGuIREGH SRENGiof InforBaidh, A6 HE JGAE MG reQived the
i dentified, thu%@tﬁ%{tﬁ%%i ngut he use?ﬂoflo\ﬁ?gh PC destinations are évai | abl e
for receiving adatowamsfer cathie device thatsinsfdPaldithedatalepdn svatdssfub céropletanefsbe i on
status is simlar to pinging a renote site on a UNI X system However,
connecti on état@éaﬁiwslf?fng is nmore sophisticated because it not only
det er m nes whet her e site. i LNE~ch Q. detern sl
i dentity 30 of _th?g'si?%é?@?lng‘gééﬂ‘gr?synrgfrj\z"c%le% ré‘%ﬁﬁ{%ﬁ?‘?‘f#ﬁgkﬁ‘}ggf" or
active | P conneglhRthat cord@nicds withlhnl in@eponaim deftifling. prdcessqrahiterrifise
status of connections for destinations |listed in the destination w ndow, as
wel | as the nunistan keiptsdai paintrof peiging degtinatoheandisuecessfuiomplatpn infoanpian y
| ogi ¢ for executing, the connection status polling proce s n descri bed.:
AU step 1300 t HCRBSPEIdgat SriineptprRssqr seading vertfiebion cErtisation i s dsvice

desti nati ongbarg, I t holaRhloftit: dhetrasgidsess
| isted for r1t0 he %%tsé}?gh%a?ti@%tr}? %ﬁ@g%r?g%%%oﬁgﬁgggf I Nat ?gr? I's mar kred as
i nactive and di spl aystrein tlor @tungy keceipe saurce dodensegmernt gentmpes iddGends a rsturn

det er m ned whet her, a . ) . e
receipt from the device that received the data transfer to the independent certifying

processor upon successful completion of the data transfer.
77. The signal of claim 71, in which each data port is represented by a socket
15 data structure.

78. The signal of claim 77, in which each device stores the socket data
structures in a linked list to manage the flow of data transfers, the linked list being
traversed to enable substantially simultaneous data transfers.

79. The signal of claim 71, further comprising a credit source code segment

20  that maintains and monitors data transfer credits and detects each data transfer in
order to deduct credit from a credit account after a successful data transfer, the data
transfer only being permitted when the device initiating the transfer has sufficient
credits.

80. The signal of claim 79, in which the remaining device comprises a

25  transmitting device comprising an encrypting source code segment that encrypts
selected data prior to transmission; and

the first device comprises a receiving device comprising a decrypting source

code segment that decrypts each encrypted file upon receipt;

e
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response was recei-ved fromthe destination. If a response was received the
program conpares the response to the station nanme, or other authenticator
code word, to_nmake 10 sure it matches what is on file. If _they agree, the
destinati on_i¥OA¥Hd active and file transfers can ensue. Pﬁﬁ@é“@%’%tep
1308 the destination is marked as active _and di splayed accordingly.
Subsequently, at step 1310 it is determ Fege Whet her any ot her destinations
have not been status polled. Simlarly, if it is d%erm’ neq at step. 130
that no response has Vel dataettanser oreditic pmprisend Pﬁﬁ,nuflﬁlf’l B Lo S e
sinply 15 thrown out and | | | i s

oty O Dol SESE4R0 L 8 teponflibg (BIEL 1Y Frodfif & 122

p—t v

1310 it is deter [ ave not been status
pol led. If any degfidnal éredisup@Véich Qhcdeesdl dutpirats i eying kacrygkon.
destination is determned at” step 1312, and the logic returns to step 1302
and repeats for that 8dedsEiersigniabef claitn 79, further cogising 3 erediérequeshenyredeades| |
desti nati ons have been, st at us 2&1.. 1@8' I gxq at ste 1%12 the credi.t display
's updated (8 SHORPERAbFRNERS Afditional prets i ol Shdi ety b firRoise
process term nat@s, 8ly ey ja%aﬁion‘gfﬁgﬂﬂ ﬁ%xﬁ Opé JI'BE Qb Res, eHROGIERAL credite
status polling proce§% repeats periodically, Por exanpl e every 20 seconds.
When a renote sig@césesevalidatidgeccobhtniatdtaiation lof theerpqiiestingi degioerbdl dispeasingt ep
422, sends back the receiving PC s station nang and any other 25 required

aut hent i cati on dedditionsl ereditmif therasgount infegmatian s valigated ni ght i ncl ude

aut henti cati on codes for,exanpl . , B e e JLent
of the present inventto Sﬁlﬁf’ g°§_°{aé§xa?ﬁ??ﬁﬁ‘$§%°§@¥§#§?@8@%@%"%&@? Qxﬂ et
busi ness nmodgl i Med d@Ss AindeY foltdqRekt BY FER6E devicesVi b @Onneeion,aBeBide bing
havi ng an active connection to a communi cations pathway, 30 such as the

| nternet. Each camspeibted withnat leaseorsodnstinasionmnddisting afformatiqnr iepeasentativepfat
-74-

least one file that the remote devices can request, devices corresponding to the
associated destination having exclusive access to the index.
83. The signal of claim 82, further comprising an index request source code
15  segment that permits a requesting device to select a particular remote device to which
a request for an index will be sent, the reqﬁest being sent to the selected remote
device, the remote device returning the index to the requesting device, the requesting
device storing the index in a storage device.
84. The signal of claim 83, further comprising an index transfer source code
20 segment that, in response to each file listed in the index being selected by the
requesting device, permits the requesting device to request a copy of the selected file
to be transferred from the remote device, the remote device transferring each file in
response to the request.
85. The signal of claim 71, in which the initial source code segment
25  establishes more than one connection, each connection being between two devices
via a different pair of listening ports, each device selecting listening ports from a
predetermined range of available ports.

86. The signal of claim 71, in which each device further comprises:
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I nvention enabling direct, substantially simultaneous, parallel, encrypted
transfer of files between one conputer and any nunber of other conputers.
El ectronic receipts are automatically generated and automatically returned
to senders viWO&26iusted third party" certification procePsorussshasnent i ng
files received at destination conputers. 5 File transport between senders
and recipients is imedi ate and direct. Paged92e users pay for file
transport through a reduction of credits in a credit account | ocated

| ocal |y at each user acanpbleaumbendf destidation Bnledrdirstiories] eatle destimation linked n
proportion to paynents at specified currency rates, w.t gt h charges and
restoration bei r%repwrmsemraﬁﬁw@mther&eww estmpliop d ‘?SfﬂlF’GEP.l’Y fing a file

transport secur i&&%éax%&%ﬂ'ﬂfeddetvmeo 10 robust user authentication and
file encryption. I exanpl e, cohputers operating as the follow ng service

processors: (1) one ¢f Which theeslighall QGRS coRiRIEEs SOSstinaBhn Oligked difet®ry
return receipt certification processors, and/or (3) one or nore

encrypt i on/ décr ypanagempe\soprss gede segment that detssts steringrofat lesstcans daja filsl indlye
managenent processors. (hereafter, security server re present, . operatin
and gvai I abloe trﬂseéﬁﬁmégl%g mr&@?ﬁv@#‘&ﬂ}%ﬁq {S?Psf% O?ﬁ]%e @%&Fﬁ?ﬁﬁ idéfﬁtg%ﬁg the ¥
pat hway. The phya%é&?#tg:d@&ﬁéé&iﬁ%ﬁfon%ﬁ%?ﬁe@Jt&ﬁﬁ)ﬁ?i ng conputers is inportant
only for security policy and service user paynent reasons, however,

physi cal security of 87h&hpsipnelssfeiami A, fiethet cadprisiigse i ssues are resol ved

I n accordance with service provider policy. Eligibility for service use is
gai ned through user i 8&REHYS CoRNCREOR MORIPERS sAvCo Fode sagment, tat garipdicalhe

security seryer. r\i i ' ' ' d
Pt g L e L N L
i s obtained, forcugailplattively chbiifectddn® LtordmahichSesSpatialdyoRcceSHbNi t6ea Ul
consunes credits in the credit account stored in a user computer or on an
external device dexicgi, Smart Card obtained at registration). Continued

[ ti ' 25 I i.sh f dits.,th R
RS I B TR W AR L PR
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and systens of the service providers. Credit authorization is returned
15  communications pathway accessible to the local device; and

a monitoring source code segment that defers a file transfer to a time when a
selected remote device becomes actively connected to the communications pathway
accessible to the local device if the selected remote device is not currently actively
connected to the communications pathway accessible to the local device.

20 88. The signal of claim 71, further comprising a parallel polling source code
segment that causes a local device to poll a directory on at least one of the remote
devices, the directory being associated with an assigned destination, the local dev.ice
requesting all data within the directory to be transferred to the local device, wherein
multiple remote devices are substantially simultaneously polled, and the data is

25  transferred substantially simultaneously to the Jocal device from all of the remote
devices, and wherein the data transfers to the assigned destination.

g89. A d;ata file delivery system for delivering data files between a variable
number of devices, comprising:

a variable number of peer systems, each peer system having:

A



froma credit processor ‘to a user conputer over the conmunications pat hway

(i.e., Internet), and the user credits are repl eni shed. Page - 75-
Dependi ng on erence of the service provider, public_key encryption
or one-ti rrea.pyéegg}%%lrg{/ption may be inplemented. Files can bep‘e—FéF%?BPé prior

to transport using public keys for each dﬁ{gtFi&ation obt ai ned by each sender
fromthe trusted third party security ser 77 Alternatively,

one-ti me-pads obtai ned 5 automat.i cally for_.each.transacti on, bet ween
sender and reci pi ent & FURCEHM ??5921?%5 tS&f‘tFﬁ‘ for ppSping A ﬁf@gﬁ%&n%g‘?ftﬂ‘g
used to encrypt £idngs 'H%'b&{trél‘&a{af ansport. Encrypted files, along with

aut henti cat ed user | d%n Ity, and the "hash" ("electronic finger print") of
the files being sent adaa tommestion 5ystem forasichinglzetansiable montprtofdataquets, tdvh
conmuni cations pathway (i..e., Internet), w thout passing through the
processors or sedpsietpd Sdthadestinggion, g@@éFW{S’ngqaé%ﬁl?éh be decrypted using

the recipients privat ' ' 1. S 103! e

Al ternativel ; , recei vaea1 §§ iéiFéetgon(%gﬁL%gO};%}%ﬁgg %%H@&ale@r)%fp ggﬂ??és rgmdmc, on
one-tine-pad encipipdst 8 péer byettR @edtbedediva fhsonrel Ments identity and
decryption request to th% s'egggérit glgériver conply with inplenmented security
policy. Various securadeptinagioniselectiml systemsfor salertinge vatiableonntbor of destinations
encryption or pegrson to 1 per son encryption can be effected. Conpl eted
file transport t1AAEEETRD Sﬁ%"ﬁmagﬁ"taifﬂ%d for the sender by a return

receipt that is (1) : W{%{% te:
I nvention installed %ﬁ%@?ﬂ%ﬁ P%E?gﬁg%?s%%@%%ut°e , Org@?aégn%'?lé%dfnf of
transported wver thehrelectedadatefildas mvehe vatiable frugibiet off datacsoasaomicatichs pathways

"post mar ked" by the trusted third party 20 (certification processor), and
(4) autonati cal | §orEssheRdies todhe A3 POthe certification processor to the file

sender’s conputer. Thg, pehiinE g&c%ih%ingg';'gcreﬁ;iggd S)@émt 3 sta'alggless receiving of the

files sent via storageless sending, and

at least one of the file source and the destination having an initiating system
15  for initiating operation of the transmitting system, via at least one communications
negotiating pathway corresponding to the at least one listening port, from either the
file source or the destination.
90. The data file delivery system of claim 89 wherein each file source is also
a destination having a receiving system for storageless receiving of files sent via
20  storageless sending by at least one other peer system acting as a subsequent file
source at the same time that the transmitting system operates.
91. The data file delivery system of claim 89, in which each peer further
comprises: |
a variable number of destination linked directories, each associated with
25  another device, each destination linked directory being a file storage area on the
device; and
a destination linked directory management system for detecting storing of at
least one data file in the corresponding file storage area and for controlling the
initiating system to initiate operation of a transceiver system in response to the

30  detection.
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reci pient conputer may contain a range of information such as date and tine
of file receipt, parties to the exchange by registered identity, an

el ectronic finger print of the transported files (the hash), and

charact eri st iW@9%#613the files received. Upon 25 certifi caPCoussi4IMe
return receipt by the trusted third party certification processor, a range
of additional information can be added s®ege-44- t he date and tine of
certification, the date and tine of encryption and decryption (obtained
fromthe security se®leThe datadfitendeliveryt systamatof whaitp8%t E@beoﬁystbm furthet ed
third party certification authority. Page -76- O her inplenentations of
various busi ness’FBBEINS according to the present invention are considered.
Cont enpl at ed systens ,i I r or
conput| ng. devi ses. 11 Anenar b RREmLRE EEh Rl erd e A i U Sbr P RIS
destinati on conpistr 6f ofigin, destimation,ehmi sutebssﬁﬂemmqﬂemnﬂ h’ff@rmdtarms ford ehél es
to large 5 arrays of conputers or conputing devices; and (3) at |east
some of the éyst‘tﬁﬁl%}m PeSH SYSemy melﬁm@s@mse?eﬁ rﬁ%ﬁo dhe Gilorspwge aver the

enabl i ng direct ous ran r
of files betwee rFt%' gé%sg Eﬁ‘ﬂﬂ‘ é‘ﬁ%ﬁ%@ﬁ@ SREFP gl? Jf‘ﬁi?e %@%‘%ﬁ%ﬂp 2 é ity
enabl i ng gener atdopipleioncdfaRd & F&eﬁﬁ@&%ﬂhéoﬁﬂfe%@l@&ﬂe&ﬁl&y direct] y returned
or certified through a trusted third party and then 10 returned to

senders, thus docurrer?Bn’ﬁlyediatdtﬁk:dch&amsgsiemtofctm&iafur&mcmnmmags Although

t he present speC|f|cat descri bes conpagnents and f nctions i ed I n
t he enbodi nents vmth r frgrpéﬁ(‘)féfapﬁacﬁﬁﬁll"gg&%%ﬁe @P%Fﬁﬁgr § CXHBIRHE 8?’% Iiéhe

i nvention iggnot..

TCP/ I P and ?Re Int er r?tgtagtasrrfgrp%ﬂgbe}?% to t rodqﬁgg‘%}k ?g%gpgﬁﬁ??ca |oaﬁloas

representing exanyd fos safdiddverifioation edriificite tiste fﬁﬂfstoveHa\fﬂs»t&fddlthahstStagelé@d ds

are periodically superseded by faster
communications pathway corresponding to a first additional data port to the file

source peer system upon successful completion of the storageless receiving of the
selected files;

15 wherein the return receipt system generates and sends a return receipt from
each destination receiving the selected files to the third party transaction certificate
processor over a second storageless communications pathway corresponding to a
second additional data port upon successful completion of the storageless receiving
of the selected files.

20 94. The data file delivery system of claim 89, each peer system further
comprising:

a file credit monitoring system for maintaining and monitoring file delivery
credits, the file credit monitoring system detecting each storageless sending of
selected file and debiting a credit account variable on an associated peer system in

25  accordance with a function based on the storageless sending.

95. The data file delivery system of claim 89, further comprising:

a credit processor for receiving credit requests, and for incrementing a credit
account variable on an associated one of the peer systems upon receipt of a credit
request and successful comparison of the credit request against a credit authorization

30  function,
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and nore efficient equival ents having essentially the sane functions.
Accordi ngly, replacenent standards and protocols having the sane functions
are considergg .valents. While the invention has been des ig

reference to 8\3@*25%/‘ exenplary 20 enbodi nents, it is undgircgrr{"bs ﬂz“éﬁat t he
wor ds that have been used are words of de%%rl tion and illustration, rather

t han words of Iim'tation Changes may be “within the purview of t he

appended cl ai s, as pr,esen st at d and .as apended, w t hout, depatr.ting from
the scope and spi rit o °r‘?‘ﬂih‘ﬁym98’fﬂi} SIPIQring s g?f’tegate%“p ‘?ﬁ‘i& request

I nvention has b lﬁe& I cul ar rreans material s
and 25 enbodi err%%tng’%é%ﬁg ,n\%&ﬁ&gﬁ]ﬁpzﬁﬁ%&th{bﬁﬁ% to be lim ted to the
particul ars discl osedt. r Zhédata fileaddlivegngyistem ef i 8%, eactl pedrusysteno fiaithey
equi val ent structures, nethods and uses, such as are vvithi n the scope of

t he appended cl 2GQPEpTISHIE: Page -77- What is clained is: 1. Afile

transfer device that transfers t. Q e
file transfer device %4 q)ﬁgsep?{a ngasg’s%'mgég){ggr}%ﬁ %ﬁneﬂfﬁ[g porstor\?\g}%% g{(:eg} ’ves
a control connecti on ghligdexirBgieding §3ei for reqiing SYeRicdRid MendeX vt fés fr@ast
one dynam cal |y assigned data port "for data transfer with thé at |east one

renot e device, eaghorsaifdhevartableraimbiongf peataysiems;ansfer; wherein the control

connection is utilize otransmt the.address of .the .a t one
dynami cal | y assi gned ao%‘&’éetﬁ glegting gystem for se CCtWrge‘?%ﬁbﬁetd’gtaé’apggéwg’c%ﬁﬁf)fghsy

sinul taneously t{ansh Efhfileddndbx BRI oS ah§ BPE variable number of peer systems; and

10 a file subset requesting system for initiating operation of the transceiver

system to transfer the subset from any one of the variable number of peer systems to
the peer system.

97. The data file delivery system of claim 89, each peer system further
comprising:

15 a transceiver management system for managing substantially parallel and
simultaneous operation of a variable number of transceiver systems for substantially
parallel and simultaneous storageless sending and storageless receiving of the
selected files over a plurality of communications pathways corresponding to a
plurality of data ports.

20 98.  The data file delivery system of claim 89, in which the data transfer via
the communications pathway occurs without logging onto any intermediate
computers, without logging onto the destination, and without intermediate storage of
transmitted files on an intervening computer.

99. The data file delivery system of claim 89, wherein the connection with the

25 destination via the data port is to a destination address received with the control data.

100. The data file delivery system of claim 89, in which when a file is saved
to a predetermined directory associated with a destination, the file is transferred to the
destination.

101. A file transfer system for transferring files between at least one local

30  computer and at least one remote computer selected from a list of at least one remote
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devices via the dynam cally assigned data ports. 2. The file transfer
device of claiml1, in which the control connection is further utilized to
receive data transfer characteristics and authenticate the renote device by
verifying the WeWB#Bldevice's identifying information, the PERHSMBRHATHG 15

i nformati on being transmtted fromthe renote device. 3. The file transfer
device of claim1, in which the control cB#8e2&ion further conprises a

sel ective acceptance systemthat conpares the renote device's identifying

i nformati on wi t h cAmpers, @erage gt leagtans rommannications pathvierdtherfils trapsfer sytomce
and prohibits datc$ é’?{?in fers fromrenote devices not within the list of
destination 20 B P®i es. 4. The file transfer device of claim 1, in

whi ch each devi ce subgiiaidi@dtdrythstl sElctsan 3446 bive HRASreaDE the t&al BSmpPaeA fdr0
and frommultiple devices. 5. The file transfer device of claim1, further

conprising a ret transfemingitpthesat deashonelremotparverpatees and sends a return
recei pt froma devi ce%%hat rece]iéved t he dat fer to a device that

25 .
transferred the data ¢ TSQP‘%O&@E_ ctor thpt slshisy g?mgf‘? lb# ‘r’]t@‘]rﬁ] agang rqrfx%tﬁgp@ppteé_
The file transfep doy 'oﬁ?re%ot&!:d?ﬂéé;ﬁ&éﬂ (%egfghﬁt%ﬁ%s ﬁ(agﬁfdaﬁbﬁgoxﬁ?&@{fo' \I/P(i'cﬂﬂ?esﬁl%t em
erti t hat I

t hat comuni cates wth an 1 ndependen yI'ng processo verifies
return receipts, wilhéecitraggpeedent certifying processor sending verification
certification to a 30 device that initiated the data transfer upon_
successful conpl et i on2 Bansprerdaat srangfers drecselected fiteytpethe Gestinglinay eomputerevia teur n

T T i § R Y A
successful capl altbdiededte g&gpa&tsg transfer.
a receiver that receives the transferred file;
an initial connection system that establishes a connection between the local
computer and the destination computer via predetermined listening ports, at least one
predetermined listening port residing within each computer, data transfer
15  characteristics being exchanged during the initial connection, identities of the local
and destination computers being authenticated by verifying each computer's
identifying information;
a first allocator that dynamically assigns a first data port represented by a
socket data structure within the destination computer;
20 a first transmitter that transmits the address of the first data port to the local
computer via the predetermined listening ports;
a second allocator that dynamically assigns a second data port represented by
a socket data structure within the local computer corresponding to the first data port
within the destination computer, each pair of first and second data ports being
25  dynamically assigned in response to each listening port connection;
a second transmitter that transfers data between the connected computers via
the data ports, the data being substantially simultaneously transferred between a
variable number of computers via the dynamically assigned data ports;
wherein each computer is capable of substantially simultaneously sending and

30  receiving data, e
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7. The file transfer device of claim1, in which each data port is
represented 5 by a socket data structure. 8. The file transfer device of
claim7, in which each device stores the socket data structures in a |inked
list to nmanad®@ M ow of data transfers, the |inked |ist BEVHP24XIer sed
to enabl e substantially sinultaneous data transfers. 9. The file transfer
device of claim1, further conprising a cfag@r7-system that 10 mai nt ai ns
and nonitors data transfer credits and detects each data transfer in order
to debit a credit acdhemin sachcomputer dypasically manages segkst data strpatunga toenable

transfer only bej %8[] ‘“ e initiating the transfer has
suf ficient cr.edi#gga HJ eﬁﬂ?'i@gﬁéj?gﬁgsé#’éﬁevi ce of_ claim 93 in which a
nunber of available @rf@ﬂérmr it gdrkutdlaniGendss r@!wﬁ@fece@,!iacldaiﬁgbamesfmgiﬁ,ach
devi ce. 15 1T. The file transfer device of claim9, Tn which a

]E r Fms mtti ng't de;desﬁlati_onmdwsceasjehmmﬁamgnﬁyzmﬁ@mtﬂm thervompoter tgalremi?ﬁ
iles prior to transm ssign, and a receiying device conprises a decrypting
syst em t hat élecrtg‘ﬁt eeté%fﬁ?eéﬁﬁr@‘ﬁt@&’ﬁqt?re%&bgﬁn?fégéﬁ?ﬁf‘? r&iﬁe%‘f R0t deprndsit
of credits int ] LA j j L1Ld: addi ti onal
credit upon eac h%g%g@&%#bﬁﬁpgﬁ#%ﬁgﬁlr%&%@??\g&gﬁ%ﬁﬁ%ﬁ. 20

12. The file transfen deM Genehitel ah#d Somfnunidagss BfPHeS ind@pendehe dettifying
request systemthat requests additional credits froman external credit

processor in redeeseorilat yeribesremin teeeipisdoripoint of ¢riginadpstinatiom and seetiessiyl
the external credit ,ptocessor .validatin ccount. .information af the. °,
requesting devi chngﬂguo&xg Afahag, thﬁ&‘?‘iepg‘?f%“ 8?‘3_@“‘% PrqeesipE sgg@ggmmﬁcatmn .
informationips vRlifiaRE to’le computer thd-origitatéd lthe 18! ferdﬁde(:@u&fe ghai m
1, further conprising an index systemthat defines an index that can %e

request ed by renotmpletion afdhe filedrankfer,connect i on, the index conpri sing
infornmation indicati n%g?a&&tleast one file of which the renpte conputer can

request a copy via a® ngﬁ%fl@f P%EF“&H”%W%& tEPé’§5_§qfﬁ5Q¢téﬁPdd’é§ﬁ°§es
correspondi ng t Q bNR1ARRSR} H GHed5 AEBIPRLIAR 0P PRGNS N F FEE RIS ROt

i ndex.

file transfer only being permitted when the computer initiating the transfer has

15  sufficient credits; and
a credit request system that requests additional credits from an external credit
processor in response to a request from a computer for additional credits, the external
credit processor validating account information of the requesting computer and

dispensing additional credits if the account information is validated.

) ) O



Page -79- 14. The file transfer device of claim 13, further conprising an

i ndex request systemthat permts a requesting device to select the renpote
devi ce mhere“guﬁggﬁgst for an index will be sent, the request being sent to
the selected renoté device, the selected renote device ret EFHUSPEHHE i ndex
to the requesting device, the requesting 5 device storing the index in a
storage device. 15. The file transfer device of claim 14, wherein when each
file listed | pthedndex is selected by {/# requesting device, the
requesting deyice requests that a copy of the selected file be transferred
fromthe selpfted renpfe device, the selected renote device transferring

each file in| Lespaonselfo the request. |10 16. The file transfer

devi ce of cl & i® whi ch each device further conprises: a variable
nunber of d = i nked directories, each destination |inked directory
associ ated w al vice, fach’ destinatiqn |inked directory

conpri si ng ge a on the device; and\ 15 in which the

file transfer deWlce further NPQMFQ %\'Q@?}q@gt on |inked directory
managenent systemthat detecty s EF f s\ one data file in the
destination |linked directory agd initiates a trapgsfer of the detected data
file to the associ ated devi ce A n\responge t0 tige detection. 17. The file
transfer devige—of claiml, fAirther c rrsi ng:\ 20 an active
connection no i Ng systemithat periodidally t erm nes whet her each
renot e device o | east one renote dewces is currently
actively conn i cations pathway acceSsible to a |l oca

devi ce; a val ng systemitphat vali datesjeach renot\¢ device in the |ist
of at least o te deviclels that is curtently activdly connected to the
conmmuni cati on

e =
16
N
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18
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25

accessible to the | ocal

devi ce;

and a

nmonitoring systemthat defers a

file transfer to a tinme when a selected renote device becones actively

connected to_the comruni cati ons pat hway accessible to the | ocal

device if

the sel ect ed™PMB& device is not ‘currently actively connei@d P32

communi cati ons pat hway accessible to the | ocal
further co

file transfer devi

ce of claim1,

system t hat caus
t he renote devic
destination, the
be transferred t

- INITIALIZE VARIABLES,
| ocal INKeDLE eFILES uest
o.the | ocal devico.w

- .
UcVl L

ANDi

ol |

ng
(652
her ei

devi ce. Page -80- 18. The
rLsing a parallel polling

angfkictory on at | east one of

sociated with an assigned

|1 data within the directory to

ns5 mul tiple rg4ote devices are

substanti al | ﬁly polled and the data is tranﬁLerred
substantial }y 83 nul t aneg to the | ocal devicedf+romalllof the renote
devi ces, ang wh i e dat a~always ygansfers tplthe assi gned {desti nation.
19. The filé t f ePENBING: SEND cT=i ._in which|thepNpt Fq(liErarsfer occurs
by only | oggin t o arpyENTS®r nediete conputers {hat provide g |signal
propagation}fl10 medt for ragel ess transfer{through the pgrjopagation
medium 20. [Afile tr r method that enables data trgnsfers between a
| ocal devicg and at | t ce, conprising:. A
est abl i shing &&%onnecti ith the at | east one renote device via
preest abl i sthed N ' hat YEgsi de wi t hi ifeach devi cej] |15-56
B. dynami calil y ags1 gni § tap -t hi ()C@Cﬂ@m dach data
port withinjthe |lo & ling a data trapgf'ery . |tjransm tting
t he address |of the dat to the at | east one{ffenote deviceg jvia the
| istening pgrts; and - I
|
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D. transferring data in a data transfer between the connected devices via
the 20 data ports, the data being substantially simultaneously
transferred between nmultiple renote devices and the | ocal device via the
dynam cal | y wWe9%2mzd data ports. 21. The nethod of cl ai m 28cT/shskings
conprising, after establishing the connection of A, receiving data
transfer characteristics and authenticating the at |east one renote device
by verifying identifying information ofthe atg/pgast oneoéem)te 25

device, the identifying informtion bei transmtted fr the at | eSX one
renote device. 22. Theonethod of claim further conpri g corrparl‘ﬁ? t he
renote device's identi"P'ng information wth a |ist of destiynation

identities stored in the/l ocgt deyice an g data {ransfers om
renote devices not withijp thedh g\ of 3| i detttj es.  Labage
-81- 23. The nethod of m20Y iR whicEgth tantially
si mul t aneously sends an cei vés..Oata t o @ e< teVi cesmn 24.
The nethod of clai m 20, ther/ d@mkriis| sy Selstl) ng aareturn
recei pt, including point= { gig, | Engdt 28bédl) corfpl etion
5 information, from ice\tigt receggd 15 t ot &Sdevi ce
that transferred the dafta upon suecessf s &S a trgnsfer.
25. The nethod of clai , furt\he comaé i H’g; th &8
i ndependent certifying essor\tmnat verifi bi pt s for point of
origin, destination, andjsuccessfyil conj n i nfdymati ol i ndependent
certifying 10 processolff sendi | a verification ggftification to the
device that transferred fhe data hfter successfy, <oopletion of the data
transfer, ' by
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wherein the device that -received the data transfer generates and sends a
return recei pt to the independent certifying processor upon successful
conpl eti on of é@ ﬁgta transfer. 15 26. The nmethod of claim 20, in
whi ch each daY %% Vis represented by a socket data struct BFE/USHR4He
met hod of claim 26, in which each device stores the socket data structures
inalinked list to manage the flow of data transfers, the linked |ist
being traversed to enabl e substantially §W§ﬁltaneous data transfers. 20
28. The nethod ofee¢l aim A0, further conprising maintaining and nonitoring
data transfer credrty ard detecFIng each data transfer in order to debit a
credit account after essfﬁ?gﬁata transfer, the data transfer only

initiates the transfer has sufficient
8, further conprising requesting
®tqrnal credit processor in response to a
f 44 |additional credits, the external credit

3ﬁpﬁ%+ea—e#—+he—#eques;+ng—degice and
#hg account information is validated. 30.

credits. 29. The neth | ai m
additional crefgts 2

>

request fromo
processor val

di spensi ng addR® i ona

The nethod of €laim c8Mdri si ng defining an index that can be 30
request ed by rEﬁnte dée t he connection, the index conplrising
i nformation “Page - 8% dicating at | east one file that thel renote
conput er can request a topy of via the data transfer, and an associ at ed
destination. 31. The net\hpd of claim 30, in which the associ atled '
destination is a specifi § destination, and devices correspondijng to the
speci fic destination he®¢ excl usipe
-
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5 access to the index. 32. The nethod of claim 30, in which the
associ ated destination is a general destination, and all renote devices
have access to the index. 33. The nmethod of claim 30, further conprising
permtting a Wa8Usddli ng device to select a renpte devi ce wheCHUSSSREBIESt
for an index will be sent, the request 10 bei ng sent to the sel ected
renpte device, the selected rempte device returning the index to the
requesting device, the req ae sﬁ¢25ng the index in a storage
device. 34. The net hod of & ei n when any file listed in the
index is selected by_th the ®equesting device requests
that a copy of the pas efred fromthe sel ected
renote device, the &l gd ra:n erring each filein =
response to the reglmds. m 20, in which each dgw& ce
further conprised p&1i t§1tion linked directorieg
each associ at ed < t h=anc % nation |inked direct or -
being a file storage=ar g nd in which the rrethod
further conprises detkectin i Ieast one data file in the
destination |inked difecto nitsdting a transfer of the detectegd,data
file to the associated devic 36 The mﬁhod
of claim 20, further conpri :
whet her each renote device i a list of _at Ieast one rermte deV| ces |€
currently actively connected to a confuni cphti ons pat hway accessible t
| ocal device; validatjng each renste jevgze inthe list of at |east o@
remote devices that i currently FCtWN e )% konnected to the communi cations
pat hway accessible to| the £cal 30 jE/EC w—and
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Page -83- deferring a file transfer to a tinme when a selected renote device
becones actively connected to the communi cati ons pat hway accessible to the
| ocal device,whigtdisy sel ected renmote device is not currently actively
connected to the comuni cations pathway accessible to the |RETASYeBITe. 5
37. The nethod of claim 20, further conprising polling a directory on at
| east one of the renote devices, the directory being associated with an
assigned destination, and requesting all 42% Wi thin t hendi rectory to be
transferred to the local device, wherein nultipl 8renotg Yevices are
substantially sinultaneously polled and data is tFansférrd&d substantially
sinmul taneously to the | ocal device fromall of the 1\Q tiple renote
devi ces, and erein the data transfers to the assig dedt i nati on. 38.
The method ofigclai m 20, in which the established conpec{i@n\cgnpri&es nore
t han one confe§tiem—each—eonnecti-onbeing betueen.ting Eddi CeX vhasa
di fferent paiZ of |istening ports,
froma predeterm ned range of available ports. 15 WQS. Afile
transfer nmetk®d that enables data transfers between a Igca devi cegand at
| east one redte device, the nethod conprising: establ{sShi/hg a confection
with the at | east one renote device via preestablished\l istening ports
whi ch residesithin each device; receiving an address ok /a first data port
fromthe at kdast one renote device via 20 the listegilng ports;
dynami cal | y ag<i.gning a second data port, correspondi ng fto the first data
port within % renote device, within the | ocal device, leach data port
ocal

within the | devj.ca\enabl.l ngla data transfer; and trjansferring data
bet ween the &nnect deViiceZ Ji ¢ the data ports, the data
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25 bei ng substantially sinmultaneously transferred to nultiple renote
devices via the dynamcally assigned data ports. 40. The nethod of claim
39, further conprising, after establishing the connection, transmtting
data transfe™eW@®teristics. 41 The nethod of clai m 39, PERHUMH2I3each
| ocal device substantially 30 si mul t aneously sends and receives data to
and fromnul tiple devices. Page -84- 42. The nethod of claim 39, further
conpri sing generating and sending a ret eiﬁV?Sincluding poi nt of
origin, destination, and successful information, froma device
that received the data transfer t at transferred the data after
successful conpletion of the data 43. The net hod of
claim42, further conprgsing communicati h an i ndependent certifying
processor that verifiesgreturn receipts int of origin, destination,
and successful conpleti } Hohs ependent certifying processor
sendi ng verification ce%?ification to t @ggyv ce that transferred the data
after successful conplelion of the data|trghsfer, 10 wherein the
device that received thE data transfer &érafes and sends a return receipt
to the i ndependent cert¥fying processor uccessful conpletion ofthe
data transfer. 44. The nethod of clain139,"in whi ch each data port is
represented by a socket data structure. Lo 45. The nethod of claim
e Qﬁnt

44, in which each device stores the socket dafa structures in a linked |ist
to manage the flow of data transfers, th ed |ist ing traversed to
enabl e substantially sinultaneous data tnaﬁgfbrs.
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46. The nethod of .cl aim.39, further conprising maintaining and nonitoring
data transfer credits and detecting each data transfer in order to debit a
credit account 20 after a successful data transfer, the data transfer
onl'y being peMA%2Y3 when a device that initiates the transfEVUSIER4T
sufficient credits. 47. The method of claim46, further conprising
requesting additional credits froman external credit, processor in response
to a request froma device for additional credits, ﬂﬁ@ external credit
processor validati account inforre gquesting 25  device and
di spensi ng addItI05 2 credits i trmeQQﬁhBMﬁnQMfo gtion is validated. 48.
The nethod of claim¥9, further onﬂECEWWQRB@WESTrp an index that can be
requested by re S via the p—the index conprising

i nformation i pdi
request a cop ransfer, &@%destlnatlon at
| east one device corq@spondlng to the ’ S stination haV|ng
excl usi ve access to tjhe dex. Page ) £ -
further conprising pgrm tW S requestR 'PJevi ceto
where a request for an index—wil| be BEQWESTEDR request—F3i ng-sent to the
sel ected renmpte device, the selected rempte deviee returning the index to

t he requesting device, the requesting de e“Storing the index in a storage
5 device. 50. The nethod of claim 49, eﬁﬁ%n when any file listed in the
index is selected by the requesting devicq, e requesting device requests
that a copy of the selefted TiTe be transterred fromtne s¢lected renote

devi ce, the sel ected repot €REAVE d4LE LISTsWHH FILE ARRIBUTESe i §84onse to
the request. 10 51(e@heSﬂESPQﬂﬂEf&CﬂﬁE”CRQHEDG whi ¢h each devi ce

further conprises:

!

CREATE TEXT FILE WITH SENDER ID, SENDER
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!

CREATE CONFIRMATION RECEIPT FILE COMBINING |\ 508
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¥

CREATE IMMEDIATE SEND EVENT FOR
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~_910

* 512
RETURN

516 DIRECT? 514
N ' ¢
CREATE A PENDING EVENT CREATE A PENDING EVENT
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a vari abl e number of destination |linked directori es,

anot her devi ce,
on the device;

of at |east OFR¥H

each associated with

each destination linked directory being a file storage area

15

and |n whi ch the method further conprises detectin
file in‘the destination |inked dPFEVSHRITANd

storing

initiating a transfer of the detected data file to the associated device in
det ecti on.

response to the
periodical 'y det
one renote dew
pat hway 20
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52. The net hod

each re

devi ce;
evi ces t hat

f claim39,

further conprising:
device in a list of at
tively connected to a conmmuni cations
val i dati ng each renote device in
is currently actively

cations pathway accessible to the | ocal

| east

devi ce; and

me when a sel ected renote devi ce becomes

pnruni cat i ons pat hway accessible to the

%Q ice is not currently actively
at h g accessible to the | ocal

devi ce. 53.

ai m 39, "further conpr|S|ng polling a directory on at |east
rectory being associated with an assi gned
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. information, the ilkdepends

i 54. A fiIe transfer device that transfers data with at | east one renote

devi ce, the file transfer device conprising: at |east one |istening

i port through ﬁﬁ* Hpgbcontrol connection is established to the renote

devi ce, the.c onnection being utilized to determ ne STERt Bat a
port for transferring data, each data port enabling a data transfer; and at
| east one dynam cal |y assigned data port { data transfer with the renote
10 data port, the data being substantiaIIQ? mul t aneously transferred with
nmul tiple renote devices via the dynam cally assigned data ports. 55. The
file transfer device o whi ch the control connection is
further utilized tg exchange data tragsfer characteristics. 56. The file
transfer device of( clai REQYEST FiLlEhi ch gach device substantially 15
si mul t aneously sends and receives datg#to and frommnultiple devices. 57.
The file transfer dew e further conprising a return receipt
systemthat generates and sends a return receipt, including point of
origin, destination, and sucicessful conpletion information, fromthe device
that received the data transfer to the device that transferred the data
upon successful cdnpletion of the data . 20 '58. The file
transfer device of QEERnSEEﬂﬂBuDEmﬂEDcoupflS|ng a certifying systemthat
comuni cates with |an i ndgy ﬂm rtiflyl ng processor that verifies return
receipts for point} of or|g|n estinatipn, and successful conpletion
ngl processor sending verification
hat transferred the data transfg 4upon
Y data transfer, 25 wher Q1the return
recei pt systentgenerates ard ~S€ 102ﬂ receipt frontthifﬁevice t hat

A ~flependent certifyi ng—jprobessor upon

5¥E5The filp tCREATECREQUESTe| of
DCKefExtaripE FOR
INDEX

DAY

successful conpletlon of St REQUESR transte
claim54, in<which eaclropaihR INDEX?! S represe

structure.
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710
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Page -87- 60. The file transfer device of claim59, in which each device
stores the socket data structures in a linked |ist to manage the flow of
data transfers, the linked |ist being traversed to enable substantially
si mul t aneous WPt ansfers. 61. The file transfer device BFTEFHRMTEA,
further conprising a credit system5 that nmaintains and nonitors data
transfer credits and detects each data trapnsfer in order to debit a credit
account after a successful data transfer|1/2Be data transfer only being
permtted when a device that initiat he_transfer has sufficient credits.
62. The file transfer device of- [ [ sCch a nunber of avail able

4 each device. 10
63. The file transfer device ‘of cIREQUESIED iFitEwhich a transmitting device
further conprises a encryptind [ [
transm ssion, and a receiving deviese
t hat decrypts each encrypted file upon
credits in the transmtting device
credit upon each successful file tiy
64. The file transfer device of cl her conprising a credit
request systemthat requests addith Z2om an external credit
processor in response to a request fromla deV|c- for additional credits,
the external credit processor validating
requesting device and dlspg§5|ng addh
information is validated
54, further conprising an 1 nde Les an 1 ndex|that can be
requested by renote dgvices via the i Si
information indicating at | east one fils at the renote conputer can
request a copy of viaythe data transfer, and an associ ated desti n&16on,
devi ces corr espofthng—t+o—the sped1ﬁcﬁﬁ%sﬁination havi ng exclusi ve yaccess

to the index. PARSE FILE

ohprises a decrypting system
mhegggn t he nunber of
t |least one additional

Mg encryption. 15

ES
REQUEST PASS INDEX TO Y INDEX
L COMPRESSION AUTHORIZED?
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25 66. The file transfer device of claim®65, further conprising an
i ndex request systenlthat permts a requesting device to select a renote
devi ce mhere.@ 5SSt for an index will be sent, the request bel‘% sent to
the sel ected Tonote device, the selected renote devi ce ret FGTHURIBAHAB i ndex
to the requesting device, the requesting device storing the |ndex in a
st orage devi ce. Page -88- 67. The f|| ansfer device of claim66,
wherei n when each file listed in the ind s selected by the requesting
device, the requesting device requests that a copy of the selected file be
transferred fromthe selected renote device, the selected renote device
transferring each file in response to the request. 5 68. The file
transfer device of claimb54, in which each device further conprises: a
vari abl e nunber of destination |inked directories, each destination |inked
being a file storage area on the device; and 10 in which the file
transfer device further conprise ] | i nked directory nmanagemnent
(o] a

| i nked directory and initiate é@ﬁﬁ&l ng&iﬁ tected data file to the
associ ated device in response to 9. The file transfer
nmoni toring systemthat periodically detefm nes whether each renote device
inalist of at |east one remnte devicesVis currently actively connected to
that validates each renpte ddg | €480 one

CREDITS %,50,75, 160) “ 5

directory associated with anot her device, each destination |linked directory
systemthat detects storing of at le in the destination
device of claimb54, further conprising: an active connection
a communi cati ons pat hway accesiﬁﬁ h@ﬂ ilce; a validating system

i

DISPLAY /COLLECT 902
ACCOUNTING INFORMATION [

SEND REQUEST TO

CREDIT PROCESSOR 904

FIG.9



renote devices that is currently actively connected to the comuni cati ons
pat hway 20 accessible to the |l ocal device; and a nonitoring systemthat
defers a filg, ﬁ%er to a tinme when a selected renote device becones
actively connec{ eg o the communications pathway accessi bl BEVES¥RE ocal
device if the selected renote device is not currently actively connected to
t he comruni cati ons pat hway acceSS|bIe to the Local device. 25 70.
The file transfer deV| 4 further ézﬂbrising a parallel polling
systemthat causes g a directory on at |east one of
the renote devices, % ei ngmassoci ated with an assi gned
destination, the Iocal (N ge+?Ng all data within the directory to
be transferred to the | ocal de |ce, wherein nmultiple renote devices are

substantially sinultaneously pblled and the data is Page - 89-
transferred substantial|ly sipgultaneously to10fp® | ocal device fromall of
the renote devices, and o dat aNalmays transfers to the assigned
destination. 71. A conpet-e+—dat-a—si-grl enbodied in a propagation medi um

t he signal enabling a varlable‘nunber of data transfers agqogonpr|5|ng 5

A. an initial connectiphr—seurcb—code s:~nent1h ft est abl i S a connection
bet ween two devi ces vi $qu hist eni ports, at |gast one

pr edet er mi ngd [lstem"raugr P@Jﬂ%“ 88 tAT n each devi ce; nam cal |y

assigns a fjrst data pe: ‘ ~s1 devi ce; fanmgtransmits the—addy ess
of the firsjf data port to a refmining device viajtheCREATE RANDGH epATANe

listening pprts; and B. a dat3 ansfer source C)desmp&t Agg’cbp%m’o t he
vari abl e nUTbﬁb of data ”3n§®ﬁEORE at i onsyfdat SEND PORT NUMBER

SENDING A
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dynami cal |y assigns a second data port within the remai ni ng device
corresponding to the first data port within the first device, each pair of
first and 15wo&pgRpd data ports being established in respgRgfshghaAch

| i stening port connection; and transfers data between the connected devices
via the data ports, the data being substantially sinultaneously transferred
bet ween a vari abl e nunber of devices viaiiag dynam cal | y assi gned data
ports. 72. The signal of claim71, in whi the initial connection source
code 20 segnent al so exchanges data transfer characteristics and

aut henticates the remaining device by verifying identifying information of
the remai ning device transmtted fromthe renmai ning device. 73. The signal
of claim72, in which thg initial gonnectioqn source gode segnepfy further
conprises a selective agkeptance spurce co%g_segnengathat conpgg es 25 t he
remai ni ng devi ce's ident+fying information wMth a |5t of dest+nation
identities stored in the )irst deviy)ce and pryhi bi ata transféers from

devi ces not within the of Si gnal of
claim71, in h q_y ce 3
recei ves datg I ti
claim71, f f a
gener at es aj ;%%1 re
destination : com
received th _S&.r_JC)é
successf ul )
further co ce)‘r;fz‘tgj i ng
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segnment that communicates wth an independent certifying processor that
verifies return receipts for point of origin, destination, and successful
conpl etion i tion, the independent certifying processor sendin
verificati on%ée)é{;?’fzfcati on to the-device 10 that origi na?%”?%"tﬂgt a
transfer upon successful conpletion of the data transfer, wherein the
return recei pt source code segnent generates and sends ﬁ%[ turn receipt
fromthe device that received the da to the égpendent
certifying processor upon succe tA the data transfer. 77.
The signal of claim71, in whic g#ﬁiﬁ%ﬁ%gBAC7 E? epresented by a socket
15 data structure. 78. The sig 0 » whi ch each device
stores the socket data structures in a ist to nanage the flow of
data transfers, the linked list_being tralersed to enableyﬁﬂfstantially

si mul t aneous data transfers. 79. ' alm 71, her conprisin
a credit source code segnent 2% Gg?ﬁyéhﬁgﬁéﬂﬁknéhai?\nﬂﬁtors dat a PPansfe?
credits and detects each data tTansfter ftmyorder-to -deduct credit froma
credit account after a successful data trpnsfer, the data transfer only
being permtted when the devjiTe Tnrtiating the tTansfier has sufficient

credits. 80. The si gngmz)f. c| 28ENYID PACKET T REMOTEEr®I ni P_g devi ce
conprises a 25 tran T\telfﬂ.g d?{AcmN ( '(ﬂ’l{ﬁgﬁn erfeFypt-Rg—sou _vﬁde
segnent that encrypts sel®ctpd data Sﬁ @6 ransm g¢sion; and the firpt
devi ce conprises a receiving|device A Ng a decnypting jgbace code

. . P

segnent that decrypts each efcrypted—fTerupomrTecerpt; -91 -
wherein data transfer credits conprise a definite nunber of cna?ts, aphd

Y
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wherein the nunber of credits in the transmtting device is nodified at

| east one additional credit upon each successful data transfer enploying
encryption. &loeskegisi gnal of claim 79, further conprisingpeTalseghabrar equest
source code.5 segnent t hat requests additional credits froman externa
credit processor in response to a request for additional credits fromone
of the devices, the external val i dati nggfgcount

i nformation of the requestih qﬁ&i e %@% g' engi ng additional credits if

t he account information i \éﬁﬂ QQLP 3 éég gnal of claim 71, further
conprising an index source at defines an index for
request by renote devices via a con

at | east one destination and listing

the i ndex being associated with
’infnrnnfinn representative of at |east
one file that the renmote flevi CEREAT SOEKEESt, 1ﬁélfﬁ€)corresponding to the
associ ated destination haying exclusive access ndex. 83. The signa
of claim82, further conprising an ingdex request source code |5 segnent
that permits a requesting_device to Jelect a pnr}{ﬁUIar renote device to
which a request for an index yamEN OQ PORT .789e [ed bei ng sent to the
sel ect ed renot gdevice—te _renvte device returning the index to the
requesting devifce, the requesting deyice storing the index in a storage
device. 84. The signal of claim 83, rt her conpﬁ Q4ng an index transfer
source code 20 segnent that, egch file listed in the index
bei ng sel ected by tNe requesti ng t he requesting device to
request a copy <€l ect ed f|BENDmee transfeLPed fromthe renote
devi ce, the renDte devi ce :) h E in response to the
request. 85. The signal of clalT #TCh the initial source code
segnment 25  egtablishes nore than o nnection, each connection being
between two deyices via a different of listening ports, each device

| ecti |'i st gni f | abl t
86. The signal [of cla rb%ﬁii&;@@gg@%g%%g ¥l ad0scomprises.
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Page -92- a vari
destination |ink

each
each

abl e nunber of destination |inked directories,
ed directory associated with anot her device,

destination |inked dlrectory being a file storage area on the device;

in which the™a%8#%! f urt her conprises a destination |inkedPTHV¥ERETY 5
| east one data

managenment sourc

e code segnent that detects storing of at

and

file in the destination linked directory and initiates a transfer of the

detected data fi
87. The signal o
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mul tiple renote devices-are substantially sinultaneously polled, and the
data is 25 transferred substantially sinultaneously to the | ocal device
fromall of t gpje devices, and wherein the data transfers to the

assi gned destlnatlon 89. A data file delivery system for BEMPYEAIHY data
files between a variable nunber of devices, conprising: a variable nunber
of peer systens, each peer system having: Page -93- a connection
negoti ati ng system for opening at |east @7 941 stening port for exchandg™g
control data; a data connection systemfor®opening a variabl e nunber G&—
data ports, each associated with a destination, for exchanging data1ﬂ¢£§,
5 a file selection systemfor selecting a variable nunber of }eta
files residing onat | east one peer system designated as a file sourcegy and

a destination selégtion systemfor selecting a variable nunber of
desti nati ons] » FresT—at—teTast—tire

source havingfa f{t'ransm it ijng|[syjst emir of sit of agel €ss 0
selected dathififl e$ oven a varijable (nupber of {data at ys
correspondi npf 40 the [dafa jponts, {he destjinatijons e ng g
system for sfpEadsless 1ecei |jg of fthe flil es [semt ag ng,
and at | east bnel B sthe{fi|l e|sourc¢e Jang tjhe|destiinati d I n
initiating sypygm % ffor| i mitl ati ng operati gn of sm em
via at | east| ehe—comtcat-oRS—hegotatRegpatt-hay oneH at
| east one |ISPEHH[ poTt—fronrertirer—the—ft+ie—sourece—ot e
b <}
SEAA0ZaALEZZZZZZZZZ==ZZ
Q. Q. O O O. Q. o a Q.
SRRV CTRIRESSSS58385588 %
= x _ =
SEIZNSHBRSS588888858888 &
=W NNOO ™ M NP ONONOYIONON OV ON O OV ON N OV
—— T g g ge— g fpme e o g pams o - oy
fame )
— ot ok B d K R e B o R W K W Bt R R i K os Ko Xt K2 XK= K =2 w3
[w] Y2
S SR8 S eSg o sgsgassas | (|12
- TR i i e e e o | A
(] T ——
= )
= SNNOWNOFOSTNOWWOMN O 0D < < W revy
E "HUEEEERIERRIRAEREREE | |2
:. o < oomwagr\-—:cvwgrsnﬁn ckh
S5 o o &
Loer ey N —
w <L
¥ —_ = P - 0. =] — O —_
ol ,25388x223833832.2 332 =
N e I L = N e A B M PP~ S
DiE | LIIL e D8 EETfidonnE2 R ¢ ;
ot TS === e T o RLE A E NSNS
£ it A s Y e D
=lo \ =ES===a=9a0CLEEEcaEEEEE
i =]
12l s DGGGGBDIGIGGG@G.GGIGG.._4
= 1851 ey .s
o
—
2. W= 2
LA >
usl [ &3 o~
——d o hags
= <
2 (= =
=] e = e 7
Y L ¢y tud L = =
% | ] gdg%gg>§ub'<§ &
=Y BOECSELELE @
= g
Lt S
0o {LY] S




90. The data file delivery systemof claim89 wherein each file source is

al so a destinati on havi

files sent Wy ogbkiay StOragel ess sending by at |east one o

ng a receiving systemfor storagel ess receiving of
nSystem

acting as a subsequent file source at the sane tinme that the transmtting

system operates. 91. The data file delivery systemof claim89, in which
each peer further conprises: a vari abl q er of destination |inked
directories, each associ ] her device, each destination

| i nked directory bei nggj file ;i grgge DESTIATIONBA0Ke devi ce: and al%dsti nation
| i nked directory managé¢nent systemfor detecting storing of at |egst one
data file in the corregponding file storage area and for controllijng the
initiating systemto i PSP 2e | response
Lo the 507 detection |Poade Rdr dy e dld Lo Gl ey Bl e o
claim 89, each peer sysgroupfurygdpgr conprising: a return receipt syistem for

generating and sendi ng

destination, and succeg$ful conpletion information fromeach 5 |
destination peer systemlreceiving the selected files to the file gource
over the storagel ess cq ni cations pathway corresponding to the fata ports
upon successful conpl etfion of the storagel ess receiving of the sellected
files. 93. The data fi ljé—delivery—syst-em-of—ctaim92—further—eomri sing: a
third party transaction |£W df e DI REMOWES 2] /)‘AD(D T8X6R00PH DFINSHED Y i fyi ng
10 return receipts fo=pg <R e ¥ s F ul
conpl etion information, / / / ?
40 42 44 46 48
.5 .51 52 .53
= ) ) ) ) SELECT DESTINATION vla
PACKET CONTROL INOEX SETUP HELP_—54
SELECT A DESTINATION FROM THE DROP DOWN BOX. TO SCHEDULE AN EVENT FOR
LATER, CHECK THE “SEND LATER" BUTTON. PRESS SEND WHEN DONE.
DESTINATION BOOK: 7 55
D:\NETEX\NETEX.PB "/ CHANGE
SEND TO:
DESTINATION NUMBER:
////////7//&5;
58 PACKET NAME:
A BROWSE”
56
[} SEND LATER 59
57 {
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and for sending verification certificate data files over a first additional
st or agel ess conmuni cati ons pat hway corresponding to a first additional data
port to the {pbeyeifur ce peer system upon successful conple E‘?fﬁs&%%ﬁe
storagel ess receiving of the selected files; 15 erein the return
recei pt system generates and sends a return receipt fromeach destination
receiving the selected files to the third party transaction certificate

processor over a second storagel ess comm)jlzsations pat hway corresponding to
a second additipnal data port upon successful conpletion of the storagel ess

L T

recei ving of |#mp selected files. 20 HYPERSHIP WARR4.0 The data file deli \vihs
system of cl g be(ETe‘%@ﬁ'[R@l?e!NDﬁO’%EW TR pNer conprising:. a f11e credrt

nonitoring systemfor -maintarning-and ronitoring file delivery credits, }the
file credit nfOHECOFILESJOSCOMPRESS FBOMdHE DIGT OMAHE SEFdr AHEN FENISHER PBESSY Of
sel ected fil efTiﬁnECOMERiBf'i BUJTON. credit account variable on an associ ated pger
systemin 25 accordance with a function based on the storagel ess sendilng.

95. The datafT] JerTvgRy systemof claim 89, farther conprising: a crgdit
processor forn DRV vimg© cr edi t requests, and for incrememg4ng a credit
account vari aliE:e on an¥gssoci at ed one OSELECTED PRRES: syst ens \updrADD d0ailEX49f a
credit requegtr—SRe—Ste6e5sHtH %W&&M@&g&-ﬂ@ﬁ
credit aut honi z@&?\ 30 function, | |E\TPABRAZLYGREEMNAGREERDEhe M i | e cr edi
moni tori ng syste%frat es and sendp a credit request fromone of the|peer
systens to thgq c rocessor. 96{|The data file delivery systemof ¢llaim
89, each peen |syst er
L e
4 AGRE-1.PCX
62 AGRE2.PCX
AGRE-SIG.DCX
L/ MOREENDOC
AGREEMT.NAM
¥ ENCRYPT” / & DESCRIPTION [ COMPRESS ]
[ ] ]
| \-66 Cs
= | PACKET PROPERTIES [v]a
PACKET NAME:
{ BRAZIL_AGREE ~
FILE LS N 68

E:\FCI\BRAZIL\AGREEMT\AGREE 1.00C

DESCRIPTION /INSTRUCTIONS:
JASON,

THIS IS THE NEW DISTRIBUTION AGREEMENT AS WE
DISCUSSED. PLEASE REVIEW.

— MAURICE v /
FIG. 20

— 63




conprising: 5

of files on a peer system an index requesting systemfor
retrieving an_index of files fromany one of the variable
a sUPREV6L ect i ng system for selecting a subset

syst ens;

an index generating systemfor generati.ng an index

requesting and

JEHnk e

nunber of files fromthe retrieved index of files fromany of the varlable

nunber of peer systens;
initiating operation of the transceiver qm?
e

and 10

a file subset

requesting systemfor
gemto transfer the subset from

any one of the variable nunber of peer sysf{ens to the peer system 97. The
data file delwwery system of cl ai m $SPERSKIR WARFEE.0 system furid conpri ii ng:
15 afT rem for managr ng substantially

paral | el and @8 tipe L?Lng@@‘ a@ﬂ Eg a _variable nunber of trahsceiver
systems for $SRECTAPACKET! 10y SERD. BOUBKEE CLEORATOS SETUCONTERESD OB PACKET. SFRESE S S senﬁ ng and
storagel ess | NE%@P'WHEWQ(O@fHAVEhEELE@EDE‘mEeﬂ\CkET'ESSENBEV a pI ur al i ty Of

conmuni cat i ops pat hways corr espondipg—t-o—a—p! T . 2 \

98. The dala file delivery sys of clai "' G ] sf er
via the commiini cati ons pat hway o¢BACKE MAMEhout Ioggl ng ont o any |nt er redi at e
conputers, without |ogging onto thé¢presiazFatijon, and without -internmedi ate
storage of t L] 1} ﬁLEnTervenl g corrputer 99. The data flile
del i very syst ¢rBRALIL_AIZiPi / e ; :

destination Vi -  t th t he
control dataj]100.\The data file dI ivery systeN of cI aim 89, in which when
afileis sayed to/@ predeterm ng¢djdirectory asssciged wth a desti nat) on,
the file is fjansferred to the désfination. 101. A fi I e transfer syste for

transferring
one renote cdf

il es between at 3
uter sel ected frorrﬂ%ﬁCRleN/UaRH@TloN&ast ohe remot e

| ea

JASON,

THIS IS THE NEW DISTRIBUTION AGREEMENT AS WE
DISCUSSED. PLEASE REVIEW.

MAURICE
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Page -96- conputers, across at |east one communi cations pathway, the file
transfer systemconprising: a file selector that selects at |east one file
stored on thgydafRlscomputer for transferring to the at |east one renote
conputer; 5, a destination selector that selects, froHPrné¥?st of
at | east one renote conputer, at |east one renote conputer designated as a
destination conputer to which the file will be transferred; a transmtter
that transfers the selected file to the gnation conputer via the at

| east one comuni cati ons pathway w thout storing the selected file on any
10 internedi ate conputers; a receiver that receives the transferred file;
an initial connection systemthat establishes a connection between the

| ocal conputer Qg the O€stination COHWE ﬁ‘,’ %Re T edeterm med T Ster y °N
s 1

ports, at | east e—pr edeterm.ned i esidj ng within eadq
conputer, data franfCkeT |Q9NTR0thBbtﬂW%tHELE bei ng exchanged during the

initial connecti 0 ers—bgi ng
aut henti cat ed b)g ?f (' R' hs : | 'r)@r-l; a fijrst
al | ocator that cl%_ h SS%E# £ ch@ ; OR lToana
socket data strygk j , finst
transmtter that pr N% BOMUEX: data port to the | ogal
conputer via the predeterm ned i st c g ports a second al | ocator that

j 80
dynam cal |y assilgns AN efred— l—er-iee-k-e-t—d-ata
structure withinp tH Rﬁfﬁ ~ rres‘@b@@ ¥&#2irst dgta por t
81
QL—D FROM DIRECTORY [INCLUDES SUBDIRECTORIES)
BROWSE//

BZT—D REBUILD FROM SCRATCH
83U ww e

/84
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8817 W exension 8
89
88
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wi thin the destination conputer,

bei ng 25
connecti on;

conput ers vi WOH@61ght a ports,

each pair of first and second data ports

dynam cal ly assigned in response to each |istening port
a second transmitter that transfers data between the connected
t he- dat a bei ng subst anti al | yPE/HIBRBALOUS| y

transferred between a variabl e nunber of conputers via the dynanmically

assi gned data

si mul t aneously sendi ng and 30
conput er dynam cal ly manages socket dat
si nmul t aneous data transfers,

ports;
;

ecei vi

AU,

wherein each conputer is capabl e of substantially

Page -97- wherein each
uct ures to enabl e substantially
a generator that generates and sends a return

recei pt, including point of origin destination and successful conpl etion
infornation, pmthe—eon e—tramsfer-t9 t he
conput er that ansferredf(klélt\leh@s,‘iw @4 15@@5@&%@ tﬂﬁ‘* rtifyi nrbl% cessor
upon successful @Am(ﬁi eCOWROLOﬂNDEXieSHTUFP eHELPansfer athird transmtter t hat
conmuni cat es .L..cn. cer-tEyrng—t r-—ftresqjreturn
recei pts for }g Tﬁ%@@i%im ﬁﬂcﬁi@tz@g&ﬁ%o etion
i nf or nmat i on, tWeREQHESé&‘H B REQVESIf yi ng processor sending verificatign 10
certificationlto the corrputer,LhaiQOori ginated the file transfer upon
successful coppl vA=u e—t-th-i-b—sy-s-tTnﬂ that—Hpl (it ai ns
and nonitors fil pOEVEORMENTr cr ddi]t|ONTENE0/d3M98 4  each file {r FJE or der
to debit a crpdit account after o Sac8i€36ful file transfef, the fil eN-
transfer only| bei 1 n_ihe sfler has
15 sufficiept @u‘iggis; and a crediy| |FMABHR system that requests
addi tional cred tstfj QPRABRY ext ernal Tr gsboN.cPP
14028
7 Back 0|
ADIS.OLL o4
BOOKMARK.HTM
CBOOK.HTM
FMANA.BMP
=yFrep
CLIENT.CPP
FTPIP.CPP
FTPIP.DEF
AN reeosw
92 FTPIP 1D
FIPIP32.DEF _ /95
/ // / UASONCPR/ /7 \
LASON.H & 7 PREVIOUS /] |7 /REQUEST /
{ J
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(54) Title: FILE TRANSFER SYSTEM V/
(57) Abstract

A file transfer device, system, and method are provided.
The device, system, and method enable a variable number of data
transfers and include an initial connection system and a data transfer
system. The initial connection system establishes a connection
between at least two devices via predetermined listening ports,
with at Jeast one predetermined listening port residing within each
of the at Ieast two devices. The initial connection system also
dynamically assigns a first data port within a first device, and
transmits the address of the first data port to a remaining device
via the predetermined listoning ports. The data transfer system is
for each of the variable number of data transfer operations. The
data transfer system dynamically assigns a comesponding second
data port within the remaining device and transfers data between the
connected devices via the data ports so that the data is substantially
simultaneously transferred betwecn a variable mumber of devices via
the data ports. Each pair of first and second data ports is established
in response to each listening pott connection.
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