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i ncluding software updates in the field. Background of
the Invention. As digital ¢torage technol ogy and
conmput er networ ks have advanced, efforts to ensure
that digital content is nmade avail able for use only.
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package, e user it generates a random number and communicates

it to the software- manufacturer. The manufacturer generates an
authenticator requnée that is a cryptogiaphic function of the particulaxr
base unit’s key,_the requested software, the number of authorised times
the software.may be used, and the random number generated by the base
unit. The manufacturer then electronically delivers the authenticator -
response to the user’s base unit, which uses the same cryptographic

function to generate a check value. (The RSA cryptographic function is
used by Hellman; it is described in U.S. Pat. No. 4,405,829 to Rivest et
al., which is hereby incorporated by reference.) If the check value and

the authenticator response match, the base unit accepts the authenticator
response as valid and a_ccordingly increments the number of times that
delivered software may be used. The base unit verifies the message from
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-rejects and deletes the file if the comparison fails. ' : i

U.S. -Pat. No. 6,341,373 to Shaw describes another secure data
upgrading method that enables only selected portions of .Iprc.>gram'.code to bé
replaced. Shaw also requires the client device 'Eo transmit identification
information regarding itself to a remote server before receiving-updates

from the server.

U.S. Patent 5,343,527 to Moore, teaches a method for providing a
reuser of a software component from a reuse library with an indication of
. whether the software tomponent is authentic and valid, ox 'whether it has
been tampered with by some unauthorised entity. '



and free fromaccidental or intentional corruption if
successful or rejects and deletes the file if the
conparison fails. US. Pat. No. 6,341,373 to Shaw
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be :Lvnged and that the mlsbehav;mg user would be easily identified..

The hash value of a software program has ﬁroven to be a particularly
good ‘user.nﬁmber". Modifications to a sbftware program, such as those
‘made by hackers trying to defeat a content protection scheme, cause its
computed -hash value to change. Therefore, content protection can be
improved when the decryption keys used in a content protection scheme are
successfﬁlly extricated and used only if the software program is prbvably

intact and unmodified.

Thig is the typical prior art signet calculation: K =g" g° mod
M wheré K is an output sequence of bits, gy and g. ére public_nuxﬁbers
stored with the transmitted digital message itself, h is the hash of the
message, and a is the digital signet. M is the public modulus under which
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havi ng personal sensitivity to the user. Thus, the
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descri bes worthy acconpllshnents there exists a need

for further i nprovenergugms ] atdbued needs.
For exanpl e how can the vaI ue of K, which determ nes

I acgl‘%s present invention accordingly provides, in a first aspect, a
method for guaranteeing message integrity, comprising: transx_m.ttlng a
message together with an encrypted integrity value h,, said encrypted -
integrity value h, being encrypted with a key based on the hash of said
message; decrypting said encrypted integrity value hy; using said integrity
value h, together with stored integrity values to perform an integrity
calculation; and using the result of said integrity calculation. foxr

. further processing.
The present invention accordingly provides, in a second aspect, a

system for guaranteeing message integrity, comprising: means for
transmitting a message together with an encrypted integrity wvalue h,, said
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how can the - software being exetut ed by the

recipients be legitimately updated in the field? Any

nodi fication to the software running on a user device
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drawings, in which:

FIG. 1 is a diagram of the new message generation method according
to a preferred embodiment of the present invention; and

FIG. 2 is a diagram of the new message authentication and_vali_d_a_tion

method according to a preferred embodiment of the present invention.
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integrity value h" said encrypted integrity value ho

bei ng encrypted with a key based on the hash of said

message; decrypting said encrypted integrity value ho; -9 MAR 2007
using said integrity value ho together with stored

integrity values to performan integrity calculation;

woe/oagkng the result of said integrity Griid@bhedes
for further processing. Thus individual user devices

~are able to guarantee theeauthenticity and integrity
of digital nmessages sent by a distribution centre
W t hout transm ssions fromindividual user devices to
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and digital rights managenent purposes, as in the
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Labs (R), among others (for example, see www.creative.com for a
description of the SoundBlaster (R) series of ca.rds), and are well known
in the art. Alternately, the individual user dev1ces can comprlse a
completely secure computing system. It is desirable to have a hybr:.d
hardware/software approach to the broblem, so that unique combinations of
values of g, and g; are stored in individual user devices like PC audio

" cards, but where the same software, such as a common audio card driver
program, can-be executed by many different cards The secret values of g
and g, effectively serve as device keys that preferably uniquely 1dent1fy a

given user device hardware instance.

The distribution. centre creates a digital sigmet a and a public

' moaulus M that are then combiﬁed with the device keys g and g end an -
original niessag_e hash h, By the user device to compute an integrity value
K. Any hashing algorithm may be employed, including those that _pe:;form

' v’arioué obfuscation functione. In‘_cegrity value K is pr'efera.biy unique t;o



val ues to determ ne whether recipients are authorised
to access protected content, but executes only if
cryptographi cal ly authenticated and .validated. The =9 MAR 2007
nmessages nmay include software upgrades and portions of
software prograns that beconme conpl ete when conbi ned
woWhdaRs0260 YPt ogr aphi cal 'y determ ned i nt egpitpiad ek
Alternately, the integrity values K thenselves nmay
conprise portions of software prograns or
cryptographi ¢ keys. Individual user devices store in:
tanper-resistant hardware at |east two preferably
uni que secret nunbers and The ta r-resistant
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changes to the new message can be made until the hash value of the new
message becomes odd, or a convention can be adopted: such that one is
always either added to or subtracted from the hash Qalué if it is even.

In an altermative example, the low order bit of the hash can be OR’d. In
yet another alternative, one could assign by = 2h;+1 to sure that h, is
forced to be oddl Other techniques for ensuring h; is odd will be familiar
to persons skilled in the art. If h, is odd, it is likely that the
greatest common denominator is 1, but testing is required to guarantee
this condition. If the greatest common denominator is not 1, the- '
distribution centre'simpiy picks énother'set of primes p and q and tries
another value of modulus pq. It is a common practice in RSA encryption to
pick primes as follows: pick a random prime p’, and test if 2p/+1 is also

prime; if so, set p=2p’+l. Then, in the preferrea' embodiment, do the same



new val ues h, s, and pg and the existing values gl,

g2, a, and Mas follows: K = gl1" g2& nod M where X - 9 MAR

= sh nod pq. Prine nunbers p and g are selected as 2007
descri bed below. Neither p nor g are transmtted

separately. |If the nmessage hash value h is correct,
wo hR%odes ha, and the calculated integri tyd./,ahﬂ,gy(f&o“
equal s the predetermned integrity value K s is

‘therefore effectively an egcryption of the original
message value h,, with the encryption based on new
nmessage hash value h and pg. Since the user device
needs K for further correct operation (for example, K

forriaghLf dhit RFFFtieevF dollawpd) the ﬁ’éanﬁést@a’génvﬂdﬁlhtbéelds a

gréyteqre tényrop eved sadr idregted taah W i vatishingbyirseelland
content are correct. The correct hash value hl of the

ne%mgg %oxll %odﬁ\%l gned 4t Q.-be ogf he rwwsxﬁgskgbtét ééﬁ@ratlon
met%og aCCOI%lIPuP }eref?irregyeknbo llaenl"—:éc an, e eq,ﬁ ur.e er e

e 'x_i q:rlléltll
Celftﬁﬁc‘PF)oﬁreP&ﬁ%F PP oSS98 skeT & ﬁl)buwnm at |1fé5t R

detjee dfels thHrx elample biei wpane éat destgipntiigmmesiRSinelidey f or

downNeadngyVon®s § ageputko metvtirs sclk AElthetntmes atshisflii b, artdhe

catl kel 88k ionC OFERBRL 8 RO Ndnaadh9bical gREYri6htibl aand F( pQ)
Sdr-P&adn1el nia LHAY alSLrdIEE éboaoﬁgomrb‘fumr Sother

me:%': &) ((E.Sg'%lblaltlon wa})bea{agtlﬁaxeq'_o tfﬁrx% Iaerson chfcll élq.n the

€ sat Z exists

In ?ﬁ%"r é%r ghe giséb’sb“t’rﬁﬁ‘s‘fe“ﬁ’ée coRhes d BAk é’ft‘ﬁ‘ﬁt “eﬁl‘“ﬁs§age'
and) fekceFdhe dralnpb e dmedhsedae i e forghem gus oro of Héenew
cofvesdagd £@bs lescmbel oniviel e, haiehdisatibetioh deherenesiects
twﬁsﬁﬁ@gﬁnm@q&faﬁd dechl s@p B04CONV bR £@8) hasade mzeahctd
sugh sé%ai%agﬁ &Ttﬁbw?%ﬁ c%hmeaet@%%gs @ 9 s 3 hhE 3% 8

ha‘ffergmrtates enao nato Sh re o comot %r t I Ve
T o=t RE™rBWoTd 5|°t ofL ?h FHast ¢an .

ThHSn°°“93ettl°’aﬁ6f%§fne&| Yo PaFPVBIoBHE BoUT & EcT B HE Leved.

so 2hdttkhe bashyvadue [hatofhthej new fegpaasdis dhpdigddbucdprheentre’s
puldle€ Ireh GeesS fOrherendiig tElndtsmeddewd Histhoukfom tdnate toO

. selRE¥sSPBS vekiek |88 g Bnd B&nakdep U0k dnd dnSn Q@Eurnkicol Stebi ol g6

co ht.aé J}? ang'r'tglghrl%r%%lu%omm r&fdﬁ—ﬁomnﬁﬂlgﬁ ssnéerl]:d l{?xglfa the

' dl?ﬁgq?’r‘%a‘feé‘&e g % %1 %leof 1|ns$tn’(°)t11§ %that 1

- modF et i bisoks dem V’éhs‘i*i?p‘l’%}l OPEWS TaETHEFaLs BECCBIuTgr Rt
thepGeanrdalg s Budlid @dgord ot h@lhe\ﬁabuebuﬁl_onmm;quyqeedlstm s
step TIQNFEDBorRhed ki €8, indd BTA wBed ¥pts ARe toFigiphT effag8BasES
valmgunewseﬂ%s lssaa E:@RQQQ‘REK Ikg@ pmyam algéltlbuémapceﬁéra San

' i

catfuile LR e SR SRS B 208D B

| compiRELGRED Gbe PCiviaEh bal vAed4 Bth fthe pgivate ’iehlzsser"es as
thepbadt i foe viadidaoldnovweifichiios hdnoeegiay) ah the chel| megsagieds

as @nly the dlstrlbutlon centre can create data used to determine a new
~.integrity value K’ that matches an original 1ntegr1ty value . Next, in
step 114, the dlstrlbutl_on centre appends the Va_]_.ues of s and pg to the
new message. Finally, in step 116 the distribution centre transmits the

new message.

Referring now to FIG. 2, a dié.gram of the new message authentication
and validation method according to a preferred embodiment is shown. Each
user device (UD) is a spe_:cific hardware instance"capable of performing
computational method steps involved in guaranteeing the integrity of new

~messages from a distribution centre. Each user device stores in o

tamper-resistant or completely secure hardware preferably unique values g



great est conmmon denom nator greater than 1 is

vani shingly small. Referring nowto FIG 1, a diagram - 9 MAR 2007

of the new nessage generation nethod according to a

preferred enbodi nent is shown. The distribution

centre (DC) prepares a new nessage for distribution to
w@boo/BRS0 One user device (UD). For exanpp@ycsifoRaNs
- for distribution mght include downloading over a

conputer network such as the Internet, satellite and

cabl e tel evision transm ssion, and physica

di stribution of conputer-readable nedia such as

di skettes, CD-ROVs, and DVD-ROVs., Other neans for
andyesst But FOFESR P2 beher K | Jeioe FRCEhes pRiest WRFIISe tFn
thet istaitution| eenstep NeBR, it hsgemli284 thduybérofedencriculates a
test RN tASuA K NAS thdhhewOfiess bR AW MRS SABE hasiAngl sl guraas t he

mpaaﬁeae%ytoF}gengfs@r&%ql&um%e by%aps%fp%m Nge 3Y%- QB& Qf the

conyv s. desgrib
Progreip, 1 BTFBTE BTt R Peite; Ko s feCﬁb%?s"alues & §
andj . sitEpowr0deving vebmml@ldazpq)le Rph valge pcrfot—zhfcﬁew wsa%
h, shepidi@f] stidfretd shd nblullhioR ceddsceitdetadovd.ne stfeprash
thedew@it E{RY)va1id¥e 13 (3e@ahOfl 1R MRRdenOm nater vk «,

Oof aou%:seSh?rKe Psoné:tﬂnggq Joaf Qﬂ{é“furtﬁ %roc%QQS{bthlQP fail.

) e rel ations %lt b d (:IPe )nessg
Thugh & et F2°ReD THH Tha*Ratie Al aEfL 6fm°fhhé'l??ew nNEsSsaye
will cappm tafiadt FAipYAS BTTRER AbTethe LIRiBTS REPRERUR YO AR
desgxaddi tion is not net, the distribution centre selects
new values for p and g in step 108 and then returns to
st ep tll@‘]pﬂéﬁerr@@l@ﬁbﬁdeméﬁ(:pﬂberﬁlﬂﬂl blr@osddbbpuserPds pkbgrbdieed
acc6ANdE 0N ob S abBL-indaNSdvt her, db Sb Ed Qi O b &ARER, an

art%%c ds utfgclt%lal cul %g&lée 'chﬁiéESrﬁ 1319 Qﬁ‘%yti‘éig&!;ﬂ 1

PR hehati¢a “sp?"oé"ée UFe “EaPTeq™ ? ﬁglc eﬁcexirlafl &Y °Eucl i d
Al gorithm The distribution centre proceeds in step
112 to conpute s = ho= nod pq, where h, is the
origi nal nessage hash value and z serves as a private
RSA key. Only the distribution centre can calculate
z, because only the, distribution centre knows F(pq).
The conbination of the original hash value ho wth
the private key z serves as the basis for validation
(verification. of integrity) of the new message, as

~only the distribution centre can create data used to
deternmine a new .integrity value x, that matches an
ori gi nal |ntegr|ty val ue K. Next, in step 114, the
“distribution centre appends the values of s and pqgq to
the new nessage. Finally, in step 116 the
di stribution centre transmts the new nessage.
Referring nowto FIG 2, a-diagramof the new nessage
aut hentication and validation nethod according to a
preferred enbodi nent is shown. Each



yar e i nstance :

gogsof performing cors 3¢ et heelv $Prepsl2 October ™y
| nvol ved i n guar ant eei ng the i nt egr| ty of new
messages froma distribution centre. Each user device _g MAR 2007

stores in tanper-resistant or conpletely secure .

har dwar e preferably unique values gl - 9 MAR 2007 WO

2004/ 030269 PCT/ GB2003/ 004064 9 and g2 and a. In step

202, the user device receives diagm$iew nessage from

the distribution centre. Next, in step 204 the user

device calcul ates a test hash val ue h of the new

e s s ademggiodg £ohous st 9FARHINTG SaIY AP FRIFHTY e IFSMBY et "By

the distribution centre. In step 206, the user device

pr OCe%gg‘nén%tQleét ﬁeé‘séﬁ%wtéébt:%% I\«Jl)éhvé'l léﬁczlg'pt%tinltteeglty value h,,

recei ve pg,. Its own devj ce. k
@Pl%r?dlcg@tqdhen%htwara&éedfo ]?‘Hé’gn%%%%%daﬁet r? ?Ywebased on the
ciagh tol ssidqymessapeand nodul us M as descri bed above. In
step 208 t he newintegrity val ue K is used in
furth cessin as ' urse, if K
i s nof 8 artf RS the Ltfra‘% hl\gr%e S0 e‘éagl( nggvm Il fail.
Thus, an attacker tryr ng to gain sone advant age by
nodi f)a'g[n@p stEd negeggity whlle tausgeticiravitfhastured intdmrity values
E%rtfg M f&d Behavhauf el figation desired.” In

e pre erred- enbodi ment a general purpose conputer is
progranned according to steps described above. In an
al t er matio hentssdil et sagd ingperidivecoicurtiiPhattuferther
pBsddsaengonmponent - is used by a digital processing-
apparatus to execute the present Iogl c descri bed

above %thl\lgwﬁgtcﬁ xg\'zl %t P%l?l;ﬁ%ld 1nma y calNAB tlon %s a digital

gt eei ng age rmtegri
eemﬂtl Siﬂr?gllatircahsm tt| ng a nessage toget her with an
encrypted integrity value h,, said encrypted

b NIRQAN hddhodab#!@180m DELABrSRCEYAIRE ¥d hid digYtaseghan

theahesh of o SAhoLRRSA0E: ARGLNRL! (10,881 3reDGlR e
egrrty value hoe "USl ng salrd integrity val ue

together with stored i ntegrity values to perform an -

£ NtTdgrn¢thodad T wilaim dn wharednusi ity mebengecseripr isfs gapeftware .

bfggegmty cal cul ation for further
.5. A system for guaranteeing message integrity, comprising:

means for transmitting a message together with an encrypted
integrity value h,, said encrypted integrity value h, being encrypted with

a key based on the hash of said message;
means for decrypting said encrypted integrity wvalue hy;

means for using said integrity value h; together with stored

integrity values to perform an integrity calculation; and

means for using the result of said integrity calculation for further

processing.

6. A computer program product directly loadable into the internal -

memory of a digital computer, comprising software code portions for

AMENDED SHEET



o1 wherein said
#8y calculation is &= i 5j gnelfew Page:12 October !
calculation. 3. The nethod of claim3 wherein results
of said digital signet calculatjon are values used -ihMAR 2007
a content protection schene. 4. The nethod of claim1
wherein said nessage conprises a software. program
5. A systemfor guaranteeing nessage integrity,
@REpPsimEingg:whenesrisl bovduckabs munt¢mg eorrssage Pegethérr
‘HuEPam&ﬂl& meRE ihPEAakyT Yeodlianga, said encrypted
integrity value ho being encrypted wwth a key based
on the hash of said nessage; neans for decryptin
encr y plradsiiftang i feseadfe tPRAtNCREEAS b eREEIRIGY s’%t&gnty value b,
isAt 8 Hrdypeal UerdieitpagailnernWwhéinhgsenarggdted nticlgra kyy based on the
¥F| yes ggl¥e%sgrn1an integrity cal culation; and neans

N SUl't of said integrity cal cul ation for
further processing. 6. A conputer program product
di r ectdeyrimddabiaadi atorhed i imtegridly vaieoky of a
digital conputer, conprising sof tware code portions

for AMENDED, SHEET F. ~' New Pa o ity values
7. SRR 00T A oK FERLE G B bdGR] arr ey vl

an aemf@mmﬁtrermt%grnférhwcﬂb?tmgua?f@nt eei ng nessage .
integrity, conprising: transnmitting a message toget her
W th L4 g&%’i’%ﬂ‘%l'&:”(‘i@gﬁ&&hn\é@by calcuiat fhrEB6F YRk ERer
|ntegr| y val ue bei ng encrypted with a key based on
PREce338H- of said nessage; decrypting said encrypted
integrity value h,; using said integrity value h,
together with stored integrity values to perform an
integrity calculation; and using the result of said
integrity calculation for further processing. AMENDED
SHEET 1011 | { -~--hvv ~7
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