A METHOD FOR DATA REPAIR | N SYSTEM CAPABLE OF HANDLI NG
MULTI CAST AND BROADCAST TRANSM SSI ONS FI ELDOF THE

wO DMERTI9EN 5 The invention generally rel ates tBPCT/FI2005/050033
mul ti cast and broadcast transm ssion technol ogy and
services, that is, services w,th at | east one data
source (or sender) and at |east one receiver. 0O
BACKGROUND OF THE | NVENTI ON For one-to-many (i.e.,
point- to-nultipoint) services over systenms such as IP
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broadcast/ mul ti cast serV|cesM&NBNB), file delivery (or
Mg BGARTe A BRORIPGAEY (TR PMLE SO oad) is an i npor-

5 tant service. Many of the features for delivering

files over}ggint-to-point protocols such as file

t r HHE2 PIpFBE NYIENHPYN and hypertext transfer

5protocol (HTTP) are problematic for one-to-nmany
scenarios. In particular, the reliable delivery of

fi Ths invehtiad gérgerdlherefiiey mninaRridasd eind keoadcadt tfank@sston technol-
using simlar one-to-one (i.e., point-topoint)
acREOMEHGEREN that KerR§TVised PRt deastiene dala BOWRR ATssndsH) and at

CORLLQhe RERLRFOl O TCP is not feasible. The Reliable
NUEt%cggt(%ransport (RMI) Working G oup of the

I nternet Engi neering Task Force (IETF) is in the
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first category, reliability is im 5 plenented through
the use of (proactive) forward error correction (FEC)
t hHer ¢rs-tobyagendi, pgind-teerdapantasenyives oferrystemd sneh gatfamul-

that can help a.recej I n recan struycti rLonepus .
dabers T 1P ¢ RSt dTREE b BHY PR Drpd B RATEY Srvices
us eV BMB )Ofiled@live® (ofisersdNinedial deBibér§ onsllé d6@AToad) is an impor-
transport. Asynchronous Layered Codi ng (ALC, RFC 3450)
15 staat grgeoddmny ofshairarues o dpleyesingifies evst ppiat-fq-peint protocols
Cag&goafsyﬁle%nlsi%r protocol (FTP) and hypertext transfer protocol (HTTP) are
problematic for one-to-many scenarios. In particular, the reliable delivery of files
— that is the guaranteed delivery of files — using similar one-to-one (i.e., point-to-

point) acknowledgement (ACK) protocols such as transmission control protocol

20  TCP is not feasible.

The Reliable Multicast Transport (RMT) Working Group of the Internet Engi-
neering Task Force (IETF) is in the process of standardizing two categories of
error-resilient multicast transport protocols. In the first category, reliability is im-
25 plemented through the use of (proactive) forward error correction (FEC), that is,
by sending a certain amount of redundant data that can help a receiver in recon-
structing erroneous data. In the second category, receiver feedback is used in or-
der to implement reliable multicast transport. Asynchronous Layered Coding
(ALC, RFC 3450) is a protocol instantiation belonging to the first category, while
30 the NACK-Oriented Reliable Multicast (NORM) protocol presents an example of
the second category. The details of ALC and NORM protocols are discussed in
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detail in publications entitled "Asynchronous Layered
Codi ng (ALC) Proto col Instantiation"” (IETF RFC 3450)
and "NACK-oriented Reliable Iticast Pro tocol™

(Internet Draft) prepared by the Wrking Goup of the
| ETF. The contents of these publications are fully
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because no uplink signalling is required. Therefore,
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put_in syst.em wever, . ALC
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robust, rather than reliable. NORM in turn, specifies
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r ecleinvels. wer e not received at the receiver (or were

received incorrectly). In other words, receivers

enpl oy NACK nessages to

ALC protocol is massively scalable in terms of the number of users because no
uplink signalling is required. Therefore, any amount of additional receivers does
not exactly put increased demand on the system. However, ALC protocol is not
100% reliable because reception is not guaranteed, thus it may be generally de-

scribed as robust, rather than reliable.

NORM, in turn, specifies the use of negative acknowledgement (NACK) mes-
sages 1in order to signal which packets of data (or otherwise defined “data
blocks”) expected to arrive at the receiver were not received at the receiver (or
were received incorrectly). In other words, receivers employ NACK messages to
indicate loss or damage of transmitted packets to the sender. Accordingly, a re-
ceiver that “missed” some data blocks from a data transmission can send a NACK

message to the sender requesting the sender to re-transmit the missed data block



indicate | oss or damage of transmitted packets to the

sender. Accordingly, a receiver that "m ssed" sone
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nmessage to the sender requesting the sender to

re-transmt the m ssed data bl,ockor bl ocks. NORM

protocol also optionally allo for the use of

packet -1 evel FEC encodi ng for proactive robust

transm ssions. File Delivery over Unidirectiona
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is a response a receiver sendS to he sender

ab@uﬁ packets that are/were expected to arrive, but
have never been received. Wien in nulticast or
br oadcast environnent the data transm ssion occurs in
a NACK aredTiys hidstvt @Bnerhlly NORNI pBSfit SBitQRey Sanélbo be used in
error free and different receivers are subject to
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as a consequence, erent error
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reliability. This can be achi eved through the use of
FE® 'gﬁ ayrr&}er £how @@ﬁk%t%lab%réfwre eEpssiad teg&dy eyt have never been

received.

20
When in multicast or broadcast environment the data transmission occurs in a
one-to-many fashion. If the transmission is not error free and different receivers
are subject to different error rates (for example in MBMS users in different cells
may experience different signal quality and, as a consequence, different error
25 rate), there is the problem of providing increased data reliability. This can be

achieved through the use of FEC and/or through the use of repair sessions.

FEC provides a certain amount of redundancy to the transmitted data, in order to
allow a certain degree of error resilience to enable a receiver to reconstruct the
30 transmitted data. However, one problem of FEC is that it usually does not provide

error free error recovery, or it provides full error recovery at the cost of a high use
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reconstruct the transmtted data. However, one problem
of FECis that it usually doeg not provide error free
error recovery, or it provides full error recovery at
the cost of a high useof data redundancy, which

i ncreases the channel bandw dth requirenments. A repair
s essdatnrebedaner wiriel icvaasesahelclyanddrapdwadth asuaapeay.ed
to conplenent FEC (to reduce or elimnate the residua
channel error rate), or can be used alone as the only
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aspect of the invention ere is provided a nethod

foﬁmﬂéﬁalkﬁﬁﬂﬁmﬁW®¢$systen1capable of one-to-nany
transm ssion, the nmethod conprising: transmtting data
froma sender to at | east one receiver; providing
SefUBMMAR YWOR THE INVENMEONr i ven repair of m ssing
data, concerning data m ssing at the receiver

Embodiments of the invention provide for scalable and efficient repair of broad-

cast/multicast (one-to-many) sessions.

According to a first aspect of the invention, there is provided a method for data
repair in a system capable of one-to-many transmission, the method comprising:
transmitting data from a sender to at least one receiver;

providing sender driven or receiver driven repair of missing data, concerning data

missing at the receiver.

The term “one-to-many transmission” is considered to mean in the context of the
present application any transmission from at least one sender to more than one
receiver. Accordingly, the term “one-to-many” here can be interpreted to mean

“one-to-more than one”. The term “missing data” is considered to mean data not



The term "one-to-many transm ssion” is considered to
mean in the context of the present application any

W@ e@semI8si on from at | east one sender to nor ePCTTEROGNS0033
recei ver. Accordingly, the term "one-to-nmany" here can
be interpreted to nean "one-to-nore than one". The
term"m ssing data" is considéred to nean data
notreceived at all at the receiver as well as data
incorrectly received. According to a second aspect of
t heeceino@attallon the leegivctias wallosiddedneorrastigirsagtvedevi ce f or
data repair in a system capabl e of one-to-nmany
transm ssion, the receiver device conprising: neans
f OAcERERI D @Qe&ﬁﬁﬁasﬁé@@ﬁ fHetih @chtioM, MeREPPedvidedNtred@adtSdevice
for sender driven or receiver driven repair of m ssing
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Ac a third aspect of the invention, there is

> g@%g ﬁgr&§ ‘nder device for data repair in a system
camhxisefoofecam&rgtdatmmmnﬁﬂteaﬂgm ssidenand he sender device
conprising: nmeans for transmtting data to at | east
onBeRRSaT Seder GYPN B ARRST Y AriehsaRir af MU BHEAI coBtTEe data

dr b ¥&he £ BRI kclerMesebNg data, concerning data m ssing
at 'thecreceiver. Accordlng to a fourth aspect of the

invention, there is provided a system capabl e of
on -to-nmany transm SsSi t he s stem co n )
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data from sai d’ sender device, via said network

safanprisingsast one recei ver devi ce; and neans for

provi di sen recei ver driven repair of

P SR S s Yala 8 B By B et e e el ver
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there is provided a software applica tion execut abl e

15 i nméssppgétheapcedesfi ce for data repair in a system
capabl e of one-tomany

According to a fourth aspect of the invention, there is provided a system capable
of one-to-many transmission, the system comprising a sender device, a network
and at least one receiver device, the system comprising:

20  means for transmitting data from said sender device, via said network, to said at
least one receiver device; and
means for providing sender driven or receiver driven repair of missing data, con-

cerning data missing at the receiver device.

25  According to a fifth aspect of the invention, there is provided a software applica-
tion executable in a receiver device for data repair in a system capable of one-to-
many transmission, the software application comprising:
program code for causing the receiver device to receive data transmitted by a
sender; and

30  program code for sender driven or receiver driven repair of missing data, concern-

ing data missing at the receiver device.



transm ssion, the software application conprising:
program code for causing the receiver device to
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for sender driven or receiver driven repair of m ssing
data, concern ing data nissing at the receiver
devi ce. According to a sixth aspect of the invention,
there is provided a software applica tion executabl e
in a sender device for data repair in a system capabl e
of one-tonany transm ssion, the software application

conprisin pr CO for t he sender . devi

¢ oRFodhiaate aBiatE G R yen Gl TP L AGuRER GRhr VB BBrica
pr A8 8xacaRBR ol sehaBe@dviel fo¥ Qataliepaie & h \b§steilr dap@ile of one-to-
repair of mssing data, concern ing data m ssing at

t hBapy FansyRpsion e sbMafmarPliSpIAT RRITHHE: my be
5¢ ng%a OCB& BEQ%CE&YdeP SERH&! B {}Qn%g 39{%%“ &9 est one re-

n a ne um ©suc ent ¢
reb@&armﬂlenbodlnents of the |nvent|on The subject
matter con tained in dependent clains relating to a
paPioRtad epdefep %eélflero@mteﬁ@r TeRFBISE ABren SPar §6méﬁ§51g| @k c@ncern-

tQm%QBEﬁnﬂ&B%%é%c%%th? i nventi on. BRI EF DESCRI PTI ON

odi ments of the invention will now
be descri bed by way of exanple with reference to the

10 G058 SO HeRltona e S PRPUECHEE G ProdiE or RN pro-

_ %ﬂﬁrr?&)d@n@&éﬂ%'ﬁtm&ﬁuﬁlh@lch@y@'ﬂ{e'n% Figure | B shows
ifferent m ssing data repair nmethods in accordance

mﬁth enbodi ments of the invention; Figure 2A
ust rates

DR TR B g5 the ARG it mateer con-

tained in dependent claims relating to a particular aspect of the invention is also

15  applicable to other aspects of the invention.
BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described by way of example with

20  reference to the accompanying drawings in which:

Figure 1A shows a one-to-many data transmission scenario in accordance

with an embodiment of the invention;

25 Figure 1B shows different missing data repair methods in accordance with

embodiments of the invention;

Figure 2A illustrates a simplified protocol architecture in accordance with an
embodiment of the invention;
30

Figure 2B illustrates a simplified protocol architecture in accordance with
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a receiver device in accordance with an enbodi nent of

the invention; Figure 4 shoms7a sender device in
accordance wth an enbodi nent 'of the invention; and
Figures 5-12 illustrate various enbodi ments of the

i nvention. DETAI LED DESCRI PTI ON The subject-nmatter
cont ai ned i n anegher pmbodiawnbefithporvenoen;of t his pat ent
application may be used to support the detailed
description. In the following the File Delivery over
UnFidufeedt | onadhoWsanspddrh anbflddldl & otr@edler idevids 8l a@8ordance
an exanple without an intention to limt the present

i nvention to WHlyen ¢ebrlireet efrfhg Invapjorst her sui t abl e

prot ocol capable of one-to-many nulticast or broadcast
file delivery is also appli cable here. US-patent

appigucad i on  eghbiwislaegtndANIARIRARAT LSS arfe¥ STiEVan MnbbiiheANDY the
COVPUTER PROGRAM PRODUCT FOR RELI ABLE MULTI CAST

TRANSPORT OF IBSSIAIOPARMETS" (serial nunmber XX/ XXX, XXX)
filed on De cenber 24, 2003, having the sane assignee

as the present application presents nethods for

r eFigatdse-Hul tilloststte varans pobbdoientkadfahpacketis. The
contents of that application are fully incorporated
herein by reference. US-patent application entitled

" | BENRIFEBATESNR ANPORE- TRANSM SSI ON OF M SSI NG PARTS"
(serial nunmber XX/ XXX, XXX) filed on February 13, 2004,
havi ng the sane assignee as the present application

rpnr ffe gl}d)?e g-‘stat‘gﬁ%rg g’%rftgl;l%(i ]glﬁ]’?l% Ié%%(iﬁ?lgtogg%rrﬁlgp :O%ﬁﬁiﬁ%}%}ltl arf) lication
t r 2§ Bt Ss&d ©Ruprsthetdaile® ﬂé@ﬁgﬁo@.fln tiafollapilg thaFileMelivery
are fully incorporated herein by reference. Figure |IA
shovs lau%rﬁ@np@al napRspaE (BLYTEBigitecs] isritsed anait ¢x@nphe without an

acﬁl?ern(?igﬂ & li%tttne ﬁﬁ:sent invention to involve FLUTE only. Any other suitable
protocol capable of one-to-many multicast or broadcast file delivery is also appli-

cable here.

US-patent application entitled “AN APPARATUS, SYSTEM, METHOD AND
COMPUTER PROGRAM PRODUCT FOR RELIABLE MULTICAST
TRANSPORT OF DATA PACKETS” (serial number XX/XXX,XXX) filed on De-
cember 24, 2003, having the same assignee as the present application presents
methods for reliable multicast transport of data packets. The contents of that ap-

plication are fully incorporated herein by reference.

US-patent application entitled “IDENTIFICATION AND RE-TRANSMISSION OF
MISSING PARTS” (serial number XX/XXX,XXX) filed on February 13, 2004,
having the same assignee as the present application presents methods for identify-
ing and re-transmitting missing data in a system capable of one-to-many transmis-

sion. Also the contents of that application are fully incorporated herein by refer-



enbodi nent of the invention. The sender device 10 is a
server, |P-based device, DVB device, GPRS (or UMYS)
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forward error correction, such as an ALC nechani sm
and/ or FEC mechani sm for senging mul ticast data
bl ocks (or packets) to receiver devices 20 in a
one-to-nmany fashion. Each receiving device 20 sends
negati ve acknow edgenent NACK nes sages (or requests)
t oendee sender device 10 concerning m ssing bl ocks
(bl ocks not received or received incorrectly). In
response to NACK nmessage(s), the sender device 10
gereua 1A shéwd i 8RS Y- frﬁnﬁ‘d&ﬁ'tﬁﬁsrﬁisgﬁﬁ Scdn@rib Me adRERINYEith an
device 20 in a FLUTE session (the sane session as the
or fgbetimert ofTthe deeation Bt sepfersdraipef Bk isor segyaralP-based device,
tr 0 S

o PIRURLSRPIES (RSP of sERRRRS RSB gpay g proncive
FLfd’fEaﬂdB@trdﬁ @otis&ibn, kuthtdsanoxmt exdchafisrh hﬁd/pf EE€nthechanism, for
application, a re-transm ssjon session_is called a
r epAPINESBEEFsh datpdiogks Lornaghess)de Fecgiver Bevicesi@dn aperte-many

r eﬁ%%ﬁr]@&h I%Qeflaﬁg Ql@lffc‘g by seE&ﬁrégQﬁt@ﬁ%ow%d ér!n@nt NMACK mes-

I mage, slice are jECtS A“session i s
es!;@bi; (s heqhchs) tvetha stiiter devidet 0 dendeoengd hissimg tlbeks (blocks not

receiver device(s) 20 for file (or. d del i ver
Si W@F%e‘i 8§§‘?08hveﬁd%}“?riﬁ%ﬂ%eln THE® F%F%ﬁ‘@i‘fdﬂesé‘?ge e sender
S' Mi& oPigerdraldy ré’ﬂtilaﬁérﬁltsenﬁ@ln%cﬁl%cks[%of thfeelregéltfer device 20 in a

dentifiers are used to identify the objects and
s eEkVUdHssesterc fthdarme s¢ssiok atsatbe arlgmﬁbELUE &l Jeetiors @ﬂnbi@hed for

bl ock numnber ch nt |

o1 SRS ERL o BBl B T Lot O ek G5 L session
syﬁm@g Snothér HdeRel fHan BITDE nhe@ieb?é uéddeln ¢HeSEdntédt of the present
simlar, in turn, indicates how the encod ing synbols

c afRIlisaionm arerEapwyisHerisession iemlad paenest session. bl ock)

were generated fromthe above-nentioned object (e.g.,
file). Figure IB shows different m ssing data repair
nmeDhads tramsfaeaibfircianesdenl © o &l@bﬁdi(ﬂ)élﬂ & odfecth&or 1nstance a file,

i nventi.on. Rep ir of ms g data can be perforne
ust HgEY 19¥ieht 2 dide ﬂéqen%rerai‘p%lw?ct%egssr«'wrbg% &t ﬂlélrfféldbetween the

beééﬁﬁ&”detvﬁ% REMIGhe F&eﬁz@{ddé\hge(@%eﬂo}’ Bile @PQht SPMe%&}g %&d Single

poi nt-to- nul t|p0|nt SeSsSsSli on tween the sen
nosessibhamay include the transmission of a single object or multiple objects. Dif-

ferent identifiers are used to identify the objects and sessions.

Each data block has a number called source block number (SBN) or similar,
which identifies each block. Blocks are represented by a set of encoding symbols.
An encoding symbol identifier (ESI) or similar, in turn, indicates how the encod-
ing symbols carried in the payload of a data packet (or block) were generated

from the above-mentioned object (e.g., file).

Figure 1B shows different missing data repair methods in accordance with em-
bodiments of the invention. Repair of missing data can be performed by using a

point-to-point repair session established between the sender 10 and the receiver 20



one receiver 20. In a repair session mssing data in
total or in part (depending on the case) is

WO 2005/0z89831i tted fromthe sender 10 to the receP@EFR805/050033
20 or the whol e transm ssion can be repeated. Repair
is effected fromthe original ;sender 10 or froma
“"third party server" or a repglr server (or just
sinply a separate server (not shown)) which has a
connection with the original server and is configured
t ooy ﬂleimgtdwpoint wrmpitipsing sessiomabdtwear et seodner Ithiugd more than

server be .col ocated wi.th.t
or Pléei I‘r?g(i:lV %({ 2? (rgpagP sesgﬂn Hg?\;glg( ﬁﬁ? { FP&JHO& 1n part (depending on
Br @adeastis Mikhheagtd SohY tHeeen&ar Mefo, thalréRiwa(s) Qd oBMheSkwhole
(Broadcast Multicast - Service Centre)), or,

fo
exHMFNEssiglecan befeneaice. Bepajets ¢lfackidnfram UhMpsgmal sender 10 or
5 OPELALL thi?d E(Elﬁ}/\?%rber”%?g% ul ervérgorg]ﬁpt squn S%p%a{%!é?vel‘ (not
or i on-"w

i nventi on, a se r
rTE!iHmdl)))twlhﬁ:th hdzan cbhhébhon evith Ihd-ﬂ'ffginaIS&@verFélfﬁ isSAfigured to
GPRS, etc. with suitabl e underl prot ocol s can be

usBefferghe fraagmisgion e/ infgsiagion.F aﬁérvgmmqyr {4t Fppde. e co-
Si I&Lﬂgﬁ 'wﬁﬁ*l thE ?hgﬁ%‘ seREGE EeGh lMﬁMSq(é\ﬁﬁlﬁﬁfeqpar}ﬁl%aa\ﬂatsmﬁﬂwast

em bodi nent e I nvention. Accor
enbBadicaerdryert sopraded BM-S€t elﬁioadlaasthuilt[qabtenﬁmvm@ Fantre)), or,
the sender device 10 and the regcejver devi,ce(s
10 ¢ o ROBTe ol SisarreEnts G Wiyt OB RBrOr SEsMorByer |
UDP and I P |ayers and | ower | ayers. FLUTE protoco
layer is built on top of ALC protocol instantiation of
t heehagléy,ad emb@dimgentts eindp dntenfipCTHLWUE | cdiansgg plfatsciiepgin egssion

2R ER Bl o BE e Mrp SRk E28 AR R ey wih

t eqdeblctdpr @i Botédild @bl wWed forkhioske ddta rS$Sion
fromthe sender device 10 to the recel ver device 20.

15Th|s protocol architecture can be used for one-to-many

ﬁf@ 58 '11%‘[1!{1&9 f)lFT &f;ﬁo o%o QP{ite"c[dré %I{ %ccordance with an em-

a Sm SSI oNns as MB nany re-transm ssi ons
| nb@dimemeaofrthes @ssntion) Acéd)rﬂﬁfgrtatt]luv einjoodlirrrenamhcepmmmﬂmctk to be
a TCP Iayer can be us d |n§? (ﬁ of the UDP I a

Fi fplemenyd forhe S%ﬂéﬁr pdcy t%leés%vqr&ew@ﬁ% comprises an
sepHiRhGod RlyBL FIQU P pRtocol layer, UDP and IP layers and lower layers.

20  FLUTE protocol layer is built on top of ALC protocol instantiation of the layered
coding transport (LCT) building block (not shown). FEC building blocks (not
shown) can be used. FLUTE protocol layer together with NACK messages is in-
tended to provide reliable data block transmission from the sender device 10 to
the receiver device 20. This protocol architecture can be used for one-to-many

25  transmission (for both one-to-many “first transmissions” as well as one-to-many

re-transmissions in a repair session).

Alternatively, in an embodiment a TCP layer can be used instead of the UDP
layer (see Figure 2B). This applies for the case in which a separate point-to-point
30  repair session (here: TCP session) is used for one-to-one (i.e., point-to-point) re-

transmissions.



repair session (here: TCP session) is used for
one-to-one (i.e., point-to-point) re transm ssions. |t
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systens present the prob Iemof requiring receiver-
server control and data nessaﬁjng whi ch, due to the
mul tiparty nature of multicas presents scalability
probl enms. There are three areas, in particular, which
are of concern: a) limted radi o bandw dth and
activation resources where the tine to acti vate nany

th that wou
210 RRRLOR e TP G R0, SBE B e pro
OCIéﬁf of lréqﬂlhﬁrﬁg'l RRUREY serbdr ¢dnfifol QHd YafaV@EsBARACHRi¥h, due to the
where the server system which is FrOV|d|ng t he

" r BHiparty gyatuse of ngRticeast, Pagserta redlabilifynproblensu fbetesarg three ar-
regge&ﬁ%%&ﬂﬁﬁsagkpgkaaﬂ%n&§300|ated sessi on cont ext
dat a’

in acertain tinme window and a |limnmted anount
of sinultaneous data transfer sessions; and c) limted
end-t o-end bandwi dth, due to one or nore bottl enecks

in tHe B%t%mdl%;bél@wthr@rdeath@l%feéowa@% Whis Hs 86 ey acti-
be madevﬁé’ ﬁia}ng%cﬁo Eﬂarﬁle Mhethé@acﬁ& ﬁaﬂcﬁﬂ?ﬂfhrth&gwgﬁﬁ’@ik% makes

si nul t aneou I n nany cases, lInsu clent to pro
vi de t hitsnfsa&sible cealloFhmany aepatrs td «mhr $iauitameously;
r any or all of t

i ncr cal abilit e ese o

e e FBed EvEbcamity e hierasSas g i Supipxisine the
time or«gya ordtént® Gﬁﬂar Elnhantife 18R FRRbSs of féqﬁ&@s (messaging)
foll owi ng, methods for efficient repair of

mul ti cagtd disocidicd ssesssms sdpriext glaga @uth@na CTit@n rtgnmwlsdca*r end a
based op t?% sen er de on_t he ,receiver

b
oot o Ot PR sit R e BRRE etk Mg ey

i's d%’)loh@ﬁedl bed-eatml Biidivg@h OdueadYone o efor@ 8e@en&ks in the over-
conpanlon data source unit of a given

mul ti cadt pystcsadders thendatantse richfuidpe mode eaifgble tpjgdl the us-
! f.
ZSDZLga el Q%fgbfgﬁ%ugﬂhg%%mo qg EbnePg§F§$E§H§§m%¥%$pﬂy

"NACK" {(iNedds bareiccknowl edgerrent)

Thus, a critical factor in increasing scalability under any or all of these limitations

is to distribute the messaging in suitable time or avoid it entirely, if applicable.

In the following, methods for efficient repair of a multicast/broadcast session are
given. The methods are based on the sender decisions or based on the receiver

decision.

In the following discussion, with “sender” is denoted the data source or any other
added or companion data source unit of a given multicast/broadcast network ar-
chitecture (e.g., the Application Adjunct Entity, as defined in 3GPP TS 23.246
Rel. 6, V.6.1.0, sec. 7.1). Generally, the term “NACK” (Negative Acknowledge-
ment) is used replaceably with “Repair Request” as the motivation for both is

generally the same; however each of these methods can be used to NACK without



is used replaceably with "Repair Request" as the
notivation for both is generally the sane; however

W@ 2wh/0m983 hese et hods can be used to NACK w t POUFRNE/050033
implicit request for repair in enbodi nents where
obj ectives such as data gath gring, rather than
reliable delivery, are paranount. It is also to be
not ed that NACKi ng erroneous/ nmissing data is generally
a nore efficient acknow edgenent schene for reliable
nutheiimabeit tdqanst;ﬁ@sﬂepaiv'en erokaotimcedd g@m@bjwﬁemh as data gath-
However, .thi.s ude t he

f
deBas BUB T PRORER P e S5 £ b ARt EE HE i %RHa e noted thar
USRIAOKinSerroREAISMisKihy Bita i & piefalyed ﬂl@ﬁﬁefﬁeiehpéjc%bwledgement

Wth this nethod, the sender transmts to the
r escheerfer mhiaklerpylticast thap positive aekiomdedasmenpschcmee Hpysver,

5 er{h%f dBé‘st Ght dHGLAY éﬁeh%ses% ﬂlé’”de@&%b%‘d”&%{ﬁ%ﬁé v&ﬂd? lpg%B(r@rACK

sessi on descri 0Co such
orscﬂnemeot:vhelremefans) (O:her error rates in |ncrerrents
of bits, packets and other data units may be preferred
in sone enbodi nents.) The receivers interpret the

reg;E&ﬁﬁrgﬁgng@QEHQ Jage error rate threshold beyond

e receivers should not request repair sessions
u3|ng poi nt-to-point sessions. If the sender has
10 @ﬁ% gelof the average receiver error rate and/or
0o ‘of the average percentage of receivers that
recelve erroneous data, it can determ ne, based on
thresholds, to re-transmt the conplete data streamin
nuwithcth'zstm@h@iadhfawdcrdrmmﬁts Itmth@seqegversamrmrrrgte parameter (for

recei ver .f and

o RO USGIRY SEOR RO REE e B PGyl e IR 7 enammpt
The seRaMSddsOfiptidHepRERAE'sutlp ak IBDP, tdteandvV@h@&IRe&iRY.eIOREr error
error rate and the average per centage of receivers

15 t hetesrip drqromendp pHRED PaCkedt andapthert dnta Byt be Pedeirasyin some

ne&ﬂg&hnﬁggﬁages informng the sender of the quality
or error e (and/or the nunber of receivers) per

cell, geographical area or receiver.
The receivers interpret the received parameter as the error rate threshold beyond
which the receivers should not request repair sessions using point-to-point ses-
20 sions. If the sender has knowledge of the average receiver error rate and/or
knowledge of the average percentage of receivers that receive erroneous data, it
can determine, based on thresholds, to re-transmit the complete data stream in
multicast/broadcast to all the users, avoiding receiver feedback implosion and a
too high number of point-to-point connections that perform data repair. The
25 means for the sender to know the average receiver error rate and the average per-
centage of receivers that receive erroneous data are for example given by network
messages informing the sender of the quality or error rate (and/or the number of

receivers) per cell, geographical area or receiver.

30  Anexample of the preceding is as follows:

The sender announces using SDP a broadcast/multicast session sending an error



An exanmpl e of the preceding is as follows: The sender
announces using SDP a broadcast/nulticast session
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broadcast/nmulti cast session starts and the receiver

finds out that data is recei vlezd with an error rate >

10% Then it refrains fromrequesting the

re-transm ssion of the m ssing packets via a

poi nt-to-point session. If the sender knows that the
aveita fucshobk o 0% r'Flier broadensi/multicads seaddw startyaandt the receiver

P AT G BB AR N LN B DR TR BRI e

dagees6 RS HeQd-ttalsilshibh G e/ Bissiag padietd Vi Yopand-t6p¥indk&sion. If
here exanpl e values). Alternatively, if the sender has

k négiseeriss knpws Hat B avergec raseeyarorapieds > | Qb angiog that the aver-

th per.cer ' that..r. i .

er fes EERRG R RN PR leckE b AR oy ecide o

| Sret-thensadts thet @nipdett rdatissassioi e nanticasgbidad@sts 9% and 50% are

(e.g., because of high average receiver error rate),

t hTe gxBRle valeHeci de to send a Point- tomul ti point

repair token to the receivers at the end of the

session, to announce that the session will - or

al Ademativele|if/thewehder hat Knowlbdgeraf-the arsagetre@dvelr mrror rate and/or

mul.ti cast/ broadcast fashign (optionally |isti t he

1 106 S5 P BitaFS Qe ah ab MGERE S oBrous sk At pEnder has

t hgetbintiféBinht ftR@thdMakd tPR-tARAT BE kentirthdaga @éﬁb{fiis(et.glebecause
or

receil yer S to st ar‘t pol nt-to-pol nt connectli ons ]
peef bighi avgragatiacaieqadrror 1Tive, thepaidert gikedecids tor send a Point-to-

o P R BRSSPy SRR e

Vi the SEIsibA wilBePaf all@rnadfelpunei@imast™” —abd eé-tahgnitted in multi-
mul ti cast/ broadcast transmni ssion. This can al so be

i nedstbrogdeast tankion 4eptiqually ligengthe filels) (padipr lishng acedk(s) of
tr s st e FRGEOST W 1dhfled, Ths ol ER (B pRERAS g san
of p&EPR-pdnt2GnAédiione Ifor Perfdinbngl dbta fropailVBIMB, repair eskedas trans-
: ﬁﬁ%@ﬁg&iﬁ%’?&&ﬁéﬁ%&%dprgtggolsa? N9e o iasers 17 b 150 o1
protocol stack, including via SDP in a separate “announcement” after the multi-
cast/broadcast transmission. This can also be included in the last part (e.g., the
very last packet) of a FLUTE file delivery within a multicast/broadcast transmis-

sion.

Method A2:

As described in section 7.1 of 3GPP TS 23.246 Rel. 6, V.6.1.0 for MBMS, in or-
der to avoid network overload the sender can distribute the address of (one of
many) Application Adjunct Entities (AAE) and parameters to generate a random
time dispersion of the uplink traffic to the receivers at activation time. It is to be
noted that although the specification states “one of many”, it can be understood to

mean also “one or more of more than one”.



many) Application Adjunct Entities (AAE) and

paraneters to generate a randomtine di spersion of the
waiplosaksdsy affic to the receivers at activati onPCT/ER005/050033

is to be noted that although the specification states

"one of many", it can be und tood to nean al so "one

or nore of nore than one".Method A2 relies on the fact

that the sender sends this information not at activa

tion time (join), but at session announcenent tine

(via SDP or any ot her sui tabl e nmeans). This nethod

¢ nteoR 2 et B R BRE AR bR i RrortBfEnt Cat activa.
adﬁiétﬁﬁﬁle 01§)| Bhﬂ @AlsedsidrCarmdiBcctient BfcAdaasBR 6F aﬂl}Sother sultable
exenpl arq{ - randomtinme. The randomtine can

c ofggitsedlhip met@daihmeéore slefiperetwypBirameters webwﬂiwee@lgt@ “the re-
5t hgelg,eegg&ﬁq eg]?ei%@l? Ouhgegnénqcat ion of the receivers.

For exa e sen knows that the receivers

are di strlbuted into different network cells of a

cel AWkadddast wosikikas thdin@se GPIRS paramdMl S excntpdarsgrader

will conmpute a randomtine in order to avoid all the

recBNJending, the same cell to request a point-to- point

repair at the sane tine (so, it will take into account

the physical location). Instead, it will nake sure the
10r eﬂihﬂemndbmrtilpcican bt eoppuied, tormxesipleons the basjli sf tﬁeki(ttoe\dedge

al ong di.ffer s i.n di.fferent ti

2 BRI ot SRR Gh B CREk Tk SSFmPgit the sender
r CRRIWEHhgs th%"l@&bliférs W dis@Bliicd 8htot AffbRAL hAGBHY 8EIR & a cellular
random ti ne paraneter based only on the tine (no

phyetiverd (duole as i(HTRS ot YMESh um )sendq‘;h ev1H zmdftmtet # pgndom time in

par net er at the . .
porREEtgbigil l R i Sindh e el Ralsdonetpisogpednt repair a
15 pr ihersamk ttinfe3($BPit 1112k ¥ecobntlth® phdichl iR LHOBY Mxgead, it will
just de scribed above is to provide a " NACK-suPr essi on
vl

pafakeswe thefeques fiepoinhignpginfistongectioap gendistiripated atppg differ-
h&%&%fls M@ﬁfe%ﬁv Itlﬂleb 9 Sé%hﬁgﬁ% &nﬂ‘u%ﬁr a ttm:'nlocatlon of the
T-wW n

secon s uni
sl rwemen’sdth &O@ﬂlsam«:adts ;thorateiverser taddorh Inunesﬂwdud¢ter based only
r_slow wi ndow'= where the al gorithm defi nces t he use of
t wen theume (no physical location into account). The random time parameter indi-

20  cates the start time of the point-to-point repair session.

An extension to the prior art (3GPP TS 23.246 v. 6.1.0) and the method just de-
scribed above is to provide a “NACK-supression parameter set” rather than just a
“random time”. One case of this would be to implement an algorithm “NACK-
25 alg-3, fast-window= J500seconds;uniform, slow-window=5000seconds;normal,
error_threshold_for_slow_window” where the algorithm defines the use of two
time windows for NACK suppression — and time and statistical distribution pa-
rameters for each are given — and an input parameter to select between the use of
the two (more explanation of this kind of NACK-suppression scheme is given

30  below in connection with methods A4 and AS).



time wi ndows for NACK suppression - and tine and
statistical distribution pa raneters for each are
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use of the two (nore explanation of this kind of NACK-
suppressi on schenme is given bF|OMIin connection wth

nmet hods A4 and A5). Met hod A3:4In anot her enbodi nent of
the invention the sender, after reception of a certain
nunber of NACK requests fromthe receivers may deci de,
ba¥ethad3:ts own thresholds, to close the

poi nt-to-point connections and re-transmt the entire

(or part of the) session in multicast/broadcast. This
happgisthdrfenthiRliHERAET thel REAMSHA TGS sdrldat, dflee réc@p@diV 6f & certain
have made too many re-transm ssion requests (1.e.,

t hewrabgrsofg NiN(gh epquesisoffomathe ) recearrys irpay deqide.tleased @n its own
avpl tin e r ' ' - . DG -
S R
copdrt giithedsessiog in méiltibaftfteodehstr Ehie ihugpenhGKs séler anderstands
sessign, or. dynamcally calculated, e.g. it can _be ]
exthiab s 1esgidess Mayemiidstter iy Watansmisston gagpsts 0-enAlges is a

frgy ngl e}irfcﬁ _rr§t@}, ah& ‘f‘telk Vel tWaWiidr\V;étiﬁg‘ﬁ%k fQbuRes using point-

f oot’ha vi deo service 1 ndicates that 5000 NACKs can
b etoepgrtctondeationki ThellBrashold tnesy. bd statidadly casBgirhdite.g.hé different

ot oury RACRE FE A yigb hbraaply GuBRgee. £ EPR cin 88'Suapo-
POjadd- frOmMUbihiiLQi data B, NPT 2 INRERE atdh mff&&nelepéﬁrgr?ﬂgnn 3

woul d have the sender signal to the receivers tha

r egrapndssios gifootballvideosetmice imdichies fthat $O0 Ne{dKs has be expected
i nf orm receiver ich ha not .yet NACKed their . :
i S8 RPN, T U e AR Tl S BhascHAGEE ol st o-poin
t hiepaigidgfaadeliveyg ab dro-@adRky BeSdatBisihd @bidatemakaeidtbut not im-
whi ch fragnents of data are to be resent, and thus
enBBtliatele @aj apehogimenteeeudd hpwhthe endsx stgmel toothgpieeepvers that the

thel hir G2Q o%n\;vil% clu %?th%. g,ta%d'thl?sn &ﬁ?fje RErs which have not
{ f h
subsequent (pol nt-to-poin repair ereafter. I's

engda NeACHedithegdmiseing tdatacthanthéy P hottnedd paiHuitht@agre, this signal-
repair. Figure 5 il]ustrates the enbodi ment of using
Relg%ﬂ FO RGRIVATSEIB2Y Hifil R %X*’fﬂlf/-w@lt’lpgﬁaﬂn?{“é-%f/tﬂaf% HsitAtdF resent,

E epai thudlendblk 3b&liverd IR c@RlishURS @UENtd WhitSl M8irRohteRt will be

Poi nt -t o-
complete — and need for subsequent (point-to-point) repair thereafter. This enables

a mixed point-to-multipoint & point-to-point repair.

Figure 5 illustrates the embodiment of using Repair Token to Indicate P-t-M
(Point-to-Multipoint) repair at a later time and subsequently using P-t-P (Point-to-
Point) for tokens missing from P-to-M repair data. Repair token may be P-t-M or
P-t-P in which cases it originates from Sender (Y) and Repair Sender (Z), respec-
tively. The P-t-P or P-t-M decision maker (X) may be a distinct entity, or com-
bined with Sender (Y) or Repair Server (Z). The P-t-P or P-t-M decision maker
(X) may be a third entity, which may be embodied as a single or separate logical
and/or physical device. The Repair Sender in Figure 5 (an in other Figures) can be

understood to be a repair server or similar. The P-t-P or P-t-M decision maker (or
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Repair token may be P-t-Mor P-t-P in which cases it
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respec tively. The P-t-P or P-t-M decision maker (X)
may be a distinct entity, or m bi ned with Sender (Y)
or Repair Server (Z). The P-t-P or P-t-M decision
maker (X) may be a third entity, which may be enbodi ed
as a single or separate |ogical and/or physical
deddcteon MhkinRapr) maBelsdbe chlledr igorie décigiamunit ot her

Fi gures) can be understood to be a repair server or
simlar. The P-t-P or P-t-M decision maker (ordeci sion
makicfdud:t) may al so be called a repair decision
unit. Method A4: As described in Method A, a receiver
shoul d not request a retransmt (send a NACK) when the

t hy ): i ed. ' [ .
AR SRl Ay e B850 v OG GlouRACTRA! it e o
¢ heAgIK)gwhére thdAR€skal pR) esmaciedalAgothet bnbodiniehsis to change the
paranet ers; and/or b)b changi ng the node of operation.
Theentey 8 r gecsBEr RSK®Y{ or nust not NACK) nenti oned

above presents an ex trenme case of changing the

NACK- suppressi on algorithm Another alternative is to

c handengihg tHeehaCKesuppiassisnalzgonghym bhiag parhimeterspand/art e

be] ow the threshold then "uniformy random se the
I\IABQVI\’/&?%%WCIEO% %ﬂopﬁaﬂioad X, starting fromthe end of
the initial delivery session"” else "nust wait until

after a certaintine Y after the initial session ends,
andhe fghouldamotddMKE oheusiAaK(NACHY encrdionedrabeyer progen’ an ex-

X.Y, Z ca e _chosen e different or even.equal o
valrtias Ea i AR R TR NP Ry s Ty S DG e rnatve is
" bl dhliingeepabehavlidis is bl waP@t " t 0o maxi m se percei ved
user QoS. Users who's receivers got many errors in
initial delivery are likely to experi

if error rate below the threshold then

“uniformly randomise the NACK(s) over a time period X, starting from the end of
the initial delivery session”

else

“must wait until after a certain time Y after the initial session ends, and then ran-

domise the NACK(s) over a time period Z”.

X, Y, Z can be chosen to be different or even equal values. This is particularly
useful in enabling a “quick repair plus slow repair” to maximise perceived user
QoS. Users who’s receivers got many errors in initial delivery are likely to experi-
ence worse QoS in any case — if they wish to consume the content immediately
after delivery, they will have a potentially long repair session to wait for anyway.
However, users who got very few errors are thus given priority in “repair re-
sources”, and so they should be able to quickly use the content after the initial
session. Thus, this method enables even poor initial deliveries to complete, while

ensuring that good initial deliveries are completed by repair at good user per-



ence worse Q©S in any case - if they wish to consune

the content imedi ately after delivery, they will have
w@2@enesd al |y | ong repair session to wait forPERyRe0s/050033

However, users who got very few errors are thus given

priority in "repair re sources', and so they should be

able to quickly use the conte after the initia

session. Thus, this method enabl es even poor initia

deliveries to conplete, while ensuring that good

i néaived Qoelavolsri es are conpleted by repair at good

user perceived Q@S |levels. A generalization of the

above is a nethod that uses an array of error rates

Rl genBRBzation: of, th&ﬁzﬁk}ve i8R @éthay it uNAGH(Sray of error rates [ER1,

ran om zations [ X, nj, an arr wai ting
t i B3, [-¥IERnypan array of Nﬁ\]CI%(ﬁHm@ﬁO@MaH?nSo[rXNﬁ@(( s) XnJ, an aITay

57 aQP&Q‘nﬁgtn'n?e@%&Zlthzz'Yq] nld’ean(,gﬁﬁr’ %‘Qf,{‘ég&sﬁ I ?%%%Hzehlolns [Z1,

I nd2 cat, ]t Wwhéreffor eah lefl; or., nai én N+ERe, 4-tipde (ERIgi XlerYk, Zk)
must _uni fornly random ze t he NACK(s) over a tine
pefdisgtexthat éﬁrdarr ProTAAlE = ERy thedeesiver gk unifprgnly gapdoppize the
nmu i t ~af

i nrﬁh Ss%‘éégltaorﬁn e ﬁ),rd )@k %tﬁ thfglln%ﬂlrdaén or%a(g e tlfﬁlgg’ I\ﬁ%&%{ SSV“ must
ovwnit antil afer peritaid tidke YH:'fa&elailhE: algdtla)lf sew@drt emiy, aridnthen ramylomize

10 o1 1R ERERIS 5 alir i ob e T b PURFE it RRRe o zero-
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flag-hol dér(s) to respond i medi ately to errors and
ot her receivers to NACK (randomy), if they do not

bego t he, f read
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enbedins@nde, afflahtlqu esiaite éipé@ﬂ@tth@ﬂag\ﬂbldar(bﬁtoh@spbhaﬁ@lﬁledl—
the node of operation of a receiver. For instance, if

15 a phbelorTs wed ethex sesstisss (CoNALIK Erndamiys) i thyt do not become
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alternatively not reached) then the receiver would adopt another role. In the flag-

20  holder example, a receiver under a very low threshold (e.g., with only one error)
might NACK immediately or within a very short time window, and other receiv-

ers would NACK later.

A combinatory embodiment would associate “receiver roles” with NACK-
25  suppression algorithm/parameters such that a certain role (e.g., “low error mode”
or “high error mode™) defines the operation of NACKSs, and the threshold is used
to calculate the mode, which should be used. It may be advantageous to also in-
clude hysteresis with these kinds of decision processes, so that the mode may be
changed after a number of consecutive measurements — e.g., if a receiver exceeds

30  the threshold only one in 100 measurements, it may not change mode.
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error node") defines the operation of NACKs, and the
threshold is used to cal cul atg, the node, which shoul d
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experience erro her han res
sna%heQOmandihreshold 2 (that is, receivers 3, 5 &
8), the request is sent 60 seconds | ater and
di stributed over 120 seconds. Method A5: As descri bed
in J40gs.Al, an error rate threshold may be used
Anot her em bodi nent provides this and also a tine
and/ or data w ndow in which to calculate the

t hres For, e le, "10% rror ate

10 30AS QG i GRS B dn FEro" <01 (e e PE . fipgther em-
t hB@cﬁHl@htdprb%déQ%)lé)ﬁncpﬁ%ﬁ elEnd MBS A RindoWndhRich to calculate
errors) hin the |ast 30 seconds and to sanple from
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2Ky d1e) Wwithlane 13t 88 krdndsSahdt tbabmblrerdhtigshed 30 desorrfo@htinu-
bits are erroneous for one or nore (any) 2 Kbyte

15 bl eesky (iheseado-corBiuopslynpath a-sbpme e windewt Raodics ekample
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ment”; omever r‘ansfers It
adisaive agbmy&eteﬁropdsam\slfdleor& (ﬁ”&ﬁ@'ﬁ(daﬂye\Zd{b)ttél brskowhkre 0-2KB, 2-
i nstead, such as "con ger thr shold reached, if this
cr tKBy FOKE; Gerarg th H@)g WUAPIR aAgié datagpatching the criteria is an

embodiment; however in large data transfers it may be advantageous to provide a
20  second level threshold instead, such as “consider threshold reached, if this criteria

is met 3 times within a session”.
Figure 8§ illustrates the effect of time window for calculation of threshold values.

25  Method A6:

Some embodiments may share/deliver the parameters discussed between server
and receiver by pre-configuring. For example, such as saving to a SIM card by the
operator, which issues the SIM and operates the Multicast system. Another exam-
30 ple is to have well known parameters pre-configured, and usually such well

known figures would be specified in a standard or maintained by a numbers regis-



Figure 8 illustrates the effect of tinme w ndow for

cal cul ation of threshold val ues. Method A6: Sone
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for a certain ses sion if another nmethod to deliver
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| ar ge anount of content data, have the sender ind

cate to the receiver that is wll "repair this |ater"
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that can be satisfied ickly.first doi
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free) data. For exanple, the repair may be started by

DOW@ of eeeaybsi tb@il qan bﬁé@mfwdfqm@tly fitst anépauso dping reduce the av-
er recei v rs)., and then

porEs B R ERs Ll Gk bt g el i e i Y complete
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end- of -session as the initiation point for repair ses

15 si hair ding (¢ igadir thedargesiowenhst of feqeizerivk apaihsaifaioved bypoint-
t t hreshol d
(ef.%é;?d"mtce}}é%aﬁ{/‘s ﬁygé a élh!&l‘e%&ﬁbe‘? %?ﬁ:%%w%%g 00 resho

ata or every packets or
every 5 mnutes) or session group (e.g., the end of

all of these 4 rel ated sessions
Method AS: )

20  The above generally used the end-of-session as the initiation point for repair ses-
sions and signalling. However, in some embodiments the use of object (e.g., file
or scene) end, threshold (e.g., every 1Mbyte of data or every 1000 packets or
every 5 minutes) or session group (e.g., the end of all of these 4 related sessions)
may be advantageous.

25

Figure 9 illustrates the start of repair session after end of object detected.
B) Receiver driven repair methods

30  Generally, a receiver can delay the request of point-to-point connection establish-

ment for data repair of a certain amount of time, avoiding to perform this request
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can delay the request of point-to-point connection
establish nent for data repaijy, of a certain anount of
time, avoiding to performthis requestright after the

end of the nulticast/broadcast session. This avoids

the situation in which a | arger nunber of receivers
senghtragign &t endodf tho inntlticast/roadrastcssanien t Thingvdidy the paation in

eous| an t herefore con es ion of the .
ne PP R wme@ R iR g RSS! BB srifesacsgions for
d efe?m @ﬁnﬁlfhﬁe&i%l}n tana PO con@Pdioh deﬂélﬁ’&bvoﬂ{ SndDdeYi8EY. In the

od Bl: The repair can be a |lazy repair: in this

c afpdlowing sprae ajofhads péf¢laying tlter@ngidpmonttémrﬁpqweéb%rﬁ given:
request when the user wants to consune the data (e.qg.,
when the user wants to play the video clip that has
berrtibdvidil:0oaded during a nulti cast/broadcast
session). This requires that the user waits for the
time it takes to performthe conplete point-to-point
re el : o
fr o foghlr et HePRERAS R AR The i Pt Qi pointo
t hpomerﬂ:dm rttquastswﬂldnsthd: usdrhﬁmissewmonsumﬁmdatae(rﬂ@ltwhen the user

usi ng SDP. or ther. s bl e, nea Xj mum )
Conal BB R iR g el I nE by G AR gy ) pul-
t h@asBREE¢ast Ses@bh g Tk Fé_%r]%frgi Rab He 1?3%? Sfabth Iy the&ime it takes to
poi nt -t o-poi nt repair. e format of this tine unit

noper§pecihei wpldiepoint-te-painb ecpaipli-es steicicnses thelus@t lytemy for

Waﬁ%a %Ig?tlopzx@}n?mgﬂ%ogm 181?8}1%)/[1%&1&1%6}%% Sﬁg%t?%%epéﬁr trz}nsmlts in the
avadskiaRiahhduncémem, (uting SPR &it af3obthér §ueiaBlermERd@ tiad maKiniusn re-
not guaranteed to succeed. This gives atine |limt to

t hpais aypdlapilitvtitgefhatiathe Bmediayt vilgee seda able teaseipym suc-

R R e X
us&m1haalbe&xmeqmdsheﬂwﬁh@zdﬂhaypkﬁwbamhpwebﬁtmﬁheﬂnaedtq

the receiver is forced to r. formthe point-to0-point
r epfRP PG Hmen g ity timpe). il e, e 4R TEHRRBN it fime, the

anﬂoﬂh{—]ﬁomt repair operation is not guaranteed to succeed. This gives a time limit

to the sender to keep data stored to perform data repair. If the point-to-point re-
pair has not been performed by the maximum repair availability time (because the
user has not requested the data playback yet), then the receiver is forced to per-
form the point-to-point repair at that time. If the receiver is switched off, and the
maximum repair availability time elapses, then the point-to-point repair at a suc-
cessive time is not guaranteed. In some cases. It is advantageous to reduce the
period over which NACKSs are randomised to allow a “safety margin” at the end;
for instance, if the period is 432000 seconds, NACKSs are generally distributed
over 400000 seconds allowing a maximum of 32000 for “deactivated” receivers to

be powered up without missing the guaranteed repair time.

An example of the preceding is as follows:
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reduce the period over which NACKs are random sed to
allow a "safety margin" at t end; for instance, if

the period is 432000 seconds, CKs are generally

di stri buted over 400000 seconds allowi ng a maxi num of
32000 for "deactivated" receivers to be powered up

wi Hfibesendesssindgyin iteargoancemeatthat theanaximumetepain a@ﬂahiiitje time
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receivers can performrepair until ‘that date and tine
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rrubdwemﬂiat breoﬂﬁ@mam fep@nsvailabiliontimedy 432080Re@ntif his tells the

sender nal to.the re ceivers that the maxi mum
r ei?ﬁ?lfferat\l}%‘i th% st pasyibiltye makezpeinhtaspRiBhgralr isHiter p dpysfrom

t NG RAGLAErob At &fiRntiQRfn, POSSI bility to make a
point-to-point repair is after 5 days fromthe
nultlcast/broadcast transn1SS|on Figure 10

ustrﬁf s the nt o repair. Method B2:
Th 81D u@ﬁﬁ“ﬁ 68 % Bt B@% #Epair: in this case
the receiver perforns the point-to-point repair
request when the user wants to consune the data. In
adMietliodB2:t he repair takes into account the position
of the first loss in the data stream |If the streamis
a speech or audio and video stream the receiver can

COTRY kpaRX@atHeya dlzyWatbabe it thi§ ciR theeedeives tpefatrds the
| oss occur. The point-to-point repair can then be

deP@POdpQint 16paF fequess ivhap theruser wilya ékcapump hegdata In addition,
st {hf% %%re t%f(és lconacthI I%tqgec'éos(f Cof 11%' éttlos@‘iﬁ ttlhcbc?ata sttrehan% If the

per conp enoug in suc
t hgreaen Geai spedschrxbrambmcdﬁdl \admitreanlb Hectkcdiveraancbmpiifeyexactly at

O LN e el tistorhe ot ek opghre DR ReintREpGint fepatr can then

be deferred to start even after playback of the data stream start, in the best case,
but it must be performed and completed early enough in such way that the re-

ceiver playback is not subject to continuity disruption.

If the point-to-point repair operation cannot be performed concurrently to the
playback (because the point-to-point repair operation would require a time larger
than the time-to-the-first-missing block), then the point-to-point repair can be
started immediately when the user issues the playback request, but the actual
playback is delayed by the necessary time in order to avoid playback disruption.
This scheme is very similar to the first scheme (Method B1) above, but it offers a
lower user latency because the repair operation and the playback are temporally

partially overlapping.



pl ayback (because the point-to-point repair operation
would require a tine |larger than the
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the user issues the playback yequest, but the actua
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application of method A7) is that
playback disruption.

20  Figure 11 illustrates the embodiment of lazy playback repair.

Method B3:

Another case (analogous to the receiver-driven application of method A7) is that
25  the NACK-suppression uses the quantity of erroneous/missing data as a multiplier
to calculate the recovery time. For example, if a sender indicates a “unit of time”
is 60 seconds, and that a unit of lost data is 10 packets, a receiver with 56 lost
packets would calculate a time of INT(56/10)*60=300seconds. These resulting
times may be used as an offset (do not start NACKing before this many seconds
30  have elapsed after the initial session ends) and/or as the period to distribute the

NACKSs over (e.g. randomise your NACK uniformly over this time).
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time). Method B4: A further enbodi ment of the invention
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dla{alaltsctaﬁe&nﬁ ti8h Jf e ll@dﬁﬂB? o‘Pfthé E%tfénlo?'mg‘hg Sféee td%t% stream

ustrates the enbodi nent of repair starte
"eanﬂmﬁhekmgﬂmﬁhheﬁkﬁl t he net hods descri bed above can
al so be used in any possible and functionally suitable
conmbi nation. Figure 3 shows a system and details of a

I eERLMET 1@'1%&%2&& th elnBo@ReAl SBREAr Whidy &Rk PR dRaioaf.
the i nvention. The system conprises the sender device

10 a transn1SS|on network 30, e.g., an IP net wor k or

combiRG el OEHHRL B ol WSGF BpCh Bl p i pga funcionally

nehmgmkuﬁmﬂnmn@ﬁd the recei ver device 20. The receiver
device 20 can be a cellular tel ephone, a satellite
t el ephone, a personal digital assistant or a Bluetooth

d.e‘l\ffg?‘aess WS C%‘éie%ﬁand%@alﬁe\ffgr&el f{ dggi}ag §O§ﬂ1 Q%Jo%anfe with an

W T e deV|ce I'nc es an i nterna
rreembasqlmaﬂt; ofa tlper aoeaton. PR sedterapendirisag thy steler 2Byice 10 a
ap i cation gg%ﬁgs 24, a net work interface 25 and a

SE“?Sécﬁ’aﬁlertW Ri&rAmolb. nefwerki oiraspiar fixedvpsty oty a wireless

network or a combination of a fixed and a wireless (cellular) network etc., and the
receiver device 20. The receiver device 20 can be a cellular telephone, a satellite
telephone, a personal digital assistant or a Bluetooth device, WLAN device, DVB
device, or other similar wireless device. The device 20 includes an internal mem-
ory 21, a processor 22, an operating system 23, application programs 24, a net-
work interface 25 and a NACK & repair mechanism 26. The internal memory 21
accommodates the processor 22, operating system 23 and application programs
24. The NACK & repair mechanism 26 enables the NACKing and repair proce-
dures in response to missing or mangled data in a data transmission. The device
20 is able to communicate with the sender device 10 and other devices via the

network interface 25 and the network 30.

Figure 4 shows a sender device 10 in accordance with an embodiment of the in-



accommodat es the processor 22, operating system 23 and
application prograns 24. The NACK & repair nechani sm

WQ200s0zi9Bes t he NACKi ng and repair proce dur esPCHFI2005/050033

10

15

20

25

30

response to mssing or mangled data in a data

transm ssion. The device 20 i, able to conmuni cate

with the sender device 10 and~ot her devices via the
network interface 25 and the network 30. Figure 4

shows a sender device 10 in accordance with an
enmpandione ke ssndehéeviigey Kheanobe, fathexagwied @rnetieekcserved oc apy suit-

be,..far . K
othe Beviny BffsRe £ M PEELR At ieny THBRFVER b i§ihies an inter
dewdlGRerdblyi INC h PeRSsdA 12 NdrEpeaing gy s@RMmY1 31 hpplcaBbe gﬁ%ﬁzﬁﬁs 14,

12, an operatlng system 13, application prograns
net WeiMeTk Hieifdcacld. asrangmispign Shiapsirgnechaniamaliorand a data storage

e L,
Sy&tcbmpplﬁatamjpﬁ)@rdms:m | Dt paogiission &drepdin@nechanism 16 enables

transm ssi on air nechani sm 16 enabl es t he
trﬁ‘ﬁé?ﬁ%@}sé‘ﬁn&ff da Reckeie ke taseiver fedes(vet0- J@vh%r@w ipgnables

Fupd tlﬂzﬁ{sﬁi'?srsﬁm ot df'BRKER ih qeﬂa'ila‘{é%ﬂbﬁss i Qf bed?ernfl to receiver de-

packets In repalr Sessions.” Data to be sent to
r evieew 20 antbdath ceebe &Dtramsthitded eart e fteredan ttlneadr&mttot@d 1GaAlter-

be StO{ g>|n t he dat stora é?. Alt rnaa a
caPRthEls fair&an Of sipredishg SR aé% PEE tyi9cale g‘ é/ﬁ Qisidg of the
ouiisledQhcet e 196 Qi‘é%%e devi 66le 10 corhintdaw &fh 119: ﬂe@elégl device
to communi cate with the receiver device 20 and ot her

deXl) sabotherdavises matthpnétwiork mtdriace 13 8ndithg netveorkeOwor k
30. Procedures relating to repair of mssing data can
be i nplemented by software. A conputer program product

C OPRYCEEir&reiting 8 R paadst Hisoihg datacanltR ihgla@hMREd Bebfeware. A
20 and run in the processor 22 can be used to

| NEATBPHIPR PrOHANHPIOEEH GPBRTIBINE PHETAB cefle piatp ddn dhooreceiter device
tr f@%@?tl ?t?ﬂ MR S]?r&e%gor ﬁggnegg @mﬁg&ﬁerﬁr‘c g'i)%pe ures at the

product conprising program cod I'n t e’sen
detecei@inkOenaingt theinransmiskien peso@Es Sﬂferehﬁ acmﬂmerqﬁregratroproduct
i mpl ement the procedures at the tr nsn1tt|ng end.
EnHRIBPTHREE RIOgFAN RS $IUeA R 81 A dseih 10 anddp 4t dyg processor

BT, koLl e SR B U
y going

bet ween
Embodiments of the invention have been illustrated with examples of logical
sender/server entities and receiver units. The use of a third entity going between
for repair requests, and repair responses (if appropriate), also falls within the
scope of embodiments of the invention. Such an entity may provide firewall,
proxy and/or authorization services, for instance to authorize a repair sender mes-
sage to a point-to-multipoint sender asking it to deliver a repair token; or to act as

a repair request aggregator/proxy for messages from recievers to sender and thus

enable a transparent point-to-point/point-to-multipoint decision in a third device.

The use of point-to-multipoint delivery of repair tokens has been presented in the

preceding. Additionally, the use of point-to-point repair tokens may be advanta-



for repair requests, and repair responses (if
appropriate), also falls within the scope of
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provide firewall, proxy and/or authorization services,
for instance to authorize ar palr sender nes sage to
a point-to-nultipoint sender sklng it to deliver a
repair token; or to act as a repair request
aggregator/proxy for nessages fromrecievers to sender
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Additional ly, the use of point-to-point repair tokens
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t okens can be used, e. Such_a schene
| nREIROmt rereRtipn flj %me’t ﬁ%PO%li FVingo DI lﬁéﬁnrﬂf 2 forthcoming
hifor [ y" if a point-to-point
gﬁegéo ﬁg@%g}n??%pﬁé I%F‘?Cgllrge/tk Sgndcll\gm sion to resend by
p0|ntto- nult|p0|nt has been nmade, or alternatively to
10 £ oBBUE FEROFBRNS 15 18, PP oopoVar T SUPHE G SBbled to provide
| eqambRf reflabl® niIGQRA. NG eﬁﬂbl@flt drfd- bk ble Rk fAto-point repair for mul-
repair_response/resend. Wth ermbodi nents of "the
| nV@St/bIt@ﬁdWa@upm%SF @nowdﬁde nediling fecﬂh@dgwmpﬂ@swn and net-
ekpleedr e(;vl ee Cf{e mul ticast. An efficient and scal abl e
p0| ALY Y8 Yol it *¥epair for nul ticast/broadcast
transm ssions i s provided, avoiding feedback inplosion
and net work/sender overload. Particul ar '
15 nﬁmmﬂm amplspsnitignte @b dnphodiness of Hae j igyiionoavisabieen de-
?&ﬂ)g? I?E %IQ% a,lﬂerso% sﬂlﬁ:ﬂrmttﬁ)e %t Rk ﬁ%”m%ﬂé inqg nbprestrlcted
he “i‘nvention i's not restricte

detoatleltails(l]‘f thdenbodiodhteprissntpd asewrt Edrtiedymee:, one skllled 1n the art
Furthernmore, one skilled in the art will be _aware at
t hplbbepwarghat theue e ey ad\ﬂﬁvgalt%%ﬁﬂsasbog fhds fiEndon which

I Ny et thevsiablgehofatﬁﬁ i enbR etvgl? thoh ﬁopsfhow?ltlﬁ one of the 11m1ted

i nvention, even though not 'shown | one o Imte
20 subbett dfexaxplepl Er@ecﬁispelma mlverguont sheulidmeé ht liorited oaydspecific
not be I%n1ted to. an
names of any protocols, ﬁallra etres or messages The invention can be imple-
mented in other embodiments using equivalent means without deviating from the
characteristics of the invention. The scope of the invention is only restricted by
the attached patent claims.
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characteristics of the invention. The scope of the
invention is only restricted the attached patent
clains.IMs: A nethod for datd repair in a system

capabl e of one-to-nmany transm ssion, the nethod
conprising: transmitting data froma sender to at

| ee6AIMIYe receiver; providing sender driven or

recei ver driven repair of m ssing data, con cerning

data missing at the receiver. The nethod of claim1,

wher eA heftRidEbF ddts rdpaRlig H@Pit@_ﬂ chpable bERRLO-HASStkMRmission, the
conprising one of the followi ng: re-transmtting

m ssimgjherb¢amprisitgt al ; re-transnmitting only a part of

m ssi ng [ [ ssion in a
whot e ha AR GARETA IR PI RIAR A RRAMAER DT,

par amet eprovilidg sonden diieh 6 @otisendevent @piie o€ inviesing dataecon-
used as a threshold in requesting repair of m ssing

dat a.CermiRg dad HBRingrat heergTeer wherein said error rate
paranmeter is used to calculate the threshold in a tine
and/ or data wi ndow. The nethod of claim1, wherein the
nmef hdthecoathod sésclaindil caher tepaireisaimpdangertidibin a repair session
session or. Eart it wll be re-transmtted in a

f
poi ntPEY PPBB?H’F felQKEon. The nethod of claim 5,

wher ei n gakfhsitghg alilsay da ifBlagmented with the aid of
a point-to-nmultipoint repair token. The nmet hod of
cl ai m 1, revibenswiitting helyrenaniodf reiesipg atesangener at i ng

random or : . o
repeating original transmission in a whole.

3. The method of claim 1, wherein an error rate parameter is transmitted from
sender to receiver to be used as a threshold in requesting repair of missing

data.

4. The method of claim 3, wherein said error rate parameter is used to calculate

the threshold in a time and/or data window.

5. The method of claim 1, wherein the method comprises indicating to receivers
that a session or part of it will be re-transmitted in a point-to-multipoint fash-

ion.

6. The method of claim 5, wherein said indication is implemented with the aid of

a point-to-multipoint repair token.

7. The method of claim 1, wherein the method comprises generating random or
pseudo-random time dispersion of repair requests to be sent from receiver(s)

to sender.



pseudo-random ti ne di spersion of repair requests to be
sent fromreceiver(s) to sender. The nethod of claim?7,
wob@s©78983 he nmet hod provi des for statistical | yPCRFROOSHS0033
di stribution over a relevant period of tinme. The
met hod of claim 1, wherein thﬁinethod conpri ses using
receiver roles. The nethod of™claim9, wherein one or
nore of the roles conprise a back-off tine given by
offset time and randomtine period. The nmethod of
claim9, wherein one or nore of the roles conprise

t B HEGh e RERHR " R HE bk Lo fidE® g M yfhitorm
dat a RRHRIRISVES) radd\@heperRidrdtinRar anet er (s) bet ween

sender and receiver by pre-configuring. The nmethod of
claim1l, wherein the nmethod conprises indicating from

528" EA 5,1 L LR L UL SR

of claim1, wherein the nmethod conprises prioritizing
bet ween different repair nethods. The nethod of claim

1410-iherasthod alclavn Rowhersiprness mgre o thegiolgsiGoppprise a back-off
poi nt.- WoJal: repar. 2 poi nt -t 0- poi nt

r epaittlrn[%p%é:eﬁ %tgﬁg% tlcgf o Hgflén&li% 99\%5 g’?@?‘% t he net hod
conprises using an initiation point for repair

sessigns/sjgnal l.i.n said initiation.point bein

10 3o BoEan b e D0 ¥ Bt oh o Rharo 5> CauRf lag-holder
obj eqfehSRslir. Obj ect threshol d and end of a session
group. The nethod of claim1, wherein the nethod
conpri ses del ayi ng sending of a repair request at the
receiver. Th hod of claim 1 erein said.repair
Felt U et LTI s e e bR AR on et SRR parame-

ti Me.ter(s) and/or data parameter(s) and/or error parameter(s) between sender and

15 receiver by pre-configuring.

13. The method of claim 1, wherein the method comprises indicating from server

to receiver, after receipt of a repair request, that repair will be performed only

later.
20
14. The method of claim 1, wherein the method comprises prioritizing between
different repair methods.
15. The method of claim 14, wherein the method comprises first starting point-to-
25 multipoint repair followed by point-to-point repair.

16. The method of claim 1, wherein the method comprises using an initiation
point for repair sessions/signalling, said initiation point being selected from a
group comprising: end of a session, object end, object threshold and end of a

30 session group.



The nethod of claim 1, wherein a repair request is
perfornmed only when the need to consune the data at
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maxi mum repair availability time is pro vided. The

met hod of claim 19, wherein tfﬁ met hod further

conprises taking into account™a position of a first

loss in data stream The nethod of claim1, wherein a
recovery tinme is calculated and used in m ssing data

r epaiThe Me¢thodref blotin df whbkwimthe methed epmprases elghymigesending of a
repa%rzgessi%gthﬁ &F%yested and/ or started before an

i ni ti'SH Y EASTY bbb east transnission has ended.

The nmethod of claim 1, wherein the nmethod conprises
calculating a repair request suppression tinme to wait
betdridheraeihied tof ridpife bawherelm paa¢ aeradr regeest de delgyediatith a pre-
repahﬁe%&hﬁd%ﬁﬁhﬁﬂhﬁﬁﬁgble of one-to-many transm s

si on, % e recelver device conprising: neans for

receiving data transmtted by a sender; and neans for
sender driven or receiver driven repair of mssin

dal, Thednetbet Al Aiginade &RTeas Agpai reawRst Ferforped 981 when the
A sended ((A&kGie [ dafiddnd Egé}bérd e& System capabl e of

one-to-nmany transm ssion, the sender device

conprising: neans for transmtting data to at | east
ong.receiver; and.neans far sender driven or, recej.ver,

o 59 derfibg ol PRy S AE B Ay SER R e s pro-
m ssiygggat the receiver. A system capabl e of

one-to-many transm ssion, the systemconprising a

sender device, a network and at | east one receiver

1 Ao 3 5 BN rin o inRALHIEF cumprisey kine inc

net wakkount @ position of a first loss in data stream.

22. The method of claim 1, wherein a recovery time is calculated and used in

missing data repair.

23. The method of claim 1, wherein a separate repair session is requested and/or

started before an initial multicast/broadcast transmission has ended.

24. The method of claim 1, wherein the method comprises calculating a repair

request suppression time to wait before requesting repair.

25. A receiver device for data repair in a system capable of one-to-many transmis-
sion, the receiver device comprising:
means for receiving data transmitted by a sender; and
means for sender driven or receiver driven repair of missing data, con-

cerning data missing at the receiver device.

26. A sender device for data repair in a system capable of one-to-many transmis-



said at | east one receiver device; and neans for
provi di ng sender driven or receiver driven repair of
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device. A software application executable in a

recei ver device for data repq%% in a systern capabl e
of one-to-nmany transm ssion, e software application
conpris ing: program code for causing the receiver
device to receive data transmtted by a sender; and
pr ogrsam, edendeydegiendempuiingzen or recei ver driven

repair of m ssing data, .conceyrni data. m ssiing at the

r ebei ver mgi pet sl (BRI TG 0af R B 3B 2or e i n

a sendermg@si o séfdler datén beRREIvel BriverSpat M EigAALld8ta, con-
of one-to-many transm ssion, the software application

conprEBiRgdpta prisHEAnteogeciFydr causi ng t he sender
device to transmt data to at |east one receiver; and
program code for sender driven or receiver driven
repaiAx spitem sgjably dfiboac-tecanagrtnmidang the sgitag edmpriving a
receiver.
sender device, a network and at least one receiver device, the system compris-
ing:
means for transmitting data from said sender device, via said network, to
said at least one receiver device; and
means for providing sender driven or receiver driven repair of missing

data, concerning data missing at the receiver device.

28. A software application executable in a receiver device for data repair in a sys-
tem capable of one-to-many transmission, the software application compris-
ing:

program code for causing the receiver device to receive data transmitted
by a sender; and
program code for sender driven or receiver driven repair of missing data,

concerning data missing at the receiver device.

29. A software application executable in a sender device for data repair in a sys-
tem capable of one-to-many transmission, the software application compris-
ing:

program code for causing the sender device to transmit data to at least
one receiver; and
program code for sender driven or receiver driven repair of missing data,

concerning data missing at the receiver.



