38 Cainms: 1. An application gateway server for
managi ng comuni cati on between an application
executing in a runtine envi r¥nment on a device and at
| east one backend server, the application gateway

er conprising: a nmessage listener for receiving
nessages fromthe conponent applications; a connector
subsysten1conprising a plurality of connectors, each
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The appl 1 cat1 on gateway Server claim2 or claim
wherein the |ifecycle subsystemis arranged to verlfy
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valid messages are transmitted.

3. The application gateway server of claim 2, wherein the lifecycle subsystem is arranged
to verify the component application transmitting a message for inhibiting the installation of

malicious component applications.

4. The application gateway server of claim 2 or claim 3, wherein the lifecycle subsystem is
arranged to  verify the component application receiving a  message

from the backend server for reducing bandwidth used for erroneous messages.

5. The application gateway server of any one of claims 1 to 3, wherein the
communication mapping comprises details about how to interpret the contents of the message

before sending it to the backend server.
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5. The application gateway server of any one of clains
1 to 3, wherein the cormun'g&ati on mappi ng conpri ses
details about how to interpfet the contents of the
nmessage before sending it to the backend server.
39 6. The application gateway server of any one of
clainms 1 to 5, further conprising a transformation
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delivering the message to the backend server;

the method characterized in that the message mapping is performed in

accordance with a predefined communication mapping and an origin of the message.

8. The method of claim 7, further comprising the steps of decrypting the message

received from the component application.

9. The method of claim 7 or claim 8, further comprising the steps of validating the

message received from the component application.

10. The method of any one of claims 7 to 9, further comprising the step of transforming the
message between a compact message format used to communicate between the device and the

application gateway server and an internal message format used to communicate elsewhere.

11. The method of any one of claims 7 to 10, wherein the delivery of the message to the

backend server is synchronous.



9. The nmethod of claim7 or claim8, further
conprising the steps of valugating the nessage
received fromthe conponent "application. 10. The
met hod of any one of clains 7 to 9, further conprising
the step of transform ng the nessage between a
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