INFORMATION PROCESSING APPARATUS AND METHOD,
RECORDING MEDIUM, AND PROGRAM BACKGROUND OF THE
INVENTION 1. Field of the Invention The present invention relates to
information processing apparatuses and methods, recording media, and
programs, and more particularly, to an information processing apparatus
and method, a recording medium, and a program in which the tampering
and leakage of data and information can be prevented. 2. Description of
the Related Art Due to the development of information processing
technologies, a Iae%e;%amount of information is sent and received via
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e-cash systems and secuyyityygysteRiphay@8rilln central processing
units (CPUs) that perform various processing jobs and memory devices
that store data required for processing. Data can be sent and received - 1
while an IC card is in electrical contact with a predetermined
reader/writer. In the lifecycle of an IC card, a new folder for storing data
required for providing services is added, or a key required for accessing
data is changed, that is, a so- called "card issue operation" is performed.
Fig. 1 is a flowchart illustrating the lifecycle of a

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to information processing
apparatuses and methods, recording media, and programs, and
more particularly, to an information processing apparatus
and method, a recording medium, and a program in which the
tampering and leakage of data and information can be
prevented.
2. Description of the Related Art

Due to the development of information processing
technologies, a large amount of information is sent and
received via communication networks. For example, IC cards
(smart cards) used in e-cash systems and security systems
have built-in central processing units (CPUs) that perform
vérious processing jobs and memory devices that store data

required for processing. Data can be sent and received



known IC card. An IC card is manufactured by a predetermined card
manufacturer and is then shipped to an IC-card issuer as a raw IC card
without data required for providing services or a key required for
accessing data (hereinafter such a card state is referred to as the
"manufacturer shipment state"). Then, the IC-card issuer performs
processing, such as generating a main folder (MF) for storing data therein
and recording an authentication key used for mutual authentication in the
storage area of the IC card (hereinafter such processing is referred to as

wilie ezereth-orderisstie qperationt). sthen, 1pe {G sarg js ghipped to a

service provider providing predetermined services to users by using the
predsird asithed Creadewiththe MF and the mutual authentication key
(hereinafter such a card state is referred to as the "zeroth-order
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providing services within the MF and writing a key required for accessing
kelye resmriveedD Eqhersinaftern sychiptacassingdageftyrethtntas thea so-

"primary issue operation”). Then, the IC card subjected to the primary
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exampple, tq ansoffice pffhe service pravider; As hRdCicrd Wit the PR,
and the key for accessing the DF
known IC card.

An IC card is manufactured by a predetermined card
manufacturer and is then shipped to an IC-card issuer as a
raw IC card without data required for providing services or
a key required for accessing data (hereinafter such a card
state is referred to as the "manufacturer shipment state").

Then, the IC-card issuer performs processing, such as
generating a main folder (MF) for storing data therein and
recording an authentication key used for mutual
authentication in the storage area of the IC card
(hereinafter such processing is referred to as the "zeroth-
order issue operation"). Then, the IC card is shipped to a
service provider providing predetermined services to users
by using the IC card as the IC card with the MF and the
mutual authentication key (hereinafter such a card state is
referred to as the "zeroth-order card-issued state").

Subsequently, the service provider performs processing,

such as reserving a storage area (dedicated file (DF)) for



in the main folder (hereinafter such a card state is referred to as "primary
card-issued state"). Then, in the office, processing, such as writing data,
for example, personal information, required for the user to receive the
services and a key required for accessing the data in the DF (hereinafter
such processing is referred to as the "secondary issue operation"), is
performed, and the IC card is then distributed to the user. The user
receives the services provided by the service provider by using the IC
card in which the data, such as personal information, and the key for
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as the "secondary card-issued state"). When the IC card is diSused, It is
f pacailected bydhéhsemiceeprmdd &F ThHesedicefpravider@rases ¢deletes)
. all data stored in the recollected IC card and delivers the IC card without
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card, the IC-card issue operation of the IC card is performed. In some
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adCeAISSUR vd with the DF and the key for accessing the DF
in the main folder (hereiﬁafter such a card state is
referred to as "primary card-issued state).

Then, in the office, processing, such as writing data,
for example, personal information, required for the user to
receive the services and a key required for accessing the
data in the DF (hereinafter such processing is referred to
as the "secondary issue operation"), is performed, and the
IC card is then distributed to the user.

The user receives the services provided by the service
provider by using the IC card in which the data, such as
personal information, and the key for accessing the data are
written {(hereinafter such a card state is referred to as the
"secondary card-issued state").

When the IC card is disused, it is recollected by the
service provider. The service provider erases (deletes) all
data stored in the recollected IC card and delivers the IC
card without data (disposal state) to a disposal agent, and

the disposal agent disposes of the IC card.



machine is received and decrypted. That is, in this IC card, the IC-card
issue operation-is performed by decrypting the received card issue
information and recording the decrypted card issue information.
SUMMARY OF THE INVENTION In the above-described technology,
however, although the type of processing that can be performed by the IC
card is different in each state of the lifecycle of the IC card, the IC card
unconditionally receives all commands including commands that should
not be processed and executes all the received commands. Additionally,

the same:authentication key isisedsfos ceonducting mutyal authentication

with a communicating party in each state of the lifecycle of the IC card.
Ifhgariis thessiblechatia vasd sssumyortd senvide previdér ownihgithe
autrhenticgtion key could transmit a command that should not be
P %rrocoe%%%d'to the IC card and allow the IC card to execute - 4 that

commangei¥henmaking the 16 card dispasable dataecepded g the IC

card can be erased or the authentication key used for mutual
dastHemichtion darbeachmnjeek doneve P sincetthadfl taat tan receive
PLzlagljl< commands including}commands_ that should not be processed and
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machine is received and decrypted. That is, in this IC card,
the IC-card issue operation is performed by decrypting the

received card issue information and recording the decrypted

card issue information.

SUMMARY OF THE INVENTION

~In the above-~described technology, however, although
the type of processing that can be performed by the IC card
is different in each state of the lifecycle of the IC card,
the IC card unconditicnally receives all commands including
commands that should not be processed and executes all the
received commands.

Additionally, the same authentication key is used for
conducting mutual authentication with a communicating party
in each state of the lifecycle of the IC card. Thus, it is
possible that a card issuer or a service provider owning the
authentication key could transmit a command that should not

be processed to the IC card and allow the IC card to execute



leakage of data or information. In view of the above background, it is
desirable to restrict processing to be executed in each state of the
lifecycle of an IC card. It is also desirable to conduct mutual authentication
by using different authentication keys in the individual states of the
lifecycle of an IC card. - 5 According to a first aspect of the invention,
Ufﬁ&recfémfﬁ"fﬁgided an information processing apparatus comprising:
receiying megppar 1ecelvig a.comand Jequesting farilie pxeatien of,
predetermined processing; storage means for storing data, first
tirformatiendanthsecend infornation tthe frstieformadiondndieating@ed for
current stage determined by the stored data among a plurality of stages
it aaife e cofthedhicithation processing bparaiisyand thé segonde 1C
cdermation ndicaling an exgeiagle commang determingd by gaeh of1e .
plurality of stages; determining means for eteﬁnlnlng Whether the
neoMmmapddgeseived bythe:receivieg aIEANSHS ar-exacuiable-eemmand ime
the current stage, on the basis of the first information and the second
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apparatus in accordance with the command " executed: In

1 speeifieation,dbe dersr "informatian precessing

In view of the above background, it is desirable to
restrict processing to be executed in each state of the
lifecycle of an IC card.

It is alsc desirable to conduct mutual authentication by

using different authentication keys in the individual

states of the lifecycle ¢f an IC card.



apparatus" means not only IC cards, but also other data
storage/communication devices, such as for example, cellular phones or
PDAs which has IC card function. These apparatuses include at least one
IC chip configured to function as an IC card. The second information
stored in the storage means may include information indicating that no

comifigngqds Exetiitblé i%’ﬁ%n%ﬁ%ﬁﬁ?orﬁ%tﬁ%ﬁpr@%‘é%@h@&ppé%ﬁ‘@{ id fh
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specific stage, the determining means may determine on the basis of the
réicstiinforgnatiemand dhe secondiintormatiomihat the teeeived cofamarigs

not executable. - 6 According to a second aspect of the invention, there
EXe Providedan T HERDR PIoeeBSINGIRRIRGH coiipiiity B stepof:
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f infermationrindicatingiacurent rsjage detesminegtby theistored data by
among a plurality of stages in a lifecycle of an information processing
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a
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istagen-01 the basiscefithedfirshinfeanation andibanseeond dafermationsy
and controlling an update of the first information to change the current
eathge bf e ifforhaliohy of stages; determining means for

determining whether the command received by the receiving
means is an executable command in the current stage, on the
basis of the first information and the second information;
and control means controlling an update of the first
information to change the current stage of the information
processing apparatus in accordance with the command
execiuted,

In this specification, the term "information processing
apparatus” means not cnly IC cards, but also cother data
storage/communication devices, such as for example, cellular
phones or PDAs which has IC card function. These
apparatuses include at least one IC chip configured to
function as an IC card.

The second information stored in the storage means may
include infermation indicating that no command is executable
when the information processing apparatus ls in a specific
stage, and when the information processing apparatus 1s in
the specific stage, the determining means may determine on
the basis ¢of the first information and the second
information that the received command is not executable.
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processing apparatus in accordance with the command executed.
According to a third aspect of the invention, there is provided a recording
medium recording a program for allowing a computer to execute
information processing which comprises the steps of: receiving a
command requesting the execution of predetermined processing; storing

datd FrSE fifo?miation, BRTCECoHIFRFSTNTAtidn $he firstihfotmatiorE re s
o:1Bdicaling 4, cyrrent stage, determined by the stored data among ,a plyrality

of stages in a lifecycle of an information processing apparatus, and the
o fsecene: infornmationdndicating-ansexeaudtable cemmanddetermined by
each of the plurality of stages; determining whether the command
PIRRRIERITAA BxectEble Tontrahthin thetCurrditstagh briheHasisvid

=d0g, frstipfarmation angthe.seqqnd infoumaion, and LONNANAD 2R rent
update of the first information to change the current stage o the

s tinfernatienproeessing apparatus in accardanaeywithdber command
executed. 7 According to a fourth aspect of the invention, there is
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arfs COMMand fequesting. e, execytion of predefermined progeseing stofing
ata, first information and_second information, thé first information
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current stage, on the basis of the first information and the
second information ; and controlling an update of the first
information to change the current stage of the information
processing apparatus in accordance with the command executed.
According to a third aspect of the invention, there
is provided a recording medium recording a program for
allowing a computer to executs information processing which
comprises the steps of: receiving a command reguesting fhe
execution of predetermined processing; storing data, first
information, and second information, the first information
indicating a current stage determined by the stored data among
a plurality of stages in a lifecycle of an information
processing apparatus, and the second information indicating an
executable command determined by each of the plurality of
stages; determining whether the command received is an
executable command in the current stage, on the basis of the
first Information and the second information: and controlling
an update of the first information to change the current stage
of the information processing apparatus in accordance with the

command executed.



determined by each of the plurality of stages; determining whether the
command received is an executable command in the current stage, on
the basis of the first information and the second information; and
controlling an update of the first information to change the current stage
of the information processing apparatus in accordance with the command
executed. According to the above-described aspects, a command
req %séiggﬁf(lar the execugon of%[i)redetermineg pr cessingg is_received, and
o i

predetermined-tats and firstinformation findicating, amony a pilirality'6f

ipredeterminedstages-intheslifecycle ofthe information. pracessin st eps
apparatus, the current stage determined by the stored data and second

o fnfarpsation indieatingreameéxeeataire ommancenathietcdumentt stage, the
e>&eqﬁutabl.e c%mmand being'determined for each of the plurality of

P fedetermined Stayes ara%torsd O ths Basid of fife fiFrstinmstior2d

scangithe second-dnfarmation, «it,is determined whethery ar@l%v%d current
command is an executable command in the current stage. - 8 According

s ooz fifthtaspectof the inventon rterdds aprovided an informatiary of
processing apparatus for transmitting and receiving data after a
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ar@uthentication processing-with thescommupicating.pasty. the.information
processing apparatus comprising: receiving means for receiving a
ded¢emmiand réquestiriy dor the exbeutiphtof prédeterminediprocassing;dirst
wh%et%rl%%ethe command received is an executable command in the
current stage, on the basis of the first information and the
second information; and controlling an update of the first
information to change the current stage of the information
processing apparatus in accordance with the command executed.
According to the above-described aspects, a command
requesting for the execution of predetermined processing is
received, and predetermined data and first information
indicating, among a plurality of predetermined stages in the
lifecycle of the information processing apparatus, the
current stage determined by the stored data and second
information indicating an executable command in the current
stage, the executable command being determined for each of
the plurality of predetermined stages, are stored. On the
basis of the first information and the second information,

it is determined whether the received command is an

executable command in the current stage.



means for storing first information indicating, among a plurality of stages
in a lifecycle of the information processing apparatus, a current stage
determined by stored data and second information indicating an
executable command in the current stage, the executable command
being determined for each of the plurality of stages; determining means

for detethinify on thelidds of the fiFstd fo?ﬁ%\tib%‘f%ﬂ%lse%ﬁ&@_ is
prfornaton wa%%ﬁg@%ofﬁfgmds (eceived by, the recelving means, is; an

executable command in the current stage; second storage means for
anstarng aethenticationdata- whichisusedfor the pautyaliauthepticationated
processing and is used for encrypting or decrypting predetermined data in

as Fsbefdtion With@ach et tie plurality ofstages and contiof earsng with

o] i update of the first information to change the current stage
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cofpxecsied.: The secongdsterage meansdnay further storerdata fekquesting
generating the authentication data, and the information processing
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basisfof thecdata for eneﬁrating the authentication data, different
mearn or sTOr #%rs in mation %f

authentication data for éach of the pIuraIitJyno lﬁ%ﬁ%?gfmﬁ]%%ngta%es. -9

plAccordingto asigbaspect of thedpveatien, these : isspravided.an
information processing apparatus comprising: a receiver configured to
Pregesivers corfmantirequestingforthetage determined by stored data

and second information indicating an executable command in the
current stage, the executable command being determined for each

of the plurality of stages; determining means for determining
cn the basis of the first information and the second
information whether the command received by the receiving means
is an executable command in the current stage; seccnd storage
means for storing authentication data which is used for the
mutual authentication processing and is used for encrypting or
decrypting predetermined data in association with each of the
plurality of stages; and control means controlling an update of
the first information to change the current stage of the
information processing apparatus in accordance with the command
executed.

The second storage means may further store data for
generating the authentication data, and the information
processing apparatus may further include generation means
for generating, on the basis of the data for generating the
authentication data, different authentication data for each

of the plurality of predetermined stages.



execution of predetermined processing; a storage unit configured to store
data and first information indicating, among a plurality of stages in a
lifecycle of the information processing apparatus, a current stage
determined by the stored data and second information indicating an
executable command in the current stage, the executable command

beirft GeErmied or feath*dfthé PRirality of stdtjes! & etdrhfifingtdifiee
. sconfigured fo determine on.the hasis of the first information and jj[he :
lssgg)nd informaation whether the %omr%asn%)gec%éégé %g%ﬁecr%né%?vgrlﬁlg an”
reexecutablercommant invthe: cutrent stageiand contioh smeansreantraling
an update of the first information to change the current stage of the

@Xﬁﬁa%ﬁﬁoﬂ%rﬁﬁ%ééﬁ@rﬁéﬁaﬁatﬂé%eaééawarmesmw_@ dohifnand
co%‘fgg&%dd According to a.seventh aspect of %Q%Pafgigﬁt invention, dité‘?re IS

provided an information processing apparatus for transiit Ing an
améeeeiving data after accorpmunicating parteis, authenticatedas a xesult.of

conducting mutual authentication processing with the communicating
PTRAPES thE irffoPRations procedsing dpparatias eenfprisingdatecéiverstored

a= £l L0, Jeceve, 3 .command fedestng 19! e X Balion O pmand in
re&etermlne rocessing, alﬁrst storagé unit Corﬁ:f( ureEl (0] setore lﬁ?éat
p p g9 g9 g

thinformadion indicating:lameng auphisality-ofstagesHn a difecydeof tbe ror
information processing apparatus, a current stage determined by stored
caghatg anthSe o ifbrmations iridieating afeéxeaitable comirmandrifithered

toC&Q%%%ﬁ%%%ebguihgabasis of the first information and the

second information whether the command received by the receiver
is an executable command in the current stage; and contrecl
means controlling an update of the first information to change
the current stage of the information processing apparatus in
accordance with the command executed.

According to a seventh aspect of the present invention,
there is provided an information processing apparatus for
transmitting and receiving data after a communicating party is
authenticated as a result of conducting mutual authentication
processing with the communicating party, the information
processing apparatus comprising: a receiver configured to
receive a command requesting for the executicn of predetermined
processing; a first storage unit configured to store first
information indicating, among a plurality of stages in a
lifecycle cf the information processing apparatus, a current
stage determined by stored data and second information

indicating an executable command in the current stage, the



executable command being determined for each of the plurality of stages;
a determining unit configured to determine on the basis of the first
information and the second information whether the command received
by the receiver is an executable command in the current stage; a second
storage unit configured to store authentication data which is used for the
X ffiithaP ‘JutherfieattoRprbeeSsihg and fslused fepehchjptideeoplurality
o £ dSCANING predeterminad daia In. assaciation With each, ot the, plurally, of
stages; and control means controlling an update of the first inforMation to
bachange theccurrentstagecotthe: information-prosessing apparatusdn
accordance with the command executed. According to the
whabave-descrilsEiargh aepetisd bomrmandaeqiesting fortheearetiition of
co&r?%%%tel@irggd pégg%%%iggsig are((:\:,(;:-ivt_jtlad g.é‘léj @red+etermined data and first
information indicating, among & bluraﬁ"ty of prédétetmhingd stagéd in-tivg °4
rolifecyele of the infornation precessing:apparatis; the.currentstage:
determined by the stored data and second information indicating an
aupheetiabiel ebnimandsn the curtbritstagestheexeogtahie command
bein .determi%ed for eac 0& tr%e pluralig)ggf redetermjned stages, are

d .
“stored. Gn thé basie of the fiFst information and the sdcdnd TfoPmation™ &
pligdetarmived:whether theseceived, commandis-an executable command, ¢
in the current stage. Authentication data used for mutual authentication
the first information to change the current stage of the
information processing apparatus in accordance with the command

executed.

According to the above-described
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processing and for encrypting or decrypting predetermined data in
association with each of the plurality of predetermined stages is stored. In
this specification, the term "communication” means, not only wireless
communication or wired communication, but also communication
including both the wireless communication and wired communication, i.e.,

2 S EifimtuniCatioh PaRormirg S relBSs commURicHGH'H o £one and
prMied communication. insangther zone. Furthermore wired,.commuinication,

may be performed from a first apparatus to a second apparatus, and
andliréless tcommumicatiommmayche peiformesfrom thersbcontli apparfatus to
the first apparatus. According to an embodiment of the present invention,

PIRYhE BnpETing -6ritikade O datd oF iforMatidn 'cah H& isevehted:
pBRIEE DESCGRIETIONOF THE DRAWINGS, Fig. Lillusirates the Jifegycle

of a known IC card; Fig. 2 illustrates the lifecycle of an IC card according
s toraniemiiodiment of the: prasent inwention;frig 34s arkjoek diagrantable
illustrating a wireless communication system according to an embodiment

CBFHRBpréseritnventior: Fig "4 #a biock aisRFamitdsramigand peing
adunetional; cogfiguration of ayeader/wrter, Fig. 5 Is.a block diagiam. . , e,
illustrating the functional

are stored. On the basis of the first information and the
second information, it 1s determined whether the received
command is an executable command in the current stage.
Authentication data used for mutual authentication
processing and for encrypting or decrypting predetermined
data in association with each of the plurality of
predetermined stages is stored. |

In this specification, the term "communication” means,
not only wireless communication or wired communication, but
also communication including both the wireless communication
and wired communication, i.e., communication performing
wireless communication in one zone and wired communication
in another zone. Furthermore, wired communication may be
performed from a first apparatus to a second apparatus, and
wireless communication may be performed from the second

apparatus to the first apparatus.

According to an embodiment of the present invention,
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configuration of an IC card; Fig. 6 is a flowchart illustrating command
sending processing; Fig. 7 is a flowchart illustrating command execution
processing; Fig. 8 illustrates a lifecycle stage table; Fig. 9 illustrates a
command table; Fig. 10 is a flowchart illustrating the command execution
processing in a manufacturer shipment stage; Fig. 11 illustrates the
manufacturer shipment stage of an IC card; Fig. 12 illustrates the
zeroth-order card-issued stage - 11 of an IC card; Fig. 13 is a flowchart

illustrating the command execution processing in the zeroth-order
ard-issued stage; Fig. 14 illustrates the primary card-issued stage of an
tha:ecé:r%l??—%l{’éﬂsog flOWCHATT illﬁztrgsﬂﬁﬁ tR& cORPRERA téRec fih 2o
pHeeessiag . in the primary card-issued stage; Fig. 16 illustrates the
secondary card-issued stage of an IC card; and Fig. 17 is a flowchart
illustrating the command execution processing in the secondary

OB MEA T B0l0rd CRSEBRRISIE bodiment of e present

Fig. 1 illustrates the lifecycle of a known IC card;

Fig. 2 illustrates the lifecycle of an IC card
according to an embodiment of the present invention;

Fig. 3 is a block diagram illustrating a wireless
communication system according to an embodiment of the
present invention;

Fig. 4 is a block diagram illustrating the functional
configuration of a reader/writer;

Fig. 5 is a block diagram illustrating the functional
configuration of an IC card;

Fig. 6 is a flowchart illustrating command sending
processing;

Fig. 7 is a flowchart illustrating command execution
processing;

Fig. 8 illustrates a lifecycle stage table;

Fig. 9 illustrates a command table;

Fig. 10 is a flowchart illustrating the command
execution processing in a manufacturer shipment stage:

Fig. 11 illustrates the manufacturer shipment stage of
an IC card;

Fig. 12 illustrates the zeroth-order card-issued stage

- 11 -



invention, the correspondence between the invention disclosed in this
specification and an embodiment of the present invention is discussed
below. This description is intended to assure that an embodiment
supporting the invention disclosed in this specification is described in this
specification. Thus, even if an embodiment is not described as relating to
the present invention, that does not necessarily mean that the
embodiment does not relate to the invention. Conversely, even if an
embodiment is described herein as relating to the invention, that does not
o2eces ilyégnrecﬁn that the embodiment does not relate to - 12 another
aspect ot the invention. Furthermore, this description should not be

constried as resiristingdhanall-the aspeetsof he invantionysisgiosed in
the embodiment are described in the specification. That is, the description

cH66y hbbdehyIresEBteride bhaspects Ui the geasantidvestiorethattaree ;
descgibed in this specification hut not claimed in the invention of this
applica dn,ril.ie.,igﬁ‘gug%g Eticr‘lacse %?1%5%5% FofthePrassit }ﬁ%‘gnﬁsﬁqﬁaf’% an

1futge-may be claimed by a divisional application, or that may be
additionally claimed through amendments. The information processing

~ appafatiis dccordirg lanwcdmbbdirénstiveneiprestheinventiendncludes:

<£82EIYINg, means (for example, an antenna 101 shown in Fig. 5) for

Fig. 16 illustrates the secondary card-issued stage of
an IC card; and
Fig. 17 is a flowchart illustrating the command

execution processing in the secondary card-issued stage.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describing an embodiment of the present
-invention, the correspondence between the invention
disclosed in this specification and an embodiment of the
present invention is discussed below. This description is
intended to assure that an embodiment supporting the
invention disclosed in this specification is described in
this specification. Thus, even if an embodiment is not
described as relating to the present invention, that does
not necessarily mean that the embodiment does not relate to
the invention. Conversely, even if an embodiment is
described herein as relating to the invention, that does not

necessarily mean that the embodiment does not relate to
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receiving a command requesting for the execution of predetermined
processing; storage means (for example, a table storage unit 108 shown
in Fig. 5) for storing predetermined data and also storing first information
(for example, a lifecycle stage table shown in Fig. 8) indicating, among a
plurality of predetermined stages in a lifecycle of the information
processing apparatus, the current stage determined by the stored data
and second information (for example, a command table shown in Fig. 9)
indicating an executable command in the current stage, the executable
command being determined for each of the plurality of - 13 predetermined

ABRIRRT SMERFEEr it ndaiE s Hofermining unit 131 shown in Fig. 5)
for determining on.the, Ragis of s the fitst founatan apditheSecand: e q
information whether the command received by the receiving means is an

agxeeustable tdommeankinathe areenrissiage sThe infaematioarproeassing
apparatus may further include control means (for example, a controller

d3p9lGRsn R FGesFIRtfting ife ARt SHoRRdtdR (fdeexample, the
spiecyele.stags table.ghewndn Fig, 8)i0.be s EQ%E?dasooe@%&étEe&%%‘?“Ehe

stage of the information processing apparatus is changed in accordance
exlitt thecexetutadeemnaitd chae secend inforimation dforexamples the

command table shown in Fig. 9) stored in the storage means (for
d%&%ﬁﬁﬁ@? in this specification but not claimed in the
invention of this application, i.e., the existence of
aspects of the present invention that in future may be
claimed by a divisional application, or that may be
additionally claimed through amendments.

The information processing apparatus according to an
embodiment of the present invention includes: receiving
means (for example, an antenna 101 shown in Fig. 5) for
receiving a command requesting for the execution of
predetermined processing; storage means (for example, a
table storage unit 108 shown in Fig. 5) for storing
predetermined data and also storing first information (for
example, a lifecycle stage table shown in Fig. 8) indicating,
among a plurality of predetermined stages in a lifecycle of
the information processing apparatus, the current stage
determined by the stored data and second information (for
example, a command table shown in Fig. ¢} indicating an

executable command in the current stage, the executable

command being determined for each of the plurality of
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the table storage unit 108 shown in Fig. 5) may include information
indicating that no command is executable when the information
processing apparatus is in a specific stage (for example, a disposal
stage, which is discussed below with reference to the lifecycle stage table
shown in Fig. 8), and when the information processing apparatus is in the
specific stage, the determining means (for example, the determining unit
131 shown in Fig. 5) may determine on the basis of the first information
and the second information that the received command is not executable.
The information processing method according to another - 14

PRFABGEHTERSS! b FHeSent Ve bR THCIBABS tHieefibs Gr: Aditrating e

uk€eeViNg efg.command feaspsting facthe - exqeution of predeieumined:
processing (for example, step S32 in Fig. 7); contiolling the storage of

tHigstfibfermatioro ffcs texamphed the dfesyctenstate fiabltesstiounvh&igred) the
indicating, among a plurality of predetermined stages in a lifecycle of an

CORPRRAORCSOEEdsIY diiFarktirs REPauREAPSalE dteREFEYBY Sfored
c%@:&?ri_%aéﬂ@%éﬁpe&?%% Lg 10); and determining on the basis of

the first information and second information (for example, the command

tablesbownfindrig - pindicating anexespitaite commagd fiurthiesatirrent
stage, the executable command being determined for each of the plurality

IrtgteBetetined Sheges whedfeSHREReCaivad EBRIHAAAFE ahUketitiBle
inccﬁlf@.argq'nftg]? %chﬁetrllolling the first informatien (for

example, the lifecycle stage table shown in Fig. 8) to be

updated so that the current stage of the information
processing apparatus is changed in accordance with the
executed command.

The second information (for example, the command table
shown in Fig. 9) stored in the storage means (for example,
the table storage unit 108 shown in Fig. 5) may include
information indicating that no command is executable when
the information processing apparatus is in a specific stage
(for example, a disposal stage, which is discussed below
with reference to the lifecycle stage table shown in Fig. 8),
and when the information processing apparatus is in the
specific stage, the determining means {(for example, the
determining unit 131 shown in Fig. 5) may determine on the
basis of the first information and the second information
that the received command is not executable.

The information processing method according to another
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stage (for example, steps S61 and S66 in Fig. 10). The processing of the
recording medium according to an embodiment of the present invention
and the processing of the program according to an embodiment of the
present invention are basically similar to that of the above- described
information processing apparatus, and an explanation thereof is thus
omitted. The information processing apparatus according to another
embodiment of the present invention includes: receiving means (for
example, the antenna 101 shown in Fig. 5) for receiving a command
requesting for the execution of - 15 predetermined processing; first
enisrageantans (ISrexapssierthénublit dwrade ohitdos shews freFiy.of):
for. storing_first.information (for example, the lifecycle stage table shown
) R catfor SOy R eIy o PIGRE et A Sea i oo

elifeayeleaf die pamaauan Regessing-2RR§IUSs dhe SUHRPI s1ad8-op 532
_determined by stored data and second information (for example, the
1rolfand tabkoshooinl inRBigt 8% irdicating amfextioutdblércdrmmanticn the

urrent stage, the, executable command being.determined for _each of the
(é?ﬁ:raﬁf(yalgp%%de }elremellnjé%%s%ﬁctlag; G&RI i 1%&%"“&0%&%8@,?%

islefenining sk shewn.ia Fig., 5) fopdeiesmining anythedaasis of the

first information and the second information whether the command
1yéeeetebptheretoifingaisbers ismresedmablppematand intihe current
current stage determined by stored data (for example, step
S70 in Fig. 10); and determining on the basis of the first
information and second information (for example, the command
table shown in Fig. 9) indicating an executable command in
the current stage, the executable command being determined
for each of the plurality of predetermined stages whether
the received command is an executable command in the current
stage (for example, steps S61 and S66 in Fig. 10}.

The processing of the recording medium according to an
embodiment of the present invention and the processing of
the program according to an embodiment of the present
invention are basically similar to that of the above~
described information processing apparatus, and an
explanation therecf is thus omitted.

The information processing apparatus according to
another embodiment of the present invention includes:

receiving means (for example, the antenna 101 shown in Fig.

5) for receiving a command requesting for the execution of
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stage; and second storage means (for example, a memory 107 shown in
Fig. 5) for storing authentication data (for example, shipping keys A and B
shown in Fig. 12) which is used for mutual authentication processing and
is used for encrypting or decrypting predetermined data in association
with each of the plurality of predetermined stages. The second storage
(for example, the memory 107 shown in Fig. 5) means may further store
data (for example, service provider keys A and B shown in Fig. 14) for
generating the authentication data, and the information processing
paratus may further include generation means - 16 (for example, a

ap !
PESTSRLoE ShBRRGRTEG ) fdr GBhe PR SR ReBHsid BPthedatpicr
reeneraling the, authenticationgdatan different aythentication daja for each
of the plurality of predetermined stages. An embodiment of the present
fiwentibnfcambe used (Hoan éxtanmbsipntprecessiagsystemifagsendinge
nd receiving data, or an e-cash system or a security system using an IC

SERFE vidta Wiked 87 wirkfB<a I REatich feRidia :1 YoreSent
pHVENIORS flepcripeddy defall below wg ée‘i?fe%g;% 'q i .%%%Ocm!%%”ying

drawings through illustration of a preférred embodiment. Iglg. ifustrates
piedfecholr ebaniuard aneording tmansnbedimeninithepresenitored
dgygﬂgggLglgégéC?ﬂ%ﬁ%ﬁﬁ%fgﬁj%gﬁibgigggﬁﬁ?qugegéﬁggnd table
shown in Fig. 9} indicating an executable command in the
current stagé, the executable command being determined for
each of the plurality of predetermined stages; determining
means {for example, the determining unit 131 shown in Fig.
5) for determining on the basis of the first information and
the second infeormation whether the command received by the
receiving means is an executable command in the current
stage; and second storage means (for example, a memory 107
shown in Fig. 5) for storing authentication data (for
example, shipping keys A and B shown in Fig. 12) which is
used for mutual authentication processing and is used for
encrypting or decrypting predetermined data in association
with each of the plurality of predetermined stages.

The second storage (for example, the memory 107 shown

in Fig. 5) means may further store data {(for example,
service provider keys A and B shown in Fig. 14) for

generating the authentication data, and the information

processing apparatus may further include generation means
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manufacturer and is shipped to an IC-card issuer as the IC card without
data for providing services or a key for accessing data (hereinafter such a
card stage is referred to as the "manufacturer shipment stage"). On the
IC card in the manufacturer shipment stage, the manufacturer number,
which serves as information for specifying the card manufacturer
manufactured the IC card, is recorded. Each stage in the lifecycle of the
IC card is determined by the data recorded in the IC card, and the stage
of the IC card is changed by the execution of a predetermined command,
such as a command for issuing the IC - 17 card. The IC-card issuer

oL E T/t ot 7588 LS RIMARG Iﬁ%%‘éflci@ar}a'}iﬁ-thé)mﬁﬁﬁfecturer
ghHamantstage by, pperating.an 4Creard jssue machine (reader/w ”:LﬁQ

and allows the IC card to execute predetermined pr%cessmg to“perform

atiehzerotivotdenissiepeiatigrrEhe |Guardin the Mafagkkeror each
shipment stage receives the zeroth-order issue command from the
Ofeddit e ahtt BxeEurEsEahaksidesk, thedecard records data

contaiped o, hg gerath-rder isye.command, for example, fhe devige, .
identification (ID) nhumber, which serves as Information Tor spemﬁllng the

alC tardriheunain folder@dEnJor staring data resied JorROVIdING: ving

services, and the shipping key, which serves as the authentication key
d%%@d or an e-cash system or a security system using an IC
card via a wired or wireless communication network.

The present invention is described in detail below with
reference to the accompanying drawings through illustration
of a preferred embodiment.

Fig. 2 illustrates the lifecycle of an IC card
according to an embodiment of the present invention.

The IC card is manufactured by a predetermined card
manufacturer and is shipped to an IC~-card issuer as the IC
card without data for providing services or a key for
accessing data (hereinafter such a card stage is referred to
as the "manufacturer shipment stage"). On the IC card in
the manufacturer shipment stage, the manufacturer number,
which serves as information for specifying the card
manufacturer manufactured the IC card, is recorded.

Each stage in the lifecycle of the IC card is
determined by the data recorded in the IC card, and the

stage of the IC card is changed by the execution of a

predetermined command, such as a command for issuing the IC
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for conducting mutual authentication with the service provider. The
IC-card issuer ships the IC card subjected to the zeroth-order issue
operation (hereinafter such a card stage is referred to as the
"zeroth-order card-issued stage") to a service provider providing
predetermined services to the user by using the IC card. The service
provider sends a primary issue command to the IC card in the
zeroth-order card-issued stage by operating the reader/writer, and allows
the IC card to execute predetermined processing to perform the primary -
%% issue operation. The IC card then receives the primary issue
command from the reader/writer and executes it. In this case, the IC card

recorgise farcexample, ssfplderddirectory (REhand syuelenentaty dilgtEREN

for storing data required for using services and an authentication key
teeduiced forcagub sing hthenDE of &, sV dé pawdéntsdatag bhged on

the primary i d. In the DF, the EF ding to the file |
R Fhd DR GHEE afé HANBATH NG AT a0

a Blandardizatien 050 {816xEhe service pEudsn disyiies dbe 1G£ard

subjected to the primary issue operation (hereinafter such a card stage is
pecferrad tthas thedphimardeard-issuedostaget)iton .

The IC card in the manufacturer shipment stage receives
the zercth-order issue command from the reader/writer and
executes it. In this case, the IC card records data
contained in the zeroth-order issue command, for example,
the device identification (ID) number, which serves as
information for specifying the IC card, the main folder (MF)
for storing data required for providing services, and the
shipping key, which serves as the authentication key used
for conducting mutual authentication with the service
provider.

The IC-card issuer ships the IC card subjected to the
zeroth-order issue operation (hereinafter such a card stage
is referred to as the "zeroth-order card-issued stage") to a
service provider providing predetermined services to the
user by using the IC card.

The service provider sends a primary issue command to
the IC card in the zeroth-order card~issued stage by
operating the reader/writer, and allows the IC card to

execute predetermined processing to perform the primary
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a facility providing services to a user, such as to an office of the service
provider. In the office receiving the IC card, the service provider sends a
secondary issue command or an all reset command, indicating an
instruction to erase (delete) data recorded on the IC card to reset the IC
card to the zeroth order card-issued stage, to the IC card in the primary
card- issued stage by operating the reader/writer, and allows the IC card
to perform predetermined processing. Upon receiving, for example, the all
reset command from the reader/writer, the IC card erases the DF, EF,
i%ggéh% -elQalgytrI]lentication key for acc_:essing the DF or the EF. Aftgr
executlr% fhe alf féset command, the lifecycle stage of the IC card is

resetiadhe zesathuordancarddssued stage. Jien receivinge farsxample,
the secondary issue command from the reader/writer, the IC card records

fyar, togchrasperdomaltinforanatirrratitinsl fot the Usettd geceive, the
ervices and the authentication key required for ,accessing the data, as

e ot s Boted DRRE e Bort T4 o hiah, tRamare =

eWardstthelCreatd stores iy theEFdhedaiar SUEAS Pesonsyt infermation

required for the user to receive services, and the authentication key
s eaquices famdceassingithe tiata bahe eF-depentiend ditar based o the

t}’?gcgg'd%@/ lﬁ?‘?eacso ia'rzrl]tgl:')endent data, based on the primary
issue command.

In the DF, the EF corresponding to the file is stored.
The DF and EF are defined in International Organization for
Standardization (ISQ) 7816.

The service provider distributes the IC card subjected
to the primary issue operation (hereinafter such a card
stage is referred to as the "primary card-issued stage") to
a facility providing services to a user, such as to an
office of the service provider.

In the office receiving the IC card, the service
provider sends a secondary ilssue command or an all reset
command, indicating an instruction to erase (delete) data
recorded on the IC card to reset the IC card to the zeroth-
order card-issued stage, to the IC card in the primary card-
issued stage by operating the reader/writer, and allows the
IC card to perform predetermined processing.

Upon receiving, for example, the all reset command from

the reader/writexr, the IC card erases the DF, EF, and the
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In the office, the service provider sends the IC card in the secondary card
issued stage the all reset command for erasing the data recorded on the
IC card to reset the IC card to the zeroth-order card-issued stage or a
data reset command for erasing the personal information recorded on the
IC card to reset the IC card to the primary card-issued stage by operating
the reader/writer, and allows the IC card to perform predetermined
processing. Upon receiving, for example, the all reset command from the
reader/writer, the IC card erases the DF and EF, and the authentication

key required for accessing the EF or EF. The 20 lifecycle stage of the IC
SR EF BRAEAEUTHe SN LRt GRAARTITR rERG [P Rt o Brder Be™

eissugstage cHpopreceving, forgxample e datadeset conmayad frompe

the reader/writer, the IC card erases data, such as personal information
I¢equiret for thessser to rebeiveeseblices dad tioe adthierdicadiontkaye -
required for accessing the data. The lifecycle stage of the IC card

execUBEdtHE Tty 185et dSHhnTRit R eset Rt TTSRY Latd idiied
cStRge d e lm card subiested 0 the secepdary dssue-Qpetatiofnis data,

(secondary card-issued stage) is distributed to the user in the
seohrespopdingoaffiteiffiewserithen usgsithedCizard tlecording the user
ersonal information thereon as, for example, an e-commuting ticket or

F %?ueé-WalFé‘?,rt‘éir‘é%éi\i?en‘?hé%%r\ﬁ%é%%ﬁaéﬁJbi’/“thge’sﬁér%?%‘é“ﬂrfﬁfbe’??r

accessing the data, as DF-dependent data based on the

secondary issue command.

In other words, the IC card stores in the EF the data,
such as personal information reguired for the user to
receive services, and the authentication key required for
accessing the data as the DF-dependent data based on the

secondary lssue command.

In the office, the service provider sends the IC card
in the secondary card issued stage the all reset command for
erasing the data recorded on the IC card to reset the IC
card to the zeroth-order card-issued stage or a data reset
command for erasing the perscnal information recorded on the
IC card to reset the IC card to the primary card-issued
stage by operating the reader/writer, and allows the IC card
to perform predetermined processing.

Upon receiving, for example, the all reset command from
the reader/writer, the IC card erases the DF and EF, and the

authentication key required for accessing the EF or EF. The
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When the IC card is disused, it is recollected by the service provider. The
service provider sends a terminate command for erasing data stored in
the recollected IC card and for resetting the IC card to a disposal stage in
which no command can be executed by operating the reader/writer, and
allows the IC card to perform predetermined processing. Upon receiving
the terminate command from the reader/writer, the IC card erases the
recorded data. The lifecycle stage of the IC card executed the terminate
command is set to the disposal stage, and the IC card in the disposal
stage does not execute any command. - 21 Then, the service provider

LHEESTHETHS tRE RO Rartf frbhe tHe WseichiRraeiiad itleea aisposasatent,
it plsnnsalaoen! Rinsisaly gispgses of e JC card.In s manner,

in each stage of the lifecycle o C carg,rthe ISSué osberatlon @Fthe IC

cardUpperfosmethithe |Enard:siefesdipfarmation-indicating thedifeexcle
stage of the IC card and the commands that can be executed in each

L el &hsn F e0ER T iR SRIoutigro LS coRfifand s sHetiRy notisd as
p &GS IS Pstycted, e IC Gard dges nt exeelte that command. In
ﬁ J]E dpr fes' Variols coRfiiands from

each stage of the litecycle, the 1C card receives™ various co
sdheireasesditehanc exeeHteschierdn Fig.3 Hustratess mirelgssessing

communication system including a reader/writer 11 and an IC card 12.
thﬁhgata. The lifecycle stage of the IC card executed the
data reset command is reset to the primary card-issued stage.

The IC card subjected to the secondary issue operation
{secondary card-issued stage) is distributed to the user in
the corresponding office. The user then uses the IC card
recording the user personal information thereon as, for
example, an e-commuting ticket or an e-wallet, to receive
the services provided by the service provider.

When the IC card is disused, it is recollected by the
service provider. The service provider sends a terminate
command for erasing data stored in the reccllected IC card
and for resetting the IC card to a disposal stage in which
no command can be executed by operating the reader/writer,
and allows the IC card to perform predetermined processing.

Upon receiving the terminate command from the
reader/writer, the IC card erases the recorded data. The
lifecycle stage of the IC card executed the terminate

command is set to the disposal stage, and the IC card in the

disposal stage does not execute any command.
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reader/writer 11 and the IC card 12 perform non-contact wireless
communication to send and receive data therebetween by using
electromagnetic waves. The reader/writer 11 radiates radio waves
(electromagnetic waves) to detect the IC card 12 by performing, for
example, polling. When the IC card 12 is detected by the reader/writer 11
by being brought into close contact with the reader/writer 11, the
reader/writer 11 and the IC card 12 conduct mutual authentication by
sending and receiving predetermined data if necessary. - 22 After

esta ilsging Enutual authentication, the reader/writer 1 %fnerates 31 from

com%llan inSticting the Fe REFY 5 To pEMBIM Predetetmined €T

t REOGASSING.RUCAS (e Card cissying, anghsands the-generated egamand
to the IC card 12 by wireless communication. Upon receiving the

déepmrRahddasn thehvadedWiiterdi Eptse iC clrdie delernings whether

“ithe rﬁcei%/ed command is a com[guand that cs%n be eﬁegted in the current
lifecydle Stade "SHRETC cdhd®FFBn ThEFasi of e inforiratiorFindicating

I @%QEQP,Y C‘!ﬁl§ta%5@feth§ﬂi9fg%%;’l_2 _é‘f‘dt@%n E@nzgértﬁai gagelg_qggggggt'ed
in each stage of the IC card 12. If it is determined that the received

Teenianalid as tonmmand fthamedn e exetited imthe lifecy¢léesstageeof the

IC cardf12, the IC cardd12 E)C({eClillteS the received.command.
stage of the IC card and the commands that can be executed

in each stage, and even if the execution of a command that
should not be executed is instructed, the IC card does not
execute that command.

In each stage of the lifecycle, the IC card recelves
various commands from the reader/writer and executes them.

Fig. 3 illustrates a wireless communication system
including a reader/writer 11 and an IC card 12. The
reader/writer 11 and the IC card 12 perform non-contact
wireless communication to send and receive data therebetween
by using electromagnetic waves.

The reader/writer 11 radiates radio waves
{(electromagnetic waves) to detect the IC card 12 by
performing, forrexample, polling.

When the IC card 12 is detected by the reader/writer 11
by being brought into close contact with the reader/writer
11, the reader/writer 11 and the IC card 12 conduct mutual

authentication by sending and receiving predetermined data

if necessary.
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In contrast, if it is determined that the received command is not a
command that can be executed in the lifecycle stage of the IC card 12,
the IC card 12 does not execute the received command. It is now
assumed, for example, that the lifecycle stage of the IC card 12 is the
manufacturer shipment stage in which only the zeroth-order issue
command can be executed. In this case, in response to a primary issue
command, the IC card 12 determines that the received command is not a

command that can be executed in the lifecycle stage of the IC card 12

and s not execute the received command: - 23 If the lifecycle stage of

the (TEEE £ b SoaT AL (RE TR oS frer s
r&auda) authentigatiop:nergxecutesRiReeIMed £oMMaRd 50 Ads Acblogkq

diagram illustrating the functional configuration of the reader/writer 11.

1 T eoreielitwiitep 1ddatridesreedoptroffes 31 ng memoty 82, KCsignati

. processing unit (SPU) 33, a modulator 34, an oscillation circuit 35, an

+ FH R S GeORuERS: SPORE Bt R e Sor I G aed 12

bPeneratesswareks,Ganwaands, instructing the IC card 12 to execute
predetermined processing, and supplies the generated commands to the

SPU33: THeecedmtioiert3tegenarates, forexanipe raadeotfwoiderisstie

command,(?n all reset command, a terminate , ,
the IC card 12 determines whether the received command is a

command that can be executed in the current lifecycle stage

of the IC card 12 on the basis of the information indicating
the lifecycle stage of the IC card 12 and commands that can

be executed in each stage of the IC card 12.

If it is determined that the received command is a
command that can be executed in the.lifecycle stage of the
IC card 12, the IC card 12 executes the received command.

In contrast, if it is determihed that the received command
is not a command that can be executed in the lifecycle stage
of the IC card 12, the IC card 12 does not execute the
received command.

It is now assumed, for example, that the lifecycle
stage of the IC card 12 is the manufacturer shipment stage
in which only the zeroth-order issue command can be executed.
In this case, in response to a primary issue command, the IC
card 12 determines that the received command is not a
command that can be executed in the lifecycle stage of the

IC card 12 and does not execute the received command.
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command, and a command for conducting mutual authentication
(hereinafter also referred to as a "mutual authentication command"), and
supplies the generated commands to the SPU 33. The controller 31
includes an encryption unit 51 and a decryption unit 52. If necessary, the
controller 31 generates data to be stored in various commands. The
encryption unit 51 encrypts data generated by the controller 31 and to be
stored in the commands by using, if necessary, an authentication key
recorded in the memory 32. The encryption unit 51 encrypts, for example,
data nerated%/% the controller 31 and to be stored in a mutual 24

authéticitfon cdmAVATE By-aShigthe [ditreporithty Huthdntidftion key
diegyded inthgdnemary 32. Ihedacryptionnit 32, daciypts fatasupplied

from the SPU 33 by using, if necessary, an authentication key recorded
aift-treniiaradie82 ntmakiseif the data sepplied dramrtherSPU 33 is

encrypted by a predetermined method, the decryption unit 52 decrypts
the datd sUbpHEdTaAE SHGTEMit-AH SRR R Sy 0T e n

cthe Memery 82 Rk using adagryptign methed associated with the

encryption method. The controller 31 then supplies the data decrypted by
the déoryptarenitb2i toethelmhemary B3R i necessanw 1fithe data suppliedry

%rom the SPU 33 is not encrypted, the decryption unit 52 does not decrypt
3$he UATAIPAE CORRIONER SETeAL b oRAnr upidtRoAther 54, an

oscillation circuit 35, an antenna 36, a demodulator 37, and
a drive 38.

The controller 31 generates various commands
instructing the IC card 12 to execute predetermined
processing, and supplies the generated commands to the SPU
33. The controller 31 generates, for example, a zeroth-
order issue command, an all reset command, a terminate
command, and a command for conducting mutual authentication
{hereinafter also referred to as a "mutual authentication
command"), and supplies the generated commands to the SPU 33.

The controller 31 includes an encryption unit 51 and a
decryption unit 52. If necessary, the controller 31
generates data to be stored in various commands. The
encryption unit 51 encrypts data generated by the controller
31 and to be stored in the commands by using, if necessary,
an authentication key recorded in the memory 32. The
encryption unit 51 encrypts, for example, data generated by

the controller 31 and to be stored in a mutual
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drive 38, which is attached to the reader/writer 11, and executes the read
program. If a program or data is supplied from the drive 38, the controller
31 supplies the program or data to the memory 32 if necessary and reads
the program recorded in the memory 32 to execute the read program.
The memory 32 is a so-called "non-volatile rewritable storage medium or
recording medium”, for example, a hard disk or a flash memory, that can
retain data even if power supply is cut off. The memory 32 records
various data and supplies the recorded data to the controller 31. The

@%%ry-%%gks&reg% 2 th%n ication keys related - 25 _to.the data

arecordeczllL on the IC carc% 1511 an suupspjlllé% fﬁ%e recorded %?Rh(%r?t?cation keys

atotthentantzaliend kehe- anembey 32ralshsereifismdatazsupplied from the
controller 31. The SPU 33 codes a command supplied from the controller

31 acO¥rdRRfoYE hiedetdrrhinetP niarsd e sljfiesuhel tededrom the
e R e P

S )
from the demodulator 7accorg|ngytoa decoding Metnod corres onding

rtacthedmethad forcading the sdata ang supplies the-deceded dataio thes
controller 31. If, for example, a command to be sent to the IC card 12 is

LEaPpird froRY tHS coRtrenerIPiRe $PUSP pedeotmsr nadims bherhtiothe
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332istwpplieduthentication key recorded in the memory 32 by
using a decryption method associated with the encryption
method. The controller 31 then supplieé the data decrypted
by the decryption unit 52 to the memory 32 if necessary.

If the data supplied from the SPU 33 is not encrypted,
the decryption unit 52 does not decrypt the data.

The controller 31 reads a program supplied from the
drive 38, which is attached to the reader/writer 11, and
executes the read program. If a program or data is supplied
from the drive 38, the controller 31 supplies the program or
data to the memory 32 if necessary and reads the program
recorded in the memory 32 to execute the read program.

The memory 32 is a so-called "non-volatile rewritable
storage medium or recording medium", for example, a hard
disk or a flash memory, that can retain data even if power
supply is cut off. The memory 32 records various data and
supplies the recorded data to the controller 31.

The memory 32 also records authentication keys related
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from the demodulator 37, the SPU 33 performs a decoding operation,
such as the Manchester decoding, on the data, and supplies the resulting
signal to the controller 31. The modulator 34 generates a carrier wave on
the basis of a clock signal having a predetermined frequency supplied
from the oscillation circuit 35. The modulator 34 modulates a command
supplied from the SPU 33 according to a predetermined method on the
basis of the carrier wave, and supplies the modulated command to the
antenna 36. The modulator 34 modulates the command from the SPU 33

by, for example, changing the phase, the amplitude, or the frequency - 26
S RSP WAV ES NISFo SBocifiEalRE (R FibckAalh SpBRbIRE the
rapplingle shifikeying(ASK) moslaton gn the data sypplied fromghe

SPU 33 by using a clock signal having a frequency of 13.56 MHz

nsieplie BRoml e oscillation datait 3oas thedcaitien Whve cand oolipws 31.
ves through the antenna 36 as electromagnetic waves.

the mf%dul E%i i
The osc‘:T'IIz?hon \é/II‘CLﬁ? B éh TSR FefPBRdd 8 ckr Sy RaGRRF&ol ler
3predeterained reayepex andesupplies the [generated gl&%ﬁ@@ﬁk fhe

modulator 34. The antenna 36 sends the command sup rom the
cosisill| st the Geandd2 ytwirele$s corhmupimaten. aIkat isethisies
g2 rglenna %?digﬁia es radio waves for_transmitting the command supplied
%anﬁgg a Qthhe demodulator 37 according to a

decoding method corresponding to the method for coding the
data and supplies the decoded data to the controller 31.

If, for example, a command to be sent to the IC card 12
is supplied from the controller 31, the SPU 33 performs a
coding operation, such as the Manchester coding, on the
command, and cutputs the resulting signal to the modulator
34. If, for example, data from the IC card 12 is supplied
from the demodulator 37, the SPU 33 performs a decoding
operation, such as the Manchester decoding, on the data, and
supplies the resulting signal to the controller 31.

The modulator 34 generates a carrier wave on the basis
_of a clock signal having a predetermined frequency supplied
from the oscillation circuit 35. The modulator 34 modulates
& command supplied from the SPU 33 according to a
predetermined method on the basis of the carrier wave, and
supplies the modulated command to the antenna 36. The

modulator 34 modulates the command from the SPU 33 by, for

example, changing the phase, the amplitude, or the frequency
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The antenna 36 also receives data from the IC card 12 and supplies the
received data to the demodulator 37. The demodulator 37 demodulates
the data supplied from the antenna 36 according to a demodulation
method associated with the modulation method of a demodulator 110 of
the IC card 12 (Fig. 5) and supplies the demodulated data to the SPU 33.
The demodulator 37 demodulates, for example, the modulated wave
(ASK modulated wave), supplied via the antenna 36 and outputs the
demodulated data to the SPU 33. When a magnetic disk 71, an optical

0 His6,£2 2 magnetes ptical disk 73, or a semiconductor memory 74 is
installed - 27 in the drive 38, the drive 38 drives the installed recording

medimr ansreistaliis-a brygrdrhordata etondedldop e amperdimg Litude
medium. The obtained program or data is _transferred to the controller 31
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the functional configuration of the IC card 12. The IC card 12 includes an
Mintempa 104d aftemotibtatos 02, «ni SRUC-1@38d cohtroler 104, aseader
only memory (ROM) 105, a random access memory (RAM) 106, a

"IREMAPL 07 bR 6rARSUAR 198, YRVSTlfRENGR it fogtherna 36

adnedlater, 110, apd.a power generator 111. The antenna 101 receives a
command sent from the

The oscillation circuit 35 generates a reference clock
signal having a predetermined frequency and supplies the
generated clock signal to the modulator 34.

The antenna 36 sends the command supplied from the
modulator 34 to the IC card 12 by wireless communication.
That is, the antenna 36 radiates radio waves for
transmitting the command supplied from the modulator 34.

The antenna 36 also receives data from the IC card 12 and
supplies the received data to the demodulator 37.

The demodulatcer 37 demodulates the data supplied from
the antenna 36 according to a demodulation method associated
with the modulation method of a demodulator 110 of the IC
card 12 (Fig. 5) and supplies the demodulated data to the
SPU 33. The demodulator 37 demodulates, for example, the
modulated wave (ASK modulated wave), supplied via the
antenna 36 and outputs the demodulated data to the SPU 33.

When a magnetic disk 71, an optical disc 72, a magneto-

optical disk 73, or a semiconductor memory 74 is installed
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reader/writer 11 and supplies the received command to the demodulator
102. The antenna 101 also sends data supplied from the modulator 110
to the reader/writer 11 by wireless communication. That is, the antenna
110 radiates radio waves for transmitting data supplied from the
modulator 110. In the antenna 110, resonance occurs by the radio waves
having a predetermined frequency radiated from the reader/writer 11 to
generate an electromotive force. The demodulator 102 demodulates a
command supplied from the antenna 101 according to a demodulation
imetheddasseciated with theimedaiationirrethathef thesreduator 340 ding
28_the reader/writer 11 (Fig. 4), and supplies the demodulated command
meginE S 19RE bR exanifled et demoiRitator $02rderhoeiuldes a

+00YRAR] IERIESENIeC Y ASK madlated viaves received vig the
antenna 101 by performing envéalope detection, and ou"ilputs the

t cemeddulatell comhand-tathe SR 303 ckthe &PU d03erodes thehe
command supplied from the demodulator 102 according to a

PIfedeterired hfethed arfitistippliesthe decodeddombndieapeded or

e£0@&@llgr%94. If feogseax];clmple, the command demodulated by the
emodulator 10218 ‘codd by the Manchester coding method, the SPU

103 Hegodes ithezManehester Loaed cammancen e brsisfoha elaskal
signal supplied from a phase locked loop (PLL) (not shown), and

CogtigpTiesthé e coticbhcorhfdind b e controller 104. The SPU

The IC card 12 includes an antenna 101, a demodulator
102, an SPU 103, a controller 104, a read only memory (ROM)
105, a random access memory (RAM) 106, a memory 107, a table
stofage unit 108, an oscillation circuit 109, the modulator
110, and a power generator 111.

The antenna 101 receives a command sent from the
reader/writer 11 and supplies the received command to the
demodulator 102. The antenna 101 also sends data supplied
from the modulator 110 to the reader/writer 11 by wireless
communication. That is, the antenna 110 radiates radic
waves for transmitting data supplied from the modulator 110.
In the antenna 110, resonance occurs by the radio waves
having a predetermined frequency radiated from the
reader/writer 11 to generate an electromotive force.

The demodulator 102 demodulates a command supplied from
the antenna 101 according to a demodulation method

asscciated with the modulation method of the modulator 34 of
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103 also codes data supplied from the controller 104 according to a
predetermined coding method and supplies the coded data to the
modulator 110. For example, the SPU 103 codes the data supplied form
the controller 104 by the Manchester coding method and supplies the
coded data to the modulator 110. The controller 104 executes various
commands supplied from the SPU 103. The controller 104 includes a
determining unit 131, an encryption unit 132, and a decryption unit 133.
The determining unit 131 determines on the basis of a lifecycle stage
thablecanit a/conmandiablerstpred)in thed 29:iahle storage unrihd881ated
whether a command supé)lied from the SPU 103 is a command that can

CHEERELHted e fIbCER: stdge ortrERE Tardne. JrRIFEeRde B1dGE
adiiedndieics ellieXa - S gL IP I oA foblT Pmingas able

cates commands that can be execute car In each
rdifedyetel stage ehthealt: earch12 oDetgilpehthedifesycle stagetable and
the command table are given below. If the command supplied from the
defsgUieR s M dB B s s aRBeRE it Be @RaRd frrthehaurbéit
1dggcycle stage of the IC card 12, the controller 104 executes the
command from the SPU 103. In contrast, if it is determined that the

comraand supplied frasthe CRI4 183isa0l asegpmangd thakcambe

executed in the current lifecycle stage of the
demodulator 102 according to a predetermined method and
supplies the decoded command to the controller 104. If, for
example, the command demodulated by the demodulator 102 is
coded by the Manchester coding method, the SPU 103 decodes
the Manchester coded command on the basis of a clock signal
supplied ffﬁm a phase locked loop (PLL) {not shown), and
supplies the decoded command to the controller 104. The SPU
103 also codes data supplied from the controller 104
according to a predetermined coding method and.supplies the
coded data to the modulator 110. For example, the SPU 103
codes tﬁe data supplied form the controller 104 by the
Manchester coding method and supplies the coded data to the
modulator 110.

The controller 104 executes various commands supplied

from the SPU 103. The controller 104 includes a determining
unit 131, an encryption unit 132, and a decryption unit 133.

The determining unit 131 determines on the basis of a

lifecycle stage table and a command table stored in the
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IC card 12, the controller 104 does not execute that command. For
example, in response to a mutual authentication command from the SPU
103, the controller 104 executes that command. In this case, the
encryption unit 132 encrypts data, such as random numbers or a time
stamp, required for conducting mutual authentication by using an
authentication key recorded in the memory 107. The controller 104 then
supplies the data encrypted by the encryption unit 132 to the SPU 103.
The controller 104 also controls the memory 107 in accordance with a

tebbhynandsupplied fromdbenwsRYHEGS 10 emgean S0 @sppiiate favervwiie)
the data recorded in the memory 107. If the data contained in a command

SBppfidd ¥orf thersiewd 03 Rterf@yptedl By areaeiemihbs ehbfgstist e

m Qogl deﬁy '% up' ~133 decrypts the data by using an
® au hent'lfc;?%ﬁ key %Lcc?%de in the memory 107 by a decryption method

assorisied il {he enengiiontaetizod ndbeconirotiee 104 thegsupplies
the data decrypted by the decryption unit 133 to the memory 107 if
striessafy. ththel Gata ednidined The conmEd SabpirdiieiraeesPu

103 is not_encrypted, the decryption.unit 133 daes not degrypt the data.
CQFHE&%%UB grE 1£? %oﬁﬁo?sxt%%gt%%%e 2%%388 uﬁgﬁt 168 %o%gpdg?e he
1iifeeyaie stage drble Stangd indhedakler storagetiit 108 .£f +ioe examypiocle

the controller 104 performs the zeroth-order issue operation by executing
stipge table and the command table are given below.

If the command supplied from the SPU 103 is found to be
a command that can be executed in the current lifecycle
stage of the IC card 12, the controller 104 executes the
command from the SPU 103. In contrast, if it is determined
that the command supplied form the CPU 103 is not a command
that can be executed in the current lifecycle stage of the
IC card 12, the controller 104 does not execute that command.

For example, in response to a mutual authentication
command from the SPU 103, the controller 104 executes that
command. In this case, the encryption unit 132 encrypts
data, such as random numbers or a time stamp, required for
conducting mutual authentication by using an authentication
key recorded in the memory 107. The controller 104 then
supplies the data encrypted by the encryption unit 132 to
the SPU 103.

The controller 104 also controls the memory 107 in

accordance with a command supplied from the SPU 103 to erase
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zeroth-order issue command, it controls the table storage unit 108 to
update the lifecycle stage table to indicate that the current lifecycle stage
is the zeroth-order card- issued stage. The controller 104 reads a program
recorded in the ROM 105 if necessary, and executes the read program.
The controller 104 supplies data to the RAM 106 if necessary, and also
obtains data temporarily stored in the RAM 106. The ROM 105 records
programs and data needed for the controller 104 to execute various items
of processing. The ROM 105 supplies the recorded programs and data to

otheupdh teoniselardidchhe RAM-KIS terpporadly storesdatathatjs being

used when the processing is in progress by the controller 104, and also
supplids thta dafradanmite REM 106 to dwucont offeppdi e®hé ety

8%871%% enon-volatile me ozgy, SUChe%S a flash memory, an electricallg/od'

Erasabie broGrETAMALTS réXd ity FREOrMEERRGf YR t1on met
cmagneterasisthie andom agcass pemonHYRAMY, arafgraglestric

random access memory (FeRAM), and records various types of data,
ayliblerki sehditeiata reche dedt inthdreaderhmitet 41. Bheamemory

107 alsq records authentication keys used for conducting mutual
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TRONND|HSITEMAY4 then supplies the data decrypted by the
decryption unit 133 to the memory 107 if necessary. If the
data contained in a command supplied from the SPU 103 is not
encrypted, the decryption unit 133 does not decrypt the data.

The controller 104 controls the table storage unit 108
toc update the lifecycle stage table stored in the table
storage unit 108. If, for example, the controller 104
performs the zeroth-order issue operation by executing the
zeroth-order issue command, it controls the table storage
unit 108 to update the lifecycle stage table to indicate
that the current lifecycle stage is the zeroth-order card-
issued stage.

The controller 104 reads a program recorded in the ROM
105 if necessary, and executes the read program. The
controller 104 supplies data to the RAM 106 if necessary,
and also obtains data temporarily stored in the RAM 106,

The ROM 105 records programs and data needed for the
controller 104 to execute various items of processing. The

ROM 105 supplies the recorded programs and data to the
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for example, a flash memory, an EEPROM, an MRAM, or a FeERAM, and
stores the lifecycle stage table and the command table. The table storage
unit 108 updates the lifecycle stage table under the control of the
controller 104. The oscillation circuit 109 generates a clock signal having
the same frequency as that of a command received by the antenna 101,
and supplies the generated clock signal to the modulator 110. The
oscillation circuit 109 has, for example, a built-in PLL circuit, to generate a
clock signal having the same frequency as that of the command. The
cmedyatarl i generates a carrier wave on the basis - 32 of the clock
signal having a predetermined frequency supplied from the oscillation

circURMEORAThd Afodidarrra 1d Ie s ooddagatdatehaipplie dofedmahesed

SPU 103 according to a predetermined method on the basis of the ¢arrier

e Sl SABL e od Ml PAERTD b SREnMa P i 102

amaodulatorsL) pesformst forxnaple; A anedulation, e thedata
coded by the Manchester coding method supplied from the SPU 103, and

cephrslthermdbdlated data to the reader/writer 11 via the antenna 101.
The modulator 110 may.turn ON or OFF g predetermined switching

devit&nBEBRSWnY 907?th5 B YUphea for RE™SBYr 163nd Eofinects
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switching device is ON to change the load of the antenna 101. The
orASKremdulateBRRREM) , a magnetoresistive random access

memory (MRAM), or a ferroelectric random access memory
{FeRAM), and records various types of data, such as
gsensitive data, to be sent to the reader/writer 11. The
memory 107 also records authentication keys used for
conducting mutual authentication with the reader/writer 11.

The table storage unit 108 is a non-volatile memory,
for example, a flash memory, an EEPROM, an MRAM, or a FeRAM,
and stores the lifecycle stage table and the command table.
The table storage unit 108 updates the lifecycle stage table
under the control of the controller 104.

The oscillation circuit 109 generates a clock signal
having the same freguency as that of a command received by
the antenna 101, and supplies the generated clock signal to
the modulator 110. The oscillation circuit 109 has, for
example, a bullt-in PLL circuit, to generate a clock signal
having the same frequency as that of the command.

The modulator 110 generates a carrier wave on the basis
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is then sent to the reader/writer 11 via the antenna 101 by a change in
the load of the antenna 101. More specifically, the ASK-modulated data
changes the terminal voltage of the antenna 36 of the reader/writer 11.
The power generator 111 generates DC power on the basis of the AC
electromotive force generated in the antenna 101 and supplies the
generated DC power to the individual elements of the IC card 12. A
description is now given, with reference to the flowchart of Fig. 6, of
command sending processing by the reader/writer 11. - 33 In step 511,

othereadariwiiteriLh sengs andreceiuas; data. suchasrandom numbers,
if necessary, to conduct mutual authentication with the IC card I2. The

sypadégdrifarom thadassimlabdlcauthenticationlby usirthefanekabspler
1]s§¥rr11: etric egcr ption algorithms defined in International Or%anization for
t

andariPREoH e Sl SERRroteeHried EBmmitick dserpsping
D DG2and-dananese pdHskial StandardsJLS) ¥50p8-2. 49 this £a58y e,

the reader/writer 11 encrypts or decrypts data to be sent or received by
angsiggerpredetdrimineddalitientication key whichda preset foéthe datseto
be accessed or the command to be executed by the IC card 12. If the

mo&m’@lﬁ%eéﬁcqe%‘?&&é’ Bitfie € TafdFaBhE the APRMIPAIL AL iHipmeRt the
datageidheslisresahelagecBer coding method supplied from the

SPU 103, and sends the modulated data to the reader/writer
11 via the antenna 101.

The modulator 110 may turn ON or OFF a predetermined
switching device (not shown) for the data supplied from the
SPU 103, and connects a predetermined load in parallel with
the antenna 101 only when the switching device is ON to
change the load of the antenna 101. The ASK-modulated data
is then sent to the reader/writer 11 via the antenna 101 by
a change in the load of the antenna 101. More specifically,
the ASK-modulated data changes the terminal voltage of the
antenna 36 of the reader/writer 11.

The power generator 111 generates DC power on the basis
of the AC electromotive force generated in the antenna 101
and supplies the generated DC power to the individual
elements of the IC card 12.

A description is now given, with reference to the

flowchart of Fig. 6, of command sending processing by the

reader/writer 11.
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reader/writer 11 does not conduct mutual authentication. If the IC card 12
is not authenticated as an authorized IC card as a result of the mutual
authentication, the command sending processing is terminated. After
establishing mutual authentication, in step 512, the controller 31
generates various commands for executing predetermined types of
processing and supplies the generated commands to the SPU 33. More
specifically, in step S12, the controller 31 generates, for example, a
zeroth-order issue command, an all reset command, and a terminate

commgangt @pdssuppliesdhean i r ddrihe-3Pih 33 dhevalidisceive s
commands generated by the controller 31, data required for executing

daftdse eBRIMATdS arostoreifaietessanea SR 513, ite SPUYWRBtcodes

the commands supplied_from the controller 31 by a pregetermined coding
m“}ﬁgﬁ‘%f %ngerslﬁﬁé) ésl e "c‘rgé(}eld%%?nr%n&g%i t?ilLe;El modutitor 34. More

r&pesHically riarstep ohdhe &P Hiddcades the-eemmands, sppisd-fom

_the controller 31 by, for example, the Manchester coding method, and
fappphiesrRe cotFanmrarstoy e nodulator Buhins st Snadthan

dulatar 34 modulates the. d lied from the, SPU 33 and
e B Mo AR E8mHAAS o ThE AR A 36: £ BRaRga oL

£18eR &dde e modulaim. 34 snedul aiestheregmanands suppliesh ffamethe
SPU 33 on the
Industrial Standards (JIS) X5056-2.

In this case, the reader/writer 11 encrypts or decrypts
data to be sent or received by using a predetermined
authentication key which is preset for the data to be
accessed or the command tc be executed by the IC card 12.

If the current lifecycle stage of the IC card 12 is the
manufacturer shipment stage or the disposal stage, the
reader/writer 11 does not conduct mutual authentication. If
the IC card 12 is not authenticated as an authorized IC card
as a result of the mutuwal authentication, the command
sending processing is terminated.

After establishing mutual authentication, in step S12,
the controller 31 generates various commands for executing
predetermined types of processing and supplies the generated
commands to the SPU 33.

More specifically, in step S12, the controller 31

generates, for example, a zeroth-order issue command, an all

reset command, and a terminate command, and supplies them to
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basis of a carrier wave having a predetermined frequency, for example,
13.56 MHz, corresponding to the clock signal supplied from the oscillation
circuit 35, and supplies the modulated commands to the antenna 36.
More specifically, in step 514, the modulator 34 modulates the commands
by, for example, the ASK method, the phase shift keying (PSK) method,
or a frequency shift keying (FSK) method, and supplies the modulated
commands to the antenna 36. In step 515, the antenna 36 sends the
commands supplied from the modulator 34 to the IC card 12 by wireless

tRe _§?ﬂ“@QDicaﬁﬁntN@@%ﬁE%‘&ﬂﬁh&t&Q e dhe Attenia 36
radiates radio waves for transmitting the command from the modulator
c@dt Fhbleomaiandsdrdingprocedsifglis ¢hedudoimpletéd.da thisumamher,

the reader/writer 11 generates commands and sends the generated

2EBnhanas td thEFET8Fa % by wireless communication. Command

execyitionqugeassingpesfamed By thads catd L2-4snaw-desgribedt o
below with reference to the flowchart of Fig. 7. In step 531, the IC card 12

f sendstand-redeives] datas 1stich aspaadetrenurbeds, dbdéogssayhtod, and
conduct mutual authentication with the reader/writer 11. More specifically,
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specifically, in step S13, the SPU 33 codes the commands
supplied from the controller 31 by, for example, the
Manchester coding method, and supplies the coded commands to

the modulator 34.

In step S14, the modulator 34 modulates the commands
supplied from the SPU 33 and supplies the modulated commands
to the antenna 36. For example, in step S14, the modulator
34 modulates the commands supplied from the SPU 33 on the
basis of a carrier wave having a predetermined frequency,
for example, 13.56 MHz, corresponding to the clock signal
supplied from the oscillation circuit 35, and supplies the
modulated commands to the antenna 36.

More specifically, in step S14, the modulator 34
modulates the commands by, for example, the ASK method, the
phase shift keying (PSK) method, or a frequency shift keying
{(FSK} method, and supplies the modulated commands to the
antenna 36.

In step S15, the antenna 36 sends the commands supplied

from the modulator 34 to the IC card 12 by wireless
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with the reader/writer 11 by using, for example, symmetric encryption
algorithms defined in ISO/IEC9798-2 and JIS X5056-2. In this case, the
IC card 12 encrypts or decrypts data to be sent or received by using a
predetermined authentication key, which is preset for the data to be
accessed or the command to be executed. If the current lifecycle stage of
the IC card 12 is the manufacturer shipment stage or the disposal stage,
the IC card 12 does not conduct mutual authentication. If the reader/writer
11 is not authenticated as an authorized reader/writer as a 36 result of

s ivalayhentigaton. dhe Gammand exeeUtion, PraGessing s antenna

terminated. After establishing mutual authentication’in step 531, in step
3832 athenéintenmadli@l veceives commandssent frgnttie ceaderidriferoinl

and supplies the received commands to the demodulator 102. In step
t§§31,“ﬁfzﬂéléﬁfb’au?aﬁor 18D & TBtaRde S B iCmMENDS TeEBR etthy &

c8RjsNa 401 by using a demodulation method associated with the
modulation method of the modulator 34 of the reader/writer 11 (Fig. 4),
and Suppltess thedeagdulatedreamerainds teethelSPYeh@tdtesiepdaddsnds
the SPU 103 decodes the commands supplied from the demodulator 102

2By R§RG R FSCodRGTreHY GeeBRREEd WRththe cHding RiethédRdf the
wf%gié%%og unication.

Command execution processing performed by the IC card
12 is now described below with reference to the flowchart of
Fig. 7.

In step S$31, the IC card 12 sends and receives data,
such as random numbers, 1f necessary, to conduct mutual
authentication with the reader/writer 11. More specifically,
in step 531, the IC card 12 conducts mutual authentication
with the reader/writer 11 by using, for example, symmetric
encryption algorithms defined in ISO/IEC9798-2 and JIS
25056—2.

In this case, the IC card 12 encrypts or decrypts data
to be sent or received by using a predetermined
authentication key, which is preset for the data to be
accessed or the command to be executed. If the current
lifecycle stage of the IC card 12 is the manufacturer
shipment stage or the disposal stage, the IC card 12 does
not conduct mutual authentication. If the reader/writer 11

is not authenticated as an authorized reader/writer as a

- 36 -



reader/writer 11 (Fig. 4), and supplies the decoded commands to the
controller 104. In step 535, the determining unit 131 of the controller 104
determines by referring to the lifecycle stage table stored in the table
storage unit 108 whether the current lifecycle stage of the IC card 102 is
the manufacturer shipment stage. The table storage unit 108 stores a
lifecycle stage table, such as that shown in Fig. 8. The lifecycle stage
table includes flags indicating the individual lifecycle stages of the IC card
12. - 37 More specifically, the lifecycle stage table includes a flag

rassoeiated with thermanufagtHesitshipmat stags: a-flag-assaciatedwyith

the zeroth-order card-issued stage, a flag associated with the primary
PEafGSSI ét%\g‘éGEHfPefga%@ociated with the secondary card-issued

stage.and a fl lated Wi ht edls 0sal stage, The flag et to%
for e%‘g?npe %% |ca?es ﬂ?atnfﬁe currén l‘eecl):/cl%gJ ge oﬁ‘he eard 12

ifs thestage ,aﬁélaé%@%%th?@ﬂaﬁea'&wé%g resetiebe, fmexarpleine

0, indicates that the current lifecycle stage of the IC card 12 is not the
repdge Assbtrred WitnfhasHiapl irethe lifecyelesstigd taisiemaniysorie flagss
d %?édagg tthe f%r:;;gr four flags are reset. In the lifecycle stage table shown

In step 533, the demodulator 102 demodulates the
commands received by the antenna 101 by using a demcdulation
method associated with the modulation method of the
modulator 34 of the reader/writer 11 (Fig. 4), and supplies
the demodulated commands to the SPU 103.

In step S$34, the SPU 103 decodes the commands supplied
from the.demodulator 102 by using a decoding method
associated with the coding method of the SPU 33 of the
reader/writer 11 (Fig. 4), and supplies the decoded commands
to the controller 104.

In step 835, the determining unit 131 of the controller
104 determines by referring to the lifecycle stage table
stored in the table storage unit 108 whether the current
lifecycle stage of the IC card 102 is the manufacturer
shipment stage.

The table storage unit 108 stores a lifecycle stage
table, such as that shown in Fig. 8.

The lifecycle stage table includes flags indicating the

individual lifecycle stages of the IC card 12.
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associated with the manufacturer shipment stage is set to be 1, and the
other flags associated with the zeroth-order card-issued stage, the
primary card-issued stage, the secondary card-issued stage, and the
disposal stage are reset to be 0. Accordingly, the lifecycle stage table
shown in Fig. 8 indicates that the current lifecycle stage of the IC card 12
is the manufacturer shipment stage. Referring back to the description of
the flowchart of Fig. 7, in step S35, the determining unit 131 of the
controller 104 determines by referring to the lifecycle stage table shown in
Fig. whetbpethercurent/ljfegyele;-138 stage ofthgdCieardd 2iigdh8des a
manufacturer shipment stage. In this case, since the flag corresponding
Hg the rfmvifataiershipnidin stagefeseukebe Ihitrthenitecfcigsstageflag

agaslglgish]g)w ‘iqn El'1gt the dJ(_;:-t rmining unit 131 determjnes that the
curren |?ecyce stageeofzt%eq card” 12 iSthe ThERIfAE tlfrté?gﬁi'prﬁehc‘tlag

a Staga aHRi Pragessthendyroageds o sten $364a whishdhe ACreard 12
performs command execution processing in the manufacturer shipment
aggRge.aksough detdils areasivda belowridrthescmrineinbexesntior flag

rocessing in the manufacturer shipment stage in step 836, among the
a%%?ﬁr%aa%%% Slipplie ?f?orajtﬁg%ﬁﬂ% 9F9Re IC card 12 executes only the

commands hiat £ap heexecutedrinthamanufactuiglshipment siage bye
referring to the
current lifecycle stage of the IC card 12 is the stage
associated with that flag. The flag reset to be, for
example, 0, indicates that the current lifecycle stage of
the IC card 12 is not the stage associated with that flag.

In the lifecycle stage table, only one flag is set, and
the other four flags are reset.

In the lifecycle stage table shown in Fig. 8, the flag
associated with the manufacturer shipment stage is set to be
i1, and the other flags associated with the zeroth-order
card-issued stage, the primary card-issued stage, the
secondary card-issued stage, and the disposal stage are
reset to be 0. Accordingly, the lifecycle stage table shown
in Fig. 8 indicates that the current lifecycle stage of the
IC card 12 is the manufacturer shipment stage.

Referring back to the description of the flowchart of
Fig. 7, in step S35, the determining unit 131 of the
controller 104 determines by referring to the lifecycle

stage table shown in Fig. 8 whether the current lifecycle
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command table stored in the table storage unit 108. In this case, the table
storage unit 108 stores a command table, such as that shown in Fig. 9.
The command table indicates commands that can be executed in each
lifecycle stage of the IC card 12. More specifically, the command table
indicates that the commands that can be executed in the manufacturer
shipment stage are a tracking command and the zeroth-order issue
command. The tracking command is a command for sending the
manufacturer number, which serves as information for specifying the card

s fRreufaetuige manwastured the |eearg 4d; £239% weeerdeshipnbad Ctalde .
12 to the reader/writer 11 by wireless communication. The command
tablelalishadicatesihat thecomahids swhithrear pedivetuted ihthe

zerqth-grder card-issued stage are the mutual authentication ¢ and

B b TRE ring et Bhrkahl, AR cARGyCLe

staRMeads Whighwaan beraxpcuted i the prigary cand-isstiad stage are
the mutual authentication command, the all reset command, and the

dejeeoniansissuetcdmmantl Similally fieycdmndreditabdd indieates thard
the commands which can be executed in the secondary card-issued

1atdGe BPE tREPURSH BoferitiRBR Tonihafa: the all reset command, the
dataygseb sepunand na regwar opgration cemang andthe ternpinate ¢

command.
card 12 performs command execution processing in the
manufacturer shipment stage.

Although details are given below, in the command
execution processing in the manufacturer shipment stage in
step 536, among the commands supplied from the SPU 103, the
IC card 12 executes only the commands that can be executed
in the manufacturer shipment stage by referring to the
command table stored in the table storage unit 108.

In this case, the table storage unit 108 stores a
command table, such as that shown in Fig. 9. The command
table indicates commands that can be executed in each
lifecycle stage of the IC card 12.

More specifically, the command table indicates that the
commands that can be executed in the manufacturer shipment
stage are a tracking command and the zeroth-order issue |
command. The tracking command is a command for sending the

manufacturer number, which serves as information for

specifying the card manufacturer manufactured the IC card 12,
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The regular operation command is a command for executing processing
required for a user to receive services by a service provider. The IC card
12 executes the regular operation command to, for example, record data,
such as user personal information, in the memory 107 or reading the user
personal information from the memory 107 and sending it to the
reader/writer 11 by wireless communication. The command table also
indicates that there is no command that can be executed in the disposal
stage. That is, when the current lifecycle stage of the IC card 12 is the

réisppaabstage; the ¢ casdd 2does nehexeelgany.camarand. 140
Accordingly, in step S36, the IC card 12 executes only the tracking

wigmbessd eprmazersthionler issue command among the commands
suppg d from thegPUb]:LOS. Iflit IS degfrmined in gg % 5 that the cg;yrrent
D RE YR 2R R SFTHENT Sabe Hie (TBERES

lifecyc éas%ge Aot B8 ifa

wRiQgeedmioalen:330clasten 33 the doternaiping. unibBL o6ty stage
controller 104 determines whether the lifecycle stage is the zeroth-order

agard-issuedtstagediyt heferiing to ohe difeeyetalstaipctableastored ictheand,
taple. storage unit 108, such as that shown in Fig. 8. If the flag

286 reBoRE theSs T SPHER Car B RSs UtPStabBYs SEFRsBEs Whéch
caetyrmigina-uritd 31, detrmipes dhat thelifecyde stpgg s vre the

zeroth-order card-issued stage. If the flag corresponding to the zeroth-
mutual authentication command, the all reset command, and
the secondary issue command.

Similarly, the command table indicates that the
commands which can be executed in the secondary card-issued
stage are the mutual authentication command, the all reset
command, the data reset command, a regular operation command,
and the terminate command.

The regular operation command is a command for
executing processing required for a user to receive services
by a service provider. The IC card 12 executes the regular
operation command to, for example, record data, such as user
personal information, in the memory 107 or reading the user
personal information from the memory 107 and sending it to
the reader/writer 11 by wireless communication.

The command table also indicates that there is no
command that can be executed in the disposal stage. That is,
when the current lifecycle stage of the IC card 12 is the

disposal stage, the IC card 12 does not execute any command.
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order card-issued stage is reset to be 0, the determining unit 131
determines that the lifecycle stage is not the zeroth-order card-issued
stage. If the lifecycle stage is found to be the zeroth-order card-issued
stage in step 537, the process proceeds to step S38 in which the IC card
12 performs the command execution processing in the zeroth-order
card-issued stage. The command execution processing is then
completed. Although details are given below, in the command execution
processing in the zeroth-order card-issued stage, the IC card 12 executes

only fie-commands thal canpesAd, exgcuted ipthg ze5o0li:ardere < oniy

card-issued stage among the commands supplied from the SPU 103 by
thefetrrgto the commandotabtdstoredant the tatile stomge uritt88d among
Accordingly, if the table storage unit 108 stores the command table

CRROGAMFIG S0 SHRPHE 8drd 19 XdtiteE BnP fhe tracking command or

the primary isgugcooymand.amang.dhe commands syppligd.ramthe
SPU 103 in step S38. If it is determined in step S37 that the lifecycle

1 sfageyisleotthegeroth-ocdettardrissudd stagss theprosess proageds the
step S39. In step 539, the determining unit 131 determines whether the

PERAEHT IRISERESRg s TheP primary ciid- kR Sstige iereief figiideg
ulifecyela sfage fableciiored inthe bl siarage it 18%.sueh g, dhat

shown in Fig. 8.
lifecycle stage is the zeroth-order card-issued stage by

referring to the lifecycle stage table stored in the table
storage unit 108, such as that shown in Fig. 8.

If the flag corresponding to the zeroth-order card-
issued stage is set to be 1, the determining unit 131
determines that the lifecycle stage is the zeroth-order
card-issued stage. If the flag corresponding tc the zeroth-
order card-issued stage is reset to be 0, the determining
unit 131 determines that the lifecycle stage is not the
zeroth-order card-issued stage.

If the lifecycle stage is found to be the zeroth-order
card~issued stage in step $37, the process proceeds to step
538 in which the IC card 12 performs the command execution
processing in the zeroth-order card-issued stage. The
commeand execution processing is then completed.

Although details are given below, in the command
execution processing in the zeroth-order card-issued stage,

the IC card 12 executes only the commands that can be
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If the flag corresponding to the primary card-issued stage is set to be 1,
the determining unit 131 determines that the lifecycle stage is the primary
card-issued stage. If the flag corresponding to the primary card-issued
stage is reset to be 0, the determining unit 131 determines that the
lifecycle stage is not the primary card-issued stage. If the lifecycle stage is
found to be the primary card- issued stage in step S39, the process
proceeds to step S40 in which the IC card 12 performs command
execution processing in the primary card-issued stage. The command

eRXBGHHAN DROGERSING io then carplelety = 4dsMhoyah detallsate giuen
below, in the command execution processing in the primary card-issued
cerigadhesiraicd 2o uias oRPtheomvharosibrat eantise Bkecuted

in the primary card-issued stage a the commands supplied from the
O LY 151aR G 5 (15 ol AP B SR e (AL storage
unit 488 cAeeoKgingly; if the dablessterage waikd O8rtereshes copnante

table shown in Fig. 9, the IC card 12 executes only the all reset command

coihadcoohdansizeve dommiand amdie tHE comrdands suppliée fromly
the SPU 103 in step S40. If it is determined in step S39 that the lifecycle
Chg o GEISHOPIh RN RFd 08T SBYEY tHe BRSc ST BrSh SRORT s e

ccitrblaSteRsls dbe gelarmpining ot 1@ determipes yhether the
lifecycle stage is the secondary

If it is determined in step S37 that the lifecycle
stage is not the zeroth-order card-issued stage, the process
proceeds to step $39. In step $39, the determining unit 131
determines whether the current lifecycle stage is the
primary card-issued stage by referring to the lifecycle
stage table stored in the table storage unit 108, such as
that shown in Fig. 8.

If the fiag corresponding to the primary card-issued
stage is set te be 1, the determining unit 131 determines
that the lifecycle stage is the primary card-issued stage.
If the flag corresponding to the primary card-issued stage
is reset to be 0, the determining unit 131 determines that
the lifecycle stage is not the primary card-issued stage.

If the lifecycle stage is found to be the primary card-
issued stage in step S$39, the process proceeds to step 540
in which the IC card 12 performs command execution

processing in the primary card-issued stage. The command

execution processing is then completed.
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card-issued stage by referring to the lifecycle stage table stored in the
table storage unit 108, such as that shown in Fig. 8. If the flag associated
with the secondary card-issued stage is set to be 1, the determining unit
131 determines that the lifecycle stage is the secondary card-issued
stage. If the flag associated with the secondary card-issued stage is
reset to be 0, the determining unit 131 determines that the lifecycle stage
is not the secondary card-issued stage. If the lifecycle stage is found to be
the secondary card-issued stage in step S41, the process proceeds to

step x14%, 034 inerhish the G cardd pRYeAMS the commanghgxgeution

in the secondary card-issued stage. The command execution processing
epeHiehLcompleted sAlthgugh detsileariengivendsetdwi Asthedcarnagand the

xecution processing in step S42, among the commands supplied from
IEeheC%E%ql%s?ﬁ?eC}tfg%ar&& YeXdtuteS BT e LSRR that e4RbE-ed

1 gxeguteskindhe secondary. cardrissuect stage.byseferdngtathe CQ%%B@@Qd

table stored in the table storage unit 108. If the table storage unit 1
f seresithe B damble: Showimin Eig. thén stepns4a, theolecath4a2d in
executes ontlé?the all reset command, the data reset command, the
i

Eh&q iR LS p &Rt D N $hd the terminate command among the
ComﬂﬁﬁE¥H$ﬂ§¥§¥1EQ”E%EE%gﬁhéoétorage unit 108 stores the

command table shown in Fig. 9, the IC card 12 executes only
the all reset command or the secondary issue command among
the commands supplied from the SPU 103 in step $40.

If it is determined in step S$39 that the lifecycle
stage is not the primary card-issued stage, the process
proceeds to step S41. In step S41, the determining unit 131
determines whether the lifecycle stage is the secondary
card-issued stage by referring to the lifecycle stage table
stored in the table storage unit 108, such as that shown in
Fig. 8.

If the flag associated with the secondary card-issued
stage is set to be 1, the determining unit 131 determines
that the lifecycle stage is the secondary card-issued stage.
If the flag associated with the secondary card-issued stage
is reset to be 0, the determining unit 131 determines that
the lifecycle stage is not the secondary card-issued stage.

If the lifecycle stage is found to be the secondary

card-issued stage in step S41, the process proceeds to step
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If it is determined in step S41 that the lifecycle stage is not the secondary
card-issued stage, it means that the lifecycle stage is the disposal stage,
and the IC card 12 does not execute any command. Then, the command
execution processing is terminated. In this manner, the IC card 12
receives the commands from the reader/writer 11 and executes them. As
described above, by executing only the predetermined commands in
each lifecycle stage of the IC card 12, the tampering or leakage of data or
information can be prevented. A description is now given, with reference

siethe, 44 dpwehartef Eig. 40, of the commang exegution pragessing in

the manufacturer shipment stage in step S36 in Fig. 7. In step S61, the
idetérmininpodi 13 1eittie icontralles t 304 detdiinesmietierthecution
command supplied from the SPU 103 is a tracking command. If the

PEBfAfTHaNds Y6urd B8 bE FREIGTy command in step 561, the process
procgeds o sieri«rad since e racking command inthe manufagturer

shipment stage can be executed. In step 562, the controller 104
exxectiesthertraelkingropnimande M Grézspesifically: estepmbéRd the
controller 104 obtains the manufacturer number recorded in the memorﬁ
(=]

SURp dfd stpfleS o TRE S98- 103 anvFendhEL Ul RRSAYeRS seiyeoft
cdhfdbcardy1 is he manufachiren shipragat ags,, 'awh%aman%a%@

number, which serves as information for specifying the car
stage by referring to the command table stored in the table
storage unit 108,

If the table storage unit 108 stores the command table
shown in Fig. 9, in step S42, the IC card 42 executes only
the all reset command, the data reset command, the regular
operation command, and the terminate command among the
commands supplied from the SPU 103,

If it is determined in step S41 that the lifecycle
stage is not the secondary card-issued stage, it means that
the lifecycle stage is the disposal stage, and the IC card
12 does not execute any command. Then, the command
execution processing is terminated.

In this manner, the IC card 12 receives the commands
from the reader/writer 11 and executes them.

As described above, by executing only the predetermined
commands in each lifecycle stage of the IC card 12, the
tampering or leakage of data or information can be prevented.

A description is now given, with reference to the
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manufacturer manufactured the IC card 12, is recorded, as shown in Fig.
11, in the memory 107. In addition to the manufacturer number, another
information, for example, the date on which the IC card 12 was
manufactured, may be recorded. In step S63, the SPU 103 codes the
manufacturer number supplied from the controller 104 according to a
predetermined coding method, for example, the Manchester coding
method, and supplies the coded manufacturer number to the modulator
110. In step 564, the modulator 110 modulates the - 45 manufacturer
£2UMBRLSuURpHedfrom 4he SRUIA3 and supplieg themogulated. i ne in
manufacturer number to the antenna 101. More specifically, in step 563,

tie modufator di@mebijaies the tmamufactaternsBbed acadrdingrto the
ASK modulation method based on the carrier wave generated from the

clockSighaFRupplied FRsmIRE URiRt M &Rtk 169, &t $lispireanthecl ler
10wdidated manufagturernurpber fa the A 19LdnsIER S8p B8y 103

t
antenna 101 sends the modulated manufacturer number supplied from
i thes modudatordl Ibtaridwed reader/white rebidhsntor exampledtiraasmitiag
radio waves, by wireless communication. The command execution

LHrGES SN GORMABA cbiinREERY. 190en FeEeirRaBEsmBRafRRAGer FRINSHER
&8Nt from the IC @%éégngﬂ%5%%%%}?r&%@%ﬁﬂ%&%me@a@ﬂ@&%ﬁ?{

source of the IC car )
stage can be executed. 1In step S62, the controller 104

executes the tracking command. More specifically, in step
562, the controller 104 obtains the manufacturer number
recorded in the memory 107 and supplies it to the SPU 103.

When the current lifecycle stage of the IC card 12 is
‘the manufacturer shipment stage, only the manufacture number,
which serves as information for specifying the card
manufacturer manufactured the IC card 12, is recorded, as
shown in Fig. 11, in the memory 107. In addition to the
manufacturer number, another information, for example, the
date on which the IC card 12 was manufactured, may be
recorded.

In step 563, the SPU 103 codes the manufacturer number
supplied from the controller 104 according to a
predetermined coding method, for example, the Manchester
coding method, and supplies the coded manufacturer number to
the modulator 110.

In step S64, the modulator 110 modulates the
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If it is determined in step S61 that the command supplied from the SPU
103 is not a tracking command, the process proceeds to step S66 to
determine whether the supplied command is a zeroth-order issue
command. If the supplied command is found to be a zeroth-order issue
command in step S66, the process proceeds to step S67 since the
zeroth-order issue command can be executed in the manufacturer
shipment stage. In step S67, the controller 104 executes the zeroth-order
issue command. More specifically, in step 567, the controller 104 supplies

mHifugaweeIDNURRSE LOBERIReY diy the 2Rrethordel 14 issie capynand

to the memory 107, and the memory 107 records the device ID number
threrepdulsd ddvivenDipginibee Is thenlie nubtberhmigqoe¢ommdl 8pecifyinge

the IC card 12. In step S68, the controller 104 sets an MF. More
SEEGUTLafy e QiniAieh 1o gendR @ dH MG HoRToRtee the

mEARgIRG data contained dp the ME, and sipplies the generated MEand

management information to the memory 107. The memory 107 then

bagcurdertheliMFeand fiver mmanegemeat iforimation. The managenménhal
informatjon includes information indicating the attributes of the MF, for

SERBMSE, thEhurbePSFOESHMPRFS Conidihed 4R theME SiPRLpeSeg e
nddR £oPURIIgE 104-suppligs ShiRpiRg keys+ aantained,inthgpgeroth-order

issue command to the memory
In step 565, the antenna 101 sends the modulated

manufacturer number supplied from the modulator 110 to the
reader/writer 11 by, for example, transmitting radio waves,
by wireless communication. The command execution processing
is then completed. Upon receiving the manufacturer number
sent from the IC card 12, the reader/writer 11 can check the
manufacturer source of the IC card 12.

If it is determined in step S$61 that the command
supplied from the SPU 103 is not a tracking command, the
process proceeds to step 566 to determine whether the
supplied command is a zeroth-order issue command.

If the supplied command is found to be a zeroth-order
issue command in step S66, the process proceeds to step S67
since the zeroth~order issue command can be executed in the
manufacturer shipment stage. In step 867, the controller
104 executes the zeroth-order issue command.

More specifically, in step S67, the controller 104

supplies the device ID number contained in the zeroth-order

- 46 -



107 as the authentication keys for the MF. The memory 107 records the
shipping keys as the authentication keys for the MF. The shipping keys
are authentication keys used for conducting mutual authentication when a
service provider to perform the primary issue operation operates the
reader/writer 11 to control the IC card 12 to execute a tracking command
or a primary issue command. In step S70, the table storage unit 108
updates the lifecycle stage table under the control of the controller 104 to
indicate that the current lifecycle stage is the zeroth-order card-issued

18'8ge- = 4dmMerespesificalhni-ten S 70, ihe table RINABE Uiy 108 g

resets the flag corresponding to the manufacturer shipment stage of the

thfecyeteistagéhablensiawnlie Fégr8 to be 0, and sets the flag
corre5ﬁonding‘ to the zeroth-order card-issued stage to be 1, thereby

updaliff tAEVHEE IE SEYRGEbIES THECCMnTRAPEXe SisHIBrdcR 3 is
sthen £empleted, \When,thg lifecycle stage is the zeroth-order card- issued

stage, the manufacturer number, for example, the device ID number, an

MF 154, stshiippify kepd, andta shippingdeysB aseaacarled, asrshown

in Fig. 12, in the memory 107. The MF 151 is the folder at the highest
SRS/l 2 hidtarthigarsitidtd an ddhtiss e BEfE 2531MReand

information for managing data contained in the MF, and
supplies the generated MF and management information to the
memory 107. The memory 107 then records the MF and the
management information. The management information includes
information indicating the attributés of the MF, for example,
the number of DFs and EFs contained in the MF.

In step 869, the controller 104 supplies shipping keys
contained in the zeroth-order issue command to the memory
107 as the authentication keys for the MF. The memory 107
records the shipping keys as the authentication keys for the
MF. The shipping keys are authentication keys used for
conducting mutual authentication when a service provider to
perform the primary issue operation operates the
reader/writer 11 to control the IC card 12 to execute a
tracking command or a primary issue command.

In step 870, the table stoiage unit 108 updates the
lifecycle stage table under the control of the controller
104 to indicate that the current lifecycle stage is the

zeroth-order card-issued stage.
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information for managing the data contained in the MF 151 is also
recorded in the memory 107. The memory 107 also records the shipping
key A and the shipping key B as authentication keys. Upon receiving a
mutual authentication command for sending a tracking command or a
primary issue command from the reader/writer 11, the IC card 12 in the
zeroth-order card-issued stage conducts mutual authentication with the
reader/writer 11 by using the shipping key A and the shipping key B.
Referring back to the description of the flowchart in Fig. 10, if it is

detemineddpester R66 hat thg commagnd,- 4@@%@&5%? (UN LN
103 is not a zeroth-order issue command, the command executio

1 pPocmssing i lmrnfihated-siness thenstippliecbcamamandhodanatbe r
executed in the manufacturer shipment stage. For example, if the

SRORRRRRd YiiedréMantiSPOYs isteesd iches phATERy issUBly. 8
£ §opMaNnddn steR 566, fhae [aygmand execytion progessing is t%%@ﬁ‘ﬁé%%ar

since the primary issue command is not'a command that can be execute
camdhe smandfactarer shipient stage: teihisupaanendhecontroler $04e

executes the tracking command or the zeroth-order issue command
STAFDIEACHBm tHE SPIPHO3NA SSHAEHBESh (AL BFSSRetUIting dhigthe
cdygdetermined commands that can be executed in the manufacturer

shipment
When the lifecycle stage is the zeroth~order card-

issued stage, the manufacturer number, for example, the
device ID number, an MF 151, a shipping key A, and a
shipping key B are recorded, as shown in Fig. 12, in the
memory 107,

The MF 151 is the folder at the highest layer in a
hierarchical structure. In addition to the MF 151, the
information for managing the data contained in the MF 151 is
also recorded in the memory 107.

The memory 107 alsc records the shipping key A and the
shipping key B as authentication keys. Upon receliving a
mutual authentication command for sending a tracking command
or a priméry issue command from the reader/writer 11, the IC
card 12 in the zeroth-order card-issued stage conducts
mutual authentication with the reader/writer 11 by using the
shipping key A and the shipping key B.

Referring back to the description of the flowchart in

Fig. 10, if it is determined in step S66 that the command
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stage of the IC card 12, the tampering or leakage of data or information
can be prevented. The command execution processing in the zeroth-order
card-issued stage in step S38 of Fig. 7 is discussed below with reference
to the flowchart of Fig. 13. In step S101, the determining unit 131 of the
controller 104 determines whether the command supplied from the SPU
103 is a tracking command. If the supplied command is found to be a
tracking command in step S101, the process proceeds to step S102 since
the tracking command can be executed in the zeroth-order card-issued

& and:he - 49 copfrolier;104 executes the tracking,command. Steps

° 02 through Slosein Fig. 13 are%simcflar?o %?exp%t 62t %uéﬁ'%%%,

coaspectivetyidn Fogmbd darc e explanatioodbetenf is thusemitied H it is
determined in step 5101 that the supplied command is not a tracking

S RFmMERE, PPl sigrerastanseh Srosieastathine viksther the
mMPQSQ&PWQH 'a&@rg@g@/ei_ssue command. If the supplied command

is found to be a primary issue command in step S106, the process

procEeds dasiel 5107 £sitee hempidmarsisspe cammand aaebery 103
. executed in the zeroth-order card-issued stage. In step 5107, the
1oriENEr 104RS et RESTIRE Prikfayassipamantnadad sNeke §pEeifithly, in

C§H385§“Q%é@%€£&¥9ﬂ%&%§§sing is terminated since the primary

issue command is not a command that can be executed in the
manufactur@r shipment stage.

In this manner, the controller 104 executes the
tracking command or the zeroth-order issue command supplied
from the SPU 103, |

As describe above, by executing only the predetermined
commands that can be executed in the manufacturer shipment
stage of the IC card 12, the tampering or leakage of data or
information can be prevented.

The command execution processing in the zeroth-order
card-issued stage in step S38 of Fig. 7 is discussed below
with reference to the flowchart of Fig. 13.

In step S101, the determining unit 131 of the
controller 104 determines whether the command supplied from
the SPU 103 is a tracking command. If the supplied command
is found to be a tracking command in step S101, the process
proceeds to step 5102 since the tracking command can be

executed in the zeroth-order card-issued stage, and the
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supplies the service provider keys, which serve as the authentication
keys, contained in the primary issue command to the memory 107. The
memory 107 then overwrites the stored authentication keys by the service
provider keys supplied from the controller 104. The service provider keys
are authentication keys used for conducting mutual authentication when
the service provider to perform the secondary issue operation operates
the reader/writer 11 to control the IC card 12 to execute an all reset
command, a secondary issue command, a data reset command, or a
clatyipate.command.e 30 J0 sigp $1Q8.hg sonlplisr 404 sets a DF.
More specifically, the controller 104 generafes a DF dependent on the
MF 15deprd $#HOEmationdghniidging daty contaired:insthe Diratd steps
supglies the generated DF and management information to the memory

S 967 HhRUABNINTY 107 FRATe67dS tht"DE hd rhAnagBett information.
edheamapagement -nfermatiqn includes theyauthentication keys for the DF

and information indicating the attributes of the DF, for example, the
ovenifiting of $heleladarcontained istee DR &1 prokibited or shepveedriting
of part of the data is permitted. In step 5109, the controller 104 sets an

CEERNGrd SRRt T HELOMr SRErEDA ge hRmBE A0 ESI S RRat £ O
s isferanationsfor manading daR.contgined inthe £F 80dang is a

primary issue command.

If the supplied command is found to be a primary issue
command in step S106, the process proceeds to step S107
since the primary issue command can be executed in the
zeroth-order card-issued stage. In step 5107, the
controller 104 executes the primary issue command.

More specifically, in step S$107, the controller 104
supplies the service provider keys, which serve as the
authentication keys, contained in the primary issue command
to the memory 107. The memory 107 then overwrites the
stored authentication keys by the service provider keys
supplied from the controller 104. The service provider keys
are authentication keys used for conducting mutual
authentication when the service provider to perform the
secondary issue operation operates the reader/writer 11 to
control the IC card 12 to execute an all reset command, a
secondary issue command, a data reset command, or a

terminate command.
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supplies the generated EF and management information to the memory
107. The memory 107 then records the EF and management information.
The management information includes the authentication keys for the EF
and information indicating the attributes of the EF, for example, the
overwriting of the data contained in the EF is prohibited or the overwriting
of part of the data is permitted. In step S110, the controller 104 supplies
the service provider number contained in the primary issue command to
the memory 107. The memory 107 then records the service provider

number. Fhe.sesvieg, prayiderpymbey is-infgumation.- 21pfer spesifying

the service provider to perform the primary issue operation. In step 5111,
sHssidblestdragetinit $08uplates tidifeeycie stage tabile udeestikient on

control of the controller 104 to indicate that the current lifecycle stage is
e "Hrimary BRf4-sREETREGEIMETE SHRRARAIN i%tep Rt s the
tkentipl ghdhe ggpirpler 104, the.lable storsge i 103 Lesetdhe flag

corresponding to the zeroth-order card-issued stage in the lifecycle stage
indidlentatien, and Skts tinflag dorfespahdingdmdnsy pliotaryeaiddssued s
stage to be 1, thereby ug]dating the lifecycle stage table. The command

et litiBRDrEEESTRE T thehP EBRTASHERE Whdh the ieeg eftattige is the
1 PFURAA GYH-I531eddes the authentication keys for the DF and

information indicating the attributes of the DF, for example,
the overwriting of the data contained in the DF is
prohibited or the overwriting of part of the data is
permitted.

In step S108, the controller 104 sets an EF. More
specifically, the controller 104 generates a DF-dependent EF
and information for managing data contained in the EF and
supplies the generated EF and management information to the
memory 107. The memory 107 then records the EF and
management information. The management information includes
the authentication keys for the EF and information
indicating the attributes of the EF, for example, the
overwriting of the data contained in the EF is prohibited or
the overwriting of part of the data is permitted.

In step S110, the controller 104 supplies the service
provider number contained in the primary issue command to
the memory 107. The memory 107 then records the service

provider number. The service provider number is information
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stage, for example, the manufacturer number, the device ID number, the
MF 151, a service provider key A, a service provider key B, a service
provider number 152, a DF 153-1, a DF 153-2, and EFs 154-1 through
154-4, are recorded, as shown in Fig. 14, in the memory 107. In Fig. 14,
elements corresponding to those in Fig. 12 are designated with like
reference numerals, and an explanation thereof is thus omitted. In the MF
151, the service provider number 152 for specifying the service provider
to perform the primary issue operation is contained as data dependent on

e gg =dPiyThe 32 MEARLalsoeontains the é&%%éc?ﬁnlé%j é@%&a

154- 1 dependent on the MF 151. In the DF 153-1, the EFs 154

iasidel BpSrareicontained as the data dependent on the DF 153-1. In the
memory 107, the information for managing the DF 153-1 including the

authRtiSABh Reys for'the DRNES-5 oS dBiibgdher uRARtRE e

1:1@@%&&“% dn {he memony. 107y Ihe. dnfepmatign fer,mangaing ihe EF
154-2 and the EF 154-3 including the authentication keys for the EFs

1Q464:2 antdis4t? ishedorded togethetwilh thedyE3 d 52 @ndi 554483 In
this case, as the authentication keys for the EF 154-2, four authentication
]R’e‘%rﬁaEﬁ’%lﬁgsggﬁB B&®8600000", are recorded. Similarly, as the

aUtk&@QPSa%%@ﬁé%ﬁtﬂ‘? EE, 13¢5, foyh authgniication keys, @3¢ bsing

set to be
the controller 104, the table storage unit 108 reset the

flag corresponding to the zeroth-order card-issued stage in
the lifecycle stage table to be 0, and sets the flag
corresponding to the primary card-issued stage to be 1,
thereby updating the lifecycle stage takle. The command
execution processing is then completed.

When the lifecycle stage is the primary card-issued
stage, for example, the manufacturer number, the device ID
number, the MF 151, a service provider key A, a service
provider key B, a service provider number 152, a DF 153-1, a
DF 153-2, and EFs 154-1 through 154-4, are recorded, as
shown in Fig. 14, in the memory 107. 1In Fig. 14, elements
corresponding to those in Fig. 12 are designated with like
reference numerals, and an explanation thereof is thus
omitted.

In the MF 151, the service provider number 152 for
specifying the.service provider to perform the primary issue

coperation is contained as data dependent on the MF 151. The
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"0000000", are recorded. In the DF 153-2, the EF 154-4 is contained as
the data dependent on the DF 153-2. In the memory 107, the information
for managing the DF 153-2 including the authentication keys for the DF
153-2 is recorded together with the DF 153-2. Similarly, in the memory
107, the information for managing the EF 154-4 including the
authentication keys for the EF 154-4 is recorded together with the EF
154-4. In this case, as the authentication keys for the EF 154-4, four
authentication keys, each being set to be "0000000", are recorded. - 53

mAISGs indhe nepory 104, he infeumatian formanaging, the FR 1841k 154

including the authentication keys for the EF 154-1 is recorded together
lwigrrdERT 5 1L hetHE ch8é,. as the authentication keys for the EF
154-1, four authentication keys, each being set to be "0000000", are

recorded: e bR T53.1 & 185 AR iérGidindp dimbly FerefritF 1éned
athehLFdked" ualsssdbgy havedpbejipdiidually disfinguished, Similagly,
the EFs 154-1 through 154-4 are hereinafter simply referred to as the "EF
thsA'niass theyn have toameindividuakly DistingBishethdn thig memagy
107, the service provider key A and the service provider key B are

2YERSReFa51RR ditientiioh RePE. HRETE chd BSCauitRitts panbapT
wathentication wath, Similarly, in the memory 107, the

information for managing the EF 154-2 and the EF 154-3
including the authentication keys for the EFs 154-2 and 154-
3 is recorded together with the EFs 154-2 and 154-3. 1In
this case, as the authentication keys for the EF 154-2, four
authentication keys, each being set to be "0000000", are
recorded. Similarly, as the authentication keys for the EF
154-3, four authentication keys, each being set to be
"0000000", are recorded,

In the DF 153-2, the EF 154-4 is contained as the data
dependent on the DF 153-2. In the memory 107, the
information for managing the DF 153-2 including the
authentication keys for the DF 153-2 is recorded together
with the DF 153-2. Similarly, in the memory 107, the
‘information for managing the EF 154-4 including the
authentication keys for the EF 154-4 is recorded together
with the EF 154~4. 1In this case, as the authentication keys
for the EF 154-4, four authentication keys, each being set

to be "0000000", are recorded.
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the reader/writer 11 by using the service provider keys A and B in
response to an all reset command, a secondary issue command, a data
reset command, or a terminate command from the reader/writer 11 when
the lifecycle stage is the primary card-issued stage or the secondary
card-issued stage. Referring back to the description of the flowchart in
Fig. 13, if it is determined in step 5106 that the command supplied from
the SPU 103 is not a primary issue command, the command execution
processing is terminated since the supplied command is not a command
that Gan be exe%ﬁed in_the zeroth-order card-issued stage. - 54 If, for
exarnple. thé Supplied C8Ritand i¢ a¥eotibAyg5d& onfthalia " & ng
tidetenmined-in step SAOGthatike M@@i‘i@@%ﬂ%@#&otﬁw%yw
issue command, and the processing is terminated. In this manner, the
13bntroller 1edadsstités getracking icdmttandEer a ptimary issuelkdommasd,

2Su (Ieieggﬁm t@e SPU 103. As described above, by executing only the
hrédetermined conimands R¥PcA?be ke cited H e z&if-order card-

assieed stage; dhe tapperng of Isakage of datq of nfqimaion.san be.

prevented. Additionally, the authentication keys used for mutual
reggthdatication are overwritten depending on the lifecycle stage of the IC

car éz,g%gd ril%u%l autgentication is conducted by using different
authentication keys: tidteby preveliiify fiereinratter simply referred

to as the "DF 153" unless they have to be individually
distinguished. Similarly, the EFs 154-1 through 154-4 are
hereinafter simply referred to as the "EF 154" unless they
have to be individually distinguished.

In the memory 107, the service provider key A and the
service provider key B are recorded as the authentication
keys. The IC card 12 conducts mutual authentication with
the reader/writer 11 by using the service provider keys A
and B in response to an all reset command, a secondary issue
command, a data reset command, or a terminate command from
the reader/writer 11 when the lifecycle stage is the primary
card-issued stage or the secondary card-issued stage.

Referring back to the description of the flowchart in
Fig. 13, if it is determined in step S106 that the command
supplied from the SPU 103 is not a primary issue command,
the command execution processing is terminated since the
supplied command is not a command that can be executed in

the zeroth-order card-issued stage.
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tampering or leakage of data or information. A description is now given,
with reference to the flowchart of Fig. 15, of the command execution
processing in the primary card-issued stage in step S40 of Fig. 7. In step
5131, the determining unit 131 of the controller 104 determines whether
the command supplied from the SPU 103 is an all reset command. If the
supplied command is found to be an all reset command in step 5131, the
process proceeds to step 5132 since the all reset command can be
executed in the primary card-issued stage. In step 5132, the controller

104 gxecutes.t ?{5’4 eset:pR ol %%d In ste 32, the memory 107
erases the ser\%ce pgoc/%léler num%)e%%gtjhe SF?gn “Ei) e Efd%pgﬁagrn}fg éﬂhe
i eundeirtbedonttol Df the contrblen104. Mose speoificaliyt the.eremory
107 erases the service provider number 152, the DF 153, and the EF 154

S URBehBENCORTREME 3 5106hSWRTATEGY 145 fierqRERdntol 8hthd he
p§89g8g§5§;04's| t%Ri%]a%%ﬁfhe table storage unit 108 updates the
tgg%e under the

lifecycle stage e control of the controller 104 to indicate that

the lifecydd stageniscthe zeroth-ondelo Casd-issoiedssiaga:More tracking
specifically, in step S133, the table storage unit 108 resets the flag

CERBBRAtET WitHPIREBAM aky Tard-fssuean dtfyrmlthediféepite Bigg S Fabl@03 .
K)big’%ggé¥$%ggaabove, by executing only the predetermined

commands that can be executed in the zeroth-order card-
issued stage, the tampering or leakage of data or
information can be prevented. Additionally, the
authentication keys used for mutual authentication are
overwritten depending on the lifecycle stage of the IC card
12, and mutual authentication is conducted by using
different authentication keys, thereby preventing the
tampering or leakage of data or information.

A description is now given, with reference to the
flowchart of Fig. 15, of the command execution processing in
the primary card-issued stage in step 5S40 of Fig. 7.

In step S131, the determining unit 131 of the
controller 104 determines whether the command supplied from
the SPU 103 is an all reset command. If the supplied
command is found to be an all reset command in step S131,
the process proceeds to step S132 since the all reset
command can be executed in the primary card-issued stage.

In step 8132, the controller 104 executes the all reset
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flag associated with the zeroth-order card-issued stage to be 1, thereby
updating the lifecycle stage table. The command execution processing is
then completed. In this case, in the memory 107, the service provider
keys are recorded as the authentication keys for the MF, and thus, the
service provider keys are used for conducting mutual authentication when
a tracking command or a primary issue command is executed. If it is
determined in step S131 that the supplied command is not an all reset
command, the process proceeds to step S134 to determine whether the
~supRied command is a - 56 secondary issue command. If the supplied
command is found to be a secondary issue command in step S134, the
process pittdectibYo,stehe S188csitca e seesndarytissservimmand can

be executed in the primary card-issued stage. In step S135, the controller
piﬁﬁlei%%u?e%‘%]ee%eé&’?dg@’isgﬁg coitfmERdfRTE LpRtirRIN R SEp

uRddp, thescentrelien 104 selfs the Rt db3e Foi examplg,tbegontioter 104,

generates data, such as user personal information, to be stored in the
tIDF nsBaepehdént oasthe Miel 5 antldaformatidfeior managing Sthe data
contained in the DF 153 on the basis of the data contained in the

DEetdnaaRldsi8%dmimant, ARl sthe tgendatdd HatR 85 Be o fed -
14n theibF 1583 and management. infgrpation 4o theymemory 107. The

memory 107 then records

In step 5133, the table storage unit 108 updates the
lifecycle stage table under the control of the controller
104 to indicate that the lifecycle stage is the zeroth-order
card-issued stage.

More specifically, in step S133, the table storage unit
108 resets the flag associated with the primary card-issued
stage in the lifecycle stage table to be 0, and sets the
flag associated with the zeroth-order card-issued stage to
be 1, thereby updating the lifecycle stage table. The
command execution processing is then completed.

In this case, in the memory 107, the service provider
keys are recorded as the authentication keys for the MF, and
thus, the service provider keys are used for conducting
mutual authentication when a tracking command or a primary
issue command is executed.

If it is determined in step S131 that the supplied

cormand is not an all reset command, the process proceeds to

step S134 to determine whether the supplied command is a
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the data and management information. In step S136, the controller 104
sets the EF 154. For example, the controller 104 generates data, such as
user personal information, to be stored in the EF 154 dependent on the
DF 153 and information for managing the data contained in the EF 154
on the basis of the data contained in the secondary issue command, and
supplies the generated data to be stored in the EF 154 and management
information to the memory 107. The memory 107 then records the data
and management information. The management information includes the

szednadthentication keyswhich are newly set for the EF 154. That is, the
memory 107 overwrites the authentication keys for the EF 154 by

recorfifng tve munaigierde ooinfemdation. finwstep S13% the tallersfarage
. unit 108 updates the lifecycle stage table under the control of the

1 B8RO 120 MdRGEE tidtthe IfBEyBIELEEGS iPHRSEDhdy Step
s¢ad-issied stages Mg ifically. updenthecontrohf the sonfroffet

104, the table storage unit 108 resets the flag associated with the primary

trargissuedystagedn thelifetyetagtage Iabletterbes03andsets henflagller
associated with the secondary card-issued stage to be 1, thereby updating

1te IHEEVHESIAYE tA5IECTRRTOMARIR SXUERRRM-processing is then
Co”*%ﬁ%dspecifically, in step $135, the controller 104

sets the DF 153. For example, the controller 104 generates
data, such as user personal information, to be stored in the
DF 153 dependent on the MF 151 and information for managing
the data contained in the DF 153 on the basis of the data
contained in the secondary issue command, and supplies the
generated data to be stored in the DF 153 and management
information to the memory 107. The memory 107 then records
the data and management information.

In step S136, the controller 104 sets the EF 154. For
example, the controller 104 generates data, such as user
personal information, to be stored in the EF 154 dependent
on the DF 153 and information for managing the data
contained in the EF 154 on the basis of the data contained
in the secondary issue command, and supplies the generated
data to be stored in the EF 154 and management information
to the memory 107.

The memory 107 then records the data and management

information. The management information includes the
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When the lifecycle stage is the secondary card-issued stage, for example,
the manufacturer number, the device ID number, the MF 151, the service
provider key A, the service provider key B, the service provider number
152, the DFs 153-1 and 153-2, and the EF 154-1 through 154-4, are
recorded in the memory 107. In Fig. 16, elements corresponding to those
shown in Fig. 14 are designated with like reference numerals, and an
explanation thereof is thus omitted. In the DF 153 and EF 154, data, such
as user personal information, required for receiving services provided by

ame‘i&ﬁ@a\e@srpr%ygrm@{egr@ s, £95@,dp t?gﬁ'%ﬂé"g%» 184
authentication keys for the EF 154-1, such'as "0454879", "0679831",
TE864136" At d8TO42480 Tarevsatw Simdarlylie the Bfedb4etion keys
authentication keys for the EF 154-2, "4657564", "4301445", "4315798",
fSﬁdtﬁa%zﬁﬂiﬁ,é aP¥ SEEGRYEAGEE §88-RaRRHERt i o Key@rdriRR £F

154-3," '3 A8 " 1887 " apd "365464Q", Inthe
EF 1534, sethamacation Koyl far e EE a4 Aoaob6t (40 So0hr
11443G418", drmly 4al5Us " parkesett IRefesingrbacloto the=deseripti et
the flowchart in Fig. 15, if it is determined in step S134 that the command
1% pbfedtfbiahe 3&9*10%*‘% noties¥edfdaagsud eofitrangcameary
cPFRLEssINg ds terpinated since the supplied command is not a command
that can be executed in the primary card-
More specifically, under the control of the controller

104, the table storage unit 108 resets the flag associated
with the primary card-issued stage in the lifecycle stage
table to be 0, and sets the flag associated with the
secondary card-issued stage to be 1, thereby updating the
lifecycle stage table. The command execution processing is
then completed.

When the lifecycle stage is the secondary card-issued
stage, for example, the manufacturer number, the device ID
number, the MF 151, the service provider key A, the service
provider key B, the service provider number 152, the DFs
153-1 and 153-2, and the EF 154-1 through 154-4, are
recorded in the memory 107. 1In Fig. 16, elements
corresponding to those shown in Fig. 14 are designated with
like reference numerals, and an explanation thereof is thus
ocmitted.

In the DF 153 and EF 154, data, such as user personal

information, required for receiving services provided by the
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issued stage. If, for example, the supplied command is a primary issue
command, it is determined in step S134 that the supplied command is not
a secondary issue command, and thus, the processing is terminated
since the primary issue command cannot be executed in the primary
card-issued stage. In this manner, the controller 104 executes an all reset
command or a secondary issue command supplied from the SPU 103. As
described above, by executing only the predetermined commands in the
primary card-issued stage in the lifecycle 59 stage of the IC card 12, the

stampedng.qrJeakags of data-gx infarmation.can be preyented. pr 1541,

Additionally, the authentication keys used for mutual authentication are
agvhentitten depenkiig ofdhe tifecyife stagelof thedC eard” 425 évdariutual
authentication is conducted by usir%)%i different authentication keys,

) %grge%%'rtevgﬁﬁﬁé 13 "tardp&hing &r fekige GEata<r information. The
commangh exacption pragessing ,the secandapy card-isaued SIage,D the

step S42 of Fig. 7 is now described below with reference to thé flowchart
Elbf Bd-27. INiep HALL, the getdrsining' anit 13dadetermihess 8dietherthe
command supplied from the SPU 103 is an all reset command. If the

IRippikd cohimzRE i€FodRd 16 bePAt haPf<et EbATMERY $n SR B181EHhe
1 FH0GESS PRRGRLISIO S8Ps3204 ™, "6870680", and "3654640", are

set. In the EF 154-4, authentication keys for the EF 154-4,
"4687063", "4013698", "4430413", and "2444545", are set.

Referring back to the description of the flowchart in
Fig. 15, if it is determined in step S134 that the command
supplied from the SPU 103 is not a secondary issue command,
the processing is terminated since the supplied command is
not a command that can be executed in the primary card-
issued stage.

If, for example, the supplied command is a primary
issue command, it is determined in step S134 that the
supplied command is not a secondary issue command, and thus,
the processing is terminated since the primary issue command
cannot be executed in the primary card-issued stage.

In this manner, the controller 104 executes an all
reset command or a secondary issue command supplied from the
SPU 103,

As described above, by executing only the predetermined

commands in the primary card-issued stage in the lifecycle
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5152 since the all reset command can be executed in the secondary
card-issued stage. In step S152, the controller 104 executes the all reset
command. Steps S152 and S153 are similar to steps S132 and 5133,
respectively, in Fig. 15, and an explanation thereof is thus omitted. If it is
determined in step S151 that the supplied command is not an all reset
command, the process proceeds to step 5154 to determine whether the
supplied command is a data reset command. If the supplied command is
found to be a data reset - 60 command in step 5154, the process

sBERReess torstep S35 inge t%ga{%ﬁ%%%%g@?nﬁe%&% eyecyadin -
the secondary card-issued stage. In step 5155, the memory 107

infkecoesithe da@ta resepecemeandrsdl Moleidpedificallyl yn stéeS155, the
memory. 107 _initializes the DF and EF dependent on the MF under the

R ERBT 6 e EOn NG U5 oh B dbee: b e ch ol R e ©

oGaniyeier 104 Jhsmemyy 107 grasesdhe, data §_t@5§% iR the PE 123 and,

the EF 154 dependent on the MF 151 shown in Fig. 16 and the
1hformdtion forhanagirg the &6 &5 3iand thel EE EY Hhetehynipitializing

the DF 153 and the EF 154. In step 5156, the table storage unit 108
dptateRth& Hirdantd stde tasie indet e EBktBF SrERICAT RS

tampering or leakage of data or information.

The command execution processing in the secondary card-
issued stage in step S42 of Fig. 7 is now described below
with reference to the flowchart of Fig. 17.

In step Si51, the determining unit 131 determines
whether the command supplied from the SPU 103 is an all
reset command. If the supplied command is found to be an
all reset command in step S151, the process proceeds to step
§152 since the all reset command can be executed in the
secondary card-issued stage. In step S$152, the controller
104 executes the all reset command.

Steps $S152 and S153 are similar to steps S$132 and S133,
respectively, in Fig. 15, and an explanation thereof is thus
omitted.

If it is determined in step $151 that the supplied
command is not an all reset command, the process proceeds to
step S154 to determine whether the supplied command is a
data reset command.

If the supplied command is found to be a data reset
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104 to indicate that the lifecycle stage is the primary card-issued stage.
More specifically, under the control of the controller 104, the table storage
unit 108 resets the flag corresponding to the secondary card-issued stage
in the lifecycle stage table to be 0, and sets the flag corresponding to the
primary card-issued stage to be 1, thereby updating the lifecycle stage
table. The command execution processing is then completed. If it is
determined in step S154 that the supplied command is not a data reset
command, the process proceeds to - 61 step S157 to determine whether

HifanBPled coaynand is a; feoylapgperaton cammand, Ithesupplied
command is found to be a regular operation command in step S157, the

s praeesshproteessite siep cSih8sincatheregittaoperdtibn cdmmand can
be executed in the secondary card-issued stage. In step S158, the IC

SQaPRIpr BxEdR s Toredsifiiaordiy toHR etk dpetatisiory 107
egggy@g_gdtﬁgr 85@@@%*5?86658&93?1&9 a regular operation command

requesting for the overwriting of data stored in the EF from the SPU 103,

the comteollepdO4 Supplieg, therdatagontdibed irhihernegolar aueration
command to the memory 107. Then, the memory 107 overwrites the data

inddretlihang EPeyRRecBdtdEufSRAHBIT RN coHMPoRET 10 aoriehe

c&ﬁ%@gfag¥’the controller 104. For example, under the

control of the controller 104, the memory 107 erases the
data stored in the DF 153 and the EF 154 dependent on the MF
151 shown in Fig. 16 and the information for managing the EF
153 and the EF 154, thereby initializing the DF 153 and the
EF 154.

In step 8156, the table storage unit 108 updates the
lifecycle stage table under the control of the controller
104 to indicate that the lifecycle stage is the primary
card-issued stage.

More specifically, under the control of the controller
104, the table storage unit 108 resets the flag
corresponding to the secondary card-issued stage in the
lifecycle stage table to be 0, and sets the flag
corresponding to the primary card-issued stage to be 1,
thereby updating the lifecycle stage table. The command
execution processing is then completed.

If it is determined in step 5154 that the supplied

command is not a data reset command, the process proceeds to
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in this case, if the data contained in the regular operation command is
encrypted according to a predetermined method, the decryption unit 133
of the controller 104 decrypts the data, and the controller 104 then
supplies the data decrypted by the decryption unit 133 to the memory
107. If, a regular operation command requesting for the sending of data
stored in the EF is supplied from the SPU 103, in step 5158, the controller
104 obtains the data from the memory 107 and supplies it to the SPU
103. The SPU 103 then codes the data supplied from the controller 104

s bypfas Eanpleathe Manch ester-eeding eethogdp 11162 anshadpRliessthe
coded data to the modulator 110. The modulator 110 performs, for
ragEhile ORSKefhbely Atidhisithe data and supplies the modulated data

to the antenna 101. .The antenna, 101 then sends the data supplied from
the %%d%?laeto?]iﬁiajtéetﬁeecrg%gﬁ%n &r I%f %If/gwi}:é)le § @orﬁﬁﬁﬁ%@gﬁon. In
opRisraben theenshiption Wiikh 32 ofthe rerntilierdOd mayenaiyptties tep
data to be sent to the reader/writer 11 by a predetermined encryption
S Hétheth Thetdomirmitlexe arforapiove ssiyrisiiHenaonsletet clifieid in

tkggtesremingg in step S157 that(%he t(::ommand supplied from the SPU 103 is
SO Sp&Ation CHMMaANT 3R protBss bfsceedPro g sie5aF 4

not aregu

1 Heteuninesyhgthasdbe i sepplied.cammand isca terraigate compaand i b the
supplied command is found to be a terminate
command.

For example, in response to a regular operation command
requesting for the overwriting of data stored in the EF from
the SPU 103, the controller 104 supplies the data contained
in the regular operation command to the memory 107. Then,
the memory 107 overwrites the data stored in the EF by the
data supplied from the controller 104. More particularly,
in this case, if the data contained in the regular operation
command is encrypted according to a predetermined method,
the decryption unit 133 of the controller 104 decrypts the
data, and the controller 104 then supplies the data
decrypted by the decryption unit 133 to the memory 107.

If, a regular operation command requesting for the
sending of data stored in the EF is supplied from the SPU
103, in step S$158, the controller 104 obtains the data from
the memory 107 and supplies it to the SPU 103.

The SPU 103 then codes the data supplied from the

controller 104 by, for example, the Manchester coding method,
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command in step 5159, the process proceeds to step 5160 since the
terminate command can be executed in the secondary card-issued stage.
In step S160, the memory 107 erases all the data under the control of the
controller 104. In step 5161, the table storage unit 108 updates the
lifecycle stage table under the control of the controller 104 to indicate that
the lifecycle stage is the disposal stage. More specifically, in step S161,
the table storage unit 108 resets the flag corresponding to the secondary
card- issued stage in the lifecycle stage table to be 0, and sets - 63 the

aflagsgrrasponding to.the disposal siageno be duithersby; ypdating the
lifecycle stage table. The processing is then completed. If it is determined

mgstaiers 8159 kRapthel supysiie f @onsmamplis nob aktenmihslte tthmmao, the
d%ocessén IS tgr_minatﬁd since the s%plied command is not a command

2 PR BEBREGTRdIHThBRLROAEER, CarRisElel EagR P exdmple,

at ca

Tiike supplied command:is &sreondaty dssde cepyNand. i isdetgrmined in
step S159 that the supplied command is not a terminate command, and

nalelptoresiitg istetrhinated dinuevthiessecdridary issue:¢emsnand cannot
be executed in the secondary card-issued stage. In this manna:#he

CABRFIET 10 kxectied AhSalF788et (SHAnfHEF W@ redbt Lotmitaif, &he
cdRAHIAIQPEraiANnay encrypt the data to be sent to the

reader/writer 11 by a predetermined encryption method.

The command execution processing is then completed.

If it is determined in step S157 that the command
supplied from the SPU 103 is not a regular operation command,
the process proceeds to step 5159 to determine whether the
supplied command is a terminate command.

If the supplied command is found to be a terminate
command in step S159, the process proceeds to step S160
since the terminate command can be executed in the secondary
card-issued stage. In step S160, the memory 107 erases all
the data under the control of the controller 104.

In step S161, the table storage unit 108 updates the
lifecycle stage table under the control of the controller
104 to indicate that the lifecycle stage is the disposal
stage.

More specifically, in step $161, the table storage unit
108 resets the flag corresponding to the secondary card-

issued stage in the lifecycle stage table to be 0, and sets
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command, or a terminate command supplied from the SPU 103. As
described above, by executing only the predetermined commands in the
secondary card-issued stage in the lifecycle stage of the IC card 12, the
tampering or leakage of data or information can be prevented. This
assures a service provider recollected the IC card 12 in the disposal stage
to be delivered to a disposal agent that the IC card 12 is free from the
tampering or leakage of data or information. If the IC card 12 receives a
command that cannot be executed in the lifecycle stage of the IC card 12

cion 108 ERARMINEL 1y 118 NOLDCGRaARAD TEIDA (eoRansp - 64 1o
the reader/writer 11, or an error signal indicating that™ a received

t lvomelrandeekrinotbecexeditéddgdhe coteent lifapyele staue maybe senbg
. to the reader/writer 11. Also, the table storage unit 108 may be contained
19 tREMERTBN} 1FF ‘As stated above, authentication keys are overwritten

by eciing.a pomanERue eRTUBARd of &sesonday ssug, comgand.
and more particularly, this overwriting processing Is per?ormepcfJ y
canrenudindsa comnane fori avervringnined autenticadion keysd hereinafter
referred to as the "key change command") contained in the primary issue

ted?}?ﬁﬁﬁi}ﬁﬁous]tﬁ_é%e fidS88iRd EBFRAMAARECSHBINY, it isoasuibi thaet
caﬁb%er&s&%%d ofnkeys I ths MErecorded inthe memory 107 be

overwritten by
If, for example, the supplied command is a secondar§

issue command, it is determined in step S159 that the
supplied command is not a terminate command, and the
processing is terminated since the secondary issue command
cannot be executed in the secondary card-issued stage.

In this manner, the controller 104 executes an all
reset command, a data reset command, a regular operation
command, or a terminate command supplied from the SPU 103.

As described above, by executing only the predetermined
commands in the secondary card-issued stage in the lifecycle
stage of the IC card 12, the tampering or leakage of data or
information can be prevented. This assures a service
provider recollected the IC card 12 in the disposal stage to
be delivered to a disposal agent that the IC card 12 is free
from the tampering or leakage of data or information.

If the IC card 12 receives a command that cannot be
executed in the lifecycle stage of the IC card 12 from the

reader/writer 11, it is not necessary to return a response
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executing the secondary issue command. However, it is also possible
that only the shipping keys (authentication keys for the MF) can be
overwritten by executing the primary issue command and that only the
authentication keys for the DF or EF can be overwritten by executing the
secondary issue command. In this case, the overwriting of the
authentication keys in the secondary card-issued stage is prohibited. In
the above-described embodiment, when executing a command in the
primary card-issued stage or the secondary card-issued stage, mutual

tguthgntication.is.conducted by - 63 ,using serdee, providen keys As they . ¢
authentication keys. Alternatively, when executing a secondary isstle

a coamrmandgdthecrspavide provider key ok showadn Fig thé may-bentsed for
conducting mutual authentication, and when executing a command (for

LLLanvste ca SRR A8 ol aRBYin thetdec drrpiy Tdataiitsted stagdkRe
ti$ENge provider key B shewnqn g, d6mayhe, used f%C%%U%@QO% r

mutual authentication. With this arrangement, even If the service provi
1@3@ .perform the secondary issue operation and the service provider to
execute a command are different, the corresponding commands can be

exedifted Wit FRATF the Lantd BLETHRALIBA Ko 2 PitePaTEh, these Py
e:Ling tecoxded senvice pravider gy, different aythentisation keygamay

be generated, and thé
command, and more particularly, this overwriting processing
is performed by executing a command for overwriting the
authentication keys (hereinafter referred to as the "key
change command") contained in the primary issue command or
the second issue command.

Accordingly, it is possible that the service provider
keys for the MF recorded in the memory 107 be overwritten by
executing the secondary issue command. However, it is also
possible that only the shipping keys (authentication keys
for the MF) can be overwritten by executing the primary
issue command and that only the authentication keys for the
DF or EF can be overwritten by executing the secondary issue
command. In this case, the overwriting of the
authentication keys in the secondary card-issued stage is
prohibited.

In the above-described embodiment, when executing a
command in the primary card-issued stage or the secondary

card-issued stage, mutual authentication is conducted by
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different authentication keys may be used for conducting mutual
authentication for executing a secondary issue command and mutual
authentication for executing a terminate command. More specifically,
when executing a secondary issue command, the controller 104 may
perform logical OR of the service provider key A and the service provider
key B shown in Fig. 14 to generate an authentication key used for mutual
authentication processing. When executing a terminate command, the
controller 104 performs exclusive OR of the service provider key A and

ulhe gendes praviderkey B-shawa 06 1R Fig. 14,19, 9engialg aey s .

authentication key. With this arrangement, the access right can be set for
Adhehregmmahy, tovherexesouted 1Ay dessebed dboye | dateeresomeddn thide
IC card can be sent and received. Also, by executing only the

SeFdAER R 86N iF BIER sty tid stalh Srakelt w5rd et
cé@a@@@{ipﬂ?ornlsaﬁage of gata et inferrgation canhe. prevepiedi ng a

Additionally, different authentication keys are used in the individual

clifecycie $tagesckthell€, card; etheieby preventingdheitaniperirgponndary
leakage of data or information. The above-described series of processing

3665 hiaf6e ekédfed BPhaRfWaACSoPSSHVAIRT Ififardhieiseth 19
1£RPRANCING SORWATe PHagram i% ingialed from - Leearding on .

With this arrangement, even if the service provider to
perform the secondary issue operation and the service
provider to exXecute a command are different, the
cerresponding commands can be executed without using the
same authentication key.

Alternatively, based on the recorded service provider
key, different authentication keys may be generated, and the
different authentication keys may be used for conducting
mutual authentication for executing a secondary issue
command and mutual authentication for executing a terminate
command.

More specifically, when executing a secondary issue
command, the contreller 104 may perform logical OR of the
service provider key A and the service provider key B shown
in Fig. 14 to generate an authentication key used for mutual
authentication processing. When executing a terminate
command, the controller 104 performs exclusive OR of the

service provider key A and the service provider key B shown
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medium into a computer built in dedicated hardware or a computer, such
as a general-purpose computer, that can execute various functions by
installing various programs therein. This recording medium may be a
package medium storing the program therein to be distributed for
providing the program toa user, such as the magnetic disk 71 (including a
flexible disk), the optical disc 72 (including a compact disk read only
memory (CD-ROM) or a digital versatile disc (DVD), the magneto-optical
disk 73 (including mini disk (MD) (trademark)), or the semiconductor

imemgry 74. Aieativelbe 6h tharaearding megjupeay be aREM or a
hard disk contained in the memory 32 storing the program. The

a phevecisstribedhercaransmayisd hstafed mteat cémputechiacawiretiot o

bwigg%%gg munication medium, such as a local area network (LAN), the
?nternet, or digital satellite broadcasting, through an interface, such as a

router:ore seqdenagifesessanadn thisepesdication: stepscforming the, pe
program stored in the recording medium may be executed in

seihfoRdidgicatedited destlibed ihthespeuificatonnAlfertiatively, they may
be executed izrslrparallel or individually. It should be understood by those

PGP eSS SHERFORASUS Tn6difiRatidrts DomiBinafisHs, of the IC
casub-combinations- angd Jierations faay, pcgurdepending K9 design can be

requirements
prevented. Additionally, different authentication keys are
used in the individual lifecycle stages of the IC card,
thereby preventing the tampering or leakage of data or
information.

The above-described series of processing jobs may be
executed by hardware or software. If software is used, a
corresponding software program is installed from a recording
medium into a computer built in dedicated hardware or a
computer, such as a general-purpose computer, that can
execute various functions by installing various programs
therein.

This recording medium may be a package medium storing
the program therein to be distributed for providing the
progrem to-a user, such as the magnetic disk 71 (including a
flexible disk), the optical disc 72 (including a compact
disk read only memory (CD-ROM) or a digital versatile disc
(DVD), the magneto-optical disk 73 (including mini disk (MD)}

{trademark)), or the semiconductor memory 74. Alternatively,
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and other factors insofar as they are within the scope of the appended
claims or the equivalents thereof. - 68 CLAIMS: 1. An information
processing apparatus comprising: receiving means for receiving a
command requesting for the execution of predetermined processing;
storage means for storing data, first information and second information,
the first information indicating a current stage determined by the stored
data among a plurality of stages in a lifecycle of the information
processing apparatus, and the second information indicating an
rexequableisammand determingd by eaeh of theplyrality; Q4Stages: s neg
_determining means for determining whether the command received 5y
1ihe-hecehangiiedis #4 aniexectbable woymmand in the current stage, on
the basis of the first infor_rgation and the second information; and control
means contraling it GhURE oPFREFERIMBMMBfort B IehatRié tHeteurkent
cskageretthes nfarmatin pracessing apparalks i Accordange with the .
command executed. 2. The information processing apparatus according to
aglamiecaherehntireesecond ifaiatichstdnetdmiibe staragaigeans
Sair&clﬂg informatjon indicatingthat no command is executable when the

foTmAtSn BroRes &N G HisarkhiONdR £8pdakefRge antiwheAthe
rdﬁft%maéipndomgggﬁjpgi@pgpgg&ssggg_the specific stage, the determining

means determines on the basis of thé first

In this specification, steps forming the program stored
in the recording medium may be executed in chronological
order described in the specification. Alternatively, they
may be executed in parallel or individually.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations ﬁay occur depending on design requirements

and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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information and the second information that the received command is not
executable. 3. An information processing method comprising the steps of:
receiving a command requesting the execution of predetermined
processing; storing data, first information and second information, the first
information indicating a current stage 69 determined by the stored data
among a plurality of stages in a lifecycle of an information processing
1. 8pRaratus, and the second information indicating an executable

command determined by each of the plurality of stages; determining

1. Ayhethérrr comnidimt féceivad i an executasierEdmmand in the current

stages jan the basis,of the firstinformation @nd;&!&%ﬁgongé%&%rma%n for the
and controlling an update of the first information to change the current

eXe UG of th& O AN PO cRE MY apparatus in accordance with the
cemmand executed fd4rA secarthing mediym fecerding-a pregram:forand second

info%{ég‘é"{&? copputer; {0, Exe%‘r{tteo'é‘é%r{ﬁ%%o”. P{l?a‘;}_%safég%é"’h"éh CIREE stage
the steps of: receiving a command requesting the execuation of

deteprederérmiried processing, storing datanfirstinfolmatibnFand$econdyes in a
lifewgﬁr@a@m g?l% f'iﬁﬁ*@@r@%ﬁ%‘?ﬁ iﬁg&%i&giﬁgurgi?Bta%?‘g@sqetg%in@gé)ysecond

the stored data among a plurality of stages in a lifecycle of an
information indicating an executable command determined by each of
the plurality of stages;

determining means for determining whether the command recelived
by the recelving means is an executable command in the current stage,
on the bkasis of the first information and the second information;
and

centrol means controlling an update of the first information to

change the current stage of the information processing apparatus in

accordance with the command executed.

2. The information processing apparatus according to
claim 1 , wherein the second information stored in the storage means
includes information indicating that no command 1s executable when
the infecrmation processing apparatus is in a specific stage, and

when the information processing apparatus 1is in the specific
stage, the determining means determines on the basis of the first
information and the second information that the received command is

not executable.

3. An information processing method comprising the steps of:
receiving a command requesting the execution of predetermined
processing;
storing data, Ifirst information and second information, the

first information indicating a current stage
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information processing apparatus, and the second information indicating
an executable command determined by each of the plurality of stages;
determining whether the command received is an executable command
in the current stage, on the basis of the first information and the second
information;and 70 controlling an update of the first information to change
the current stage of the information processing apparatus in accordance

aeto e command exequted. 5. program allowing . computer to exeeute
the steps of: receiving a command requesting the ‘execution 0

lifepredatemiingéd ptocessing storing Uata Shirst inforATatidiiand seconehe second

infolnfermationthe-firstinformatiendndigating e-euizent stage.deternined yacr of

fhe the r%tﬂ%d dg%a,s%rgogg_a plurality of stages in a lifecycle of an

=% tormation process%g apparatus, and the second information indicating
areegesutable corimaneg detdiminediyyeaach of thve piuralitys of stagesgcutable

corméetermining-whetherthegommand.regeivedisian gxegutable .command -+ i on
4 in the curre{glt staxge, on the basis aof the first information and the second
and TR rRatioRe and CoMtFIiRG an GPdate of the first information to change

the current stage of the information processing apparatus in accordance
with the command executed. 6. An information processing apparatus for
transmitting and

contrelling an update of the first information to change the
current stage of the information processing apparatus in accordance

with the command executed.

4. A recording medium recording a program for allowing a
computer to execute information processing which comprises the steps
of:

receiving a command requesting the execution of predetermined
processing;

storing data, first information, and second information, the
first dinformation indicating a current stage determined by the
stored data among a plurality of stages 1in a lifecycle of an
information processing apparatus, and the second information
indicating an executable command determined by each of the plurality

of stages;
determining whether the command received 1is an executable

command in the current stage, on the basis of the first information

and the second information;and
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receiving data after a communicating party is authenticated as a result of
conducting mutual authentication processing with the communicating
party, the information processing apparatus comprising: receiving means
for receiving a command requesting for the execution of predetermined
processing; first storage means for storing first information indicating,
among a plurality of stages in a lifecycle of the information processing

apparalus, g gurtent stage determined by stored,data and , 71 second |\ .\
information indicating an executable command in the current stage, the
currgkecitable comnidiid beirgrdetarmined foceadchof theoplatkality of stagesrdance

witn determining means for-determining on the basis of the first information
and the second information whether the command received by the

receiving means is an executable command in the current stage; second
starage means:forsstoangrautheptisationdata whiehis used ferthes or:

mutual authentication processing and is used for. encrypting o decrypling ;
preaetermih%d data in association with eachi of the pIuraI?ty ot stgges; an

procephtriay means controlling an update of the first information to change the

cugkentstagesat the information prosessing apparatiisip,accardancewith,  +ne
the.command executed. 7. The information processing apparatus

FLES G oGt tidim 6, WHeTRI e steontl StotageSmbdns fifrtiverstords by the
storethtador generating the authenticatiorcdata, tthednformatian processing of an

infofﬁ&%ﬁ@ﬂﬁfﬂgggéssing apparatus, and the second information
indicating an executable command determined by each of the plurality
of stages;

determining whether the command received 1is an executable
command in the current stage, on the basis of the first information
and the second information; and

controlling an update of the first information to change the
current stage of the information processing apparatus in accordance

with the command executed.

6. An information processing apparatus for transmitting and
receiving data after a communicating party is authenticated as a
result of conducting mutual authentication processing with the
communicating party, the information processing apparatus comprising:

receiving means for receiving a command requesting for the
execution of predetermined processing;

first storage means for storing first information indicating,
among a plurality of stages in a lifecyecle of the information

processing apparatus, a current stage determined by stored data and
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comprising: generation means for generating, on the basis of the data for
generating the authentication data, different authentication data for each
of the plurality of stages. 8. An information processing apparatus
comprising: a receiver configured to receive a command requesting for the
execution of predetermined processing; a storage unit configured to store
data and first information indicating, among a plurality of stages in a

seco%‘?cﬁl&%t@% I%fogrzqugg 1rggce%8|n%>?‘gga£a%]féaccg%gt;c?t%e the current
etermlnedabyt e stored data-and second information md?catmg an
stagexecutdble EBRIMARd Sin & BaRenttage, the exetitatile dorimangh of the
plurbeing,determingdfor each of the plurality of stages; 72 a determining unit
cgg{igured to determine %n the dl(oe%%i?mof the. first iniﬁ%maﬁtion. andOtPe
y t

ML nean or 1nl on t asis . .the first
secondmln?orrﬁatlon Wﬁet er the comman&grecelve e receiver Is an

infopReedtable conhand s aie churréntrstagen and control heansccontrdllimgesived

by @updateofthg firstinformatiogto changedhecupent.stage ofthene current
information processing apparatus in accordance with the command
stag%%ecuted. 9. An information processing apparatus for transmitting and
reeeiving datarafter ancenmmmunicatiiyp party isautirenticated as alaesulvbfich is

used CORGLCnG Mytyal aythenrigation pracessing, with the, commupicating, s ror
party, the information processing apparatus comprising:
encrypting or decrypting predetermined data in association with each
of the plurality of stages; and
control means controlling an update of the first information to
change the current stage of the information processing apparatus in

accordance with the command executed.

7. The information precessing apparatus according to claim 6,
wherein the second storage means further stores data for generating
the authentication data, the information processing apparatus further
comprising:

generation means for generating, on the basis of the data for
generating the authentication data, different authentication data

for each of the plurality of stages.

8. An information processing apparatus comprising:

a receiver configured to receive a command reguesting for the
execution of predetermined processing;

a storage unit configured to store data and first information
indicating, among a plurality of stages in a lifecycle of the
information processing apparatus, a current stage determined by the
stered data and second information indicating an executable command
in the current stage, the executable command being determined for

each of the plurality of stages;
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a receiver configured to receive a command requesting for the execution
of predetermined processing; a first storage unit configured to store first'
information indicating, among a plurality of stages in a lifecycle of the
information processing apparatus, a current stage determined by stored
data and second information indicating an executable command in the
current stage, the executable command being determined for each of the
plurglity. of stages: & determining ynitconfioured tg determine, on the basis. .,
of the first information and the second information whether the comman
LirsteceVed By theteceiver i$'an 8xeciAbIE SR M the Thfreht Stagecommand
rece &vseCopd storage aniiconfigurcddn store-authentication-data whichds current
used rlf(g)r the mutual authentication processing and is used for encrypting
ot d%crypting predetermined data in association with each of the plurality
of Stages; dva eontiol iveans-ontollingdat apdatetofthifirst infofmationion to
chand@ changs,the.currentstage of the INfQEDANION RIECESSINGARRA S o+ 15 in
accordance with the command executed. 73 INFORMATION
acCOBRBTESSING APPARKFISARBWEFHOD, RECORDING MEDIUM,
AND PROGRAM ABSTRACT OF THE DISCLOSURE An information
ocessing apparatus.includes the following elements. A receiver . .
oo e BESSET5 H RN o plederdrih g ond
receiﬁé@@gg@ﬁ;q\after a communicating party 1s authenticated as a

sta

result of conducting rmutual authentication processing with the
communicating party, the information processing apparatus
comprising:

a receiver configured to receive a command requesting for the
execution of predetermined processing;

a first storage unit configured to store first * information
indicating, among & plurality of stages in a lifecycle of the
information processing apparatus, a current stage determined by
stored data and second information indicating an executable command
in the current stage, the executable command being determined for
each of the plurality of stages;

a determining unit configured %o determine on the basis of the
first information and the second information whether the command
received by the receiver 1s an executable command in the current
stage;

a sescond storage unit configured to store authentication data
which 1s used for the mutual authentication processing and is used
for encrypting or decrypting predetermined data in association with
each of the plurality of stages; and

control means controlling an update of the first information to
change the current stage of the information processing apparatus in

accordance with the command executed.
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storage unit stores data and first information indicating, among a plurality
of stages in a lifecycle of the information processing apparatus, the
current stage determined by the stored data and second information
indicating an executable command in the current stage, the executable
command being determined for each of the plurality of stages. A
determinng trit HefdiRTRES DIFt{er BT OF 1R RrSERRRatFCRRA THE
second information whethet thiecornmanekeceired by the receiver is an
executable command in the current stage. Fig. 2 _ 74 _

ABSTRACT OF THE DISCLQSURE

An information processing apparatus includes the
following elements. A receiver receives a command
requesting for therexecution of predetermined processing. A
storage unit stores data and first information indicating,
among a plurality of stages in a lifecycle of the
information processing apparatus, the current stage
determined by the stored data and second information
indicating an executable command in the current stage, the
executable command being determined for each of the
plurality of stages. A determining unit determines on the
basis of the first information and the second information
whether the command received by the receiver is an

executable command in the current stage.

Fig. 2

- 74 -



