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FEDERATED LEARNING-BASED INTERNET OF THINGS DATA SERVICE
METHOD AND APPARATUS, DEVICE, AND MEDIUM

TECHNICAL FIELD
Embodiments of the present disclosure relate to the field of big data technologies, and in
particular, to a combined-learning-based Internet of Things data service method and apparatus,

a device and a medium.

BACKGROUND

The Internet of Things collects, in real time, any object or process that needs to be
monitored, connected, interacted with, and collects a variety of required information such as
sound, light, heat, electricity, mechanics, chemistry, biology and positions through a variety of
apparatuses and technologies such as various information sensors, radio frequency identification
technologies, global positioning systems, infrared sensors and laser scanners, to realize
ubiquitous connections between things and between things and human through various possible
network accesses, thereby realizing intelligent perception, recognition and management of
objects and processes. The Internet of Things is an information carrier based on the Internet,
conventional telecommunications networks, etc., which enables all ordinary physical objects
that can be independently addressed to form an interconnected network.

Existing Internet of Things big data search, sharing, data mining services are still in an
immature stage, lack deep trusted mining of data, and have not yet formed systematic standards
and protective measures. As a result, a large number of Internet of Things enterprise owners are
unwilling or afraid to share their own data resources, thereby seriously affecting rapid progress

and development of the Internet of Things under the trend of Internet big data.

SUMMARY

Summary of the present disclosure is used to briefly introduce ideas that will be described
in detail later in Detailed Description. Summary of the present disclosure is neither intended to
identify key features or essential features of the technical solution sought for protection, nor
intended to be used to limit the scope of the technical solution sought for protection.

Embodiments of the present disclosure provide a combined-learning-based Internet of
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Things data service method and apparatus, a device and a medium, so as to solve the technical
problems mentioned in Background.

In a first aspect, according to some embodiments of the present disclosure, a combined-
learning-based Internet of Things data service method is provided, including: acquiring a data
processing result of an edge side for target user data; performing combined learning training
based on a combined learning engine, the data processing result and the target user data, to
obtain a combined learning training model; storing the combined learning training model in a
target model base; and calling a service-side requirement by using the target model base.

In a second aspect, according to some embodiments of the present disclosure, a combined-
learning-based Internet of Things data service apparatus is provided, including: an acquisition
unit configured to acquire a data processing result of an edge side for target user data; a training
unit configured to perform combined learning training based on an combined learning engine,
the data processing result and the target user data, to obtain an combined learning training model;
a storage unit configured to store the combined learning training model in a target model base;
and a call unit configured to call a service-side requirement by using the target model base.

In a third aspect, according to some embodiments of the present disclosure, an electronic
device is provided, including: one or more processors; and a storage apparatus storing one or
more programs; the one or more programs, when executed by the one or more processors,
causing the one or more processors to perform the method as described in the first aspect.

In a fourth aspect, according to some embodiments of the present disclosure, a computer-
readable medium is provided, storing a computer program, wherein, when the program is
executed by a processor, the method as described in the first aspect is performed.

One of the above embodiments of the present disclosure has the following beneficial effect.
Target user data is processed, and then combined learning training is performed by using
obtained data processing results, so that a combined learning training model meeting a user
management and calling requirement can be obtained. Users’ requirements for model training
and calling are met based on a service-side requirement calling model, which facilitates the users’

subsequent use of data.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other features, advantages and aspects of the embodiment of the present
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disclosure will become more obvious with reference to the accompanying drawings and the
following specific implementations. Throughout the accompanying drawings, identical or
similar reference numerals represent identical or similar elements. It is to be understood that the
accompanying drawings are schematic and that components and elements are not necessarily
drawn to scale.

FIG. 1 is a schematic diagram of an application scenario of a combined-learning-based
Internet of Things data service method according to embodiments of the present disclosure;

FIG. 2 is a flowchart of an embodiment of the combined-learning-based Internet of Things
data service method according to the present disclosure;

FIG. 3 is a flowchart of an embodiment of training of a combined learning training model
in the combined-learning-based Internet of Things data service method according to the present
disclosure;

FIG. 4 is a schematic structural diagram of an embodiment of a combined-learning-based
Internet of Things data service apparatus according to the present disclosure; and

FIG. 5 is a schematic structural diagram of an electronic device configured to implement

embodiments of the present disclosure.

DETAILED DESCRIPTION

The embodiments of the present disclosure are described in more detail below with
reference to the accompanying drawings. Although some embodiments of the present disclosure
are shown in the accompanying drawings, it is to be understood that the present disclosure may
be implemented in various forms and should not be interpreted as being limited to the
embodiments described herein. Rather, these embodiments are provided for a more thorough
and complete understanding of the present disclosure. It is to be understood that the
accompanying drawings and embodiments of the present disclosure are for exemplary purposes
only and are not intended to limit the scope of protection of the present disclosure.

In addition, it is to be further noted that only the parts related to the invention are shown in
the accompanying drawings for the convenience of description. Embodiments in the present
disclosure and features in the embodiments may be combined with each other without conflict.

It is to be noted that the concepts such as "first" and "second" mentioned in the present

disclosure are used only to distinguish different apparatuses, modules or units and are not
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intended to define the sequence or interdependence of functions performed by the apparatuses,
modules or units.

It is to be noted that "one" and "more than one” mentioned in the present disclosure are
illustrative but not restrictive modifiers, and should be understood by those skilled in the art as
"one or more" unless otherwise expressly stated in the context.

Names of messages or information exchanged between a plurality of apparatuses in
implementations of the present disclosure are used for illustrative purposes only and are not
intended to limit the scope of such messages or information.

The present disclosure is described in detail below with reference to the accompanying
drawings and embodiments.

FIG. 1 is a schematic diagram of an application scenario of a combined-learning-based
Internet of Things data service method according to some embodiments of the present disclosure.

In the application scenario of FIG. 1, firstly, a data processing result of an edge side for
target user data (such as data of User 1) may be acquired. Then, combined learning training may
be performed based on a combined learning engine, the data processing result and the target user
data, to obtain a combined learning training model. Next, the combined learning training model
may be stored in a target model base. Finally, a service-side requirement (such as a scenario in
a service application) may be called by using the target model base. Optionally, the target model
base may be presented to users who satisfy a presentation condition (for example, energy
ecosphere users, health ecosphere users).

Still refer to FIG. 2 which shows a flow 200 of an embodiment of the combined-learning-
based Internet of Things data service method according to the present disclosure. The method
may be performed by a computing device 101 in FIG. 1. The combined-learning-based Internet
of Things data service method includes the following steps.

In step 201, a data processing result of an edge side for target user data is acquired.

In the embodiment, an execution subject of the combined-learning-based Internet of Things
data service method may acquire the data processing result in a wired or wireless connection
manner. For example, the execution subject may receive the data processing result of the edge
side for the target user data as the data processing result. Here, the edge side may be a device
with software or hardware that provides storage capabilities for various edge computing,

data/models. As an example, functions of the edge side include, but are not limited to at least
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one of the following: data access, edge computing, data/model storage, local model training,
local model deployment, multi-protocol access, communication module/SDK, and intelligent
distribution. The edge side supports multi-protocol access, communication module/SDK,
intelligent distribution and other functions, which may transform current data into unified-
standard data, facilitating subsequent processing such as computing. The target user data may
be data stored by an Internet of Things device of a target user.

The data access described above may be expressed as the realization of collecting data of
all kinds of devices in a workshop through sensors. Originating from the field of media, edge
computing refers to an open platform that integrates network, computing, storage and
application core capabilities to provide the nearest service close to one side of an object or data
source. Applications thereof are initiated on the edge side, generating faster network service
responses and meeting the industry's basic requirements in aspects such as real-time services,
application intelligence, security and privacy protection. Edge computing is between physical
entities and industrial connections, or at a top end of the physical entities. Through the
application of an edge computing technology, error data elimination, data cache and other
preprocessing and real-time edge analysis are realized to reduce network transmission load and
cloud computing pressure.

It is to be noted that the wireless connection manner may include, but is not limited to,
3G/4G connection, WiFi connection, Bluetooth connection, WiMAX connection, Zigbee
connection, ultra wideband (UWB) connection, and other wireless connection manners known
now or to be developed in the future.

In step 202, combined learning training is performed based on a combined learning engine,
the data processing result and the target user data, to obtain a combined learning training model.

In the embodiment, the execution subject may obtain the combined learning training model
through the following steps. In a first step, the execution subject may acquire an initial model.
In a second step, the execution subject may integrate a target machine learning algorithm (e.g.,
a conventional machine learning algorithm) into the combined learning engine. In a third step,
the execution subject may integrate a target deep learning algorithm into the combined learning
engine. In a fourth step, the execution subject may add the data processing result and the target
user data to a sample set to obtain a sample set after data addition. In a fifth step, the execution

subject may encrypt data in the sample set after data addition to obtain an encrypted sample set
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as a training sample set for training the initial model. In a sixth step, the execution subject may
perform combined learning training on the initial model by using the training sample set and the
combined learning engine, to obtain the combined learning training model. Here, the initial
model may be a model untrained or not meeting a preset condition after training. The initial
model may also be a model having a deep neural network structure. A storage position of the
initial model is not limited in the present disclosure.

In step 203, the combined learning training model is stored in a target model base.

In the embodiment, the execution subject may store the combined learning training model
in the target model base through the following steps. In a first step, the execution subject may
encapsulate the combined learning training model to obtain an encapsulated combined learning
training model. In a second step, the execution subject may generate an interface of the
encapsulated combined learning training model. In a third step, the execution subject may store
the encapsulated combined learning training model to the target model base in response to
determining completion of generation of the interface. Here, the interface includes: a
management interface and a call interface. The management interface may be configured to
allow a management user (for example, an administrator) to manage the stored model in the
target model base. The call interface may be configured to allow a user (for example, a user with
a calling requirement) to call the stored model in the target model base. Specifically, the target
model base stores at least one model that has been trained and reached a preset condition.

In step 204, a service-side requirement is called by using the target model base.

In the embodiment, the execution body may acquire the service-side requirement first. Here,
the service-side requirement may a call operation instruction of the user for the model in the
target model base. Then, the execution body may extract, from the target model base, a model
whose interface is the same as the interface of the model included in the service-side requirement.

In an optional implementation manner of the embodiment, the method further includes:
performing data asset management on the data processing result, wherein the data asset
management includes at least one of the following: metadata management, data asset storage,
data quality management, data authorization and delivery management, and data security
management.

In an optional implementation manner of the embodiment, during training and application

of the combined learning training model, cloud basic environment management, operation and
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maintenance management and security management are further included.

In an optional implementation manner of the embodiment, a management instruction is
acquired in response to detecting a management request from a target management user, wherein
the management instruction comprises an interface and management content of a managed
model; and models in the target model base whose interfaces are the same as the interface of the
managed model are processed based on the management instruction.

In an optional implementation manner of the embodiment, the call interface is acquired in
response to detecting a call request from a target user; a model whose interface is the same as
the call interface is extracted from the target model base; and in response to detecting a combined
training request from the target user, combined training is performed on the extracted model and
at least one model stored by a terminal device of the target user.

One of the above embodiments of the present disclosure has the following beneficial effect.
Target user data is processed, and then combined learning training is performed by using
obtained data processing results, so that a combined learning training model meeting a user
management and calling requirement can be obtained. Users’ requirements for model training
and calling are met based on a service-side requirement calling model, which facilitates the users’
subsequent use of data.

Still refer to FIG. 3 which shows a flowchart 300 of an embodiment of training of a
combined learning training model in the combined-learning-based Internet of Things data
service method according to the present disclosure. The method may be performed by a
computing device 101 in FIG. 1. The training method includes the following steps.

In step 301, an initial model is acquired.

In the embodiment, the execution subject may acquire the initial model in a wired or
wireless connection manner.

In step 302, an objective machine learning algorithm and an objective deep learning
algorithm are integrated into the combined learning engine.

In the embodiment, the execution subject may integrate the objective machine learning
algorithm and the objective deep learning algorithm into the combined learning engine. Here,
the objective machine learning algorithm and the objective deep learning algorithm may be
algorithms supported by the combined learning engine.

In step 303, the data processing result and the target user data are added to a sample set, to
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obtain a sample set after data addition.

In the embodiment, the execution subject may add the data processing result and the target
user data to a sample set. Here, the sample set may be a data set pre-acquired and configured to
train the initial model.

In step 304, data in the sample set after data addition is encrypted to obtain an encrypted
sample set as a training sample set for training the initial model.

In the embodiment, the execution subject may encrypt the data in the sample set after data
addition in a variety of manners. As an example, the execution subject may encrypt the data in
the sample set after data addition by dynamic encryption. In another example, the execution
subject may encrypt the data in the sample set after data addition by differential privacy. In
another example, the execution subject may encrypt the data in the sample set after data addition
by secure multi-party computation.

In the embodiment, a training sample in the training sample set includes sample input data
and sample output data, and the combined learning training model is trained by taking the
sample input data as input and the sample output data as expected output.

In step 305, combined learning training is performed on the initial model by using the
training sample set and the combined learning engine, to obtain the combined learning training
model.

In the embodiment, the execution subject may start training the initial model by using the
acquired training sample set. A training process is as follows. In a first step, a training sample is
selected from the training sample set, wherein the training sample includes sample input data
and sample output data. In a second step, the execution subject may input the sample input data
in the training sample to the initial model. In a third step, outputted data is compared with the
sample output data, to obtain an output data loss value. In a fourth step, the execution subject
may compare the output data loss value with a preset threshold, to obtain a comparison result.
In a fifth step, it is determined according to the comparison result whether the initial model has
been trained. In a sixth step, in response to completion of training of the initial training model,
the initial model is determined as a trained initial model. Here, the acquired training sample set
may be local data of a terminal device of the target user.

The output data loss value described above may be a value obtained by inputting the

outputted data and the corresponding sample output data as parameters into an executed loss
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function. Here, the loss function (such as a square loss function or an exponential loss function)
is generally used for estimating a degree of inconsistency between a predicted value (such as
the sample output data corresponding to the sample input data) and a real value (such as the data
obtained through the above steps) of a model. It is a non-negative real-valued function.
Generally, the smaller the loss function, the better the robustness of the model. The loss function
may be set according to an actual requirement. As an example, the loss function may be a cross
entropy loss function.

In an optional implementation manner of the embodiment, the method further includes: in
response to determining that the training of the initial model is not completed, adjusting related
parameters in the initial model, and re-selecting a sample from the training sample set and using
the adjusted initial model as an initial model to continue the training step.

In an optional implementation manner of the embodiment, the combined learning training
model may be trained in different combined learning scenarios in vertical domains (e.g., energy,
health).

As can be seen from FIG. 3, compared with the description of the embodiment
corresponding to FIG. 2, the flow 300 of the data measurement method in some embodiments
corresponding to FIG. 3 reflects the steps of how to obtain a train sample set and train an initial
model to obtain a combined learning training model. Thus, according to the solutions described
in the embodiments, a combined learning engine may be obtained by integrating an objective
machine learning algorithm and an objective deep learning algorithm. The data in the sample
set after addition is encrypted, which may improve security of use of data during the training.
The trained combined learning training model meets users’ requirements for data processing,
facilitating the users’ subsequent use of data. In addition, the users may select models in the
target model base for different service scenarios to their requirements, which improves user
experience to some extent.

Further referring to FIG. 4, as implementations to the methods in the above figures, the
present disclosure provides some embodiments of a combined-learning-based Internet of Things
data service apparatus. The apparatus embodiments correspond to the method embodiments in
FIG. 2. The apparatus may be specifically applied to a variety of electronic devices.

As shown in FIG. 4, the combined-learning-based Internet of Things data service apparatus

400 according to some embodiments includes: an acquisition unit 401, a training unit 402, a
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storage unit 403 and a call unit 404. The acquisition unit 401 is configured to acquire a data
processing result of an edge side for target user data. The training unit 402 is configured to
perform combined learning training based on a combined learning engine, the data processing
result and the target user data, to obtain an combined learning training model. The storage unit
403 is configured to store the combined learning training model in a target model base. The call
unit 404 is configured to call a service-side requirement by using the target model base.

In an optional implementation manner of the embodiment, the combined-learning-based
Internet of Things data service apparatus 400 is further configured to: perform data asset
management on the data processing result, wherein the data asset management includes at least
one of the following: metadata management, data asset storage, data quality management, data
authorization and delivery management, and data security management.

In an optional implementation manner of the embodiment, the training unit 402 of the
combined-learning-based Internet of Things data service apparatus 400 is further configured to:
acquire an initial model; integrate an objective machine learning algorithm and an objective
deep learning algorithm into the combined learning engine; add the data processing result and
the target user data to a sample set, to obtain a sample set after data addition; encrypt data in the
sample set after data addition to obtain an encrypted sample set as a training sample set for
training the initial model; and perform combined learning training on the initial model by using
the training sample set and the combined learning engine, to obtain the combined learning
training model.

In an optional implementation manner of the embodiment, a training sample in the training
sample set includes sample input data and sample output data, and the combined learning
training model is trained by taking the sample input data as input and the sample output data as
expected output.

In an optional implementation manner of the embodiment, the storage unit 403 of the
combined-learning-based Internet of Things data service apparatus 400 is further configured to:
encapsulate the combined learning training model to obtain an encapsulated combined learning
training model; generate an interface of the encapsulated combined learning training model,
wherein the interface includes: a management interface and a call interface; and store the
encapsulated combined learning training model to the target model base in response to

determining completion of generation of the interface.
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In an optional implementation manner of the embodiment, the combined-learning-based
Internet of Things data service apparatus 400 is further configured to: acquire a management
instruction in response to detecting a management request from a target management user,
wherein the management instruction includes an interface and management content of a
managed model; and process, based on the management instruction, models in the target model
base whose interfaces are the same as the interface of the managed model.

In an optional implementation manner of the embodiment, the combined-learning-based
Internet of Things data service apparatus 400 is further configured to: acquire the call interface
in response to detecting a call request from a target user; extract, from the target model base, a
model whose interface is the same as the call interface; and perform, in response to detecting a
combined training request from the target user, combined training on the extracted model and at
least one model stored by a terminal device of the target user.

It may be understood that the units in the apparatus 400 correspond to the steps in the
method described with reference to FIG. 2. Thus, the operations, features and beneficial effects
described above for the method also apply to the apparatus 400 and the units included therein,
which are not described in detail herein.

Refer to FIG. 5 below which is a schematic structural diagram of an electronic device (such
as the computing device 101 in FIG. 1) 500 configured to implement some embodiments of the
present disclosure. A server shown in FIG. 5 is only an example and should not impose any
limitations on functionality and scope of use of the embodiments of the present disclosure.

As shown in FIG. 5, the electronic device 500 may include a processing apparatus (such as
a central processing unit or a graphics processor) 501, which may execute various appropriate
actions and processing according to programs stored in a read-only memory (ROM) 502 or
programs loaded from a storage apparatus 508 into a random access memory (RAM) 503. The
RAM 503 further stores various programs and data required by operation of the electronic device
500. The processing apparatus 501, the ROM 502 and the RAM 503 are connected to one
another via a bus 504. An input/output (I/O) module 505 is also connected to the bus 504.

Generally, the following apparatus may be connected to the I/O interface 505: an input
apparatus 506 including, for example, a touch screen, a touchpad, a keyboard, a mouse, a camera,
a microphone, an accelerometer, a gyroscope, and the like; an output apparatus 507 including,

for example, a liquid crystal display (LCD), a speaker, a vibrator, and the like; a storage
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apparatus 508 including, for example, a magnetic tape, a hard disk, and the like; and a
communication apparatus 509. The communication apparatus 509 may allow the electronic
device 500 to conduct wireless or wired communication with other devices to exchange data.
Although FIG. 5 illustrates an electronic device 500 having various apparatuses, it should be
understood that it is not required to implement or have all of the illustrated apparatuses.
Alternatively, more or fewer apparatuses may be implemented or included. Each block shown
in FIG. 5 may represent one apparatus or a plurality of apparatuses as required.

In particular, the processes described above with reference to the flowcharts may be
implemented as a computer software program according to some embodiments of the present
disclosure. For example, some embodiments of the present disclosure include a computer
program product including a computer program loaded on a computer-readable medium, and
the computer program includes program code for executing the method shown in the flowchart.
In such embodiments, the computer program may be downloaded and installed from the network
via the communication apparatus 509, or installed from the storage apparatus 508, or installed
from the ROM 502. When the computer program is executed by the processing apparatus 501,
the above functions defined in the method of the embodiments of the present disclosure are
executed.

It is to be noted that the above computer-readable medium according to some embodiments
of the present disclosure may be a computer-readable signal medium or a computer-readable
storage medium or any combination thereof. The computer-readable storage medium may be,
for example, but is not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any combination thereof. More specific
examples of the computer-readable storage medium may include, but are not limited to, an
electrical connection having one or more wires, a portable computer disk, a hard disk, a random
access memory (RAM), a read-only memory (ROM), an erasable programmable read only
memory (EPROM or flash memory), an optical fiber, a portable compact disk read-only memory
(CD-ROM), an optical storage device, a magnetic storage device, or any suitable combination
thereof. In some embodiments of the present disclosure, the computer-readable storage medium
may be any tangible medium that contains or stores programs, which may be used by or in
connection with an instruction execution system, apparatus, or device. In some embodiments of

the present disclosure, the computer-readable signal medium may include a data signal that is
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propagated in the baseband or propagated as part of a carrier, carrying computer-readable
program codes. Such propagated data signals may take various forms, including, but not limited
to, electromagnetic signals, optical signals, or any suitable combination thereof. The computer-
readable signal medium may also be any computer-readable medium except for the computer-
readable storage medium, and the computer-readable signal medium may send, propagate or
transmit a program for use by or in connection with an instruction execution system, apparatus
or device. Program codes included on the computer-readable medium may be transmitted by
any suitable medium, which includes, but is not limited to, a wire, a fiber optic cable, radio
frequency (RF), and the like, or any suitable combination thereof.

In some implementations, the client and the server may communicate using any network
protocol currently known or developed in the future, such as a HyperText Transfer Protocol
(HTTP), and may interconnect with digital data communication (such as a communication
network) in any form or medium. Examples of the communication network include a local area
network ("LAN"), a wide area networks ("WAN"), an inter-network (e.g., the Internet), a peer-
to-peer network (e.g., an ad hoc peer-to-peer network), as well as any network currently known
or developed in the future.

The computer-readable medium may be included in the apparatus; or may be separately
present and is not incorporated in the electronic device. The computer-readable medium carries
one or more programs. The one or more programs, when executed by the electronic device,
cause the electronic device to: acquire a data processing result of an edge side for target user
data; perform combined learning training based on a combined learning engine, the data
processing result and the target user data, to obtain a combined learning training model; store
the combined learning training model in a target model base; and call a service-side requirement
by using the target model base.

Computer program codes for executing the operations of some embodiments of the present
disclosure may be written in one or more programming languages, or combinations thereof,
wherein the programming languages include an object-oriented programming language such as
Java, Smalltalk, C++, and also include conventional procedural programming language, such as
“C” language or similar programming languages. The program codes may be executed entirely
on the user's computer, partly executed on the user's computer, executed as an independent

software package, partly executed on the user's computer and partly executed on a remote
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computer, or entirely executed on a remote computer or on a server. In the case of involving the
remote computer, the remote computer may be connected to the user's computer through any
kind of network, including a local area network (LAN) or a wide area network (WAN), or may
be connected to an external computer (e.g., using an Internet service provider to connect via the
Internet).

The flowcharts and block diagrams in the drawings illustrate the architecture, function, and
operation of possible implementations of systems, methods, and computer program products
according to various embodiments of the present disclosure. In this regard, each block of the
flowchart or block diagram may represent one module, a program segment, or a portion of the
codes, and the module, the program segment, or the portion of codes includes one or more
executable instructions for implementing specified logic functions. It should also be noted that
in some alternative implementations, the functions marked in the blocks may also occur in an
order different from the order marked in the drawings. For example, two successively
represented blocks may in fact be executed substantially in parallel, and they may sometimes be
executed in an opposite order, depending upon the involved function. It is also to be noted that
each block of the block diagrams and/or flowcharts, and combinations of blocks in the block
diagrams and/or flowcharts, may be implemented in a dedicated hardware-based system that
executes specified functions or operations, or may be implemented by a combination of
dedicated hardware and computer instructions.

The units described in some embodiments of the present disclosure may be implemented
either in software or in hardware. The units described may also be arranged in a processor, which,
for example, may be described as: a processor includes an acquisition unit, a training unit, a
storage unit and a call unit. The names of these units do not, in some cases, qualify the units.
For example, the acquisition unit may also be described as “a unit for acquiring a data processing
result of an edge side for target user data”.

The functions described above herein can be performed at least in part by one or more
hardware logic components. For example, non-restrictively, usable exemplary logical
components of hardware include: a Field Programmable Gate Array (FPGA), an Application
Specific Integrated Circuit (ASIC), an Application Specific Standard Product (ASSP), a System
on Chip (SOC), a Complex Programmable Logic Device (CPLD), and the like.

The above descriptions are only some preferred embodiments of the present disclosure and

14
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a description of the principles of the applied technology. It should be understood by those skilled
in the art that the invention scope involved in the embodiments of the present disclosure is not
limited to the specific technical solutions of the above technical features, and should also cover
other technical solutions formed by a random combination of the above technical features or
equivalent features thereof without departing from the above invention concept, such as a
technical solution in which the above features are replaced with technical features having similar

functions disclosed (but is not limited to) in the embodiments of the present disclosure.
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Claims

1. A combined-learning-based Internet of Things data service method, comprising:

acquiring a data processing result of an edge side for target user data;

performing combined learning training based on a combined learning engine, the data
processing result and the target user data, to obtain a combined learning training model;

storing the combined learning training model in a target model base; and

calling a service-side requirement by using the target model base.

2. The combined-learning-based Internet of Things data service method according to claim
1, wherein, after the step of acquiring a data processing result of an edge side for target user data,
the method further comprises:

performing data asset management on the data processing result, wherein the data asset
management comprises at least one of the following: metadata management, data asset storage,
data quality management, data authorization and delivery management, and data security

management.

3. The combined-learning-based Internet of Things data service method according to claim
1, wherein the step of performing combined learning training based on a combined learning
engine, the data processing result and the target user data, to obtain a combined learning training
model comprises:

acquiring an initial model;

integrating an objective machine learning algorithm and an objective deep learning
algorithm into the combined learning engine;

adding the data processing result and the target user data to a sample set, to obtain a sample
set after data addition;

encrypting data in the sample set after data addition to obtain an encrypted sample set as a
training sample set for training the initial model; and

performing combined learning training on the initial model by using the training sample

set and the combined learning engine, to obtain the combined learning training model.
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4. The combined-learning-based Internet of Things data service method according to claim
3, wherein a training sample in the training sample set comprises sample input data and sample
output data, and the combined learning training model is trained by taking the sample input data

as input and the sample output data as expected output.

5. The combined-learning-based Internet of Things data service method according to claim
1, wherein the step of storing the combined learning training model in a target model base
comprises:

encapsulating the combined learning training model to obtain an encapsulated combined
learning training model;

generating an interface of the encapsulated combined learning training model, wherein the
interface comprises: a management interface and a call interface; and

storing the encapsulated combined learning training model to the target model base in

response to determining completion of generation of the interface.

6. The combined-learning-based Internet of Things data service method according to claim
5, wherein the method further comprises:

acquiring a management instruction in response to detecting a management request from a
target management user, wherein the management instruction comprises an interface and
management content of a managed model; and

processing, based on the management instruction, models in the target model base whose

interfaces are the same as the interface of the managed model.

7. The combined-learning-based Internet of Things data service method according to claim
5, wherein the method further comprises:

acquiring the call interface in response to detecting a call request from a target user;

extracting, from the target model base, a model whose interface is the same as the call
interface; and

performing, in response to detecting a combined training request from the target user,
combined training on the extracted model and at least one model stored by a terminal device of

the target user.
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8. A combined-learning-based Internet of Things data service apparatus, comprising:
an acquisition unit configured to acquire a data processing result of an edge side for target
user data;

5 a training unit configured to perform combined learning training based on a combined
learning engine, the data processing result and the target user data, to obtain a combined learning
training model;

a storage unit configured to store the combined learning training model in a target model
base; and

10 a call unit configured to call a service-side requirement by using the target model base.

9. An electronic device, comprising:
one or more processors; and
a storage apparatus storing one or more programs;
15 the one or more programs, when executed by the one or more processors, causing the one

or more processors to perform the method according to claim 1.

10. A computer-readable medium, storing a computer program, wherein, when the program

is executed by a processor, the method according to claim 1 is performed.
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