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[ 00011 A typical instruction in a conputer processor perforns a series of
oper at i onwO osfogde19ri cr oi nstructi ons that define each oper atecarusogogsgo encoded
in a non- volatile storage area in the formof mcrocode. The m crocode
defines all or a portion of the executable instruction set for the

processor, and may al i W a L re not

i npl enented in softﬁﬁf@ﬁ&ﬁﬁbﬁé‘%ahxﬁﬁgﬁwggmgtypi cally placed
10 in a read-only nenory (ROM wthin the processor at the tinme the
processor is manufactured. However, m crocode sonetines needs to be

nodi fied after the processor is nmanufactured, and even after the processor
has been placed into operation. HAFrRERAFUNPALches allow such nodification
by inserting new mcroinstructions in place of the original

m croi nstructions. The m crocode patches can be delivered to the processor
in various 15 ways (such as by bei ng downl oaded over a communi cati ons
channel , installed b%p.a service . technician, or pr(%vi ded with.an operating
systen | [U985 ar et AHPIHIPRRCTER i ACoRHUTEdseTosPeropes 265R8l use, S nce
the m crocode ROM cannot be easily altered, mcrocode patches are

typi cal | gpapitippedwitinmicraingtaectionpEab defing saph pparpionheipgencoded By prengs a
random access nenory (RAM, and references to the nodified

m cr oi nstoluileistonsgearen inahk formtoftnicrvcodd. HEhe20icpapdé déis alitdr@rpottivancft he ROM
Because the patch RAM nmay be volatile, the mcrocode patches are usually

stored ejHeRQEcu@dbldinStu@ionisBt fob theBRSdessor HdtmARAIdIdefeihRMal Ofdrblions and are
| oaded into the patch RAM when the systemis booted. [00021 If a processor

Is to betht'ﬁﬁgrg 'o{"ing}%érggrﬂ%cﬁin Yt%ﬂapélﬁ%gésibdy géde(?%g%ﬁﬁl%fcbhé’ is tgﬁeﬁlyﬁ%eﬁhom d be

taken in esl e software an hardware to provi

10 in a read-only memory (ROM) within the processor at the time the processor is
manufactured. However, microcode sometimes needs to be modified after the processor is
manufactured, and even after the processor has been placed into operation. Microcode
patches allow such modification by inserting new microinstructions in place of the original
microinstructions. The microcode patches can be delivered to the processor in various

15  ways (such as by being downloaded over a communications channel, installed by a service
technician, or provided with an operating system), and are then stored in the processor for
operational use. Since the microcode ROM cannot be easily altered, microcode patches
are typically placed into a patch memory within the processor, such as a random-access
memory (RAM), and references to the modified microinstructions are redirected into the

20  patch RAM rather than the ROM. Because the patch RAM may be volatile, the
microcode patches are usually stored either on disk or in the Basic Input-Output System
(BIOS), and are loaded into the patch RAM when the system is booted.

[0002] If a processor is to be used in a secure environment, various security

measures should be taken in the design of the software and/or hardware to provide



WO 03/088019 PCT/ US03/ 09640 protection against tanpering with the
operation of the secure features. The ability to insert unauthorized

m cr ocodewpaB/ossds) i Nt 0 a processor represents one way thatrca/usoxodche
attacker may thwart conventional security neasures. 5 BRI EF DESCRI PTI ON OF
THE DRAW NGS [ 0003] The invention may be understood by referring to the

follow n cri and Yefele] I h ar

|IIustra[§lr(5,‘)Ej ﬁB 8$ sﬁ?agnpe]nnghe | v e rlaf(;%l gfrltgwf%ggﬁﬁea@es 1% éﬁ)ﬁg\%{o mtsﬁ ock

di agr am of emto validate and install mcrocode e ccordi ng
to one e\‘ﬂfé‘gioﬁ%ﬁé Migrogqde PRIFREHIE LHPTOCE BT EPIES LS %“%W@G\E’Baag %’i?(atgq gﬁ"r am of
a systemto convert mcrocode patches into a secure formfor delivery,
accor di n@aww@méc@mmnnﬁwummmuﬁeﬁvenu on. [0006] Fig. 3 shows a patch
package containing elenments delivered fromthe 15 systemof Fig. 2 to the
systemof Fig. 1, according to one enbodi nent of the invention. [0007]
Fig. 4 shows a flow chart of an overall process for preparing, delivering,
and val i dating a patch package, according to one enbodi nent of the
invention. [0008] Fig. 5 shows a flow chart of a process for preparing a

pat ch package, accor p@nf Nj@gntion. 20 [0009]
Fig. 6 shows a flow cﬂiaﬂ(fig ? a process ftor val |%!& ting a pat ch package,
according to one enbodi nent of the invention. 25 2 WO 03/088019

PCT/ US03/ 09640 DETAI LED DESCRI PTI ON

[0003] The invention may be understood by referring to the following description
and accompanying drawings that are used to illustrate embodiments of the invention.

10 [0004] Fig. 1 shows a block diagram of a system to validate and install microcode
patches, according to one embodiment of the invention.
[0005] Fig. 2 shows a block diagram of a system to convert microcode patches into
a secure form for delivery, according to one embodiment of the invention.
[0006] Fig. 3 shows a patch package containing elements delivered from the

15  system of Fig. 2 to the system of Fig. 1, according to one embodiment of the invention.
[0007] Fig. 4 shows a flow chart of an overall process for preparing, delivering,
and validating a patch package, according to one embodiment of the invention.
[0008] Fig. 5 shows a flow chart of a process for preparing a patch package,
according to one embodiment of the invention.

20 [0009] Fig. 6 shows a flow chart of a process for validating a patch package,

according to one embodiment of the invention.

25



[0010] In the foll ow ng description, numerous specific details are set
forth. However, it is understood that enbodi nents of the invention nay be
practi cedwaioBiogsety 5 these specific details. In other instramass3/oosed | - known
circuits, structures and techni qgues have not been shown in detail in order
not to obscure an understanding of this description. References to "one

enbodi nent", "an enbodi nent" " J ", "various enbodinents",
etc., indicate that the emogp;{%ﬁ@ﬁ@%my i nclude a particul ar
feature, structure, or characteristic, but not every enbodi nent necessarily
i ncludes the 10 particular feature, structure, or characteristic. Al so, the
features, structures, or characteristics described for different

enbodi nel®030lhay belnctherfiollpendng desoriptieyi, ngmerous sprsifiqdsieils arepetierth. r epeat ed
use of the phrase "in one enbodi nent” does not necessarily refer to the
sanme enbHewsw] it isalrddesugid thit erbydiniddsldf] thKafventborciaay be pecticddovitioppt ogr aphy
may i nclude one or both of encryption 15 and decryption. References herein

t0 " Sy MBkid pecific YRR BRSHer iK@Nites, AL MRS O rcus, steleGkdRindesthnig@ber to
cryptographi ¢ techniques in which the same key is used for encryption and

LL‘§| ?252@@%3?5%%%%& ] me%flﬁ%”rf#éﬁ%%%@ﬁﬁ*gﬁ?ﬁé@ﬁ%%@ﬁ%ﬁ%“*ﬁ@%ﬁﬁs_ 2
s o3 "as | at o™ PRI S g | ,
e oxarBPEEnsE B by FRBGENCr Y UPABITR EFEPEREORGTES . Yok et 1§ 0+

cryptography, keys, encryption, or decryption, refer to cryptographic

t echni quersbedimgnis & ieta indisate that herembadimenn(s) Respaibed may dncdudesy PaEH@Hpt i on and
t he associ ated decryption. So called "public key" cryptographic

t echni qufeaturé, strhctdiengr ¢Haeactaristic, lbnonot cRemyesnbdShamtmedetsatipmaiRisAthe

techni que, are exanples of asymmetric cryptography. One of the two rel ated
keyspf i@ Har@ Y birhdture! fivhaftREBIE RI56CBE Seanfred, fradtiRe, dro herein as a

private key (because it is 3

characteristics described for different embodiments may be combined into a single
embodiment. Further, repeated use of the phrase “in one embodiment” does not
necessarily refer to the same embodiment, although it may.
[0011] References herein to cryptography may include one or both of encryption

15 and decryption. References herein to “symmetric” cryptography, keys, encryption, or
decryption, refer to cryptographic techniques in which the same key is used for encryption
and the associated decryption. The well known Data Encryption Standard (DES)
published in 1993 as Federal Information Publishing Standard FIPS PUB 46-2, and
Advanced Encryption Standard (AES), published in 2001 as FIPS PUB 197, are examples

20 of symmetric cryptography. Reference herein to “asymmetric” cryptography, keys,
encryption, or decryption, refer to cryptographic techniques in which different but related
keys are used for encryption and the associated decryption. So called “public key”
cryptographic techniques, including the well-known Rivest-Shamir-Adleman (RSA)

technique, are examples of asymmetric cryptography. One of the two related keys of an

25  asymmetric cryptographic process is referred to herein as a private key (because it is
3



WO 03/088019 PCT/ US03/ 09640 generally kept secret), and the other key is
referred to as a public key (because it is generally nade freely

avai | abl ewo oBos®ere enbodi ments either the private or publpca/useyosnmy be
used for encryption while the other key is used for the associated
decryption. [0012] Enbodi nents of the invention nmay be inplenented in one

or ab5c |ty r L DWeF tiyents of the
i nventi ogémn%agﬁ IJaeP {;soeg{%)t‘ ?ﬁn%w%r?glne{ ieday as |e§r§?%€8t?@&§1\e§{egr(%§gg%qg§e

machi ne-r eadabl e i i.ch may be .read and.executed by af..|east one
process ogenF@?lsé??‘gﬁgﬁerﬂéva%F)atIf‘(fﬁglefgg’(? ﬁinﬂ)e %g\%ﬁlﬁ .P“Xa‘en%é’ H%’lrllcegerye adabl e
medi um may i nclude any nmechanismfor storing or transmtiing information in
a form r Banhpreedipr andrgtianyehileghg othepkeypigysgdsioy thepssociatedWlgclYPiONpchi ne- 10
readabl e nmedi um may include read only nenory (ROM; random access nenory
(RAM) ; [B832kt i ¢ dEsiodimentsgd tiveidiventiospnaychkd implemenjed meatiesr af | ash menory
devices; electrical, optical, acoustical or other form of propagated

Si gnad s {@minaticiesfHaiwareMmwaré)fahdksefiwarsi Eredodimelitgof the irsiegtial mayet c. ),
and ot hers. [0013] Various enbodi nents of the invention involve the

encodi ng,angé ﬁﬁ}g%ﬁpﬁi@@ Q8| BRuQiond st FCPHEHAL-FRAARL fRdfudd, SFli&fmb bBer ei n

sinply as a pa ) so that the patch can be authenticated as valid

before bei ng%c:iq g%et %Lel(c)i ait ko d%n_%rp%?ctessgxg gogﬁea'gog‘%l Jggogérgtgﬁﬁﬁﬁ%cri .eﬁ h\é{%luf: hAt he

pat ch i Srelagl e use ncodi I'ng" may 1 nclude one or nore
of : 1) encryption/decryption, .2% he use, of. cryptographi c hash functions,
3) the ug’éc%ge'r‘ﬁ’a@liﬂf’ a d@l“@ﬂ’é’@'&’i‘ 'é‘?e ay néft'c@f“mﬁltfé‘?ﬁ%‘gn%&stf"éﬁﬂ‘ "€he systemin
whi ch the patch is to be 20 installed, while an ori lgi nating systemis the
syst em t indernptiepan @ formhisageblacty 4 mackine (&2, a smpyieny Feoexample, arpechingg st em
I n one enbodi nent, a common set of patches is produced for a particular
typeiof madablé mediipsimaminchvderead’ énty aetfermoay (ROM)cmndora apaass meuloay (RAM);
generation, a particular nodel nunmber, sonme category within the nodel
nunber, gfagnetic disk storage media; optical storage media; flash memory devices; electrical,

optical, acoustical or other form of propagated signals (e.g., carrier waves, infrared

signals, digital signals, etc.), and others.

[0013] Various embodiments of the invention involve the encoding and/or

15 decoding of a microcode patch (also referred to herein simply as a ‘patch’) so that the

patch can be authenticated as valid before being installed in a target processor (a processor

in which the patch is intended to be used). Encoding/decoding may include one or more

of: 1) encryption/decryption, 2) the use of cryptographic hash functions, 3) the use of

digital signatures, 4) etc. A target system is the system in which the patch is to be

20  installed, while an originating system is the system that prepares the patch for secure

delivery to the target system. In one embodiment, a common set of patches is produced

for a particular type of computer system, where “type” may indicate a particular

generation, a particular model number, some category within the model number, etc.

Once a patch is produced, it may be encoded in the manner described herein before

25  delivery to each of the target systems for which it is intended. Within each target system,
4



Once a patch is produced, it nmay be encoded in the manner described herein
before 25 delivery to each of the target systens for which it is intended.
Wthin eawb iBasgpad system 4 WO 03/088019 PCT/ US03/ 09640 PCaANesosnIcamr e

pat ches may be decoded and installed as described herein so that the
patches beconme an operational part of the target system [0014] Any
conveni egfe &%‘I’l&% aR:fheéjﬁlla BEQ¥e algc?mgl%ﬁgd Astislang i so ﬂﬁt tHelpdtched to
delivery over onnunlc t|ons ] |nsta? atiron by a technician,

inclusiop in an 5 0 %g% ste the manuf acturer of that operating
system PHEOMYASP oﬁa 'hut system (Bl OS), etc Once
delivered, the patch may be stored inits encoded({orm un h .S
oper at i ol | nst ANy seNveDiat wethod o delierymay be gsed, faluding ‘Hé’@B Fﬁﬁtﬁdt he
encoded patch, validating that the patch is authorized, and placing the
pat ch i ntoolelivpatavkr aeorompnicatierisiladt instgllategn byne teabisiciens inelbsion ihait h of . 1)
determ ning that the patch has not been 10 nodified since it was prepared
for deli wssratingsystesm ©f thg nftdufaeturaostienmppantnggyschei, dictugiomin a basrtinpdte pat ch
was prepared in an authorized system In one enbodi nent, the encoded patch

is stor e@utﬁﬁt s%t%ﬁl @10KN et ORleR1iPéred, B pAEDRlay DY So8ed inti dBoqagHA i onal |y

installed vol atil e ’patch RAM each time the systemis booted. In another

enbodi ”Eﬂﬁul nt 1'3%88{388&?13' msRQﬁe‘Elh Qﬂ% gi%g51%&91%@%&&@&&%&&3@{hb §bdé8' atile

patch menory 'S not rern sequen [ 0015]

Fig. 1 sho | ock. di agra S valjidate and i staII m cr ocode
pat ches, p%ti\ﬁ&alﬂ? @gttgatéﬁ%paé&% ﬁ’@ﬁg d{mann% H@C’inﬁ\}lé%?alt‘ghmtq Hhpg ﬁténtemoﬁ%t rat ed

enbodi nent of Fig. 1, system 100 includes a processor 110, chipset 130,

di sk 140Vakgatingmeayongludeeithes agboth @fink) dicteamining thatthe paigh dag mibeen / F) 160.

Processor 110 may include m crocode ROM 20 112, a patch nenory 114, a
secule newdified siBe itanad preparal fordelevekeinsthd ﬂ)ﬁginﬁ]ﬁld)mssetenﬂ, 306d 2) determining

that the patch was prepared in an authorized system. In one embodiment, the encoded
patch is stored on disk or in the BIOS of the target system, to be operationally installed in
volatile patch RAM each time the system is booted. In another embodiment, the encoded
patch is operationally installed in non-volatile patch memory and is not reinstalled during
15  subsequent reboots.
[0015] Fig. 1 shows a block diagram of a system to validate and install microcode
patches, according to one embodiment of the invention. In the illustrated embodiment of
Fig. 1, system 100 includes a processor 110, chipset 130, disk 140, main memory 150, and
communications interface (Comm I/F) 160. Processor 110 may include microcode ROM
20 112, a patch memory 114, a secure memory 118, and one or more keys 116. Chipset 130
may include BIOS 132. A patch package, described later, may be stored in at least one of
disk 140, BIOS 132, or another part of system 100 that includes non-volatile storage.
[0016] In some embodiments, the operations of decoding, validating and installing
the patch may be performed by a sequence of microinstructions contained in microcode

25 ROM 112. In a particular embodiment the sequence is initiated by executing a special
5



may include BIOS 132. A patch package, described later, may be stored in at
| east one of disk 140, BIOS 132, or another part of system 100 that

i ncl udes wornswedoaei | e storage. [0016] I n sonme enbodi nent PCTIUSO3/09%86 at | ons
of decoding, validating and installing the patch may be perforned by a
sequence of mcroinstructions contained in mcrocode 25 ROM 112. In a

articul i (RS o U t Lal 5
0 051 05T RR T TRy SR ARy ey ol B BF Sl S PP RERA™ e
entr oi n ft th ti.cul nmbodi t th
o i w4 ameatmanrte SERESRTS mileT R ear vtk S GRRGled§ile 0 seauence
predeterm ned section of a machi ne-sgeci_fi c reagister (MSR)

] ] Clygagr nmet hods
may al soPusdetermyper sestipmpf ¢ meghinerapesifif register (MSRY0 Prjer mrghQesmayalsa e
operat ed upon during the decoding, validating and installing of the patch

maybe | oesstl¢olinitiate dsequenseory 118, which may be secured in a manner that
makes it unavail able for access by non-secure code. In sone enbodi nents
securg npmT)y 118 Thydaebtiagdperated upon dusng thewscodiny velidaitgdnd adsediling he
decoded patch, and interim products created during decodi ng of the encoded

patch. Igr tﬁ@ﬁat@ﬂ%?ib@fl%ated ihQeQRE Mot Y, WwhidBmep 88 sdtdtedaien AMRHGAL
capacity to hold all of the aforementioned patches and/or interim products,

and may sipul. nt aj i QN . r t he encoded
at e, iR ARSRIRY KaChRE By AR AR a3 Sm P BB BimeRSERE 1 0G: ot
secure menor 8 is a dedicated RAM nenor whi ch be, di sposed, eit her

i nsi de o’i‘”‘e’é‘ﬁ%’)éﬂ]cl]?ém&‘ CORBRAIGHOYS NS, enicédqgsﬂé’ff%ome cfefe pf%?‘s%‘&r e
operations. In another enbodi ment, secure nenory 118 is a dedi cated cache

of pr ocelissim progucts seratedcbising decading efdhe erpoded pafeheln epesmhodiagento al | ot her

operations during the decoding, validating, and installing of the patch.
O heno endzodicmmerhsrynidy desenattHage enough capacity to hold all of the aforementioned

patches and/or interim products, and may simultaneously contain only portions of one or
more of the encoded patch, decoded patch, and the interim products.
[0018] In one embodiment, secure memory 118 is a dedicated RAM memory
which may be disposed either inside or outside of processor 110, that is used only for

15  secure operations. In another embodiment, secure memory 118 is a dedicated cache of
processor 110, and access to the dedicated cache is blocked to all other operations during
the decoding, validating, and installing of the patch. Other embodiments may use other
methods of providing secure memory 118 during the described operations.
[0019] Although system 100 illustrates a particular embodiment, other

20 embodiments may also be used. For example, in one embodiment, BIOS 132 may be
included in processor 110, and another embodiment may not have a chipset 130.
[0020] In one embodiment, keys 116 are one or more security keys (values that are
used in encoding and/or decoding) that have been embedded in processor 110.
“Embedded” keys are manufactured into the processor 110 in a manner that prevents them

25 from being changed by system 100’s software and that prevents them from being read by
6



met hods of providing secure nmenory 118 during the described operations.

[ 0019] Al though system 100 illustrates a particul ar enbodi nent, other 20
enbodi mrerwe oaagsoad so be used. For exanple, in one enbodi meatr/USBI/@64@L32 nay
be included in processor 110, and anot her enbodi nent may not have a

chi pset 130. [0020] In one enbodi nent, keys 116 are one or nore security

keys (v > g i i.0Q) en
embeddedy EoeshiAoRate. 3 Fard I AL RE M AOERE P nck BEFeal RIERE
processor 110 in a ner that prevents them 25 from bei ng. changed, by

Dot om 10t e, PR Sk primste PR EYER B bl ARy oD S PR AR \ip

03/ 088019 PCT/US03/ 09640 non-secure software. | n a particular enbodi nent,
embeddedkRepdetmpsigped o pbgphadyarstpsusepy a dacoding ssaBsRee: but one or nore
particul ar instructions may cause a specific enbedded key to be

t ransf er [(0821J nt o olnhere endbodinaens,  partiada embeddetbkayds nge stddne ey 0021] I n
one enbodi nent, a particul ar enbedded key is one of the two keys for 5 an

asynmet r iasyhintiog tptogeaphlcngorithim withitie éther ftthetwolteyisbeingiepkiayse bei ng
kept in the patch origination systemunder secure control. In another

enmbodi Meplich &rifRkidnGSRM urﬂ@pé‘e‘égﬁq:oﬁﬁéﬂl. IR GhotelESerfbduaabntY 2 bMEic@hr @ public

key for an asymmetric¢ cryptographic algorithm the public key being
delivere

i {0 . i t ¢h. . i . i .ude ot her
ypes. of By kT RERREEN RhFl ARG LasiOREy RTRHLARRLSIc SRALASHEC] e
112 is located in nonvol atfi.l e storage. sych as read on menpr y and
cannot bUSHTEL HGPANY SPonens e it B ek G Othel Baboiaeas | o
patch nmenmory 114 for system operation so that in response to a reference
to a sechipmchiderpthtr tynsd offkeysse gobeddaddeyef erence is redirected to patch

menory 114 to access the nodified m crocode. In one enbodi nent patch
menoiy 1[M0022hcl udek s8A embodiments, microcode 112 is located in nonvolatile storage such

as read only memory (ROM) and cannot be directly altered after manufacture. A patch
may be placed in patch memory 114 for system operation so that in response to a reference
to a section of modified microcode, the reference is redirected to patch memory 114 to
access the modified microcode. In one embodiment patch memory 114 includes RAM,

15  and the patch is installed in the RAM of patch memory 114 each time the system 100 is
reset and/or rebooted. In another embodiment patch memory 114 includes a non-volatile
form of memory such as flash memory, and once installed, each patch remains intact in
patch memory 114 until the patch is replaced by a subsequent patch.

[0023] Before installation, an encoded patch may be stored in non-volatile memory

20 such as the BIOS 132 or on disk 140, to be decoded and validated each time the patch is
installed in patch memory 114. In one embodiment, a patch from a BIOS vendor may be
stored in BIOS 132 and installed by BIOS-resident code during an initial boot process. In
another embodiment, a patch from an operating system (OS) vendor may be stored on disk
and installed by an OS boot loader later in the boot process. Both embodiments may be

25  combined in the same system.



15 and the patch is installed in the RAM of patch nmenory 114 each tine the
system 100 is reset and/or rebooted. In another enbodi nent patch nenory
114 i ncl een3asseon- vol atile form of nmenory such as fl ashpegmsoypoéand once
install ed, each patch remains intact in patch nmenory 114 until the patch
is replaced by a subsequent patch. [0023] Before installation, an encoded

pat ch ms%o?g tS)t or da{e% %&Y@%ﬁ%ﬂ&k&e%@eﬁver@@ o§&%oﬂ§nﬁrﬁ€?t§hgs 132 or on

di sk 140 e deco ated each tine the patc installed in

h 114. i .
(T or od | fPrResnds 2 BrderEDAre Al By R i e o BTl S o 7o

boot process. In another enbodi nent, a patch from an operating system (CS
vendor niyother esmbediaenth paichirs may e Aelwierad thgpugly othier msanhot | oadgr I>/at er i(n )
t he boot process. Both enbodi nents may be 25 conbined in the sane system 7
WD 03/ 08H028] PCT/ UB32 SlesxDa blool gisgrammoiomsystenbiodiontert patghesohies sgewre
del i vered over a communi cations connection (e.g. the Internet) and are

r ecei y edfdrinrforigdlivenyatdording 6dornenisddimernt off tiie iusention! fin dichilustandiodi ment s,

pat ches may be delivered through other nmeans. [0025] Fig. 2 shows a bl ock

di agr am ghyit¥st P2, SPAMB R0 RA1EIRE S phddkoR2 BB CHIpBet B30f @sRni®m4lg! i very,
according to one enbodinent of the invention. In the illustrated

enbodi nent _of Fig. syst em. 200 j S I r [ 230,
i sk 2aomeaPheGanbey I RRIGH b A0 ThoRRE MR BEne dPepcf ot REE 200
functions of eac hese .devices na% be skfilar to their coupterparts in

of t
Fig. 1. &ay besimpardpitheir,cqupferparts 10 Bie § o Howeyer, 45 ap aHEIRAOEAT syst em 200

isin a protectable centralized installation where 10 protection agai nst
at t acker patehgy, ib@ng cobodiseent systany 809 ipdn gprotesiahlea ﬁ?fﬁmbl.ze‘i) pstafation wherer at ed
enbodi ment, this protection may be provided by a secure perinmeter 270. As
used 1her protection against attackers may be provided for the overall system 200. In the illustrated

embodiment, this protection may be provided by a secure perimeter 270. As used herein,
the term “perimeter” is conceptual rather than physical, and secure perimeter 270 may
include numerous protective measures, including but not limited to physical protection of
the system 200, limited access of personnel to the system 200, a firewall or other

15  protective software device to prevent unauthorized invasion of the system through
communications interface 260, etc. System 200 may also utilize internal security features
similar to those shown in Fig. 1. In one embodiment, system 200 is used to generate patch
packages for a single type of target system. In another embodiment, system 200 is used to
generate different patch packages for multiple types of target systems. The code for the

20  patches may either be generated in system 200, or may be generated elsewhere and
delivered to system 200 for preparation of the associated patch packages. Information to
be used and stored in system 200 may include one or more of, but is not limited to, non-
encrypted patches 244, encrypted patches 242, and associated keys 246, all of which are

shown stored on disk 240. Since different target systems may require different patches



the term"perinmeter” is conceptual rather than physical, and secure
perinmeter 270 may include nunmerous protective neasures, including but not
limted twophyssoeal protection of the system 200, |im te@Caarsesavcad
personnel to the system 200, a firewall or other 15 protective software
device to prevent unauthorized invasion of the systemthrough

communi cat4: i : : idel i r nal
cecur t v AFHaPye BERECRRy Rk 28y DL BT S s e .
system 200 i s used to _geper at tch ack for a single type of target
syst em ?q?lraﬁ?lﬁrteﬁgr%ﬁ?ﬁ%&%ﬁgﬁ?f,epag‘%ﬁmgﬁﬁmﬁggg% ‘to generate different
patch packages for_nultiple types of target systens. The code fqr the 20
pat ches W&%gla t herFige3 shaves apdieh paskagaqonraining clegientsdrliperale fim fieq

el sewhere and delivered to system 200 for preparation of the associated
pat ch pasystgesf Figr2 orthasystem obFighé, asserdingid one embadiment 9Ethe anveotomyalp

i ncl ude one or nore of, but is not limted to, non- encrypted patches 244,

encr ypt echepahsdidfer 42patétnpackasod0pinelldbsey patificaded 3100k patehGR02and a shown
stored on disk 240. Since different target systens may require different

pat ches &5M@s©g%la£2§§93’l@ REJth-HOH A4 mANsd RvRLY Bnélbd hefeeddlivkaR kegd sk 240

may be segnmented into different storage areas, each storage area for a

f i at. . L. h
package ik Lk pRB AL 1D LoRaMS A Bad Ptbiblaioh Wk By ity cREBGoft T C
system o

f.Fig. 1, according to one enbodinent of t invention.. In 5 one
enbodi medk Futds pat Lt @kg’@g‘ﬂ%‘@@mgn@t? s Ot fargefsytte (I}gagpncg%e, Palchist ch 320,
and a digital signature 330. Another enbodi nent nay al so include one or
nor e del infesdedithe typy of patdp wherethg aeich indeaised howchapatich és foderitsedyn g
information that nmay identify one or nore of, but is not [imted to, the
f ol | coM ngy dther relgpant affotmaatpatthatysdyehn feedediby thie target systenhl00s Inione ended, t he
type of patch, where the patch is to be used, how the patch is to be used,
and embodiment, patch header 310 is not encrypted, to facilitate identification and disposition

of the patch package 300 by the target system 100 before authentication and/or decryption

of the patch. Patch 320 contains the microcode for placement in patch memory 114,

although patch 320 may be in encrypted form while in patch package 300. Encryption of

15 patch 320 may be used to protect trade secrets or other confidential information that could

be derived from the patch itself. Digital signature 330 includes data for validating the

authenticity of the patch to be installed, so that a change to the patch after preparation of

the patch package may be detected. In one embodiment the digital signature 330 is

generated only for patch 320. In another embodiment the digital signature 330 is

20  generated for both the patch 320 and the patch header 310, so that an unauthorized

alteration to either may be detected by the target system 100. In still other embodiments,

the digital signature 330 may also be generated for other components of patch package

300.

[0027] In one embodiment, all keys needed by target system 100 are embedded in

25  processor 110 at the time of manufacture. For a particular such embodiment, patch
9



10 any other relevant information that may be needed by the target system
100. In one enbodi nent, patch header 310 is not encrypted, to facilitate

i denti fi capioassamel di sposition of the patch package 300 rgTiusesvmnget
system 100 before authentication and/or decryption of the patch. Patch 320
contains the mcrocode for placenent in patch nenory 114, although patch

320 may #%gb &M&é%@%&%@hﬂmﬁ t Be BRHGH dPRRARe g@h. E0gdoydyi on of 15

patch 3 used to protect ‘trade secrets or ot confidenti al

information that ,could . B be derived.frhomihe pateh.Jtself..Diaital sjgnature
330°1 ol LRSI Speh. e Sionans O e e B R BUh SSle Sk e
installed, so that a change_ to the_ patch affer preparation of _th at ch
package $odbe pysteiad @ acpart af pateh Rackess 1Hnend He da?léli‘att%ﬂahesrie‘ﬁr?éldﬁll“ée@%g i's
generated only for patch 320. In another enbodi ment the digital signature
330 is 2keygdhe(tae plirdldernb tkeyst hlso parosipagee eahadinteatshavilg geinglt10, so
that an unauthorized alteration to either may be detected by the target
syst esm 1dddivetablestely).| Deliveedble kbdid0andyshe askdudateld withalthes kgysthatrae 38d nmay al so
be generated for other conponents of patch package 300. [0027] In one

enbodi Megther & farde¥yitdhe OEOr igihRIAY stEMF0OMFSPEx ifle aRQHARMIA N 25

processor 110 at thHe tinme of manufacture. For a particular such enbodi nent,

o bo ustipingRy G ey it AREKRAY o TR ARG A R BT one o
00 are delive to.the system

100 a6 aSSPRVRECEY CHyRIOGH PR BYL oD DRI KGFGRILEEIIOF argnaeon
deliverable keys 340 (the plural term"keys" al so _enconpasses enbodi nents
havi ng owistemh2@d], aed a hashgealyedariygd &opethy pulplq kayds smbeddedys porgssea}Obe
associated wth other keys that are used either in target system 100 or
or i githat ammhis systtevali@de tHequtlexticpt ef the delavepairpubtiokay. An embedded hash
value may also be used to validate one or more keys provided through other means, e.g.
key(s) placed on disk with an operating system upgrade or placed into BIOS with a BIOS
upgrade. Other embodiments may use other combinations of keys and encryption
schemes. Each of the elements of patch package 300 is described in more detail later in
15  the disclosure.
[0028] In still another embodiment, an embedded key or hash value may be used
with a chain of key certificates. In one such embodiment, the embedded key or hash value
is used to validate a second key, which is used to validate a third key, etc., thus providing
multiple layers of security with each key associated with a particular layer. The keys may
20  be delivered through one or more of the previously mentioned delivery methods, and/or
through other methods not described.
[0029] Fig. 4 shows a flowchart of an overall process for preparing, delivering and
validating a patch package according to one embodiment of the invention. In the

illustrated embodiment of Fig. 4, flowchart 400 has two parts. Blocks 410 through 430

25 show a patch origination process, in which a patch origination system prepares an existing
10



enbodi ment a deliverable key includes the public key of a public/private
key pair in an asymetric cryptographic algorithm wth the private key
remai ni ngwore3ks®1ori gi nati on system 200, and a hash val uecadarsoyed4d r om t he
public key is enbedded in processor 100 10 and is used to validate the
authenticity of the delivered public key. An enbedded hash val ue nay al so

ey (220 B A SARLEI RSP BT8O Y8 A | BAOH O BlOR iR

key(s) ace h™an opera | g SYys pgrade or ace§§| nto Bl OS

with a BIOS upgr e di ntents may use ot her conblnatlons of keys
and encrBigETen ‘El%ﬁlgﬁé?ﬁé mﬁ(&%tﬂb?argﬂéyﬁf“@rrents of patch package 300 is

described in nore detal | later in 15 the disclosure. [0028] In still

anot her E838li ment In g carbodimrad thepateh °ﬁ&1§htlQPaIPfG%ESFrﬁ9gIB%WH§éacrymu% a chain
of key certificates. In one such enbodi nent, the enbedded key or hash val ue
i s used the patehiatiblpek 416G eAoprtvicayly motﬂti@hed,somsembbdﬁnmts way potenttyipt thekey,
etc., thus providing multiple layers of security with each key associ ated

with a PedtéH Bdehade théy@tents Gtk Pm’&h ARYno? Qoedelel dongidestidl Anddghoomedor nore
of the previously nentioned delivery nmethods, and/or through other nethods

not descﬁﬂo&gﬁ{?n. [ R92kr fre atcﬁ f&g:‘l’?qté’d bi MH@E){aeerflo&rbf‘BY&kéth RipERps for

pr epari ng, Ivering an ng a pat ch package accordi ng to one
Pl owchar Py Bouieddo pRgERA} tfc'*wnga%%ﬁimw Hris BeRe SOt ERBeon s
oxi o1 | nferEb ST 3Abblsts §2 e D) b0 et FR IS BEGH-G UK vory. Bl ocks
440 through 495 show a patch validation/installation rocess, which is
per f or megimbaodimpt, thgdigital sigaatere is pe@sopd foi botiethe pfel hwi%r and the pgtehsh
origination process begins with encrypting
10  that neither may be tampered with without detection. In another embodiment, the digital
signature is generated for the patch but not the patch header. In still another embodiment
the digital signature is also generated for the deliverable keys. At block 430 the digital
signature and the patch, along with any other included elements, are combined to form a
patch package. If the patch was encrypted at block 410 then the encrypted patch is
15  included at block 430.
[0031] After the patch package is created, the patch package may be delivered to
the target system through any feasible means. The patch validation/installation process,
which takes place in the target system, begins at block 440 with the patch package being
received and stored. The patch package may be stored on the disk 140, in the BIOS 132,
20 orin any feasible storage location in target system 100. In one embodiment, patches are
not installed in an operational condition until the system is booted, a process which begins
at block 450. At block 460, the digital signature from the patch package is decrypted and
is used to validate the patch at block 470. Decryption and validation may take any of

several forms as described later. If the patch was encrypted at block 410, then it is

25  decrypted at block 480 to expose the actual patch. At block 490, the exposed patch is
11



the patch at bl ock 410. As previously nentioned, sone enbodi nents may not
encrypt the 5 patch because the contents of the patch are not consi dered
confi dentwelo3assdiglo not need protection. Wether the patclrcrasesnesypt ed or
not, the operations of blocks 420 and 430 may be used to permt detection
of tanpering with the patch before its installation in the target system
At bl ock; gl tal 119 ' f £ t :

embodi moie e Btk LR ARG bl S B AR % SR e
and the gﬁ%ch so 10 that neitth r_m ge tanpered with without detection. In
anot her BAY ARFRtC uskig thy e misfosedf ure is generated for the patch but
not the patch header. In still another enbodinent  the digital signature is
al so gentl032kd f or Figné shrsys 4 Bpwphast el process fosipsenaring @ pakid réFkageal

signature and the patch, along with any other included elements, are

conbi nedadcording tm ene eptodimv ok thgenvention.hElopecharh 50@ shaysca ppreedetatedbl ock 410
then the encrypted patch is 15 included at bl ock 430. [0031] After the

pat chs paddsadptidrbofthepiteldorigingtiginprobespat Kizg4. MRy elbodialenystiondh ih®Fig.tshe tar get
system t hrough any feasi ble nmeans. The patch validation/installation

Pr 0CesS, inciileth btk ftioR AR docil R thet:@Borpyrss @PRst BB b vhldikindd0 wi th

t he patch package being received and stored. e patch package nay be

P e B o i oI Pt =

| ocation TR ta n -one enbo es a
installed.in an operational condition i he systemis booted, a process
whi ch belith STRERGEIC SN SO (R4 AES, DI, e g RaEesh G SEGHErdip-gh t he
pat ch package is decrypted and is used to validate the patch at block 470.
Decr ypt i ®@natamgtey abtaingt by perfayminglea operption on g blask #if datey imsvhish ilentdeal bed
later. If the patch was encrypted at block 410, then it is 25 decrypted at
bl ocko 48blotks ebdacsgrotve idaitticall digests; but afy chhwgekin 48 lotlhef datpadddlytat ch i s
11 WO 03/088019 PCT/ US03/ 09640

produce a different digest. In one embodiment the digest is a hash digest, i.e., a digest

created by applying a hashing algorithm to the patch. In one embodiment the digest is

created first and then the patch is encrypted, while in another embodiment the patch is

encrypted first and then the digest is created for the encrypted patch. Fig. 5 shows both

15 embodiments. In the first embodiment, at block 510 the unencrypted patch and the patch

header are subjected to a hash process to create a digest. In a particular embodiment, the

hash process uses the Secure Hash Algorithm (SHA-1), published in 1994 under the

Federal Information Publishing Standard FIPS PUB 180-1. Subsequently, at block 520

the patch is encrypted. If the patch is not to be encrypted, block 520 may be omitted. In

20  the second embodiment, at block 530 the patch is encrypted first and at block 540 the

encrypted patch and the patch header are subjected to the hash process to create the digest.

In either embodiment, if a subsequent operation requires that the digest consist of a certain

number of bits, at block 550 the digest may be padded (i.e., data added to it) to increase

the number of bits as needed. The pad may consist of predetermined data or random data.

25 Atblock 560, the padded digest is encrypted to create a digital signature. In one example,
12



installed in processor 110 in a manner that nakes it operational. At block
495, processor 110 nay operate using the patched m crocode. [0032] Fig. 5
shows a fwowshssoio of a process for preparing a patch packaga/usoaewaes di ng to
one enbodi nment of the invention. Flowhart 500 shows a nore detailed 5
description of the patch origination process of Fig. 4. The enbodi nent

shown in, Fi .1 nel Ner, } tion of a
i gest 1Be B gibRE s THRAR SRR R Koy iR RL R ROR BB FLEF T DT O
enbodi ment, encryption of the patch.is perfqorned .with a.s tri,c

encr ypt i SHMHIYS %/‘{)cﬁ}‘ﬁttoé‘.pé??es%é%,a %“?aéte&lﬁogwqﬂ?’g%gFr}crggh%’gégg?{%b’@i n, is a
par anmet er obtai ned by perform ng an operation on a bl ock of data, in which
i dent i caRS&@nm%mPWe%alﬁ@g@ﬂ&g&@@ aryetetkeyalAsds yelkaowpin thqBSAhange in
the block of data is likely to produce a different digest. In one

enmbodi mesrcrytpien grapest bdtls the Kegshd tegmstyptdd. reessage ldivg 8wt samermaiatbst obyitsappl yi ng
a hashing algorithmto the patch. In one enbodi nent the digest is created

firsts angecbRamidd@atiat @fgebtsoegﬁddétpdt%ck\@bbﬁﬁthk digesat beell@thadihekey. e
patch is encrypted first and then the digest is created for the encrypted

pat ch.  Fighep eﬁlBQHYg‘letﬂP rﬂgkh&g%sg Q{P(ﬁgf-epwg? tgf]e alteddy R shink Size AP AE jiBBng afil DI OCk

510 t he unencrypted pat eader are subjected to a hash

process t.0.c te i.gest.. kn articul.ar. engbaodi . e rocess
uses t heblg‘éﬁgﬁ)gm%gﬁ ng%H’(S‘%e’ldt mt?légwt%r,emﬁ)ﬁ Sir?@?rea& ﬁrﬁ'ﬁ%&@ﬁ rﬁheﬁh gfr’j}§ P ﬁe[ea

Federal | nfaqormation Publishing Standard FIPS PUB 180:1. Subsequently, at

bl ock 520 Whiglsthekey and theapessiasidoqiot peed tgbe ths s €2ze, hi WP’GH%SC&EE ry p%led ,

bl ock 520 nay be omitted. In 20 the second enbodi nent, at bl ock 530 the

pat ch i spaddingyab blegk 550 snayaatse beteliminatkd. 5A0blople S7G g dipttd signatued thid t he
pat ch header are subjected to the hash process to create the digest. In

ei thay epdvtiienayptediot nat cishpesi)and thepatchtheader aemeonitesed insd a pateh di gest
consist of a certain nunber of bits, at block 550 the digest nay be padded

o P ES SR 0 LBSIAER 40 Nl Bk g The

also include other information, depending on the requirements of the system.
[0033] Fig. 6 shows a flowchart of a process for validating a patch package,
according to one embodiment of the invention. Flowchart 600 shows a more detailed

15  description of the patch validation and installation process of Fig. 4. At block 610, the
patch package is obtained from within the target system. In one embodiment the patch
package was previously received by the target system and placed in storage, and is
obtained from that storage. In another embodiment the patch package is obtained at block
610 as soon as it is received by the target system, without intermediate storage. While in

20  one embodiment the entire patch package as delivered by the originating system is
obtained, in another embodiment any unnecessary elements of the package are stripped
away before the patch package is obtained.
[0034] In one embodiment in which a key is delivered in the patch package, a hash

value may be calculated for the key at block 612. If this calculated hash value matches an

25  associated hash value embedded in processor 110, then the key has been validated and
13



25 At bl ock 560, the padded digest is encrypted to create a digital
signature. In one exanple, 12 WD 03/088019 PCT/ US03/09640 the padded

di gest i swersingptied usi ng the private key of a public/priwarask®yoepai r in
an asymmetric encryption process. In a particular enbodi nent, the
encryption follows the RSA encryption process using a 2048-bit private

E?C/'r yé‘ts e@ﬁhﬂg 'leedkiﬂ%iﬂ‘&eq%ﬂxt %Q?daﬁ%oﬂﬁgﬁ&}éft%@? ggfcgﬁ%a%aggygug ey and the

_ sage have e same nu _ _ necessitating that the
anot hor BABBARS ERboddeh B abi, ey SFdlof s d BrFelify PRECLUMEEER, ane

the padding at block 550 nay be elimnated. In still another enbodi nent,
an encr ywhichias describrel later. e embopdigpentihat deesds) myypdve hdelsrcddsd: 6 not need
to be the sanme size, in which case the padding at block 550 nay al so be
el i m nat egkratiams ok blokkSa12, andied 4dnayi headmutednat ure, the 10 patch (encrypted or
not encrypted) and the patch header are conbined into a patch package for

a del§ vefop3sp the nablek 630,3hedipitdlsigatire Faeiyiadtito oblatn hatdidespackede my
al so include other information, depending on the requirenents of the

system Q{3 éﬁglglhtgng QISE%HPVE e EhPVERRNE, (1 diitPrBaRARe Has éé!x?éritg@witﬂ%a pat ch

package, accofding t'o one enbodi nent of the invention. Flowhart 600 shows
a nore detail Chi Dt f . .dat} on i.nstald ation
A s T L e S s R
the target system ne enbodi ment the, patch package reviously
recei vedﬁ‘ﬁyfle%/%tl?fh? pc @’t‘éﬁf’ %‘N& uét%’dhg ﬁssgflﬁtteggégh‘ghﬁ'\{\ﬁi tl{)edﬁgeéf Wéy from
that storage. In another enbodi nent the patch ga(_:kage is obtained at bl ock
610 as spasidedduiing ¢reatiang Biendf eperation of Hlagki629 phtaans thepaddeddigest, andritdi at e
storage. Wiile in 20 one enbodi nent the entire patch package as delivered
by the oblogk 630 ihegad ystemavedto expbsd the digestrthatrvedstpeeviewsby gerreeated mrbtock
unnecessary el ements of the package are stripped

510 or block 540. If the digest was not padded during creation, then the operation of block

620 produces the non-padded digest, and block 630 may be omitted.

[0036] At this point, the process followed depends on whether the digest was

created before or after the patch was encrypted in flowchart 500. In an embodiment in

15 which the digest was created before encryption as shown in blocks 510 and 520, then at

block 640 the patch is decrypted and a hash function is performed on the decrypted patch

and patch header at block 650 to get a calculated digest. At block 660 the calculated

digest is compared with the actual digest obtained in blocks 620-630 to see if the two

digests match. If the two digests are equivalent, then the patch has been validated and the

20  patch may be installed at block 680. In one embodiment, installing the patch includes

placing the patch into the patch memory 114 of processor 110 in such a manner that any

attempted access to the patched microcode will be directed to the patch memory 114 rather

than to the original microcode 112.

[0037] Returning to block 630, in an embodiment in which the patch was

25  encrypted before creation of the digest at blocks 530 and 540, at block 645 the encrypted
14



away before the patch package is obtained. [0034] In one enbodinment in
which a key is delivered in the patch package, a hash value may be

cal cul at ewofoonssohe key at bl ock 612. If this cal cul ated hash/usab/ows4omat ches
an 25 associ ated hash val ue enbedded in processor 110, then the key has
been validated and 13 WO 03/088019 PCT/ US03/ 09640 nay be used in

al : lﬁq?ﬁ%‘;hﬁ@d&%%&% §§@L4°%E§%s}‘9%“a$b%ﬁﬁ5§§ B S Py hove
t h
| nvol ve Hotl9gs, disapled g B@Siﬁﬁﬁﬁgewﬂb{ﬁse&@a@éggsihaéﬁ%ﬁfd%iiSb2°t

omtted. 5 [0035] At block 620, the digital signature is decrypted to
obt ai n tteckipHbiorsee Haheyomatchn Lithey aeifgimdteibs ngémhfherlﬁh%@dé‘wlﬁe nt,
the digital signature was generated with an asymretric encryption

al gori t hvalidsied gnd e matdhvasebddseryyitedsatybliski 650p lihe aabddted/ansbdacrypsesidpatdie
decryption of block 620 is perfornmed using the associated public key. If

the di gegby R bepiatdrd adblock 638G Bieiotlo Bmbbdiginis)he dpsgt @icraivnafsedhtock 620
obt ai ns the padded digest, and at 10 block 630 the pad is renoved to

expose theadigIssssd Bthe 455 MUEHAUSINIODEr ALed bbbl Neks O or bl ock 540.

I f the di gest was not pad Ing creation, then the operation of bl ock

CoDSPrONSE, 1 o®  rB AL IES Yoo abi e B0 MY ATt bSEh b0O3C] X

this poi he p pends was = created

before or after the patch ncrypted i art 500., In an enbodi nent
in 15 viiterkaps, mlﬁ@gtca%g?%F@M a%hewg TedPings USHERANOR AT B ocks
510 and 520, then at bl ock 640 the patch is decrypted and a hash function

i s per f oothenwissrunshisatde foryrstadlatipmt Swch aéwwnpaﬂ@hultaéaaémaathaw 8RrB50 to get a
cal cul ated digest. At block 660 the calculated digest is conpared with the
actual déayesst inchidaigiad nbnliitetios a d2AMbepRE attemptetey dnf urtahthotined person to

change the patch, an undetected/uncorrected data transmission error during delivery,
delivery of the patch package to an incorrect target system, software or hardware failure,
or human error. Regardless of the cause, if the actual digest does not match the calculated
digest, the patch installation process may be aborted at block 690 by not installing the non-
15 validated patch. Aborting the patch installation may take several forms, including but not
limited to: 1) attempting to reinstall the patch, 2) skipping the defective patch but
installing other patches, 3) reverting to a previous version of the patch, 4) shutting the
system down, 5) rebooting the system, 6) etc.
[0039] In one embodiment, the validation process of blocks 610-670 is performed
20  for the entire patch in secure memory 118, and after validation the entire patch is installed
in patch memory 114 at block 680. In another embodiment, in which secure memory 118
does not have enough capacity to perform the entire validation process, the validation
process of blocks 610-670 may be performed incrementally on separate portions of the
patch. If any portion is not validated in this manner, the process may be aborted at block

25 690 as previously described. If all portions are validated in this manner, the patch may be
15



digests match. If the two digests are equivalent, then the patch has been
val i dated and the 20 patch may be installed at block 680. In one

enbodi nerwp ossdoad | i ng the patch includes placing the patch/usnt/meidhe patch
menory 114 of processor 110 in such a manner that any attenpted access to
the patched m crocode will be directed to the patch nenory 114 rather than
to the aqgjiaLngl .. 1003+ t 1 10 . |

embod mert AR i RERFRPEsckb iSOG h R M Bhe P b piten WSy

di gest bl acks 540, .at ock, 645 t he.encr ed 14 \WDO 03/088019
P Usos) osaEs RRRs aamnBerip bty s pp CorERE BRI et S at i on Lo
get the calculated digest. At block 665, the calcul ated di gest n%y be
conpar edWii¢hcquibingdicatedt was tsawperednivdy i dhatirst wllafonzthepprocsrmpy b hey
match. If they are found to be equivalent, then the patch has been

val i dat eabostad at bleckp6d® Hf theeypakbah lhe begrppastiallt inktabedkb 1@, beligeabpatied dbbleck and
decrypted patch 5 may then be installed at block 680. In both enbodi nents,
t he hashegp eieadbotprotesofiflockodonaksy Bémde bafloving theaesdyrinstulist patek fidii on t hat
was used at bl ocks 510, 540. [0038] If the cal cul ated di gest does not natch
the act yaliciing@sty fild, &l 4daRlontb A8k offldre OF th@b&@l%u@l@ﬁistéd@b%gt'ﬁi‘@’d&@s.e5 t hat

t he patch package has been altered since its creafion or is otherw se

unsuita or in tion. . al. L S| i .have sever al
10° caued®40ne uar B iRk ccHtoRst Hidtes BT EARe dhinbol iR,

unaut horj zed, person to han the patch,. an undetected/ uncorrected data
transmi sSEHI0ES Mo OFRH fhigo ‘?GE%PWB@ a1 iThese,vagptignsare 4t egé‘?:ﬁ%lge to an

i ncorrect tar(?_et system software or hardware failure, or human error.
Regar dI essluded inariensierabodiments of therinesntign gukich arsdimitest ontuby ftha spiritaadc ul at ed
di gest, the patch installation process may be aborted at bl ock 690 by not

i nst &l | i segp¢ bfthaappehded/alhingat ed patch. Aborting the patch installation may
t ake several forms, including but not

16



limted to: 1) attenpting to reinstall the patch, 2) skipping the defective
patch but installing other patches, 3) reverting to a previous version of
t he pat chwodp/osdusti ng the system down, 5) rebooting theprsyatsesncd) etc.

[ 0039] In one enbodi nent, the validation process of blocks 610-670 is
performed 20 for the entire patch in secure nenory 118, and after

val i dat i i patch is installed in patch nenory 114 at bl ock 680.
In anothgﬁwgﬁggﬁghgﬁf, in which secure nenory 118 does not have enough
capacity to performthe entire validation process, the validation process
of bl ocks 610-670 may be performed incrementally on separate portions of
the patch. If any. portion is _not validated in this nner, the ocess my
be abortbd at ApRsHiesadsdis lagdlﬁméb@t&a@r@esc}egtwﬂ%ﬂ wiygh Wher %Pw?@ﬁg %are
validated in this manner, the patch may be 15 WO 03/088019 PCT/ US03/ 09640
val i dat ettt pheneoranergiprgceasoss cansd stidset ofipredessnas 10 proforingpersdiony i nstal led in
patch menory 114 as it is validated. |If any portion of the patch is not

val i dat ecbnaprisidge second pass (which could indicate it was tanpered with
after the first validation), the process may be aborted at block 690. If

the patch hasghegminpatakidbigystifsd Mldresddephene being aborted at block 5
690, the abor% process of bl ock 690 may i nclude renoving the

new y-instal | .R@@ rﬂiﬁ] i,thon to one or nore of
t he previousl%gf S ggh%%%gpﬁg%ﬁﬁ5@@%@%¥i%é%ﬂéi ggf%gegoing description is
intended to be il.lustrative and not Jimting.. Variations will occur to
those of ski | fombinigheietisigennoand &F mirdYedersith &h et as he ol uded i n
vari ous enbodi ments of the invention, which are limted only by the spirit
and to scope of tPrecesspdadetehamgiogede inghenarget POBSEED PCT/ USO3/ 09640

10 2. The medium of claim 1, wherein:
said combining includes combing a key with the digital signature and the

microcode patch for the delivery to the target processor.

3. The medium of claim 1, wherein:
said combining includes combining a hash value of a key with the digital signature

15 and the microcode patch for the delivery to the target processor.

4. A method, comprising:
generating a hash digest for a microcode patch;
encrypting the hash digest with a private key for an asymmetric cryptographic
algorithm to generate a digital signature; and
20 combining the digital signature and the microcode patch for delivery to a processor

to patch microcode of the processor.

17



What is clainmed is: 1. A machi ne-readabl e medi um that provides

i nstructions, which when executed by a set of one or nore processors,
cause saiwoI8nsi9 processors to perform operations 5 conpPCIiusgs/omener ati ng
a hash digest for a mcrocode patch; encrypting the hash digest to generate
a digital signature; and conbining the digital signature and the m crocode

patch fof delive e .to patch mcrocode in the target
R R s

processor. I'um nerei n: said conbining includes
conbi ng a key mﬁth.tgf digital siﬂnature and the mcrocode patch for the
delivery to tHEIPLNE ‘“BF%%@ €87°M3. The nedium of claim 1, wherein: said
conbi ni ng i ncludes conbi ning a hash value of a key with the ,dis(E:t;i t al

signature 15wherginisaid seneiabee the hash digestanclugrs equrping thehash digest heiors
processor. 4. A nethod, conprising: generating a hash digest for a

m crocode patch; esaed grpryptipgtthemicasdoddipgebiandi th a private key for an
asymetric cryptographic algorithmto generate a digital signature; and 20

combisni ng t hewRérgintsald @hbigih ikl combiniigothe ddlel Hgdatirefvith el i very to a
processor to patch m crocode of the processor. 17 WO 03/088019

PCT/ US03/ 09640 5. n-Epﬁ)téIﬂhﬂ?@co% pgﬂcﬁj m 4, further conprising: encrypting
the m crocode pat c?‘u;

6. The method of claim 4, further comprising:
encrypting the microcode patch;
wherein said generating the hash digest includes generating the hash digest after
10 said encrypting the microcode patch; and
wherein said combining includes combining the digital signature with the

encrypted microcode patch.

7. A machine-readable medium containing data comprising:
a microcode patch to patch microcode in a target system; and
15 a digital signature produced by encrypting a digest created by performing a hash

operation on the microcode patch.

8. The medium of claim 7, wherein the data further comprises:

a key to decrypt the digital signature to produce the digest.

9. The medium of claim 7, wherein the data further comprises:

20 a hash value of a key to validate the microcode patch.

18



wherein said generating the hash digest includes generating the hash di gest
before said encrypting the m crocode patch; and 5 wherein said conbining

i ncl udes wormjossomy t he digital signature with the encryptred/usozoweode
patch. 6. The nethod of claim4, further conprising: encrypting the

m crocode patch; wherein said generating the hash digest includes

generatiﬂg thgpgg%gﬂgﬁgpaain%%\%%gﬁp said encrypting the m crocode patch;

and wherei'n s ining in s conmbining the digital signature with
the encrypt etﬂ m.crocpde patch. 7.dA machi ne-r eadabl e medi um cont ai ni ng
data conpri si H§MFORRIGRALDHS BAYRFt 0 patch microcode in a target system
and 15 a digital signature produced by encrypting a digest created by
perform ng a hash operation on the m crocode patch. 8. The nedium of claim
7, wherein the data further conprises: a key to decrypt the digital

si gnat urH.t o Anaeppraus,vemgrigegt . 9. The medium of claim 7, wherein the
data further conprises: 20 a hash value of a key to validate the m crocode
patch. 18 WO Dglol&86ithviR{ghhldtdtade9640 10. The nedi um of claim 7, wherein:
the m crocode patch is encrypted. 11. An apparatus, conprising: a

processor havi ag,#8 5£R68%%Rupled to the processor to decode an encoded microcode patch;
and
a microcode patch memory coupled to the microcode to contain the decoded

microcode patch.

12.  The apparatus of claim 11, wherein:
10 the microcode includes microinstructions to decode the encoded microcode patch;
and
the secure memory is to contain at least one of the encoded microcode patch, the
decoded microcode patch, and interim products during decoding of the

microcode patch.

15 13.  The apparatus of claim 11, wherein:
the microcode includes microinstructions to decode the encoded microcode patch;
and
the secure memory is to simultaneously contain no more than a portion of at least
one of the encoded microcode patch, the decoded microcode patch, and

20 interim products during decoding of the microcode patch.

14.  The apparatus of claim 11, wherein:
19



5 a secure nenory coupled to the processor to decode an encoded m crocode
patch; and a m crocode patch nmenory coupled to the m crocode to contain

t he decodwo o3mssmocode patch. 12. The apparatus of clai m PCr/ushgomsin: 10

t he m crocode includes mcroinstructions to decode the encoded m crocode

patch; and the secure nenory is to contain at |east one of the encoded

oot e P2 8 prdcor AEAALCH, ThEERERTE RAISER aaRe WY ALbIRANRINEIE duri ng

decodi ng of t m Croco e apparatus of claim1l,
wherein: the mcrocode includes mcroinstructions to decode the encoded

m cr ocode patch; P t he secure menory is to sinultaneously contain no
nore than a portion of at |east one of the encoded m crocode patch, the
decoded m crocode patch, and 20 interim products during decoding of the

m crocode patch. 14. The apparatus of claim 11, wherein: 19 WO 03/088019
PCT/ US03Y0964The dpperapusad ebsmrl 4) wbenetes an enbedded key to use to decode the
encoded m crocode patch. 15. The apparatus of claim 14, wherein: the

enbedded key ths embpddedikey key piblicaity & v inirhétric cyyptapgaphphalgodthgor i t hm 5
16. A nethod, conprising:
5 16. A method, comprising:
obtaining a microcode patch and an associated digital signature;
decrypting the digital signature in a secure memory to obtain a first hash digest;
calculating a second hash digest with the microcode patch;
comparing the first hash digest with the second hash digest; and
10 installing the microcode patch in a microcode patch memory responsive to a match

between the first and second hash digests.

17.  The method of claim 16, further comprising:
decrypting the microcode patch;
wherein said calculating the second hash digest includes calculating the second

15 hash digest with an encrypted version of the microcode patch.

18.  The method of claim 16, further comprising:
decrypting the microcode patch;
wherein said calculating the second hash digest includes calculating the second

hash digest with a decrypted version of the microcode patch.

20 19. The method of claim 16, wherein:
20



obtaining a m crocode patch and an associated digital signature; decrypting
the digital signature in a secure nenory to obtain a first hash digest;

cal cul at iwg oa/08s®eond hash digest with the m crocode patchpcaarspanieng t he
first hash digest with the second hash digest; and 10 installing the

m crocode patch in a mcrocode patch nenory responsive to a match between

the first and, §§&&?¥btﬁg§{?%ﬁ‘iigﬂ§l%ti§1at\%g inci[ﬁ%%?@r'fvé}'gﬁlégangé | [ Rtd de{ dder

conpri si ng: ecrypti e~m crocode patc cal cu Ing the
second hash di gest anluqﬁf cal cul ating the second 15 hash digest with an
encrypted version S8 4BUHCK S code patch. 18. The method of claim 16
further conprising: decrypting the mcrocode patch; wherein said

cal cul ating the second hash digest includes cal culating the second hash
digest with a decrypted version of the mcrocode patch. 20 19. The net hod
of clai 206, Temethnd of Claind163wi880:19 PCT/ USO3/ 09640 sai d decrypting the
digital signature includes perform ng an asymmetric decryption using a
public key. 2&id ddeeyprivighbeldigitalcignaturd ihcludeeugngan smbetiddeékeypti ng t he
digital signature includes using an enbedded key. 5 21. The nethod of
claim 16, wherein: said decrypting the digital signature includes
perform ng an asymetric decryption using a key provided with the

m crogcodg patgll 1 ethod of claim 16, wherein:

said decrypting the digital signature includes performing an asymmetric decryption

using a key provided with the microcode patch.

22. A machine-readable medium that provides instructions, which when executed by a
set of one or more processors, cause said set of processors to perform operations
10 comprising:
obtaining a microcode patch and an associated digital signature;
decrypting the digital signature to obtain a first hash digest;
calculating a second hash digest with the microcode patch;
comparing the first hash digest with the second hash digest; and
15 installing the microcode patch responsive to a match between the first hash digest

and the second hash digest.

23. The medium of claim 22, further comprising:
decrypting the microcode patch;
wherein said calculating the second hash digest includes calculating the second

20 hash digest with an encrypted version of the microcode patch.
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22. A machi ne-readabl e nmedi um that provides instructions, which when
executed by a set of one or nore processors, cause said set of processors
to perforwoopessat® ons 10 conpri sing: obtaining a m crocodecpatsohowmmad an
associated digital signature; decrypting the digital signature to obtain a
first hash digest; calculating a second hash digest with the m crocode

pat ch; f@”pa’ffléﬂe&iﬁ&@cﬁﬁ&fﬁﬁ?&hk@gﬁﬁ#ﬁé’fﬁ%h the second hash digest; and 15
e patc ve

installing the mcroco respons 0 a match between the first hash
di gest and t%\g S conﬁ hash %iegesh_. 23. The nedi um of claim 22, further
conpri si ng: £ iMRRLOYF PP SBode patch; wherein said cal cul ating the
second hash di gest i ncl udes, cal culating the second 20 _hash digest with an

encrypt ed ver Whergingpid qaleulating dhaepsondbash digest peludes edaidatmeshea 3498048/ 09640
24. The nedium of claim 22, further conprising: decrypting the m crocode
pat ch; wherein sailasbaigest with adecripted semsion di dlshmitirepede piawgl udes cal cul ating
the second hash digest with a decrypted version of the m crocode patch. 5
25. The nmedium of claim 22, wherein: said decrypting the digital signature
i ncl udes performng an asymmetric decryption wusing a public key. 26. The

medi wn ofs cl arfa Z2diuM ST cRlimy 225 dindresigCr ypting the digital signature includes
performng an asymretric decryption
said decrypting the digital signature includes performing an asymmetric decryption

using a public key.

26. The medium of claim 22, wherein:
said decrypting the digital signature includes performing an asymmetric decryption

10 using an embedded key.

27. The method of claim 22, wherein:
said decrypting the digital signature includes performing an asymmetric decryption
using a key provided with the microcode patch and the associated digital

signature.

15 28. A system, comprising:
a processor having microcode and an embedded key; and
a microcode patch package residing in at least one of a storage device and a basic
input-output system coupled with the processor, the microcode patch
package including a microcode patch to patch the microcode and a digital

20 signature to validate the microcode patch using the embedded key.
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10 using an enbedded key. 27. The nethod of claim 22, wherein: said
decrypting the digital signature includes perform ng an asymetric
decrypti owo oamsseg a key provided with the m crocode pat chpramdisosresc4o
associated digital signature. 15 28. A system conprising: a processor
havi ng m crocode and an enbedded key; and a m crocode patch package

residi ngzg'-n a-iéhéwg}{gﬁh% ﬁf@aiﬂb@x&%&ﬁﬁge devi ce and a basic input-output

syst em coupl e e proceéssor, the microcode patch package including a
m crocode patch t.o patch the.m crocode,and .a digital 20 signaiure to

Val | date t he WFGHOEBH BUTTR Mt e Bhpdh dtieeiort PRl 01s

PCT/ US03/ 09640 29. The system of claim 28, wherein: the m crocode patch is
in an encrypted formin the mcrocode patch package. 30. The system of

claim28, further conprising: a secure nenory to contain the mcrocode
pat ch du30.ng Vid sydtem ofclainb2& Jurther comprising:

a secure memory to contain the microcode patch during validation.

23



