METHODS AND APPARATUS FOR USE | N FACI LI TATI NG THE COMVUNI CATI ON OF

NEI GHBORI NG NETWORK | NFORVATI ON TO A MOBI LE TERM NAL W TH USE OF A RADI US
COVPATI BMEORROTIOBER RELATED APPLI CATI ONS [ 0001] Thi s PatemtcAzbmiooes2t he
benefit of U S. Provisional Patent Application No. 61/184,1 16, filed on
June 4, 2009 and U. S. Patent Application No. 12/793,977 filed on June 4,
2010 which is hereby incorporated herein by reference in its entirety.
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10 Field of the Technology

[0002] The present disclosure relates generally to communication techniques for assisting
wireless mobile terminals for wireless communications, and more particularly to techniques for
facilitating the communication of neighboring network information to mobile terminals for
handover purposes.

15 BACKGROUND

Description of the Related Art

[0003] Mobile terminals may be adapted to operate in one or more of a variety of different types

of wireless networks, such as wireless local area networks (WLANs), WiIMAX networks,

cellular telecommunication networks, etc. When operating in a WLAN or WiMAX network, the
20  mobile terminal may lose radio coverage with the network or otherwise need to switch to an

alternative neighboring wireless network to continue communications.

[0004] To do this, the mobile terminal could scan using its one or more wireless transceivers to

identify available wireless networks in its coverage region. Excessive scanning by the mobile

terminal, however, may consume too much time and power of the mobile terminal. It may be



term nal, however, may consune too nuch tine and power of the nobile
termnal. It may behel pful, on the other hand, if the identifications of

t he avai labl2e1oi3p@sBess net wor ks coul d be obtai ned by thecmaazbm/dnes2m nal
via the current wireless network before the switching occurs. G ven the new
net wor k conponents and nodul es which could be required to achieve this

goal , however, depl oynent could becone burdensone and difficult, especially
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now be descrlbed by way of exanple with reference to attached fjgures,
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regions of the WLAN and the PLMN of FIG 1; [0009] FIG 4 is a general
illustrative representation of the comunication systemof FIG 1 which may
be utilized for facilitating}the comruni cat i on of nelghboring net wor k
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reference to attached figures, wherein:

10 [0006] FIG. 1 is an illustrative representation of a communication system which includes a radio
access network (RAN), which may be a wireless local area network (WLAN) such as an IEEE
802.11-based wireless network, and a wireless wide area network (WWAN) such as a public
land mobile network (PLMN), within which a mobile terminal may operate;

[0007] FIG. 2 is a schematic diagram of the mobile terminal which may operate in both the

15  WLAN and the PLMN of FIG. 1;

[0008] FIG. 3 is a top down view showing the mobile terminal moving in accordance with a
travel path through coverage regions of the WLAN and the PLMN of FIG. 1;

[0009] FIG. 4 is a general illustrative representation of the communication system of FIG. 1
which may be utilized for facilitating the communication of neighboring network information to

20 the mobile terminal;

[0010] FIG. 5 is a process flow diagram for describing a technique for use in facilitating
communication of neighboring network information to the mobile terminal in the environments

described in relation to FIGs. 1-4;



described in relation to FIGs. 1-4;[0011] FIG 6 is another process flow
di agram for describing another technique for use in facilitating

comuni cavoanioof39esei ghbori ng network information to theproohiA2elotoeesziénal in
t he environments described in relation to FIGs. 1-4; [0012] FIG 7 is an
illustrative representation of the conmunication systemof FIG 1, where
the nobile termnal is shown to perform comruni cation operations in the

WLAN, [0013]. FIG, 8 is an jllustratiyve representation of th :
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communi cati on operations in the W.AN to the PLMN. DETAI LED DESCRI PTI ON
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nobi | entieomenad desdhleedciomtondrcatFlIon. bfl; nei ghbori ng network information to
nobile termnals for handover purposes as described herein does not require
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wi rel ess |l ocal area net Thi's techni que 1 nvol ves the steps of
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correspandi ng request for the neighboring network information in accordance
wi t h dqhalsderaning cedshefsrm compuiaicaden gratiqeamt ts)Weanbigtthe PEMIY ot ocol ;
sendi ng the correspondi ng request to an information server (e.g. an
aut henti cati on, authorization, and accounting (AAA) server) of a core
network of a public |and nobile network (PLMN) associated with the nobile
term nal ; receiving, from th®HIXIDEDEDESORIETIEY , in response to the
correspondi ng request, the nei ghboring
10 [0014] What are described herein are methods and apparatus for use in facilitating the
communication of neighboring network information to a mobile terminal. The communication
of neighboring network information to mobile terminals for handover purposes as described
herein does not require excessive scanning by the mobile terminal, and does not require
burdensome and difficult deployment of network components or modules.
15 [0015] One illustrative technique is employed in a radio access network, such as a wireless local
area network (WLAN). This technique involves the steps of receiving, from the mobile terminal,
a request for neighboring network information; producing, in response to receiving the request, a
corresponding request for the neighboring network information in accordance with a remote
access dial-in user server (RADIUS) compatible protocol; sending the corresponding request to
20  an information server (e.g. an authentication, authorization, and accounting (AAA) server) of a
core network of a public land mobile network (PLMN) associated with the mobile terminal;

receiving, from the information server, in response to the corresponding request, the neighboring

network information in accordance with the RADIUS compatible protocol; and sending, in



network information in accordance with the RADI US conpati bl e protocol; and
sendi ng, inresponse to the request, the neighboring network information to
t he nobi Iwotzermi3psk. The request/response for the nei ghliporiaagoranosas k
informati on may be an | EEE 802. 21 information request/response. If the
radi o access network is a W.AN adapted in accordance with | EEE 802.1 1, the
request/response may be communicated in accordance with | EEE 802.1 lu (e.g.

generic access service GA an extensi bl e aut henticati on protogol
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wi th | EEE 802. 16, the request/response nmay be communicated in accordance

with IFEEEsigosonisr thooaighboe: Maworl infesmaspn veayt et llddle 80324 ipfosyador n
the information server of the core network of the PLMN and invol ves
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information in accordance with the RADI US conpati bl e protocol; retrieving,
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Wi rel ess Iocal ar ea netmork (WLAN) 102 and a, public | and nobile network

( PLIVNYCQUA/TeSROAN 192 bragmBeingsitehdn pesosdaneg with 1hEEGNE- 109pe of radi o access
network (RAN) utilized by a nobile term nal 106. Having one or nore base
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10 network information in accordance with the RADIUS compatible protocol; retrieving, in
response to receiving the request, neighboring network information corresponding to an
indication provided in the request; and sending, to the network access server, in response to
receiving the request, the retrieved neighboring network information in accordance with the
RADIUS compatible protocol.

15 [0017] To help further illustrate these techniques, FIG. 1 is an illustrative representation of a
communication system 100 which includes a wireless local area network (WLAN) 102 and a
public land mobile network (PLMN) 104. WLAN 102 may be or be referred to as one type of
radio access network (RAN) utilized by a mobile terminal 106. Having one or more base
stations and base station controllers, PLMN 104 may be or be referred to as a wireless wide area

20 network (WWAN) or a mobile telecommunications network which may be further utilized by
mobile terminal 106.

[0018] In the embodiment described, WLAN 102 is an IEEE 802.11-based wireless network.

WLAN 102 may be part of a communication network such as a local area network (LAN) 110.



[0018] In the enbodi nent described, WLAN 102 is an | EEE 802.1 1-based

w reless network. WLAN 102 nmay be part of a comrunication network such as a
| ocal ar esorretovsedss( LAN) 110.1n this enbodi ment, LAN 11@cCiraaparoiooas24 a
private comruni cati on network, which may be an enterprise network of an
enterprise having a gateway including a firewall 116. Alternatively, LAN
110 may be a public communication network which nay not require any

gate Ter al s ect to.LAN 110 through. any suita S, such
0s Ehitbih s ENGT LT earb 86 F b ot pnny Vo Shiclaea 13 athe
114) of W.AN 102. Such nobile term nals and wireless APs can operate in
accor ¢aERIsRi TehvOIERE BOoNtarplise hayida adztepomoludinane fitgvallvh] @ h Alsenatidels. W AN
102, provides various |ocal data and communi cation services to its

term AalN. 1 IBomagxaal pyblicAbbrib@nimayorpmowiate Wihich vioa eot eb@pteonyy gateway.
communi cation services for its termnals with use of Voice over |IP (VolP)
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Vol P type server 118 or at |east one session server which is a session
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appl |cat|ons require the use of SIP. SIP |s wel |- docunented in
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190, the urpose and. use of which w be descrlbed in nore detail below.
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access server (NAS) function of WLAN 102. In general, a NAS serves as a
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when a nobile term nal connects to a NAS, the NAS communi cates w th anot her
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valid for granting/denying access.
10 such services, LAN 110 may utilize servers such as a VolP type server 118 or at least one
session server which is a session initiation protocol (SIP) server. Communication applications,
such as VolP applications, may require the use of SIP. SIP is well-documented in standard
documents such as Request For Comments (RFC) 3261. In some embodiments, LAN 110 also
includes an AAA proxy server (or “proxy server’) 190, the purpose and use of which will be
15 described in more detail below.
[0020] Note that each wireless AP may include or cooperate with a network access server (NAS)
function of WLAN 102. In general, a NAS serves as a gateway for a network to guard access to
a protected resource; typically, when a mobile terminal connects to a NAS, the NAS
communicates with another network resource to identify whether credentials of the mobile
20  terminal are valid for granting/denying access.
[0021] PLMN 104 includes a core network 136, a plurality of base station controllers such as a

base station controller (BSC) 138 coupled to core network 136, and a plurality of base stations

such as a base station (BS) 140 coupled to associated BSCs 138. Core network 136, BSC 138,



[ 0021] PLMWN 104 includes a core network 136, a plurality of base station
controllers such as a base station controller (BSC) 138 coupled to core
net wor k 186, 20emid9@spl ural ity of base stations such as aPpPbagm2stoamniszm ( BS)
140 coupl ed to associ ated BSCs 138. Core network 136, BSC 138, and base
station 140 operate in a conventional fashion as well-docunented. O her
PLMNs in the environnent have a simlar or the sane architecture as PLMWN

104, su as a P 105 having a core. network 6, a plurality of hase
stat i O LemBionary o e e attat oo ur foryd e bedienhpding 5
plurality of base stations such as a base station (BS) 150 coupled to
associcay snBICHaUB singhe on thgaregeyyhesatreorsl MNA W4 pesifi @%PWM%VW
Internet 101 and core network 146. [0022] In this exanple, nobile term nal
106 ofa doANhel®Ork B46s hphuralaly cd basbithteonccmrulérs atichom dieask cetinn cehteder BSAs et
(WH) of the dual -node type, having both WLAN and WMN radi o interfaces. In

par ti qukad plufiRy bebdsesimibad suklGis iabashQutior BI)aBe coffle@lo HRHAaPRI BBEISIARS
120, a W AN radio interface 122, a WMN radio interface 124, and ant enna
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ete may access services of core network 136 of PLMN 104

ith f VWAN io interf , : I Vi f LAN 110
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and core network 136 of PLMN 104 nmay be facilitated through a suitable
connedfving iEtsiomrIEgE AVAS of Be dHabaRds icd82dRe 2oIPWdeMnmidc WY O Hétdor k

(e.g. the Internet 101) or any suitable public or private w de area

net wonikerf@es evaypagontarompbile teaminas 196 ovileeth tvehave emetdsendmtpgeeeetors 020,and
core network 136 of PLMN 104 in order to facilitate access to core network
136 bywLanniadal iatekfaco gl aalvvesNahdivanteifades] 2de agd artadhaaohipoksntwil 2&hies $26APs
112 and 114) different than those conventional radio links offered in the
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network 136 of PLMN 104 with use of WWAN radio interface 124, as well as access services of
LAN 110 with use of WLAN radio interface 122.
[0023] Communications between LAN 110 and core network 136 of PLMN 104 may be
facilitated through a suitable connecting network such as a broadband, wide-area IP

15  communication network (e.g. the Internet 101) or any suitable public or private wide area
network. Gateway/controller 142 is provided between the Internet 101 and core network 136 of
PLMN 104 in order to facilitate access to core network 136 by terminals through alternative
links (e.g. radio links wireless APs 112 and 114) different than those conventional radio links
offered in the PLMN 104 (e.g. radio links of base station 140). Thus, mobile terminal 106 may

20 also access services of core network 136 of PLMN 104 via WLANSs, such as WLAN 102,
through use of WLAN radio interface 122. For such communications, gateway/controller 142

and mobile terminal 106 are adapted to establish and maintain a (secure) tunnel connection

between each other through the intervening networks. Note that WLAN 102 may be operator-



al so access services of core network 136 of PLMN 104 via W.ANs, such as
WLAN 102, through use of WLAN radio interface 122. For such conmuni cati ons,
gat eway/ cwotzool13e058142 and nobil e term nal 106 are adaptreu/dazomapedaii sh and
mai ntain a (secure) tunnel connection between each other through the

i ntervening networks. Note that WLAN 102 rmay be operatorcontrolled or
provided (e.g. controlled or provided by the operator associated with PLMN
104), user-controlled or provided (e.q. controlled or proyid end
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Core network 136 al so has an aut hentication, authorization, and accounting
( AAA) userepaprolighor Bowided f¢.g. coppbedhet oy ed bp thragndapsengiinsiits, ermingb1063uch
AAA servers 180 and 182 may operate in accordance with a Renote

Aut hent tloat-paty-@inadolled ot jsreridSer vi ce (RADI US) protocol (e.g. RFC 2865) or
RADI US conpati bl e protocol. Hence, AAA servers 180 and 182 may be or be
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server. Thus, a central user database is provided, cons
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are alreadﬁ wi dely deEJoged and in use in a varjety of different networks.
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Access- Request nessage to AAA server 180, relaying information such as the
user' derraiveredrid apdSAADPY setvgpe blie atsardwbindon c¢ipat YAA NaGer dedtal.tigsteahdf a
nmessage Aut henticator. Upon receipt, AAA server 180 uses the packet source,
NAS i deniitidiy cvaydNASt hembidicainon i defiehidrizee whatahers dndepNASoids, ReVDILIS ed
to send requests. If so, AAA server 180 attenpts to identify the user's
nage IAkckdsSRequests are forwarded to the AAA server. Thus, use of a central user database is
provided, consolidating decision-making at a single point, while allowing calls to be supported
by a large, physically-distributed set of NASs. Such AAA servers and protocols are already
widely deployed and in use in a variety of different networks.
[0025] When mobile terminal 106 connects, the NAS typically sends a RADIUS Access-Request
15  message to AAA server 180, relaying information such as the user's name and password, type of
connection (port), NAS identity, and a message Authenticator. Upon receipt, AAA server 180
uses the packet source, NAS identity, and Authenticator to determine whether the NAS is
permitted to send requests. If so, AAA server 180 attempts to identify the user's name in its
database. It then applies the password and perhaps other attributes carried in the Access-Request
20 to decide whether access should be granted to this user. Depending upon the authentication
method being used, AAA server 180 may return a RADIUS Access-Challenge message that

carries a random number. The NAS relays the challenge to mobile terminal 106, which must

respond with the correct value to prove its asserted identity (e.g. encrypting the challenge with its



dat abase. It then applies the password and perhaps other attributes carried
in the Access-Request to deci de whether access should be granted to this
user. Depeodbrgi3sgden t he aut hentication net hod bei ng usedT/oAadoaeoszer 180
may return a RADI US Access-Chal | enge nessage that carries a random nunber.
The NAS rel ays the challenge to nobile termnal 106, which nust respond
with the correct value to prove its asserted identity (e.g. encrypting the

chal l enge with itspa rd), whi t he relays to ryer 180 inside
ot har rapius it BE SRSk i, yaten 0o bk RADIPS G sRrutit ha
nobile termnal 106 is authentic and authorized to use the requested

servi deessige. ey serseiRAD) ipsindied shat Ardhelgtterraay d§e is pitheic, andanthyeiwoéio 180
returns a RADI US Access- Rej ect nessage and the NAS di sconnects nobile

t er m na¢ thkG6quevtrd neairecAs cesss AdRSPIU SessageAdcsprecenyedif and ARMDIstiSer 180
Accounting is enabled, the NAS sends a RAD US Accounti ng- Request (Start)
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| og and acknow edges the request, whereupon the NAS activates the user's
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(Stop) nessage Is exchanged so that accounting recor ect the

act ual i qn duration ar i sconnect. r on. [0Q26] Alternatiyely, AAA
Server 580 neOBRE Sl sl SRANEE ! SRR Rvire HEa. 4w Sran | udas i
nonet hel ess RADI US conpati bl e) protocol, such as a D aneter protocol. A
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for AAA services. The D aneter NASREQ application uses existing RAD US

at t ri batresseyshar. eApds shdbethesessany ¢ staan ReWPBEY dccaumtisgReqnisyHbp omeshge

exi sting RADI US servers to Dianmeter, and to reduce the protocol conversion
wor K rieguwhaggbdt @r that seovating kabrdactill rafea tRARE WS/ ok aore tieratigatieivaiscofifkoR 7]
Dianeter is defined in terns of a base protocol and a set of applications,

whpch rglsbews the

[0026] Alternatively, AAA servers 180 and 182 may operate in accordance with a different (but
nonetheless RADIUS compatible) protocol, such as a Diameter protocol. A Diameter NASREQ
(network access server requirements) application provides for AAA services. The Diameter
NASREQ application uses existing RADIUS attributes where possible to carry data objects, to
15  ease migration of existing RADIUS servers to Diameter, and to reduce the protocol conversion
work required for a server that acts as a RADIUS/Diameter gateway.
[0027] Diameter is defined in terms of a base protocol and a set of applications, which allows the
protocol to be extended to new access technologies. The base protocol provides basic
mechanisms for reliable transport, message delivery, and error handling. The base protocol is
20 used in conjunction with a Diameter application. Each application relies on the services of the
base protocol to support a specific type of network access. The two major applications are
Mobile IPv4 and NASREQ. The base protocol defines the basic Diameter message format. Data

is carried within a Diameter message as a collection of Attribute-Value Pairs (AVPs), which are



protocol to be extended to new access technol ogi es. The base protocol

provi des basic nmechanisns for reliable transport, nessage delivery, and
error hamabi2ng/1336%@ base protocol is used in conjuncti oRCHiCGA20B/DI2AEL er
application. Each application relies on the services of the base protocol
to support a specific type of network access. The two nmajor applications
are Mobile | Pv4 and NASREQ The base protocol defines the basic D aneter
nmessage for ais carrie ithin a D ameter ssage as | ] ection
oF At prnir 8 RAPTES BuiiPult vmeiv ¥ dame i sl o TRARK e e bifest A
AVP consists of nultiple fields including an AVP Code, a Length, Flags, and
Dat a. IRPgh3iBgs. aodiPapi RHCop 1@y &lrtigid oy Enetuadnk Napres ASersvedvEriyoweslss
defines a nunber of requirenents for AAA protocols used by NASs, addressing
t r ansplefitesr e quinttenerit squsoadrabifbi tAAA saoioeolsf aiell dwe NASAYVRAdegung ermrist
security, authentication, authorization, policy, resource nmanagenent,
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simlarly addresses the needs of AAA protocols supporting a roam ng
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protoco nts o ese specifications. Even
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defines the Diameter- EAP-Request and Di aneter-EAP- Answer nessages that

al | ow PHBNEABVEAYIEEd ths Bemeie diyaaRERetP PR HIT(comeins angt Hie RsePeriafe) The

NASREQ appl i cation's AA-Request nmessage corresponds to the RADI US

AccessaRdguedt. refiheengutAngwdpthmes sthge speaifesponds Ewvert HertRaDitws NASREQ

Access- Accept and Access- Rej ect nessages. The NASREQ application has

gui delapplésitibn, Wigh useck Byteasible rAieheriticadoraRiosocas (A RADIUS- Jot aeeiueienpcoioacol

gateway, i.e. a server that receives a RADIUS nessage that is to be

trignsi@kesi ARED r Apsithidne deffesa (fd BIRLESk-FRISREfies@ARd VD Hfh V@ IERP- Answer
messages that allow the EAP payload to be encapsulated within the Diameter protocol. The
NASREQ application's AA-Request message corresponds to the RADIUS Access-Request. The
AA-Answer message corresponds to the RADIUS Access-Accept and Access-Reject messages.
The NASREQ application has guidelines to be used by a server that acts as a RADIUS-Diameter

15  protocol gateway, i.e. a server that receives a RADIUS message that is to be translated and
transmitted as a Diameter message, and vice versa.
[0028] Note that the description of the architecture for FIG. 1 relates to a specific example for
illustration, where the WLAN 1is an IEEE 802.11-based network and the WWAN is a cellular
telecommunications network. However, the WLAN and WWAN may be networks different
20  from those networks. The WLAN may be a WiMAX-based network (i.e. IEEE 802.16), a Ultra-

WideBand (UWB)-based network (i.e. IEEE 802.15), a Bluetooth-based network, as a few
examples. The WWAN may be a Long-Term Evolution (LTE)-based network, an EVolution-

Data Only (EV-DO)-based network, or a UMTS-based network, as a few examples.



[0028] Note that the description of the architecture for FIG 1 relates to
a specific exanple for illustration, where the WLAAN is an | EEE 802.1

1- based rwoworkidgosd t he WAAN is a cel lul ar tel econmmuni c2CTamA0 re@nogn kK.
However, the WLAN and WMAMN may be networks different fromthose networks.
The WLAN may be a W MAX-based network (i.e. |EEE 802. 16), a Utra-

W deBand (UWB) - based network (i.e. |EEE 802.15), a Bl uetooth-based network,

as a f X | es. The be a Long- Term Evol uti LTE) - d
ot worll 291 Kt non-o Bl G OE OB BRad: Rt e ol A & Bt
network, as a few exanpl es.[0029] Referring nowto FIG 2, electrical
conponerless drangdset.ypingodile ighiong vhaghppeiptes 0B a( wirglessangipvog) esyrdnairas athichy
nobi |l e station) which operates in a wireless network environnment which
i ncl udegudeetbot WIMNENK frepressgnt dFTiGn 2FHYGAP 2 1By arkPWIM AN & oM W ipeREivING in
(represented in FIG 2 by cellular base stations 200 which include base

stati gns. 249 @ndiat Besef Qitidnk 208S8A6H alcadcHabNShiidase1 oM ERECfor B thssdvtiéd e
terminal 106 may be representative of one or nore term nals which operate

i ”scorﬁﬂmﬂqg)a&ieoﬂo@y&etsﬁ%a%@o MEbife! Grmitral NBBI rlngy Rl IQEH%EI&%@\% 6AMR Srambe - Way
communi cation device having at | east voice and advanced data commruni cati on
capab

ilities, including the capability tg. cC ni.c W th oth conput er
yor ortin SRl E P FuREER Bty BGOTIRR bRl i ar o &R Beoe i
may be referred to as a data pessagi ng device, a two-way pager, a cellular
t el epABARYAN CAMERNIEAHYE SyIchgh@aphby | Festekoicy Al r ehaaeed) digr srRPmEpsiQhce,
or a data communi cation device (with or wthout tel ephony capabilities).
[ 0030]capebilstirowmcluding] @e capabmiiilyi th eomerumiqasd with®thes catppteedyttonwi Pepesiny
communi cate Wi th base stations 200. For communi cation with base stations
200, mnhh¢ éuricdomiling prd@fdutyl inbEigsteamamif)iicaty o8 refulsy &f &m datd naskigdy
includes RF transceiver circuitry. Communication subsystem 2 11 includes a
regei \elicdle, md-Wianapat hefelRif cRPAoRS $9G! @18 h&RIRRNAPDILIGUCA Afreless
Internet appliance, or a data communication device (with or without telephony capabilities).
[0030] As shown in FIG. 2, mobile terminal 106 is adapted to wirelessly communicate with
base stations 200. For communication with base stations 200, mobile terminal 106 utilizes a
communication subsystem 211 which includes RF transceiver circuitry. Communication
15  subsystem 211 includes a receiver 212, a transmitter 214, and associated components, such as
one or more (embedded or internal) antenna elements 216 and 218, local oscillators (LOs) 213,
and a digital signal processor (DSP) 220. The specific design of communication subsystem 211
depends on the communication network in which mobile terminal 106 is intended to operate. In
the present application, communication subsystem 211 (including its associated
20 processor/processing components) are operative in accordance with a cellular or other suitable
WWAN standards (i.e. a standard other than IEEE 802.11), such as GSM/GPRS standards.

[0031] Mobile terminal 106 may send and receive communication signals through the network

after required network procedures have been completed. Signals received by antenna 216
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one or nore (enbedded or internal) antenna el enents 216 and 218, | ocal
oscillators (LGCs) 213, and a digital signal processor (DSP) 220. The

speci fi ¢ wezngn3efsscomruni cati on subsystem 2 11 depends Pom/CA2e10/000824

conmuni cation network in which nobile termnal 106 is intended to operate.
In the present application, comunication subsystem2 11 (including its
associ at ed processor/ processi ng conponents) are operative in accordance
with a cellular or other suitable st ngards %%.e.‘a st andard ot her
than ERESIBAR: feipjork e AR eGP Eps a‘ﬁ@ﬁ d88Y PedSH) SNEbICPEMBr HCRAFT 106
may send and receive comruni cation signals through the network after

requi FeeFtiges wosienpl yeplifigaasn hagaepaeAowbigphetradn. Sigimgl shanagkpajecgiopyand
antenna 216t hrough the network are input to receiver 212, which may perform
such dimnomn inecempkershbwnah iFdGs2 amabiggnaligignpAiD ) catvesion. fAEgueTvessichovin
conversion, filtering, channel selection, and |ike, and in exanple shown in
FI G Zeccandl ggndloaltivgl hidhe (oBhiplexC 0amaiusicaiion AR RANKRES | BNd@hoduldRGme hived
signal allows nore conplex conmuni cation functions such as denodul ati on and
decodi - g 20 SaS] m p r j s

Cransuy rad: 7 P RLTRd (h DR nl houll St Man GRS g ot PR el R o,
by DSP 220. These.processed signals .are.input to. tr tter, 214 for

d i t e dnd g PO EERy abd: G Soifh ehbaRayelis toRVRr Elon MY PRy
anplification and transm ssion through the network via antenna 218. DSP 220
not onldpalsr e dWHE 1@ dHHIAT €At 7 bh 1Q1 graiako-mosdl/ Al SONYTIOR-dECIHICY ddei ver
and transmtter control. Note that receiver 212 and transmtter 214 may
shar e coneergen,nidtesingnareplifagitivh pod ghnamsaom dnosehsihi netvorhota aiwwa 218. BB 2) ,
i nstead of having two separate dedicated antennas 216 and 218 as shown.

[ 0032]22Wmbi biely tpesdakseakohBmnalhgon hiasals buomuynilwgirbdde sarlisyestee i@ Ghnswhikieh

i ncludes RF transceiver circuitry operative in accordance with a suitable

VWGAN shamslarntoie ske e el DE2 hEFansmitter 214 may share one or more antennas through an
antenna switch (not shown in FIG. 2), instead of having two separate dedicated antennas 216 and

218 as shown.
[0032] Mobile terminal 106 also has a communication subsystem 291 which includes RF
transceiver circuitry operative in accordance with a suitable WLAN standard, such as the IEEE
15 802.11 standard, for communications with WLANs (e.g. represented by AP 112 in FIG. 2).
Communication subsystem 291 is similar in structure and functionality to communication
subsystem 211, where DSP 220 may be replaced with a processing module referred to as a
baseband (BB) and media access control (MAC) module. Although mobile terminal 106 may
have separate and independent subsystems for these purposes, at least some portions or
20  components of these otherwise different subsystems may be shared where possible. As mobile
terminal 106 operates in accordance with both a cellular network interface standard (e.g.
GSM/GPRS standard) and the IEEE 802.11 standard, it may be referred to as a “dual mode”

mobile terminal.
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802.1 1 standard, for comunications with W.ANs (e.g. represented by AP 112
in FIG 2). Comrunication subsystem 291 is simlar in structure and

funct i onavotg10riB9asenTTUNi cat i on subsystem 2 11, wher e DSPCZZ 2000824
replaced with a processing nodule referred to as a baseband (BB) and nedi a
access control (MAC) nodul e. Although nobile term nal 106 nmay have separate
and i ndependent subsystens for these purposes, at |east sone portions or

conpo t hese, ot her di f S be shared where
oobt BB St 108 e At U, RS o HR e R T BOute 4 4%
cellular network interface standard (e.g. GSM GPRS st andard) and the | EEE
802. 1 incledesridbtgry interiagy bé fpefeeharl pee g5 nwre geap cagide batiglsis| 296. Such a
termnal .[0033] Since nobile termnal 106 may be a handhel d, portabl e,

bat t erbyttpowsd edoddasi cdefridal palvsraoinmek ifdes alzheltaaﬂrilcaquirchimtyeinfraﬂzéleZMiﬁajrl 06,
receiving one or nore rechargeable batteries 256. Such a battery 256

provi das wliestinictRbe ROWrotiGesMREta bchi@icalahd @l@61dhl c@dnctilit Brtiky Bdkerpbi | e
term nal 106, and battery interface 254 provides for a nechanical and

el §Ct ht%ﬁ!ice%}rqgggu[ﬁ&i 4 ré&hlatc?%h%esrll)ﬁwh']ﬁ C{Ea@)ethgtsp‘%o 1%16309"5%'11 g4 lfige V

regul ator (not shown in at provides a regu at ed age Vo al
of th§ § |tﬂ% ; 0034] Mobile termnal 106 includes a m croprocessor 238
(one t?ﬁé %é sor or controller) that controls overall operation of
mobi | e ternlnal 106. ThIS control jncludes the comunication technlques of
the prl@&¥h Miohilel tanipal 106dnhidRs CaPICHPeqERtar AR SONS RS HRTAEESERT T QBYolles

and voi ce comuni cations, are perforned through comunication subsystenlz
11. Mtertopriodessonll 288 aads of innbide wemmahil Ot Abidicontoriahcldéasi the cerugyshieons
such as a display 222, a flash nmenory 224, a random access nenory (RAM
226, aevhinlquas yf theprdséudipudsuld-@ osmbsiyst@niin228s, mchdingalt 1qaor dat23Q) vace
keyboard (or keypad) 232, a speaker 234, a m crophone 236, a short-range

10 communications, are performed through communication subsystem 211. Microprocessor 238
also interacts with additional device subsystems such as a display 222, a flash memory 224, a
random access memory (RAM) 226, auxiliary input/output (I/O) subsystems 228, a serial port
230, a keyboard (or keypad) 232, a speaker 234, a microphone 236, a short-range
communications subsystem 240, and any other device subsystems generally designated at 242.

15  Some of the subsystems shown in FIG. 2 perform communication-related functions, whereas
other subsystems may provide “resident” or on-device functions. Notably, some subsystems,
such as keyboard 232 and display 222, for example, may be used for both communication-related
functions, such as entering a text message for transmission over a communication network, and
device-resident functions such as a calculator or task list. Operating system software used by

20 microprocessor 238 can be stored in a persistent store such as flash memory 224, which may
alternatively be a read-only memory (ROM) or similar storage element (not shown). Specific

device applications, or parts thereof, may be temporarily loaded into a volatile store such as

RAM 226.
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conmmuni cati ons subsystem 240, and any ot her device subsystens generally
desi gnated at 242. Sone of the subsystens shown in FIG 2 perform
comuni cavoantwBb@sed functi ons, whereas ot her subsyst e®sTran2ov00E2d e
"resident” or on-device functions. Notably, sonme subsystens, such as
keyboard 232 and di splay 222, for exanple, may be used for both

comuni cation-related functions, such as entering a text nessage for
transg@&ghon over a co ni c tlon networ k,. and devi ce-resi dent functiops

such c AIEIHPLIES0b a}gk'* fiun 1o B PsifiRg SLYLP Lot warRlc g URgn ©

m croprocessor 238 can be stored in a persistent store such as flash nenory
224, whlteArerppligdtoas ratmetsleyiemaingl Fida dA aredetaramrndysel ROMPlisRUGISHtgongpor age
el enent (not shown). Specific device applications, or parts thereof, nay be
t enporvasic | devicoad®dations oinalwdolgati leasts lar eanduedicasoRAMnR260h GPBbdations, will

M croprocessor 238, in addition to its operating systemfunctions, enables

execUutioffalff bs opiovahen@pPRhd/GatihaQMI%doBn Mbbile drafifdlnede UQBag Asphrdet.efurd ned
set of applications that control basic device operatlons |nclud|ng at

| egst (Q@fug @%ﬁ‘é@&&&k%@ E@ﬁthﬁ Qecﬁﬂﬂi ue€ %% kWﬁmséﬁt éiu rcﬂ)Q[n%?l lAX”l lication

pr ogr anmme |nsta on nobi erm nal 106 Ing its manufacture

(i ncluding. the net ction rol chn| ues . e present

i sci gy B%A%&ﬁﬁ%nﬁamo ¢ tﬁmlmﬁa@%@w SaoBSED BB TERNL PG ey
be a personal information manager (PIM application having the ability to
or gani*PRIGHAN haAE Ecrrlayite QF&‘mPZéIa&Ei .Hﬂ?@lag%dfﬁ% EFMS GlAtingsto Lﬁﬁlt SUEB S fUhinPled

to, e-mail, calendar events, voice nmails, appointnents, and task itens.

Nat ur alinhiye,d tonenwsl, ﬂmreiarrémmfy veitcomeslsarmpoavaiehiabing tosk nohs.| Natuerlyi na¢ 01106,
and nenory 262 (designed as "nmemt in FIG T) such as a subscriber identity
nmodul endqrShidm@@y stols dré kenilablieplinadohileaeaninkINtOs; hiat@e2064y 2 (Wsddnddoasf aginh’i t at e
storage of PIMdata itens and other user information. [0036] The PIM
appl i GRFIQM ) h@ash LiE sahiclibdidéits adurRNE VS eeincaiidatodplct 8B ary infertg 28k el ess
used to facilitate storage of PIM data items and other user information.
[0036] The PIM application has the ability to send and receive data items via the wireless
network. In one embodiment, PIM data items are seamlessly integrated, synchronized, and
updated via the wireless network, with the wireless device user’s corresponding data items stored
15 and/or associated with a host computer system thereby creating a mirrored host computer on
mobile terminal 106 with respect to such items. This can be especially useful where the host
computer system is the wireless device user’s office computer system. Additional applications
may also be loaded onto mobile terminal 106 through network, an auxiliary I/O subsystem 228,
serial port 230, short-range communications subsystem 240, or any other suitable subsystem 242,
20  and installed by a user in RAM 226 or a non-volatile store (not shown) for execution by
microprocessor 238. Such flexibility in application installation increases the functionality of

mobile terminal 106 and may provide enhanced on-device functions, communication-related

functions, or both. For example, secure communication applications may enable electronic
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network. In one enbodinent, PIMdata itens are seanl essly integrated,
synchroni zed, and updated via the wireless network, with the wreless

devi ce uswp'210¢i3p058spondi ng data itens stored and/ or as®oticazem/onds2h a host
conput er systemthereby creating a mrrored host conputer on nobile
termnal 106 with respect to such itens. This can be especially usef ul

wher e the host conput er systen1is the wirel ess device user's office

conput er m . Addi ti gnal applications e | oaded ont.o nobij |

RS T TR R O e L R TR s Ty R
230, short-range comuni cations subsystem 240, or any other suitable
subsy§96n1242 and installed by a user in RAM 226 or a non-volatile store
(not shown) for execution by mcroprocessor 238. Such flexibility in

app! i ¢6370n In nsdad kathnomidancn easles atrhecifadngpnadnabh tay aofexmolesdaget @ar minmal 106
and may provide enhanced on-device functions, comunication-related

funct ingRSageObr ROb Pagd@swBXANRAIE be PSSR GYETHIEAE QR BPBlicaAl | DR TRMt
enabl e electronlcconnerce functions and other such financial transactions

tosbe t&?r{l&%gl Ve 132%3 ?@Q‘ob%cés@’)m&ﬂmlﬂﬁﬁthe{ Q3L th@ngag%lao&t {ﬁ“ﬂd%ﬁﬁ‘:&y on

node, a rec signal such as a text nessage, an e- age,

o m croprodiaty ek MUTERE e BT e Ao P ERRY Wilhd b %%934180ﬁa|

for output to display 222 or alternatively to auxiliary I/O device 228. A
user GPIRBH {42 ighss w&h a4 GeMifay At 86" dBhPEER tat H g lff‘é/ﬁ*gards?ééﬁna“@n@nﬁ%@q
messages, for exanple, using keyboard 232 in conjunction with display 222
and povstéi lolisyplayux? | andy proide vitsdi2p 8/0 Kespisar2d8 2 3 Keygoad comdlietae complete
al phanuneri c keyboard and/ or tel ephone-type keypad. These conposed itens
may belhaamasiid tiegbaver aal/coneteionat ymn keepasor k Thése ovghpeeditame ahapnbe
subsystem 2 11. For voice comunications, the overall operation of mobile
tapm nahsthRBdicves HRSIANMI@LLY neivwbrk @hrouSX e8RmuhR@tion subsystem 211. For voice
communications, the overall operation of mobile terminal 106 is substantially similar, except that
the received signals would be output to speaker 234 and signals for transmission would be
generated by microphone 236. Alternative voice or audio I/O subsystems, such as a voice
message recording subsystem, may also be implemented on mobile terminal 106. Although
15  voice or audio signal output is accomplished primarily through speaker 234, display 222 may
also be used to provide an indication of the identity of a calling party, duration of a voice call, or
other voice call related information, as some examples.
[0038] Serial port 230 in FIG. 2 is normally implemented in a personal digital assistant (PDA)-
type communication device for which synchronization with a user’s desktop computer is a
20  desirable, albeit optional, component. Serial port 230 enables a user to set preferences through
an external device or software application and extends the capabilities of mobile terminal 106 by

providing for information or software downloads to mobile terminal 106 other than through a

wireless communication network. The alternate download path may, for example, be used to
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the received signals would be out put to speaker 234 and signals for

transm ssion woul d be generated by m crophone 236. Alternative voice or
audi o FOwohsyei3ers8, such as a voi ce nessage recordi ng fababemosmay al so
be inplenmented on nobile term nal 106. Al though voice or audio signal
output is acconplished primarily through speaker 234, display 222 may al so
be used to provide an indication of the identity of a calling party,

duration of a voice call, or. other voice call related infor ion, as some
exanpl 8! 1 B5AY]1oBrY AImhIRPIS AT TiFR A nPURE areBiemniy tHon gt B T H e
personal digital assistant (PDA)- type communication device for which
synchrcomicedpn oa Wetehy aproside ' sscye sty eonpunention  aSheslsiapghcemnygingrajipns
optional, conponent. Serial port 230 enables a user to set preferences

t hr oughbgnteex24r naFl@eyiscan atdisofat wati@abp@hpasani drat andidextfendsnmbeication
capabilities of nobile termnal 106 by providing for information or

sof t wakvdawnbiRIGrhidalMPOé hed UaTarmalysidHe widaeiced, RAKIch REQUAH @ecwdshelyess
comuni cati on network. The alternate downl oad path nay, for exanple, be

d t ' Key QL ' : 1 nal: yoll d
usg gg@%gqemeanfom&mgle, @b{bsg%ﬁ’i f’ZR)bHa? ih&L B mf?&%d td@%‘éé'%dgasgida%& an

t hus e and trusted connéction to thereby provide secure device
communi cation., Short-range co I I subsyst em 240 ﬁ FIG_ _2.is .an
aadi ¢ BRGSOt SRAPieaRpoient e arel BePRITEERG Tl i el
nobile term nal 106 and different systens or devices, which need not
necesSAPMIUPIGEOR Wi symibelyi eabled pypicms amd) devicsih BlYEROOAG Ry aj sa1sisere! an
infrared device and associated circuits and conponents, or a BLUETOOTH(r)
comuniademidrof FdauibehtSdGphevi de for comuni cation with simlarly enabl ed
systens and devices. BLUETOOTH(r) is a registered trademark of Bl uetooth
SIG I[0e39][A039%h Al $pocitighmabispecinfiat 100iak gust évcen wadcribbh fiassyitable ekine
described, any suitable mobile comunication device or termnal may be part
ofjot heofinfmiQeeH dERlhRdsedigh1aRRAP@HER MMMhERisclosed methods and apparatus which
will be described in fuller detail below.
[0040] FIG. 3 1s a top down view of a geographic region 300, which shows mobile terminal 106
moving in accordance with a travel path 310 through a coverage region 350 of PLMN 105 (e.g. a
GSM/GPRS based network) and a coverage region 304 of WLAN 102. Coverage region 350 of
15 PLMN 105 may be defined by one or more base stations of the network, whereas coverage
region 304 of WLAN 102 may be defined by one or more wireless APs 112 and 114 of the
network. Another coverage region 306 may be that of another wireless network, such as another
WLAN or, alternatively, a WiMAX network. As shown, coverage regions 304 and 306 may
overlap in whole or in part with coverage region 350 of PLMN 105. As described earlier, mobile
20  terminal 106 may have different transceiver portions (e.g. WLAN radio interface 122 and
WWAN radio interface 124 of FIG. 1, or communication subsystems 211 and 291 of FIG. 2)
associated with the two different types of networks (WLAN and WWAN). Mobile terminal 106

may generally have wireless access to only one of the networks for services at any given time.
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will be described in fuller detail below. [0040] FIG 3 is a top down view
of a geographic region 300, which shows nobile termnal 106 noving in

accor dancwownton3gssr avel path 310 t hrough a coverage re@CorcA260/00082PLIVN 105
(e.g. a GSM GPRS based network) and a coverage region 304 of W.AN 102.
Cover age region 350 of PLMN 105 may be defined by one or nore base stations
of the network, whereas coverage regi on 304 of WLAN 102 nmay be defined by
one or, nore wrel ess AP[(S) 152 wd 1%3 of the network.. Another cogerige

regi on*386TAYY BENE HEY CoPABndtthdR UF§ ele BRIEPWHIRNUILY, I S5 1SN BHE A0 SAN
or, alternatively, a WMAX network. As shown, coverage regions 304 and 306
may overrage iwithniel @irignt iwirghess tnopiv ey, detdleatgeminalilff B5@aBRedPLaNWIgE. iths
described earlier, nobile termnal 106 may have different transceiver

por t i ensinfumiguiotophtatiai ® a Wifémréraceird2? wndoNNVARDIT @dinpld, nbarifeaieemib24 1 @F

FIG 1, or conmunication subsystens 2 11 and 291 of FIG 2) associated with
t he tvweaydiviifcBreemmuni@Esn Opedgbivardes WIMBAN (a2nd PYMN)105Mobi I e term nal 106
may generally have w rel ess access to only one of the networks for services

at sanyo@1y&hid { T 1%@ AStaft! WY LiLAYEL aH@atdEto_?’ﬂ‘REs. 7N, Q1 der i P{d@?,”&rﬁi n

continuity in service | osing coverage wth its current wreless
net wor. 6

k., .mpbile term.nal 1% is reguired to sw t@@its‘c‘ nmuni cat i on .
oper at TNETTG b P B e orub St Ror okl @an e NGB B0 PR
106 may swi tch conmuni cation operations from WAN 102 to PLMN 105. [0041]
Thi's (\STURBWIYORTTIRERE CABERMICAPT RPFRFAIACE AN PYTRI Bdelers BRE 782 1GP FI G
7, an illustrative representation of the communication systemof FIG 1 is
shown thapegdree wldi fie Her M, mapbili0 6rperal okifs isc smmumite sswich oper eetimngicition\ AN
102 over a wireless link 702. On the other hand, in FIG 8, nobile term nal
106 i spsihdwms inoWsWN ¢hH2 ¢ BhVID Moy e at widelespakad 120 Bhd genWalMeliddotogy PhUvVN
105 over a wreless link 802. The general nethodol ogy for

10 switching may be based on processing of a received signal strength indicator (RSSI) of a radio
frequency (RF) signal from the wireless AP of the WLAN (e.g. AP 112 of WLAN 102), or a
signal-to-noise ratio (SNR) of the RF signal from the wireless AP, or other signal conditions or
events. The switching operation may be initiated by mobile terminal 106 itself, or with the
assistance or instruction from the network.

15 [0042] Referring now to FIG. 4, a general illustrative representation of the communication
system of FIG. 1 which may be utilized for facilitating the communication of neighboring
network information to the mobile terminal is shown. In general, while operating in WLAN 102,
mobile terminal 106 sends a request for neighboring network information to WLAN 102. The
NAS associated with wireless AP 112 of WLAN 102 receives and identifies such request and, in

20 response, produces and sends a corresponding request for the neighboring network information
in accordance with a RADIUS compatible protocol. The corresponding request may be sent to

AAA server 180 of core network 136 of (e.g. the home) PLMN 104 associated with mobile

terminal 106. AAA server 180 has access to and retrieves the neighboring network information
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swi tching may be based on processing of a received signal strength
indicator (RSSI) of a radio frequency (RF) signal fromthe wirel ess AP of

t he WLAN weo.2010/18005812 of WLAN 102), or a signal -to-noi secrata2010(0802y of the
RF signal fromthe wireless AP, or other signal conditions or events. The
switching operation may be initiated by nobile termnal 106 itself, or with
the assistance or instruction fromthe network. [0042] Referring now to
FIG 4, a general illustrative representati. of the c ni cati on system
of FI ¢ TESTUATCHO il G5B INSQEF RN 1 AOF| 1 SNORGE L HE SRmI et ofasT De

nei ghboring network information to the nobile termnal is shown. In

gener &Pirekafed] basgher A hépcanonvpniieldde, apbBiay deteergd geherloglyetidd aampligjiiest
for neighboring network information to WLAN 102. The NAS associated with

wi r el esyeAPFdrkR amplehaNeidborieg ectwesk ardrmiaientondyi lesstad n p dquabsse bardl, ori n
response, produces and sends a correspondi ng request for the neighboring

net woralk ideht@iciBbh @F the NESOr WA &8I Wb biin & nBALHIUSh et Mcgudet afnec& molhe
correspondi ng request may be sent to AAA server 180 of core network 136 of

(1289}1 rlef¥orR OB RLIYDL L O o%fés&chl%}ee@vif@és@hx{;ég?&ﬂkgf (E%T B! s DndifPISARY e

as access to and retrieves the neig ing network 1 nformationin
respo ) the cprresponding.request. . The I %Qo' g -network information
. Do EANPeltafisa BUELANAR AL FOUR: Vs arot MR Rl 2o ee BB
either locally or at a nmobility server. For exanple, the nei Ehbori n}a
net wordentified My ey raijahle e sY daralgrs aeierisy cliding G§ Vb CRIRS/EREHE (UYITSt i on
of the NAS. The nei ghboring network information includes one or nore
net worKLASenWiM ARt tlonsAHA sner dB0moplesswir alceskngretwibriks RADIYS earhgatible
surroundi ng PLMNs, WLANs in the figure) located within the vicinity of WAN
102. TPhaowdlr eb ahs NMAaBwor kdrdlaenAPf 1 BY widy absspamse Swhichbineludypehofrevderal ess
networks, including GSM GPRS/EDGE, UMIS, WLANs, W NMAX, etc. AAA server 180
rapl i 8ighbiRe AR GigoWhitbnt NEhEAALIr GAMMALT AP €12 then sends the neighboring
network information to mobile terminal 106. Thereafter, mobile terminal 106 may make a
handover decision for handover from the WLAN 102 to a selected one of the other wireless
networks identified from the received network identifications. Note that, in some embodiments,
the communications for obtaining the neighboring network information are facilitated via proxy
15  server 190 of LAN 110, which is described in more detail later below.
[0043] In one embodiment, the procedures are performed in accordance with Media Independent
Handover (MIH) defined by IEEE 802.21. The IEEE 802.21 standard defines a transport
agnostic protocol for MIH and three services: a command service to co-ordinate handover
between mobile terminals and networks; an event server to exchange link state information
20  between mobile terminals and networks; and an information service to exchange information on
neighboring network handover candidates.

[0044] Thus, the request/response for the neighboring network information may be an IEEE

802.21 information request/response. For a wireless network that is a WLAN, the
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protocol, to the NAS of wreless AP 112 with a response which includes the
retrieved nei ghboring network information. The NAS of wireless AP 112 then
sends t hewoenghizerssng network information to nobil e ter rCmalA2008)00824
Thereafter, nobile term nal 106 nay nmake a handover decision for handover
fromthe W.AN 102 to a sel ected one of the other w rel ess networks
identified fromthe received network identifications. Note that, in sone

enmbodi nents, the co ni cati ons for obtaining th i ghbori ng network

o ATy eabSe RN e so e pRand b SOkt Yy TR e SRRGO0R i e
described in nore detail |ater below [0043] In one enbodinent, the

pr oceduthesticitien gepperlnddhfn HedwrligERc) 3 kih avaabde (ohepé erelgsts Halogoyén
(MH) defined by | EEE 802.21. The | EEE 802. 21 standard defines a transport
agnostfiaen greotvVoAdy irf adeiMotbbanad netwoele seerce iidosnatanasmypsthd ds@nad gaetio access
co-ordi nat e handover between nobile term nals and networks; an event server

to exghangedADkpretautesi MEOENEDR AR Petivestvialihaidey M dahis 1BOthfBRIMRNKS ;
and an information service to exchange information on nei ghboring network

hang\() E_f&atﬂg&g@‘rirﬁﬁone[ I%Qéﬂltl(?ﬁblu Sin btolﬂ?mre%?s s/, EMB&?@ternaf ﬁ'l id?@si QF\QQJ i ng

network information may be an [ EEE 802.21 information request/response. For

a Wreless network. that., . N, theregquest/respanse y be ni.cat ed
e SUERT it Ao e JEET TS PRI Rl olt SRR ARG
(EAP). Under. I1EEE 802.1 lu, .a nobile termnal requests information fromthe
WLAN iRFa8esd dianiecs g5t the Aeyiseupiokmadpn isdet ieiieddt ilbgiephgr PrEC dePPisss)-
generi c access service (GAS) procedures. |EEE 802.1 lu specifies two

mec harios pevitadespbe@aionk thaeisi nWoMaeX noworlorike fegnesyindsparte mandboemenhogpicated in

mul ticast. In both mechanisns, the nobile termnal initiates service

di scovecorddnee sethdibig &02G4S. | nitial Request frame. The nobile term nal sends
a GAS Initial Request frame since the service information is not included

i not hgoMBATIB. BT isPh N6k EIRANIRUeSAm for describing a technique for use in facilitating

communication of neighboring network information to a mobile terminal, which may be utilized
in the environment described above in relation to FIGs. 1-4. The technique of the present
disclosure may be embodied in a server (e.g. a network access server, an information server
which may be an AAA server, RADIUS server, etc.) having one or more processors. Other
15  techniques may be embodied in a mobile terminal having one or more processors adapted to
execute the technique. The technique may be further embodied in a computer program product
having a computer readable medium and computer instructions stored in the computer readable
medium, where the one or more processors are operative to execute the computer instructions in
accordance with the method. In the present discussion, it is assumed that the NAS is part of AP
20 112, even though it may be an entity in WLAN 102 that is separate from AP 112.
[0046] The method of FIG. 5 begins where mobile terminal 106 performs a discovery and
attachment procedure with AP 112 of WLAN 102 (step 502 of FIG. 5). The discovery procedure

with AP 112 involves scanning to identifying available wireless networks in the coverage region
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For a wireless network that is a WMAX network, the request/response may be
comuni cated in accordance with | EEE 802. 16g. [0045] FIG 5 is a process
fl ow di agwerefooakescri bing a techni que for use in faci PCrata2nm/000824

comuni cati on of nei ghboring network information to a nobile termnal,
which may be utilized in the environment described above in relation to
FIGs. 1-4. The technique of the present disclosure nay be enbodied in a

server .(e.qg. a ne k_access server, an infor i on, server i ch.may. be an
A st VeiTe e 06, TBS TRER 6Py P Mo il it BopRefabg sl S Syt o

t echni ques may be enbodied in a nobile term nal having one or nore

pr ocedsdreseaaprelthe secexarg pea prbe rephnicqUé theThabg eghefivgrseomays becceisftlher
enbodi ed in a conputer program product having a conputer readabl e nmedi um
and canputlenticshrreqicsons] ssomed 19 exdhhegedo Mt esstul eadiat@time geunys fvnbee t he
one or nore processors are operative to execute the conputer instructions

in aCG;ﬁécdﬁétC@aMﬁ &hihe, et Bogaplbnid iR RERESBAt PloSediss] ODurind theS a@&hiH¥ad
that the NAS is part of AP 112, even though it may be an entity in W.AN 102

mgf | gﬁoc%@ﬁ)l_%,r 3{1 edsgorcﬁﬁloﬁ‘ee(iiﬂegt alli(p Pe{?«])ns-ghi@ é{@ﬁdiﬁggd.OfSuae@sfuﬁ aps%gglq?% \M\,@Mﬁ{nﬁs AP

termnal 106 perforns a discovery an ttachnment proce
112 of %&ﬁN 10% %ﬁgp 582 %f‘FhG%(g%.IThe‘disngergtﬁrocedureaM}{:éﬁ%llz
i nvol VESTECRRAMRG 48 PEBRECr YRGS sl fapfe WiTerdss' Rapi Ay GoRtphbame:
coverage regionof nobile term nal 106. The discovery procedure may jnclude
the nﬂ%m%S@%@trﬁnnaqqugﬂsf@ﬁdﬁﬁgleom% {5 op@MPiUBS I saPAOHEY riatamgiingy lhtery
probe response. If the probe request/response is successful, an
aut hennteyat, iSSRD & §ledN 13 dandesipporsal iags eXbhassgeidtiosirspess ddala feamdany.ifeat i on
permts further specified data exchange, for exanple, to the attachnent
pr ocednm@pleDuciudg cipaeilay idotnmeioh, piac ecies eyss@iataddoc had supporteduest and
response i s exchanged. Successful association permts further specified
daba eye47anaerINGhsRauidatdn ARTES, mPRN2@aARAL 1(d ABBSues aRd SRR i Alqub&abe-
neighboring network information to be transmitted via WLAN 102 (step 504 of FIG. 5). The
request may include various information including an identification of mobile terminal 106 (e.g.
telephone number, personal identification number or PIN, e-mail address, etc.) and an
identification of WLAN 102 (e.g. set service identification or SSID, extended SSID or ESSID,

15  etc.). This request may be or include an IEEE 802.21 information request for the neighboring
network information. In the case of IEEE 802.11, for example, the request may be
communicated in accordance with IEEE 802.11u or, more specifically, IEEE 802.11u generic
access service (GAS). In the case of IEEE 802.16, for example, the request may be
communicated in accordance with IEEE 802.16¢.

20 [0048] AP 112 identifies this request to be for obtaining neighboring network information (e.g. it
may identify it as an IEEE 802.21 information request). In response, AP 112 performs certain

processing to obtain this information on behalf of mobile terminal 106. In particular, AP 112

produces a corresponding request for the neighboring network information in accordance with a
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The associ ation request data frane may, for exanple, include capability
information, listen interval, SSID of WLAN 102, and supported rates. The
associ at iwo 20eiBe058e data frame may, for exanple, incluseTcazadwiods2y

i nformation, status codes, association ID, and supported rates. [0047]
After its association with AP 112, nobile term nal 106 produces and causes
a request for neighboring network information to be transmtted via W.AN

102 (step 504 of FIG 5). The t may include varjous i rmation
R BT I FIAE SRR AR bl e R
personal identification nunber or PIN, e-mai|l address, etc.) and an

i dent iProtee!iwhized may AN 3 GRAIPE)Y prajetol.s ey preehgrarsatnipta. ¢he 1815 @gpptible
extended SSID or ESSID, etc.). This request may be or include an | EEE

802. 2protné@drmat bon Diegues NASKREQ Ipeotnanl givbwhiindacletandickmpaitde mathi RADIUA. t he
case of | EEE 802.1 1, for exanple, the request nmay be conmunicated in

accor dane ehaiak i NAEERR0n Indylbeqfart SOKR 13PakisIN &8 Ihnetioh Bk i883dd 2 RATYRIEr i C
access service (GAS). In the case of | EEE 802.16, for exanple, the request

may b% G0 G Qiﬂl@ (@6CH ﬁ‘?é?@reor f h'%he'u%?'%&&ﬁ% )]C@ignt 1[00934\% ke 0Se€s.
DM SoBRIE CEoDl K

identifies this request e for obtalning neighboring network ormati on

(e.g. j identify it as an | EEE 802. 21 infar i request). In
tesporle! g R sorfandng TP B dodudiab ™ BORA LTS R skl i on
behal f of nobile termnal 106, In particular, AP 112 produces a

cor r eSHONGFRET | &Iy plesre npipvark & 3G tghbidt PG Ch St WHRD Feseemit iddh | I haddbesfdance
with arenote access dial-in user server (RADI US) conpatible protocol. The
RADI UShe oorpespiindieg pegicsicol AN béryerd] $hhadsd an RADIVIEK picotse addntifias (RAdL bier
exanpl e, the RADI US conpati bl e protocol may be a D aneter NASREQ protocol,
whi ch mebileaekviasldHosamdat NISePoit bhihirRADAEISn A1 B2, tWidth a@SsuppNASnf e edquen. may
be part of AP 112, this NAS function may include a RAD US or RADI US

cqppatr Bhe ch®ofimdat, 3MRABIUS 1y - RABHESINAFRED m&Y bentilitQ ifehy BorhR@iRation
pur poses.

of the corresponding request. The TLV may include a type indicative of “interworking-request”,
a length which is variable, and a value which is the string containing the request in accordance
with IEEE 802.21 MIH or IEEE 802.11u GAS.
[0049] In response to receiving the request of step 506, AAA server 180 retrieves neighboring
15 network information corresponding to an indication provided in the request. In the present
example, the indication is provided to AAA server 180 by the identification of WLAN 102 (e.g.
SSID or ESSID), and/or cell identifications (Cell IDs), and/or the NAS ID of the AAA client, as
supplied from the request. The neighboring network information includes one or more network
identifications corresponding to one or more wireless communication networks neighboring or
20  within the coverage region of WLAN 102. The wireless networks identified may be any type of
suitable wireless networks, including GSM, GPRS/EDGE, UMTS, WLANs, WiMAX, etc. AAA
server 180 may selectively retrieve neighboring network information that is unique to each given

location as indicated in such requests. At least some of the networks indicated by the

20



AP 112 sends the correspondi ng request in accordance with the RADI US
conpati bl e protocol to AAA server 180 of core network 136 (step 506 of FIG
5), whi chwoeosinessit. AP 112 addresses the correspondi RgTRERQUBHDIHRO AAA
server 180 based on a network access identifier (NAI) of nobile term nal
106 and a NAS Port of the NAS in AP 112, which are supplied in the request.
I n one enbodi nent, a RADI US type-length value (TLV) may be utilized in the

communi cation of the correspondi ng request. .The TLV may i ncl ude type
o odeTpoRtE Rt UGt raauagens TS it S e dored bty
value which is the stri nP cont ai ni ngﬁt he request in accordance with | EEE
802. 21n Mierevent e gopingl [ QP @as frqroOMBAN H2r eBlisonseortpore dghbpimgg wHeless
request of step 506, AAA server 180 retrieves nei ghboring network

i nf or raminomicopn esipenkl mgy bo campattde eathi ceHular eldécdethunicagioes, TIEGLHESR. 111 or t he
present exanple, the indication is provided to AAA server 180 by the

i dent TEEE&0RAB s@hdMUANs ERZnpRes.g. SSID or ESSID), and/or cell
identifications (Cell 1Ds), and/or the NAS ID of the AAA client, as

Suppl ir6e50] VAP/Q)\tsQ&Sfe ‘g{f’q‘ﬁxﬁg retfiBee M HGMABLRInAGLACTH o0k TR PThdaifktidas one

or nobre network | ations corresponding to one or nore wreless
communi,cati on

t wor ks nei ghboring or within. coyerage. r.eqion of ?}[%AN

Toz. e P o DB R el R T P B b e PG RR uUFPARR o T e
networ ks, including GSM GPRS/ EDGE, UMIS, WANs, W MAX, etc. AAA server 180
may s&FRE] Rettyinpet o ke THANSGHBBINHECHe MY RV G ISUNBRY Bitrig¥eaihe ing1ehhediee t o
each given location as indicated in such requests. At |east sone of the
net wormksvark difeemnamnbyon hehéeighberiangunk aser kuisite oexiemilonokitiey setanotikehit hat
nobile term nal 106 nay be handed over to in the event nobile term nal 106
exi t s eknopleVWAAN 102 er TRE@ neyyesudmin® requesi @hihemdetgliv Jeelee SEthc drmdica@in on
networ ks nmay be conpatible with cellular telecomunications, |EEE 802.1 1,
orol Efbea808 (46 stndards) afs i€ XapRIseSreceive a response which includes the neighboring

network information (step 510 of FIG. 5).

[0051] Note that the mobility server may be adapted to receive and serve requests from many

different similarly-situated servers (one of which is AAA server 180) deployed in different

networks at different locations. The mobility server may have access to one or more databases

15 which store local, regional, or global network information (such as a global network map),

information which may be retrieved request/response protocol which utilizes an indication or

location as an input or key, for example.

[0052] After such retrieval, AAA server 180 sends the neighboring network information to AP

112 in accordance with the RADIUS compatible protocol, and AP 112 receives this information

20 in response (step 512 of FIG. 5). AP 112 then suitably formats and sends, to mobile terminal
106, a response to the initial request which includes the neighboring network information (step

514 of FIG. 5). The response may be or include an IEEE 802.21 information response having

the neighboring network information. In the case of IEEE 802.11, for example, the response
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[ 0050] AAA server 180 may retrieve the neighboring network information from
a locally-stored table, or a database, using a request/response protocol
with the wodnwmai3pass or | ocation fromthe request as an iPaputa20oro/kesz4 | n one
enbodi nent, AAA server 180 may retrieve the neighboring network information
froma different server, such as an outside, external nobility server. In
this exanple, AAA server 180 nmay submt a request to the nobility server

with the jndication or.locatjon (ste f Fl ) and, .in _respo ,
oo Vasahy SemansE il SRl e SR g Re e g Recstos #f TREBBRO RO st ep
510 of FIG 5). [0051] Note that the nobility server may be adapted to
recei VEAHAY. deipPOREJUBSPSCTNBMIAHAY NI pislergr Wih ﬁﬁ%ﬁ@gj{l@g-t uat ed servers
(one of which is AAA server 180) deployed in different networks at

di f f ef@0f3]1Axat, itlensighBoeinpmbivtark ynfeenaren indyddsame oaooessettvorlomentdiicanonse

dat abases which store local, regional, or global network information (such

as a grahel orn@biohkreBP hetwditk OTdTRLHORNI MR BB JHRYrabE ré Qb IBWFUAN 102. The
request/response protocol which utilizes an indication or |ocation as an

i nput @ h‘Sgﬁfng {%%&oﬂe(i%mtioﬁ %?ﬁ%erélﬁe?rbe%ﬂﬁged’ Ho@ﬂ@kmﬁﬁf‘lé@{ovﬁérfql‘?lga t he

sends t e neighboring networ ormation to AP 112 in accordance w

RADI US ¢ at i bl rotocol. and AP.112 ceives this.information in
Fespon iR bt ot eBh s f1ad il BRELR b M Dy SVaiE° stlonor ¢ o
nobile termnal 106, a response . to the injtial_ request which jincludes the
nei ghBeilsdenanid Ok ar iy bf*ﬁﬁm Wiheyidhe 5al rpepiprn cahaustihy SGaaRIRE PPEIAHAY be
or include an | EEE 802. 21 information response havi ng the nei ghboring

net wortk ldcafeoanans differenangiplebasimgecvforkEEE 802. 1 1, for exanple, the
responsemay be communicated in accordance with | EEE 802.1 lu. In the case
of | EFBOZIG6,6 fsosinogheanmbesss tihev rdeéspansfer rieycribéngc ansthieri eahgidué foraceoirdance
with | EEE 802. 16g. [0053] Again, the neighboring network information

i ngl UGLSIANR: LEMARMRANE] WP KighHStd hiéGat MFSrmation to the mobile terminal, which

also may be utilized in the environment described above in relation to FIGs. 1-4. Again, the
technique of the present disclosure may be embodied in a server (e.g. a network access server, an
information server such as an AAA server, etc.) having one or more processors. Other
techniques may be embodied in a mobile terminal having one or more processors adapted to

15  execute the technique. The technique may be further embodied in a computer program product
having a computer readable medium and computer instructions stored in the computer readable
medium, where the one or more processors are operative to execute the computer instructions in
accordance with the method. In the present discussion, it is assumed that the NAS is part of AP
112, even though it may be an entity in WLAN 102 that is separate from AP 112.

20 [0055] Similar to that described in relation to FIG. 5, the method of FIG. 6 begins where mobile
terminal 106 performs a discovery and attachment procedure with AP 112 of WLAN 102 (step
602 of FIG. 6). The discovery procedure with AP 112 involves scanning to identify available

wireless networks in the coverage region of mobile terminal 106. The discovery procedure may
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of one or nore wireless networks |located within the coverage regi on of WAN
102. The nei ghboring network information may thereafter be utilized by
nobi | e t ewoi2ne/13438 t o perform a handover to anot her neipgimhzdrgoos2t wor k
different from and nei ghboring the coverage region of nobile term nal 106
or WLAN 102, w thout the need to perform exhausting scanni ng operations to
| ocate various different nei ghboring netmnrks [0054] FIG 6 is another
process f%o di agram f.or , des rlblng a other hnl%ye for use

faci | By @ ﬁF‘E%lP"i‘l on°BFIng &N Gy BPS Fngl“ﬁ‘ét he 156 ?lé%ctfuaowob%“isﬁ%“*ﬁobu l e
termnal, which also may be utilized in the environment described above in
r el at i%9h apthemiqsion 1 requeshaidn resppresct isc ArAhgueedoPnech éhay peehen feddr ¥ P EEDIe iray
be enbodied in a server (e.g. a network access server, an information
servemusm&hhbsSmme%AAz&dmméuﬁkmﬂ&mﬁﬁhdmﬂngspﬂéﬁmfdmnmmdmmgeeﬁ$@m$npﬁihmr
techni ques may be enbodied in a nobile term nal having one or nore

pr ocessofifchthapt Rdcddre XBgitLtht iaaactmsbhnhﬂid@durér he dsestiod bequeByandacfpsntdher
enbodi ed in a conputer program product having a conputer readabl e nmedi um
ang COIRULIE ob S ML RN SisST2hivd ﬁé?mﬁtbefuﬁﬁgpﬂ}egffleae@a‘?@%k& Hg@"sHE‘H Ahgre the
one or nore Erocessors are operative to execute the conputer instructions
in ac ordance wth he present discussio ass

that oHe s eplipt PEpTRaaioon Q) Liep T Moo TG SRS el fredeiNeRN 102
that is seParate fromAP 112. [0055] Simlar to that described in relation
to FI &ampley fclyder fpabigty miegmagiopefiiga iplerab S pb WeAN W andesupertest ms a
di scovery and attachnent procedure with AP 112 of W.AN 102 (step 602 of

FI G 6)tes. THée disssovienyespoose dun drame mapPior exaimpleo lindglesepnbiiling informiagient i f y
avai l abl e wirel ess networks in the coverage region of nobile term nal 106.
The disatwomedlys, pssocadoi & raisoppardd ridee nobile term nal's sendi ng of a probe
request and the receiving of a probe response. An authentication request

and r ¢ersuIsdrSitexshangss et he2pLRecr €AHRSE 106 SRABERS 128 authentication

procedure with the network. The authentication procedure may be performed in accordance with

an extensible authentication protocol (EAP). During this procedure, mobile terminal 112 causes

a request for neighboring network information to be transmitted to AP 112 in an EAP frame (step

604 of FIG. 6). The request may include various information including an identification of

15 mobile terminal 106 (e.g. telephone number, personal identification number or PIN, e-mail

address, etc.) and an identification of WLAN 102 (e.g. set service identification or SSID,

extended SSID or ESSID, etc.). This request may be or include an IEEE 802.21 information
request for the neighboring network information.

[0057] AP 112 identifies this request to be for obtaining neighboring network information (e.g. it

20 may identify it as an IEEE 802.21 information request) and, in response, performs certain

processing to obtain this information on behalf of mobile terminal 106. In particular, AP 112

produces a corresponding request for the neighboring network information in accordance with a

RADIUS compatible protocol. The RADIUS compatible protocol utilized may be a RADIUS
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successful . Successful authentication permts further specified data
exchange, for exanple, to the attachnent procedure. During the attachnent
pr ocedur eyoanioass@si at i on request and response i s exchargeaA26uaoessf ul
association permts further specified data exchange such as data franes,
managenent franes, and control frame. The association request data frane
may, for exanple, include capability information, listen interval, SSID of

R, LB T arabea TR Sl SRS BT Tt ot

supported rates. [0056] After its association with AP 112, nobile term nal
106 pekfppkes Aty @héh@%‘h‘if@ﬁtlw gesdarmartaltP 1 hd sty kincirpe may include

aut henti cati on procedure nay be perforned in accordance with an extensible
aut hent RedIUsSn oprRABEGS cobpR)ible Ddidnnde chil¥apeec NS REQmolddte td eserviendilesel 12
causes a request for neighboring network information to be transmtted to

AP 113uipgbs@ 18ARe preddte ehbeindRnPRll | FhizapQilatesT R T AR HRSESt TBYthe MElgHBring
vari ous i nfornatl on including an identi f| cation of nobile term nal 106

(€59. L&I&R h%ﬁn&%}pﬁh eé&&%nd?%eﬁkﬁl%?ﬁh%&tlﬂ%@gﬁesp hindLdNds 8¢ R A

address, etc and an | ntificat set service

;)Se{‘tn'c‘;@gg‘igg@f R TR0 TP ap b Cebetted 7 ltnl%gfaﬁaéraﬂﬁ%?%ét

i nformation. [0057] AP 112 |dent|f| es th| S request to be for obtainin

nei ghtsarfergnﬁl@gmq@%ﬁ Rt freehsh |8 besedian qeghvodetticrtyidrrtifics (al) gppo

information request) and, in response, perforns certain processing to

obt ai nemtina 10Afod pAtADRow A BeRBAS inAPHDBI Which arawupalicdioghe fequgsar ti cul ar, AP

112 produces a correspondi ng request for the neighboring network

i nf or 638 in ione aatothadic.ethairtdueat RADhBIIded apattypd-nprhotdeo TLhen RABADS

conpati bl e protocol utilized may be a RADI USprotocol or a D ameter NASREQ

pPrigt ogRimd ihih GRotiR BaGkyard: SRMPRLLRESMIHE rEARLUYRIud&Sa RADIUS attribute set
to an EAP-message (e.g. value of 79). In general, this messaging may be viewed as an EAP
TLV embedded in a RADIUS TLV. Any suitable implementation or protocol may be utilized
for such messaging, such as EAP-FAST TLV based on RFC 4851, Protected EAP Protocol
(PEAP) (e.g. Palekar et al., “Protected EAP Protocol (PEAP) Version 27, EAP Working Group,

15 15 October 2004, Internet-Draft: draft-josefsson-pppext-eap-tls-eap-10.txt), or EAP-TTLS
described as AVPs in RFC 5281, as examples.
[0059] In response to receiving the request of step 606, AAA server 180 decapsulates the
message to reveal the underlying EAP request for the neighboring network information. Then,
AAA server 180 retrieves neighboring network information corresponding to an indication
20  provided in the request. In the present example, the indication provided to AAA server 180 by

the identification of WLAN 102 (e.g. SSID or ESSID), and/or cell identifications (Cell IDs),
and/or the NAS ID of the AAA client, as supplied in the request. As described above in relation

to FIG. 5, the neighboring network information of FIG. 6 includes one or more network
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exanples. Note that, as a NAS function may be part of AP 112, this NAS
function may include a RADIUS or RADI US conpatible client (e.g. D aneter
NASREQ clwernnio/i3esser ve t hese purposes. In the present echaN208mnos2AP 112
encapsul ates the EAP request for the neighboring network information into

t he correspondi ng RADI US -conpati bl e request and sends it to AAA server 180
of core network 136 (step 606 of FIG 6), which receives it. AP 112
addresses..the corre dln re uest to AAA server 180 based on Y net
e oo ST BT GPTENATIMSRO 285, EVte MHEHar C IO RIAIS RAG 0RO o Por S TRAS |
AP 112, which are supplied in the request. [0058] In one enbodinent, the

r equesVLAN %e@h@&l@é@%@a nelyysky wlegiifieds miayde(@y\yPg Al staBlRpvirelgsrendt v oFks.
nobil e term nal 106, and the correspondi ng request includes a RAD US

attri butledisgiGIM, GRREAGEs VAMES, (WLA Ny AVIMAKT eit9) AAlAnsqgedrelr8l may nétseve
nmessagi ng nay be viewed as an EAP TLV enbedded in a RADI US TLV. Any

sui t alhe nki rr?fnh@tvloﬂrl IO tIn0Geh 1BYIo88]yWibrel Z86le fRTths WkthbARS ﬁﬂﬂ%
such as EAP- FAST TLV based on RFC 4851, Protected EAP Protocol (PEAP) (e.g.

Pa!i e k% u%gt/l‘@lpornse' de%c%ﬁft & &R Eirffetr&? QL:rV(C:P AR asvﬁlresrh&ﬂh?y' ' serge?‘,P whercKhRG,
P e ober 2004, Internet-

draft osei pex -e S r VPs
e A s TS e e VR S Ao Sﬁ?s?&
step 606 AAA server 180 decapsulates the nessage to reveal the under
EAP r @§lil3t0)ae Teqseyen &irgmeBIS %@C%Wktf}eﬁteb%%tl%ﬂetwﬁ‘ew OTREAOR E1iGRP |
retrieves nei ghboring network information corresponding to an |nd|cat|on
provi ¢¢&IGro)t he request. In the present exanple, the indication provided to
AAA server 180 by the identification of W.AN 102 (e.g. SSID or ESSID),
and/ of0@ad | Aficd enath fre€iatal oA A Gehver 11B8)produn@dé an EAR dABnkOwdlich heludAA the
client, as supplied in the request. As described above in relation
10 neighboring network information. The EAP response is encapsulated in the RADIUS
compatible protocol and sent to AP 112; AP 112 receives this information in response (step 612
of FIG. 6). Upon receipt, AP 112 decapsulates the message to reveal the underlying EAP
response having the neighboring network information. AP 112 sends, to mobile terminal 106 in
response to the EAP request of step 604, the EAP response which includes the neighboring
15 network information (step 614 of FIG. 6). The EAP response may be or include an IEEE 802.21
information response having the neighboring network information. The neighboring network
information may thereafter be utilized by mobile terminal 106 to perform a handover to another
neighboring network different from and neighboring the coverage region of mobile terminal 106
or WLAN 102 (e.g. based on RSSI, SNR, or other signal conditions or events), without the need
20  to perform exhausting scanning operations to locate various different neighboring networks.
[0061] In the processes described in relation to FIGs. 5 and 6, it may be assumed that a single

service provider manages PLMN 104/core network 136, mobile terminal 106, and WLAN 102;

therefore, no AAA proxying in WLAN 102 may be required for the communications. Here,
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to FIG 5, the neighboring network information of FIG 6 includes one or
nore networ ki dentifications corresponding to one or nore wreless
comuni cavoanimspassr ks nei ghbori ng the WLAN 102. The w PEr&s0 o@D ks
identified may be any type of suitable w reless networks, including GSM
GPRS/ EDGE, UMIS, W.ANs, W MAX, etc. AAA server 180 may retrieve the

nei ghbori ng netmnrk information fromthe | ocally-stored table or the

dat abas usrn e est/ es e pr.otocol,  or. fro di ffer seryer
such 4% 1o, S8 i leTRRET BS RStk D6t LN &5 et t ne
nmobi it server mnth the i ndi cation of the | ocation (ste 608 of FIG 6)
and réﬁéi‘\%lﬁ?amﬁé§9@ﬁ éﬂr@nlaqﬁ%n%oandd‘é/é/\trrevenéﬁ@ﬁ@drhen@drrér%r R idptgraRi | on
(step 610 of FIG 6). [0060] After such retrieval, AAA server 180 produces
an EAPyrtbsponsé whi‘alhr.doncl. udesint kemneingtabons hgwraen wer KASHOMWIBANOH)2 Tk EAP
response i s encapsulated in the RADI US conpati bl e protocol and sent to AP

112; ARAALZrveeC®) YRSrd Mits off 38 WY bOfirddd wWiBSRORS AedSioe ro&%ﬁlgOf FIG 6).
Upon receipt, AP 112 decapsul ates the message to revea e underlyi ng EAP

r egpom%ﬁ gy 'aﬂ?rnra{eeelﬂl%(ﬂrgpﬁg I A NEt ‘t’}ﬁffgrehpieq)%g@gst i frsb‘%aélt?e ﬁl@@l‘j@% \&th%re

le termnal 106 1 n response to requ p 604

Cospogse 1) byinelutes Ui e a0ber g nevelh vt (olen g

response havi ng t he nerghborrng netmork i nformation, The nei ghbor.i ng
net worlR¥cArgtehapikols Oy TRehiledarmingl 198, whemeasaercpyd Akrons %%rércﬁrpﬁ%rld%c%ax 0
perform a handover to another neighboring network different fromand
nei ghbemiapg WhaNc bZer dyeuahegicomtofmbodinieat,t A Trapxyl0&ror MOAN proddgdeiny.
based on RSSI, SNR, or other signal conditions or events), w thout the need
t o penfaX mexbapsikiying the annmogicoparsdieivasta thoNASCaideA XArJeowes 180 {feeme@t. |
nei ghboring networks. [0061] In the processes described in relation to
Fligs. apdand Gierd, tm&B¥ REmASSUTBImENAe RBHMA By and associated with the NAI of
“user@abc.com”, AAA server 180 of core network 136 may be addressable or identifiable at
“abc.com”, WLAN 102 may be a “DEF” hotspot, and proxy server 190 of LAN 110 may be
addressable or identifiable at the domain of “def.com™. In the technique, mobile terminal 106
submits its request to the NAS, providing its NAI which includes the realm of “abc.com”. The
15 NAS provides the request to proxy server 190, which identifies the realm of “abc.com” in the
request and directs the request to AAA server 180 of core network 136 associated with
“abc.com”. AAA server 180 processes the request accordingly and submits a response back to
proxy server 190, which provides it back to the NAS of WLAN 102 and thereafter to mobile
terminal 106. As apparent, NAlIs and realms may be utilized to facilitate the communication of
20  proper neighboring network information for mobile terminals. Also as apparent, mobile terminal
106 may cause the request to be transmitted to the proper AAA server in different ways.

[0063] Thus, according to the present disclosure, the communication of neighboring network

information to mobile terminals is efficiently facilitated for handover purposes, without requiring
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service provider manages PLMN 104/ core network 136, nobile term nal 106,
and WLAN 102; therefore, no AAA proxying in WLAN 102 nmay be required for

t he conmmwmiDcatiemss Here, nobil e term nal 106 nay be i demCirfdAediomposamd
associated with the NAI of "user@bc.coni, WAN 102 may be an "ABC'

hot spot, and AAA server 180 may be addressable or identifiable by the
domai n of "abc.coni. Again, comrunications between the NAS of WLAN 102 and

AAA server. 180 of cor rk 1 be direct wtho d for
AARAR AN P T S A R R A
provi ders may be involved where proxying in W.AN 102 is utilized. For
exarrplnétW@:k?pmﬁtﬁn@éﬂrvr@@ihﬁmv|eestérdngwﬁfglwlﬁ>§ﬁage PLMN 104/ core network 136 and
nobil e term nal 106, whereas a second different service provider may manage
WLAN 10004] 14w deschbal heemateteembodi meatradidMcéprexydrkserayen al®@wosk peaevi ded
in LAN 110, for proxying the comunicati ons between the NAS and AAA server

180 (sefecFbONASY iandvd) recdiGing, fri@ba hvbileneinniall, 10&ueRyfobacigieiid h@doly and
associated with the NAl of "user @bc. cont, AAA server 180 of core network

13§ onﬁat?(%dr ? (gﬁmlgo lﬁ&ﬁSggﬁs%t éOf }e@Ql\/%gLAN 'SE %@%’r@wn‘]&% Iﬁ@% 1%? tl?e

"DEF" hot spot, Xy server 190 o] ressa Ie or
the t echni nobi l e term na

|dent|fkﬁple at % e dg@&lntof 1 gh A

106 subkPe" g ¢ W%ﬂje oy lPﬂemN%%‘“ 8?/0?&‘1 g MTRoRar“wm dK “ﬂ‘hcﬂsﬁfdé%”%e
real m of "abc. cont, NAS praovi des the reguest to proxy server 190, which
i dent .<R{~\@§U§hé0me%% Blfot@cgbée%ﬁg therFOfIﬁéPqnéHl&é%“eéh@ %lflé’é@é‘“‘?fh%@f\‘f‘é derést to
AAA server 180 of core network 136 associated with "abc.cont. AAA server
180 praockidesridiea RefuBst saseordPrglcler ARdSBERdrerackcesponsae atkorkfpr oxy
server 190, which provides it back to the NAS of WLAN 102 and thereafter to
nobi | @ubke MndamodilEnetAsriapRiavidntassdyAita] aid theahdbsle maynibd; widelviizee drdno the
facilitate the conmuni cati on of proper nei ghboring network information for

mapi | gnfofhMdielSverAnSRsFishs@RPERM g (HIRIleSpdn@IdH RGhest, the neighboring network

information in accordance with the RADIUS compatible protocol; and sending, in response to
the request, the neighboring network information to the mobile terminal. The request/response
for the neighboring network information may be an IEEE 802.21 information request/response.
If the radio access network is a wireless local area network (WLAN) adapted in accordance with
15 IEEE 802.11, the request/response may be communicated in accordance with IEEE 802.11u or
an extensible authentication protocol (EAP). If the radio access network is a WiMAX network
adapted in accordance with IEEE 802.16, the request/response may be communicated in
accordance with 802.16g.
[0065] As further described herein, a technique in the information server of the core network of
20  the PLMN involves receiving, from the radio access network, a request for neighboring network
information in accordance with a RADIUS compatible protocol (e.g. RADIUS or Diameter
NASREQ); retrieving, in response to receiving the request, neighboring network information

corresponding to an indication provided in the request; and sending, to the radio access network,
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106 may cause the request to be transmtted to the proper AAA server in
different ways. [0063] Thus, according to the present disclosure, the
comuni cavoanioof39esei ghbori ng network informati on to nobipCe/dAaentoiaced2s | s
efficiently facilitated for handover purposes, w thout requiringexcessive
scanning by the nobile termnal, and w thout burdensonme and difficult

depl oynent of network conponents or nodules in existing networks. [0064] As
descri.bed herein, a technjque in a radia access Qetwork\%e g. .in a network
accesd sEPRAPC o' KAE) RGBT VB4 T b ey FFESY o SRZAPHGE 16U FK niHimation r By yest
for neighboring network information; producing, in response to receiving

t he ragesdance avigohe BSPYRth nadqleesetordr t he nei ghboring network
information in accordance with a renote access dial-in user server (RADI US)
conpat[0ied A desateld; ths ecudininged hiethe preses plnetisng magoreahbddedim d swhar tag.ion
server (e.g. an AAA server, a RADIUS server, a D aneter NASREQ server,
etc.) nefw@k Get®s REVWORK ifforBatiidldrerlsadid aTBRIA A RetvR k. ( FLMY) o@s s0gbat ed
with the nobile termnal; receiving, fromthe information server, in

respo endgli r i . : 1 ghROv: e r
A T S e e AR s
in response to.the reques t he nei ghbagri network infermtion to the

mobi | & eerm At pih i PGl e SoBBES Rk PHETHE Gre i RETRee RBeRa %
informati on may be an | EEE 802. 21 information request/response. If the

radi o CABWHEE PHSFR PROJUST Bavifier g aaritergearabler aediAeeaRg cRMPUICARDS I eHans elprith
accordance with IEEE 802.1 1, the request/response may be comrunicated in
accor dateecopputer rEEebIRoRediuuwhere gle enct @i peocgstonedt iopatalivh lpexstae dhe
(EAP). If the radio access network is a WMAX network adapted in accordance
Wt h IcERRu0Zshtctidiién heguésicé nedpbasetmly hethegnhurckiEtedddsoribacosadaace
with 802. 16g. [0065] As further described herein, a technique in the

i nHor AR IRNNRBNY &frm@al iHE nfedile BRIWRIKBh device of the dual-mode type, having both

WLAN and WWAN radio interfaces. In an alternative embodiment, however, mobile terminal
106 may have only a single (radio) interface for access (e.g. only WLAN radio interface 122)
and operates accordingly without the other interface.
[0067] The above-described embodiments of the present application are intended to be examples
15 only. Those of skill in the art may affect alterations, modifications and variations to the
particular embodiments without departing from the scope of the application. For example, the
embodiments of the present disclosure are generally directed to an example where the WLAN is
an IEEE 802.11-based network and the WWAN is a cellular telecommunications network.
However, the WLAN and WWAN may be networks different from those networks. The WLAN
20  may be a WiMAX-based network (i.e. IEEE 802.16), an Ultra-WideBand (UWB)-based network
(i.e. IEEE 802.15), a Bluetooth-based network, as a few examples. The WWAN may be a Long-

Term Evolution (LTE)-based network, an EVolution-Data Only (EV-DO)-based network, or a
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the PLMN i nvol ves receiving, fromthe radi o access network, a request for
nei ghboring network information in accordance with a RADI US conpati bl e
prot ocol We.2g10/BABBUS or Di ameter NASREQ) ; retrieving, POTRpOSEs2E O
receiving the request, neighboring network information corresponding to an
i ndi cation provided in the request; and sending, to the radi o access
network,in response to receiving the request, the retrieved nei ghboring
network jnfornpation in accordance wi th ADI US conpati bl e praqtocaol .
00661 MRS heBark that RS RRITGRES e P aeEnt o Bel BT My beted
enbodied in a server (e.g. a network access server, an information server
such &biapingnl wepyarandepbrjcepdhsuigplo geanges wgedinplagdessors. O her

techni ques may be enbodied in a nobile term nal having one or nore
processors adapted to execute the technique. The techni que may be further
enbodied in a conputer program product having a conputer readable nedi um
and conputer instructions stored in the conputer readable nedium where the
one Or nore processors are operative to execute the conmputer instructions
i ngaccordance with the nmethod. Further, the technique described assunes
that the nobile termnal is a nobile communication device of the dual - node
type, having both WLAN and WMN radio interfaces. In an alternative

enbodi ment, however, nobile term nal 106 nmay have only a single (radio)
interface for access (e.g. only WLAN radio interface 122) and operates
accordingly without the other interface. [0067] The above-descri bed

enbodi nents of the present application are intended to be exanples only.
Those of skill in the art may affect alterations, nodifications and
variations to the particul ar enbodi nents w thout departing fromthe scope
of the application. For exanple, the enbodinents of the present disclosure
are generally directed to an exanple where the WLAN is an | EEE 802.1
1-ipased network and the WMN is a cellular tel ecomunications network.

29



However, the WLAN and WMAMN may be networks different fromthose networks.
The WLAN may be a W MAX- based network (i.e. |EEE 802. 16), an
Ut ra- W owBano/1304B) - based network (i.e. |EEE 802.15), acBlaxabmabbs2based
network, as a few exanples. The WAMN nay be a Long- Term Evol ution
(LTE) - based network, an EVol ution-Data Only (EV-DO) -based network, or
aUMTS- based network, as a few exanples. The enbodi nents described herein in
t he reiﬁ ted cl ai (?’BI ntend to cover and enbrace all suitable changes in
t echnol BYyS g\fi‘é’?le - Cained is: 1. A method for accessing nei ghbor
information, the nmethod conprising: receiving, froma device, a first
request forA methgdior dosgssigtpiahkor e napnohe MedipdLopPribek access server;
sendi ng a second request to an authentication server based on the first
request, the seceordingduest deaquedinngqidsefonaeighbainggtwetkvwofckmnndrofromt | on;
receiving a response to the second request containing the neighboring
net wor k i nfaaiei®ék@b¢esabev&endi ng a response to the first request including
at | east the received neighboring network information. 2. The method of
claim1l1, wherei k i L t .0l
aufgl henti cation g?%({}g%élf&?%%\é . B%.st& %ﬁgmgr%éel?[ﬁgg&gée?gﬁfrg% %%gl{%%ﬁeﬁé&gecond
request is transported uti.lizing. EAP within.at l.east one of a RAD US
brotocol o Bty ara i bpb BT ABo R b ArGinaliTES 1 I wher ai n the
nei ghboring network information is contained in the response to the first
request using ardCICBEES BEPPoRChYHigaecons! reqyrst ¢RRtHBIAS She RYIEhbRIIDg NG i n t he
device is a nobile termnal.

information; and

sending a response to the first request including at least the received neighboring
10 network information.
2. The method of claim 1, wherein the first request is transported using an extensible
authentication protocol (EAP).
3. The method of claim 1, wherein the second request is transported utilizing an EAP within
at least one of a RADIUS protocol or a DIAMETER protocol.
15 4 The method of claim 1, wherein the neighboring network information is contained in the
response to the first request using an IEEE 802.21 format.
5. The method of claim 1, wherein the device is a mobile terminal.
6. The method of claim 1, wherein the second request is sent by an authentication client to
the authentication server, and wherein the second request includes an identification of the

20  authentication client.
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6. The nethod of claim1, wherein the second request is sent by an

aut hentication client to the authentication server, and wherein the second
request iwolooeso@s i dentification of the authenticati oRrCEIdaanto/0p0824he

met hod of claim6, wherein the neighboring network information includes one
or nore network identifications corresponding to one or nore wreless
communi cati on networ ks neighboring or within a coverage region of the

aut hentication client. 8. The nmethod.qf claim?7, erein th ei ghbori ng
ot work | i pesE B & TR e GG BT HE S S o or mor e
of the wireless communjcation networks. 9. A network device for accessing
nei ghbante npfsiitenBcatioRe corersReRrUn LB ANEr AT Mk a4 coraMpRise ey BT Wesf | gur ed
to: receive, froma device, a first request for nei ghboring network

i nf or maighboridg @nwizhinetoneekgacgensoiskr mehgntisamno diesecond request to an

aut henti cati on server based on the first request, the second request

requesst i ng ThaendikbObRALi T WIREMR it enfBOBE h@Riork BE&INVEi0A ch /8PORS Eetite t he
second request containing the nei ghboring network information; and send a

r e§p0Q§§? i nt DRarfd- &% 1o Br?e%‘?ﬁ&eio'?Fﬂe%’iirrﬂst%rﬂnglfrﬁcéﬁtﬂ)ﬁ%e{wﬁﬁﬁived nei ghbori ng

net wor ormati on. 10. The networ k devi ce alm 9, erein the first

12778 nortbR oo B8 t7 AT SALGRE R Fh BR b BRBE RERind &

transported utilizing an EAP within at | east one of a RADI US protocol or a
DI AVETER pr ot oc@|Processor configured to:

receive, from a device, a first request for neighboring network information
from a network access server;
10 send a second request to an authentication server based on the first
request, the second request requesting the neighboring network information;
receive a response to the second request containing the neighboring
network information; and
send a response to the first request including at least the received
15 neighboring network information.
10. The network device of claim 9, wherein the first request is transported using an
extensible authentication protocol (EAP).
11. The network device of claim 9, wherein the second request is transported utilizing an
EAP within at least one of a RADIUS protocol or a DIAMETER protocol.
20 12, The network device of claim 9, wherein the neighboring network information is
contained in the response to the first request using an IEEE 802.21 format.

13. The network device of claim 9, wherein the device is a mobile terminal.
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12. The network device of claim9, wherein the neighboring network
information is contained in the response to the first request using an | EEE
802. 21 f owoab10/18%058 The network devi ce of claim9, wherePoTid0e0is2e iS a
nobile term nal.14. The network device of claim9, wherein the second
request is sent by an authentication client to the authentication server,
and wherein the second request includes an identification of the

aut henti cation client. 15, The network device of claim.14, wherein.the
nei ghildr | ng HRAEE S HEGPHEFIDS Y BT RS ol RUs e RER il Rthenticdtion

identifications corresponding to one or nore wreless comuni cation

net worckgntrie thghisdrantgaton sgivehiand avhegie hagecandgpaiesoncludes AudpeHtdadar pon
client. 16. The network device of claim 15, wherein the nei ghboring network
i nf or nlat aweneinabinedienhe device to performa hand-off to one or nore of the
Wi rel ess conmmuni cation networks. 17. A nethod for retrieving neighbor

i nf or Mt i OrfhetnlydRUBAMe 60PNt $4,Netierdif ORI 16 dioAng hESlork BAM@RI oh Micludes
information; determining that the first request is requesting nei ghboring

e WO, LKL B i8N 2. 2 RGN {,AIUES by [BANERLILAG IR el @RDOT i g

network information; receiving a respofise to the second request containing
at | east the nei.ghboring.network informatjaon; and sendi.ng a response to the
vt PRyUBSp PO ok Tuft®s ARt RSP LR REEERSIRY ot or it on £ om
the response to the second request. 18. The nethod of claim 17, wherein the
first lPequdde eevark dpyips Pt dainy s nghessin die raghberiae A eehin Hidtigh cpitocol

(EAP) over at |east one of a RADI US protocol or a DI AMETER pr ot ocol
the device to perform a hand-off to one or more of the wireless communication networks.

17. A method for retrieving neighbor information, the method comprising:
10 receiving a first request for information;
determining that the first request is requesting neighboring network information;
sending a second request requesting the neighboring network information;
receiving a response to the second request containing at least the neighboring
network information; and
15 sending a response to the first request including at least the neighboring network
information from the response to the second request.
18. The method of claim 17, wherein the first request is transported using an extensible
authentication protocol (EAP) over at least one of a RADIUS protocol or a DIAMETER
protocol.
20 19. The method of claim 17, wherein the second request is transported using an EAP within
at least one of a RADIUS protocol or a DIAMETER protocol.
20. The method of claim 17, wherein the second request is received at a mobility

SErver.
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19. The nmethod of claim 17, wherein the second request is transported using
an EAP within at | east one of a RADI US protocol or a DI AMETER protocol. 20.
The net howloabiocizgismm 17, wherein the second request is receicadioanIs4
mobility server.2 1. The nmethod of claim 17, wherein the second request is
received at an authentication server. 22. The nethod of claim17, wherein
the first request is received at a network access server froma nobile

term nal . The had i.m 22, erein the second reguest .i ncl udes
b 1ot 1 erai T Tae Heedisi BE ket ghRa S 54N b e Ao ai m 23,
wherein the nei ghboring network information includes one or nore network

i dent iSFiV€&at i ons corresponding to one or nore w rel ess comruni cation

net wor ks nei ghboring or within a coverage region of the network access

ser ver22bas dhe omethdvkofi cddient 17, mdatdiorhedirstrbgueneis worekved ac e astwoek vaess @bver A
networ k access server for retrieving neighbor information, the network
accesgroaeh ierbile dFpiingl Nng: a processor configured to: receive a first
request for information; determne that the first request is requesting

ne gh%“ ng nefypgy, hbdqi)ioc,rlﬁ% Qé)r\‘vhe"?fgfi'qlease&ﬁﬁiqg JS?HMRI%ESZE g%ﬁ&ﬁéaﬂgnbhﬁle

nelghborlng network information; recelve onse to second request

contaln{qg at | east the
netw k aCCess server.

24. The method of claim 23, wherein the neighboring network information includes one or
more network identifications corresponding to one or more wireless communication networks
neighboring or within a coverage region of the network access server based on the identification
10 of the network access server.
25. A network access server for retrieving neighbor information, the network access server
comprising:
a processor configured to:
receive a first request for information;
15 determine that the first request is requesting neighboring network
information;
send a second request requesting the neighboring network information;
receive a response to the second request containing at least the
neighboring network information; and
20 send a response to the first request including at least the neighboring

network information from the response to the second request.
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nei ghbori ng network information; and send a response to the first request

i ncluding at | east the neighboring network information fromthe response to
t he secomlorenuississ26. The networ k access server of cl aPoTZA20weo2in t he
first request is transported using an extensible authentication protocol
(EAP) over at |east one of a RADI US protocol or a DI AMETER protocol. 27.
The network access server of claim25, wherein the second request is
transported. usin an EAP withi.n at | east on gf‘a RADI.US protocol. or a

DI AVEFRR prigfdEBTOrK Sgees ity (i IR Zac¥ %@“stg? BY TCH R APEIChEReth t he
second request is received at a nobility server. 29. The network access

ser verexignsiplegiughepgcatighayepepl it KAPs exds g laagiquie of aiRAIRBBAY progocahoizut hent i cat i on
server. 30. The network access server of claim?25, wherein the first
requeRNIAMETER@ratecblf rom a nobile termnal. 31. The network access server
of claim 25, wherein the second request includes an identification of the

net work. accegseSRIN atcesSdrvektE cRehWe! khaemans s&ohd edquedt ictaispoddd usier ei n
t he nei ghboring network information includes one or nore network

i dent iaﬁim W‘E@‘ ﬁ%a&@&ﬁ%ﬂilﬂ@i@s REoR oFQb‘fAMEﬁilfﬁﬁ)t&%ﬂ‘W”i cation

net wor ks nei ghboring or within a coverage region of the network access
servergbas on\;hF iggnkgfi%ggkpn gfv%quqﬁtmqyk access server, 33. A
met ho& for ratFie ra@ el éheﬁo I bmr?r t WOr'K™ ‘A oY ﬁ‘ﬁ?f&ﬁ' ar® b ?iaty server,
the nethod conprising: receiving a request from an authentication server;
mobility server.
29. The network access server of claim 25, wherein the second request is sent to an
authentication server.
10 30. The network access server of claim 25, wherein the first request is received from a
mobile terminal.
31. The network access server of claim 25, wherein the second request includes an
identification of the network access server.
32. The network access server of claim 31, wherein the neighboring network information
15 includes one or more network identifications corresponding to one or more wireless

communication networks neighboring or within a coverage region of the network access server

based on the identification of the network access server.

20
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det erm ni ng nei ghboring network information requested via the request;
retrieving the nei ghboring network information based on the request; and
sendi ng avoesporss@st o t he request including at | east thecmaiaghinmodsrg
network information. 34. The nmethod of claim 33, wherein the nei ghboring
network information is stored at an | EEE 802. 21 -based information server.
35. The nethod of claim 33, wherein the request and the response are
transpqrted utili | east _.one of a RADI US protoco a DI AMETER

b ot oodl - S imetiy ToRHB TR A S ARG ARG SheGHBEY pat Bk mor k
|nfornat|on contained in the response utilizes an extensible authentication
pr ot odedthqdesmyprisge: The met hod of claim 33, wherein the request includes an
identification of an authentication client requesting the nei ghboring

net wor k i nf or matreaivifig amqube faut headthaatcegm sevarer . 38. The nmet hod of claim
37, wherein the neighboring network information includes one or nore

networ k identi fideRihMs: GQEHHRSIAGMAIWIGK ifoMRRicAITedRERIWMd Bk e&Ric@OMUNI cat i on
net wor ks nei ghboring or within a coverage region of the authentication

clikent. 39. The ffﬁ%b‘i‘ﬂg oy ne(f }ﬁa‘oﬁh%ﬁet@@?ﬁrﬁb%&%ﬁ bﬁ%d%?ﬂgé !réag efIEAMOT K

informati on enab a nDbl ter to performa han to one or nore
of the wireless co n cat i on Hetmo rver f etrieving

i unbor e oot wE MY RSPl IR AR it R TR bt YRR sl

processor conflgured to receive a request from an aut henti cati on server;
information.

34. The method of claim 33, wherein the neighboring network information is stored at an
IEEE 802.21-based information server.

10 35. The method of claim 33, wherein the request and the response are transported utilizing at
least one of a RADIUS protocol or a DIAMETER protocol.
36. The method of claim 33, wherein the neighboring network information contained in the
response utilizes an extensible authentication protocol (EAP).
37. The method of claim 33, wherein the request includes an identification of an

15 authentication client requesting the neighboring network information from the authentication
server.
38. The method of claim 37, wherein the neighboring network information includes one or
more network identifications corresponding to one or more wireless communication networks
neighboring or within a coverage region of the authentication client.

20 39. The method of claim 38, wherein the neighboring network information enables a mobile

terminal to perform a hand-off to one or more of the wireless communication networks.
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det erm ne nei ghboring network information requested via the request;
retrieve the neighboring network information based on the request; and send
a responswotoiwieossequest including at | east the nei ghbecrm2nmtonok
information. 4 1. The nobility server of claim40, wherein the neighboring
network information is stored at an | EEE 802. 21 -based information server.
42. The nobility server of claim40, wherein the request and the response

are tr nsport%g ut|I|2| at least qne. of a RADI US pr ot ocol a DI AMETER
pr ot o¢ MODHRY HeskT| P théeéﬂ%?elfé? OFPG RIS THRRRAIOR- ﬁénq?éhltéﬁﬁrd?f ng
network information contained in the response utilizes an extensible

aut hestin@aeinen protocol (EAP). 44. The nobility server of claim40, wherein
the request includes an identification of an authentication client
requesti ng the ngirgtebaricngfinetdverk i nformation fromthe authentication
server. 45. The nobility server of claim44, wherein the neighboring

network i nformation uaghwdg@q@ﬂeﬁ@ﬁlﬁpﬂﬂkmgtmgmkeh@ent|f|catlons
corresponding to one or nmore wreless conmunication networks nei ghboring or

wi thin a coverage regj.Qf,pf nte&be@lll'ﬁ%' %vbﬁ@l%&ﬂlaﬁbﬁ Eée,lhestél@wam@map plity

server of claim 45, mhereln t nei ori ng networ nfor mati on enabl es a
nobile termnal to perf.orma ha

Communi cati on-net vor Rer 57 vA b ragp oo SR eSoriE furl bR Ry Rbel

information froma device, the method conpri sing encodlnala request for
nei ghbori ng networ k iSAih? FREPPISA L0 Ldequsy lpﬂédmé&hlﬁé%“’%nf‘d bongast Akt i on

server to obtain the nei ghboring network
information.

41. The mobility server of claim 40, wherein the neighboring network information is stored

10 atan IEEE 802.21-based information server.

42. The mobility server of claim 40, wherein the request and the response are transported
utilizing at least one of a RADIUS protocol or a DIAMETER protocol.

43. The mobility server of claim 40, wherein the neighboring network information contained
in the response utilizes an extensible authentication protocol (EAP).

15 44 The mobility server of claim 40, wherein the request includes an identification of an
authentication client requesting the neighboring network information from the authentication
server.

45. The mobility server of claim 44, wherein the neighboring network information includes
one or more network identifications corresponding to one or more wireless communication

20 networks neighboring or within a coverage region of the authentication client.

46. The mobility server of claim 45, wherein the neighboring network information enables a

mobile terminal to perform a hand-off to one or more of the wireless communication networks.
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information; receiving a response to the request; retrieving the

nei ghboring network informati on contained in the response; decoding the

nei ghbor iwQ 20005k | nformation retrieved fromthe respeasaazaruhos2er i ng

t he decoded nei ghboring network information. 48. The nmethod of claim47,
wherein said encoding is in accordance wth an extensi bl e authentication
protocol (EAP). 49. The nethod of claim47, wherein the encoding is based
on an | EEE 802,21 format. 50.. The nethod of_ claim47, erein the request
and t ~res%H’ﬁ&h@%afPrereﬂPeéH%B?lﬁ%orH‘tgi‘}ef‘%‘?rﬁdnfz?fmiﬂé%{bﬁm%ﬁ CSfecate PEE9g02. | X
format or an IEEE 802.1 Iu format. 51. The nethod of claim47, wherein the
sendi KgMEFISIARe request to the authentication server is perfornmed by a
nobile termnal. 52. The nmethod of claim51, wherein the neighboring

net wor k i nf or matehomlinghz lagdes faneigrbonog ecmet ko madient | fi cati ons
corresponding to one or nore wreless conmuni cati on networ ks nei ghboring or

wi thin a coveragendiggilRiecq@fes@onatandcki@Eier Sérveawiobtih theGRITIBOH @A QDM t h
the nobile termnal. 53. The method of claim52, wherein the nei ghboring

networ I Nt N enables the nobile termnal to performa hand-o to
bwor k i iy Rk b he nobi | i nal f hand- of f
t

one or nore o e W rel ess comuni cati on networks.54. The nmethod of claim

47, wherein the Q%QHESE ks Lr%a qrt%grusing an EAP within at | east one of
a RADI US protocé? e BiCRVET ﬁ%r89%80|_ 55. A nobile termnal for

requesti ng nei ghboring network information froma device, the nobile
terninal conpri SFHEYINE the neighboring network information contained in the response;

decoding the neighboring network information retrieved from the response; and
storing the decoded neighboring network information.
10 48. The method of claim 47, wherein said encoding is in accordance with an extensible
authentication protocol (EAP).
49. The method of claim 47, wherein the encoding is based on an IEEE 802.21 format.
50. The method of claim 47, wherein the request and the response are transported utilizing at
least one of an IEEE 802.1X format or an IEEE 802.1 1u format.
15 51 The method of claim 47, wherein the sending of the request to the authentication server is
performed by a mobile terminal.
52. The method of claim 51, wherein the neighboring network information includes one or
more network identifications corresponding to one or more wireless communication networks
neighboring or within a coverage region of a network access device in communication with the
20 mobile terminal.
53. The method of claim 52, wherein the neighboring network information enables the

mobile terminal to perform a hand-off to one or more of the wireless communication networks.
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a processor configured to: encode a request for neighboring network
information; send the request to an authentication server to obtain the

nei ghbor iwQ 20180058 | nf or mati on; receive a response to Phe/AqUaBs24
retrieve the neighboring network information contained in the response;
decode the nei ghboring network information retrieved fromthe response; and
store the decoded nei ghboring network information. 56. The nobile term nal

of claimb5 wherejn. said _encodi.ng i s in accordance with ext.ensj bl e

aut herfi catiGAGSRst el Eamperaiy ety T RBSOBF AR 2B EAL UUHSE Shther i n
the encoding i s based on an | EEE 802.21 format. 58. The nobile term nal of
cl ai mogs of LIUS praecplefuieltAMEd ERhgotosgbonse are transported utilizing at
| east one of an | EEE 802. I X format or an | EEE 802.1 lu format. 59. The
nmobi | &5t er M mabilofermimai fnr 5&quewiner i ghbiohieg netivwginb orfomgtioe tiwar k devitotinat i on

i ncl udes one or nore network identifications corresponding to one or nore
Wi r el eﬁ@)iréqmml@«@hjpg@ingetmr ks nei ghboring or within a coverage regi on of
a network access device in comunication with the nobile term nal.60. The

nmoki | e term nal &l.ajm, whgyei n the neighboring network information
enabl es the rmbialcgéotérr% ngﬁ?gutro performa hand-off to one or nore of the

wi rel ess conmmuni cati %Hcond%ta%ake%t for neighboring network information;

send the request to an authentication server to obtain the neighboring
network information;
receive a response to the request;
10 retrieve the neighboring network information contained in the response;
decode the neighboring network information retrieved from the response;
and
store the decoded neighboring network information.
56. The mobile terminal of claim 55, wherein said encoding is in accordance with an
15  extensible authentication protocol (EAP).
57. The mobile terminal of claim 55, wherein the encoding is based on an IEEE 802.21
format.
58. The mobile terminal of claim 55, wherein the request and the response are transported
utilizing at least one of an IEEE 802.1X format or an IEEE 802.11u format.
20 59. The mobile terminal of claim 55, wherein the neighboring network information includes
one or more network identifications corresponding to one or more wireless communication
networks neighboring or within a coverage region of a network access device in communication

with the mobile terminal.
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6 1. The nobile termnal of claimb55, wherein the request is transported
using an EAP within at |east one of a RAD US protocol or a DI AMETER
pr ot ocol .wo0 2010/139058 PCT/CA2010/000824

60. The mobile terminal of claim 59, wherein the neighboring network information enables
the mobile terminal to perform a hand-off to one or more of the wireless communication
networks.

61. The mobile terminal of claim 55, wherein the request is transported using an EAP within

5  atleast one of a RADIUS protocol or a DIAMETER protocol.
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