1 Description DATA STORAGE Technical Field [1] The present

invention relates to storage systems. ht particular, the present invention

relates to a method for configuring an array of storage units for increasing

the number of storage-unit failures that the array can tolerate without loss

of data stored on the array. Background Art [2] The following definitions

are used herein and are offered forpurpgses of and not limitation: [3] An

"element" is a block of data on a storage unit. [4] A "base arra.y" is a set of

elements that comprise an array unit for an BCC [5] An "array" is a set of

storage units that holds one or rSptioays [6] A "strlpe is a base

array within an array. [7].0 | the base array.

[8] ris the numbrt of redd 9] m is the nunber

of storagie:chnits4i Higiarray.

801}  The present invention relates 10 sforage systems. o particular, the present invention
relates fo a method for configuring an amay of storage wmils for increasing the number
of storage-unit fatkeres that the sorey can tolerate without loss of date stored onthe

array. _
Backprouwnd Art _
I 10621 The mﬁowxng definitions are nsed berein and are offered far parpases of zﬁusfxatmn
- and not mttafion ,
{0031 An “clement” 18 2 block of data on 2 storage it
[004) A “bass axray” is 2 set of slements that comprise an array umit for an BOC.
[003] An “atray” is a set of storage units that holds one or more base arrays.
" 1006] A “strips” is a base away within an aay.
10671 1 is the nixmber of datz wnits in the base army.
O8] r is the moaiber of redundant units in the base arzay.
[009] m 1 the pumber of storage units in the array.
{0167 d is the reinimmn Hamming distance of the base amay.
[011] D is the minimom Hamming distance of the amay,
01 2} . In a convenfional array, the nomber of storage units in the array squals the mumber

of data wsits in 2 base amey plos the nimber of redundant urnits in the base array. That
is, m = 1 + . Most conventionat storage arays use & Mamnum Distance Separation
(MIDS) code, such as parity. or a mirroring fechuigne for tolerating failares. The
mininoem Hamming distance of the base array using an MDS code equals one pios the
number of redundant nnits in the base amay (.., d = 1 + 1), Por 2 mirror confignration,
e wimber of redundant units in the base array equals the number of data units in the
" basgs array ' =n= 1}, and the mintowom Harming distance is d =2,

[013] It is possibie fo znfa:rrfmp}ﬁca}}y encode an amay over m siorage pnits, which is
greater than the prmber of data wits n iz the aray plos the nuraber of redondant it
rinthe away, that is, 7 > 1+ 1. In the lisratnee, when an ax:amm‘phisaienmding is
nsed for amanging parity blocks for performance, such an encoding is typically
referred to “de-clusiering parity.” As wsed herein, such au encoding schems is referred
fo as an anamorphic encoding scheme becauss it more accurgtely identifies that the
encoding scheme cap provide rew properties for an arsay,

[0141. Anamorphism is achieved by selectively arranging a set of base arays within an
array. For example, consider the exemplaryaray 200 shown iu Fipure 2 that uses s



[015]

[016]

[017]

[017a)

[10] d is the minimum Hamming distance of the base auay. [11] D is the
minimom 'Hamming distance of the array. 012]In a conventional array, the
number of storage units in the array equals the number in a base array

plus the number of redundant units in the base array. That conventional
storage arrays use a Maximum Distjmce Separation (MDs) code, such as
parity, or a mirroring technique for tolerating failures, The minimum
Hamming distance of the base array using an YIDS code equals one plus
the 1 e%gﬁ&%ﬁg?g}‘rgq %tiﬂa%ﬁe'@sm e0ase At (18epfizitita Doti@f& form. For
minor configuration, the number of redundant units in the base array
equaldthe rumbenct it it tabesrasp(s D acppchdgrit fomn
minimuym . Hamming distapce s d=er 805 3iidspesaible-to anamgrpiicatiyse

encode an array over in storage units, which is greater than the number of
daﬁamuszmmthém@y?@ﬂmwfmﬁﬁér}f‘&%%ﬁd%ﬂi%ﬁ et Ui R Ryt
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or arranging parity blocks for performance, such an encoding is typically
reférseibtodesclusirmydraitasc AT UsdaTBIBIRUSUE AT eNCaaiyY ™
385‘0%5?%5 t dg:enqiea, m;ﬂa(&Qp@)m%mgﬁ%lﬁ@%‘ﬁ%ﬁ&i@ﬁﬁ&@s@%@@&dﬁk@@m@@&
accura k}l_entl ies that the encoding scheme can provide new pi'parries
fbontan Buayif0dsPAnemhbipRisminaemerEasyEdidively arranging a set

of base a1 ;%éé?%é{‘,’ ithin, an.an-AY. a0 eXRmiRlaanRidestheaxamplasy @meyl a
200 shown'in Figure 2 that uses a 2 four-element code. Array 200

imthitfesistestongeilinis D3 delpieta et SHRTANIAELR vl atg2ee
m %&r@ﬂﬁif@?@ Alsa.ngludes sevensthase arays thataramachnfermeihout

rom’n data units plus r redundant units. That is, for each base array, n r

Jaks Phdtaspettive il daildifraps hres RlHsMEY Eediidritialy 48 SFPEs T T 0
Flaure 2.0 indigate thatihe fout-elemenisade ohairinsRfiissprea. For
across storage units DI. There are four blocks in each stripe and eac
stxipepkoi§ deans Inde PhrddAbRSe#ridy! THie HimiH aEe bt Shapensof
%ﬁ%‘é s, ACLdinglynthe mipimum efalbihsoainnsimiblamsing:tistances

of the respective stripes, that is, D = inin(dp, where Di is the mi imunl .
distanewlof stripe20 is, thus, over-specified and may be advantageousiy exp oited.

What is seeded is  technique that enhances the minimum Hamming distance of an ECC

when it is used with an anamorphic array of storage units, and thereby increases the effective
minimum distance of the array.

Disclosure of Invention

The present invention provides a technique that enhances the minimum Hamming distance
of an ECC that is used with an anamorphic array of storage units, thereby increasing the
minimum distance of the array.

According to the first aspect of the present invention, there is provided a method
for increasing an error tolerance of an anamorphic array of m storage units, method
comprising the steps of storing k stripes across the array of m storage units, each
stripe having a plurality of elements, each stripe forming an erasure Or efToT COrrecting
code having a minimum Hamming distance d, each stripe having n + r elements in
which n is the number data elements, r is the number of redundant elements such that,
m > n + 1, and each respective element of a stripe being stored on a different storage

unit; selecting a donor stripe and an element in the donor stripe when the difference



[15] As configured, anamorphic array 200 can tolerate the toss of at least r
storage units of a set of m storage units without loss of data, instead of
exactly r units from a set of n storage units. Thus, if r = 2 and the code
used is MDS, then any two storage units can fail without loss of data. A
stripe will fail if any three of its elements;are lost. There are, however,
some combinations of three-unit failures that can be tolerated by
anamorphic array 200. For example, if storage units DI, D3 and D5 each
failptmwocetethenimoh stripéstatnogiements ofstripend anchivorelemastsof of a
stripe .3.are lost, but no stripe has lost three elements. Anamarphic array, ,
200 BRI 0 BRI Al RAD) be KA AL LXPIBRER e being
Whatisdseedetiag techhiguecthat-bhhanees the minimustiamming:building the
distance of an ECC when it.is used with an anamorphic array of storage
OV ) TPt T B PR RSEACE b B ey, he donor
Discliystire of Invention [17] The present invention provides a technique

[01% at enhances the rtfﬂinimum Ijlamnginpt istance of an FCC that is usedd da dat

th ah ahamorhic array of Stdiage UMt THEFEAY 8 sing frs provided a data

minimuge distance ahthesayayn [DhrnajAtcoding ta theilirstaspre 0k thges being
DO e B o B O eaaing Al ST chgleme
tolerance of ai Anamarphic arrayof i storade”UNits A EtRSPCYrBr <A g ements.
thecstbpsrofestoring k siripesiacoossrthe atayiof M Sédtaga unitsi@aci Hamming
stripe,having a plurality of elements,.each stripe forming an erasure or
err(glrsa%}rcrgéﬁ 8%08 élﬁa}%}ﬁg}%%?nri it ?ﬁeﬁtgﬁ%ﬁ%bc %i‘%t’gﬁﬁg !&’}gsg%dﬂﬁﬁéem ents, 1
havwngemuretemeitsimdhichlenisithe smumiber datanelementsachisrtigective element
numAELALEgundapt clementsyauch that, M= i, 1, apd each respectie i
element of a stripe being Stored on & diferent StofBgE it Leflding giroter
dondrstrige: dlod @rseipeent an therdonar steigenvhen thenditierenaef@ance
be he minimum distance of the donor stripe themum distance
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stripei pieirigsipred wrAcstoragealinithaking lotelernents:ofthe desipientipe being
stripe; and rebuilding the content of, a lost element of the recipient stripe ]
ot e e e R TR LR AL ST (e reay
secondakpechof thw phesentinvehtion cthermis provideth @ictatai storagethe
SYSIR, COMBTISING AR ARAMPLpRic array of m storage units, k stripes
being stored across the array ot m storage units, each stripe having a

[018 pluralifyofelarreimssreat hspigeformingcameradere ietorbircorkgstingfor
co [ 8] mming_distance d, each stripe having n.+r. .
e A R R S i sopes e
redipeibinrese theatsyysieh sleeagnsniis+ Facindripadhsre spedtiversdeimestdrrespond to a

symmetric code having a minimum Hamming distance d =1 + 1 and in which n is a number
of data storage units in a base array of the array of m storage units and r is a number of
redundant units in the base array. Additionally, n=r,n>2, m>n+r, jm=k(n +r), and j and
k are integers. Fach respective element of a stripe is stored on a different storage unit. An
clement is selected when a difference between a minimum distance of a donor stripe and a
minimum distance of a recipient stripe is greater or equal to 2. The selected element is rebuilt
on a storage unit having no elements of the recipient stripe. Before the lost element is rebuilt,

the storage units storing the donor stripe are made aware that the



-of a stripe being stored on a different storage unit; and a system array
controller selecting a donor stripe and an element in the donor stripe when
the difference between the minimum distance of the donor stripe and the
minimum distance of a recipient stripe is greater or equal to 2, the
selected element in the -donor stripe being stored on a storage unit having

- no elements of the recipient stripe; the system array controller rebuilding

the content of lost element of the recipient stripe onto the selected

element, aﬁé&sdda%n%m%gmg %ﬂ%%%éms% Atiepresent o o the

invention provides a method and_a system for increasing an error )
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of the re%%mﬁalig;%t%hﬂﬁﬂﬂmgg}@g the selectetd elemefr;t According to
sent jnventio e minimym ammm stance of fir r
ﬁ)pe is d 1 Defore” t%é’%‘fem %jt Ahe doRor et % E%T@E?%gfeﬁ%%%@ﬁﬁﬁhma
element GFHBRGK §%ﬂ%%aﬁfﬁ@ﬁ¥%€§é@m“€&1@§§% eorinRsleged clement, the
‘pedormaniee ifphcidng helaaypddolitidnalipithie recipient. inforthatioipisat stipe on
selected basenanianimpreves:peroTmanes R dheama 158a1aY 0L he piray

storage sys, “NBQ%E%B%Q&SE?M% e s:%r‘he r%‘é’ﬂona domor siipe
correctln%ﬂdo e, such as a arltgﬁgde a Winograd co e as mmetric

~ code,al d 2 g disiebge o TEROBTPEBHETET & SEAVATTETw4R 2 A donor
EVENODB86¥S ﬁ?}%ﬁﬁ%gﬁ_%@“ﬁﬁﬁ?ﬁiﬁi@&réﬁ&%éﬁ@%éﬁ%ﬁprm in-
product clapitiralityofier asipewseipoicoirettngicogesinl whitheikléastcond
one of theRSHIS-0RBIERE GOLFEClNG-SOHBS IS PaPATIM Lo Séxn\é{gﬁﬁl’ﬁ%@gasswned o
code, a sgg%iggggc%%gd% uaﬁfzeed -Solomon code, an EVINODD code, or a
derivative of an EVEI\BI DD code, ﬁEZﬁ 9] When an element in the donor

sripe fails otniE B SRH S TE Bt ARG ST e BRTR FORTBH GF fetpigend 2 system for
informatideriretingiecritipie i oripe Srrtiesp otedosigmeis, theistajnerable to
of-rebuildiiessat teasta pofiinR:e] secipten ibioimalioaitem heseeipientvenion, k
stripe on EB@&%?&&EM'&%MS éﬁ%'&p@o@#@%ﬁgd{ﬂg &%}%@Bx {grage noits is an

selected from thgé Iurallt)éof s%%) glﬁﬁhen a difference between a
minimumaretance of the sedord-d anﬁﬁé“%ﬁWﬁfWéﬁ’sﬁ%B pfas

the secorfdFmsaisiarbetash Ieanaatdhorerbe tbradundgondataintrfoibase aray,
selected in theseéondidonaf, stiipendtleasha-gortiBarotioss secipigntiity of
informatiqp.fiom, herepiPieatSHRG israbuillop dhe: selecied elamenti . rinimm

the second donor fripe. nas ar ele,mentb comes. avall le, th
spare elgr%en |"a%s%%%1e S gctcé Storage ?u 50 A L& ﬁaac‘%ﬁr“w

embodimEFtREE L preREARHY EHfoH et s ma@s@rﬁa&a@am@ An
increasingithe:failir ddodzrarpe iokdecaraycbiinisi Grage whitsitaaltise arsy is

V:j'trr‘lerab'ﬁzlgéﬁ.%lﬁﬁiﬁi%l@%t@k?%&@Eﬁ%&%@@@ﬂ&@t%}%@iﬁ%%a is rebuitt
) e pres inventl r S rpes are S ore a]f;roarra 0] SIOfr. units
g‘ \t{m"&mhza i oo Iﬁ}nﬁé Lt%lne agﬁ ce of the
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alemantd RIS A AU Ba reaIewh e oFah s Kieionr ayyineiddoreover,
the number of redundant elements in the base array, m > n +r, jm =4-r),

and j and h are integers. Each stripe has a plurality of elements, and each
stripe forms an erasure or =or correcting code having a ranumum

Hamming distance d. Each respective element of a stripe is stored on a

different storage imit. Subsequent to an element failure, a recipient
alemeant ic celected An element in 2 donor otrine ie calected cirich that a




the minimum Hamming distance of the array is increased upon completion
of rebuilding the recipient snipe on the selected element of the donor
stripe. The recipient elément can be selected based on a failure pattern of
the array. Additionally, the donor element can be selected based on a
predetermined target pattern. The storage units storing the donor snipe
are made aware that tha salected ele ent has been donated before the
lost element of the recipient stripe is rebuift on the selected element The
array of storage units includes redundancy based on an erasure or error
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redundancy based on an erasure or error comecting code, such as a patity code, 2



Brief Description of the Drawings [22] The present invention is illustrated
by way of example and not by limitation in the accompanying figures in
which like r-fore cc numerals indicate similar elements and in which. [23]
Figure 1 a shows a typical configuration of a storage system with a
plurality of arrays connected to a common storage ontroller; [24] Figure Ib -
shows a typical configuration of a storage Eystem with a plurality of arrays
comiccted to separate stung.. controllers; [25] Figure. 2 depicts an

‘exemplarangrabeplic ayay-haiingiae Resdgluils; {26]

e

VERODD code, or 2

depicts ap.Exemp B ARAIROIIDICAL WAAVIRIAING S s for ii: )
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Brief Description of the Drawings

The present invention is flustraied by way of exemple and not by Hmitation in the
accompanying fignres in which ke reference pumersls iIndicste simflar slemenic and
in which:

Figure 12 shows a typical configuration of a storage systemn with a plurality of
aays conpected to 2 comemon storass controller '

Figure 1b shows a typical configoration of a storage system with 2 plurality of
arrays connected 10 separate storage controllers;

Figure 2 depicts an exemplary anzmorphic array having six storage wnits;

Figure 3 depicts an sxemplary anamorphic amay heving mne storags nnits for -

* lustrating the benefits of a dodging operation according to an embodiment of the

present ipvention;

Figure 4 depicts a first three-storage-unit-faillure aangsmwent of the anamorphic
array depicted in Figurs 3;

Figure 5 Gepicts 2 second thres-storage-unit-failure arrangement of the anamorphic
array depicied in Fipure 3;

Figure 6 depicts the array of Figurs 5 after perfofming a dodging operation
according to an embodiment of the prevent invention;

Figure 7 depicts & third three-storage-unit-faiture-accangement of the anameorphic

- amay depicted in Figure 3;

Figure 8 depicts the array of Figure 7 after performing a dodging operaion
according to an embodiment of the present invention;

Figure 9 depicts an exemplary array having eight sforage units using a {343)
symmeiric code;

Figure 10 depicts a system having three eight-storage-unit arrays;

Frguze 11 depicts the array system of Figure 10 after performing an external
dodging operafion according to an embodbment of the present invention; and

Figure 12 depicts a ten storage unit aray with three failed storage units following 2
set of dodging operations.
Meode for the Invention

The present application is refated to US Patant Application Seral Ne. 10/619,649



array depicted in Figure 3; [29] Figure 6 depicts the array of Figure 5 after
performing a dodging operation according to an embodiment of the

present invention; [30] Figure 7 depicts a. third three-storage-unit-failure
arrangement of the anamorphic array depicted in Figure 3; [31] Figure 8

depicts the array of Figure 7 after performing a dodging operation

according to an embodiment of the presen%invention; [32] Figure 9 depicts

an exemplary array having eight storage units using a (33) symmetric

code; [33] Figure 10 depicts a system having three eight-storage-unit rays;

[34] FiguréMitrolepistskthélare SR I0TUBGuUretto b ter partr iy Bachangs”, US
external @Qﬁiﬂg@a@gﬁ@@s@%@r@w@@mﬁm@%@%&wﬁ PERSeN bnritied
Inventlon"m[ﬁgéf rﬁ.@%ﬂ g&%{%&lﬁi&%@ﬂ%ﬁﬂ 0L HNIL LaX %’ag] t&p}%ﬂ:&ﬁﬂﬂ Serial

failed stor ge u |ts
{6, 10/619,648 Aﬁmey Docket No, ARCOentitled “RAID 3 + 3. The present ap-

piication is also related o co-pending and co-assigned US Patsnt Application Serial
Ne. 10/6500,583(Attorrey Docket No. YORS-2003-0069US1).

10371 The minimum mumber of failures of an array that can be tolerated by an Brasure or
Hrror Correcting Code (BCC), such a5 a parity code, & Winograd code, 2 symmetic
code, 2 Reed-Solomeon code, an BVENCGDD code, or 2 derivagive of an BVENODD
code, is at lsast the minimum Hammming distance d of the BOC minns ons, that is,
d~ 1. The present invention enhances the minimurn Hamming distance of an BCC by

- ufilizing an operation, referred to herein as a “dodging” operation, for 'me.amcr an .
“effective digtance™ that is grnatur than the Hamming distance of the BOC, Thus, the
numbsr of failures that ap array can tolerate, whether 2 faiture 15 a devics failure or a
bard error, is increased beyond the minimum distance provided by the BCC, As used
herein, ths terms “effective distance” and “sffective minimom distancs” refer to one

phus the number of failures fhat can be wierated by an BI‘“&_‘;J utilizing one or more
dodging operations aceording 1o the present invention.
[038] In the foliowing, & dodging operation 15 a process in which a stipe within an array
is selected for d@ﬁaﬁﬁg an element to a recipient stripe, and recipient information is
rebuilt onto the donated element, thereby increasing the minimuam distance of the
array. A GoGging operation can be performed on 2 pair of stipes (13) when the distance
ds "> ci 2. After the dodging operation, the dopor stripe will drop in distance by 1. In
cont:asf" the recipient siripe will inciease in distance by L. When s dodging operation
can be performed on all stripes that ars at the minimim amay distance, then the overall
minimum array distance will be increased. A dodging operation can oocur at varying
distances depending on the configuration of the 2may.
(6397 Figure 1z shows an exemplary storage sysiem, indicatsd generally s 100,
comprising two storage arrays 102 and 103 that are connecisd 1o & commeon amray
_controller 101, Storage arrays 102 and 103 comprise mulfiple storage units 104 and
commitnicate with array controlier 107 pver interface 105, Amay controller i(}i Come-
- mmmicates to other controllers and host systems over interface 105, Such a cop-
fignration allows an array controlier to communicate with muliipie storage ma};s.
10403 Figure 1b shows an exemplary storage system, indicated generally as 150,
compsising two storage arrays 153 and 154, that are respeciively connected to different
amay conirollers 132 and 151, Storage acray 153 comumunicates with axray conmolier
152 over interface 157, and storage array 154 commmmicates with amay contrnller 151
over interface 156, Array controlisrs 151 and 152 respectively communicate with other



set of dodging operations. Mode for flip Invention [36] The present
application is related to US Patent Application Serial No 10/619,649
(Aitorney Docket No, ARC92003015US 1), entitled "Automatic Parity
Exchange”, US Patent Application Serial No. 10/619,633 (Attorney Docket
No. ARC9, entitled "Multi-path Data Retrieval From Redundant Array,"
and US Paten/ Application Serial No. 10/619,648 (Attorney Docket No.
ARC9entitled "RAID 3 + 3". The present application is also relater' to
co-pendi Qt&% [ . .
10/600,5 fga ﬁr?é)?é D§o%ﬂi<%t No. 5 9 2003 006 ﬁ%ﬂ%ﬁ?ﬁ%ﬁﬂ%&mm
number 9€> arns o? an arr%&}gﬁ%lﬁncc Mﬁ?%?@ﬁéﬁﬂﬁ% 151 and 152
RIME' CoRéEtiFeeR @?%%I@?Fas a parity code, a Vvinouad code, a
syiietric cobiesaRent-Sbioninneeo Ak MDD 60fBe BbBoned as hardwars or
denvatuves@fm@é@@@@e%ﬂ%h&?@e&m @@@%ﬂ&%@%&w rofer to any
distance %{%&Qg EC gnnug on% t |s d - 1. The present ifiventio

u

P'nhances the minimum Hamming iStarice of an ROC by utilizing an

op&ration, réﬁéﬁ%ﬁeﬂﬁ%ﬁ@%ﬁ oa IFRS 6 perafersifes: provigiiit ahan anamorphic
"effective Aie¥an betaliairisogr datieith apcthick amrﬁmn@rﬁﬁ&tanﬁ&gfatﬂ@zﬁ@%ﬂmg cOTD-
Tr:jus thebnsmberef faikres M@Méw%@éb@ﬁ@%ﬁaﬁ@gﬁ%f&%‘;ﬂ%&ﬁ i aay
a device o em um dista
e ara hauLalenIn ARG Deyond e ) 3 Symmes

prowded b t %D%S used herein, the ter tanc%

"effectiveT m|n|mum BB Etér D OBl dné Ty rﬁB@W?W thres
can be tol&RHREarhY HArFaY AU RNToH 6T v & dibigingeopdratiohs six slements in
according: trithve Tresenidnvemiion (38} divthefaliowing: a dodgintie arranged within
op-ration is-& Boocess in-which-g-SHpewithinan arrawisselested for . o .
donatina Qﬁ}ghe n];_t%} Eirec;_[;z)ilfgnégsgape and rem%lent m:él)rm tion is

&ﬂ%conto e donated element, t reby INcreasl ini

e of ?Weﬁﬁo%%?ﬁé%%@a%?@ﬁﬁc%ﬁ%@%wm%%ﬁt Anpraifis can be
stripes (i Wi@ﬁ‘iﬁeié%@a?ﬁ:@@jﬁﬁbc@% 2inkfterttistdodgingrapanitiarydhe: only three
donor stripesyitherepdnisisianeadoydic itepirastathe fecipient sir "@Es‘%ﬂéf three-
increase gndistangorit AHeRAH0AGING. ORSFANED £an be.performed.on .

all stripe the mini distance; then the overall
m|n|mumsié%§a£tgsr%ét?a£)n Y qtﬂ%nc%%%%ﬁpf&d’o ga“glge%’?‘?%ﬁ%&%ﬂlhﬁm of

varying dfées &Bﬁ@‘ﬁ#& Srimieskepiig GratismeT tHE bisaynieBoiRiditece d =2
la shows & éxapipranreiortp ésystamimdidatestgBrerallas £00,300, 2s shown i
Comprisirfgwoistan wolkzaaray s:02- anpeh103that Rre %@&%@Qi@e@a&a foss.

CfabaMon agay.comirplier: 101 r 102.and 103 comp
mfl?itlp?l/le sto 6% e.ynits. 104 and iﬂ%ﬁ&ﬁ%@%ﬁ% azf%ré%%gﬁ’tl? ofe %‘fon& thi“ﬂanz

interface 105 Afray CORtofer ?Lﬁ?%%%%ﬁ?ﬁ@até% 1% St bR olieReamat-failare
host systWﬁ%&é@Wﬁ% gleseniiy dratio diows ar ateaynts and stripe

controlleBtoes brimmeritateny it dtiple Staragaianaysi40] El%ﬁ% 1y tolerate no
shows am@ﬁem&lﬁ{géﬁiﬁﬁ%%@&ﬁﬁb&ﬂ@% g @'m distance d =2,

comprisi §t9 e arays 15%?1‘1 # hat ar spect ve

connecte ri ere array controflers r%isfgﬁ tfofage gr"%atiﬁﬁ@@‘mm

communi WitR & rray controller 152 over interface 157, and storage

alf¥y1154 Cérﬁmat@&mmcawmwﬁn&ﬁﬂe@yﬁﬁm&f@@%ﬂa@@ﬁﬁ{%ﬁm ar-

controllegnkbhan ey B RERe eI SOMPUNCAIS VIR Q8L in siipe 1 in & well-
known manner onto one of the non-failed elements of stripe 3, Figure 6 depicts the
array of Figure 3 after performing a dodging operation. Rebuilt dats in Figars 0 is
enderlined. Here, the element of stripe 3 on unit D9 has baen donated to stripe 1
Foilamnc" the dacigmg operation, all stripes have rminimum distance § = 2 and,
thersfore, amray 300 has minimum distznce D=2, The configuration. of the array after
the dodging operation can now tolerate one further failore without data being lost,




7 array controllers and storage systems Over interfaces 158 and 159. Also
shown in Figure Ib is a communication connection 160 that allows array
controllers 151 and 152 to commimicate with each other. [0411The array
controllers shown in Figures a and Ib may be desizned as hardware or
software controllers. The term condoner will be used laernin generally to
refer to any of the configurations described above. [42] Many anamorplaic
airays can benefit from dodging. The abilityof an anamorphic array to
benefit from a dodging operation can be v-rffied by inspection of failure

copMunations farthe.allay.Eonexamale ﬁﬁ’ﬁi‘é@n@n@%‘) Wléﬁ which an X fn

anamorphl 00 having nine stortage units D) Far hIS exar‘""npe array
300 uses a%§ %%%r%&setﬁ?ggg%de %a %9 Lj)%tln PO ECH A e ar

Any-300 |W§ﬁﬁ%&tﬁ?%mﬁ%@ﬁ&ﬁ?ﬁéﬁﬁ%ﬁ@m@m@é@mm distance
any threedailbdbelpriehtsrom theshiéelome Bisifns SiD e @RAIRIHAE minimnm

stripes, respectivehyinticated:as dn 2apd3raL8 M %%ﬁ%%s%%&mrfaﬂm“ ar-
300. Any f, ildres will n aff ore than thre
T CE i IR e e

elements one stripe, us, arm as a m|n|

4. [43] To'Hitisn e Helf- ?ﬁ&’&&ﬁ@%@%éﬁa@%m %ﬁénm&éﬁf: 4). For
invention SARHeE. iorpicdtoitesse the sffegtiveininimuiv distanearobiement 3 of
array 3004ithene, arg anlydhes m@@ggﬁngwmh{rﬁ%@@% LojE SRSt pa,
thmed cangidewiion-I e ks >§ regstarage-pnikf e, a1ran emel_g{ IS 4

shown mE 4 in |ch \gﬁ&ééq% ck |nd| ae astorage-ani

failure. In tﬁls pad%k cﬁ}ilar %ﬁuresar?ang SHEHI §ﬁ%’&cﬁ‘%t%@npﬂ“s bavs
Ihave failSPEgRsE§tRHIY ‘e?a%ﬁ@s?ﬂﬁ‘@%%ﬁﬁﬁﬁsﬁﬁﬂm e mlisemueidan® D =2,
and, theréfaee frardayBa0cdheastamniininmupothstaneeDss:2e TISaLEY3A0, slements
as shownsisnFigsisen: sap-taterate one lrthessiorage-nniblailue Without, o v

possible F . torage-unit- fa|I re.arrangement
il @ﬁ;_ﬂéﬁﬂA §1 an )g(%gthln% Tock m&ca?ese‘%%t %%uffnﬁfmh o

is shown in cheure
-allure. In° fﬁe%e%%%s&@ %ea%ﬁ?%aénﬁﬁltﬁﬂtﬁb‘%ﬁ%ﬁgérﬁé‘ﬁ%ﬂ@ﬁhﬁéq@ﬁ’a@v clements
lost three BRSHTEAtSI8H 58 Soragslpstnworatamlents Bmdcbnipins fassfost lost

one elemepebhus,stip-21 has minimum distance d = 1 and can tolerate -
- nqdagther storagenbimitde gﬂwﬁssvﬂ'Méjﬁt% %&B%&@% @Mg%} ATTEY 300 of
distance giz2. and siripe tg%s_niln A tan e_umt é’“}%‘ﬁ 5% ently,

array 300 Bas.minimum d|$tance Déag%‘n G OpaHSh A pET the
performed e BTG Hiaes Sf&a&’g"@ hailbren drcrosbient byt to d = 5, even
rebuildind? P EinerisTo b s iisigst el éments restipentdni code havine
well-knowixtmander 4nto one of the non-failed elements of stripe 3. Figure

6 apicts thewy el Figue Sialter-nerformin
Rggﬂlt d&gﬁggflquré% is ug%erllf%%e ae%\g’ g?e%%?ﬁ%%%%%ﬁ“é%“ﬁ” distance is -
ing

unit D9 has been donated to g’[?f”‘pg’e SPEBITA RE%0 &'Féedﬁ@réﬁ}%ﬁ? fe storage
stripes haVETmtHYEi§ Eh EEars204 A pereTs rioatey 508 Herhon & (3 + 3) code
minimunglistdnée By Bpbctnfiguraiiofot (fe-adireyiatiessthe BadgiRGroperty of
operationednaigiaratenaa edheriallureithouk oAt RAICLIOSk e siorase
: tmits also has the property of an incressed effective distance, A dodging operation,
however, should occur when the minimum array distance is d = 2. Consequently, a
further storage-mit faiture during the dodging operation can be tolerated,

0507 According to an embodiment of the imvention, 2 dodging opsration can be
performed within an amay, between sspaate amays, or betwesn an may and a spare
pool, referred to herein as an external dodging operation. While 2 dodging operation
performed 1o 2 spare pool is possible, usnally it is bstier to perform 2 complete rebuild
operation onto 2 spare aud to perform 2 dodging operation only when the spare pool is
exbansted. This is because 2 dodging operation rebuilds only some elements from a
failed storags unit onto a donated storage unit, while 2 sparing operation rebuilds all of



8 [46] A third three-storage-unit-failure arrangement is shown in Figure 7
in which an X in a block indicates a storage-unit failure. In the third
three-storage-unit-failure arrangement, stripes 1 and 2 have each lost
three elements, and have minimum distance d = 1 Stripe 3, however, has
not lost any elements and, consequently, has minimum d = 4. A dodging
operation can be performed for the third thfee-storage-unit-failure
arrangement by rebuilding the contents of one lost, element from each of

stripes 1 apdi2eehz fhin @M@M&Bﬂ\g@dﬂﬂﬂﬁ@a%@e%ﬁ%ﬂhﬂemems Of
L L SR R o

can be rebujlt gnto_ele e Conta ele
on disk Dﬁsré‘ﬁ'f% This SIS ePHRIE TS ““[& %%%%@@%%&%ray

of Figure* W@Wﬁ%@%@p@é@m&m#@mdﬁ Rebitted et adremigiits is, =
8 is und-ithicighid he:resuliwitiagai be dRata/bslipesiRay BN e: oparation is
ditance Ao USRI 500 has minimum disiance 1) =

he dodgi eration, it s i
é/é&%%jemen?sg ?é%rﬁ%f e%aﬁrﬁlgagr‘%%g gFﬁ 7 E??o%ﬂgﬁwﬁ@%?%ﬁﬁ’éﬁ’tw %ﬁmmm
3 stored BFFSEPRJEOIRS DUaROSSRBE Ui aileliing arycofpreriesty 900 shown
elementsoFgiripe Lhesdis éncadhsof sioragegunitssDAalieagdy contain afumetric
element ohsiripa-4- Bimia i-neneQf 5@%&6&&@5@@%%9%@%@%&3 stripe Lias

storage Lé@{tg,@éj%gi r rebuilding a oft Iost ele ents Of .
snipe 2. [48] D %E%i%%% prov%’e% a%e%?ﬁﬁ%ueufg FeStore thé rﬁ%ﬁ%ﬁ? erafion that

distance P%W SPRIGUIrE S EHRE DS dPE 159 AféTARyahraeh as aray 900,
storage- (RSBt FESaMcRe sler e dtostive minmg dististant hobaralrcarss there
300 has beendricreasathing ot fmilkdem=5reMendhauahihe systemuotmines fat |
array 30QgtilkhasMe wiite peHermance of a code having distance d =4,

[ he smallest anamo phlc arr 1for7; 3+3)co which the
g%ve dls%nce |sLir?grelaése is arnn%érr Ay of hine. é‘i’oﬁ%@ TS R eirayd:

that are BTGB iR e ST E e \iears bR vechis-phopery obenncludss -
increasediefigetivi:distarce Whinlad@ 8y godetis isedAdy adtyiefudes storage

eight storage MMitS401 ast3-4+3)e06 e tloesneidhave the ﬂ@@@éﬁaﬂ%&a&iﬁﬁa the
an incregged effective distan 15610@1 (ﬂ]cm@é:g’&?éétﬂéﬁ% QYEMEIVE S %r?ragaaﬁd BTray

units alsci thﬁ £= Sog ert¥ dg an increased effective distance. A

operation, Wever Sh occur when the minimum array distance is d r
0é‘@nseq USTRRPSE ﬁﬁ‘tﬁ%eﬁ‘é?é’r%%@ GieRasIERE Sibmg SedodyiFgnes operation, such

operatiorcdinchetdieratextaf0s0aotordmgSeoiartenibadimenieking.

inventionsaUpAgBEOPEIgNCaRDEe %&%%M%@@@MQA@ DEWBEN G roe

separate " t n re rred to herein
as an exttglrgr%&y§ %%QE; w&zratlg %Eﬁ%%e %%%gﬂ ap%o %o E%erfmmeﬂf} 3 storage

spare DO%?IE péSS| UaTfie @%Vé’ﬁé‘@fﬂlpéﬁdffﬁ?é “&nl?fﬂ%%é Febgifprage wnit
operatlorf%ﬁ%@fé‘%ﬁaﬁé i foupérmrear gt Gy operatiorrenbeviien de parity-

spare poatdpexhanstednThivieheeausea:codaing @E}ﬁ@é@fb@?&é&ﬂg& by storage
only SO%'Q@&MQ%?J@%@&%@%M@'&Q%&& dongled storage unit,
white a sparing ope %l n: rebu
e tourth § orafm—umt raure, arrays 1001, 1002 and 1003 respectively have
distances D = (2, 3, 3). & should be understood that another storage unit other than
storage unit B2 could fail as the fourth storage-unit failure and a procedure that is
similar to the procedurs described below would be performed for increasing the
sffective distance of the storage system.

1055] Stripes 1, 2 and 3 in arrey 1001 are now only distance d = 2. A dodging operation
tiat 15 internel to array 1001 will £ail because at least three elements having distance
d = 4 are required for increasing the minimum distance of aray 1001 from 2 to 3. Ounly
stipe 4 in aray 1001 bas distance d = 4. Nevertheless, an externsl dodging operation



the elements from a failed storage unit onto a spare storage unit. [51] An

external dodging operation is different from a parity-exchange operation,

such as disclosed by co-pending Application Serial No. (Attorney Docket

No ARC9-2003-0015-1181), and which is incorporated by reference
-herein. That is, a dodging operation is performed on a stripe basis, while a
parity-exchange operation is performed on a storage unit basis. [52] To

illustrate the advantages provided by an external (array-to-array) dodging
operation according to the 'present invention, consider an exemplary array

900 showrriwdBigurey 9alka B0kt s ailRbls toragenonis 12 laRek 4458 $rom 2 1o 3

a (3 4- 3) syrmetic LAt ﬂﬁﬁh@ﬁ%ﬁ!ﬁﬁc&%@%&&@&%ﬁ]d@dﬁaﬁge% this, th
by the numerals I1arEacﬁi§ ipe.has SIX eleme%ﬁa%l nd.has dist

tanc
As -previously me.atiow d” a dodgmg o operat A ETREE %&Wt&?rﬁﬁv aﬂ&«;mm
of eight s{GFEHE THRSE WMQ‘%@)}W FheRhg QWOQ@CF fiosshrstsiripe 4 o
increase tawe Gt vapnih m@meiH Hitring istahzendithe @Gay because

therssare togsiawe: ramMiNRGASNfailad 1@@{&%{@%&0@ RESSUS E%H&%n extomal
number o&;&g}lﬁg%&%&{ %gg%gquq% multi g un|t talluﬁb ﬁf In co 1%%%11 o

consider an e>5,em‘plary a own in Figtire

comprising thr-Aght: ‘Egj{ﬁﬁ %Iﬁy@t Tﬁﬁj@r?é%lﬁ%%dé?r%ﬁﬁw outo stripe 4
includes ﬂﬁb@@@%ﬁﬁ@l@w&@l@@%@w@&ﬂa@@wﬁs}mﬁmrmw stripe 8
1003 includés storagexinitd D1 4sEpeh saspatbrenarayL0kaiseiDelude® onto sien

four stripes @g{@ggg)gawum theyarray. For example, array 1001 includes
larray 1002 inc ud%s stipes. Sand d array 1003 includes snipes 9

[5 pposé that Aler any thres Storage-Unit Fantas SR Barik s xCRages ke
operationSeSFtH LB ssee 69%%%%%%5%a%@@@r@1%¥ r example, an
(Attorney=Brosike tiNGiva ROS:2008-D01 6 Shzis udel tomnsure thatEackh be

array 10Gekas onedailetstorage: unit, The-sasults of Begﬁﬁ%@m%@ﬂag@mm D7 and

operationrgre denicted..for @(&%@& ?y st i 1L
being shog/n havir Xs Wltn hin the, ?}é ks (%f ﬁs%gr%% %n%%ﬁﬁt htained in sither

suppose thats taur é)trosfggaé’ Ure Sect %@%‘ﬁ’ﬁbﬁﬁ%& fﬁ%ﬂ element from
parity-excfiiigereisaration. Sorethiristdragadunt ramaivis deproted foripe 2. Lastly,
J.:ample, ameistoraigd smit=02:dnrangyid 68bningeshaivirhaving XS oaithin can te

the blocksepk-aioragemniti After @%@Mﬁ‘bg@@g@s%&t@w&n TS umits D3 and

1001, 10(3,?4ggga%pgé%ng%ﬁgﬁgt&\g%%glave;g%ancg% QH Zm 33 It should

be understood that another storage unit ot erthan storage u Forasig e =

fail as the“fourtn 3 PR E-CEFRAD /R BREE B%b@d&ré“ﬁﬁ%ﬁé%ﬁnﬂ%ﬁﬁ%‘mm for
procedur?@@%ﬁ%@ﬁﬁﬁ‘é’?@w Waaigese performed for increasing the

efféiive distarycaobitie starage syster J[5kiSHes 1, addSMeal@itr rebuilding a
1001 are g siaiedistanga.gk m?nnéﬂmgdﬁg;@d?%aﬁ'%&@& LS;’»:”&%E{QJ;IQM of the
array 10061%%!,!,fall b&cauﬁe at Ieagt thee r_,,e,gn% Vlng istance d .

are requwe or increasing the MAnimuN distance o arr% 1 %H@?@eﬂmm of
3. Only stpEH THEFERE f%@f baaidancEd E‘W%\%Fﬁhﬁel@%@f@ﬁ’ sxample,
external depigindiBparationet@-betires narrysidlows themiDiminciectsd to be 2
distance afrraiAe0itadeinaeased fams2 é&ﬁe%@ﬁ%&%‘%ﬁ&&h& strips 12

minimum,distanges of arrays. %9@%565&?5&99% 1o, 3ghiev: m}n»% R
contents for one f the mlgsmgfslng elements of eac Kf] stripes lam re%ﬂﬁt

in a well-RABWH MARRE oritb% é’rﬁ%ﬂrsdé’%’cﬁ%?“é?ﬁ%% Bidtaslegptite sxmole pricr
distance Wee4iodgial ersatiipe dloncaraplosidisnipe Son, andy 2oRmsdive fe.,
snipe 12 srirasied 063n[0%54Figure 11 depicts array system 1000 of
Figase 10 a@éﬂ&mm@%ﬁm&%@g ARSI 20 qeeping t?é&? has

un cificz

present inyention Rebw d n Fi
element of SHIipe 4% scélec“f %‘ééﬁﬁll‘fffg‘n% ﬁﬁﬁ@%%ﬁﬁlwww would

nnit 1)3 ARYeemiD? Shnse R Te sericterrtotns rebulicortesripisgawithiny co-
storage umitdl@lBidmstiylianieldnentof. sniped-jTaeiectes torve retmiltn: s-Us),
onto step:i2within-sterag M&ﬂ%&&&%ﬁ@dﬁ Remenk %%%%%%%éffn 1000,

donor stripe, the storage unit containing the




selected element cannot contain an element of the recipient stripe. For
example, an element of snipe 4 contained in either storage unit 1)7 or
storage unit D8 can be selected for rebuilding a failed element from snipe
1 because both storage units D7 and 1)8 contain no elements of stripe 1.
Similarly, an element of stripe 4 contained in either storage unit 1)5 or
storage unit 1)6 can be selected for rebuilﬁing a failed element from stripe
2 because both storage units,D7 and 1)8 contain no elements of stripe 2.

Lastly, afelentest efstipei coniainad e ituen srage Wil 3 Qfistmcs of 4 = 2,
storage Rgit 14.can be selested for rehuildinga fajled @&r&%}zgg%&:%g@aﬁ%r amrays

3 because both storage units D3 and D4 contain no elements o ! .

For purpBLu U IS SR BIE: S0 AUSE HHHTN CIEFEHEOFGhpasATion o disciosed
containe&ViACSESREELE DED B selieatadith e sbtioney Breriwdidfor
obi-I1k-lingrerty-cierpent s stipe B 58} Apy One-afitha-olenianisof Stine Brity-
having dgz 4.60uld D8 %5@%&%% led. demer }
of remai Xﬁﬂ Stri egsJQ %agcﬁhlﬁr%g?ng d=2,and é%éﬁélﬁg So%%%%%ﬁégﬁ%%%&y oo
gnu:: 12, /aving d = 4, amid be selected for rebuilding a failed element of

tHEYRst 17-Fh&iFFMaE Shipeprmlrgifedaing SPpa e s srmatim sttt earity-
examplessipposepthatan-elementio frgthipadh Coriteinedsie stordganni4b slements
IS selected isHbe: ardloner BiRPeRiaES abuildingan-elementiohshiRe: 2uch aray is
and tha an,glemenk ol stigel2 FRNRIRE LN ABIA0R U AP R RIRe Rl o

to be a donar ele gn_tjor reb,gi%d,l ) an element Of stripe 1. Foreach of ™

the dodgh MR LTS BF TR ITEAHALEES BRI b A RGTHE by & =2 for a0
operatiof!, Beddass ShiveshearsiStascasdunrane dstasipientatipaa s d = 2, itis no
snipes |hagkeistanit-dop2:i 9] fhhigretiiasiltpttherexie abtdedggions to
operationyisthatartay.sysiem: 100Q:Hhas minimum distanee D5 Safterfaur, ..
failures. lrgsgfggnmagatm%ggmlmmum distance would have been only 2 using

only a parit -excd_hange operation, such as disclosed by co-pending patent
afffiidation ‘B SPRGo SRR BUERE CRF IR C O3 BR8P 580 STger being local to
Conseq Uiy whah Emve e vaidou girrglopersition sz likzeditor asradecting  donor
system 1€6fknd 1 five failures are required for array system 1000 to have

aprimum glistance, ofde 2--bhissistharsamexesWtiorap aray.system.of

24 units g@gt are arran %%aS Oflptgg arrays oggs%ignlts and in V\gugg %ach e
array uses'cc";hn[y a pé’t?l y-ex%ang_é operation as disc cﬁf‘éee(faoﬂ? o %ﬁ’ﬁ’ﬁ?@s orne. .
patent aﬁmﬁtyggp%@pﬂé@gm FFEAEEs NRo the spare anit. Consider the example
ARC9-2003i90%5-L) SERyTIHS lectddyimgsopegatioisiB Cémination (Wit peymmetric
parity-exehRnge-ap: mijokPravidrs thatsysic Mdeliabiliyvds Rdepandents sripe has
of the ariay canfigutation., K60.The Proeass of 2.0enaralizedAodaing »r. ooy a
operation) in omblﬁna}%gn with.a éﬁarét;g%xcﬁan e gperation can continue

with each HOFAGRETIHT FAilbRe BAISE M ERS Pl igeration omto 2a
survivingeliemieptssnels Hetthe htimpdumclisten < feiveddalrray febuilt throngh =
maximizeédigisescbecbatoyesdath e examplany:24-uh ikar 38, 3y Serpet, swipes 1,
Figures 9 ang 49 -gight starage- yibiallires,are gaoyitedbfor amiplnum o op
distance qf‘ge;ﬂZ Ifl%dglla%&hﬁ%g%ﬁ of %steg]ﬁ Once tktglg minimim <,
distance Tof 6ach array 15 d = 2, it IS0 Tonger possibieto perfome: 2 stance d =
parity-ex%ﬁﬁﬁ@%ﬁ@%ﬁ@ﬁ?@%@%ﬁ@%ﬁﬁ?@ﬁﬁ@m%&ﬁw be
distance dithe Systém s€ ofi sieguentiy twodithardatiirescarine Folt dmaple,

data loss.sGH-Q@ventime: genairlizat:dadaing. ORSAHQASINRESNE 1Ak clement
b-ing Iocglf 19.8.0/ven arr%}'%u E%gﬁ_?l?!feg tl%ﬁ%g_ 9‘8@ gﬂ%&_@ﬁe o t%ym%?%lt onto the

realized assse?gcitljﬁar%%nor eleme nce a spare unit become
availableSUcHERCHRATGR Hirarendheentea s Eagsigné £ 1o Tepiavaamgpts to be
of the faitethilinits:cl bispseferrddtio rebuigietemebtsiofthaehstrpesnvithethnown
smallest gpirum distances onto the spare unit. Consider the example of

Fi 12. Array 1200 | es ten,storage units D110 and uses a3 + 3
sxtgrr!?lrgﬁetric @’gﬁg rdrgfy&%%%% SO E‘|f‘?"r:1k(2:€‘fu ‘é%é ‘F‘P\}f‘?fs?r?ﬁf’é"é‘? i iaégg%é)éi t%‘i/efhﬁélg) & Gonor
numerals 1 Each stripe has six elements and has distance d = 4. Three

storage units, D1, D2 and 1)4 are shown as failed, and an element of

snipe 1 has been rebuilt through a dodging operation onto an element of

staipe. 5 on unit 1)10, and an element of stripe 4 has been rebuilt throunit

a dodging operation onto a second element of stripe 5 on unit Dg. At this
noint <trinee 1 2 4 and B all have dicetance d = 2 and ctrine 2 hac




12 element that has the least impact on the donor stripe reliability. A
secondary criterion is based on selecting the storage element having the
least impact on performance, such as the element with the most
expmusive redundancy calculation, hi the example of Figure 12, the
elements of stripe 5 were chosen primarily because stripe 5 had the
highest distance, and secondarily because D8 and DIO had the most
ex-pensive parity calculations. D9 could n& be chosen for rebuilding an
element of stripe 4, becanse D9 already contained an element of stripe 4.

The primafy criterion for, selec! \;“ﬁ e in; formation. to be re cmgunt S basgﬂW cﬁtax;ian

on the information set that provi the greaofesﬁ increase in %Ilaﬁ?ﬁﬁ/ﬂ‘

'secondary Bf‘ﬁ@l%%%%%?@@gﬁ%‘?%&ﬁbﬁ% Hraleproviged thomEamance, soh
array perfsrivrriomdo] wilinte thestetniidiopardtiohhivt héloakainp B ofFigarele of
12,.the elmmentohstipsm aﬂ%y\@%ﬁl@ﬁ@&ﬂ@&&fﬁﬁ%&dﬁﬂé@ﬁ{ﬂh had the
based on el GG fiSianges, ANLICE @ﬁb?&ﬁ ARR IS gswd' MWsive parity

the chosen. el ment % maxhni orman owing the do

operation’, T64] rzj Wﬁﬁ’é?t %‘rﬁ%ﬁ”ﬁﬂt“éﬁf %F%‘fl’ﬁéﬁ@r‘éﬁ%ﬂt%ﬁf&me% ippoanse DS
the examPlEas¥ ERtresioa g af gainsraliTod Modyging tpemfionaleatng the in-
performetbhetiveen brraysiivhénstiemetiiianhaiiipe wm@%st@&m&gzs@mst

while an iptesnal doding %@M&m&%%@@mﬁﬂm sm 8%t
(ngresE )é%‘% qthe recr%lent strﬂo%\/‘\éaﬁ% td at dis L% U%F .
two failur swoul e required Within the SnipeSinvoly @?ﬁgg%%‘ example of
" dodging &p&Frion P@fﬁi‘:ﬂb% HERTd tHE SXTETharHEE Y sheiantmagsbased on
Donatingte¢irateraiming divizacdenod stripeiioin becipientstiijiey équites:thatments to
the storagexsysiepatenable: thassingielements fkpswene stripe to another

sijipe; Wherrthe, Mﬁﬁ&%ﬁ&%&%@éﬁﬂ?%@fﬁﬁ%‘@&&ﬁﬁgl AEMMO

array conitoller shown in Eigure. 1a, then eontrofler’101 can
perform rﬁrgug%erg‘fl ion 1 ”H”M% feifie WSO BT ST RERE @ﬁrﬁ%ﬁ%ﬁémys when

connecte@%&%@%‘é@%ﬂ%é@%ﬁ Gfich P52 andpiowal fpigterertyation was
then contpetfersdbin dimdnilib et chan (8 dnformation Fomexampldeth@ripe was ar
controllerg gouel EXpOSE:th e aiviciial GEiNeS Quer.co fﬁﬁ?ﬁﬁ@tﬁ%&ﬁvs mvolved in the

connection 60, shighas g, manaenolalust & Buneh. o' Risks (3BGD),
ar;'@érg);\confl radon “Alfe ﬁrnatlv %ﬂ& controller§’ coua exchange
t

ation regardmg the GAta PRSI R oS THE Rkt h £8ke
the storaff@aHite HBITetb oo FTHE temsith ST god gineeastdsdensitipe. When the
describeddorramdmrronphic suitays:Dodging:dan Destisesh withyarrayotipes! , as shown
having a minimeMdistansadi3:01 BewR-Geneall &&gga%aﬁk}o Y8{Ln the donor
works begﬁwég& n%gj;gc AT 1%7]£Dsad | 1%06%s ﬂrs
|

simply ingreasirg t ni-mum distance storage sysfem %jg‘fﬁgf’mm

factors may Be RCHHE T HETe Mmirig %&ﬁ%ﬂ@ﬁ@%%@%%q@“
choose dsmEEismeTddipients tEdrExEmple]thedvrdividualdaiitine connection 160,
probablIme&nt&wm@maﬁﬁﬁsdﬂhmmﬂmﬁﬁedﬂ@ﬂs&@ﬂmﬁmﬁﬂm Al
of fallure%mﬁJ?dtgv %@D@&&p@ é&@&é@%&% Cg{[?ép  Delf rfgrma e t@ e tead

may all he e conside such.cases, the minimum istafice O of’t & system

ere
could remain nu- ﬁﬁd@ég?oﬁb%ﬁ% ng}%ﬁﬁ}éﬁ% %Wﬁﬁ’e’qhe present

inP8Ation hadpEERHBSEH BedeineSrriceT @%@@éﬁ@@ﬁ@nﬁe@m@b@imo can
storage Umitsetheifiressntyivedntion isoamphic

‘ formed  dodging, though, works best with SYIMSITIC arrays. .

16671 Drodging can be used beyond simply increasing the minimsur distance of 2 storage
system. Many other factors may be inclnded in determining whether fo perform
dodging and to choose donars and recipients. For example, the individual fatlure prob-
abilities of components when they are non-uniform, the combinations of faftures that
Iead 1o data loss, and the effects on system performance may all be considered. In such
cases, the mintmum distance of the sysiem could remain mchanged following '



from arrays of other memory devices, such as Random Access Memory
(RAM) storage devices (both volatile and non-volatile), optical storage

~ devices, and tape storage devices. Additionally, it is suitable to virtualized
storage systems, such as arrays built out of network -attached storage. It
is further applicable to any redundant system in which there is some state
information that associates a redundant cofponent to particular subset of
components, and that state information may be transferred using a
donation gggsation. [69] Although the foregomg invention has been

3% @Eed |n§,Memeetaéleg‘1 QL PUIPOses ¢ Iaae\éc%ibugde{stand

nt that cerain ¢ anges ang mod ications ma)}nbe practi cecF“tﬁ a}fmg s formed

within the SEB P B B HpiTERd B BranTe *W@EBP&WQ@?P%%@ brissipegs systerms formed
embodiménts arevtobeteonsiderodizs ity stative Fantbmobrostrietivaryafic )

the inventigpais aetitedipdimitasite ihe setals:2ilyepier sifaPybmaYDed tpe
modified within, é&%&%%&ﬁ%%ﬁk"‘f?ﬁ%ﬁ the appe; E%&%Q&%stﬁns such as

Claims 1. A ni or Increasing an_error toler nce of an anamar
artay of FATSEST LA, BRI EIFSHIRGHERe b PR LF HoFiig R e -dumdent
across th efmymwhtpgféﬁa@@ BRTS s@a@:mf@mmthﬁg@mm ipyresndant component

elementsepatistinaiominganemasy motelnreafecingeats havingared using
minimum Hamg e d, each stripe having n + r elements in which

num da elements, r.is the number of red ant ele
su@égﬁ Eﬁh "’gaih Ad chﬁgespegtu\}/e elemar mgi{[sfmgmwg of

at, m>n+r emen oTa Stripe Being
ona d|ﬁeFeﬁ‘T{I§fEfr‘é§3eI§ﬁﬂd@éiéEﬁ’ﬁ% P ABRTOFEBECA T EIE R &R ToHECations may
donor stripeprktiedibatifferdrcdsstweer the mimrividistadcefityly, the present
donor striggrat-aes ety palishnee:0 i iepive MEHIPR 461850 Dk invention
equal to 3, ihe seleclagd elementin:ihe:doner SHing: Bing Sig %%é&k@tmﬁ ¢ scope
storage unlt having no elements o t e recipient stripe,’and rebuilding the
content of & 16 Io%‘%wgea%%n %ﬁfgt%?greumemfmfnpe onto the selected element,
of the donor stripe. 2. The method according to claim 1, wherein the
minimum Hamming distance of the recipient stripe is dbefore the step of
selecting the element in the donor stripe. 3. The method according to
claim 1, further comprising a step of indicating to the storage units storing
the donor stripe that the selected element has been donated before the
step of rebuilding the lost element of the recipient stripe on the selected
element. 4. The method according to any of the preceding claims, wherein
the donor stripe is further selected based on a minimal performance
impact on the array.




5. The method according to any of the preceding claims, further
comprisinga step of selecting the recipient information based on an
improved performance of the array. 6. The method according to any of the
preceding claims, wherein the erasyeor error correcting code is one of a
parity code; a Winograd code; a symmetric code; a Reed-_Solomon code;
an EVENODD code; or a derivative of an EVENODD code. 15 7. The

Ciamsod according to any of the preceding claims, wherein when an

1 element inthe danpiattnrfails eusngiherienefrehuidiogakiensiac m
portion of recipient information from the recipient stripe on the selected

S Bl &' RTEA G MATAGR CBRPRRMY SeSeeor SERTAHRE 1he Sep/ &

stebyddingsatdeastaipertion-ef eecipianyinforpationsfiresvthetieeipientng an

stripe on the selected element; selecting a second don ripe,from the.
R g R R
hseiagnd elordrstrieiandaminmiomdistamosetf tensedondisebipienmber of
rEalREaf %@%&%&gg&ugg@ & selegting & dangr.elemant inthe. 5608 kiripe

onor stripe; and rebuilding at least a portion of lost recipient information
birisen sieeereipredifisnipe Bere sefecrRiErisnfeAPIR B RREREIGIIPENt

1rRgBsihe Methad-arerding tosamenfiine AiesedingiglninesovAgraihor

when a spare element becomes available, the method further compriszin
Sﬁig%eﬁf‘éf%ﬁﬁﬁ‘ﬁi%"fhg*%‘ﬁ&f?@ SlePBH5Y SHIREEILRHITLE LR dgﬁg
sSIOFRYE SYSIEM, ICOMPIiSNG; simmnaRagpkisratray of rsietayageritsitg no
tripes being stored across the array .of m storage units, each stripe
AT LT O I ERS S AP PG &y e O L, of the
reciiectisig reookeiddne sglectainifaunenil ahimidgrdissaiee d, each stripe
having n + r elements in which n is the number data elements, r is the
number of redundant elements, such that m > n + r, and each respective
ZlemeFtomatsaihecherigsto rdaon adrfere sorigetheanire dystem of

1R RS olsk selesting B donosslinesard:ng alementin thendarabstine.
when the difference between the minimum distance of the donor stripe

and the minimum distance of a recipient stripe is greater or equal to 2, the
selectedeloment dadhaispnosisiripe leing stospdsbry a stesagédioitihgvinge
no elements of the recipient stripe; th stem array, controll ildi
TREBHE S ABrHRE o T o o SR s s e (e
ement sfahedehoidigpes 18! Thodotalistorageiystaizoortingescted
%I?H?n? wherein the minimum Hamming distance of the recipient stripe is
efore the system array controller selects the element in the donor stripe.

4. The mathod according to any of the preceding claims, wherein the donor

stripe is further selected based on a minimal performance impact on the array.

B, The mathod according to any of the praceding claims, further comprising a
step of selecting the recipient information based on an improved performance of the

array.

5. The method according {o any of the preceding claims, wherein the erasure or
arror correcting code is one of a parity code; a Winograd code; a symmetric code; a

Reed-_Solomon code, an EVENODD code; or a derivative of an EVENODD code.



16 11. The data storage system according to claim 9 or 10, wherein the
system array controller indicates to the storage units storing the donor
stripe that the selected element has been donated before the lost element
of the recipient stripe is rebuilt on the selected element. 12. The data
storage system according to any of claims 9 to 11, wherein the system
7.arrayreentielieyuselreigithedongr stripe frdhesibaseson avdrimalhen an
erformance impact on array. 13. The data starage system accordin
BB, TR 1703, AT B Ry G P So A e o
rergetpientonfermationrbasecopan FnprovedipeHaeriancecofdhie e ayebdd
futhg %@@ﬁ&%@%‘%@%@gﬁeﬂ%ﬁ%@&f% %’é}é o cf@m%ii%t/%tl%a hereinyyhen

an element in"the donor stripe tails as the system array controller'is
repgieiifdinig raneées frarp ditforeeibisBipieRt infofffatioRdrshelpfesecipigiting a
sexisipe %H?%%%@CFFE%‘?&%@%MT&W %Y%@(ﬁe%”@%&@%”@“%réﬁ&@iB@*&%en a
e

rebuilding the recipient information from the recipient stripe on the
m sté?é*ﬁ?eﬁftﬁg%l?é’é@qﬁ I RE OV STipEHRI tHEIER &idpeEecond
reSifipas senia giffgensedoabiesn asabaingn distance:pfdieisesongdcond
donor stripe gnd a minimym distance, of the second re i'oiie?nt strigef is .
ORIt A APES S S BoRS Ry el Rt A e i B R0 e
reaiptbnébuiddssatheastiecportiemeni ostireegpient mifosmz=tion from the
recipient stripe on the selected element in the second donor stripe. 15.
The data storage system according to any of claims 9 to 14, wherein when
8.a spareechatient asseines asaiabBethesydtentianmsy eoatedlehassigiere

eHIf-APBER SIRMEILIAA SRR CHRIQTRGR L ﬁ?ﬁ% 2 B ACE ARG Yhe
0]

ABSTRACT The error tolerance of an array (300) of m storage units is
SHAG EREBRDIP GstRlp a8 SRS fdferred to a "dodging". A plurality of k
stripes are stored across the array (300) of storage units (D1 - D9) in
Whicr%each shipe has n+r elements that corresgo.nd to a symmetric co

de

®havirlg TR KRy HEe Sy LT ‘E%\%ﬁar}égi ct é’“‘%FeH%‘é?ﬁtk
stopessteipg Bostoredars dhdiffesgnt startageenibi(d acb 8rigahelemgentiis ality
FPHUEHENWhen,a differ Fr%ir?ge%{?%@aéd%'.”&?“é%q'%@@&z% 059908l ng

stripe and a minimum distanCe of a recipient stripe is greater or equal to 2.
e we | Hesmisk Melan is dlseestb fadrehaviterage WHaEEs DAV G o
nEiRIBeRtsof thesrecipignhstripe LA Iostelement ot theecinientstipe is + r,

then rebuilt on the selected element. Fig. 3 _
and sach respactive elemeant of 2 siripe being stored on a different siorage unit, and
2 system array controller selecting a donor stripe and an elemeant in the donor stripe
when the difference beiween the minimum disiance of the donor siripg and the
minimum distance of a recipient siripe is greater or equal 1o 2, the selecied element
in the donor stripe being stored on a storage unit having no elements of the recipient
stripa; the system array controlier rebuilding the content of lost element of the

recipient stripe onto the selected element, of the donor stripe.

10. The data storage system according to claim 8, wherein the minimum
Hamming distance of the recipient stripe is d 22 before the system array caniroller

selects the element in the donor siripe.
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11. The data storage system according to claim 8 or 10, wherein the system array
controller indicates to the storage units storing the donor stripe that the selected
slement has been donatad before the lost element of the reciplent stripe is rebuilt on

tha selected element.

12, The data storage system according to any of claims © to 11, wherein the
system array controller selects the donor stripe further based on a minimal

nerformance impact on the array.

13,  The data storage system according to any of claims 8 to 12, wherein the
system array controller selects the recipient information based on an improved

performance of the array.

14. The data storage system according to any of claims 8 to 13, wherein when an
element in the donor stripe fails as the system array controller is rebuilding at least a
portion of recipient information from the recipient stripe on the selected element, the
systemn array controlier ferminates rebuilding the recipient information from the
recipient sitipe on the selected element, selects a second donor siripe from the
plurality of stripes when a difference between a minimum distance of the second
donor stripe and a minimum distance of the second recipient stripe is greater or
equal to 2, selects a donor element in the second doner siripe, and rebuilds at least a
portion of lost recipient information from the recipient stripe on the selacied element

in the second donor siripe.

18, The data storage system according to any of claims @ to 14, wherein whan a
spare element becomes available, the system array controller assigns the spare

element {o a selected storage unit.



