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1 MOBI LE COVMUNI CATI ON DEVI CE PROTECTI ON SYS | EM AND
METHOD Field of the Invention 5 [0001] The present
invention relates to a nobile comunication device.
wartoasisar |y, the present invention rel ates k@/@2009000147
security protection systemand nmethod for a nobile
comruni cati on devi ce. 1OBackground [ 0002] Wt h many
comuni cations take place over a distance wirelessly
vi a nobi | e comruni cati on devi ces, such as a nobile
My, E GOMMIASHeATTOY DEVILE PROTECIFIOMSYSTEM AND
comruni cations over the_air_are renmai ned private and
secure. However, nost 1 ) comuni cat i ons
exchanged through the air can be eavesdropped. These
comuni cations include data, audio and vi deo

comuni cations. [0003fc]hgrriRe BivEatiAr | OUS ways that the
eavesdropper intercepts a prlvate communi cati on. At

the sender's or the receiver's end, as the
[998thmuni caFlhcomrasprinivention relagest toams riobile regrfesédation rdevice.

0, v

PRPARL. (e Bieo ot A A B L b EERh G A metiod
Ré@umﬁw@@ommumﬂap@rﬁwmﬁate tools through the air. The
conmuni cati on signal can al so be tapped over the
circuit swtching station or through the
infrastructure of voi ceBdedggouwniircuits of the

communi cati'on devi ces.

[0002] With many communications take place over a distance wirelessly via
mobile communication devices, such as a mobile phone, it is increasingly important
that the communicatipns over the air are remained private and secure. However, most
of the communications exchanged through the air can be eavesdropped. These

communications include data, audio and video communications.

[0003] There are various ways that the eavesdropper intercepts a private
communication, At the sender’s or the receiver’s end, as the communication signals
are transmitting freely in the air. Any one with an appropriate receiver can obtain a
“copy” of the communication signals when equipped with appropriate tools through the
air. The communication signal can also be tapped over the circuit switching station or

through the infrastructure of voice/data circuits of the communication devices.

[0004] In order to protect the channels from being tapped off air and/or over the
circuit switching station, end-to-end encrypted voice/data channel needs fo be

established to achieve a more acceptable level of security.

-[0005] That is to say, in the absence of environmental awareness and control,

even if the communicating devices being used are capable of performing the highest

level of cryptography, the entire voice/data security path will not be present in this
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25[0004] I n order to protect the channels from bei ng
tapped off air and/or over the circuit swtching
station, end-to-end encrypted voi ce/ data channel needs
wo 2bi/1establ | shed to achi eve a nore accept abd@Eyd@v@looo1s7
of security. [0005] That is 50 say, in the absence of
envi ronnment al awareness and“control, 30 even if the
conmunj cat i ng devi ces being used are capabl e of

SERIeFiOr et thReconirghelsusage e ronignt ds Yt piapsep arhigquirement

SMhs & W)%ﬁé fysecurity path will not be present in
this \L}\D 009?{1}@ 1%49PCT/ SG2009/ 000147 2 scenari o.

Hence, the control of usage of content is the primry
or r [ t ot r security.and prjvacy,.
880611 ' S GERBIors RS ESnBSE AR s Bich HE G ptgpbones
tlsat abesa@SMuorbiloeolploo nesmbnitdtan, hsedesighdd pithinoeokvdl @f security
-C ni.cati on, has designed within.its |evel o )
G Y B e GRS Bl S e s sreaking
thabtidh kasitiyt SIMr@sdund €% Eieyptioheakiod@vé a0 heeB8h | OF some

SIMcard and its encryption. However, with the help of
PEFEIORH O BUERH AdoHlEn Btk IHATHAGES et tinevill be dithult to

ghthiiasthe URoH afNecurity oMbk bhdiBedid fidecul t to guarant ee
the integrity and security of the channels in use. 10
[0001Thus, it is essential that for secured

[REATUNI CathANg is QYERAANR Totselgl EGhmARERRK bddkSeFPMgital
whi'ch has 1'ts bullt-in level of security, @n end to
nefigrie Hke (S dvhichi bas/ itsaluiltdaidvel of saeyuifyr el end tgeat emtygesd

vBicSRal bafl iR fred 3 o IR Ysecured path,

Summary

[0008] The present invention provides a mobile communication device having
an application processor, and a communication module, wherein a communication with
another mobile communication device is executed by the application processor and

communicated via the commumnication module.

[0009] In accordance with one embodiment, the device comprises a security
processor adapted to comnect to the application processor and the communication
module, the security processor being operable to take control of the application
processor and the communication module, and to monitor all executable operations on
the mobile communication device and to overrule an executed operation when
eavesdropping or prohibited activity is detected. When a communication with intended

mobile communication device is established, the security processor is also responsible

-to encrypt and decrypt communication signals of the communication module.

[0010] In accordance with another embodiment, there is provided a method of

providing secure communication fo the mobile communication devices.



10

15

20

[ 0008] The present invention provides a nobile
comruni cati on devi ce havi ng an application
processor, and a comuni cati on nodul e, wherein a
wormpenscGad i on wi th 20 anot her nobi |l e comuni g@t4@Mosn00147
device is executed by the agplication processor and
communi cated via the communfcati on nodule. [0009]In
accordance with one enbodi nent, the device conprises a
security processor adapted to connect to the
appl i cation processor and the communication 25 nodul e,
the security processor being operable to take contro
of the applicati drigfDeseipsion ofihe Didveingsonmruni cati on
nodul e, and to nonitor all executable operations on

ni cat.i.on verrul e a

bi | d d
038t oo GHEPSEROH R tesoLebROBBr pRartHbh PaPodents of
tieOrbseht yvdnsiod] etigCieRebncY\efle AccoMPRAYNM CRAWRAS, Wh {iich:

i nt ended nobil e conmuni cation device is established,
the security processor is also responsible 30 to

[AG YPL appts, oiemﬁmeswmw%gg&h%@ %{a@n@hmﬁmm?o yice in
conmuni cati on nodul e 9/ 131549PCT/ SG2009/ 0 47

aecopgangs With ey grpRodinens pf e SrespriiRviedfiens[ 0011] Thi s
invention wll be described by way of non-limting
enbodi nents of the present invention, with reference
190831t he acEWnpaniiuagatelr aiblogk, diagramhof Hhe [QOERY FpiGeesdor in

abotdibd PSP LABKFHAHD Ao fIDBLLE commumi cation

BVI Ce I N accor dance W
present invention; 10

[0014] FIG. 3 illustrates a schematic diagram of a mobile communication

device in accordance-with another embodiment of the present invention;

[0015] FIG. 4 shows a flow diagram of a crypto mode in accordance with one

embodiment of the present invention; and

[0016] FIG. 5 illustrates a block diagram of a mobile communication device in

accordance with one embodiment of the present invention.
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[0013]FIG 2 illustrates a bl ock diagramof the
security processor in accordance w th anot her
enbodi ment of the present invention; [0014]FIG 3
wo twstaiabbes a schemati c di agram of a nobi | € pcT/SG2009/000147
conmuni cation 15 device in accordance-w th anot her
enbodi nent of the present ihvent i on; [O0015]FIG 4
shows a fl ow diagram of a crypt nobde in accordance
Wi th one enbodi nent &felaillad Dosaziptiot i nventi on; and
20[0016]FIG 5 illustrates a block diagramof a nobile
communi cation device in accordance wth one enbodi nent
[00f71t he predieatvithrbeahdve sumndriDeteafollewinPelssxippoi ofa number

100171In lipe with the.above su ry, the follgwn .
o ERtp Prb AP e THUGH G dp iR o dnGF ik (entive
fef&ﬂili’:h@ aif Iﬂﬁﬂirf&sehtﬁinmtﬁwil.de shalltbeltipgaetiange Elﬁi@eid: iﬁ\gm&ft, Rweder

eaf yres .of t present .inventjon. |t sha e )
th%tptggrlﬁﬁlﬁm‘?’bméﬁ e PRACfeaviTthiout s él’?c}d%‘éﬁﬁé\?e rso_{lﬁai’lf theygegails
m?ﬂﬂﬁ%id@ﬁriﬁ@eyatbﬁlgﬂf RCdsindEH IMEIROME i1faibnS PECabd 6F reference,

etails. Sone of the details may not be described at

conape refaencs sumerals, Billghssesgd dhrppghoptihe figpish whpp Felrggs tothe

sah TR LRNGE feaf P BRI BRNGRAUMEral s will be used
t hroughout the figures when referring to the sane or

simlar features common to the figures. 10
[0018] FIG. 1 illustrates a block diagram of a mobile communication device

100 in accordance with one embodiment of the present invention. The mobile
communication device 160 comprises an application processor 110, a communication
module 120, a codec and audio switch 130, a speaker 132, a microphone 134 and a
security processor 130, The application processor 110 is a processor that executes and
runs a device operating system and all other applications available on the mobile
communication device 100, and provides overall control of peripherals of the mobile
comumunication device 100. The peripherals inciude display screen, input keys, LED
indicators, etc. The application processor 110 is further connected to device memories,
such as RAM and ROM.  The communication module 120 is adapted to establish
communications with networks and other devices. The communications are based on
the communication protocols such as Global System for Mobile Communications
(GSM), 3G, Code Division Multiple Access {CDMA), General Packet Radio Service
(GPRS), Bluetcoth (BT) and etc. The codec and audio switch 130 is provided for
controlling audio path for a voice enabled device. The speaker 132 and the microphone
134 are connected to the codec and audio switch 130 where the audio to be outputted to
the speaker 132 and the audio received from the microphone 134 are encoded and

decoded herein via the selected audio path. In normal operation, the application

processor 110, the communication module 120 and the codec and audio switch 130

function as other mobile communication known in the art. For example, when a user
uses the mobile communication device 100 to make a phone call, the application

processor 110 executes the communication module 120 to establish a connection.
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[0018]FIG 1 illustrates a block diagramof a nobile

communi cati on device 100 in accordance with one

enbodi ment of the present invention. The nobile

wonnisGad i on device 100 conprises an appl i cati@Booemonisr

processor 110, a conmuni cation nodul e 120, a codec and

audio switch 130, a speaker5132, a nicrophone 134 and

a 15 security processor 15b. The application

Ipringebsamndction,itse audjrio eﬁsﬁgd allicfkm:mﬁﬁe@ ﬂieszlsdaaradd EUdiS s@itch
viee operating sysiemand all . other | cations

0 R AR e i T omo e 1t Sodegand

apdioviwiech 0Y®malyl aleaty rebviaé Wil isphenadl Rl tBRuRBbEIE as

conmupi cat i on devi ce 100. The peripherals 1 nclude

FB?QBFQVH§E¢Q€WFQWH%d@mﬁ@?%?“%EEmﬂH@ﬂ@ﬁiors, etc. The

application processor 110 is further connected to

devi ce nmenories, 20 such as RAM and ROM The

conmuni cati on modul e 120 is adapted to establish
3PN cablilbaefering ro AdGnds Khe aeririon processieviSeis . anTavdlitional

ORI G PR LI GOTRIURRL A7 v

dewiplening cd tthoasliq i dat:8 Gnt@osl endprovslingnseblrkd cphsumications,

, e ket . I 0, Servi ; .
YRR R SRS Lo TR SRl B < (0%, malle

commpniovtichedbvice 0@ sreciarituplet o @varslédbp g hedudity Bro¢eisse150
ﬁ§Q%gled devi ce Thﬁ.speaker.lsz and the m crophone 134
Ar ECUTH P08 DEPPAIEE By Sqtiss PE RS saqurits progiessoe 150,
ntosoRihdi opedatiozpifQist BUL e trioBiRe:obRaRkAfionl diRNThot RGuired
audi o0 received, fr the m crophone 134 are encoded and
ARURRI LT APRCs0ps g‘%ﬁeﬂ% ca D@ gxenuter Pyphe applicatioiopreagssor

100 8hBddnfunidalibn ABMIE $8F ARNhPEQEE §5PMdblQitch RS0,
conmmuni cati on nodul e 120 and t he codec ang audi o
switch 130 30 function as other nobile communi cati on
d6BEWN i N TRl pfeks S
{rm%gi le comyur?i cg‘v{ Fon Ségé?%ﬂ;kslac%ﬁ\étg gq?ra?allfg%g&pt#%%gﬁggkf ¥, and
dedneptipp plpeeteisomdphieabs pocesting leadeafithesppiibation processor 110 is
. ' s modul e 120 to establish a connection. 5
b g¥ﬁ§h§%%h%§ﬁnection, the audio is encoded and
decoded in the codec and audio switch 130. The

licati ocessor 110, t conmmunpi cati on .nodul e
of88' Lo e BOSERET s B FONPNE 5 Ryt besween
tviay awibile avhinhunthadid aedcEe ol id Yin fRalMERS sectNc@Smunication

assword/ pi.n code protections, data encryptions and
1‘«”5}?@**?8}%. Aép fresnePens |are casypef npfers sepding pnd tthey are only

ASBEHATI My MeQEREEOfrodeafdri 13030 ﬂ?ecmé,ﬂiie%?ﬂﬁmﬁfc%&ﬁ&ﬁce%o on
secondaryTQ%ocessor_prOV|ded for performng a

theofive PRt g Tahtstabcibifiend; inghotic phet he itifostnictise swidehing circuit
orCAYWEGE BeReth BE AV Bt SEHIH S THYN Rt 2 Prdper decryption,

are fully unusable signals to all third parties. The proper decryption requires ciphering

keys before the data could be decrypted. The ciphering keys are only known between

the security processor 150 of the connecting mobile communication devices 100,

[o022} In case of communications between the two mobile communication
devices 100 through a GSM network for example, the secure transmissions may use

GPRS channel or transparent data mode in accordance with one embodiment. A
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10 When the security processor 150 is activated, al
operations of the nobile comunication device 100 are
interrupted or overruled by the security processor 150
worosagsd ty purpose. Dependi ng on security matdd:nggoots7
by the security processor 150, nost of the operations,
if not all, of the nobile c8muni cati on device 100 -
required appropriate authentications before they can
chemamiseieneehdoy tht K Repphinshisiagracptouessd cohfuditjomsheGPRS

' [ 20 h d dj
SR BN et SR EEs Y st may be
pedapidedhdroa cakplegivieof ¢rlveypeing ayd tompreaing dodesstydaiiand a high

operat.ions, and thus the processing | oad, of the .
GRED by Arwiator D5eRiE ok e A dufemiming jrgan be
uzdd fop@EdibWMded, frarmealssivhy PhieeRRSAtabSRisAGs geataty aBows

S LA R S

abHi@NBgNaSHbRNfluddt laudibANRY &RirRdEcafbe cBAREY PterksD &l Oh8ssible
sendi ng and they are only decryptable by the security

CHRBERISIHIS 1) apT suftplde ¢ Bregesfriveitiont iIbey aereddeioly way

0P Bxatbld, B8t BhiIRTons Rkne I&)Z;e' oF §ld ?he%éﬁ? ahahaed v 9 u}x@e%st?\%d to the
or at the infrastructure swtching circuit or anywhere

slgdedwpessont thet othes copmpuinatiatchemneliey modes chd bs desirethout a
proper decryption, are fully unusable signals to al
third parti'es. The proper decryption requires

[a®R31her i nginktby sbdefearbedinteat, dbt eodeourdadde ddtchypo édillufinged

ci pherin e are onl.y knaown, bet.ween the securi.t
bf WA 3L bR ey P Bt idien B mo S TSR ool present
ngeuﬁimeshﬂmordaﬁbe[\om_ﬂlaﬂdmercaaﬂﬁmfeng @}mrwald k€ and amg% switch 130
et,ween the t nnilie co nit cat.l on evl ces |
it rbsuah%ailg Wﬁm& 0% degy asyyed, PRoyided ef@ar\@&eo conference
chiAREIhES @B FRY oB&BicERRRLOBRAGE mdhins! (h%%@@ﬁ)ei@ tefl@bd in

mpde in accordance wi th one enbodi nent.
addition to the speaker and microphone.

[0024] FIG. 2 illustrates a block diagram of the secwrity processor 150 in
accordance with another embodiment of the present invention. The security processor
150 comprises an encryption and decryption module 2106, a compression and
decompression module 220, an echo (audio) canceling module 230, a configuration and

settings module 240 and an interface adaptation module 250,

[0025] The encryption and decryption module 210 is the core of the security
processor 150 where the entire ciphering/deciphering algorithms and methods to secure
data are implemented.  The signals to be transmitted and received are

encrypted/decrypted herein. The complexity of this module is determined by the level

~of security required and the algorithms used to ensure that it could not be hacked.

[0026] The compression and decompression module 220

compresses/decompresses the data for transmission. It allows data transfer to be more
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6 comuni cati on under the GPRS channel is a packets
oriented communi cations. GPRS service supports a high
data transfer rate for conmunications. GPRS channe
wayebaspef erred when a conplexity of encryptddt80@00147
conpressi on does not demand a high [ evel of ciphering
mechani sm |n Transparent data node, on the ot her

hand, it can be 5 used for audio/video, fax

effidas riyseidosisg FEhbwrdlly piiectife Un@NSMIicE ©MS Genesal) YThis is

allows.signal I oss w.thout the need for |

‘*F%‘?P{ﬂﬂg HQPHC%E@Q} ?J‘H’g‘? %*t? et éﬂcwd@%gé MpFRETPEPRPIOCER/ t hus
achieving a nore fluent audi o/video contmuni cati on
channel . }Ees ar e gossible communi cations that are
1937k abl e 87 c¢ReAPredae Fmodpls FSA arovidesTeby canceling: Agrithn for
chce Ry the kel RR| gBnerRBd inl thelnbBiid QB ﬁrﬁ’ca&i@lﬁd iQPReof the
present invention. It is understood to the 10 skill ed
person that other comuni cation channels or nodes can

desi [ d
e St OO U0, RHOL5 RGP, e 51

SeANKiYy, pargmeters e vidast nthe dedunitb progedsomi I0at It ovorkint dv@junction
ape.. of: nt.~kpventi.on. I n accordance with .
WP BBl e R e RN LY AR el o SRR RSOk sgnes

acandibgtoaneeddec and switch for video as well provided
for video conference comunication or the like, of

whi ch, video-capturing nmeans (not shown) is required
[doegjaddi t i Dife inGerfabieadepRake layadodiile RSP HANG- the BR2AbE! Bboth
2 ill g%{c?te% a bl gé:k di agram of the security
Rl B4} i beriense e sertianeecamerid fs e lostivn smcaen I
2B riddBgdRIME WBhird N WE RbHinicAiths SR 1nd B Qﬁ;&xg%gﬁxgﬂeﬁia%m fo

conprises an -encryption and decryption nodul
SRYHpiERTRTRIgRT e drsflawkiperifivabiant. dn2dditionritsetiien main role
is(rRgRh b ' i ; | | -
IS AbIo BT b AR Wi aRihay PRANGHLALARRon contd
bogansieedcooasly Thethismesey p conspemihglieerfzpt adaptatiordiay e ntole

i ..t . : Al roc or 150 where the .
ol theiRE i€ Rofincl of BE BECHLLY HeoRLRGEARR o1 it SibRiEEe pit
theescam ity daicessar E50i fpthe mpplicaton Piloesssirgr1@lts Wwakidg smoothly and

transmtted and, received are e ypt ed/ decr ypt ed
1Eeé%@?%ﬁefﬁ‘éel%Svﬁtﬁlﬂéeﬁi?u)?‘%%?m?‘f??%r%dul e i s deternined by
the | evel of security required and the al gorithnms used

0..ensur hat it K could not be hacked. 30 7
[0530] eWhen a caﬂ is received, the mobile communication device 100 on the

recipient end determines if the mobile communication device 100 on the calling end is
making a oryplo transmission that requires to activate the security processor. I the
receiving call is not the crypto transmission, the call can be made in accordance with
the usual GSM communication protocols. If a secured transmission is required, the
security processor 150 of the mobile communication device on the recipient end is

activated automatically to establish the connection in the crypto mode. An

_authentication and verification may be required to determine the rightful user of the

mobile communication device. Accordingly, the signal transmitting between the two

mobile communication devices 100 are secured.
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efficient by reducing the overall effective data
required to be transferred. This is especially
i nportant as the data size is increased after an

vangdoy/pik@n process. [0027] The echo cancel i nGcREWB000147
230 provides echo canceling algorithmfor 5 canceling

t he echo noi se generated i n8t he nobile conmunicati on
devi ce 100. [0028] The configuration and settings
[pasdLl e 2401Gs Jadptraes b cohmmdgediagrae cafr & tyohilar etedition

vi.ded b e securit r Sor Lks i.n
B o oGRS S o R REEIRRN 1P e bbasP layrich. The
mi(;)bevmonmmﬁcaﬂsn tlamcammoam[ 0'02 sdshom @@Ectﬂl?ﬁ yﬁroﬁtesfdsbﬂ IS a wireless

1 C in 0 ne T. i nter.f ace adaptation
W%@i@r ?#Fg d@s%ﬂwgﬁéﬁ %1% Q@d&‘zﬂl& 340 B wew i aHvRsRgr 350
aad dn dedess mtfomes Bhglat hens ﬁﬁ}% lefiodfesS SBOAppRR4lidnHRocessor
3(’;Bpl icatign processor. |t al so manages and control's

clest PgAwe gl Kt audip avitabs33ian e wuskqul/Panesws 340

A OprbPideM fLihe nﬁ%ﬁ@@&hﬁxﬁ&bﬁ% et 3@mﬁ>r A6l BfPeration. The audio
speC|f|cat|ons In ad |t|on its other maln rof

speisih dHmpY grovisied d@ﬁmmﬂ@aﬂhﬁf@cgevs fouiton 3pF iscadedisaied button for
RROBEE Y scdfhidy Mook ddf SEIR! £k Uhrle %&&ﬁ@f SE&Lr 350 is
tly. I'n"t I'nterface

corre i's case, a correspondin
agldfenbidaini Ezmypfayetpdenﬁmm@nmy prokessdr 36@ msmtomqail traghndssionhend
I |.cat S rger to communi cate w th.
(B! SRR IPTIRRLORES 8L A48 0 S BraOMIR! S3° Bl
cpnmmmatwn désﬁcdom}(wolhktheg al roportatibiys Bntle 20pivhe6d poeeksor 310,

effective Wi t,he securjt es

o uSGieom rduterdt, HeSe S Bt af RESREHS 1 Rieans 340 are atso

nmﬁtmeﬂlaﬁiatcb@ti‘olﬁd\ﬂyQEe 309 Pprédassof 850 Pised bn ethecurity settings.
erm E‘S nopbi | e communi cati on device 100 on

Wi TP RBeA ST s GRRRPRRESEIAS PR TR Gem oo arontrol

ah@autiiAIase bgbhﬁﬁ&a\éaﬁﬁtyt@@oréﬁgw | didhi IR0 GRS N selc&n ga?oc%éor

receiving call is not 't ec@%totransmssmn

388 |detepty ring empptlieriqed cxeuiipriapicide wirdless modulsy 320 @sithe audio
swROATHEY, gﬁé k«%ﬂn Q&Qrﬁaerﬂnfmsaeé&ﬁf%g (?%1 o%ﬁéﬂ?eﬁ %ﬁ%ﬂaﬂls?n to

require ecurity “processor
dewyail Hiecutab horigie oeutions tﬂshréoiveeaiwps elor evadiples Vdmnlthcamdxle

a onnection. i.n
B EEeg SuER AR S RGEbM A el Tagerspa
1rrfenpaatnoadtcm*@i MGh@mnbﬁmcmmmﬁ¢aghm ﬁemcdmmrmayf be ddledBd and sent
nmuni.c Accord| n t he sign
of PRRFoER o LORRER PO HEA o EBhrih (8 cRisn wien the
setRMityC BcddOr ASE iseGtaRrd, the execution of the privacy-invasive software
would be denied. Even if the privacy-invasive software is able to be executed,
unauthorized communications initiated by the privacy-invasive software via the
wireless module 320 is also blocked by the security processor 350, as the secwrity

processor 350 would overrule any unauthorized activities.

[0032] FIG, 4 shows a flow diagram of a crypto mode in accordance with one

embodiment of the present invention, The steps comprise activating crypto mode at
step 410; taking controls of the mobile communication device at step 420; overruling

invalid operations at step 430; validating user and data at step 440 and encrypting and
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WD 2009/ 131549PCT/ SG2009/ 000147 [0031]FIG 3

illustrates a schematic diagramof a nobile

conmruni cati on device 300 in accordance w th anot her
wobadiisyent of the present invention. The mobid&ao00/000147
conmuni cati on device 300 conprises an application
processor 310, a wireless nddul e 320, an audi o switch
330, an audio I/O neans 340, a security processor 350
Ecypinpramotesse 4 utep 9h0.385 theSiter 414 tlteo:rylhe n@de Weactivated by
SPaRl Sy bR SRR RELAT, BB EROn 36l Ergation o
thel dty;ptOI mﬁﬂmﬁ& DAvarly piaidedhimon lieot@bi k@nu selection or

ation, dev for nor mal eratlon The
SRR b ALY B s R e e ae Aeti D gcesyed
dalltahd mcaﬁa dafs sdcedRd] aatiRGtRULDORe E&ﬁ{/ﬁqﬁb&%k Bfled ddBtrols of
Eecu rocessor. 350 to unct i on en the security

rauggcaien devicte v e wep 430, HhespgpbPIREAIET Oy greules the
ﬁlbibrkstl)& HhACRSEMs 3k BB &fnﬁnﬁuatﬁ)ﬁ AV, S?\L ? D3a@Rized

takes over all encryptions and decryptions o
qpesRHens SBeludiag WW%@ISI @nc gienmebidatdoomugéaiioe d@@@e are

L

the wre e au
vahdates seroand/ @tamamksura #ot Hreaoainsmicutomst oe exialﬂmhhd between the

1%%@??%1'}1}? gaes?x¥ f,] glgaiss qﬁi gar b%\y?gp : og e%ﬁ or ﬁgﬂtm 1£}iat10n

odeﬁoemwdgf gs!ee alﬁbﬁmmtir?yx kiey and stor bﬁﬁﬁtrto&}ﬁﬁ? likbf @ihgérbﬁnt scan
an e e [

ac Cor 8%3 i ?OW@I%?P%a?VVep% Lrp i‘%‘ﬂe %’egEEPFFY Q%ﬁ?sé'@é%l%eé pver the

cBa@piiteks eﬁlﬁsde%mptluﬁbﬁtiﬂ her dlz edndxegaisi QRS B a.%hﬁthms provided
W r.el ess les 320 ,and the audio switch
gy | Pc%}mﬁﬁ o8 SEEEMISEPRS, PREVCEX 8aL mehﬂ%fw@ﬁwwatr% Hesdces,

eﬁﬁf/ﬂ@@ s ALk GroHemMy s@éuhtyt ﬁl%cééE@ le %95 'n?c%@ie %Kﬁgn%fcﬁ’cﬂfﬂ R0, is

erations. For exanpl'e
06 nflerAYRES &b @e\ﬁe@@t&swm@o: mf rth@@duniw anobile communication
deyikyacy-invasive software, the personal information
stored in the nobile conmunication device 300 may be
coll ected and sent or broadcasted to a third party

hout t u |n thi.s c , when.the .
[%&g%"ur ity gﬁcéggugﬁat%%%%%& S ctd, matHE “é%%’ﬁag?fl Ggvice
S0hén pedodange with asliinieer safbbiiareat WOtk chrisenidaningdn, EM@nmbiile

t he ivacy-i.nv ve saoftware i.s able to be ec
ot P 3R ARy ol FAne sy Slhes Wi and
BiictoosE yrottile 321 \ied 8 @ivVadctulel 322) RE awdié/hies Swidossne a3291/0

|s a%io bl ocked by die securlty processor 350, as the
b y» preBugsagresss Foandae ste grarded commlichoniy §62.

Sﬁﬁﬂldrl\jrl tﬂee?ghl;@faﬁ HrbdeSor 416 hﬁwlﬁi Eﬁ@m&to%ﬂf %&&1& 531, GSM

i n accordance Wlt one nbodi nment

ﬂ@ﬁ@eéﬂ%stéﬁ@udlw\‘/@ﬁ@ pwiteh W@néﬁhﬁp@dmwﬂnms 54 atrvatqu@d for
n&inyApt (%Jeﬂ:{%igﬁs A BleChofid ’coﬁﬁ}ﬁingtgg&ﬁj Nt RLS 66 & N&n blgl

communi cati on devi ce at st overru Ing i hva
copepBicitionsdeyices t Epe skﬁ@r;uy\mbaedm i589 iuethenoghndatdtoad crypio

. %ﬁ&d‘l‘@gﬁg%@ﬁg&%@ngﬁwmm to the WiFi and Bluetooth module

521, the GSM module 522 and the audio/video switch 530 to take over the a full
control of these modules from the application processor 510 when it is activated in the

crypto mode.
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9 decrypting transm ssion at step 450. At the step

410, the crypt node is activated by activating a
security processor of the nobile comunication device.
wbes@giiswat i on of the crypt node can be aChiﬁW%ﬂnR%m@nn
dedi cated button, through a nmenu sel ection or
automatically as and when t A8 robi | e communi cati on
device is alerted by a secured 5 call and secured

dat a accessed. ﬁu t he step 420 the security processor

s cont t he. omruni cati on devi ce.. At ,
REA, oo 2585 Rl SRR R A SREBY P Gitip et fsoration,
Wblehast provase doyd @nfidentialo dulkbsy, 8 mbRenievrd Ratures are integrated in

aut hori zed operations,

e D R i ios lenidm b bt e Dttish Bt are

sﬂm\td derdn Gordagi @déseiatadhdbtRGKankd B¥kdsheeRRE B iah Yntruder to
§% sor. At step 440, the security processor 10
AP dg Ry geson dn@gﬁaémwmé r&ftide thépters’ weivacy by hacking one

CRTHBHELidh deige. AU BmBRh Akhish edRet ﬁﬁ)@d&ofsbﬁe b8R8 certain

end users. This is achieved wth e authentication
I5¥R) of sgcueities oy wwenptienst bawevers thsrswec@meh dentice gtavade dody litte

;ﬁ@ﬁcﬁrp@l{l b'S@HEJs 1hﬁud% tE\Ychl ajs l%%{écsfhjag%err 4 'engt Iﬁgb on t? the

| e cormunl cat1 on dévice
rpvla@eg@v@munlamm davige wriver elmchwtbd ammdemc wm)rdimﬁy, the

r Sj 0 th th gQrith I ovi
S8 Shlid ARG ORR AL, LR SR R e
impbivied (tlm‘mpmie(:ﬂﬂn oapathe | ip@sders Nigy y&t‘ﬂﬁdtlﬁg gfu@b@n&n@em and

th rit rocessor of one.npbile co ni cat

oo RBities oo BieBRPI caBruisgticth dewte #hil SFOBHBEe bebsr-lovel
entryptee sipaalp] ed nobi | e communi cati on devi ce.

20[0033]FIG 5 illustrates a block diagramof a nobile
conmuni cati on device 500 in accordance with a further
(eox¥epdi menty @he txlbﬁ-lxﬁﬁlﬁ%eaiarﬂp[bv Heh AR inthier 'EQ\IFH Lt an invasive
conmuni cati gn devic 00 conprises an applicatio
cprEsEEd sy astivate 5thgy ﬁs%n@O‘Bﬂ@eﬁl’éotﬂkﬁ mmpéOIEZIJfaﬁad anobile

cSRMARINLE RRe RRoANILAYLIRY lﬁgfs%%oéégge U\93’11&1 l{Qasm

neans 540, a security processor acc¢r
repdlater andetie wonpplne @rera@uvattqd B85 2onvRGatBingibly ahd yser mheransmmed

he and Bl.ueto
oBP oGk RS RERRaNRESr ad e Wi o Gty St rarmine
ﬂmdvméechumbcmaﬂibrﬁ) reantiorizdd aatientiph ool dedGlyt metutdland the
nggj (&m%a oﬁ Az nobi | e comuni cati on devi ce 500 as
Ot NBI' S KN mﬁ 98 ni cati on devices. The security
processor 550 is further connected to a crypto
overrul ed control circuitry 552 which is hardwired to

[PHY Wi RGeS Res R RsRRrRP o a5 iruderreuldsimples wirases to
tHe2ZrpHBaticnhisroaddsirGh\H £88 @%Ft@ﬁre%gfefsonh@d?&vﬁﬁ‘g%[' afa feafons.

ful'l control of these nodules fromthe appli cat
Vs dhe y8Eses poe wrrsrtert thess take cpwisaleof ihe wikeess myqslules rodeding
a0 %@8131%5141% &dib %ﬁﬁ'@%{lgg(gﬂgodﬁ% [’ﬁl%§84’)11§)l58 grc yabf’c‘:nto send

security is always t mali N concerh
ojtrithe rperspa rinforinatide drsl atd xeaitled an dh&:lmnﬁ!lldj ecnnmaﬂucatlon devices

SN 35 TGP BL P S RS i o

wikleshmopaes arabreed fobammiried hfBseshutdown, and therefore, nething will

be transmitted out from the mobile communication device.



5 stored therein for easy access. That on the other
hand makes it easier for an intruder to obtain die
users' personal information and intrude the users’
wohmagyisby hacking one communi cation devi ce. pGaEMB 006147
standard network protocols are built-in wth certain

| evel of securities and enctyptions, however, these
securities feature provide only little protection
;nu:k'zlyl Sglr I'White spetifiy ddﬁﬂaﬁﬁinﬁdiigf’haag_t?av dedfibRPadSillustfaged, it is
st e to intrude t . mobi | e comuni cat.i on
Rul5retesd e e GL i traade]@s‘eaémwrat‘gﬁf%w pdARQIRRIBRUIORE yhereof
édved dedhsdt RAtSestchi InvBhtRBEHRRbut dbpRERLT A GRe Wdph of the
the above enbodinents is able inproved the protection
Y98t intruders by restricting functionalities and
connectabilities of the nobile comunication device
and providing higher-level encrypted signals. 15
[0035] 1 n one non-limting exanple, when an intruder
have sent an invasive command to activate the GSM
nodul e and the m crophone of the nobile conmmunicati on
device renpotely without the user's know edge. Wen the
GSM nodul e and the m crophone are activated, al
conversations by the user are transmtted 20 out

t hrough the nobil e communication device. Wth the
security processor running, the overrul ed mechani sm
unaut hori zed activation of the GSM nodul e and t he

m crophone will be rejected. [0036) Yet another
non-limting exanple, an intruder coul d inpl ant
viruses to 25 the application processor in a form of
software drivers, m ddl eware or applications. Wen the
viruses are executed, they take controls of the

W rel ess nodul es including GSM nodul e, WFi nodul e or
t he Bl uetooth nodul e. These viruses are able to send
out the personal information and data resided on the
nmobi | e communi cati on devi ces through any of the

W rel ess channels. Wth the crypto overrul ed
mechanism all the 30 wireless nodules are forced to
be turned off or shutdown, and therefore, nothing wll
be transmtted out fromthe nobile comrunication
device. 11 [0037)Wiile specific enbodi nents have been
described and illustrated, it is understood that nany
changes, nodifications, variations and conbi nations
thereof could be nade to the present invention w thout
departing fromthe scope of the invention.



12 dains: 1. A nobile comrunication device having an

application processor, a communi cation nodul e, an

audio switch, and an audio I/O nmeans, wherein a

general comrunication with another nobile

conmuni cation device is carried out by the application

processor and communi catedidia the comruni cati on

nodul e, the nobile comuni cati on device conpri sing:
Clandedi cat ed security processor connecting the

appl i cation processor and the communi cati on nodul e;

and a dedicated button for activating the security
I. progessebile communiemel dbeviemal hg sec L%fé;ptib’atiférlp%&%%br, a

is activated, the npbile comunication device is
coypRPERlien tidele, an sediosadichoie anamdliahde meptfe vdstair edzencral
colRiBicadil VEHE %ﬂ&tﬂ@ %mgﬁgrc%'iﬂn(?ﬂﬁcaﬂgn RSdIOR! L&ied ou by the

conmuni cat1 on device are processed by fe security
appicotes porcessdt hndddmchuseetedi tiy theavumesicatidremadaedthe mobile
Cmsggurit¥1%§atures,Lnglude end-to-end encryption and

GRS HFVEF CaMP ¥ B muni cati on signals with ot her

nobi | ddRertusticaiad/i Bacded E@medMR 101 adNdattANbiotdss@f and the

all operations by the application processor, the
CORFHAGHI LR PG #Bdul e, the audio switch and the audio

|/ O, peahs sule ot ! ' . when

ungﬁt hor i %dekgnggg?ﬁs{c{]%é@gg%geg@?g?%decg%ggl\i\her ein the

secwhiteipn phot dlys escunpniptooesor conttiveled, thanchobike cormmasication

he. oper.ations at sy level . . 2. The mobil |
i@ Rlle Ry il Slob aiinds® eathu td Rigir ¢ egenibl

OpS &S ioh thPMOBRS SANMEMBRIONSIeNBe 2R proREEMY BB sédidity processor
,ﬂg@r%gtiop mpdul e; a conpression and deconpr essi on )
Witk scoai ey S alhe @rfiggsrwe featurgs drsidegiedecah snarition
anB &g JTRAUm@ndiah sl RheWiBCeHBIRRLA LM LAYRon device,

nmodul'e. 3. The nobile comunication device according
mopigorcangi ganirol plipl eeragowpni bi rgplatiov eracedsed thonemmbinication
LLeritry. adapted ;to interrupt operations of the .
mofit M PSSR 8 BGale HeaBRahTiosPiSsdhe bPSarions when
unauthansed sQiviiies.are detected, wherein the security processor monitors, controls,

and overrules the operations af system level.

2. The mobile communication device according to claim 1, wherein the security
processor comprising:

an encryption and decryption module;

a compression and decompression module;

an echo canceling module;

a configurations and settings module; and

an interface adaptation layer module.

3. The mobile communication device according to claim 1, further comprising an
overruled control circuitry adapted to interrupt operations of the communication module

to denial unauthorized transmissions.



13 4. The nobile comuni cati on device according to
claim1l, wherein the communication nodule conprises a
Bl uetooth transmtter and receiver. 5. The nobile
comuni cation device according to claiml, wherein the
conmuni cation nodule is W-Fi enabled. 6. The nobile
communi cation device accordiBg to claiml, wherein the
comuni cation nodul e conprises a GSM nodule. 7. The
nobi | e communi cati on devi ce according to claim 1,

whergj n e, overruling of the operations is cajried .
4but'ﬁ(%ﬁ%agﬁofgmﬁﬁnﬁ?ﬁ%}iQ%ﬂxhd Pvawgeg)t fi8ug N%@em the
CORQMITLIEHL A ki 0din] el Ahipkiee sar [8lu sle b G taashitterddhdVERIE
COVMUNI CATI ON DEVI CE PROTECTI ON SYSTEM AND METHOD
5ABSTRACT [0038] The present invention provides a
5.MbiITR GRPMNIEAKARESY T E& AV diﬁg APPULEAL ] OQherein the
processor, and a conmmuni cati on nodul €, wherein’a
cogumnigilioatiognlews Wh-Fapeabheat nobi | e comuni cati on devi ce
is executed by the application processor and 10
communi cated via the communi cati on nodul e. The device
6.conihes @sobile s eommuhafdo CRSsRr adghagihedid la@NNECtvhbRin the
the a Plicatioq prqcessor and the conmuni cati on
COHW&WW%JOWﬁ@dgééWPPPvﬁﬁﬁgﬂé§§6Wk?s operabl e to take
control of the application processor and the
conmuni cation nodul e, and nonitor all executable
7. operlde ingdle sampheiotion Kevieoarmoniinato damdgwiieecianie overruling

of ONE" 51}&3%0%1 iEXGHHLe guto RETAT E‘e%%tmggutilgrizieg dd(,ﬁtﬂ%%g etﬁirou gh the

communication module are detected.
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10 unaut hori zed. When a communi cation with other
nobi | e conmuni cati on device is established, the
security processor encrypted and decrypted

comuni cation signals of the comuni cation. A method
of providing secure comuni cation to the nobile
comruni cation device is al so provided herew th.

20[ 0039] FIG. 1 for publicati®h.

MOBILE COMMUNICATION DEVICE PROTECTION SYSTEM AND
METHOD

ABSTRACT

[0038] The present invention provides a mobile communication device having
an application processor, and a communication module, wherein a communication with
another mobile communication device is executed by the application processor and
communicated via the communication module. The device comprises a security
processor adapted to connect to the application processor and the communication
module, the security processor is operable to take control of the application processor
and the communication module, and monitor all executable operations on the mobile
communication device and overrule an executed operation when it is detected
unauthorized. When a communication with other mobile communication device is
established, the security processor encrypted and decrypted communication signals of
the communication. A method of providing secure communication to the mobile

communication device is also provided herewith.

[0038] FIG. 1 for publication,



