WO 2018/017168 PCT/US2017/027221

110

ENVIRONMENT
y— 100
CO[')VI'E';‘IJ;'ENG STORAGE
. DEVICE
N\ 140
/
/
\ o _J
USER
112
SERVER
120
o N comm A
DATA DECRYPTION 104— | KEY PROVISION MODULE
MODULE 122 132
A
KEY DATABASE
ENCRYPTION/ 134 KEY
DECRYPTION 1 MGMT
SYSTEM A SYSTEM
131
121_\< DATA ENCRYPTION KEY STORAGE >f
MODULE CoMM MODULE
126 106—~ 136
KEY POOL 127 KEY POOL 137
A A
y COMM Y
QUANTUM ENGINE 108— QUANTUM ENGINE
128 138

FIG. 1



PCT/US2017/027221

WO 2018/017168

2/10

¢ 'Old

202
< 1S3N03d
|age Aoy
‘(eyeq)ouz v
— —
%4 2
22— 30IA3A
leqe Aay
‘(eyeq)oug X4
< 1s3ano3y

/oﬁ

30IA3d
ALIIND3S

N 8cr
ANIONT WNLNYND Alqv INIONT NNLNYND
Y ove Y
700010¥d
TT NOILNgldL1sIa 72T
100d ATY INNLNYND 1004
802 [ A3 v0Z [ A3
AIA A AIA y
NIV.LEO—A ’ NIVL80~—A 2
9eT 927 31NAon
ITNAON IDVHOLS AN A.q NOILJAYONI VL1va
902
0Lz N%M._WMM.A_UWMV_ 1S3N03M | N91Z VLIVA LdANONT
J3avi HONAS ‘¥1Z 138v1 ATM 13D
AN
‘NID
9Z2 A3
anTYLIY 82¢ A3A
Z€T I1NAOIN kv 227 31NAon
NOISINO¥d ATM Aq NOILdAYO3A Y1va
vee mumm v1va LdA¥o3a
/ L1sano3y
o€l
32IA3A
ONIDVYNVYIN
00¢ A -A9M

LININNOHIANT

rAY4



WO 2018/017168 PCT/US2017/027221

3/10

300
¥

START

RECEIVE, BY A SECURITY DEVICE, A FIRST REQUEST TO ENCRYPT DATA
WHICH IS TO BE STORED ON A REMOTE DEVICE, WHEREIN THE FIRST
REQUEST INDICATES THE DATA
302
UPDATE A KEY BASED ON A DYNAMIC KEY REFRESHMENT PROTOCOL
304
DETERMINE A KEY LABEL FOR THE UPDATED KEY
306
ENCRYPT THE DATA BASED ON THE UPDATED KEY
308
TRANSMIT, TO THE REMOTE DEVICE, THE ENCRYPTED DATA AND THE
CORRESPONDING KEY LABEL, THEREBY FACILITATING SECURE ENCRYPTION
AND DECRYPTION OF DATA ON THE REMOTE DEVICE
310

RETURN

FIG. 3A



WO 2018/017168 PCT/US2017/027221

4/10

START

— 320

SELECT A KEY MOST
RECENTLY USED FOR
— AN ENCRYPTION
OPERATION

324

ON DYNAMIC KEY
REFRESHMENT
PROTOCOL?
322

OBTAIN A FIRST NEW KEY FROM A FIRST KEY POOL
332

'

TRANSMIT A FIRST SYNCHRONIZATION REQUEST TO A KEY-MANAGING DEVICE,
WHICH CAUSES THE KEY-MANAGING DEVICE TO OBTAIN FROM A SECOND KEY
POOL OF THE KEY-MANAGING DEVICE A SECOND NEW KEY WHICH IS THE SAME
AS THE FIRST NEW KEY, WHEREIN THE FIRST NEW KEY AND THE SECOND NEW
KEY ARE OBTAINED BASED ON A SAME METHOD
334

!

OBTAIN A FIRST NEW KEY LABEL FOR THE FIRST NEW KEY, WHEREIN THE FIRST
NEW KEY LABEL IS THE SAME AS A SECOND NEW KEY LABEL OBTAINED FOR
THE SECOND NEW KEY, WHEREIN THE FIRST NEW KEY LABEL AND THE SECOND
NEW KEY LABEL ARE OBTAINED BASED ON A SAME ALGORITHM
336

RETURN

FIG. 3B




WO 2018/017168 PCT/US2017/027221

5/10

340
'

START

RECEIVE A SECOND REQUEST TO DECRYPT ENCRYPTED DATA, WHEREIN THE
SECOND REQUEST INDICATES THE ENCRYPTED DATA AND THE KEY LABEL
342

L]

TRANSMIT A THIRD REQUEST FOR THE UPDATED KEY, WHEREIN THE THIRD |

REQUEST INCLUDES THE KEY LABEL
344

L]

RECEIVE THE UPDATED KEY
346

L]

DECRYPT THE ENCRYPTED DATA BASED ON THE RECEIVED UPDATED KEY
348

RETURN

FIG. 3C



WO 2018/017168 PCT/US2017/027221

6/10

r—— 400

START

GENERATE, BY A QUANTUM ENGINE OF A COMPUTER SYSTEM, ONE OR MORE
KEY SEQUENCES BASED ON A QUANTUM COMMUNICATION WITH A QUANTUM
ENGINE OF A KEY-MANAGING DEVICE
402

L]

STORE, BY THE COMPUTER SYSTEM, THE GENERATED KEY SEQUENCES IN A
FIRST KEY POOL OF THE COMPUTER SYSTEM
404

L]

STORE, BY THE KEY-MANAGING DEVICE, THE GENERATED KEY SEQUENCES IN |

A SECOND KEY POOL OF THE KEY-MANAGING DEVICE
406

L]

GENERATE, BY THE COMPUTER SYSTEM, A FIRST KEY LABEL FOR A
RESPECTIVE KEY SEQUENCE IN THE FIRST KEY POOL BASED ON A
PREDETERMINED ALGORITHM
408

L]

GENERATE, BY THE KEY-MANAGING DEVICE, A SECOND KEY LABEL FOR A
RESPECTIVE KEY SEQUENCE IN THE SECOND KEY POOL BASED ON THE
PREDETERMINED ALGORITHM
410

RETURN

FIG. 4



WO 2018/017168 PCT/US2017/027221
7/10

— 500

START

RECEIVE, BASED ON A DYNAMIC KEY REFRESHMENT PROTOCOL, A FIRST
SYNCHRONIZATION REQUEST WHICH INDICATES A FIRST KEY OBTAINED FROM
A FIRST KEY POOL
502

v

OBTAIN A SECOND KEY FROM A SECOND KEY POOL, WHEREIN THE SECOND
KEY IS THE SAME AS THE FIRST KEY, WHEREIN THE FIRST KEY AND THE
SECOND KEY ARE OBTAINED BASED ON A SAME METHOD
504

v

OBTAIN A SECOND KEY LABEL FOR THE SECOND KEY, WHEREIN THE SECOND
KEY LABEL IS THE SAME AS A FIRST KEY LABEL OBTAINED FOR THE FIRST KEY,
WHEREIN THE FIRST KEY LABEL AND THE SECOND KEY LABEL ARE OBTAINED
BASED ON A SAME ALGORITHM
506

v

STORE THE SECOND KEY AND THE SECOND KEY LABEL, THEREBY
FACILITATING SECURE ENCRYPTION AND DECRYPTION OF DATA ON A REMOTE
DEVICE
508

RETURN

FIG. 5A




WO 2018/017168 PCT/US2017/027221

8/10

— 520

START

RECEIVE A REQUEST FOR THE SECOND KEY, WHEREIN THE REQUEST
INCLUDES THE SECOND KEY LABEL
522

v

RETRIEVE THE SECOND KEY FROM A DATABASE ASSOCIATED WITH THE
COMPUTING SYSTEM BASED ON THE SECOND KEY LABEL INCLUDED IN THE
REQUEST FOR THE SECOND KEY
524

L]

RETURN THE RETRIEVED SECOND KEY
526

RETURN

FIG. 5B




WO 2018/017168 PCT/US2017/027221

9/10
DISPLA
610
/ OPERATING SYSTEM
/ 616
/ \
// [ CONTENT-PROCESSING
y SYSTEM
COMPUTER SYSTEM 600 }/ 618
4 3
COMMUNICATION MODULE
r ‘ / 620
PROCESSOR / {
602 /
\ KEY-SELECTING
MODULE
' N\ m
MEMORY STORAGE {
604 DEVICE
\ 608 KEY LABEL-MANAGING
MODULE
QUANTUM ENGINE \ | 624
606 . \
\ \ ENCRYPTING/DECRYPTING
\ MODULE
\ 626
\ \
\ KEY-GENERATING
\ MODULE
N \ 628
\
\ VERIFICATION
\ MODULE
KEYeB%ARD \POINTING \ { 630
= DEVICE \
614 VoS
\ N
\ DATA
632

FIG. 6



WO 2018/017168

10/10

PCT/US2017/027221

QUANTUM KEY DISTRIBUTION APPARATUS

700

COMMUNICATION UNIT
102

ENCRYPTING/DECRYPTING
UNIT
108

KEY-SELECTING UNIT
704

KEY-GENERATING UNIT
710

KEY LABEL-MANAGING UNIT
106

VERIFICATION UNIT
12

FIG. 7




