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Method and Apparatus for Interrupt Communication 

in a Packet-Switched Computer System 

5 Background of the Invention 

10 

15 

This invention describes a method and apparatus for communicating asynchronous inter~ 

rupt events as from interrupting sources to interrupt handler targets across a packet-switched 

interconnection network in a uniprocessor or multiprocessor computer system. The interrupt 

events are executed as low-latency, deadlock-free, non-blocking interrupt transactions from inter-
. . 

rupting sources such as an J/0 device or a processor, to interrupt handler targets such as another 

process~r .. 

Typically, I/O devices have dedicated and persistent circuit-switched interrupt signals, and 

it can be quite complicated to communicate them in packet-switched interconnects. In a conven­

tional memory subsystem, for example, interrupt capability is achieved by hardwiring interrupt 

wires between the interrupting devices and the interruptees (the devices being interrupted). Bach 

of these wires is unique and unchangeable. once the system is built. 

Typically. the sender of the interrupt in a packet-switched interconnect needs to know the 

20 sizes of receive queues in the respective interrupt handlers (and in conventional systems, such 

queues have a depth of only one, meaning that an interrupt handler can accept only one interrupt 

request at a time). This requires advance set-up of the system and inhibits flexibility in the design 
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once the system is implemented, particularly with the use of hardwired interrupt connections. 

Conventional interrupt transactions typically take considerably more clock cycles to exe­

cute than do data transactions, because the software code path of the interrupt handler must be 

involved in the interrupt transactions. Hence, packet-switched interrupt transactions that cannot 

be delivered in a lossless interconnect (e.g., because the destinations are busy handling other 

interrupts) can end up remaining in a queue in the interconnect for a long time and block all trans­

actions behind them (the Head Of Line (HOL) effect). Solving this problem is a challenge to 

present-day systems. because there is also a potential for deadlock when interrupt completion is 

conununicated with a transaction that is (or might be) blocked behind other transactions 

In order to solve this problem, many mechanisms can be employed. each of them being 

quite complex. For instance. the interconnect can allow other transactions to bypass a blocking 
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1 interrupt transaction; however, this can cause the system to come to a halt (a situation known as 

"live lock"), since there is nothing quenching the source of the interrupts. 
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Alternately, the source can be told how many total interrupt transactions it is allowed to 

send, and it can flow control the interrupt transaction as a special case. This requires the inter­

rupter to have knowledge of the interrupt handler's queue sizes, and further requires some form of 

dynamic feedback when the destination queues are full, all of which adds to complexity 

Typically, when an I/O device interrupts with its persistent single-wire interrupt, only a 

single bit of information is carried to the interrupt handler, namely the interrupt level. The inter­

rupt handler then has to poll all the possible I/O devices to see which one interrupted. This 

increases the latency of handling an interrupt, to as high as many microseconds. It would be pref­

erable to provide a system where the interruptee is immediately infonned of which device has 

inteITUpted, to decrease the turnaround time of the interrupt operation. 

Interrupt mechanisms utilizing hardwired interrupt lines suffer from inflexibility in a num-

ber of ways. They cannot be modified to redirect the interrupts to different slaves without a hard­

ware redesign. In such systems, the relative priority between interrupts when multiple 

interrupters are present is for the sam~ reason not easily altered, and as a result there is the 

decided disadvantage that the designer must try to imagine all possible priority conflicts in 

20 advance, and then design those decisions into the hardware. For instance, an engineer might have 

to decide to take all Ethernet inteITUpts before any disk interrupts. when in some cases this may be 

desirable. As more interrupt devices are available, the priority problem becomes quite difficult, 

tending to suppress the number of cases that can be handled with any degree of reliable predict-

25 ability and inhibiting any modifications or scalability of the system. 
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Another problem with hardwire interrupt mechanisms is that they do not accommodate 

different types of subsystems. For instance, one subsystem might have the capability of generat­

ing more than one outstanding intenup~ Le. generate a second interrupt before the first one has 

been acknowledged, while others can send only ·one. Similarly, some slave devices are able to 

accept only one interrupt, and others can accept many. In current systems, these different charac-

teristics need to be known in advance and accommodated in the design. For devices that can han-
-

dle only one interrupt. for example, a queue can be established; but its size must be detennined in 

advance, and the interrupting devices would have to have knowledge of it. 

A further difficulty presented by conventional interrupt mechanisms is that simultaneous 



- 3 -

1 interrupts between two devices. or an interrupt sent to a device that already has a pending slave 

request, can result in deadlocks. For instance. device A might send an interrupt to device B, and 

vice versa, at virtually the same time. In prior systems. device B will cease execution of its other 

operations and wait until its interrupt from A is cleared, and vice versa; but if neither A nor B can 

5 clear the interrupt coming from the other. a live-lock (or deadlock) occurs. A system is needed for 

resolving this type of deadlock, particularly in light of the increasing of nwnbers of potential 

interrupt devices in today's systems. 

10 

15 

Systems using hardwired interrupt mechanisms further suffer from perfonnance due to the 
requirement that an interrupt destined for a particular device must go to that device and to no 

other, regardless of how busy that device may be. This is a bottleneck th_at can seriously inhibit 

performance of the entire system, particularly where the interrupter and interruptee being bogged 
down are important devices, such as a processor and a disk drive upon which other operations 

must wait. A mechanism for rerouting interrupts to other devices would be extremely useful in 

such situations. 

A new system is therefore needed that provides flexible interrupt capability with the abil­

ity to assign relative interrupt priorities in software, and that accommodates different types and 
characteristics of interrupting devices and intenuptees. Also needed are mechanisms for avoiding 

20 and/or resolving deadlocking, and for decreasing latency of interrupts. 

Sununaty of the Invention 

A new architectural solution is presented, for mapping circuit-switched interrupt signals 

25 from T/O devices to packet-switched interrupt transactions. In a conventional circuit-switched 

system, and interrupt vector is sent with infonnation (e.g. the address) of where to access the 

desired service routine, or else the interrupter must be polled for that infomiation; by contra.st, in 
the present system, an interrupt request packet is sent essentially simultaneously with but sepa-
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rately from the interrupt requests paclc.Ct, and the interrupt handler can receive the necessary infor­
mation and data to inunediately begin processing the interrupt request. 

To accomplish this, the architecture of the present invention uses a centralized system con­
troller or interconnect (SC) that acts as an intermediary between interrupting devices and interrup­

tees, and keeps track of the numbers of interrupts that each interruptee can handle, being sure 

never to send more than the allowed maximum. 
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1 The system controller also detects potential deadlock situations, and can send negative 
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acknowledgments to the interrupters. which then wait a random amount of time before regenerat­

ing their interrupts. The randomness of the wait period makes it highly unlikely that the two 

interrupting devices will collide again when they regenerate their interrupts. The SC can queue 

up incoming interrupts, so that multiple interrupt transactions can be sent to one or more destina­

tion interrupt handlers, without the interrupters knowing in advance the sizes of the receive 

queues in any interrupt handler. 

The SC can dynamically retarget an interrupt based on available space in the interrupt 

handlers, by keeping track of the multiple receive queues of the interrupt handlers of the potential 

interruptees. Accordingly. the interrupt source does not need to know in_ ·advance which interrupt 

handler should ~ive a given interrupt packet. The retargeting capability also reduces interrupt 

completion latency. 

Applicant has designed a new transaction flow control system, described herein and the 

subject of applicant•s copending U.S. patent application, "Method and Apparatus for Flow Con­

trol in a Packet-Switched Computer System" by Ebrahim et al., Serial No. 08/414,874, which is 

designed to be used in conjunction with applicant's new UPA Architecture as described in detail 

in another of applicant's U.S. copending applications. entitled •'Packet-Switched Cache Coherent 

20 Multiprocessor System .. (also by Ebrahim et al .• Serial No. 08/ ). A queuing system for 

outgoing master transaction requests utilizing a class concept is described in another of appli­

cant's copencling U.S. applications, entitled "A Parallelized Master Request Class Structure for 

Interfacing a Processor in a Packet Switched Cache Coherent Multiprocessor Systemu (also by 

25 Ebrahim et al., Serial. No. 08/414,763). All of these applications were filed with the United States 

Patent Office on filed March 31, 1995, and are incorporated herein by reference. The present 

application is a continuation-in-part of application Serial No. 08/414,874. 
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In the flow control system of the parent C474) application, HOL-type blocking by an 

interrupt transaction could conceivably' increase the latency of all subsequent data transactions in 

the outgoing master queue, which could diminish the performance of a computer systei:n. 

Accordingly. the interrupt control method of the present invention makes a special exception for 

interrupt transactions to cleanly avoid the HOL blocking problem, as well as all deadlock and live . 

lock conditions. To accomplish this, the interrupter is NACK'ed if the SC cannot deliver the 

interrupt transaction. Upon receiving a NACK, the interrupter removes the interrupt transaction 
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1 from its outgoing queue, and issues it again after waiting a random (or pseudorandom, i.e. wi~in 

certain bounds) interval of time. No state is left in the SC for the NACK'ed transaction, and the 

interrupter is solely responsible for retrying it. 

By the use of the SC. a given interrupt transaction cannot block any other transactions. In 

5 addition. a dedicated input queue at the slave interface of the interrupt handler is provided. specif­

ically for receiving interrupt transactions, which ensures that the interrupt transaction -- once it 

has been delivered to the interrupt handler - does not block other data or control transactions 

received at that slave interface while the interrupt transaction awaits its turn in the interrupt input 
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queue, thus removing all potential deadlock conditions. This also enables interrupt transactions tO. 

be flow controlled separately and independently from data transactions, ~hich maximizes system 

performance. 

There are no memory model semantics associated with interrupt transactions, nor are the 

messages in the interrupt data packet constrained by any memory model. Hence the delayed retry 

of the interrupt transaction by the interrupter, especially when it is a processor generating the 

interrupt to another processor, does not violate any processor memory models. 

To decrease the latency of handling an interrupt. the system in its preferred embodiment 

provides a large data packet (64 bytes) along with the interrupt request transaction. This data 

20 packet can carry both interrupt priority information and device-specific identification information 

to the interrupt handler. The data packet can also be used to opaquely transfer state information 

back to the interrupt handler from the J/0 device to accelerate the time it takes to handle the inter­

rupt {"opaquely" in the sense that the SC does not need to read or understand the contents of the 

25 state information). This state infonnation can be as simple as index information into an array in 

the interrupt handler, or as complex as an actual function call pointer for the specific interrupt 

handler for the interrupting device that the interrupt handler can jwnp to. 
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The system controller of the invention can be used in connection with single-wire inter­

rupters, which conventionally have relative priorities assigned one a wire-by-wire basis. The cur-

rent system can assign be configured in hardware or software to assign relative interrupt priorities 

to such incoming interrupt requests, and thus allows the interrupt requests to be sent immediately 

by any intenupter, leaving the priority decisions to the system controller. 

The interrupt mechanism of the invention is scalable, thereby tending to minimize latency 

of the last interrupting device when several devices are interrupting, by way of contrast with large 
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1 or maximally dimensioned interrupt systems. 

The present invention employs a method and apparatus for determining the total queue 

sizes of all the queues in the system. and in particular the interrupt queues in interruptible devices, 

at initialization time, and for permitting a master (e.g. a processor) to send a number of interrupt 

5 requests only to the extent of that total. The SC is connected between one or more masters (e.g. 

microprocessors) and the slave devices, which may be 1/0 units, disk drives, memory, etc. The 

SC includes a request queue for each master, and each master includes a counter indicating the . 

number of outstanding interrupts from that master to the controller. 
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The controller avoids issuing any interrupts downstream when the respective counter irtdi­

cates that the corresponding interrupt queue downstream is full. When an interrupt is cleared, the 

relevant counter is decremented to indicate the availability of a place in the interrupt input queue. 

The present system allows a simple, flexible design to be used, which is easily scalable 

and variable with the numbers and characteristics of interrupters and interruptees, and avoids the 

problems presented by hardwired interrupt mechanisms. The slave interrupt queues can be mini­

mized in size as desired for price/performance considerations and desired bandwidth, without fear 

of losing any transactions due to smaller queue sizes. 

Additionally. a variety of systems ranging from smallfmexpensive to large/expensive sys-

20 terns can be designed from the same modular CPU and I/O interfaces by simply down- or up-seal-

ing (-sizing} the respective queues and buffers in the SC. as desired. Since the SC controller is 

custom-designed to accommodate a given set of masters and slaves with a given range of queue 

sizes, the masters and slaves needn't be redesigned at all. Because the SC is relatively inexpen-

25 sive, a number of dllferent SC designs can be utilized without appreciably raising the cost of the 

system -- which would not be the case if the processors and slave devices needed modification. 
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Scalability is facilitated by not requiring the interrupter to have any knowledge of the 

queue depths of the various interrupt handlers, nor how many interrupt handlers there are in the 

system. Instead, the packet-switched interconnection network keeps track of the queues in all the 

interrupt handlers as described below. and can either dynamically re-target the interrupt to an 

interrupt handler whose slave input queues are not full, or NACK the interrupter if the specified 

target is busy. This presents decided advantages over dedicated single-wire interrupt architec­

tures, where the interrupt line may be shared by multiple interrupting devices; and where, if it is 

hardwired to a specific processor. no flexibility is provided for load balancing and retargeting, 
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1 which are essential aspects of scalability. 
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However, such architectures using dedicated hardwired interrupt lines can be coupled to 

the apparatus of the present system, providing greater ~exibility by allowing the use of older, 

extant apparatus ina system providing the interrupt control of the present invention. 

Brief Description of the Drawing§ 

Figure 1 is a block diagram of a preferred embodiment of a computer system incorporat- . 

ing the present invention. 

Figure lA is a block diagram of a more generaliud embodiment of a computer system 

incorporating the invention. 

Figure 2 is a more detailed diagram of a portion of the system shown in Figure 1. 

Figures 3A-3B together constitute a fl.ow chart illustrating a generalized implementation 

of transaction fl.ow control in a system according to the invention. 

Figures 4-7 are block diagrams illustrating transaction flow control for different types of 

transactions in a system according to the invention. 

Figure 8 illustrates an exemplary data structure for an interrupt request of the invention. 

Figure 9 is a block diagram illustrating interrupt transaction control-according to the 

20 invention. 

Figure 10 is a flow chart depicting a method of interrupt transaction control of the inven-

ti on. 

Figure 11 is a block diagram illustrating the use of the invention with a hardwired inter· 

25 rupting device. 
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Description of the Preferred Embodiments 

The method and apparatus of the invention are directed specifically to interrupt handling 

in a uniprocessor or multiprocessor system. The interrupt transaction control of the invention 

works in a manner consistent with the apparatus and method of transaction flow control as 

described in the parent ('474) application mentioned above, but includes special features directed 

particularly to interrupt events, and the specific rules and method for interrupt transaction flow 

·control for the master interface are different from the rules for data transaction flow control. 

Thus, below the generalized method and apparatus of transaction flow control are first described 
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1 in Section 1 (in connection with Figures 1-7), followed by a discussion in Section 2 of the specie.I 

features of interrupt transaction control (in connection with Figures 8 et seq.). 

Section 1. General Transaction Flow Control Method and Apparatus 

5 Figure ·1 is a top-level block diagram of a computer system 10 in which the present inven-
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tion is realized. 'This diagram relates to a specific implementation of applicant's new Ultrasparc 

Architecture, which is described fully in the document UPA lmerco11nect Architecture, by Bill van 

Loo, Satya Nishtala and Zahir Ebrahim. Sun Microsystems, Inc. 's internal release version 1. 1 of 

the UPA Interconnect Architecture has been submitted as Appendix A to a related patent applica-

tion by applicant. entitled "Method and Apparatus for Flow Control in a Packet-Switched Com­

puter System", by Ebrahim et al. That patent application, filed in the United States Patent Office 

on March 31. 1995, describes many of the broader features of the UPA architecture. and is incor-

porated herein by reference. 

The generalized transaction flow control method uses a new system interconnect architec­

ture and concomitant new methods for utilizing the interconnect to control transaction requests 

and data flow between master devices and slave or memory devices. 

In Figure l;the system 10 includes a UPA module 20 and an interconnect network or 

20 module 25, which in different embodiments of the invention may or may not be connected to the 

data path. The UPA module may include such devices as a processor 30, a graphics unit 40, and 

an J/0 unit 50. Other units may be included, and act as the master units for the purposes of the 

present invention. A master interface is defined as the interface for any entity initiating transac-

25 tion requests; examples of such masters are a CPU making memory requests, or an J/O channel 

and bridges making DMA requests. 
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In general, in this application a master is exemplified by a processor. However, a master 

may be any transaction-requesting device, whether or not it includes a microprocessor. Similarly, 

a ••slave" refers herein to any device that can accept a transaction request, including both memory 

and non-memory devices, etc .• and including devices such as processors and 1/0 controllers that 

may themselves act as masters. 

For the purposes of this invention, a "transaction" may be defined as a req~est packet 

issued by a master. followed by an acknowledgment packet (not necessarily a full packet, depend­

ing upon the chosen implementation) from the recipient immediately downstream. There may or 



- 9 -

1 may not be a data transfer accompanying a request packet, and the data transfer may either occur 

on the same set of wires as the request packet, or on separate datapath wires. This is described in 

greater detail below in connection with Figures 4-7. 

· A UPA port 60 couples the module 20 to a system interconnect controller (SC) 70, which 

5 is in turn coupled to one or more slave interface(s) 80. The slave interface may be an interface for 

memory (such as main memory). an I/0 interface, a graphics frame buffer, one or more bridges to 

other interconnection networks, or even a CPU receiving transactions to be serviced. In general; 

any device that accepts transaction requests for servicing may be given a slave interface 80 in 
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accordance with the invention, such as conventional memory device(s) 85 and/or standard I/O 

device(s) 95. 

In a preferred embodiment, the system controller 70 and UPA interface 60 are carried on 

the main processor chip, and the slave interface is on the motherboard, though many variations 

are possible. More generally, each master (whether a processor or some other device) has a UPA 

master interface, and each slave includes a UPA slave interface. The system controller in each 

case resides with the system. 

A datapath crossbar 90 is also included in the interconnect module 25, and is coupled to 

the slave interface(s), the system controller 70, and the ports 60. The datapath crossbar may bes 

20 simple bus or may be a more complicated crossbar. (The UPA ports 60 may be configured as part 

of either the UPA module 20 or the interconnect module 25.) The datapath unit 90 is used to 

transmit read and write data in a manner to be described below. 

One or more conventional memories or other data storage devices 85 and one or more 

25 input/output (J/O) devices 95 forming part of the system 10 are provided for us~_r interface. data 

output, etc.; these various slave devices may include RAM, ROM, disk drives, monitors, key­

boards, track balls, printers, etc. They are coupled into the interconnect module 25 via the slave 

interfaces 80. The "slave" designation means in this case only that such devices accept requests 
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from one or more processors and fulfill those requests. · 

The interconnection network may in general take the fonn of a number of different stan­

dard communication topologies that interconnect masters and slaves, such as a poi~t-to-p~int link, 

a single bus or multiple buses, or switching fabrics. The interconnect may employ any of a num­

ber of conventional mechanisms for switching the transaction request to a slave using one or more 

signal paths, and the switching may be based either on the addressing information contained in 
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the transaction request packet, or on another protocol not necessarily dependent on the contents of 

the request packet. There may be any amount of buffering, or no buffering, in the interconnect. 

The preferred embodiment(s) of the invention shown in Figure 1 (and Figure lA; see dis­

cussion below) has a centralized controller that connects to all masters and all slaves. and conse­

quently has complete visibility to system request and data traffic. An alternative embodiment 

involves the use of distributed controllers. in which case it is desirable to maintain visibility, and 

in certain designs a maximum-capacity queue size may be needed. 

Figure lA shows a more generalized block diagram of a system according to the present 

design. Here, there are multiple masters (three exemplary masters Ml-M3 being shown). These 

masters may act in certain circumstances as slaves. For instance, if Ml is a processor and M3 is 

an I/O controller. then M3 will often act as a slave to Ml, as in the initialization procedure 

described below. On the other hand, during a OMA (cfuect memory access) operation, the I/O 

controller M3 will act as a master to a memory device, such as any of one to many of memories 

represented as Ml ... M2 in Figure lA. 

Slave devices S 1 ..• S2 (which may be one, several or many slave devices) are also pro· 

vided. and the masters, memories and slaves are coupled via a system controller 75 in the same 

fashion as the system controller 70 is coupled to the master and slave(s) in Figure 1. The SC 75 is 

20 coupled via a datapath control bus 77 to a datapath crossbar (or interconnect) 92, as with the data­

path crossbar 90 in Figure 1. The control bus 77 will typically be much narrower than the system 
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or data buses; e.g. in a preferred embodiment of applicant's system, the datapath is 72 or 144 bits 

wide, while the SC datapath control bus may be only 8 bits wide. 

& indicated above, the SC 15 has complete visibility to all masters. slaves, and memory. 

The system controller need not be on the datapath, but should have control over and visibility to 

the datapath. 

The SC, masters. memories and slaves in Figure lAare interconnected by address/control 

(Nctrl) lines as shown, which may be unique (dedicated, point-to-point links) address/control . 

lines or may be bussed together. Data may also be bussed or switch-connected. Address/control 

and data lines/buses may share the same links, such as by providing shared address/data buses . 
. 

A boot PROM 94 is connected by a bus to the I/O controller M3, which reads it upon start-

up to initialize the system in a conventional manner (e.g. to initialize the CPU, registers, etc.), and 

in addition to initialize the queues, registers and counters of the present design. The initialization 
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1 procedure is described in detail below relative to Figure 4. 

Figure 2 illustrates an interconnect module 100 in a specific implementation where two 

master interfaces (or "masters") 110 and 120. a single system controller (SC) 130, two slaves 

interfaces {or "slaves") 140 and 150, and a datapath crossbar 155 are used. There may in princi-

5 ple any number of masters and slaves. The masters may be any of the interfaces discussed above, 

or in.general any devices or entities capable of issuing transaction requests. 
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Each slave 140 and 150 includes a slave queue (160 and 170, respectively) for receiving· 

transaction requests. The maximum sizes of these slave queues are represented by values in port 

ID registers 180 and 190, respectively. 

Masters 110 and 120 include data queues or buffers 115 and 125,' and slaves 140 and 150 

include data queues or buffers 185 and 195. whose functions are described in detail relative to 

Figures 6 and 7 below. The maximum sizes of the slave write data queues 185 and 195 are also 

represented by values in port ID registers 180 and 190, respectively. In the special case where 

there is a one-to-one corre$pondence to a request queue entry (e.g. 100) and a data buffer in the 

write dat.a queue (e.g. 185), with the write data queue being maximally dimensioned to hold an 

entire packet (i.e. dimensioned such that it can hold the largest contemplated packet size), then the 

queue size in 180 can be represented by a single number. 

In Figure 2 the slaves 140 and 150 may be any of the slave devices described above with 

respect to slave 80 in Figure 1, and in particular slaves 140 and 150 may represent any number of 

memory or non-memory slave devices. 

25 Initialization Ooeration 
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The basic steps that take place at initialization include: 

(1) detennine the sizes of the respective receive queues of all the slaves coupled to 

the system; 

(2) store the sizes of the slave receive queues in registers within the system con-

troller; 

(3) determine the sizes of the system controller's receive queues; and 

(4) store the sizes of the system controller receive queues in predetennined regis­

ters in the master(s). 

Thus, ·at system initialization, the initialization software reads the contents of the size 
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1 fields for the request queue and write data queue in each slave, and then copies these values into 

corresponding fields inside the configuration (config) register 200 of the SC 130. 

This applies to all of the input request queues (discussed below) shown in Figures 6 and 7, 

namely the PREQ, SREQ and INT_ request input queues. (The interrupt request queue and inter-

5 rupt operation are. as noted, discussed in detail in Section 2 below.) There is a separate config 

register, or field within such a register, correlated with each ofthese queues; and there is a sepa­

rate value in an ID register in each slave indicating the respective values of these queues. In addi­

tion. there is a separate counter in the SC to keep track of the number of pending requests in each 
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of these queues. The operations of these elements is described below .. 

In one embodiment. the values in ID registers 170 and 180 (representing the slave queue 

sizes) are stored in separate fields in configuration ("config") register 200 of the SC 130. In adcli-

tion, the values of the SCID registers 255 and 265 (representing the SC queue sizes) are stored in 

config registers 270 and 280. respectively, of the master interfaces 110 and 120. 

Alternatively, config register 200 may be replaced by a separate configuration register for 

each UPA port implemented in the given SC. In this case, there would be two separate config reg­

isters, one for each of slaves 140 and 150. 

The masters 110 and 120 also include transaction request output queues 290 and 300. 

respectively, which are used to queue up transaction requests from each of the master interfaces to 

the SC 130. Each master 110 and 120 has a counter (310 and 320) used to track the number of 

pending transaction requests, as described below. 

The SC 130 is provided with output queues 210 and 220 and associated counters 230 and 

240. respectively, whose operation will be described below. 

The SC 130 also includes an SC instruction (or transaction request) queue (SCIQ) for each 

master, so in this case there are two SCIQ•s 250 and 260. Associated with each SCIQ is an SCID 

register. namely registers 255 and 265. respectively, containing a value representing the maxi­

mum size of the associated SCIQ. 

The circuitry for carrying out the operations of the SC is indicated by SC logic module 

245 in Figure 2, and may include conventional hardwired and/or software logic for carrying out 

the necessary functions. For instance. an ASIC may be provided for carrying out the transaction 

request handling, queue control. numerical comparisons and counting, etc. that are used in the 

invention. Alternatively, a general purpose processor could be used, configured (such as by pro-
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1 gram instructions stored in an associated conventional memory, e.g. ROM or RAM) to execute 

the functions discussed herein. 

Many combinations of standard hardware and software are possible to execute these func­

tions in the system controller; and the same is true of the functions carried out in the slave devices 

5 (see slave logic modules 142 and 152) and the master devices (see master logic modules 112 and 

122). Here, the logic modules represent all of the circuitry. programming, memory and intelli­

gence necessary to carry out the functions of the invention as described; assembling the hardware 

and software to do so is a matter of routine to one skilled in the art, given the teaching of this 
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invention. (Where a master device is a processor, the logic for implementing the present inven­

tion can of course be made up in large part of the processor itself and.the instructions it executes.) 

The particular implementation of these logic modules, and the extent to which it is represented by 

software or hardware. are widely variable and thus shown only in block fonn in Figure 2. 

The initialization sequence will now be described with reference to Figures lA and 2 (for 

the architecture) and Figures 6-7 (for the flow control of the initialization sequence). The instruc-· 

tions for the initialization sequence are stored in nonvolatile memory, in this embodiment in the 

boot PROM 94. The processor Ml has a fixed address to the boot PROM 94, and accesses it by a 

read request over address/control line Nctrl-1 to the SC 75. The SC sends the request via the 

datapath control line or bus 96 (which may be an 8-bit bus) to the datapath crossbar 92. which in 

turn accesses the I/O controller M3. The I/O controller thus acts as a slave to the processor Ml in 

this operation. 

(It should be noted throughout the present description that for the sake of clarity split 

address and data. buses are asswned and illustrated; however, the present invention is equally 

applicable to systems using shared address/data buses.) 

The I/O controller M3 accesses the boot PROM 94 to read the code for the initialization 

sequence, and sends it via line A/ctrl-3 to the SC 75, which sends it on to the processor Ml. 

In Figure IA. the SC 75, masters Ml-M3, slaves Sl-S2 and memories Meml-Mem2 

include the config registers. counters, SCID registers, ID registers, master queues, SCIQ's, and 

slave queues as depicted in Figure 2; however, for the sake of clarity these elemen~ are n?t shown 

in Figure 1 A. 

Once the processor M3 has retrieved the initialization sequence instructions from the boot 

PROM 94, they are executed. The first operation is to read the ID registers of the memories and 

·. 
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1 slaves. These ID registers. as described above with respect to Figure 2, contain the values of the 

respective slaves' instruction queues and write data queues. The flow control sequence that is fol­

lowed for this read operation follows that described below for the Slave Read Flow Control in 

Figure 6, the data from the ID registers being retrieved via a data bus (or datapath) 715. 

5 
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The ID register values are written to the config registers (such as config register 200) of 

the system controller (15 in Figure lA, 130 in Figure 2). As discussed above, there is one config 

register per slave, or at least one field in a config register for each slave. The flow sequence fol­

lowed for this write operation is as discussed below relative .to Figure 7. The J/O controller for 

the system is used for this purpose. Thus. assuming in Figure 7 that for this operation the slave 

710 is the IJO controller, the master (ln this case. a processor) 700 causeS the SC 720 to write the 

ID register values from each slave to its own config registers. In each case. the respective ID reg­

ister value is stored in a buffer of the processor (master 700 in Figure 7 or master Ml in Figure 

!A). and this value is passed to the system controller to the J/0 controller (slave 710 in Figure 7 or 

mast.er/slave M3 in Figure IA). which then writes it right back to the system controller via the 

datapath provided for that purpose (data bus 715 in Figure 7). 

The next step ht the initialization procedure is to read the sizes of the receive queues of the 

system controller (e.g. the SCIQ's 0 and 1 shown in Figure 7 or SCIQ's 250 and 260 in Figure 2). 

The receive queue sizes are stored in the SCIO registers (see registers 255 and 265 shown in Fig­

ure 2). This read operation is executed using the I/O controller of the system, resulting in the 

mast.er/processor storing the SC receive queue values in a buffer or preassigned register. 

Finally, these SCIQ sizes are written into the master config registers (such as 270 and 280 

25 in Figure 2). If the system is a uniprocessor system, then this amounts the processor writing the 
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SCID values to its own config register and to the config registers of other devices that can act as 

masters. If it is a multiprocessor system, then one processor acts as a master and writes SCIO val­

ues to both its own config register and to those of the other processors. 

General Operation of Flow Control 

Below is a generalized description of transaction request How control in the present inven­

tion, followed by a more specific description of the preferred embodiment of the invention includ~ 

i.ng details as to the initialization sequence and fl.ow control for specific types of transaction 

requests. 
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After initialization of the config register 200 in the SC 130 and the config registers 270 

and 280 in the masters, normal operation of the system 100 can commence. During operation, the 

SC maintains in its config register 200 a copy of the respective values of the slave ID registers 180 

and 190, and hence "knows" the maximum number of transaction requests that each slave inter-

5 face can handle in its slave request queue (160 or 170), and the maximum amount of data that can 
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be held in its slave data queue ( 185 or 195). At any given time, the counters 230 and 240 store the 

number of pending transaction requests in the corresponding slave request queue, and the size of 

the pending store data in the slave store data queue. Unissued transaction requests may in some 

circumstances be stored for the slaves 140 and 150 in output queues 210 and 220, which may be 

arbitrarily large, and in particular may be larger than the SCIQ's 250 an4 260. In other circwn­

stances, requests remain enqueued in corresponding SCIQ's. 

When a master, e.g. master interface 110, has a transaction request to issue, it first com­

pares the value in its counter 310 with the value in the config register TIO. If the counter value is 

less than the config register value, then the request may be issued. The request is sent from the 

master's output queue 290 to the SCIQ 250, and the counter 310 is incremented by one. 

The SC 130 then determines to which of the two slaves 140 and 150 the transaction 

request is destined, and checks the counter for that queue. For instance, if slave 140 is the desti-

20 nation for the transaction request, then the SC 130 checks the counter 210 and compares the value 

stored there with the value in the config register 200 corresponding to the ID register 180. If the 

counter 230 value is less than the value stored in the config register. then the SC 130 issues the 

transaction request and increments the counter 230. Otherwise. the transaction request is main-

25 tained in the output queue 210. (In some transactions related to ordering constraints for transac­

tions for different requests from the same master, it may be desirable to leave the request in the 

SCIQ250.) 

30 

35 

Assuming the transaction request is issued in this example. then the SC 130 sends a signal 

to the master 110 to this effect (upon completion of the transaction, e.g. the transfer of data) and 

removes the transaction request from its input queue 250 (upon sending of the reply). The master 

110 accordingly decrements its counter 310, which enables it to issue an additiona_l pencJ.41g trans­

action request. If the counter 310 was at its maximum (indicating that the SCIQ 250 was full), the 

decrementation of the counter 310 allows room for a single additional transaction request from 

the master 110 to the SC 130. If the counter 310 was not at its maximum value, then the decre-
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1 mentation of the counter 310 simply adds one to the number of transaction requests available to 

the master interface 110. 

The output queues 210 and 220, which may be arbitrarily large in size (and in particular 

may be much larger, if desired, than SCIQ's 250 and 260 and slave input queues 160 and 170) are 

5 preferable but not necessary to the operation of the present invention. If separate output queues 

are not kept for the two slaves (queue 210 for slave 140 and queue 220 for slave 150). or if order­

ing constraints for the master prevent the use of both queues 210 and 220, then the transaction · 

requests stored at queues 250 and 260 must wait until the respective destination slaves can accept 
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them before being cleared out of their queues. 

Such ordering constraints in the system may be global ordering requirements. That is, in a 

particular system it may be required that a pending transaction in queue 210 from master 110 

(intended for slave 140) be processed before a succeeding transaction from master 110 intended 

for slave 150 can be processed. 

Aside from such an ordering requirement. or assuming the pending transactions in SCIQ's 

250 and 260 are from different masters, then either of these queues 250 and 260 can release a 

request for either slave 140 and 150 via the SC output queues 210 and 220, thereby allowing an 

increase in throughput. For instance, a slave 140 request in SCIQ 260 can be sent to SC output 

20 queue 210 even jf slave 140 is full (i.e. its input queue 170 is full), and a succeeding sla\re 150 

request from SCIW 260 can then be sent to slave 150. If the SC output queues were not provided, 

then the slave 150 request would have to wait for slave 140 to clear before· being issued. The SC 

output queues thus provide truly independent operation of the two slave interfaces. 

25 The SCIQ's 250 and 260 are independent of one another, as are the master interfaces and 
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their respective counters. Thm, the SC 130 is configured to handle a predetennined number of 

requests from each of the masters, with the number of requests that can be accepted from each 

master being independent of the other(s); that is. the sizes of the SCIQ's are independent of one 

another. In addition, it is possible that an individual master may be capable of multiple requests 

independent of others from that master, so the request queue 290 (or 300) and corresponding 

SCIQ 250 (or 260) can in each case be split into multiple queues. 

Any master can request transactions to any slave via the SC, for any selected number of 

master and slaves. The SC will typically be an ASIC configured for a given system with a prede­

termined maximum number of master and slave interfaces. Since it is a relatively simple and 
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1 inexpensive ASIC (by comparison with the system as a whole), it provides great flexibility and 

economy by allowing designers to easily configure different SC's at low cost for different sys­

tems, each one tailored to the specific needs of that system. 

The logic for the carrying out of the invention is provided by hardware/finnware logic of 

5 the SC ASIC and the master and slave interfaces. and by program instructions stored in memory 

85 of the system, as shown in Figure 1. Alternative embodiments may implement the logic in · 

other fashions. e.g. by providing memories and general purpose processors to carry out any of the 

steps executed by the master interfaces, system con_tr~ller and slave int~~rfaces of the preferred 
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embodiment of this invention. 

Operatiot1 Q.f tile System Cotitroller 

Referring now to Figures 3A-3B. at initialization (box/method step 400) all UPA port ID 

registers (e.g. the slave ID registers 180 and 190 in Figure 2) are read, and their contents are writ­

ten into the appropriate fields in the SC config register 200 (or into separate, dedicated config reg­

isters, as discussed above). The separate fields in a single SC config register embodiment is more 

likely to be used when the UPA (slave) J>or'tS are configured with a PROM instead of a port ID 

register. In the present application, whenever fields of the config register are referred to, it may be 

20 taken alternatively to mean separate config registers. and vice versa. 

25 
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At box 410. the master registers are now initialized. which involves reading the SCID reg­

isters 255 and 265 and writing the SCIQ sizes (stored in those registers) in the respective config 

registers 270 and 280. 

Since at start-up the config registers 200 fields and the config registers 270-280 must allow 

at least one transaction apiece (to read thcir corresponding ID.registers 180-190 and 250-260, 

respectively), they are initialized to a value of "l '' to begin with, to "bootstrap" the start-up. 

Then. when the read-ID-registers transaction requests are issued, and the counters are decre­

mented, the requests will be allowed. (H the config registers were all at 0, no transactions would 

be allowed.) Upon the reading of the respective ID registers, the config register values are 
replaced with the correct values. i.e. the actual sizes of their associated ID registers. 

At box 420, it is determined whether a new transaction request is pending in one of the 

masters, e.g. the master 120. If not, the procedure stops at box 422 (but may recommence at box 

420 at any time that a new transaction request is made). 
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1 At box 424, if the pending transaction request is for a read operation, then the system 

determines whether the master read data buffer (discussed in greater detail below) for the master 

interface is ready to accept data, i.e. whether there is sufficient room in the master read data buffer 

to receive the data to be reaci. If no~ then the system waits as at box 426 until the master read data 

5 buffer is ready. Note that a write operation need not be held up during a wait period for a read 

operation, but may proceed independently; and vice versa. 
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For a write operation, the system detennines whether the data to be written to one of the· 

slaves via a slave interface or memory is in fact ready for writing in (transmission to) a master 

write buffer. If not, again at box 426 a wait period is executed. until the data item is ready for 

writing. 

When either the read or the write operation is ready for execution as far as the master 

interface is concerned. then at box 430 the system tests whether the value of the master counter 

(in this example, counter 320) or equal to the value stored in the config register, i.e. the size of the 

associated SCIQ 260 (as originally provided by the SCID register 265). (The master counter 

should never be able to exceed the value stored in the config registers. but in case it did this could 

be taken into account by using a"~" instead of"=::!' in the comparison test.) If the counter has not 

issued requests equal to the total SCIQ 260 size, then this test will be false e.nd the method pro-

ceeds to box 440. 

If the counter value has reached its maximum allowable value, then the transaction request 

will not be passed on to the SC. and the method proceeds to box 500. In this case. the transaction 

request pending in the master interface is required to wait (box 510) until a complete-transaction 

25 signal has been received from the SC before it can be issued. In a preferred embodiment, this 

complete-transaction signal takes tJte form of an S_REPLY signal. discussed in detail below with 
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respect to Figures 4-7. 

When this complete-transaction signal is received by the master interface 110 (box 500), 

the master intexface decrements the counter associated with that SCIQ (box 530) and proceeds to 

the step at box 440. 

At box 440, the counter 320 is incremented by one, and at box 450 the tr~sactio~ request 

is sent by the master to the SC. Thus, the counter 320 now reflects the sending of one (or one 

additional) transaction request. 

It will be appreciated that boxes 420-450 and 500-520 all relate to method steps that are 
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l carried out by or in the master or master interface, such as master interfaces 110 and 120. It will 

be seen below that boxes 452-458 and 462-490 (i.e. almost all of Figure 3B) relate to method 

steps carried out in or by the system controller (SC). Boxes 460 and 495 relate to the method 

steps of reading and writing data as appropriate. 

5 The SC is provided with intelligence and/or logic (hardware and/or software) to detennine 
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whether it has a transaction request pending in its request receive queue (such as SCIQ's 250 and 

260). If so, then at box 452 the transaction request at the head of the queue is examined to deter­

mine which slave is intended as the recipient for the request. This queue control and recipient 

determination is carried out in a conventional manner. 

At box 454 (Figure 3A). the method determines whether the pending operation is a mem­

ory operation or a non-memory slave operation. If it is a memory operation, then at box 456 the 

method determines whether the recipient memory is valid, given global or other ordering con­

straints. 

Some such possible constraints relate to delaying the processing of a memory or slave 

request by a given master until any requests to any other memory or slave, respectively, by that 

same master are resolved. That is. from a given master, e.g. master 1. a series of transaction 

requests to slave 1 may issue. and then a transaction request may be issued for slave 2. A pre~ 

ferred embodiment of the present system ensures that all of the pending slave 1 requests (from 

master 1) are completed before the new slave 2 request is executed. This ensures any slave 1 

action upon which the new slave 2 transaction might rely will have taken place. Thus. strong glo­

bal ordering of transaction requests from a given master with respect to requests issued to differ­

ent slaves is maintained .. This is aecomplished by requiring the master to await a signal called 

S_REP from slave 1 before issuing the slave 2 request, discussed below. 

In other systems, it may be preferable to allow master 1 to freely issue multiple request to 

slave 1 without awaiting an S_REPLY (transaction-complete) signal from slave 1. Even in such 

systems, there may be ordering or other constraints upon transactions that Can temporarily disal· 

low given memories or non-memory slaves from accepting certain transactions, either of prede­

termined transaction types or from particular masters, or both, or for some other reasons. 

If for any of these reasons the recipient memory is not valid or available at this time, then 

at box 458 the method waits until the memory is valid and available. 

If the recipient memory is valid, then at box 460 the data is read or written to/from mem-
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1 ory as required, and the S_REPLY (transaction complete) signal is sent, as described in greater 

detail below. 

If the pending transaction is a non-memory slave transaction, then at box 462 the method 

determines which slave is to receive the request. At box 464, it is detennined whether the recipi-

5 ent slave is a valid recipient at this time, given the ordering or other constraints mentioned above. 
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If not. at box 466 the method waits until the slave is valid. 

Once the slave is valid for this transaction, then the transaction request is moved into the 

corresponding SC output queue (SCOQ) 210 or 220. 

If the pending transaction is a slave write transaction, than at this time {box 470) the SC 

enables the datapath 155 via a datapa~ control signal, and the master (~hose transaction is pend­

ing) is then able to move the data through the datapath to the appropriate slave input queue (185 

or 195). The SC then sends its transaction-complete (S_REPLY) signal to both the master and the 

slave (see discussion below relative to Figure 7). 

At box 475, the SC 130 then checks the counter for the recipient slave, e.g. counter 240 if 

slave 150 is the destination for the pending transaction request. If the counter equals or exceeds 

the value in the config register (i.e. the size indicated by the ID register 180 or 190, which were 

read at initialization). then the request is not yet allowed. In this case. then steps 530-550 are fol-

lowed (essentially identical to steps 500-520), until a free line opens up in the destination slave 

queue to receive the transaction request. 

If the appropriate counter (230.or 240) has not reached its maximum allowed value, then 

it is incremented by one (box 480). and the transaction request is sent to the recipient slave (box 

25 490). 
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If the pending transaction is a slave read request then at this point (box 495) the read oper· 

ation is initiated. When it is complete, the slave sends a P _REPLY to the SC, and the SC sends 

S_REPLY's to both the requesting master and the recipient slave. See the discussion below relat­

ing to Figure 6 below for details about the transaction and data flow for slave read requests. 

At this point, the method then proceeds to box 420 in Figure 3A, i.e. it is detennined 

whether another transaction request is made. 

The flow chart of Figures 3A-3B does not necessarily indicate a strictly linear sequence 

with respect to different transactions (though for a given transaction the flow is linear); e.g. in pre­

ferred embodiments a transaction request can be allowed to issue from one of the master inter-
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1 faces even as another transaction request is issued by the SC to a slave interface. Other types and 

degrees of parallel operation may be implemented. 

Flow control. 

5 Figures 4-7 illustrate how flow control takes place in the present invention for each of four 
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different types of transactions: 

Figure 4: read operation from memory (i.e. where the slave interface is a memory 

interface; 

Figure 5: write operation to memory; 

Figure 6: read operation from a device other than memory; and 

Figure 7: write operation from a device other than memory. 

Other operations, such as cached read transactions (which involve the snoopbus, not a 

focus of the present invention) are possible, but these will suffice to illustrate the features of the 

present invention. 

In Figures 4 and 5, for the sake of simplicity the queues and registers illustrated in Figure 

2 are not shown. but should be understood to be included in both the master interfaces (UPA 

ports) and system controller, in essentially the same configuration as in Figure 2. Thus, the trans-

20 action control described above with respect to Figures 2 and 3 is accomplished also with respect 

to Figures 4-5, as well as 6-7. 

However, the memory banks shown in Figures 4 and 5 need not include slave queues· as 

shown in Figure 2, nor does the system controller in Figure 4 need to include a config register and 

25 counters as in Figure 2; rather, conventional flow control as between a read- or write- transaction 

requesting device and memory may be utilized, and 'Yill be implementation-specific. Many stan­

dard designs that ensure that read and write requests· are properly meted out to the memory banks 

will be appropriate. In this example, steps (boxes) 470-490 and 530w550 in Figures 3A~3B are 
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replaced by equivalent steps for control of read and write transactions to and from the memories. 

In Figure 4, a specific embodiment of an interconnect module 600 is illustrated, where 

memory banks 610 ... 620 are the slave devices, with a total of m memory banks being indicated 

by the subscripts (0) ... (m-1). 'I)lere are likewise multiple master interfaces (UPA ports) 630 ... 

640, in the present example 32 master interfaces being indicated by the subscripts 0 ... 31. A data­

path crossbar 625 couples the memory banks to the UPA ports in a conventional manner. 
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1" As a rule. in this operation the order of reception of the transaction requests will be the 

order of reply by the slave interfaces. 

In general in Figures 4-7. the order of events is indicated by the circled event numerals 1, 

2, 3 and 4 (with accompanying arrows indicating the direction of data or signal flow), as the case 

5 may be for each figure. With the exception of the fact that the memories in Figures 4 and 5 do not 

include the slave queues and ID register of the slaves shown in Figure 2, the following description 

of data flow with respect to Figures 4-7 should be understood to include the steps described with 

respect transaction request control (see Figures 3A-3B). Thus, for each request issued, the appro-
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priate counter consultation, incrementation and decrementation is carried out to determine that the 

request is sent at an appropriate time. The respective queues are also ha#idled as appropriate. 

Memorv Read Requests: Figure 4 

This read request example assumes that data is coming from memory. and not, e.g., from a 

cache. Snoop operations on the snoop bus shown in Figure 4 are not in consideration here. 

Event 1: When a UPA master port such as post 630 has a reaci-from-memory transaction 

ready. and the master counter is not at its allowed maximum (see box 430 in Figures 3A-3B). the 

read transaction is issued on the UPA_Addressbus from UPA port 630 to the system controller 

650. This is indicate by the event 1 (P _REQ) along the UPA_Addressbus 660 in Figure 4, with 

the direction of the inf onnation indicated by the arrow. i.e. from the port to the SC. 

Event 2: The memory cycle [i.e. RAS (read-address-strobe)/CAS (column-address-strobe) 

. request issuance] is issued over memory control bus 670 to the memory banks 610 •.• 620. See 

25 vent 2 ("~S/CAS") along bus 610. 
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Event 3: The datapath is ·scheduled by a signal along the datapath control bus 680. and 

data items are accordingly delivered from memory to the datapath crossbar 625 via a memory 

databus 690 and UPA databus 700. 11ris fulfills the read request. 

Memory Write Requests: Fjgure 5 

Figure 5 depicts the same circuit as Figure 4. but the flow is different because it relates to 

a (non-cached) write operation instead of a read operation. Event 1 is the issuance of the write 

request along the UPA address bus 660. 

In event 2, the datapath control signal over the bus 680 is sent to enable the datapath cross-
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1 bar 625. Also, an S_REPLY is sent over bus 710 by the SC 650 to the UPA port 630 to source the 

data after the de.tape.th is scheduled, and the data items are sent from the UPA port 630 to the date.­

path crossbar over data bus 700. Here, they are buffered, in preparation for forwarding to the 

memory banks. At this point. the counter in the UPA port is decremented to show that another 

5 transaction request is available to the system controller. 

IO 
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In event 3, the memory banks are enabled via bus 670 using RAS/CAS signals. and data 

items are sent via bus 690 to the memory banks. This completes the write operation. 

The foregoing methc>d ensures that no write request is issued until the write data are ready. 

E.g., if the databus 695 is 144 bits wide, but the bus 690 is 288 bits wide, the data words are buff-

ered in the crossbar, assembled into 288-bit blocks, and then written to ijiemory. 

Slave Read Requests: Figure 6 

Figure 6 illustrates a read sequence to a slave device other than memory, and is similar to 

Figure 2, but for this example a single master interface 710 and a single slave interface 720 are 

used, coupled by a system controller 720 and a datapath crossbar 730. 

Event 1 indicates the issuance of a read request P _REQ on UPA address bus 740 to SC 

720. 

Ixi event 2, the SC 720 sends the P _REQ on bus 750 to the slave interface 710. To do this, 

if there are several slave interfaces, the SC must first decode the address to ensure that the P _REQ 

goes to the correct slave interface. Event 2 infonns the slave interface to prepare the data to move 

through the datapath. 

25 When the data items are ready, then event 3 takes place, namely the sending of a 
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P _REPLY from the slave 710 to the SC 720 over bus 760. 

In event 4, a series of steps are executed to cause the master interface to receive the data: 

SC 720 schedules the datapath 730, and issues an S_REPLY over bus 770 to the master interface 

700. Jn addition, the SC issues the S_REPLY over bus 780 to the slave 710, to drive the data, 

when it is ready, on the slave's UPA databus 790 via the datapath and over the databus 800 to the 

master interface 700. 

Slave Write Requests: Figure 7 

Figure 7 shows the identical apparatus as Figure 6. but illustrates a write sequence from a 
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1 non-memory slave interface to a master interface. This sequence ensures that data cannot be 

transferred until the data queue PREQ_DQ of the slave interface 710 has sufficient space. 

In Figures 6 and 7. both a transaction request counter 810 and a data queue counter 820 

are shown in the SC 720. These are counters to determine how full the PREQ queue and 

5 PRBQ_DQ queue (slave output data queue) are, respectively. If these two queues are of different 

sizes, then their associated counters 810 and 820 are of different sizes. If these two queues are the 

same size, then a single counter may be used in the SC to monitor how full both queues are. 
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Event 1: The first event of the write operation is that a P _REQ is_ issued by the master 

interface 700 to the system controller 720 over bus 740. 

Event 2: In event 2, the SC issues the P _REQ over bus 750 to the slave interface 710. The 

P _REQ includes sufficient words to infonn the SC how much data is being written. As mentioned 

above. the slave data queue counter 820 is used to track how full the data queue PR.EQ_DQ is. If 

the PREQ_DQ queue is too full, then the write transaction must wait. 

The data queue PRBQ._DQ may be the width of one word (e.g. 16 bits) or a block (e.g. 64 

bits). Multiple transfer sizes are thus supported in the current system. Possible queue organiza-

20 tions include the maximum capacity per request, or some fraction of the maximum capacity per 

request, e.g. the 64-bit and 16-bit examples cited above. 

If the queue PRBQ_DQ is sufficiently available, then the write operation may proceed. 

Further in event 2, the SC schedules the datapath 730 with a datapath control signal "DP ctrl0
, and 

25 issues an S_REPLY to the master interface over bus 770 to drive the data on its data bus 800. In 

addition, the SC issues the S_RBPLY over bus 780 to tell the slave interface 710 to receive the 

data over its data bus 790. 
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The transaction is complete as far as the master interface is concerned once it has received 

the S_RBPLY and the data has been transferred over the bus 800 to the datapath crossbar 730. 

Thus, at this point, even though the slave interface may not yet have received the data, the master 

interface is prepared for an additional transaction. 

Since the address and data paths are independent, the request pack.et (which includes the 

destination address) and the corresponding data may be forwarded in any order to the slave port. 

That is, the data might actually arrive at the input queue PREQ_DQ before the P _REQ arrives at 
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1 the queue PREQ of the slave. If this happens, the data will have to wait until the P _REQ arrives, 

so that the slave can determine the destination address for the data. Alternatively, of course, the 

P _REQ may arrive first, and the data second, in which case it can immediately be written to the 

destination address specified by the P _REQ. 
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Event 3: Once the slave has cleared the requested data from its data queue and the transac-

tion request from its input queue, it issues a P _REPLY over bus 760 to the SC, indicating that it is 

ready for another transaction. The SC decrements its counters 810 and 820 accordingly. The · 

transaction is now complete from the SC's point of view; i.e. there are no more actions to be taken 

by the SC. 

Transaction Ordering 

The transactions herein are any type of request by a master device or module (hardware. 

software, or a combination). These include read-data transfers, write-data transfers, etc., which 

must be connected with the read and write replies. That is, for example, each write request is log­

ically linked to write data (i.e. data to be written). While in the foregoing description the ordering 

of data transfer has been assumed to be governed by the order of write requests, other possibilities 

exist. 

For instance. a link between a write request and the write data may be accomplished by 

assigning tokens to each write request and its corresponding data. The tokens would then be used 

to inform the system controller and processor of the completion of a given write request; that is, 

the write data carries its toke., along with it, and when it is received the write request having the 

25 associated token is known to be complete. Such a system requires token match logic to locate the 
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associated tokens. The token system can be applied to the system controller operation described 

above for any transactions requested by a master, and frees up the ordering requirement of trans-

. action request vis-a-vis completion of the requests; that is, read and write transactions may be car­

ried out in an order other than the order in which they were issued. 

In any case, for each transaction there will be a corresponding reply by the system control­

ler, whether or not there is a data transfer. As a general matter, the order of even~ for v~ous 

transactions will be: 

Read from slave: read request--> slave read reply--> read data transfer (optional) 

Write from master: write request--> SC write reply--> write data transfer (optional) 
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l Write from slave: (write request/write data transfer, in either order)--> slave reply when write 
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data is consumed 

Thus, the present system is adaptable to many different ordering schemes, or indeed to 

schemes such as a token system where no particular ordering is required. 

Section 2. Interrupt Reqµest Control 

Interrupt requests from an interrupter to a UPA port are handled by the packet-switched· 

system discussed above. The interrupter generates an interrupt transaction request packet 

P _INT_REQ which is issued to the SC, along with a 64-byte (or other desired size) block of data 

to be delivered to the destination, i.e. the device to be interrupted. The ~terrupt request 

P _INT _REQ (which may also be referred to as "the INT request") may be sent by J/O devices. 

asynchronous event/error reporting processes, or by any other device or process capable of gener­

ating interrupts in a conventional manner. 

The INT requests are sent by the intemlpter to a central resource (here, the SC). which for­

wards them at an appropriate tinle tO an interrupt handler UPA port, i.e. an interface that is pre­

configured to handle incoming interrupts. It is an important feature that the intenupters can freely 

send out interrupts to the SC. which takes on the tasks of routing the interrupts and determining 

whether the targets are available to receive them, an then responding accordingly to the inter­

rupter. While the SC is carrying out these functions, the interrupter can continue to execute other 

functions. including unloading its own incoming interrupt data or accepting new interrupts. 

A method for handling interrupts that are improperly transmitted to a port that is not con-

25 figured as an interrupt handler is described below. In the preferred embodiment of the invention, 
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an interrupt can.not be sent to oneself, i.e. to the same device or process that generated the inter­

rupt. 

A data structure 1000 appropriate for implementing the interrupt request P _INT _REQ is 

illustrated in Figure 8. The packet shown carries an interrupt target ID 1010, a transaction type 

1020, a class 1030, a parity :field 1040, and other fields 1050 as desired. 

The interrupt target ID 1010 may be a physical address or may be a master ID maintained 

by the system controller. A device may have a single target ID, or it may have several. In the lat­

ter case, the target device preferably includes a table in memory or a set or registers (or register 

fields) storing information correlating the interrupt sources and their corresponding target DYs. 
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1 For example, for an 1/0 device this information is written into a set of interrupt configuration reg­

isters contained in the master-interface logic that interfaces the I/0 device to the SC. (Other infor­

mation may also be written in the configuration register. such as interrupt priority level for the 

device, opaque information for the benefit of the interrupt handler, etc.) 
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A. !nterruvt Transaction Control: A1,paratus 

Figures 9 and 10 illustrate the apparatus and method for handling interrupts according to· 

the invention. In Figure 9, two devices 1and2 (designated by reference numerals 1060 and 

1070) are shown. Device 1060 may be a conventional processor 1080, havirig associated I/O 

device(s) 1090 arid memory 1100, and being coupled to a master interfa~ ll°IO and a slave inter­

face 1120. The master interface 1110 includes input and output data queues 1130 and 1140 cou­

pled to a data bus 1150 and datapath crossbar 1160, and further includes a transaction request 

output queue 1170 coupled to system controller 1180. 

The slave interface 1120 similarly includes a data output queue 1190, as well as an futer­
rupt data input queue 1200 to receive the aforeinentioned 64-byte data packets transmitted along 

with the INT requests, and a request data queue 1210 as described in Section 1 above. The slave 

interface 1120 additionally includes PREQ and SREQ queues 1220 and 1230, and an interrupt 

request input queue 1240 (labeled PINT_RQ). 

Device 1070 may be a device similar to or <lifferent from device 1060. For purposes of 

illustration, a device is shown which is identical to device 1060, though it should be understood 

that any device incorporating the features of the invention may be used. Thus, device 1070 com-

25 priseS a conventional proceSsor 1250 with associated I/O 1260 and memory 1270, and includes a 

master mterface 1280 and a' slave interface 1290. The master interface 1280 includes input and 
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·output data queues 1300 and 1310 coupled to data bus 1320, which in turn is coupled to the data­

path crossbar 1160. M!lSter interface 1280 also includes one. or more output request queues 1330, 

as described in Section 1 (see particularly Figures 2 and 6-7). 

The slave interface includes an input data queue 1340, an interrupt input data queue 

(PINT~DQ) 1350. and a transaction request data queue (PREQ_DQ) 1360. In addition. it 

includes a PREQ and SREQ queues 1370 and 1380 and an interrupt request input queue 

(PINT _RQ) 1390. 

The system controller (SC) 1180 includes one or more input request queues (SCIQ) 1400 
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1 (one corresponding to each master queue 1170), and one or more output request queues (SCOQ) 

1410 (one corresponding to each slave coupled to the SC). As described in Section 1 above. each 

SCIQ 1400 has an associated SCID register 1405 identifying its capacity, and each SCOQ 1410 

has an associated counter 1420 for monitoring, under the control of logic 1430 of the SC, the 

5 number of transactions pending at an associated slave's input queue (here, queues 1220. 1230 and 

1240). 
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For the purposes of this Section 2. the output queues associated with queues 1220 and 

1230 are not shown; i.e., for simplicity of illustration, only the output queue 1410 of the SC asso· 

ciated with the P1NT_RQ queue 1240 is shown. 

The SC additionally includes a transaction request input queue {~CIQ) 1440 coupled to 

each master output queue 1330, and an associated SCID register 1445 identifying its size, as well 

as one or more transaction request output queues 1450, one such queue being coupled to each 

slave interrupt request input queue (PINT_RQ) 1390, and counter(s) 1460, with one counter for 

each such output queue 1450 to monitor the number of outstanding interrupt requests to the slave 

interface 1290. 

Again, the output queues associated with PREQ and SREQ 1370 and 1380 are not shown, 

for the sake of more clearly illustrating intenupt handling. 

The features of the apparatus of Figure 9 may be identical to like-labeled and identified 

features in Figures 1-7. Thus. the discussion in Section 1 above applies fully to the apparatus of 

Figure9. 

B. Interrupt Transactio11 Control: Method 

The flow chart of Figure 10 illustrates the method of the invention, which is carried out in 

connection with the apparatus of Figure 9, using interrupt request packets as depicted in Figure 8. 

In _describing this method, it will be assumed that device 1060 in Figure 9 has issued an interrupt 

request to device 1070, and that device 1070 includes an appropriate intenupt handler, i.e. the 

slave interface and associated software_ stored in memory and executed on the processor 1250 to 

execute the required interrupt service routine. Thus, in Figure 9, the dotted lines represent actual 

connections that do not happen to be used for the interrupt transaction under discussion, while the 

solid lines are the connections (lines, buses) used by the particular transaction of the example. 

The nature of the· interrupt transactions themselves may in the present invention be con-
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1 ventional; it is the manner and apparatus for controlling the handling of these transactions that are 

new. Thus, any standard interrupt handlers and mechanisms for performing interrupt service rou­

tines may be used. 

The initialization procedure described in Section 1 is followed with respect to all interrupt 

5 handlers/slaves as well. Thus. each slave includes an interrupt input queue such as PINT_RQ 

1390. and for each such queue 1390 the SC includes a config register (shown in Figure 2, but not 

separately shown in Figure 9), a counter (such as 230-240 in Figure 2 or 1460 in Figure 9). and · 

preferably an associated output queue (210-220 and 1450). INT requests are handled in the same 
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manner as other transaction requests at this stage in the pipeline, i.e. they are queued in the SC's 

output queue. sent to the slave only when the PINT_RQ has space, and tJ:ie number pending in a 

given PINT_RQ is monitored by the count of the associated counter. The size of a given 

PINT_RQ is stored in the associated config register, which is. as described in Section l, written 

with the value from the slave's ID register at the time of initialization. 

Except as specifically noted below. or with respect to interrupt operations that are either 

inherently different from other transaction requests (as discussed in Section 1) or as otherwise 

indicated in this Section 2, the apparatus (and its "operation) for handling the interrupt requests is 

the same as described in Section 1 relative to other transaction request handling. 

20 An interrupt event begins with the issuance of an interrupt request (or INT request) 

P _INT_RBQ by the master, as at step (box.) 1500 in Figure 10. The SC 1180 receives the INT 

request (box 1510), and detennines (at box 1520) from field 1010 (target ID) the appropriate tar· 

get for the interrupt. This is done by SC logic 1430, i.e. circuitry and/or software configured in a 

25 conventional manner for this purpose. 
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At box 1530, the SC 1180 determines by examining its counter 1460 whether the slave 

interface 1290 can accept an 1NT request -- i.e., the SC detennines whether the slave INT request 

input queue 1390 is full. 

In prior systems, only one interrupt at a time can be accepted. The use of the INT input 

queue 1390 allows the interrupted device 1290 to accept as many interrupts as desired, as deter­

mined by the depth of the queue. It may. if desired, still be only one deep, or it may hold many 

INT requests. This allows the interrupt handler to accept INT requests even though they may be 

in the middle of noninterruptible tasks, or processing another interrupt, or sending out their own 

interrupts. This helps increase throughput of interrupts and the system as a whole, particularly 
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1 where there are many interrupts being issued to a given device. 

Assuming at this point that the slave (interrupt handler) can accept a new INT request, the 

method proceeds to step 1540, where the SC issues an acknowledgment S_ WAB (for SC Write 

Acknowledge Block) to the master interface 1110, as illustrated in Figure 9, thus communicating 

5 to the master that the SC was successful in delivering the INT request to the slave. 
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At step 1550, the SC increments counter 1460 to reflect the transmission of the INT 

request to the slave. 

At step 1560, the INT request (P _INT _REQ) itself (see Figures 8 and 9) is forwarded on 

an address bus to the slave 1290, along with an instruction S_SWIB (for SC write interrupt block) 

to the slave to accept the 64-byte interrupt data packet (not illustrated) via the data bus 1150, the 

data crossbar 1160 and the data bus 1320. The datapath crossbar 1160 is enabled by the DP con­

trol (DP ctrl) signal on the line connecting the SC 1180 to the crossbar 1160 at effectively the 

same time as the S_SWIB signal is sent. 

The configuration of the interrupt data packet will be accerding to the needs of the system 

designer. It is highly advantageous to provide this data packet (over the data bus, in the preferred 

embodiment) at effectively the·same time as the INT request itself, since this allows the interrupt 

handler to immediately go about processing the interrupt. without further reads from the interrupt 

20 handler to the interrupter, as has been required in prior systems. For instance. the interrupt data 

packet can include a priority signal, the interrupt vector, necessary actual data the interrupt han­

dler will need (including, e.g., data to be written to memory or cache), the ID of the interrupting 

device, and so on. This helps interrupt throughput and reduces the number of transactions 

25 required by both the interrupter and the interruptee. 
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The·64-byte data packet may be transmitted to the interrupt handler (slave) in the same 

manner as described above in Section 1 for slave write requests, using S_RBPLY's and 

P _REPLY's as shown in Figure 7. 

At step 1570, the SC detennines whether the recipient slave COJ?Jprises a valid interrupt 

handler .. The SC is preconfigured (by logic, memory and/or other conventional means) to be able 

to detennine from the target ID and/or the address of the target what type of devi~ the ~get is, 

such as a processor. If the target of the INT request is not a valid interrupt handler, which incli­

cates an error (such as a programming error), the present system drops the INT request (box 1580) 

-- i.e., it does nothing with it at all -- and nonetheless issues an in!effi!pt acknowledgment 
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1 (P _IAK) back to the SC (see Figure 9), as though the target were valid. (Why a valid P _IAK is 

returned is explained below.) The method then proceeds to step 1630, where the SC decrements 

its slave INT counter 1460, and then to step 1590. which ends the INT transaction (unsuccess­

fully, since an improper target was identified in the INT request). 
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If at step 1570 the target is found to be valid, then the slave removes the INT request from 

its INT input queue (PINT _RQ) 1390 (see box 1600), and executes predetermined steps (stored in 

memory 1270) to unload the interrupt data in its PINT_DQ queue 1340. The interrupt vector ot 

other data with the 64-byte data packet are thus processed, and the slave sends an interrupt 

acknowledgment P _IAK to the SC (box 1620). This ~ a signal to the SC of successful compleM 

tion of the interrupt request. and thus at step 1630 the SC decrements its INT request counter 

1460. and at box 1590 the interrupt transaction is complete. 

Hat box 1530 the target is unable to receive the pending INT request, then the method 

proceeds to step 1640. The typical reason why a target would be unable to receive an INT request 

would be that its PINT_RQ (INT request input queue) is full, i.e. it has received the maximum 

number of INT requests allowed to it by the depth of its PINT_RQ queue without issuing a 

P _IAK. In this case, the SC issues a negative acknowledgment (commonly called a NACK, and 

identified in Figures 9 and 10 as S_INAK) to the master, and the SC drops the P _INT_REQ with-

20 out passing it on to the slave. At step 1650, the master waits a random (or pseudorandom) period 

of time. then proceeds to step 1500 to reissue the INT request. 

Because the master is con.figured to reissue the INT request, no state of the system need be 

maintained by the SC. I.e., once it issues its NACK, it need not retain any ulfonnation about that 

25 INT request or its disposition, which could otherwise require considerable transaction history 

maintenance. 
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The randomness of the period of time that the master waits before resending an INT 

request helps to prevent situations where a given interrupter repeatedly sends interrupts to another 

device. preventing the receiving device from sending its own interrupts (by causing it to delay its 

own interrupts to process incoming interrupts from the first interrupter). ( In this application, 

"random" may be taken to mean either truly random or pseudorandom, i.e. random with ~rtain 

predetennined constraints.) Thus, the interrupter is caused to delay some random period of time, 

and in that period the second device gets a chance to clear the outstanding interrupt(s) and issue 

its own interrupt request. This promotes evenhandedness in the ability of each master to deliver 
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1 interruRts. 

The ability of an interrupted device to unload an INT request from its INT input queue 

during the random retry interval prevents live-lock (also referred to sometimes as deadlock) situa­

tions. For example, if a first processor sends an interrupt that gets NACKed, and had already 

5 received an interrupt request from a second interrupter, in earlier designs, the first processor 

would have to wait until its own outgoing INT request has been successfully transmitted (and 

ACK'ed) before it can process the previously received INT request from the second processor. In 

the system of the present invention, the first processor will receive a NACK for its outgoing INT 
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request, and then can go ahead and process the INT request from the second processor sitting in 

the first processor's input queue. The first processor will send its outgoing INT request again after 

the random wait interval. 

It should be noted that in conventional systems, the sending of an INT request is a multi­

instruction sequence which can't be interrupted, Le. an INT request cannot nonnally be received 

while a processor is in the midst of sending its own INT request. In the current system, by way of 

contrast, the processor can receive as many INT requests as it has spots in its INT request queue. 

regardless of its current operation when those INT requests are received. 

In general. the use of a separate INT request queue PINT_RQ in each interrupt handler/ 

20 slave prevents the blocking of data transactions by INT requests, and reduces latency. 

Returning to the dropping of the INT request at box 1580: if the INT request were not 

dropped, but rather a S_INAK were issued to indicate a failed interrupt attempt, then the master 

would simply wait the random period of time and reissue the improper ~terrupt request. The 

25 dropping of the INT request ensures that it will not be resent. 
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Figure 11 shows a system of the present invention accommodating an intenupting device 

3 which has a single-wire interrupt line. In this case, the system controller is provided with logic 

(which may be software and.far hardware, typically software instructions controlling operation of 

an ASIC or processor, or even finnware) and information necessary to convert the hardware inter-

rupt from device 3 into a packet-switched interrupt according to the invention, and the interrupt 

handler (device 2) can receive the INT request into its receive queue. 

As shown in Figure 11, multiple interrupters and potential interrupt targets are typically 

coupled to the system controller. and at time of initialization the SC reads the INT input queues 

from all interrupt handlers. The SC is configured (preferably by software stored in its memory 
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1 and executed by its processor, but potentially also in hardware) for routing the incoming interrupt 

requests appropriately -- typically by use of the target IDs. 

Additionally, the SC can route the incoming INT request from device 3 in a number of 

alternative ways. For instance, the SC may be configured such that all incoming INT requests 

5 from device 3 (which will typically be one of many possible interrupters connected to the SC) are 

directed to a particular interrupt handler. such as device 2 (which will likewise typically be only· 

one of many interrupt handlers connec~ to the SC). 
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Alternatively. the SC may dynamically retarget incoming INT requests from device 3, on 

order to distribute the INT.requests evenly among available interrupt handlers, to ensure that no 

one interrupt handler becomes overburdened. This can be assisted by the SC keeping a log (using 

conventional tables, memory or the like) of the number and/or time of sending INT requests to all 

of its available interrupt handlers, and thus basing the decision as to the current interrupt handler 

upon the history of past targets. The targets for the incoming INT requests may also be random­

ized, whiCh is another way of ensuring evenness of distribution of the requests. 

A particular application of the foregoing is that a processor can make a software cross call 

directly to another processor in the address field of the call. The cross call goes to the SC, which 

is provided with instructions (stored in its associated memory) and/or logic (including software 

20 end/or circuitry) to generate a processor interrupt pack.et for the receiving processor. The use of 
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the target ID for the receiving processor allows this specific targeting and translation into an inter­

rupt packet, and the procedure for handlfug the generated interrupt/software call is as described 

above. 
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1 What is claimed is: 

1. A method for handling interrupt requests from a first device to a second device via a sys-

tem controller coupled to each of the first and second devices, each said device and the system 

5 controller including a processor and a memory storing instructions for execution by the respective 

processors, the second device including an interrupt input queue for accepting at least one said 

interrupt request, the method including the steps of: 
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(1) generating in the first device an interrupt request; 

(2) receiving an interrupt request at the system controller; 

(3) determining in the system controller whether the interrupt inp_ut queue is full, and if 

not, then: 

(3A) passing the interrupt request to the second device; 

but if so. then: 

(3B) sending the first device a signal indicating non-acknowledgment of the inter-

rupt request. 

2. The method of claim 1. further including, after step 3B, the step of resending the interrupt 

request by the first device after a wait interval. 

3. The method of claim 2, wherein the wait interval is a random time interval. 

4. The method of claim 1 wherein the interrupt request includes a target ID, including the 

step of the system controller determining the destination device of the interrupt request from the 

target ID. 

5. The method of claim 1, including the step of transmitting a data packet to the second 

device including information relating to the processing of the interrupt request. 

6. The method of claim 5, wherein the data packet includes an interrupt vector indicating an 

address for an interrupt service routine. 
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1 7. The method of claim 5, wherein the data packet includes at least one instruction to be exe-

cuted by the second device. 

8. The method of claim 5, wherein the data packet includes a relative priority level for the 

5 interrupt request. 
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9. The method of claim 1, wherein said interrupt input queue is configured for receiving a · 

plurality of said interrupt requests. 

10. The method of claim 1. wherein the second device is configured for continuing processing 

of ongoing operations while receiving at least one said interrupt request. 

11. The method of claim l, including. after step 3A, the steps of: 

detennining in the second device whether it is an appropriate recipient for the interrupt 

request. and if not. then sending a positive interrupt acknowledgment to the system controller. 

12. An apparatus for handling interrupt requests from a first device to a second device. each 

20 said device including a processor and a memory storing instructions for execution by the respec­

tive processors, including: 

a first input queue in the second device for receiving at least one interrupt request; 

a system controller coupled to the first and second devices, including a second input queue 

25 for receiving at least one interrupt request from said first device. a counter for monitoring a num­

ber of interrupt requests present in the first input queue, and logic configured to pass a said inter­

rupt request to said second device only if said. first queue is not full. 
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13. The apparatus of claim 12. wherein the system controller is configured for sending a posi-

tive acknowledgment to said first device if a given said interrupt request is passed to said second 

device and for sending a negative acknowledgment to said first device if said inte:rupt r~quest is 

not passed to said second device. 

14. The apparatus of claim 12, wherein said first queue is configure.cl for storing a plurality of 
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1 said interrupt requests. 
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15. The apparatris of claim 12, wherein said first device further includes a data input queue for 

receiving at least on~ data pack.et correlated with a given said interrupt request. 

16. The apparatus of claim 13, wherein the first device is configured to resend a said interrupt 

request after a wait interval receiving a negative acknowledgment from said system controller. · 

· 17. The. apparatus of claim 16, wherein said wait interval is a random interval of time. 

18. The apparatus of claim 12, wherein the system controller is configured for determining a 

target device of said interrupt requests. 

19. The apparatus of claim 18. wherein: 

a plurality of potential interrupt handlers are coupled to said system controller; 

said system controller is configured for tracking a history of said intemJpt requests sent to 

each of said plW"ality of intenupt handlers: and 

said system controller is configured for selecting a target intenupt handler to receive an 

incoming interrupt request based upon said history. 

20. The apparatus of claim 12. wherein said second device is configured for determining 

·whether it is an appropriate target for a received interrupt request. and if so for sending a positive 

acknowledgment to said system controller. 


