WO 01/ 20451 PCT1GB00/ 03236 1 THREAD LOCKI NG The present invention rel ates
to thread locking in a nulti-threaded environnment, and in particular to
nul ti -t hEB8453bj ect - ori ented systems. 5 Progranmm ng Irﬂéﬁpﬁ ich are
obj ect-oriented and which have a nultj-threading capability are

wel | - known. One exanpl e of such a | anguage is Java (trademark of Sun

M crosystens Inc.). In a nmulti-threaded environnent, threads share the

sane code and nenory. This can CEHREAD LOCKING zation problem and care -
has to be taken to ensure that two threads are not trying to 10 make

changes to the sanme nmenory |location. In order to deal with this problem

Java (and.indeed Tﬂéﬁireﬁnlﬂﬁfveﬁﬁbﬁfélat% foShtead I&&ﬂ%&ﬂ%ﬁﬁlﬁ"—ﬁ%ﬂd&&s that each
obj ect has a |l ock associated wth it. Wien a thread which can cause a

synchr oni satémviropmeit,endiis panicitlay thkmulti-the¢aded objechoriet¢dsystenmshie st at e of
that object's Ilqgk is tested. If it.js lqcked,.t t Qrea its until the
| ock bedones 15 dPEERERNE Fag =ik g iRl SBNETLERER | ocked.
the nmethod igyit¥RkRiing cARHBilN aft WRIEKEBWRO Onk exaBpR| oTlstch 4 hRgh#ifdsi S .
unl ocked. A typical prior art” Java inplenentation is shown sChematically in

Figure 1. Earvh (iradtimarlied|Sunyliscosystems Ixop, Iisgoultirthraadedspaironmentheader
110, 210, 310, and r ective, |l ock bl ock 120, 220, 320. .The rest of the
obj ect {exectaf 83%%%8%?5?6 g%ﬁegngﬁ%etggyon 1 Sa%ﬁ%ﬁﬁa&‘h%‘ﬁ%‘}%% y by the
respective bh@bletn, kil cartiiths to B¢ takeiltd BB thatlvd Biedadd hRGICE tFirg tohown

i mredi ately Tollow ng the header, they could in fact be |ocated anywhere
wi t hi n I0he ompke changgs tp thesrmb mrsrory docation In Dederite deal wath Bijsace within the

exanpl ¢t ho PigBlengFa lhaThBked mETiohiee ohigt CRiBh Al les WCT) ol o
been appl i edgachrbjex0hadd lockassociadéd with it. When a thread which can cause a
synchronisation problem is to invoke a method of an object, the state of that
object’s lock is tested. Ifit is locked, the thread waits until the lock becomes
15 unlocked. If the object is unlocked, the lock is locked, the method is invoked,

and when the method is completed the lock is unlocked.

A typical prior art Java implementation is shown schematically in F iguré '
1. Each individual object 100, 200, 300 has a respective header 110, 210, 310
and a respective lock block 120, 220, 320. The rest of the object {(executable
20 code, data and so on) is shown schematically by the res;iective blocks 140, 240,
340. Althongh the lock blocks are shown immediately following the header,
they could in fact be located anywhere within the object.
Each lock block 120, 220, 320 reserves space within the object which is
used to store locking information about that object, for example the lock status,
- .25 whohasthe l_ock; h_o'w rhi_my times ﬂic ldék has been applied; and so on. Part of
that block is reserved for lock status information which is shown symbolically
in the Figure. The object 100 is never locked, as indicated by the synibol 130,



that block is reserved for |ock status information mh:chkiz shown i cat od
synbol i cal |3e,t he Figure. The object 100 is never |ocke as indicate

by the syr?&%lm@gﬁ, WD 01/ 20451 PCT/ GBOO 03236 2 the obj BEVEBUY3HS

unl ocked, as indicated by the symbol 239, and the object 300 is |ocked, as
I ndi cated by the synbol 330. Wth such an arrangenent, each object needs to
reserve a substaq;ial amount of nenpry space (for exanple 64 bytes),

whet her t he | dkobiect00us pplpcked, as indicatest by ithe symbeh230, land ghe ohjeds3000f

obj ects are be{ g1 e time, the aggregate anount of
menory that ngée%gk%%agéﬂdrqgis{gr egwf r Q%% S can be large. This poses a

probl em parti cul ar Withiwheantdiangéen] eahiobfdcefleeds 6 ssaRici aSsubSiafi§alused in an
enbedded environnent, such as within a nmobile _tel ephone, where nenory

space may be SB\NALYLmemory gpace (for exampleiod bytes), wheshes he :co_@k izmzlw mhi ch
rTectivaly’ st Btnd Whetrs 186 RubBt cblcH ar BOME el €ip i A3y, sea.

effectively anmobunts to an ther "or .
According to the tipres therdggrepatnam mmtfolﬂgfemdéjzﬂﬁtﬁwdiﬁdbar@t}mcfoﬁfock,@l ect
locking in a nultisthreadjng, object-based processing system conprising
stori ng 15 | Sﬁbﬁ&"gﬁfﬁqﬁﬁ’%ﬁﬁrﬂ?@ legn P%ﬂéerlbmhe&thapbﬁcmtym ocati on, t
and nmai nt ai ni ' WReP e ] AL ' points to
t he nenory Io?g‘%?%tﬁ% B%ﬁlgstorl ng tf%%%%‘%g [ n#g’%ggﬁﬁg'}enp%@é’t%gfey from
the | ocked objeephonenwheneymerhoryispatd may baseveeely hipiitede NotlogBsisipace needs to

b i ntad ned f locking information within the object itself; instead,
space nelfis t BTOULSITOPISEY YBICRNRE IS¢ tmeryed forghelagks faves, taatgenctat i,

al t hough not frboti ) SRRARY etfer ' {fh the
obj ect gwi | bgﬁgf??%gfg&m‘/’oe}yd%i chﬁ?’a}sn stor eaaaé&h par t%g?P#Este&g%a}Mgtct itself.
used.

According to the present invention there is provided a method of object
locking in a multi-threading, object-based processing system comprising storing
15 locking information for a locked object at a memory location, and maintaining a
pointer associated with the locked object which points to the memory location.
By storing the locking information separately from the locked object,
memory utilisation can be improved. Less space needs to be maintained for
locking information within the object itself; instead, space needs to be provided
20 merely for a single pointer. Typically, although not necessarily, the memory
space that is associated with the object will be a single word which is stored as
part of the object itself.
Preferably, the object may be unlocked by resetting the pointer (for
example by changing its value to zero) and releasing the memory location for
25 other uses. In one embodiment, a certain section of memory may be reserved
exclusively for locking information; alternatively, in another embodiment, any

memory that is released may be made available for the storage of other data that



Preferably, the object may be unl ocked by resetting the pointer (for
exanpl e by_changing its value to zero) and releasing the_nenory | ocation
for 25 otﬁ@?mﬁggg. In one enbodi ment, a certain sectionf6fC F? may be
reserved exclusively for |ocking infor ion; alternatively, in another
enbodi ment, any nenory that is released may be nmade avail able for the

storage of other data that WO 01/ 20451 PGI/ GB00/ 03236 3 may be required by

t he executi ng gy br sequirsd bytheexacuting applicgtiomenory | ocation conprises a
conti guous nenory ' the individual blocks making up a contiguous
| ock pool. The i nvéﬁ{’-ﬁ%ﬁ,’hﬁ‘#ﬁ@ﬂg\?m@g g%a'émt %°’%P‘158ﬂ~8&{”é‘i'g‘1ﬂ“8§?“-ﬁ9ff/or
effecting a Soloek, feith e indieiduellbiksdasiGng BF d cohtPoudbus Mck godl.r i er carrying
such a conputer program and to a data streamwhich is representative of
such a conputer prid§riaysntios duntarextends toeomputergregramforeffectingant i on

there is Rrovi k- | ' -hased . ter system

conpri si ng maﬂgﬂpgﬂ{[%quﬁg}ﬂéeggﬁl}%to %gh?%%#r%ﬁﬁﬁ %ﬁé)g% %“I‘B@Sfd obj ect at
a memory | ocatproprangadd iea datafseeatiBviiclaisteprgsehtative Of glichig saapwbed Wi th the

| ocked object which points to the nenory |ocation. The invention nay be
carried into (88M@Mke in various ways and one specific enbodinent will now
be described, b . ' t conpanyi n
Figures in whi CK: |c§§;rdé§%%°§w§\§#een&a§ﬂlg%§§%nm&'s eoig' %%\Sg %/ “CAl yprigor
art | ocking ithydadingnobjectchasedicsnputgtisysterh éamprisingitenss fofBlofifR Mdokingdn

accordi nq to th referred enbodi nent of thf present invention.
0 information for a locked object at a memory location, and means for

(@]

maintaining a pointer associated with the locked object which points to the
memory location.

The invention may be carried into practice in various ways and one
specific embodiment will now be described, by way of example, with reference

15 to the accompanying Figures in which:

Figure 1 is a schematic diagram showing a typical prior art locking
implementation; and

Figure 2 is a locking implementation according to the preferred embodiment of
the present invention.

20 In the preferred embodiment, shown in Figure 2, each individual object
400, 500, 600 has a respective header 410, 510, 610. Between the header and
the rest of the object 440, 540, 640 a single word 420, 520, 620 is reserved for
locking information. When the object is never to be locked, as indicated at 430,
the word is set to a specific predefined value. When the object is unlocked, as

25 indicated at 530, the word is set to a different predefined value. These values
might be 1 and 0, respectively, although the exact numbers do not matter: all
that is required is for the thread reading the word 420 to realise that the object



20 In the preferred enbodi nent, shown in Figure 2, each individual ogject 4
400, 500, a respective header 410, 510, 610. Between_the header an
t he rest d?ggﬂgﬁ%bject 440, 540, 640 a single word 420, L7 4 b v i
reserved for |ocking information. Wengthe object is never to be |ocked,
as indicated at 430, the word is set to a specific predefined value. \Wen
the object is unlocked, as 25 indicated at 530, the word is set to a

different pred89iswryeylocked, anddera thaeadreading dite word L20odedlisethaghet i vel v,

al t hough the not matter: all that is required is for the
t hread readi ngé'%ﬁ{esﬁﬁﬁ@ﬁ?'o realise that the object 117 WO 0120451

PCT/ GB00/ 03236 4 YMlignian objace is requikelto tRbcked] the 166k wofll isenghga frdig Wor d
520 to realise that the ect 500 is unlocked. When an object is required

abj
to be | ocked, '#RE Kalyg ﬁab a2 pEw Yglie 630avhich representgianaintentoesigeifia o a

I 630 | LS I ELCc . 5 renn ocation
770 within a Sonara SR 7a0 if BRtAlRRe 16k ol A6C. T in Ry B Go0.
The nmenory bl enkw7R0. cPiretraémsryt block Pikédt@aing iR/ 16ekih® hfb@hatidicfor fleock 600,

for exanple ipformation on whg has the |ock, how many tinmes the |ock has
been used andgi‘lﬁ{‘%.& f%eﬁmpbrmwpwhemmlmh,hmynmm no

I fi d (AgTol | ' I Wri B Lt hin the nmenory
10751 ock 710" 1S afie bEr, B and 3P on th B prb el Shilchealon e B W "on 1 &

i mplied merehyspecific codesd indicatien é'ﬁmf“ﬁ%]}mmmm? doﬁ&gdﬁl@tlﬂeah&’gg p2|3(r)1t er
t her t t fJ.xed edefined unpl oc never -| ocked val ues__ , :
‘rl'ﬁe F(r)ck (r)]ol p’%h fllé%ﬂﬁﬁé‘ﬁﬁ?&hﬁ @%Eﬁ%,tﬁ&f%%metlpﬂﬁlﬁlowémye@ ocks 710
bei ng reser veghepd byé\ﬁnﬁé‘gfﬂ’{@?&tﬂ%]lﬂier\% d 620 oﬂtﬂﬁﬁ?%iﬁ%?g@%%ﬁlel ock i's

15 to be set on. ile the I'ock pool preferably cons a serres of
contiguous  fixed predefined unlocked/never-locked values 530, 430.

The lock pool 700 is preferably dynamic, with additional memory blocks
710 being reserved only as and when required, or in other words when a lock is
15 to be set on. While the lock pool preferably consists of a series of contiguous
memory blocks, that is not essential and non-contiguous memory areas could be
used if desired.
In operation, when a new object is created the lock word is initially set to
the never-locked vatue 430 or the unlocked value 530 depending upon the
20 object. When a thread wishes to use the object, it tests whether the object is
already locked. Assuming it is unlocked, it reserves a memory location 710
within the lock pool for the necessary locking information, and changes the lock
word to a pointer 630 to that location. Once the invoked method has been
completed, the lock word is changed back to its unlocked value 530, and the
25 memory block 710 is released. That block 710 then becomes available for reuse
by another lock. Altematively or additionally, in one embodiment, the memory

block 710 is not reserved purely for locking information, and may be made



menory bl ocks, that is not essential and non-contiguous nmenory areas coul d
be wused if desired. In operation, when a new object is ek isEe | ock
word is in‘V?i”H?q“? set to the never-I|ocked val ue 430 or e unl ocked val ue
530 dependi ng upon the 20 object. Wen g thread wi shes to use the object,
it tests whether the object is already |ocked. Assuming it is unlocked, it

reserves a nenory locatjon 710 wthin the |ock pool . for the,necessary
| ocki ng i nfor r?é(@ﬁ@ﬂ? for the staragg of a{l}ﬁeﬂ%éw%ﬁ& %c'g“fﬁﬂp?ﬁ‘&?u%%qo t hat

| ocation. Onc &J]fe i nvoked net hod has been conpleted, the lock word is
changed back to*1ts unl ocked val ue 530, and the 25 menory block 710 is |
rel eased. That bl otdwilllli dppestidied of ecursethat the kmohnt ofireersery thet reeds teer | ock. ‘

Al'ternatively or additionally, in one enbodi ment . the menory.. hblock 710 is
not reserved rh?rréfFﬁnyfdoWlt”chi‘Flh@{’JFﬁ"f’éFﬁﬁ?ﬁ‘%ﬂ,sm&ﬂd"’waﬁﬁ{%‘ 91/ 20451
PCT/ GBOQ 9323 ' : : ) e rr&Pdmb lent, he
execut i nggapp%%ogin?}é%hﬁgwrt%%ﬁ@ lﬁlﬁ%ﬁﬁﬁaﬁn glgglrlgféi at ed of é:_dgﬁirse t hat
the anount of cityasinglewbrd(8dytes) is reizrvedwithmedcnobjaet cempared Withct i s

extrenel mal | when ared with the 5 a t requjred b h jor art
i )r(rpl em&*n%/atS i or?yplFﬁﬁX ?fgg}g‘g%??r?b\g??t d?“r?éﬂ{q? LinhSW%ﬁ{ %ﬁ?ﬁﬁ“ﬁr’{/\ffﬁgﬂ% byt es)
i's reserved widhiBi2ACH iR M resent RiVRANGHIbYialle ad MBAICA possible, Rphsistener

object in the prlo"r art. The anmpbunt of nmenory required, per object can in
the present i rwitintlieareedto starbe pointeraddressed poa kacatien with ﬁ%ﬂ%“rktpooldith t he
need to i ore a pointer addressed to a |location within the | ock pool. 10 WO
01/ 20451 *PCT/ GB0O0O/ 03236 6




CLAIMS: 1. A method of object locking in a nmulti-threadi ng, object-based

processi ng sysigm conprising storing |ocking informati opclrfipeglodstcked 5
obj ect at "a nenory |ocation, and maintaining a pointer associated with the

| ocked obj ect which points to the nmenorg |ocation. 2. A nethod as clai ned
inclaim1 in which the pointer is stored as part of the |ocked object. 10
3. Anethod ag.claiged in claiml or claim2 in which the object is

‘unl ocked by r@&éﬁﬁ; the pointer and releasing the nenory. |location. 4. A
method as clained in claim3 in which the nenory |ocation is, when 15

rel eased, made available for storing locking information relating to other
‘obj ects. 5. Alnet hodl aetlddhi ofedbjeet clogkimg3 imr a ¢ mltinthreadinghiabiect-basedenor y

| ocation is, when rel eased, nmade avai.l able for .the.storage of qther. data.
20 6. A et hod a JTEFRENE Sy SURBIRE fintng JERRIEE IOERanTr A ThRREh t he
obj ect mey ntai ns arnphjsdt ¥¢ adh@HoRNlobitiin, bAE HairtRinidgd £ pBiitdH BEodiRER WiN
containing the pointer if the object is |ocked and containing a non-pointer
val ue i f the obj ectthe docked objestiwhizh ppintatonthe memery le¢ationed in claim 6 in

whi ch the non-pointer value is zero. This Sheet Has Been Replaced ~~~~
1111 11-i1 1111121212121211711121112112

2. A method as claimed in claim 1 in which the pointer is stored as part of
the locked object.
10
3. A method as claimed in claim 1 or claim 2 in which the object is

unlocked by resetting the pointer and releasing the memory location.

4. A method as claimed in claim 3 in which the memory location is, when
15 released, made available for storing locking information relating to other
objects.

5. A method as claimed in claim 3 or claim 4 in which the memory location
is, when released, made available for the storage of other data.
20
6. A method as claimed in any one of the preceding claims in which the
object maintains an associated pointer location, the pointer location
containing the pointer if the object is locked and containing a non-pointer
value if the object is unlocked.
25

7. A method as claimed in claim 6 in which the non-pointer value is zero.

This Sheet Has Been Replaced

A g



11" 111221 11"1" iiiill L Mg WO 01/20451 PCT/ GB00103236 7 8. A nmethod as
clairredl 60r claim7 in which the pointer |ocat (L[zlr}%ln ins a

second non- §0| n({&er value if the object is never to be |lo b &@%i met hod
as clainmed in any one of the preceding gl ains including a 5 plurality of

| ocked objects and associ ated nenory |ocations, the nmenory [l.ocations
defining a |l ock-pool. 10. A nethqod as.clained in claim9 in which the

merory |ocati dhs ofz“xm@oqmmmémala@n&)ﬁwlgmaén vilich the pointer lnsation
claimed in claiml | | guous
menory bl ock. 12.. kﬂtgg%ﬁs{égéﬁlﬁnoﬁ aé{é@ﬁg #@gtolﬁﬁgp{sn%g%m eg‘g&g ained in
any one of 15 claims 1 to 11. 13. A data carrier carryl ng a conputer

programas clajmed jn ¢ m 1 14.. A data sireamrepre ntatlve of a
conput er program ag e&i“?f"leas |°ﬁ“'8F‘él%andef2° the puec $|°331HFéﬁ pdigg a

Obj ect - baged corrpu:p m 53120'9D deis 2 A eéﬂfcmo?}‘i’éda 8nd ﬁféﬁh@

I nformati on for a bject at a nenory [ ocati on, freans
mai nt ai ni ng a poi nleratiensdefimbga looktgool.he | ocked obj ect Whl ch 25 p0| nts to
the nenory location. 16. A conputer systemas clained in claim215 including
means for This Sheet Has Been Replaced I1111111111112111 1 Itti

10. A method as claimed in claim 9 in which the memory locations of the

lock pool are contiguous.

10
11. A method as claimed in claim 1 in which the memory location comprises
a contiguous memory block.
12.. A computer program for effecting a method as claimed in any one of
15 claims 1 to 11.

13. A data carrier carrying a computer program as claimed in claim 12.

14. A data stream representative of a computer program as claimed in claim
20 12.

15. A multi-threading, object-based computer system comprising means for
storing locking information for a locked object at a memory location, and
means for maintaining a pointer associated with the locked object which

25 points to the memory location.

16. A computer system as claimed in claim 15 including means for

IR

as Been Replaced
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mai nt ai ni I nter | ocation associated with the objecg onput er
system as oifzﬁéb in claim116 including neans for deterrﬁTﬁ(?j??ﬁmﬁﬁgt the -

object is locked if the pointer |ocatiog contains a 5 pointer. 18. A
conputer systemas clained in claim16 or claim17 including neans for
determ ning that the object is unI ocked if the pointer location contains a
non- poi nter val ue. MABEANIRG 3inointer logation asseciptedygthithg objeett 1111 1111 111
11111 2271 Va2V AN\ 2AY NN T Tb U s

17. A computer system as claimed in claim 16 including means for
determining that the object is locked if the pointer location contains a

5 pointer.

18. A computer system as claimed in claim 16 or claim 17 including means
for determining that the object is unlocked if the pointer location

contains a non-pointer value.
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