10

15

20

25

30

WO 2019/142075 PCT/1IB2019/050178

-1-

COMPUTER IMPLEMENTED METHOD AND SYSTEM FOR OBTAINING
DIGITALLY SIGNED DATA

This invention relates generally to the security of data and computer-based resources.
More particularly, it relates to cryptocurrencies and cryptography, and also to Elliptic
Curve Cryptography, Elliptic Curve Digital Signature Algorithm (ECDSA), and Threshold
Cryptography. It can be used to advantage in relation to blockchain-implemented
cryptocurrencies such as (for example) Bitcoin but is not limited in this regard, and can
have wider applicability. The invention may, in one embodiment, be described as

providing a distribution protocol for blind dealerless thresholds.

In this document we use the term ‘blockchain’ to include all forms of electronic, computer-
based, distributed ledgers. These include consensus-based blockchain and transaction-chain
technologies, permissioned and un-permissioned ledgers, shared ledgers and variations
thereof. The most widely known application of blockchain technology is the Bitcoin ledger,
although other blockchain implementations have been proposed and developed. While
Bitcoin may be referred to herein for the purpose of convenience and illustration, it should
be noted that the invention is not limited to use with the Bitcoin blockchain and alternative
blockchain implementations and protocols fall within the scope of the present invention.

The term “user” may refer herein to a human or a processor-based resource.

A blockchain is a peer-to-peer, electronic ledger which is implemented as a computer-based
decentralised, distributed system made up of blocks which in turn are made up of
transactions. Each transaction is a data structure that encodes the transfer of control of a
digital asset between participants in the blockchain system, and includes at least one input
and at least one output. Each block contains a hash of the previous block so that blocks
become chained together to create a permanent, unalterable record of all transactions which
have been written to the blockchain since its inception. Transactions contain small programs
known as scripts embedded into their inputs and outputs, which specify how and by whom
the outputs of the transactions can be accessed. On the Bitcoin platform, these scripts are

written using a stack-based scripting language.
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In order for a transaction to be written to the blockchain, it must be “validated”. Network
nodes (miners) perform work to ensure that each transaction is valid, with invalid
transactions rejected from the network. Software clients installed on the nodes perform this
validation work on an unspent transaction (UTXO) by executing its locking and unlocking
scripts. If execution of the locking and unlocking scripts evaluate to TRUE, the transaction
is valid and the transaction is written to the blockchain. Thus, in order for a transaction to
be written to the blockchain, it must be 1) validated by the first node that receives the
transaction — if the transaction is validated, the node relays it to the other nodes in the
network; and ii) added to a new block built by a miner; and iii) mined, i.e. added to the public

ledger of past transactions.

Although blockchain technology is most widely known for the use of cryptocurrency
implementation, digital entrepreneurs have begun exploring the use of both the
cryptographic security system Bitcoin is based on and the data that can be stored on the
Blockchain to implement new systems. It would be highly advantageous if the blockchain
could be used for automated tasks and processes which are not limited to the realm of
cryptocurrency. Such solutions would be able to harness the benefits of the blockchain (e.g.
a permanent, tamper proof records of events, distributed processing etc) while being more

versatile in their applications.

The concept of decentralisation is fundamental to the Bitcoin methodology. Decentralised
systems provide the advantage that, unlike distributed or centralised systems, there is no
single point of failure. Therefore, they offer an enhanced level of security and resilience.
This security is further enhanced by the use of known cryptographic techniques such as

Elliptic Curve Cryptography and ECDSA.

However, while the Bitcoin protocol itself has proved resilient to any significant attack at
the time of filing the present application, there have been attacks on exchanges and wallets
which supplement or build upon the Bitcoin network. As the value of Bitcoin increases,
more ncidents such as those involving Mt Gox and Bufinex are likely o occur in standard

centralised systems.
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Thus, there 15 a need for a solution which further enhances the securnity of such systems.

The invention provides such an advaniage, amongst others.

The present invention provides method(s) and system(s) as defined in the appended claims.

In accordance with the invention there may be provided a method of obtaining digitally
signed data, the method comprising:-

sending first data from at least one of a plurality of first participants to at least one
second participant, wherein said first data is based on second data accessible to at least
one said first participant, and wherein said second data is inaccessible to the or each said
second participant;

receiving, from at least one said second participant, a digital signature of said first
data; and

processing said digital signature of said first data, by a plurality of said first
participants, to provide shares of a digital signature of said second data, wherein said
digital signature of said second data is accessible by means of a threshold number of said

shares and is inaccessible to less than said threshold number of shares.

By processing the digital signature of the first data, by a plurality of first
participants, to provide shares of a digital signature of the second data, wherein the digital
signature of the second data is accessible by means of a threshold number of shares and
is inaccessible to less than the threshold number of shares, this provides the advantage of
improved security since the second participant does not have access to the second data,
but signs the first data and enables a digital signature of the second data to be provided,
while further improving security by means of a threshold arrangement. This provides the
advantage that a first participant can appoint a second participant as a custodian of private
keys for signing messages, such as blockchain transactions, while preventing the second
participant from being able to make unauthorised use of the keys because the second data

is inaccessible to the second participant

Each said share of said digital signature of said second data may include shares of a
plurality of first secret values shared among a plurality of said first participants by means

of joint random secret sharing (JRSS).
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This provides the advantage of improving security by providing a dealerless secret value
sharing scheme in which the first secret values are selected jointly by the first participants,
thereby avoiding a point of weakness of the system in the form of a single dealer.

Each said share of said digital signature of said second data may include at least one first
masking share, shared among said plurality of first participants by means of joint zero
secret sharing (JZSS).

Said first data may be generated by means of shares of said first data such that said first
data is accessible by means of a threshold number of said shares and is inaccessible to
less than said threshold number of shares.

Each said share of said first data may include shares of a plurality of said first secret
values shared among said plurality of said first participants by means of joint random
secret sharing (JRSS).

Each said share of said first data may include at least one second masking share, shared

among said plurality of first participants by means of joint zero secret sharing (JZSS).

The method may further comprise receiving, from at least one said second participant,

third data based on said second secret values.

This provides the advantage of assisting generation of the digital signature of the second
data from the digital signature of the first data.

The digital signature of the first data may be generated by means of shares of said digital
signature of said first data, shared among a plurality of said second participants, wherein
said digital signature of said first data is accessible by means of a threshold number of

said shares and is inaccessible to less than said threshold number of said shares.

Each said share of said digital signature of said first data may include shares of a plurality
of second secret values, shared among a plurality of said second participants by means of

joint random secret sharing (JRSS).
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Each said share of said digital signature of said first data may include at least one third
masking share, shared among said plurality of said second participants by means of joint

zero secret sharing (JZSS).

The second data may be a message.

The second data may be a hash value of a message.

The first data may be a blockchain transaction.

At least one said digital signature may be based on a cryptography system having a

homomorphic property.

At least one said digital signature may be based on an elliptic curve cryptography system.

The invention also provides a system, comprising:
a processor; and
memory including executable instructions that, as a result of execution by the
processor, causes the system to perform any embodiment of the computer-

implemented method described herein.

The invention also provides a non-transitory computer-readable storage medium having
stored thereon executable instructions that, as a result of being executed by a processor
of a computer system, cause the computer system to at least perform an embodiment

of the computer-implemented method described herein.

These and other aspects of the present invention will be apparent from and elucidated with
reference to, the embodiment described herein. An embodiment of the present invention
will now be described, by way of example only, and with reference to the accompany

drawings, in which:

Figure 1 is a schematic representation of a blind signature distribution system

embodying the present invention; and
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Figure 2 is a schematic diagram illustrates a computing environment in which various

embodiments can be implemented.

Overview

In this application, a threshold based dealerless blind signature distribution system is
described that is fully compatible with bitcoin. The system builds on a group signature
scheme that departs from the traditional individual signing systems deployed within bitcoin
wallets and adds a new system designed to allow for the distributed threshold blinded signing
of messages. As deployed, the system is both extensible and robust tolerating errors and
malicious adversaries. The system is supportive of both dealer and dealerless systems and

deployment in an infinitely flexible combination of distributions.

A blind signature scheme allows for the signing of a message without knowledge of the
content of the message. In bitcoin, this includes the ability to act as a trustee for a bitcoin

private key without knowing which addresses or keys they are entrusted with.

Coupled with a threshold signature scheme, in which a document can be validly digitally
signed by a threshold number of participants, but not by less than the threshold number of
participants, this allows the holders of a bitcoin private key to create a system of trust where
a message can be signed by the party managing the address without knowledge of the
amounts being maintained. Thus a second participant, Alice, the owner of an amount of
bitcoin, can use a first participant, Bob, to store her key in a manner that does not allow Bob
to know how many bitcoin Alice controls. Alice can send more (or receive from other
parties) to the blinded address without Bob being able to discover how many bitcoin (or for

that matter the address of the bitcoin) that Alice holds and controls.

When combined with a thresholding system, Alice can have several parties act in concert

without:

1) Knowing the identity of the other blinding parties
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2) Secure her bitcoin over several systems in a way that allows her to access her funds

even if a party was to no longer be available.

As the threshold blinded key leads to a signed message that involves using a blinded
signature, the parties cannot collude to access Alice’s funds, even where they too, gain
access to the identity of the other parties and obtain a sufficient number of threshold shares
to be able to blind sign a message, as this message is only valid when un-blinded into a

standard ECDSA bitcoin signed transaction.

The threshold blinding technique also adds to the security of the base system with addresses
having added randomness able to be injected helping to defend from a faulty RNG (Random
Number Generator). The blind signing party can act as a key custodian or escrow. This can
be as a backup to the primary keys in case of loss or to add a second layer of authorisation
and control. The use of several systems or operators allows for a RAID-like key management
system with added redundancy as well as added security when several independent parties

are used as trust protectors.

In the existing implementations of Bitcoin, payer wallets can be lost, damaged or stolen.
The funds will then be lost or unrecoverable. Hardware cryptocurrency wallets can be
compromised or lost. In the system described in the present application, a hardware system
can be divided into multiple parts and the hardware device can be moved or recreated

securely. In the present application, the following symbols are used:

ECDSA Elliptic Curve Digital Signature Algorithm

n Order of the elliptic curve

G Generator point on the curve

d, Private key (as an integer in the interval[l, (n —1)]

D, An ECDSA public key for d,

e The cryptographic hash of the message (m), e = Hash(m)
k The random value (ephemeral key) in range [1, (n—1)]
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The ECDSA signature where r, =k.G is the x coordinate of the point on the
(r,5)

curve modulo () and s=k"'(e+d,r)modn .

Note: k™! is inverse of k£ modulo (n)so that (k™' k) =1modn
The standard ECDSA values apply:
w=s'modn
u, =ew modn
u,=rw modn
5 x=uG+u,D,

All the standard ECDSA rules apply. It is possible to construct a linear transformation such

that:
s=xe+b

This relation is used in blinding the message to be signed. The second participant (Alice)
10 can now sign a blinded message in place of the message to be used maintaining the message

and just sending the blinded message hash.
1) Alice sends the blinded hash of a message to Bob, the first participant.
2) Bob signs the ‘blinded hash’ returning the signed value to Alice

3) Alice ‘un-blinds’ Bob’s value to obtain the signature. This can be used to reconstruct

15 a valid bitcoin transaction
The threshold blinding can be completed extensibly with:
1) Alice’s keys being split
2) Bob’s values being split
3) Both Bob and Alice’s keys split
20 4) Alice and Bob’s keys whole but the values for blinding divided

Let Alice select a value « in the range [1, (n—1)]. Next, calculate:
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[ =hash(a +1)
y = hash(a + )
S =hash(a+y)

If Bis a threshold, Alice can be considered as a group of 7, parties where A to A4, are the
slices or threshold versions of Alice with a particular instance being denoted as A4,. Here

is selected using algorithm #1, which is described in more detail below.

Prior work

Shamir Secret Sharing Scheme (SSSS)

Shamir (1979) first introduced a dealer based secret sharing scheme that allowed for a
distributed management of keys. The problems associated with this scheme come from the
necessity of trusting a dealer who cannot be verified. This form of the scheme is fully
compatible with the system disclosed in the present application and can be used for group

distribution of individual key slices that are created through the process noted herein.

Joint Random Secret Sharing (JRSS) (Pedersen, 1992)

The stated aim of this procedure is to create a method where a group of participants may
collectively share a secret without any participant having knowledge of the secret. Each
participant selects a random value as their local secret and distributes a value derived from
this using SSSS with the group. Each participant then adds all the shares received from the
participants, including its own. This sum is the joint random secret share. The randomness

offered by a single honest participant is sufficient to maintain the confidentiality of the
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. . . . n—-1 ..
combined secret value. This state remains true even if all ( ) other participants

intentionally select non-random secret values).
Joint Zero Secret Sharing (JZSS) (Ben-Or, 1988)

JZSS is like JRSS, with the difference that each participant shares O as an alternative to the
random value. The shares produced using this technique aid in removing any potential weak

points in the JRSS algorithm.

Desmedt [1987] introduced the concept of group orientated cryptography. This process
allowed a participant to send a message to a group of people in a manner that only allowed
a selected subset of the participants to decrypt the message. In the system, the members were
said to be known if the sender must know them using a public key and the group is
anonymous if there is a single public key for the group that is held independently of the
members. The system disclosed in the present application integrates both methodologies and
allows for known and anonymous senders and signers to exist within a group

simultaneously.
Blind Signatures (Chaum, 1982)

Blind signatures allow for a party to create a valid signature for another party in a secure
manner without the message ever being viewed by the signer. In the system, only the signer
is able to generate a valid signature whereas the owner of the message to be signed can be
assured that their message has not been altered and is distributed correctly allowing them to
redeem their funds in a system such as used within bitcoin. Furthermore, the system is
unthinkable in that no party can derive a relationship between the blinded and unblinded

values and signature pairs other than the parties requesting that the signature be applied.
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The inclusion of blind signatures into a threshold system allows for the signing of a message
in the bitcoin protocol where the signer cannot link ownership to a bitcoin address. In this
manner, the signer cannot determine the amount of funds held by the party that they are
protecting nor the amount being transferred. This additional level of privacy adds additional
security as it is no longer possible to conspire within the threshold group protecting the keys
to steal funds. This becomes infeasible due to the requirement to know which blinded keys
would be associated with which deposits. In a peer-group, such a system could be
constructed where a threshold group of members act to protect the keys of the other
members. In this scenario, a group of depositors would each split the signing function

between the other members such that no member knows the holdings of the others in the

group.

This scenario could also be used on other forms of message exchange allowing a distributed
peer-group to maintain the privacy of all members whilst not being able to reveal sensitive

information related to members of the group.

Method and implementation

The protocol of the present embodiment can encrypt the secret information required to be
sent between participants using elliptic curve cryptography (ECC) based on a hierarchical
derivation of private keys, in which case it is both possible and advisable to collate all
messages into a single packet sent to all users such that validation can be done against

potentially compromised or hostile participants when necessary.

Signature generation is proposed by a coordinating participant P, By default, any key slice

can act as the coordinating participant and the requirements depend upon the individual
implementation of the protocol. The algorithms used are documented below, and a later

section provides detail as to their deployment.
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Creating a dealerless blinded ECDSA threshold key

In the system of the present embodiment, an ownership group of first participants, Alice

is defined. This group is the beneficial controller of the private keys that are to be blind

5 signed using the capacity of a group of second participants, the Bob,, group or system.

Alice Group

To begin, the un-blinded threshold group Alice,;, selects a set of first secret values in the

10  firm of random numbers.

" within 1, (n—-1)]

The group has 7, members in a 7| threshold such that A_ is the i” member’s slice of secret

A4,

a

15 Algorithm 1 - Key Generation - for a more detailed version of algorithm 1,

see Appendix below

Domain Parameters (CURVE, Cardinality n , Generator G )
Input: N/A
20 Output: Blinding Key Shares Aai,.. Aai, Abl,... Abi, Act...Aci, Adl...Adi.
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Using algorithm 1, the members of Alice’s group can engage in a JRSS 7, of 7, threshold
exchange. Here, a threshold number 7, of 7, members of Alice are required to create or use

the second secret value 4, .

Similarly, a JRSS process is used with algorithm 1 to create the further second secret values

A, with 4,,, A with 4, and A4, with 4, .

Each of the values can be used and created using the same threshold group (u,v) or each

value can be divided and created using separate threshold values and members.

A

In this system, the various secrets, 4,, 4,,, 4, and A, are only used once. If these values

ai >

need to be used again, algorithm 2, described in greater detail below, is used to re-share the

secret using a JZSS variant.

Algorithm 2 Updating the private key - for a more detailed version of
algorithm 2, see Appendix below

Input: Participant £ ‘s share of private key Aa, Ab, Ac, Agq denoted as
Aai, Avi, Aci, Agitespectively.
Output: Participant £ ’s new private key share

A, A, Ao, Agi

In the ideal case (only one set of shares (7,,7))) where only a single Alice group exists, the

process requires 7, broadcasts as values.

A,,A

bi >

A

ci >

A4, can each be sent in a single broadcast message.

ai °
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Bob Group

The Bob Group Bob,, of first participants is defined to be the signing group. This group has
5 (Tu V1, ') or 7,' members of 7' total members required in order to share and use the first

secret values (Bp,Bq) where Bp and Bgq are the recreated blinding values used by the Bob

group to sign a blinded message for the Alice group.

Algorithm 4 — Bob Group’s Blinding Key

10
1) Members of Bob group, Bob,, , select a set of second secret values in the form of
random numbers:
Bp, 7 .
within [i, (n—1)]
Viie(l, T
Bq, (%)
2) The Bob group computes the following values:
15 a) BP=(Bp"'G)
b) BQ=(BqBp"G)
Here, BPis computed using a variant of algorithm 3, described in greater detail in the
appendix to the present application.
3) Generate mask shares —
20 bai <— Zq using JRSS

bui, bei < Z¢® with JZSS

4) Broadcast —
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ai = Bpi.bai + bvi modq
p=Gxb,
5y x =Interpolate(a,,...,cx,)

[=Bp.b, mod q]

5  Where the operation Interpolate (ai, ... o1y ) represents recovery of the secret value shared

among the participants by the shares ai.
6) 8= Ixp—Interpolate(f, ..., 3;,)

:GXba

Where the operation Exp - Interpolate (Bi, .., P1v ) represents recovery of the elliptic curve

10 point secret value shared among the participants by the shares [3;.

7) (Bptbal)xbaxG)=8xy!

> [=G x Bp']
15
This is a point function and we can use (Bp™ x G) as input into a modified algorithm 1.
8) Using Bq, , i.e. shares of Bq, and (Bp™.G) from Step (7), each member of Bob (1) will
broadcast:
fi=Bqix (Bp™.G)
20

9) BQ = Exp—Interpolate(f,,..., f7,)

> [Bq.Bp'G]
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10) The two EC points BP and BQ are sent to the Alice group in the form of third data.

A secret exchange can be used to maintain confidentiality, implemented for example

as disclosed in International patent application W02017/145016.

S Threshold message to be blinded

Next, Alice(i)group uses the values from the Bob(i)group to compute a value that can be

safely published as it has been blinded using (5).

10 Algorithm 5 — Alice (Single Group)

Alice knows BP and BQ from a prior broadcast of the Bob(i) group.
Alice starts by computing the secret value:
A =(4.4,)"'BP
15  This is done as follows:
1) Create mask shares:
M, using JZSS, so M, < Z? with JZSS.
2) Alice(i)broadcasts the value:

Api = (Aci. Aai) + Mai modq

20 [> [:Ac.Aa modq]

3) Alice(i) group now computes Ap where:
Ay = Interpolate (Ap,. .., Ayrv) mod q

= Ac.Aa modq
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Hence A, ' = (Ac.Ay)?

4) Ax=A, 'BP
>[=(A4..4,) " x BP]
5 Next Alice(i) group calculates the blinded B public key.

A =(A, A ) (4,G +BO+ A, A < BP]

Where A k) represents the x-coordinate of the elliptic curve point Ak.

10 Bob group does not know At or Ak and cannot determine if any of his values or efforts are
involved in any movement of funds to and from Arand the related bitcoin address without
discovering A,, Ay, A¢, and Aq. If the Alice group maintains these as a secure threshold, Bob

or any other party can never know Alice’s details.

Alice may now use the public key, At in the standard creation of a bitcoin address and will

15 further obscure any ability to have Bob(i)determine her address even though Bob was

instrumental in helping sign a transaction.

Algorithm 6 — Alice calculates a public key
20 1) Generate mask shares:
M, «Z using JRSS
2) Generate mask shares:
M, .M, <—ZfI using JZSS

3) Calculate:
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Ap, = (4, 'AK(x))
>[= 4, Ay, mod g]
Broadcast Ay, to all Alice(i) members.

(where 4, isthe x coordinate of the point A k )

6%
5 4) Calculate (4,.G)using algorithm 1.
Here, Af, =G x4,
Broadcast Af to all Alice(i) members.

(4,.G) = Exp — Interpolate(Af,, ... Af;,)

>[= 4, xG]

-1
10 5) Caloulate [ 4,4, |

First take Ay
Now A= Interpolate (Ai,...,Aurv) mod q

D> [=AaA k) |

15 Thus, this can be used to calculate for [A,A k) ] ! later.

6) The value (4. '.BP)is first calculated using the same method as was used in

algorithm 4.
7) This is used to calculate the value (4,.4".BP)
8) Generate mask shares:

20 M, < Z  using JRSS

M, .M, < Z? using JZSS

er>
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9) Broadcast the values to the Alice(i) group:
a,=A,M,+M,modq
B =BPxM,
10) y = Interpolate(a,, ..., oty )
5 >[=(4,.M,)mod q]
11) & = Exp-Interpolate (B1, ... Prv)
>[=BPxM,]
12) (Ac'BP)=y1x 8
>[=(BPx 4, )]
10  Return A.™'.BP as a point on the curve BP . This is used as input into algorithm 1.
13) Using Agi and the EC point (A" BP), each member of Alice(i) broadcasts:
f,=4,x(A'BP)
14) A, A" BP = Exp— Interpolate(f,,..., f;.)
>[=(4,.4." BP)]

15 15) Now all of the parts are present for calculating the public key 4,. This is calculated
using the formula:
Ar= (Aa‘AK(x))'l‘ (Ap.G+BQ + Ad.Ac'lBP)

=Aa" Ak (Ab+BqBp '+ Ad A Bp G (D)

20 Thatis:

Algorithm (5.4)x[(6.4)+BQ +(6.14)]which returns the EC point 4, which functions as the
blinded public key.
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Creating the Bitcoin Address

This public key is transformed in the standard manner to create a bitcoin address:
AT = AT (x: y)
1) Use the parity of 4,(y)and the full 4,(x) co-ordinate to represent the public key.

2) Hash the public key two times
a) Using SHA256
b) Using RIPEMD160

3) Prepend the version (this is the bitcoin address version No.) number. If the protocol
is standard, version O1 is used. It is also possible to make this a version 03 if P2SH is to be

used.

4) Append the checksum to the end of the versioned public key hash from (3). The
checksum is the first 4 bytes of a double SHA256 hash of the value returned from (3).

5) BASES8 encode the value created in (4). This is a standard format bitcoin address
and the “7ice(?) group may receive payments to this address and this address will display as
per any normal bitcoin address at this point.

No party, including Bob, is able to see who owns the address for A.unless Alice

leaks the values 4,,4,,4 & A, .

Even if these are leaked, Alice(i) does not need to let others know that these values
are related to the Bob(i)signing group. If Alice has a poor RNG, she is still safe as Bob(i)

can inject randomness into the procedure.

Blinded Signing in Threshold groups.
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To sign a message, a requirement of spending a Bitcoin, or to sign any other message (such

as for an email message on an anonymous host), the Alice(i) group needs to have the hash
e = h(m) of the message or transaction. With the message (or transaction) and a signed hash,

Alice(i)1s able to reconstruct the message (transaction) and redeem funds from the Bitcoin

public key 4, and associated Bitcoin base 58 address.

Algorithm 3 Signature Generation - for a more detailed version of algorithm

3, see Appendix below

Domain Parameters: CURVE, Cardinality n , Generator G

Input: Message to be signed e=H (m)

Private Key Share dy, € z

Output: Signature (r,s) €Z, for e=H (m)

Alice maintains privacy by not letting Bob (i) know the content of the message (transaction).

So Bob(i)does not discover that he is signing a message related to 4,, Alice(i)blinds the

hash value.

Algorithm 7 — Blinding the Hash

Alice creates first data in the form of a blinded version of the second data, the hashed

message (transaction)e .

Here e, = 4,.e+ 4,(mod q). This is created as follows:
1) Alice(i) starts by generating mask shares Mai < Zq using JZSS
2) Alice(i)will send the values Av(i) = Aa(i)e + Ab(i)+ Ma(i)mod g

Alice(i) sends the value Av(i)to the other Alice members who can interpolate this value set
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3) e, =Interpolate(Av,,...,Av,)
= Aa.e + Ap modq

4) e, isbroadcast to the Bob(i) group. This would be done using an encrypted channel

where Bob verifies Alice’s identity. This can be achieved, for example, by means of
5 an arrangement as disclosed in International patent application W02017/145016.
Here Alice pays Bob for the signing and exchanges over a closed encrypted session

channel.

If Bob receives a message from a non-Alice party and signs this, the value cannot be un-
10 blinded so it remains safe. Even though Bob has a payment and a record, he has no

information concerning the signed Alice transaction, as the value e, is blinded and Alice did

not send Bob the message but only the blinded hash.

The Bob group now signs the blinded hash and returns this, i.e. a digital signature of the first
15 data, to Alice.

Bob(i)is creating a message s, = Bp.e, + Bgmod g
s, will be returned to Alice and is a blinded version of the signature.

To do this, Bob(i)uses Algorithm 8 to sign from his threshold group and return s, to Alice(i)

20
Algorithm 8

s, =Bp.e, + Bgmod q
1) Bob(i)creates a mask share using JZSS.

25 M,,, < Z. with JZSS
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2) Bob(i)broadcasts

Bs, = Bp,,, e, + Bq,, +M,; modq

b(i)
3) s, =Interpolate(Bs,,...,Bsy,)
>[=Bp.e, + Bgqmod q]
5 4) Bob(i)sends s, , the blinded s, signature value to Alice(i)
Alice now has the blinded s, part of the signature as well as the r part whichis (4, ,,).

Alice(i) can use a threshold un-blinding method to recover the s signature value, i.e. the

digital signature of the second data, from the blinded s, value using algorithm 9.

Algorithm 9

10
Alice(i) wants to obtain the un-blinded s signature component from the s, blinded part. She

does this by calculating s = A4 .5, + 4 ,(mod q).
To do this she:

1) Creates a hash share using JZSS

15 M, « Zwith JZSS

a(i)
2) Alice(i)broadcasts
Si = Acyst + Add) + Mag)
To all other Alice members.
3) s=Interpolate (s1,...STv)
20 >[=4, s, +A4,(modg)]

Each party in the Alice(i) group now has (4,,,s) which is a valid ECDSA signature and

K(x)>
can be verified as usual in the Bitcoin protocol using the public key A, or the related Bitcoin

address.
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S can be shown to be a valid ECDSA signature of e as follows.

Expanding s

s=Acs1+ Aa= Ac(Bpe: +Bq ) + Ad

=AcBp(Aae+Ap) +AcBqg+Ag=AcBp Ase+ AcBp Ay + AcBq + Ag

=(AcBp Ay (e+ A [Ap+BqBp '+ AsA:'Bp )

But from equation 1 above, the private key da corresponding to public key At is

AT A K -1 (Av +Bq Bp T+ Ag AT Bp '1)

From this, it follows that

s=(AcBp Ay) [e + A ke da] =k ! [e + A ke da], where k = (Ac Bp Ay) ™!, from which is
can be seen that s is a valid ECDSA signature of e and is verifiable by public key Ar.

This signature with the message will be able to form a standard bitcoin transaction where

Alice(i) can redeem funds if it is broadcast to the Bitcoin network.
Bob(i) will not have any information as to which address Alice has used.

He will not know either the Bitcoin address, nor the amount of the transaction, nor where it

is being sent to.

Even though Bob(i)holds and protects the keys, he has no knowledge of the transaction.



10

15

20

25

WO 2019/142075 PCT/1IB2019/050178

225.

Security considerations

Benger et. al. (2014) offered one example of ECDSA private key recovery using a Flash and
reload methodology. This occurrence is but one example of attacks against system RAM and
Cache. These methods leave the use of procedures such as that of Shamir's SSS [1979]
wanting as they reconstruct the private key. Moreover, in any scenario in which a private
key is reconstructed a requirement for trust is introduced. It is necessary in this scenario to
rely on the systems and processes of the entity holding the private key. Even if the trusted
party is not malicious, there is a necessity to rely on their processes. As has been seen from
many recent compromises, this reliance on reconstructing the private key leaves avenues of

attack.

As both a drop-in replacement for the existing ECDSA implementations as well as being
completely transparent and compatible with the current bitcoin protocol, no hard fork or soft
fork is required for its implementation, and the implementation is indistinguishable from any
current transaction. The present invention can treat individuals as separate participants
allowing for the group signing of keys with a recovery function. As an example, a two of
two scheme can be implemented using four key slices where the online wallet provider or
exchange maintains two key slices and the end user maintains two slices. The exchange and
the user would each have a two of two process over their key slices which would then be

used in conjunction with each other for the secure signing of a message when required.

In the scheme, the group Bob(i)can view at least the hash of the message supplied from

Alice(i) .

1. Asnomember of Bob(i)either collectively or independently knows the values 4, or
A, it is not possible for any member of this group to determine whether e,as a

blinded version of the message hash, e
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2. Likewise, Bob(i)has no knowledge of the values A4 or 4, and hence is unable to

determine the relationship between the signature valuess and s, .

3. In a similar manner used in the calculation of Rabin () signatures, Bob(i)cannot
readily determine the value A4 A . Under the assumptions of the elliptic curve
discrete logarithm problem, Bob(i)is unable to determine the relationship between

4, (x)and the elliptic curve point BP.

4. In a similar manner, Bob(i)gains no knowledge on whether the values BP or BQ

have been used in constructing A/ice(i) groups public key A4,.(x,y).

5. Here, once the unblinded message has been broadcast by Alice(i), the values of the
public key associated with the transaction remain obscured. If Alice(i)delays
broadcasting the blind message signature received from Bob(i), the inclusion of
many other transactions within a bitcoin block means that Bob(i) cannot determine
anything more than that A/ice(i)had a message signed and could have possibly

transacted it after it was received.

6. No external party need have any information concerning the transaction between

Alice(i) and Bob(i) and hence the level of privacy between these parties is enhanced.

The effective outcome of this process is that threshold group of A/ice(i) members who may
or may not represent the entirety of the group are able to send to a Guardian group Bob(i)

who can aid in the signing of a transaction or other message whilst the contents of the

message supplied by Alice(i) remain hidden.

As long as Alice(i)remains in a position where she has some plausible deniability to the

sending of a message and the volume of messages within the system (such as bitcoin)

remains significantly above zero, Bob(i)is unable to determine messages that may have

come from Alice(i) .



10

15

20

25

WO 2019/142075 PCT/1IB2019/050178

27-

It is important in the scheme that Alice(i) does not reuse parameters 4, & 4, when signing

different hash values. If these values are reused with a different valuee, this would enable

the calculation of information leading to Bob(i)being able to link the obscured hash e, with

the original hash value for the broadcast message e. This results as the additions of further

linear equations lead to a scenario where Bob(i)can interpolate the relationship between
A4, & 4, and hence message e. The result is, Bob (i) will be able to search on the Blockchain
for that value eand link to the corresponding Alice(i) groups public key A4,(x,y)and

possibly other derived public keys associated with this group.

In a similar manner, it is important that Alice(i) does not reuse parameters 4, & A4, as this
would lead toBob(i)being able to calculate the relationship between the blinded and
published signatures used by A/ice(i) and hence, search the Blockchain in a similar manner

to a reuse of parameters 4, & 4, allowing him to determine the Alice(i) groups public key

AT(x:y) .

Likewise, the parameters B, & B, and BP & BQ generated by Bob(i) should not be reused

and without these, Alice(i)cannot create a forgery of a blinded signature created by Bob (i)
and hence cannot unblind such a signature that would appear to be generated by public key
A;(x,y) . As the values B, & B, are calculated by Bob(i)using a derived key scheme, for
example, by means of an arrangement as disclosed in International patent application
WO02017/145016, each value of B, & B, is unique to each message generated by Alice(i)
and in the assumption of a collision free hash algorithm, any party using the service will

have their own versions of B, & B, generated for each message that are never reused.

The present invention enhances what cryptocurrencies seek achieve with the introduction of
a group signature process. The addition of a fault tolerable signing system with the coupling

of a distributed key creation system removes all centralisation and trust requirements. Many
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systems will evolve with the need for trust. Moreover, the introduction of an implicitly
decentralised system allows for the creation of more robust and resilient protocols. The
compatibility between ECDSA [Johnson, 2001] and Shamir's SSS [Shamir, 1979] has
allowed the introduction of a system that extends bitcoin with a new verifiable secret sharing
scheme. This system is far more efficient than anything derived by Feldman [Feldman, 1987]

or Pedersen [Pedersen, 1992] while losing nothing in security.

The introduction of threshold signature blinding extending the work of Chaum (1982) leads
to a scenario where no trusted party needs to exist even within web-based exchanges. In this,
true form of pseudonymous digital cash or asset transfer system can be maintained and even

linked into a secure private voting system.

In the present application, a system is disclosed that extends the functionality of bitcoin
without the requirement for a change in the base protocol. Using the system of the present
invention;

1. atrusted third-party is no longer required for the selection or distribution of a key
secret,

2. adistributed banking exchange system can be created that does not rely on third-
party trust,

3. each member or group of members may independently verify that the share of the
secret key that is held corresponds to the bitcoin address and public key advertised,

4. aprotocol exists to refresh the private key slices to mitigate the effects of
eavesdropping and related attacks, and

5. no trusted third-party is required for the group signing of transactions and
messages.

6. A third party can maintain the integrity of the key in a threshold group. This group
of signers will not know how many bitcoin or other assets are held under their
protection. As this is a threshold system, if some members of the signing group are
unavailable, it remains possible for other members to blindly sign the transaction

allowing removal of funds being protected.
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As the system of the present invention sensitive data from ever appearing in memory, it has
solved many extant security risks. Further, it allows for the distribution of exchange based
systems, web wallets and other forms of commerce. In this system, hierarchical threshold
groups can interact with other hierarchical threshold groups to ensure the integrity of keys
over time. In this scenario, solutions that allow for the transfer of funds on given events can
be created. Such a scenario would include Wills and estate transfers that can be controlled

and protected allowing for the recovery of keys in a variety of scenarios.

Turning now to Figure 2, there is provided an illustrative, simplified block diagram of a
computing device 2600 that may be used to practice at least one embodiment of the present
disclosure. In various embodiments, the computing device 2600 may be used to
implement any of the systems illustrated and described above. For example, the
computing device 2600 may be configured for use as a data server, a web server, a portable
computing device, a personal computer, or any electronic computing device. As shown in
Figure 2, the computing device 2600 may include one or more processors with one or more
levels of cache memory and a memory controller (collectively labelled 2602) that can be
configured to communicate with a storage subsystem 2606 that includes main memory
2608 and persistent storage 2610. The main memory 2608 can include dynamic random-
access memory (DRAM) 2618 and read-only memory (ROM) 2620 as shown. The storage
subsystem 2606 and the cache memory 2602 and may be used for storage of information,
such as details associated with transactions and blocks as described in the present
disclosure. The processor(s) 2602 may be utilized to provide the steps or functionality of

any embodiment as described in the present disclosure.

The processor(s) 2602 can also communicate with one or more user interface input devices
2612, one or more user interface output devices 2614, and a network interface subsystem

2616.

A bus subsystem 2604 may provide a mechanism for enabling the various components and
subsystems of computing device 2600 to communicate with each other as intended.
Although the bus subsystem 2604 is shown schematically as a single bus, alternative

embodiments of the bus subsystem may utilize multiple busses.
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The network interface subsystem 2616 may provide an interface to other computing
devices and networks. The network interface subsystem 2616 may serve as an interface
for receiving data from, and transmitting data to, other systems from the computing device
2600. For example, the network interface subsystem 2616 may enable a data technician to
connect the device to a network such that the data technician may be able to transmit data
to the device and receive data from the device while in a remote location, such as a data

centre.

The user interface input devices 2612 may include one or more user input devices such as a
keyboard; pointing devices such as an integrated mouse, trackball, touchpad, or graphics
tablet; a scanner; a barcode scanner; a touch screen incorporated into the display; audio
input devices such as voice recognition systems, microphones; and other types of input
devices. In general, use of the term “input device” is intended to include all possible types

of devices and mechanisms for inputting information to the computing device 2600.

The one or more user interface output devices 2614 may include a display subsystem, a
printer, or non-visual displays such as audio output devices, etc. The display subsystem
may be a cathode ray tube (CRT), a flat-panel device such as a liquid crystal display
(LCD), light emitting diode (LED) display, or a projection or other display device. In
general, use of the term “output device” is intended to include all possible types of devices
and mechanisms for outputting information from the computing device 2600. The one or
more user interface output devices 2614 may be used, for example, to present user
interfaces to facilitate user interaction with applications performing processes described

and variations therein, when such interaction may be appropriate.

The storage subsystem 2606 may provide a computer-readable storage medium for storing
the basic programming and data constructs that may provide the functionality of at least
one embodiment of the present disclosure. The applications (programs, code modules,
instructions), when executed by one or more processors, may provide the functionality of
one or more embodiments of the present disclosure, and may be stored in the storage

subsystem 2606. These application modules or instructions may be executed by the one or
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more processors 2602. The storage subsystem 2606 may additionally provide a repository
for storing data used in accordance with the present disclosure. For example, the main
memory 2608 and cache memory 2602 can provide volatile storage for program and data.
The persistent storage 2610 can provide persistent (non-volatile) storage for program and
data and may include flash memory, one or more solid state drives, one or more magnetic
hard disk drives, one or more floppy disk drives with associated removable media, one or
more optical drives (e.g. CD-ROM or DVD or Blue-Ray) drive with associated removable
media, and other like storage media. Such program and data can include programs for
carrying out the steps of one or more embodiments as described in the present disclosure as

well as data associated with transactions and blocks as described in the present disclosure.

The computing device 2600 may be of various types, including a portable computer
device, tablet computer, a workstation, or any other device described below. Additionally,
the computing device 2600 may include another device that may be connected to the
computing device 2600 through one or more ports (e.g., USB, a headphone jack, Lightning
connector, etc.). The device that may be connected to the computing device 2600 may
include a plurality of ports configured to accept fibre-optic connectors. Accordingly, this
device may be configured to convert optical signals to electrical signals that may be
transmitted through the port connecting the device to the computing device 2600 for
processing. Due to the ever-changing nature of computers and networks, the description of
the computing device 2600 depicted in FIG. 2 is intended only as a specific example for
purposes of illustrating the preferred embodiment of the device. Many other
configurations having more or fewer components than the system depicted in FIG. 2 are

possible.

It should be noted that the above-mentioned embodiments illustrate rather than limit the
invention, and that those skilled in the art will be capable of designing many alternative
embodiments without departing from the scope of the invention as defined by the appended
claims. In the claims, any reference signs placed in parentheses shall not be construed as
limiting the claims. The word "comprising" and "comprises", and the like, does not exclude
the presence of elements or steps other than those listed in any claim or the specification as

a whole. In the present specification, “comprises” means “includes or consists of” and
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“comprising” means “including or consisting of”. The singular reference of an element does
not exclude the plural reference of such elements and vice-versa. The invention may be
implemented by means of hardware comprising several distinct elements, and by means of
a suitably programmed computer. In a device claim enumerating several means, several of
these means may be embodied by one and the same item of hardware. The mere fact that
certain measures are recited in mutually different dependent claims does not indicate that a

combination of these measures cannot be used to advantage.

Appendix

Algorithm 1 Key Generation

Domain Parameters (CURVE, Cardinality n , Generator G )
Input: N/A

Output: Blinding Key Shares o), 0, ). %y

PPN

For a threshold of /slices from (m) participants, a blinding key segment o () is constructed
which is associated with participant (1' ) and (m - 1) participants nominated as participant(h)

that are the other parties that participant (i ) exchanges secrets with to sign a blinding key.

e In the scheme, m is the total number of participants where/ <m and hence
i=m-1
e Hence, there is a (/+1,m) - threshold sharing scheme.
The method for algorithm 1 follows:
1) Each participant py, of (j) wherel <7 < j exchanges an ECC public key (or in this

implementation, a Bitcoin address) with all other participants. This address is the

Group identity address and does not need to be used for any other purpose.

It should be noted that this is a derived address, for example as disclosed in International
patent application W0O2017/145016, and key based on a shared value between each of the

participants from the process disclosed therein.
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2) Each participant p,, selects a polynomial f; (x) of degree (k—1) with random

coefficients in a manner that is secret from all other parties.

This function is subject to the participant’s secret agi) that is selected as the polynomial free

term. This value is not shared. This value is calculated using a derived private key.

/. (h)is defined to be the result of the function, J that was selected by participant P for
the value at point (x =4), and the base equation for participant Py is defined as the
function: Jy= Egz)l) a,x"” modn
In this equation, a,is the secret for each participant Py and is not shared.

Hence, each participant Py has a secretly kept function f, (x)that is expressed as the degree
(k-1) polynomial with a free term a.’ being defined as that participant’s secret such that:

L :E(y’i_ol) a,x” modn

3) Each participant p,, encrypts f; (h) to participant B, Vh=
{1,...,(i -1),(i+ 1)]} using B,’s public key' as noted above and exchanges

the value for B, to decrypt.

It should be noted that nxG = for any basic pointG .

As such for any set of integers B:{h €Z,} that can be represented as (b, bl,bzw), if
bG =[bG+b,G+...|mod p, thenb =[b +b, +...]modn . Further, if bG =[bb,...Jmod p

thenb = [bb,...Jmodn.
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Given that Z, is a field and it is possible to validly do Lagrange interpolation modulo »

over the values selected as ECC private keys, a condition exists which leads to the conclusion

that Shamir’s Secret Sharing Scheme SSSS [5] can be implemented overZ,, .

4) Each participant £, broadcasts the values below to all participants.

2) a'G v ={0,...,(k-1)}

b G o

The value associated with the variable h in the equation above can either be the position of

the participant P(h) such that if participant P(h) represents the third participant in a scheme,

then h=3 or equally may represent the value of the ECC public key used by the participant

as an integer. Use cases and scenarios exist for either implementation. In the latter
implementation, the value /1= {1,. e j} would be replaced by an array of values mapped to

the individual participant’s utilised public key.

5) Each participant B verifies the consistency of the received shares with those

received from each other participant. That is:

P ra? 6 = (G

k=0

And that f,(h)G is consistent with the participant’s share.

6) Each participant P(h#) validates that the share owned by that participant (P(h#)) and

which was received is consistent with the other received shares:

Ura
a'G =%, ﬁ]f,(h)G v P

(h=i)

If this is not consistent, the participant rejects the protocol and starts again.
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7) Participant p, now either calculates their share d,, as:

Where: SHARE(p, )€Z, and d,
and
Where: 0, :Exp—[nterpolate(fl,---,fj) >[=Gxd,]
Return (dA(I),QA)

Participant P,y NOw uses the share in calculating signatures. This role can be conducted by
any participant or by a party P that acts as a coordinator in the process of collecting a

signature. The participant can vary and does not need to be the same party on each
g Y Y P

attempt to collect enough shares to sign a transaction.

Hence private key shares d ) < Z' have been created without knowledge of the other

participant’s shares.

Algorithm 2 Updating the private key
Input: Participant £, ‘s share of private key d, denoted asd a0
Output: Participant £, ’s new private key share d ag °.

Algorithm 2 can be used to both update the private key as well as to add randomness into the

protocol.

It is possible to perform recalculation of hierarchical sub-keys without the reconstruction or

even calculated existence of the private keys. In this manner, it is possible to construct
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hierarchies of bitcoin addresses and private key slices that when correctly deployed will

remove any large-scale fraud or database theft as has occurred in the past.

1) Each participant selects a random polynomial of degree (k - 1) subject to zero as

5 its free term. This is analogous to Algorithm 1 but that the participants must

validate that the selected secret of all other participants is zero.
It should be noted that: G =nG =0 whereOis a point at infinity on the elliptic curve.

10 Using this equality, all active participants validate the function:

al)G=0 Vi={l-,j}

See Feldman (1987) for an analogy.

*

Generate the zero share: z, «—Z

n

15 2) d,, =d, +z

A(i) i

3) Return: dA(i)'

The result of this algorithm is a new key share that is associated with the original private
key. A variation of this algorithm makes the ability to both increase the randomness of the
first algorithm or to engage in a re-sharing exercise that results in new key slices without the
20 need to change the bitcoin address possible. In this way, the protocol of the present invention
allows a group to additively mask a private key share without altering the underlying private
key. This process can be used to minimise any potential key leakage associated with the
continued use and deployment of the individual key shares without changing the underlying

bitcoin address and private key.

25 Algorithm 3 Signature Generation

Domain Parameters: CURVE, Cardinality » , Generator
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Input: Message to be signed e=H (m)

Private Key Share  d ag) € Zn'

Output: Signature (r.5) €Z, for e=H(m)

5 A) Distributed Key Generation
1) Generate the ephemeral key shares using Algorithm I

Dk(z) —Z,

2) Generate Mask shares using Algorithm I:

o «—7

1 n

10 3) Generate Mask shares with Algorithm 2:

frc 2
B) Signature Generation
4) e=H (m) Validate the hash of the message m
5) Broadcast
15 8 =D, + B modn
And
@ =Gxo

6) u = Interpolate (,91 yeeesd, ) mod n

>[= D modn|
20 7) 0 = Exp—Interpolate(o,,...,,)
>[=Gxal
8) Calculate (Rx, Ry) where 7, , = (Rx,Ry) =Oxu’
>[=Gx D]

9) r=r,=R modn

25 Ifr =0, start again (i.e. from the initial distribution)



10

15

20

25

WO 2019/142075 PCT/1IB2019/050178

-38-

10) Broadcast S, =D, , (e + DA(l)r) +C modn

11) 8 = Interpolate(s,,...,s, ) mod n

If s =0 redo Algorithm 3 from the start (A.1).

12)Return (7,s)

13) In Bitcoin, reconstruct the transaction with the (7,s) pair to form a standard

transaction.
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Claims

1. A method of obtaining digitally signed data, the method comprising:- sending first data from at
least one of a plurality of first participants to at least one second participant, wherein said first
data is based on second data accessible to at least one said first participant, and wherein said
second data is inaccessible to the or each said second participant;

receiving, from at least one said second participant, a digital signature (S,) of said first data; and

processing said digital signature (S;) of said first data, by a plurality of said first participants, to
provide shares of a digital signature (S) of said second data, wherein said digital signature (S) of
said second data is accessible by means of a threshold number of said shares and is
inaccessible to less than said threshold number of shares.

2. A method according to claim 1, wherein each said share of said digital signature (S) of said
second data includes shares of a plurality of first secret values (A4, Ay) shared among a plurality
of said first participants by means of joint random secret sharing (JRSS).

3. A method according to claim 2, wherein each said share of said digital signature (S) of said
second data includes at least one first masking share, shared among said plurality of first
participants by means of joint zero secret sharing (JZSS).

4. A method according to any one of the preceding claims, wherein said first data is generated by
means of shares of said first data such that said first data is accessible by means of a threshold
number of said shares and is inaccessible to less than said threshold number of shares.

5. A method according to claim 4, wherein each said share of said first data includes shares of a
plurality of said first secret values (A4, An) shared among said plurality of said first participants by
means of joint random secret sharing (JRSS).

6. A method according to claim 5, wherein each said share of said first data includes at least one
second masking share, shared among said plurality of first participants by means of joint zero
secret sharing (JZSS).

7. A method according to any one of the preceding claims, further comprising

receiving, from at least one said second patrticipant, third data based on said second secret
values.

8. A method according to any one of the preceding claims, wherein the digital

signature (S,) of the first data is generated by means of shares of said digital signature (S;) of
said first data, shared among a plurality of said second participants, wherein said digital
signature (S,) of said first data is accessible by means of a threshold number of said shares and
is inaccessible to less than said threshold number of said shares.
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9. A method according to claim 8, wherein each said share of said digital signature (S;) of said
first data includes shares of a plurality of second secret values (B, By;), shared among a plurality
of said second participants by means of joint random secret sharing (JRSS).

10. A method according to claim 9, wherein each said share of said digital signature (S;) of said
first data includes at least one third masking share, shared among said plurality of said second
participants by means of joint zero secret sharing (JZSS).

11. A method according to any one of the preceding claims, wherein the second data is a
message.

12. A method according to any one of claims 1 to 10, wherein the second data is a hash value of
a message.

13. A method according to any one of the preceding claims, wherein the first data is a blockchain
transaction.

14. A method according to any one of the preceding claims, wherein at least one said digital
signature (S;, S) is based on a cryptography system having a homomorphic property.

15. A method according to claim 14, wherein at least one said digital signature (S;, S) is based
on an elliptic curve cryptography system.

16. A computer-implemented system (2600) comprising:
a processor (2602); and

memory (2618, 2620) including executable instructions that, as a result of execution by the
processor, causes the system to perform any embodiment of the computer- implemented method
as claimed in any of claims 1 to 15.

17. A non-transitory computer-readable storage medium having stored thereon

executable instructions that, as a result of being executed by a processor of a computer system,
cause the computer system to at least perform an embodiment of the method as claimed in any
of claims 1 to 15.



