TELE/ DATACOMMUNI CATI ONS PAYMENT METHOD AND APPARATUS BACKGROUND Thi s

| appl i cation cl ai. nms the benefit d T lgesi_%k&égfgml ot-h -of - whi-eh -are-5— v

i ncor por atypg ofyeries N by ref erencd: Sronal Pat entPCRSESS/6%51 on No

60/ 043,610 filed April 15, 1997 ent.tﬁ / DATACOVMUNCATI ONS PAYNENT
METHOD AND APPARATUS; (2) US Provisional Patent Applicaion No.- 60/049, 774
filed June 16, 1997 entitled TELE/ DATACOVMUNI CATI ONS PAYMENT METHOD AND
APPARATUS. 10 1. FIELD OF THE I NVENTION This invention pertains to

enpl oynment of telecomunications to facilitate financial transactions. 2.
RELATED ART AND OTHER CONSI DERATI ONS Many consuner - based--comrereial e e

transactions-invol v ot —caf t— l—n-—— -
t he course of such &pﬁﬂhﬁiﬁg é@ﬂ'@&g mﬁﬁ rm nal or
-the like.is.connected by.a tﬁ ni ¢atjon nanci al .
institution (e.g., a bank or '&%ﬁ m&mgnsors t he card)

for the pur pose of obt ai ni ng an authorization or indication that the

consuner' s account bal ance i s suf i&ﬁ&é L AT er the cost of the
parti cul ar transaction. In the ca febit 20 card, the

consuner' s account .is essentially imedi ately .debited for the.amunt. of the . _
transaction, and the funds ultimtely made available to the seller or

provider of services. qusaappflﬂdﬂlénﬁhhﬂsﬂ%lbéﬂbﬁmfﬂwfdm@mng,tmﬂhqﬁ‘nsuner s

subsequently mail ed g bill irin rrent r ransacti, qn. -
For consunfer sWiMeh arflmgompr%t?@ﬁ gk 3 981 Sggesa Vﬁlﬂmﬂabl e for

32; ﬁ' wn ng hag hi;&&ﬂ% AR a%emyeemg W@'wﬁiaﬁtwémea RackpMi 14, ﬁgqéa_y t he bank
the same inventor bearing title TELE/DATACOMMUNICATIONS » . '
PAYMENT METHOD AND APPARATUS; 2 United States
Prov1s1ona1 Patent Apphcatlon No. 60/049, 774 which was filed on June 16,
10 1997 by the same inventor bearing title : ' 3
' TELE/DATACOMMUNICATIONS PAYMENT METHOD AND - v

| APPARATUS

1. FIELD OF THE INVENTION

This invention pertams to employment of telecommumcanons to

15 faclhtate ﬁnancml transactmns

2. RELATED ART AND OTHER CONSIDERATIONS |

Many consumer-based commercial transactions involve
payment using a credit card or bank debit card. In the course of such
| transactions, a computerized “cash register” terminal or the likeis - -
20 - connected by a telecommunications link to a financial institution (e.g., a

bank or credit card company which sponsors the card) for the purpose of
- obtaining an authorization or indication that the consumer’s account
~ balance is sufficient to cover the cost of the particular transaction. In the
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2 The check, credit card, and debit card nodes of payment require, of
course, that the- consunfet-----p-hy—s-i-c- L]y 'possess the sanme at the time of the

transact ﬁh credit card$ THESHEEDIHASCREENS| ar e ofP@p,sﬁ@m;@ll f left
at home or o%l erwi se unavai | abl e{at thEPL'A'E’EDOf t'hp transaction.
Mor e6VEF “there aré significant seewrt ty—f+aks~rAvdl ved with utili zatlon of -

checks, credlt cards, and debit cards. Al are prone to being |ost or
stol en, and subsequently improperly used by third persons. A further risk
S that inprints or copies of the cards may enabl e unauthorized use by a
third-person—210-1n- EP-A~O798547 -a--cust oner - seeking -eredit for purchase

—f-F-em-ar;-_mar—ehaht— ga;g e+ess t-el-ephone -hy Sﬁﬂdg{] a . sequence t hat
includes a rf@feR dhe.cPBSHBISE S asFountdp esseptiallY ed.  EP- 1- 0501697

-provides. a riﬁfgh@dxh &beié@i&ﬂ?éﬁﬁﬂﬁnt%ftﬁe%ﬁ%oﬁaiﬁ@ﬂﬁfﬁﬁ&em 15 Wat is
needed, therefore nd an o gect of the present invVention, is a secure and

efficient nodtmatelpamadeavailg leatoﬁhmsnllﬂrarprmadsra@ﬁseﬁwcmﬁw BRNKRY OF THE

| NVENTI ON A teke de (TSN) which
facilitates Jl égyd%aqm%mmﬂgié@gm g{%%lt%s%% étdcf? a cust oner
financi-als i nethiriig prynent forthedtamsactioncount . of . a. rrerchant financi al '
‘institution. The TSN acqui res_a merchant identifier_and transaction anmount
froma customer nobile station. The TSN sends a transaction verification

request nessage.-to. bOthﬁéBhsﬁﬂx%iﬁﬁﬁinﬁ@Wﬂt&nsdlﬁ&ks)@uﬁﬂ&Mﬁc&ﬁi&hant
term nal. Upon_receipt of transaction ver|f|cat|on the TSN requests

transfer 25 aymilahle for ghtainingah leasiprelimingy anpeoval $aas the checkomill 1o t he
mer chant accg Héllthe:t;gﬁk Ph%hl&ﬁ'ﬁté %‘é@ﬁﬁé 8wl SO optional |y provides an
e

~aut hori zatlon assurance Teature and a security feature. For auther+zation
assurance, prior to requesting a funds transfer ffom.the custoner~account

in the amount of the t’f‘ﬁl@cs,ﬁé:ctk', %dﬁmt dtcﬂgltcgl-\hmodes of payment

~ require, of course, that the consumer physmally posses the same at the time

of the transaction. Checks, credit cards, and debit cards are of no value if « -
~ left at home or otherwise unavailable at the time of the transaction.
15 | | |
Moreover, there are significant security risks involved with
. utilization of checks, credit cards, and debit cards. All are pronc to being

- lost or stolen, and subsequently improperly used bythlrd "per"scn's A
further risk is that imprints or copies of the cards may enable unauthorized
20 . use by a third person

o ~ ‘What is needed, therefore, and an object of the present
invention, is a secure and efficient mode of payment for a financial
- fransaction. | |

25 , | - BRIEF SUMIVIARY OF THE ]NVENTION

A tele/datacommunications network has a service node (TSN)
- which facilitates payment/transfer from a customer account of a customer
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30 checks whether the custoner financial institution wll authorize such
funds -transfer.— -3 -The transagLiof can-0cees—im a vari ety of manners. In
one node @b oklfuNvention, the §rm1$se!EE‘6MASaBEEN:,ur whi | ePCTSESSMBESDITEr i S
at the merchant's prem ses, wheneat tREPIQACEDoNer &cquires the merchant
identifier and the transacti on ametrt—tm—arorer node, the custoner can be
at a custoner predetermned native |location, e.g., at the 5 custonmer's hone
or place of business, where the custom& views a nerchant's web page. The
nmerchant's web page, in addition to providing the m'archant identi.fier,
-provi-des-—ei- t—her -an advertisenment of an-i-nvoice (e.g., a utility bill). For

-the—+i+st—ny éll éﬂﬁf §§2§| e F@Iﬁﬁ atia&&ﬁt M&g&h%@mgin&ae I nvention

enabl es 10 ne CUSt OI’T'EI’ WI re ess COI’TTTUI’]I cation

pI‘OXI mty of _the rrerchant al requesting. tran of the
transacti on ﬁmﬁuﬁ?’@ﬁfq‘?@%@@é{lﬂ%pfh&’igﬁﬁ SWQS Sfflcéé‘@Bunt at the
mer chant fi ﬁb&'méd%ﬁgé tdbétBithe EhgtomeNmhtiletatsiSardtheBelchamd GPS -

I ocati on coo nat es  of the nerchant term.nal,  and receives the current GPS

.coor di natses. tegmingl. {Uponoeseiptef transsctien yerficaion, then T SHLrequ8 S rer nmobi | e
St at Th T hant
o i SR s oo R P e EAGbHCP Bt &bty e Tor onall

det e_r.m.ne..l. f.rriefdaahv\accmmt.vm thin an acceptable proximity range. 20 _
For the second node of the invention, the security feature of the invention
enabl es the TSN to-'confirmthat the customer is in a custoner predeternined
.native.locati.on. at theTheﬂ\SNbﬁﬂrbliﬁﬁ&ltﬁfnﬂ%bpﬁbﬁﬁBfmmtant0 t he

mer chant.. For- exanpl e, the geqgraphical securl fe ure woul d bar~-any
pur chaset? oralﬁbyﬂﬂoq?ﬁsll}‘@cé W%%rﬁf(‘ﬁ S of BUhTIZBURBT~ connect ed
to base stat,aiioeUsiek if1RGuidineoy i Hs%ﬁ?ﬂ&?ﬂi@c&%méﬂﬂcbﬁﬁtins at one
of his custoner predetermn ‘é nati ve | ocations, (2) when GPS coordi nat es
of the nobi I&moMmfdhemsaOﬁmnh!mom&@mgmféﬂsm eithg range of the

customer financial institution will authorize such funds transfer. .

5 . The transaction can occur in a variety of manners. In one
" mode of the invention, the transaction can occur while the customer is at

the merchant’s premises, whereat the customer acquires the merchant

identifier and the transaction aiiount . In another mode, the customer can
‘be at a customer predetermined native location, e.g., at the customer’s

20 home or place of business, where the customer views a merchant’s web
page. The merchant’s web page, in addition to providing the merchant
identifier, provides either_ an advertisement of an invoice (e.g., a utility bill).

 For the first mode of the invention, the security feature of the
__25_ _invention enables the TSN to confirm that the customer wireless

"communication unit (e.g., mobxle station) is within a predetermined
geographical proximity of the merchant terminal prior to requesting transfer

of the transaction amount from the customer account to the merchant -
account at the merchant financial institution. The TSN has access to
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custoner. prdeterm ned native Iocatlon BRI EF DESCRI PTI ON OF THE DRAW NGS

The foregoi ng and ot her objects, j Msn‘@HEEJ iy ntages of the inventi on
wll 30 ent fromthe fol: r cul ar  deggiskpddoesn of
pr ef erreﬁéﬁ%&q nts as illustrafed i REPhACERconpanyi ng drawi ngs in which

reference characters refer to the™ 4 Sane parts throughout the various
views. The drawi ngs are not necessarily to scale, enphasis instead being
pl aced upon illustratng the principles of the invention. Fig. 1is a

schematic view of "a tel e/ datacomuni cati ons network including a node which

provides a tel epaynent service according to an enbodinent of -5-t-he- s
i nvention. . WO 98/ 47116 e e e e

~ PCT/ SE98/ 006prestared GER losations eoprinates of tbﬁ/mﬁrcmémal& &Bﬁ#ﬁiﬁﬁl‘(ﬁt ians. ...
-networ k. i ncl | ditediht PASCCIER PhE BastBim P LA Wit Rbihe _accor di ng to

anot her enbo e 1 nvent Fig. 1B is a schematic
vi ew of a t etustomenmobilerstationi. The TN eompares cheGiP¥glogatien voardinatest r ol node

of an intelligent network which ovi des |l e according to.
an embodi rren?Pﬁ'F hl"’ﬂ an ecur?ent?}ﬂseco&aﬁg?&zofcgfsg&é%hemt ic view
of - the sef Vi gRybeletdtivn toddéterinifié ifthe tivd atdrevithin &g acceptable proximityet wor k  of

_F| g. 1. Fig. 2A(1) is a schematic view of the service control..node included
in the t el-ecERA®ni cat i ons network of Flg 1A for a flrst node of

For the second mode of 'the invention, the security feature of
the invention enables the TSN to confirm that the customer isina customer_
10 predetermined native location at the time the customer authorizes payment "
" to the merchant. For exampie, the geographical security feature would bar - -
any purchases or payment initiated when (1) the mobile station is not
connécted to base station(s) used when the owner of the mobile statipn isat ~
. one of his customer predetermined né_ltive locations, or (2) when GPS
15  coordinates of the mobile station are not within an acceptable proximity
range of the customer predetermined native location.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features, and advantages of the
: invenﬁon will be apparent from the following more particular description of
20 preferred embodiments as illustrated in the accompanying drawings in
which reference characters refer to the same parts throughout the various
views. The drawings are not necessarily to scale, emphasis instead being
placed upon illustrating the principles of the invention.

'Fig. 1 is a schematic view of a tele/datacommunications
25 network including a node which provides a telepayment service according
to an embodiment of the invention.

i This Sheet Has Been Replaced: - .




15 the invention. Fig. 2A(2) is a schematic view of the service control

nodé included in the tel ecommunications network of Fig. 1A for a second - ===
node of . tyagog/pMet i on. 20 Fig. 3 is a schematic vi ew showPOF/SENE/00691
relationship of Fig. 3A, Fig. 3B, and Fig. 3C. Fig. 3A 'Fig. 3B, and Fig.

3C are flowharts showi ng steps 25 executed by a service control node
according to the invention. Fig. 4Ais a flowhart show ng additional steps
executed by a service control node in dnnection with a security feature of

a first node of the invention. . WD 98/47116 _ S
PCT/ SE98/ 00691 6 Fig. 4B is a flowhart show ng additional -steps-executed-——:
by a service control 'ﬁg?,:}\ris ggg H10%iel bhatels ettt of —a second-—
node of the invention. ig. 'S a schematic view.of_a portion of Fig. ._.__ .
1, but depi aietworkainchsdingemode whiok poonides s tglepayinsen sefviies agBrdinga .
schematic view of, a pqrtidon of-Fig 1.but 10 depicting a custoner having

a nobile st éplaaﬁﬁqfﬁ%%%éf%%%‘ﬁegn%% t el ephone) and a workstation at a
~custoner predeterm ned native |ocation which is preferably renote froma
merchant's premses. Fig. 5Cis schenatic _view of a portiop of Fig. 1

but 15 - depicting a cuBiBohBriS ¢ %afacmpéaéﬁs/@a@ﬁommﬁ@tm@rm - WA

l'aptop network including a service control node of an intelligent network which -~ -~ - ==
provides a telepayment service according to an embodiment of the S
invention. | |
10 : Fig. 2 is a schematic view of the service control node . ;\A

included in the telecommunications network of Fig. 1.

F1g 2A(1)isa schematic view of the service control node
- included in the telecommunications network of Fig. 1A for a first mode of -
15 the invention. '

Fig. 2A(2) isa schematic viéw of the service control node |
included in the telecommunications network of Fig. 1A fof a second mode ™~~~
of the invention.
20 |
- Fig. 3 is a schematic view showing the relationship of Fig.
- 3A, Fig. 3B, and Fig. 3C. = . '

| Fig. 3A, Fig. 3B, and Fig. 3C are flowcharts showing steps
25  executed by a service control node according to the invention.

Fig. 4A is a flowchart showing additional steps executed bya
service control node in connection with a security feature of a first mode of

the invention.



conputer with nmobile term nation capabilities), the nobile station situated
at a custoner predetermned nati-ve-l-ocation whichis preferably renote from
a merchany, I'ses. DETAI LED DESCRI PTI ON OF THE DRAW Nﬁ.ﬁ& ~In
the foll oévmoﬁggﬁzgl?cri ption, for purposes of explanation and not 9?’?%9% atian,
specific details are set forth such as particular architectures,

I nterfaces, techniques, etc. in order to provide a thorough understandi ng
of the present invention. However, it wgll be apparent to those skilled in
the art that the present invention may be practiced in other enbodi ments
that 25 -depart-from t-hese-spectf-+e-detai-ts—1n-other -i-nstances, detail ed
-descri-pttons-of-welt—known-devi-ces;—ctrcutts;~-and et hods—are-omtted so as
.not_to obscure the description of the present invention_with _unnecessary
detail. =~ WO 98/47116%:5 4R ic ) o a Lr o

PCT/ SE98/ 00691 7 Fi g. 11 a2 1gychart showing additional steps exegpted by 2. 4

. speci al f uncsérvicermaitrol noderimeormertibr pdth & seonrity featae (fEIdcofd model epay TSN
30 is .connectegd t.o an.exchange, such as transit exchange (TE) 40, of a

publ i c s_vvitcﬂ_g GOVEHYhe network (PSTN) 50. PSTN 50 includes both 5

| andl i:ne @and radi'o conmuni-cat.i-ons--l.i-nks. -As.-such,.-PSI.N.50..provi.des --. .
connections to a:.p_l._ur-aki.t_y_ of renpte wireless units or npbile stations, of
whi ch cust omer nobi | e St strhemagic view afisipastior pEFi®debut s but one
‘exanpl e, andjxiias; stisert AR 4 Breiiii! such as. nmerchant term nal

70. Al't houghdﬁlg?{ol, 'ﬁ?:'u\?m rel eaggaggbmmnigc_ te#g?\éstshni t 60 is hereinafter 10
illustrated as being a nobile tel ephone, it shoul d be understood that other

2 personal i gi tar asoF U an Lpoaperer g At FEMAR REER dnBE ppiv-20or o

10, depicting a customeér having a mobile station (in the form of a mobile

telephone) and a workstation at a customer predetermined native location
which is preferably remote from a merchant’s premises.

Fig. 5C is a schematic view of a portion of Fig. 1, but
15 depicting a customer having a_mobile's_tation (in the form of a laptop
computer with mobile termination capabilities), the mobile station situated
at a customer predetermined native Jocation which is preferably remote

from a merchant’s premises.

DETAILED DESCRIPTION OF THE DRAWINGS -

20 In the following description, for purposes of explanation and not
limitation, specific details are set forth such as particular architectures,
interfaces, techniques, etc. in order to'provide a thorough undérstan&ing of
the present invention. However, it will be apparent to those skilled in the
art that the present invention may be practiced in other embodiments that

_.25__depart from these specific details. In other instances, detailed descriptions
of well known devices, circuits, and methods are omitted so as not to
obscure the description of the present invention with unnecessary detail.




conputer with nobile ternination capabilities. 15 Cust oner

nobi | e ter mnal..60.i-s-served . by- base -_-st---a-t'—i on (BS) 52 in PSIN 50. Base

stati on S5goiogig@@gnected to a nobile switching center (NMSCPCEIASERBDALr out es

calls fromthe customer to telepay TSN 30. Fig. 1..shows telepay TSN 30 as -

al so being connected by a 20 data network N to a custoner financial

institution 80 and a nerchant financial_institution 90. Although

illustrated separately, it shoul d be unflerstood that network N can be

i ncluded 'in PSTN 50. Moreover, a variety of protocols (e.g. X 25, X 21,
_l.eased. l.ine.and TCRLLP, . or-internet/ TCR/ 1 P). can-be-utilized over network N

”.2.5.....wu.1@..__F4g.7__537.an-d--ﬁﬁig --_—ﬁ@;b%%\ng%%éwﬁ- ds"He%Bflf '22%%%' tly

connected together, t

erson the art w reCi ate that such

i'T1USTT at T angpesial fancfiorphéde kuawmas & telepryt sepiice moda (TSN i30nTelepasct s of the-

i nvention.

. WD 98/ 47116

! ’?Sf\le?d L .éldnnggtte_a 18 3h B xeihd ge! sbag ﬁé‘ﬁ{slftse){cﬁgﬁgep@js‘gg g{/fg.gt 51)

691 8

an;j ci rcui1éi ﬁﬁ?ﬁ@m%ﬁmw}imﬁa-mm{@sm 50. aPS'EI_S'rﬁbihbliudesbpﬂi ce ;)_r_ '

gat eway nodes-'tg nobile _swtching centéers of a - ecaq ni cati ons
net wor k. srhelamdbpﬁémé?@emﬁ%'gﬁ%@ﬁsl%ﬁwﬁ%méépﬁ%‘fl Bhiy the
_gvblsi e ,Sf)ﬁts' &g&gnecﬁups BAg ﬁ)lﬁ%ﬁﬁﬂ. ofe (A& ST WP nfHileRations! Bf t he robi | e

se station controllers (also known as radi-o nefwork

cont r ol | er s) which customer srobile station athee-oas mabilgitelspbone)ig biit o€ t he nobi | e.

.t ehi Cor : ) ; : : e o
2ccor dance. wEHTEDIfe Sy 4Lk fRtliAth o 0GB RARs ShAH ACBRRABRL IS 0
- mobi | e stati g0, Gdtteaghcistomerwireless comomnivation nmitofkis hereinafter

10

15

ill_ustrat_ed as being a mobile telephoné, it should bgfundgrstood that other.~
types of devices are also contemplated for use with the invention, suchasa
personal digital assistant (PDA) with a radio connection to PSTN 50 ora
compl_'lt:e_i" with mobile termination capabilities. - ' .

Customer mobile terminal 60 is served by base station (BS)
52 in PSTN 50. Base station 52 is connected to a mobile switching center
(MSC) 54 which routes calls from the customer to telepay TSN 30.

20

25

_ Fig. 1 shows telepay TSN 30 as also being connected by a
data network N to a customer ﬁna‘n_cial. institution 80 and a merchant
ﬁnanciﬂ institution 90. Although illustrated separately, it should be
understood that network N can be included in PSTN 50. Moreover, a
variety of protocols (e.g. X.25, X.21, leased line and TCP/IP, or
internet/T CP/IP) can be utilized over network N. -

R mleFlg 5B and Fig. 5C show PSTN 50 and internet 51
directly connected together, 1_:h_¢ pérson skilled in the art will appreciate that

such illustrations are a simplification for not obscuring salient aspects of
- the invention. In reality, both data switched networks (such as internet 51)



froma merchant. The nerchant has nerchant termnal 70 which functions as a
conput eri zed cash regi ster and whi ch has nodem connection to PSTN 50. The
cust oner Wipdsakomer nobile statiori 60 can nmake paynent fpfr/dEesr@OPdS or
services using telepay TSN 30, and particularly can transfer funds 15 from
the custoner's account in custoner financial. institution 80 to the S
merchant's account in nerchant financial institution 90. Custoner.financial
institution 80 can be, for exanple, a Iganking institution with whi.ch the
custonmer has an account or a credit-card conpany with which the custoner

‘has--an--account. 20 The present invention permts financial transactions to -

Trvention. 1o rnitRndmorire dontededi Boniek Ve aliRS o the

.-mer chant- s - ppagvag noledto Mobilb switchingasehtets Bf & Mskik t8leboinheurmitaichzer
acquires the 25 Tnerchant jdentifier and the transaction anount. Fig. 5B
i | l'ust rat es Betswskhndhagaebily telecommunisetions neiwars eqrprigesaipl oahethe; s
situated at g QR LRAd: [ thad ably renote
fromthe ner@f?%ﬁ? 'tss prgﬁgﬁkggﬁaﬁhﬁﬁqg%er préea g_{l’gﬁmn@gs{ﬁgélfé\ie '
-l.ocati-on.$2Bstationd) basd statien aoptrellers aise knownms radibmetwork gindradlens) busi ness.
I n.accordance with thi MO,.9 ' : . . gL
~ PCT/ SE98/ 006%°@M°mﬁ?ﬂﬁ%#é€ag?ﬁ’&%wﬁ Sepebile SEERIRE ve 1 ocati on
'62B the cust gefiters\onBunicating wthi the basdstatioes eontrbliepd.ayed on a nonitor 64B.
The merchant's web page, in addition to providing the nerchant identifier,
provides either an advertisenment of an invoice (e.g., a utility bill). Fig..

5C 5. illustrates a vaj adopdartk WillPthieasessht HfRtieh, 4 BRstbMLPHHON i N whi ch-

nobi |l e

10 operates cﬁstomgr mobile station 60 seeks to purchase goods or services ™
from a merchant. The merchant has merchant terminal 70 which functions
as a computerized cash register and which has modem connection to PSTN
50. The customer via customer mobile station 60 can make payment for the~-
goods or services using telepay TSN 30, and particularly can transfer funds
15 from the customer's account in customer financial institution 80 to the |
merchant’s account in merchant financial institution 90. Customer
financial institution 80 can be, for example, a banking institution with
~ which the customer has an'acc'o_unt or a credit card company with which the
customer has an account.
20
The present invention permits financial transactions to occur
in a variety of manners. Fig. SA depicts a first mode of the invention, in
" which the transaction occurs while the customer is at the merchant’s
premises 92A. At the merchant’s premises 92A the customer acquires the
25 merchant identifier and the transaction amount. Fig. 5B illustrates a second
~ mode of the invention in which the customer is situated at a customer

_ predetermined native location 62B, preferably remote from the merchant’s .

- premises 92B. The customer predetermined native location 62B can be, for

-example, the customer’s home or place of business. In accordance with this



station 60 takes the formof a |aptop conputer ‘with nDblle termnation. The
mobil e station of Fig. 5C is capable of having connections (through the—
mobi | e t eWSXeMTIRE cati ons network) both with the internet B @Wﬁﬂé&%”1 PSTN
50. 10 In brief, suppose that the customer wants to pay $100US for a good
or service, or f or payment of a bill or invotce (such as a utility bill

for exanple). In accordance with the prgsent I nvention, the custoner nerely
dials the directory nunber of the tel epdy TSN 30 (e.g. a Al-800" directory
15 nunber) and, in response to pronpts generated by telepay TSN 30, enters
a nmer chant |dent|f|er and a transaction anmount ($100US).  The -mer chant: T e

i dentifier i Seqindne@s #Yhd bestomecprdetetinbd naive Tobsivd G2Bi@ayed at 1 he—"—'“’"
merchant's prent ses 92A [ see qu%gw or shown on_the_ nerchant' s weh. page. . .. .

di spl ayed -oricHsiames vigyse meseh agﬁas wlaﬁetﬂgeempgltoeﬁﬁ Thee 20
transaction Aufindsswtlipabllinhddfith tb¥robiBhIRmatnanitbaeaer DIl

armount . Tel epay a veri sage to at st one, and
preferably bprdmdmaelthm'santadvbtttsemeaheﬁam mmcetfeghautlhtgghﬂb, Phg,l.‘@ay TSN 30

sends a veriftjcation nes OV a cash
register ﬁlsbl;l snaev"l“r‘%ﬁ(g’a@{t?‘s §9¥%W§Q$8%Bteeo %‘? ﬂ’%@“ﬁ’r@oﬁ'ﬁ?chant s
account 25  gnffion 60 ket ibfmcdf(idaptﬁpmﬂlﬁér withirholsids fepminmtivsaThei S sent .
to custoner nohile statlfg 63 H%é‘ enent, both tgancugltlomer and the
nerchant t hemehilestationer Fig. 2G isea 52’5 Ay IR OMBEEHO obeh ¢ epay TSN 30
then arrangesndiile fe gﬁﬁzﬁﬁl oW Both Hifl PRk iRtmd ¥ rchan_t

account to be cred |te by the transactlon ‘anount . WO 98/ 4 116
_ePCT/SE98/006@S]IJ60 _ S

10, o oL | - | ~
In brief, suppose that the customer wants to pay $100US fora _
- good or service, or for payment of a bill or invoice (such asa utility bill, for

v~

- example). In accordance with the present invention, the customer merely
_ dials the directory number of the telepay TSN 30 (e.g. a A1-800" directory
15 number) and, in response to prompts generated by telepay TSN 30, enters a -

~.

merchant identifier and a transaction amount ($100US). The merchant
identifier is provided by t_I_xe'merchant (e.g., prominently displa_yed at the
merchant’s premises 92A [see Fig. 5A] or shown on the merchant’sweb -~~~
page displayed on monitor 64B [see Fig. 5B] or laptop [see Fig. 5C]). The

20 transaction amount is the total cost for the good or service or bill amount.

S Telepay TSN 30 sends a verification message to at least one, and preferably
g both, parties to the transaction. In this regard, telepay TSN 30 sends a
verification message to the merchant, providing (e.g., on a cash reglster
' display) 1 the transaction amount to be credited to the merchant’s account

25  and a transaction code. A similar verification message is sent to customer
mobile station 60. If in agreement, both the customer and the merchant _ |
then send a verification message to telepay TSN 30. Telepay TSN30then
arranges for the customer account to be debited, and the merchant account
to be credited, by the transaction amount.



In the enbodinent illustrated in Fig. 1, telepay TSN 30 is a special _
pur pose node- whi ch includes general ~purpese—conputer--30C having -a UNI X or -
M crosof tywiybg@pAagat i ng system and- executes a set(s) of codgdydros/noeo

i nstructions for performng the actions herein described. Conputer 30C is
connected to an accessory or peripheral 30P and a data network interface
30D. Peripheral 30P receives and interprets DIMF signalling of nunbers
(e.g., for transaction anount, nerchang@i dentifier, PIN), and al so
generates and transmts voi.ce/ sound pronpts. Data network interface 30D is
10 connected vi-a data network -N-to-custorer—finanetal-—-insti t-ution 80 and-to
_ merchant- fi-nanctat—tnstitut - onr-90:—tn—one-enbodi-ment-of -the-invention, -the-
set .of instructions.and. functions executed by telepay TSN 30 are .. . .
modul ari zed. In such 1 therdaisbdimeit illubRa@ddniFes 19telepdyePSN PN 80 as
illustrated in Fig. 2 includ .cust? r. comuni cati on nodul e 202;. nmer chant
‘communi c¢at i &PW@P@%@A‘P@W&H@P prmesgsempater@)C bavingci al

institution. b RALAIR AT R ' - At [y dozat i ul e 210.
20 FURE s'%’%;’ng"“ég’mmm nri;%ega@t & ﬁm%ﬁi mﬁfﬁ‘g&@ oP BodRt _-
communi céat i cmstructaort pecformi ¢clactionsihersi ibéed aCompuertI0Cisst oner -
nobi | e station Y&, Pﬂ;ﬁ%ﬁ& & ' n&%g,ed dn ctust, ner. C ni.cation.
node 202 ar ec%’%%? §§‘He R %ﬁg&% -9 ?—ﬂ?&ﬂ?é?’?ﬂ‘rfng%lc&tor

it er f ace 208D, Periphérab 80P aeceives andlatetprots DTME rgiggna“m e aop "
unit. -5. Jntegface -2 an 2-3 are, conne t o, peri phera .
S ar Ly, e SRR O TIERADE SR B e Al EORRRECS
comuni cati Oghd ﬁ&ﬁrﬁﬁ@ﬁoﬁ:@&oﬁn&@fﬁﬂp@@@ﬂt&ﬁeﬁﬂﬁﬁ%ﬁeﬁfﬁéé 90D ijs . WO-98/ 47116

PCT/ SE98/ 00691 . _ o Rt .
10  connected via data network N to customer financial institution 80 and to ™

merchant financial institution 90.

In one embodiment of the invention, the set of instructions  ~.
and functions executed by telepay TSN 30 are modularized. In such
15 embodiment, the modules of telepay TSN 30 as illustrated in Fig. 2 include
' customer communication module 202; ‘merchant communication module
204; transfer communication module 206; financial institution
communication module 208; and, funds authorization module 210,

20 Customer communication module 202 includes a customer.
communication interface 202-1 which handles communication with
customer mobile station 60 over PSTN 50. Also included in customer
communication mode 202 are prompt génerator interface 202-2,
information collector interface 202-3, verification unit 202-4, and

25 transaction confirmation unit 202-5. Interface 202-2 and 202-3 are
connected to peripheral 30P. 7 - |

Similarly, merchant communication module 204 includes a
merchant communication interface 204-1 which handles communications



11 with merchant terminal 70 over PSTN 50. Al so |ncI uded i n merchant
commini cai on nodul e- 204-are—pronpt--genertor interface 204-2; verification
unit 204- YO 88MF1I& r ansaction confirmation unit 204-4. 5  PCT/SE98/00691
Transfer coordi nation nodul e 206 includes a transaction record generator
206-1 and a transaction code generator 206-2- Transaction record generator
206-1 is used to build records -for transaction data base 220. In addition
to building transaction database 220, t¥hnsfer coordination nodul e 206
searches for and accesses records 'stored in transacti on dat abase 10 220.
Fi-nanci-al- - nsti tutt-en-comunt-cat +on-—-modutl-e 208-+i-ncl-udes - cust oner fi nanci al
T nsti-tuti-on - GRH MeRchaat ARl 10 ovr PSIIN K0S tATsyindidéd inahEfmhan?08- 1 and
nmerchant financial institutjon interface 208-2. 15  Financial institution
. conmmuni cat i oROTZARiEatD yle Hiarg promph generstoninteriane 204-2208- 3 for

searching a %&q ﬁﬁgﬂ I ne 208-4 for
- searching-a- %ﬁ?ﬁgﬁénﬁﬂ{tabasé %@2& cﬁ?ﬁgﬁe %u&F&‘?ﬁQR%% in Fig. 2,
custonmer dat abase.222 20 - has . prestored therein a record for each custoner
who subscribes to the tele vice offere el,epay. TSN..30. The record
for each.-tustomer has- aqx,i‘é}s/coqr ﬁ?@?ﬂﬁge%g@ 71#) ARTACHORe .. -
identifier f t&idid%%ﬁésat@ ZOGsl@ﬁéhtfaﬂS@éti‘drﬁéodd’gdﬂefatbt 206-&ddlrrﬁﬁ§achbﬁ| d 222B;
and, a custoner account |f|er field 222C. The custoner account

i dentifier firesas zzgeratcrz ed torbwikd regorgls for wansagtior datadrase ne

particul ar f n bt ot &Qﬁssa qﬁ‘ﬁ’s B.
Simlarly, Q@ %%gl rrentﬂostﬂﬁlmg %uag%%ﬁé%%%je{? fegasg&ggﬁ as
prestored t hmcﬂiuie 206 scanchies for. wd(ancmcs:mmrdmmred in transaction database

T 10 220. R S - N

-

- Financial institution communication _modulc 208 includes
customer financial institution includes customer financial institution
interface 208-1 and merchant financial institution interface 208-2.

15 Financial institution communication module 208 also has a customer search

»

engine 208-3 for searching a customer database 222 and a merchant search
engine 208-4 for searching a merchant database 224.

) ‘For the embodxment shown in Fig. 2, customer database 222
20 has prestorcd therein a record for each customer who subscribes tothe
. telepay service offered by telepay TSN 30. The record for each customer
g . has at least three ﬁelds, mcludmg a customer identifier field 222A;2
- 'customer ﬁnanc1a1 institution address field 222B; and, a customer account
identifier field 222C. The customer account identifier field 222C is the
25 customer s account number for ﬂ]e partxcular fmanclal mstmmon Whose
“ address appears in field 222B. '

Similarly, the embodiment shown in Fig. 2, customer
database 224 has prestored therein a record for each merchant who
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participates in the tel epay service offered by tel epay TSN 30. The record
for each gl/hAaflk has at least three fields, including a A8

identifier fie 224A; a nerchant financial institution address field 224B;

and, a merchant account identifier field 224C. The merchant account
Identifier 5 field 224C is the nerchant's account nunber for the
particular financial institution whoseladdress appears in field 224B. Wil e
dat abases 220, 222, and 224 have been illustrated in Fig. 2 as being
i-ncl-uded-+ n -tel epay TSN 30, it should be understood that 10 such need not

-necessartl-y—be-the cas Fqr exanpl e, 4n an-alter hadi nent . dat abases
220, 222, andPFBEIRAIG ‘Hgth%@al?aevd“?ﬁ%f’ﬁeﬁfﬁy 86.,1?9% M’Fe&%‘beci al

‘nodes such afyr dagh nferehiitthas a€ledbirabficldp GhPludigSDRierchidint Afentiffee! | | gent

t el econmuni cati ons network. 15 Actions perfornmed by telepay

TSN 30 are ufiels 2244k merchant fingrcial instition addrass field 224Bweand.6n with Fi g.

e Do b afthdnt Bocoliue MGhifiel ReRPIIAY Hhe mGLEARNEEOUR ilkflifir (NI TC

t he

© good or -ser.viiek 224C diethieanerchant'seaccountEtmber forthepartitidac fisamoialr merely -
dial s on custonper,. 20 . nobi tation.6 directory nunber of the telepay
TSN 30. The &fﬁ‘futf(gl Wgﬂf%ﬁaﬁ'ﬁfso@é’ﬁgrﬁé%%%‘g,ﬁz%1 ch includes nobile base

station (BS). 52, and via M5C 54 and SSP 40 to-tel epay . TSN 30; as shown by
event E2. At. telepay TgN .30, upon ipjtially.hanqling the call custoner -
conmuni cati ons, nmodul e%% W&ﬁ?%bgb’p@,éﬁéazagwﬁ&?’éﬁlwd,mcust oner

di rect ory -nugher) 1 m%maéaﬁmqeiekafm@?g&gsﬂﬁm&'&eﬁ%&s%&@ﬁtCa" (see

step 300 in_HT. pon conpl etfon o e connection, custonerr ~
comuni caei omyc notageessaribebe thecasphEonexpyule in an gtesnpte generat or

i nterface 202:0) il Rehi®hiifbales 56,3220k @SN BhS b Gl AeadtbBIED o0 over -
one or more special nodes such as, for eXample, service data points (SDPs)
of an intelligent telecommunications network. | -

15 Actions performed by telepay TSN 30 are understood as
described in more detail in connection with Fig. 3A, Fig. 3B, and Fig. 3C
* and with contextual reference to Fig. 1. In the scenario briefly described
"above the customer and wants to pay $100US for a good or service. As
depicted by event E1 in Fig. 1, the customer merely dials on customer
20 mobile station 60 the,directdry number of the telepay TSN 30. The call is
routed through PSTN 50, which includes mobile base station (BS) 52, and
via MSC 54 and SSP 40 to telepay TSN 30, as shown by event E2. At
telepay TSN 30, upon initially handling the call customer communications,
module 202 obtains a customer identifier (e.g., customer directory number)
. 25 fromthe call signaling which sets up the call (see step 300 in Fig. 3A). -

_ . Upon completion of the connection, customer
communications module 202 directs peripheral 30C (via prompt generator
interface 202-2) to issue a series of prompts which are transmitted over the
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call connection to customer mobile station 60. The pronpts, depicted as
event E3woos#1116 1, are preferably- audi bl e pronpts and/ or PG 300681 t ext
pronpts which request either a DTMF response (e.g., for the custoner to
select digits on the tel ephone keyboard in response to the pronpt) or a s
'voi ce response. As indicated by step 302 of Fig. 3A the series of pronpts
includes a first pronpt for entry of t A3 nerchant identifier and a second
pronpt for entry of the transaction anmount. For security purposes, a thi rd
pr.onmpt for a custoner personal identification nunber (PIN) may al so be--

~gener at ed. a(hjl oo éu&} t@&sgtémef\aiobﬂe%wdwsd %épf&iﬁi)tbtd'e &adhg ~added -
in ent

_either 10 epen or additional g such as ¢cry ?rapth keys, .
fingerprint evenbHaiinikag. btar'é prefengbly. audj btpr@mpt%md/oséﬁp

al so shows i nfor Iprr~r nodul e 202.
obt ai ni ng t@ogﬁyﬁ@fe%ﬁtmr rgsponse g ea(c:tgpg;’f ?@?prorrp s gener at ed
by- pronpt gegwéd cw@gﬂs?Md ﬂiételepthqke%boardm responseothe lpmmpérmrase to the 15
pronpt s Is indicated as ev E4.,.T C p esse _
_peripher &l SWCCEEBHD%%I‘K@& lﬁﬂeéibyts?@ #ﬁé BEE’& b&a%%en %d’ FoTR orrer
ggb' | e statippnffdsaFirse of entr Of BeOMRidhati idehafieBR¥d a 8écdiidep 304 the
cust.omer conmuni cat1 on ‘nodul e 202 sends the information it has gl eaned

(as processeptomn fopgniry @fﬁlﬂ wransaction gmopnt,| Bersemtily P‘ﬁ@oé‘iﬁsﬂ

Iggﬁgf' :'AI l)(rarzg‘% iﬂﬁ%{-ran %@Qﬁﬁgﬁhﬁﬁpﬁmgms he |n ormat.l on tb '

build a recogeheratets a@dl;kmdsmf additionab secheity ﬁmctmhelmyrmslmddﬁ cither st ep

304 of Fig. 3 C ection wi.th buildin ord for the

t ransact t%n, ma)eam%@g‘g'o% a?@@b?‘t?ll‘ae SRS M%Eﬁ%%z ey l'gbt atns from

transacti on fedgnitRnaitah©mobilé-station, etc. Step 320 of Fig. 3A also shows .
' information collector 202-3 of customer communication module 202

obtaining the customer input in response to each of the prompts generated
by prompt generator 202-2. In Fig. 1, customer input in response to the
15 prompts is indicated as event E4. The customer input is processed by
peripheral 30P. . '

Upon collection of the information entered on customer -
‘mobile station 60 in response to the prompts of step 302, at st_ep 304 the
20  customer communication module 202 sends the information it has gleaned
(as processed e.g. by the peripheral 30P) along with the customer identifier
. , to transfer coordination module 206. Transaction record generator 206-1 of
transfer coordination module 206 uses the information to build a record in
transaction database 220 for the transaction (sée step 304 of Fig. 3A). In
.25 éonnection with building the record for the transaction, transaction record
| generator 206-1 requests and obtains from transaction code generator 206-2
" a unique transaction code or identifier for the transaction. Thus far, S
therefore, the record for the call includes the unique transaction code, the
customer identifier, the merchant 1dent1ﬁer, and the transaction amount.

ayedtort Fig. 3A



a unique transaction code or identifier for the transaction. Thus far,
therefore, the record for the call incl-udes the un1que transaction code
the cust qpgoghAeati fier, the nmerchant identifier, and theptrarssansdion
anmount . WO 98/ 47116 : ,

PCT/ SE98/ 00691 14 At step 306, telepay TSN 30 determ nes the custoner
financial institution address and the custoner account identifier at the
~custonmer financial institution. In parldcular, at step 306 the transfer 5
coordi nati on nodul e 206 sends to the financial institution connunication
nodul e 208 a srgnal-mhich~includes t he -curr-ent—t+ansactton—code; -t he
current customer- i-dent+fi-er—and-(optionalty) the tranmsaction anmount = The

current custoner identifier included _ in this signal is used by custonmer.. .. ...

search engine 208-3 t cAsstep 306Cn¢lﬁpayﬂ?SN130aieta‘mﬁnés2the chstomtlcul ar, 10

custoner search e gi ne 208 Iocat a record .in data b 2 haV|ng t he
cust oner i deﬁﬁm AngtHuiipn p FUSERmSL A COWE léﬁ%t} %ﬁ‘? nanci al
Jdnstitution gd rﬁ ﬂqﬁgtﬁﬁﬁénaﬁpg%mge&tstg o 306 {heqrarste! ds 222B and
222C, respective that record he custoner financial .institution

“addr ess i5s apqoedm@tmnmndﬁc 206 §e!1ﬂ§ttﬁdhk finppeiak mst}twﬁammmunlcnfé% ust oner -15-

‘financial insti htéeisponggnmmhtlﬂ % efn’t cﬁl)n ceﬁéﬁﬂa’t lon is.

cont act abl e I&H an au I N erroga I'on ‘and 1 nterchange as
her ei naf t er ¢lggenticastmer éderifier, 4 @@ubnauy)e&eammmommhodmmmme an

ability to 20 assureth S account. ‘has uff|C|ent funds to
cover the treHEet %‘T’ﬂn'ér}lr%‘ﬂ %ﬁ{%‘ Eﬂ{)llf H\S-Jed( LAUSIMEEn. 1n this
regard, and Hléhgﬁé zdsisytoss‘emh?ohétorﬁsﬁdmasefzzzarI@p’almaﬂaf i tutton

|nterface 208 1 is directed to send the custaqner, financial. ipstitution an
aut hor i zHt i oenstomer search engine 208-3 locates a record in data base 222 having the~

- customer identifier in field 222A, and obtains the customer financial
institution address and customer account identifier from fields 222B and
222C, respectively, of that record. The customer financial institution
address is a telecommunications network directory number of the customer

15 financial institution at which the customer financial institution is
contactable and responds to an automatic interrogation and interchange as

hereinafter described.

Telepay TSN 30 has, as an optional feature, an ability to
20  assure that the customer account has sufﬁcient funds to cover the
transaction amount prior to effecting the transaction. In this regard, and as
indicated by step 314, customer financial institution interface 208-1 is |
 directed to send the customer financial institution an authorization
- assurance request message. The authorization assurance request message is
25 routed by customer ﬁnanclal institution interface | 208—1 over data network
N to the customer financial institution address obtained at step 314. The
authorization assurance request message, indicated as evert E5 in Fig. 1,
includes the transaction code, the customer account identifier, the
- transaction amount, and a message typé code. The message type



assurance request nessage. The authori zatlon assurance request message is
25 © routed by custoner- financial- i‘nstitution-interface 208-1 over data

net wor k Nydesihigs cust oner financial .institution address oRGIVSEI#0PL st ep
314. The authorization assurance request nessage, indicated as event E5 in
Fig. 1, includes the transaction code, the custoner account identifier, -the
transaction anount, and a nessage type code. The nessage type WO

98/ 47116 - 15 PCT/ SE98/ 00691
specifically indicat es that tel epay TSN30 i s seeking to deternine whet her

t he. cust oner..f.i.nanci al -i-nsti-t ut--en- 86-wHtt+-aut-heri ze-a funds transfer from

t he-cust-omerg Ry mﬁl(g:td@n SRR TIN'S0 1 SURRE {oHErlime wHkS

aut hori zat |_0%P zatlon_assurdnce nessage..l.s.. tranSmtted
5 “over dat &h&eﬁmnkeﬂﬁﬂancm]snmoﬁ 80 avilliantharirera fumds sransfer fiome tha oner

financial institution |n ace 20 de e in Fig. 1. :
As. i ndi cat eFUSORPLACCOPE a&noxglio%meaﬁ'?%sagﬁ&hgﬁ g‘ﬁ{' égmgg‘g%r ance ?ressage-
| s negative Juingheaidni grbﬁf!ed,aaﬁ Aghorgdticinassaranot nggssagecid)rantthitted i nval id

transaction notification iis sent to (é%stogft m)bLIeC?tatlon 60 (see step .
318)-. G,akﬁerww,daé%%ww?yw&?m IHGHEPRET i nstit uti-on -

~address .a”9----ﬁﬁ%$éiﬂﬁhsﬁﬁﬁfbﬂ%térﬁ%8§0i§ileras GQ&&E@E& Evaed @iFiglp, along with

an indicatio recer pt of p05|t|ve aut’hori.zdt1 on assurance nessage, are
stored in the record for the current..transaction in transaction 15

net o vai 10 merchant AIREREIIEES 316 BPERL R, S RiEARR VL (100

financial i ngdsutatideaneszdge @ﬁe@&de(imdmﬁmghhﬁawmmnudmt gfanted)at the 20

322 the. 10 ansh ErvaSSUFRRASEPBACHBLAIOE 15 GBNEIS S THEHS HERAR ADHAR iteSPc "
step 318). Otherwise, as shown by step 320, the customer financial
institution address and customer account identifier obtained from step 306,
along with an 'indication of reCéipt ofa pbsitive authorization assurance .
' message, are stored in the record for the current transaction in transaction
15 database 220. '

At step 322 the transfer coordination module 206 verifies that
*“a'valid merchant identifier was entered 4iid determines the merchant -
 financial institution address and the merchant account identifier at the
20  merchant financial institution. _In.like'manner_ as with step 306, at step 322
the transfer coordination module 206 sends a signal to merchant search
- . engine 208-4, the sigr_l_a'.!. mcludmg the current transaction code and the
| current 1ﬁerchant identifier. Merchant search engine 208-4 searches
_ merchant data base 224 for a record having the current merchant identifier
25 in ﬁeld 224A Upon ﬁndmg such a record, merchant search engine 208-4
o obtains the corresponding merchant financial institution address and the
_merchant account identifier from fields 224B and 224C, respectively, of

. ‘that record. Then, merchant search engine 208-4 sends a signal to transfer
coordination module 206 which includes the current transaction code, the



engi ne 208-4, the signal including the current transaction code and the :
—eur fent--merechant -i dentifi-er. Merchant” search engi ne 208-4 searches nerchant
dat a bas 4 a record having the current nmerchant id ok 5 in
field 223’)&3;%;82{“ ndi ng such: a record, nerchant search eggii‘}r?ieﬂ%gg4 :
obtains the correspondi ng nmerchant financial institution address and the
mer chant account identifier fromfields 224B and 224C, respectively, of
that record. Then, merchant search engige 208-4 sends a signal to transfer
coordi nati on nodul e 206 which includes the current transaction code, the
-\WD-98/47116 - -~ - . - - PCT/ SE98/ 00691 16 nerchant identifier, and the
~rerchant-f+nanci-al---t-nsti-tut 'r---ot%éaddr SSﬁd--t e nerchan :acc&gﬂ identifier

obt ai ned_f r omerehant ddentifier; spdithednerchantfinancia) ansbitution addrgss dul e 206

~ “augnents t hﬁg%g?ﬁf%&%ﬁ?%‘mfrﬂﬁnw %ﬁ@ﬂ{eitﬂgﬁé bdhtddfecard.chant financi al

I nstitution ess a ) mer chant account | tifier (step 324). It is
noted i n paSsamsfer ¢doadinationmiodie 206 aupgmentsithe nedord éor thetwcurent ound i n data

e cent o Gaabaion WEp e terdieRt ARgfiaGABh abesR A3R TG fgrcibt | " O
~i.dentifier ...wgé&,mq&edtm@t(gépim@;ustorrEr,' data base 222 at step 306, an

- invalid transaction notification would be sent to custoner nobile station
60. At step 326, transfer coordination nodule 206 directs that a 15

-transaction verificat ijpR} JREYEShasTRPS B sROUIS e mielelfane iRBiTieFRbE | € station
60. In this regard, transfter coordi nation nodul e 206 provides verification

“unit 202-4 bietfound i daterbase 224 apon performanceeof o323 raprianalid dent i fi er, and
the transactof, a0\NfickHoh s S8kt YubtBider kit éltﬁfﬁ(;ﬂ'@@. SfffiaAy,S¢ 2
" "0 the customer identifier were not located in customer data base 222 at step ™

306, an invalid transaction notification would be sent to customer mobile

station 60. -

At step 326, transfer coordination module 206 directs that a
15 htransactioh verification request message be sent to customer mobile station
60. In this regard, transfer coordination module 206 provides verification
unit 202-4 with the current transaction code, the merchant identifier, and
" the transaction amount. Verification unit 202-4 in turn generates a
“verification request message which_ is transmitted to customer mobile
20  station 60 and depicted as event E7 in Fig. 1. Verification request message
can take the. form of an audible message or, when customer mobile station
~ 60 is suitably equipped, a digital display. The verification request message
includes a prompt requesting that the custoiner:verify'ﬂlat the transaction is
to proceed. | ' '
25 e
If the customer agrees with the informatiqx_i provided in the
transaction verification request message, the customer responds with an
~ affirmative transaction verification méssage (as indicated by event E8 in
Fig. 1). Step 328 shows receipt of the transaction veﬁﬁcéﬁon message



verification request nessage which is transmtted to custoner nobile 20
_station 60 and depicted as event E7 in Fig 1. Verificati-on request nmessage
can takewdes/draten of an audibl e nmessage or, when cust oner PEBSEPRD061at | on 60
is suitably equipped, a digital display. The verification request nessage.

i ncludes a pronpt requesting-that the custoner verify that the transaction
Is to proceed. 25 If the custoner agrees with the information provided in
the transaction verification request rﬁe735ag'e, the custoner responds with an
affirmati ve transaction verification nessage (as indicated by event E8 in
_Fig. . 1). Step 328 shows receipt of the transaction verification nessage
V\D 98/ 47116, p 530 #EP8/ 00691 177~
from cust ong from chtlorenegtné‘?b%enstag:(l)on %%oﬁhgulldtlt Bg dgteeng}nrﬁdnaetdsmat step 330 that_.

“the transacth@ﬁansacnbnwanﬁ@ahmmellsnns@atel,ﬂletrmctmmﬁsact ionis

. : P\ligl Imgﬁag(rj anaﬂ’rffag dm n%g&“@%%ﬁ%i%% t%&’er ggcz)rd:snat I on nodul e 2:32

directs that a transacti on verification request rressage be sent to merchant

termnal 70. In this re trans er .cqQQqr.di 1l e 206 provides
.verificafion. unit. 204 Ta1 etrﬂaqx}?gv%l B%T%Fnsg ??‘bﬁo Ve, the nerchant
identifier, c%BPdinﬁoﬁhﬁi&%f&ﬁ@@&nédf?ﬂﬁtatﬂ&sa&%ﬂ%ﬁﬁémﬂéquést204 3.in turn

generates a veritlcatlon request ‘nmessage which is transmtted to merchant
‘terminal 70 messagebeecrdctoasereh@ttttemnag7@:| In this regard; ttansferi cati on request

message preferab I A theRuehapt term nal
70. The ver PPt théﬁhgo% ?Oérrﬁ{dvi&gs Vcr: ‘%klgg ug%p@(%n%%évlr equesti ng t hat the
mer chant . ve rti'%idﬁaéﬁm cdidte the meschant mientlﬁer and the transaction amount.
10  Verification unit 204-3 in turn generates a verification request message <
" which is transmitted to merchant_temunal 70 and depicted as event E9 in

Fig. 1. This verification request message preferably takes the form of a

digital display at merchant terminal 70. The verification request message
includes a proinpt requesting that the merchant verify that the transaction is
15  to proceed. If the merchant agrees with the information provided in the
transaction verification request message, the customer responds with an
affirmative transaction verification message (as indicated by event E10 in
- Fig. 1). Step 336 shows receipt of the trensaption verification message |
from Im'erchant terminal 70. Should it be determined at step 338 that the
20 transactlon venﬁcatlon message is negatwe the transaction is invalidated

and termmated as indicated by step 340.

Tt should be understood that the merchant verification process
of steps 334, 336, and 338 can be conducted before or essentially
25  contemporaneous with the customer verification process of steps 326, 328,
and 330. | |
Alternatively, in one embodiment a transaction'veﬁﬁcation '
requee’;;nessage may be sent only to one par'ty,' e.g., to customer mobile
station 60 and not to merchant terminal 70. ' |



15 to proceed. If the merchant agrees with the information provided in the
transaction verification request nmesSage, the custoner-fespends—wi-th-an-
afflrrratl action verification nmessage (as indicate E10 in
Fig. @3%4732% shows recei pt of the transaction verifi gg'?l oﬁé/drirg;elsage
from rrerchant termnal 70. Should it be determned at step 338 that the 20
transaction verification nessage is negative, the transaction is

i nval i dated and term nated as indicatg@ by step 340. It should be
understood that the nmerchant verification process of steps 334, 336, and

338 can be conducted before or essentially 25 - contenporaneeus-w-th-the-—- - -
custoner verification process—ef—steps-326;--328;-—ant-330-—A-ternatively,—in—-

‘one enbodi ment a transact ion verification request nessage may_be _sent _only .

. to one . party, e.g chant
termral 70 V\D 98 %&%ﬂg@k’c Mtdaﬁvéh%&&%oﬁ%eﬁfﬁéaﬁ% hé&sHgds

PCT/ SE98/ oomw&vnébaﬂt frgm ﬂ:@tcuamqrrmobﬂestaﬁ@ma@ndmembmtf i cation

nmessages- ar e rec t nd merchant
terninal - 70T ﬁ’o@g e%eg({u"".lrtt}gﬁﬁﬁ%ad%{é?s%{)#a Pran {ﬁ?nco&adl nation 5
~nmodul e 296 m?och‘tDeﬂo&ts seapprisdd aatl, wmmupdméamsrdcbadfmahed for the- - .
current transactlon to,. |ng¥ verl atro both parties. Wth the .
transact i onCUBERIAARSaEHOR,) W%E‘?F? nbo PRTYSSnsfer coor dinati on
nodul e 206 directs the f unds transfer aut hor| zation 10 . nodul-e- 210 to

~authorize initiation of transfer of the transaction_anmount fromthe
cust oner. account to tngthéheﬁamﬁaca%anmovembbrrhgtbmmesm@t@p3‘&1:t|ve funds .

transfer auphgrd.zahh o ARG dRED U6 RICRY ﬂl@%ﬂﬁ‘ﬁansfer authorization

10 module 210 to authorize initiation of transfer of the transaction amount f\

dood

from the customer account to the merchant account. Along with this
‘directive, funds transfer authorization module 210 is provided the
" transaction code, the transaction amount, the customer ﬁnanclal mstltutlon ~
address, the customer account identifier, the merchant financial institution
15 address, and the merchant account identifier. As indicated by event Ell in
Fig. 1, funds transfer anthorization module 210 then signals the customer
financial institution 80 over data network N with a funds transfer request

message. The signal is sent using the customer financial institution
interface 208-1 of financial institution communication module 208 (see Fig.
20-  2). The signal includes a message code type indicative of a funds transfer
request, the transaction code, the transaction amount, the customer financial
institution address, the customer account identifier, the merchant financial
institution address, and the merchant account identifier. - '

25 Upon authorizing initiation of the funds transfer, at step 346
transfer coordination module 206 also directs that a transaction
confirmation message be sent to customer mobile station 60 (as event E12) .
and to merchant terminal 70 (as event E13). The transaction confirmation
message is sent to customer mobile station 60 via transaction confirmation



transaction code, the transaction anount, the custoner financial

i nstitution address, the. customer account-tdentifier;—the merchant- -~ -
fi nanci al wiows/47116t i on 15 address, and the nerchant accounPCT/EEMN006Mer . As
i ndi cated by event E11 in Fi.g. 1, funds transfer authorization nodule 210
then signals the custoner financial institution 80 over data network N with
a funds transfer request nessage. The signal is sent using the custoner
financial institution interface 208-1 d® financial institution

comuni cation nodule 208 (see Fig. 20 2). The signal includes a nessage

code type indicative-of-a funds-transfer-+eguest;--the-transaction code, -the - -
transacti on gRPg0d-5 ddtPtotmeichaRe tefbBml J0ONia transdciohicoRfismemi8R anitt he ~ ~ "

“““custonmer account identifier, the nerchant financial institution. address, . _ ...

and the nerc2¥hd. account identifier. 25 . . -+ Upon aut hori zing
initiation of the funds transfer, at step 346 transfer coordination nodul e
- 206 al so directs that a transaction confirmation nessage be sent to

cust omer nobil e st at i oStepE4fsalsy showEtradsfendodrdinationmodule 806i nal 70 (as

event' E13). The.transagtjon..confir L on ssage is sent t.,0 custonmer nobile
Stat i on 60 vFehaing AR AN Rne] BAOCRTE Bssals {Eerctiat 101 O VLIS
PCT/ SE98/ 0068 AardQaliRistitufida-90 ¢ data NetevobiaN.. The findstrafSferiréquidsassact i on
confirmation unit 204-4. Step 348 al so shows transfer coordination nodul e
206 5 sendnetifieationaessags alarts instiytion O0Joexpest tesecedye aadBylly 80 ner chant

financial i Nbhdfdt bPthe i Elion AhBuftloHRE fndichant Aot Eaififalif & ' equest ed

notification nessage alerts i1nstitution t o expect  to recelve eventually

a transfer ofner¢hant fimancial institttion M} from thecustomerfimangiat institution 80ai ned -at--- - -

mer chant , {1 NERG) BlndstBlds it rb st AGHRAHIR HUSLEIR adritBR G Bledeigt4 t Ut i ON
inFig. 1. _ , . o _ .
Customer financial institution 80 can immediately transfer
funds from the customer account to the merchant account at merchant B
15  financial institution 90, e.g., in accordance with usual banking procedures.
For sake of simplicity, such transfer is depicted inFig. 1 as event E15. As
an option, customer financial institu_tion 80 can also send to telepay TSN 30
a confirmation that the .-ﬁmds have-been transferred-from customer financial -
institution 80 to merchant fmanbi_al institution 90. Merchant financial
20  institution 90 in turn credif_s the mercl_ianf account with the transaction
amount, which credit may possibly occur after a "float" delay. -

" The System of Fig. _lA dlffers from that of Fig. 1 e.g., in that
_ cu's_tomef mobile station 60 includes a GPS (global pbsitidnirig systém)_
25 communication fransponder 62'._ GPS transponder 62 serves to interrogate a
GPS satellite 100 and to obtain therefrom a GPS response which indicates
* the current GPS coordinates of customer mobile station 60. Event EO of
F1g 1A deplctsxgnterrogatlon and response of GPS satellite 100 by customer

mobile station 60. GPS interrogation and response can occur 'peribdically



10 Such funds transfer requested notification message is depicted as event
-E1l4-i-n--Fi-g-~1.- Customer financial institution 80 can i mediately t ransf er
funds fr sRgrg4/St oner account to the merchant account apciREesHwest 15
financial rnstirtution 90, e.g., in accordance w th usual banking e
procedures. For sake of sinplicity, such transfer is depicted in Fig. 1 as
event EI5. As an option, custoner financial institution 80 can also send to
tel epay TSN 30 a confirmation that thegunds have been transferred from
custoner financial institution 80 to nerchant financial institution 90.
~Met-chant-—H nanci-al- 20 “Fnsti-tuti-on 90 in turn credits the nerchant account

“wirth—the-t t ~~whi'ch djt I b. ft
"float” edeTZFﬁm?%w?%@%aFwtwecmeﬁﬁ% Sekioh oty PARSRRLYeIS, SioBeh G 5 1
that cust Oﬁﬁioﬁf&bééﬁoésewee@% iteFORatedGPRALtMRR! 100 SYyst em)

25 communi catl on transponder GPS transponder 62 serves to’interrogate
a GPS satel Ideteetlmn@féhﬁidlahnétﬁféhmp th @amnt serpised thei ch i ndi cates
t he.currernt C?g oor :nates of customner mobi | e ‘station 60. Event EO of Fig.
1A depicts PhYS P on” and response of GPS satellite 100 by. cust omer
nobi.l e--s§ati on-60.. GPS i nterrogat ion- and Tesponse ‘can occur periodically
WD 98/47116 . . PCT/ . SE98/ 00691 20
~during activation of (B&Wtﬁ%ﬁlpﬁa%?na??qmméﬁfs of ustomar meble cust oner

~mobi | e.stati oﬁ%mﬁe&mﬁﬁﬁaﬂfmﬂ@ ?SGPTBG%@Q@J@V@@ Bfb@hatidge 100 upon

detection’ ofs the dialing of the digits, of the tel epaynent service.of the
pr esent i nveniipetar 262-Bhef customaen cmumeaen opdue 202 nAransmission 6f oner

no-b H-e- - the current GPS location coordinates can occur in number of ways. For

| '10' . example, upon completlon of call connection prompt generator 202 may
issue a tone which is recognized by customer mobile station 60 as requiring
customer mobile station 60 to send the current GPS location coordinates of
customer mobile station 60 to telepay TSN 30. Alternatively, upon ~
completion of call connection, the customer mobsile station 60 may (on 1ts

15 own initiative) transmit its current GPS location coordinates at a
. predetermined time. Regardless of timing and manner of transmission, the

transmission of the current GPS location coordinates is governed by the

protocol ‘between customer moblle station 60 and telepay TSN 30.

20 . .. Fig. 2A(1) shows an embodiment of telepay TSN
30A(1)suitable for the first mode of the invention, i.e., the mode 1llustrated
_in Fig. 5A in which the customer’s mobile station is proximate the
" merchant’s premises. The telepay TSN 30A(1) of Fig. 2A(1) resembles
that of Fig. 2 but in addition includes transaction security module 212A.
- .25 Further, merchant data base 224 of Fig. 2D contains an additional field for
~ each fnerchant record, partieularly a field 224D. Field 224D has prestored
... therein the merchant location (GPS) coordinates. '

For telepay TSN 30A(1) of Fig. 2A(1), an additional field of



station 60 are transnmitted to tel epay SCP 30 and received by information
- col | ect-or--202-3 of custonmer conmunication nodul e 202. Transm ssion of the
current GRedrees i on coordinates can occur in nunber of WRGE/SER&0690
exanpl e, upon conpletion of call connection pronpt. generator 202 may issue
a tone which is recognized by custoner nobile station 60 as requiring
custonmer nobile station 60 to send the _current GPS | ocation coordi nates of
custoner nobile station 60 to telepayziSN 30. Alternatively, 'upon
conpl etion of call connection, the custonmer nobile station 60 may (on its
-15.. own.-ini ti-ative)-transmt its current GPS | ocation coordinates at a
—-predet-er m- r’ﬁ‘f‘o#rﬁéfﬁon Rehsidbe abstep 306 HaticalaelyThe BfirciRint I6ctipni Ssion, the
- transm ssion of the current GPS 1ocat’i-on coofdinates is g;verned by the

“protocol betawrdinatessoffield 224B). | Ia parformance of ita epexatiopaytelepry 6P 20

Fig. 2A(I1) en ' ] 4 T, oS Qiat the first
.nmode of- the§ (?ﬁw&é@?&g%%ﬁghﬁéﬁjeﬁﬁ?%ﬁs@ﬁﬁqﬁs #QF?%gél’g‘{n\%n ch the
custoner' s RipghBl0e It addition,itelepay TSN @A( Hexeeuteh the steppstevirsisFigrhe t el epay
- TSN 30A(1) gf Fig. 2A(1l) resenbles that of Fig. 2 but in addition includes
.transactd on*security.nmodul e 212A. 25 Further, nerchant data base 224 of

Fig. 2D contains an additional field for each nerchant record, particularly . .

“a field 224D. Field 224D has g%est' ored thereip the nerchant | ocia(\t i on (GPS)
coordi nates. For tel epdyptepsio&foaf Iig. 4A, tragsactiqmsecurity mednle hegks i el d of
WO 98/ 47116 ' : : e arithi s %@ 0691 21
i nformati onwlh‘satho tcglstr?(ran at ozl%ee%?%%%,m&?vﬁh& glr‘?d)?tqt he err%gc ant ogat i on
coor.di ni.at eproxfimityedfinehent terminal 76 dnpestioniar; transfpecommamicationl epay SCP
30 otheryi sg, HESHHE 3astbs U5 wihdlchiBh sbérk) IR6aR 1Y the nferhatfGPy €. 3B and

location coordinates obtained at step 306 and the current GPS coordinates

of customer mobile station 60. Transaction security module 212 then
compares the merchant GPS location coordinates obtained at step 306 and
the current GPS coordinates of customer mobile station 60. If the two sets
15 of coordinates are not within an acceptable proximity range, transaction |
security module 212A issues a 'signal_ to transfer communication module
206 indicating that the transaction should be invalidated. Transfer
- communication module 206 responds by notifying the customer of
transaction iniralid_ity and by terminating the transaction (step 3 10A). On
20 the other hand, ifthe two sets of coordinates are within an acceptable
| proximity range, transaction security module 212A issues a signal to
- ﬁansfer communication module 206 iridicating that the transa_ctioh is valid.
Transfer communication module 206 then proceeds to the next step, e.g.,
step 314 of Fig. 3A. ' '
| _ Thus, in the embodiment described in Fig. 1A and Fig. 2A(1),
telepay TSN 30 confirms that customer mobil_é station 60 is within a
~ predetermined geographical proximity of merchant terminal 70 prior to
requesting transfer of the transaction amount from the customer account to



Fi g.. 3C. In addition, telepay TSN 30A(1) execut es the -steps showmn in Fig. 5

4. At step 308A of Fig. 4A, transaction security modul e checks-whether— - ==
cust oner wekghAigtation 60 is within a predeterm ned geogipefiessdoesy-oximty - -

of merchant termnal 70. In particular, transfer cormunication 10 nodul.e
206 passes to transaction security rmdul e 212 the nerchant GPS location
coordi nates obtained at step 306 and the current GPS coordi nat es of

customer nobile station 60. Transacti @p security nodule 212 then conpares
the nerchant GPS | ocation coordi nates obtained at step 306 and the current

GPS coordi nates of custoner nobile station 60.-Ff the two--sets—1t5—of

.. coordi nates;are not t hin a acce 1"ab'l'_"' Cproxini Ly Trange; transaction T
security nothf e’?%?ﬂw the; ¢t mz?l‘é t% ﬁ Eatj on module 206 - .. __

‘indicating gbgkra Hﬁzﬂgﬁim&y &Bcﬁ@éﬁe@ﬁr&%bﬁ

comuni cati on, nodul e 206 responds by no ying the cust mer ofegtransactlon
i nvalidity Helespihe eustomer isagtually pl gmawrmnt atthp merciomt’'s pheeexaf t he

ot her ‘hand, ghkipkkle two sets of coordinates.are within an acceptable
proxinmity range, transaction security nodul e 212A issues .a si gnal to

t ransf er5comuni cati on nodul-e 206 indicating that the transact ion is--valid.-

Transfer communicatio 06 then ro*eed Xt .-step,.e.g., .
step 314 of Fig. 3A ?ég?ﬂ*o@ ﬁ(ﬁw§ E}Pg’gg 8@ in Fig. 1A and _
Fi gh 2A(1), 309!(@)3a1taﬂlsl‘foﬁﬂ1m06nd ﬁmdefbftthskﬁﬁeﬁﬂ?ﬂ mbugb@ned@t i-on |6076 S
within a predeter | [ OXi of nmerchant_ term na prior
to requesti Hg“%éasﬁlgoggt@ rl:gﬁsso(g %WSW%W@ QEW@H’Br account”
to VO 98/ ddtlchfStomer’s predetermined native location. The telepay TSN 3‘0A(2) of
PCT/ SE98/ 00691 -

10 Fig. 2A(2) resembles that of Fig. 2 but in addttlon mcludes transaction '\.'

security module 212B. Further, customer data base 222 of Fig. 2A(2) -

contains an additional field for each customer record, particularly a field

E

222D. Field 222D has prestored therein one or more sets of customer ~.
location (GPS) coordinates, e.g., the coordinates of the customer’s
15  predetermined native location(s).

_ For telepay TSN 30A(2) of Fig. 2A(2), an additional field of
information is obtained at step 306, particularly the customer location

| ~ coordinates of field 222D. In performance of its operations, telepay SCP -

20 - 30A(2) otherwise executes steps similar to those shown in Fig. 3A,F ig. 3B,
‘and Fig. 3C. In addition, telepay TSN 30A(2) executes the steps shown in
F1g 4B.

At step 308B of Fig. 4B, transaction security module checks -
25 whether customer mobile station 60 is within a predetermined geographmal

proximity of a registered customer predetermined nat1ve location. In

particular, transfer communication module 206 passes to transaction__-_________ . _ ... .

security module 212 the customer GPS location coordinates obtained at
step 306 and the current GPS coordinates of customer mobile station 60.



22 the merchant account of the nmerchant financial institution. The
geographi cal proximty check is a saf eguar d whi-ch prectudes-purchases

unl ess t o ossgmgrer i s actual ly physically present at thePGE/SENN6s pl ace
of business. 5 Fig. 2A(2) shows an enbodi nent of telepay TSN 30A( 1)suitabl e
for the second node of the invention, i.e., -the nmode illustrated in F|g 5B
and in Fig. 5Cin which the custoner's mobi | e station is at custoner's
predeterm ned native |ocation. The. telzépay TSN 30A(2) of 10 Fig. 2A(2)
resenbles that of Fig. 2 but in addition includes transaction securi ty

nodul e 212B. Further; - custoner--dat a-base-222- ef-+t-g:—2A(2)—contairns—an- S
addi tional 4 %} d&{ F il B 12 tHRE i di‘éiﬂiefdﬂsﬁrﬁéi-(? pSilsédtion22D.” "Fiel d |
222D has preéstore ?’lerel one- or _nmore _set's _of custoner location (GRS)..... ... ..
coor di nat escoardinates ohtainedrat stept396 and thh cumest GRSrcoordipatss ofet er mi ned

TR ot OF nputniRt mele SRR e 19058 8 cobldlprBt b8 porfitinl Sﬂi'r
Lol opay SO0 ‘?ﬁ?’é"*“éﬁ“@aﬁfi’emexztmﬁm'm“““sL mLar to Chege Shown in

Fig. 3AS Fi gtgnslato%&) 5 QpIEROnICAH OB gupctuie 206 SRTRIRE g9 cutes the
steps s homﬁh&gg in¢&lidaéd. ST%S?&%Bm&ﬁmﬁbﬂhoﬁﬁxodhleaZG@féspéﬂdssﬁ?ﬁur ity :

nodul e chec et her custoner nobile station 60 is wthin a
pr edet er ni_nadtifjing thepeustomene ttamﬁacvor@m\@hdgg apddydgrpinatiggdhe pr edet er mi-ned

t | 6 t
T et oo biaBBerioR (BRI on (AL PHERASLATIOMRRE0 paoses Lo
obt ai ned at afd with04n acebptdtde proximity r&Rge, dremsadtion securify mostute2l2 fmbl le

station 60 issues a 51gna1 to transfer communication module 206 _.mc}lcatmg that the <

transaction is valid. Transfer communicatibn module 206 then proceeds to
the next step, e.g., step 314 of Fig. 3A.
o Thus, in the embodiment described in Fig. 1A and Fig. 2A(2),
15 telepay TSN 30 confirms that customer mobile station 60 is within a
predetermined geographical proximity of one of the customer’s
predetermmed native locations prior to requesting transfer of the
~ transaction amount from the customer accountto the ‘mierchant account of
.. the merchant financial institution. The geographical proximity check is a
20 safeguard which preciudes purchases unless the customer is actually
physically present at a location which the customer has previously
" . registered with telepay TSN 30.

- , ‘While the Fig. 1A and' Fig. 2A(1)/2A(2) embodimeﬁt of the
.25 invention requires customer presence and/or pred;::cgg_rg}_n_ed locatlon asa

security feature, t_he presence of a credit card or check is not required for

the transaction. The only equipment required is the customer mobile

station 60. In one embodiment, the inv¢nﬁon requires that the customer
also know a customer account identifier (PIN) in order to effect the
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Tr ansacti-on--securi-ty-nodul e 212 then conpares the customer GPS | ocation
coordi na_R,ﬁg é?fl&?d ned at step 306 and the current GPS coor g&tsksnossh

cust oner Bile station 60. 'If the two sets of coordinates are not within
an-acceptable proximty range, transaction security nodule 212B issues a 5
signal to transfer communication nodule 206 indicating that the transaction
shoul d be invalidated. Transfer conmupygcati on nodul e 206 responds by
notifying the customer of transaction invalidity and by term nating the
-transact--on-{step--310B). -On--t he other hand, if the two sets-of coordinates
—afr-e--w-t-hi-n—af-acgeptahte-proxi mty range;  transaction security nodule 212,
10 _issues HanjagHy W@P?qu?éﬁ‘r@rdi%ﬁ%%gcatn on modul e 206 indicating that

the transaction is valid. Transfer.communication nodul e 206 then proceeds
to the next step, e.g., step 314 of Fig. 3A Thus, in the enbodi ment
described in Fig. 1A Seeuritydaseton geogrgphicqrepigityrea alsodgnf i rns t hat

cust oner nobile stati [ il Heid jned j cal proximty
of one of tf co@%%ﬁ&ﬁ@&%&é&n{ ”ecggﬁaﬁjgéecﬁflgiggﬁi g%gggéﬁlgg’to requesting.
t r ansf ers of gedgraphieriseationost eustomer rhobile station 6Stcantbe axcomplished t he |
nmerchant _account of the merchant financial,i nsqiji tution.. ng%e%ﬁﬁ?raphi cal
proxinmty cHEBE vesy acopatelocks and megsurne the rdio PLopagAian ess the
custoner i-syachieBiik ¥ighhyfdisid to diffefmradib basé statibhnnAvanethet he cust omer

has previously registered with tel epf/%NT N 30. Wiile the Fig. 1A and Fig.
DA( 1)1 2A( 2) skeapledukiass ageurpipeexanple,nl2N3 BiEFQEate ¢ @6‘?& presence

and/ or pfedﬁéﬁ%&ggsérﬂf&ﬁa%aﬁl@% _éiﬁ'é‘l cati®f rbgiSter [HER]A of a

credit card 'S not requ for the transaction. "The onfy -
equi prent r ejinquint dstotwhick MICpd which radio base station is handling the ™

customer’s mobile station 60 to determine where customer mobile station

60 is located. Upon receipt of a response to the interrogation, the returned
. information, being indicative of the geographical location of customer s
" mobile station 60, is compared with the pre-stored location of merchant
15" terminal 70. ' | |

In the foregoing embodiments, telepay TSN 30 has been

“described as a special purpose node which serves as a termination point for
‘call connection from the customer’s mobile station 60. In such
20 embodiments, no protocol is employed between MSC 54 and telepay TSN
- 30. Moreover, telepay TSN 30 includes (or has connected thereto) the
intelligent peripheral 30P. -

The embodiment of telepay node 30' shown in Fig. 1B, on the
25 other hand, is not a special purpose node but rather a service control point
" (SCPY of an intelligent network. In the embodiment of Fig. 1, a call made
_from the customer’s mobile station 60 is terminated at mobile switéhing

center (MSC) 54. MSC 54 includes certain service switching function
software which enables MSC 54 to function like a service switching point



station 60. In one enbodinent, the invention requires that the custoner
-al-so -know-a- cust omer account |dent|f|er (PIN) in order to effect the WO
- 98/ 47116 wo 98/47116 PCT/ SEOBFERS(0969124
transaction with a neasure of securlty Securlty based on geographic .
proximty can al so be acconplished in ways ot her than._using GPS technol ogy.
For exanple, 5. geographic |location of custoner nobile station 60 can be :
acconpl i shed using very accurate cl ock@Sand neasuring the radi o propagation -
times for the nobile signal relative to different radi o base stations. As
—anether-si-apl-e-but | ess accurate exanple, TSN 30 can interrogate the nobile

~network—sub: ¢ GSM 10
networK—su ;@s‘tflg Hﬁl’@hﬁh@foﬂ@fﬂecﬂﬂmﬂlé’ﬁﬁtbﬁ@r 5 et teSdtatibh-BD, | 1 GSM

to |an|re whi ch radi o base station is handling the

~.cust onmer' s .ndSC 54S@BlsdwltbmelﬁpajdESbP?vﬂ'mm&m&P@Eelbmtmmf)rk station 60

ot ormat on, ABEReREAL aifiof) PORCEETE ek B ERONR 1oy W[ Oy "

mobi | e st at |1@as&9,whavmmhammmvmghl aba sigle sventdD isahotvindn Rig. tBr chant 15

termnal 70. In th fo ng ewbogdi ment tele
“descri bed: asasae‘éeﬁ‘é ' {Cﬁﬂ 5‘8@"%&0%1‘?‘5 Biggltag ﬁﬁpﬁﬁﬁ&ﬁ%o. nt for
cal.| _ connect jfneer® BOBN@igtitn fﬂ?deS@bSAiﬁ’)t%I qE8gn! n such 20 .
enbodi nent s, éIElauloeprot oco?s 'S e%pl oyed between %B% 54 an(% tel epay TSN 30.
Mor eover , teI epay TSN 30 includes (or has connected thereto) the
_ |nteII|gent peri pher al f 30" shown in
- Firg. 1B, on the 25 ’Eﬁ&ﬁﬁ%%%&bgﬂm%t - glggﬁ%g%g@gg%gde but rather a
.servi ce contp&knqlml)nﬂescnbedmthat MSC 54 serves as the call connection.-node,

10  and communication between MSC 54 and telepay TSN 30' occurs by ~

S1gna11ng. Such being the case, in the embodiment of Fig. 1B, no
intelligent peripheral 30P is proilided at telepay TSN 30, but is instead
moved to MSC 54 where it appears as peripheral 54P. When prompts such .
_ as tone and/or voice prompts are directed by telepay TSN 30 as is indicated
15 by event E3A, such directives are transmitted by signaling to MSC 54, and
then to intelligent peripheral 54P. Inteiligent peripheral 54P then generates
the prompts for application (e.g., event E3B) to the intended recipient e.g.,
“mobile station 60. Siinilarly‘, intelligent peripheral 54P interpre’ts any
~ DTMF tones inputted by the customer (e.g., PIN) at event E4A, whereupon
20 the interpreted information (e.g., PIN) is signaled as event E4B from MSC
L 540 telepay TSN 30'. Although hot_ expressly shown in Fig. 1B, it should
be understood that subsequent communications with customer mobile _
.station 60, as well as merchant terminal 70 (e.g., veriﬁcation and response),
are _accomplishéd using signaling between MSC 54 and telepay TSN 30'. |
25
_ The embodlment of F1g 1B is also optlonally 1mp1emented
usmg the above-described security features, such as GPS, for example.
Such. nnplementatlon is readily ascertained from the precedmg discussions.



(SCP) of an intelligent network. In the enbodinment of Fig. 1, a call nade .
fromthe custoner's nobile station 60 is ternminated at nobile switching "~
center (5@9 ,ﬁ MSC 54 includes certain service sw tchi ngcfsgugiobdn

“sof tware I'ch enables M5C 54 to function |like a service sw tching point

WD 98/ 47116 ' PCT/ SE98/ 00691 25

(SSP). Upon reception of the call fromthe customer's nobile station 60, °

MSC 54 signals with telepay TSN 30' uggng I NAP (Intelligent Network

Application Part protocol) over CCITT signaling system No. 7. For this

reason, what was shown in Fig. 1 as a single event E2 |s shown-inFrg.—iB 5

as event E2A (call cagpectio m,cust o ol o B0 o VBC~54)
and event E2B ('si'gna%r?qs RE%OW?%SSE%%

yare § t.he

enbodi ment. i Flapd gk e@fsﬁeftquglaﬁaalﬁw'%&éme@@&@&fed in that MSC.

54 serves as the orinecti on 10 “and conmuni cation between MSC 54
‘and t el epayeriBpdisent of Fig.sl Bohasgrgater pa@acltwad sealabifityhe case, in the :
enbodi ment of Fig. 1B, no intelligent peripheral 30P.is provided at tel epay
TSN 30, but is instead noved to MSC 54 where it .appears as peripheral 54P.
Wien pranpt's such as Atirembodiments\iereia descritpdscan e réialieed enfaby t el epay - TSN
. 30" as is indicated E irectives are.transmtted hy .
signaling t& @Pp‘gﬁﬁwil‘hm W%q% M t&l%gqa}gal@gpoq%t el | i gent
peri pheral ﬁﬁf@yﬁ@tﬁq{a@é&énfsﬁgclﬂrﬂffpb& écﬁﬁ @eRY, b 4sOothe Biddson event E3B) -
to the inte ded r eci pi_ent %n(s , nobi’l statlon 60. Si mlarly, intelligent

peri pheral ARE TeleeompAarpo Owrif@ﬁémhtﬁ@dmemﬂ@a@%%ﬁer (e.qg.

T A e T e s

expressioy sMAP protofolgo theGSM Hhﬂlﬂathbase over 51gna11ng no. 7 (SS7) or
TCP/IP, for example.

The present invention can be enhanced using encryption SRS
'techniques for communications between telepay TSN 30 on the one hand
15 an customer mobile station 60 and merchant terminal 70 on the other.
Encryption can be accomphshed, for example, using a SIM (subscnber
identification mobﬂe) card in customer mobile statlon 60 a.nd a smnlar
encryptlon card at customer terminal 70. “

20  Further, the SIM (subscriber identification mobile) card
utilized by customer mobile station 60 of the present invention can also
serve as a credit card, in which case payment can be debited to the
customer's credit card account or telephone bill. In this regard, the SIM

- card has the customer’s account number stored therein, which account

25 number can be automatically communicated by customer mobile ste_lﬁon
unit 60 to telepay TSN 30. For example, telepay TSN 30 can issue a
special interrogation (e.g., a message in the signaling link to.the mobile. .
station or a tone) to customer mobile station unit 60 which is detected and
interpreted by the SIM card, and to which the SIM card causes station 60 to



. be understood that subsequent comrunications with custoner nobile station
60, ‘as well as nerchant termnal 70 (e.g., verification and-respense); —are-
acconpl i skedgsi189 si gnaling between MSC 54 and tel epay TSMCTSE9sHEO1I The
~enmbodi nent of Fig. 1B is also optionally inplenented using the - :
above-descri bed security features, such as GPS, for exanple. Such

i mpl ementation is readily ascertained fromthe precedi ng di scussions. WO
08/ 47116 _ _ 27 ~PCT/ SE98/ 00691 26
Whereas the enbodinments of Fig. 1 and Fig. 1A are sinple and perhaps Iess
expensive to inpl errent in low traffic-situations, the-erbodi-rent-—of--Fi-g.-

‘has greater ca | 1 er
descri bed céﬁsﬁg)gﬁ @%ggaw&é%gg% Exer s ac %‘#n‘vﬁt?rﬁdékWS]Wiﬁgﬁ i\lﬂ' ELJF

"ot hﬁr genﬁr qhm@bmﬁmhmfsto@gewbumhmadcmmtm?mahomm p;ﬁ&M conput ers,

such as the FEr son ARZ Te ose or _exanpl e. For

i npl enent at |‘@FFL| erg Ilft?ﬂc%ﬁé'éhﬁ’@g CPW %ﬁ%?‘?—f pﬁgstpg:}eg%ay TSN nodes

can conmmuni %Esuﬂtrh\ﬁﬂbewdafa%&%bk ) ﬁrgse@&hmtﬂmeahaaeterﬁm asi gnal i ng

no. 7 (SS7) or TCP/IP, for exanp resent_invention can be enhanced

usi ng- enéryptatwnrk%ddrﬁﬂqfﬁésﬂlf? 5!181&%&111!}8111@&911% ch edmanistersthepepouyn. 30 on - - -
the one han%eil?g/affon can Hg@b&ﬁ[:?ﬁ%ﬁgﬂ QQnQHEB Eﬁgﬂﬂétoﬁfei'm nal .70 on.-

t he ot her. or exarrp , using a SIM
(subscri ber aodemuﬂmnb&ntorthmﬁhahaﬁl instithtion, whstempenthmﬁnhmml ati-on 60 and a

I TR O A R —_—e
telephone bill) which includes the transactmn amount. L
10 R {
Prompts utilized by telepay TSN 30, such as those for entry
of data (e.g., transaction amount, merchant identifier) and verification, can

. o

utilize short message service features for the display of text on telephones  «.-
and terminals 'having suitable display units. For short message service
15 (SMS), telepay TSN 30 signals either.a SMS server (provided in GSM or
equivalent systems) or the home location register (HLR). Alternatively, in
an intelligent network environment, telepay TSN 30' can si gnal a SCP,
which in turn can signal the SMS' server or HLR, which'in turn signal the™
MSC 54 for contacting the mobile station or terminal.
20 , _ o
In some embodiments the customer line identity (e.g., calling
~ party’s directory number) is used as the customer’s billing number, or
- alternatively is used to look up (in a database) an account number
_ corresponding to the customer line identity. In most modern networks such
25 - as ISDN, the customer line identity (CLI) is signaled all the way throughto
the end user equipment, thereby facilitating such services as Calling Line -
Identification (“Caller ID”). Accordingly, one implementation for debiting = =
the mobile customer is to get the CLI directly if an appropriate signaling -
protocol is used to telepay TSN 30 (for TSN 30 not being an SCP-type |



~

utilized by custonmer nobile station 60 of the present invention can al so
serve as a- credit-card;--i-n-whi-eh-€ase paynent can be debited to the
custoner's t card account or telephone bill. In this e SIM
.card has ?ﬁﬁ%ﬁg omer's account nunber stored therein, whfg acco%%? 25
number can be automatical |y communi cated by custoner nobile station unit 60
to telepay TSN 30. For exanple, telepay TSN 30 can issue a speci al
interrogation (e.g., a message in the gggnaling link to the nobile station -
or a tone) to custoner nobile station unit 60 which is detected and
|nterpreted by-the-S-M-card;--and t-o which the SINIcard causes station 60 to

. ~WB-98/47116-~ - PCT/ SE98/ 00691 27
~ respond aut @@é@) cEtPVPW 'ETISN %@1%%§anﬁ’i’e§l°§§dbgt$§l’s@m tb%mqbéleg M car d.

Cardt har o S {OLY FRUES A o i‘gﬁ?ﬁ%ﬁg% ORI v < account

nunber. A dacatrking tool0kU stangdarsisyand GLillto theiSCB viather BNAR a 5

Hecount. TeiBpiyoR kbl SERALTSRY 30 850s ot e 1 e TR Ssfiret nc
" Custoners aQﬁ@bimumUﬁﬂéoriwattdwnfnmbet al institution, whereupon the

financial institution prepares an approprl ate statenent (e.g., credit card
statenent or telephone bill) which includes the transaction anmount. 10

Pronpts utilized by tqhe@aioh B se féftutel Qe6erived foveya OF data (e.g.,

transacti on anount, nerchant identifi ery and verificati on, can utilize
short rressagEO@@ﬂWR?@lﬁ(é@t eachgnebile stardard opi tap ofsigneling 8a. 7 dntepfomes and

(D)1 o ondh THERE o5 350 6 mOblY pivdck ceh v bI o RAGHIER, ' ) o7

10 dlfferent databases that can give useful mformatmn on the mobile handset ™

and its owner, i.e. whether the handset is a valid subscriber, if it has been
reported stolen, which radio cells its signal is received by, signal strength |
and cell locations (in GSM e.g. Home Location Register, Equipment ~
Ideritity Register, Authentication Centre). This information can alsobe
15  used as data to validate the transaction -- e.g. a stolen handset can not pay
for purchases, and a handset can not verify a purchase in a shop in New
: York 1f the rad1o cell to Whlch it is connected isin San Francisco.
| In the embodiments of Fig. 5B and Fig. 5C, the merchant’s
20 web page is generated and transmitted by a web server 71 (which may, or
may not, be at the merchant’s premises). The mechanics of Web page
generation and transmission is not germane to the present invention.
Standard internet protocols and .sec'urity funtionality can be employed. The
information conveyed on the Web page is pertinent, in that such
25 . info_';f_r_ngti_qn eit_her presents or enables the customer to acquire financial
~ information in the nature of e. g., an advertisement orabill. The
_advertisement niay provide a description of a product or service, as well as
a cost (transaction amount) and a merchant identifier, and perhaps a
transaction code or the like to 1dent1fy the partlcular advertlsed item or bill



equi val ent systens) or the honme |location register (HLR). Alternatively, in
-an-i-nt-el-4-4-gent- -networ-k - envi ronnent, tel epay TSN 30" can signal a SCP, which
in turn ceO9MEMGEl the SMS server or HLR, which in turn si‘%?%E%@9NBC 54
for contacting the nobile station or termnal. 20 In sonme enbodi nents the
custoner line identity (e.g., calling party''s directory nunber) is used as
the customer's billing nunber, or altgisﬂatively is used to ook up (in a _
dat abase) an account nunber correspon g to the customer line identity. In
most nodern networks such 25-.as | SDN, the customer line identity (CLI) is
—si-gnal-ed--al+--t+he-way- -t hrough-to the-end user equi pnent, thereby
-—%aei--l—'r—t—at—'r-ﬁgifﬁ;@m)ﬁgﬁwegeﬁ-ga‘so@-hhﬁmgr,u'nga- Identification ("Caller ID")..
‘Accordingly, one inplenentation._for debiting the nobile custoner is to get
~the CLI directly if an appropriate signaling protocol is used to telepay

TSN 30 (for TSN 30 nota be } 7: -
PCT/ SE98/ 00691 28 nodé}g.) 5"?‘?9’%%9%% th¥REapper smsa"%@.‘?‘ﬁ - Byt ha & SSP
obt ai ns t he arouistdmemombemp@ier 6% mayrazbh theWebr pagsi ofreatitility qompany inSUP or

{he. AP pr SFOEP Pt B2 Sntolis A SAHRK V1™ By2GeSEE ik lFomtrs bBmbIR, e ©
- customer 5 agbhidtausiber vith fierutility ceagauyt(and pbsyiblyl aPBY ot thedlikd fort he

security features descrgb d above, .a]#ﬁéq%}oco . specific to each nobile _
st andar d. on SEGFIYTEasORT 4| the, gustemer 1§ & Yﬂflﬁ“lbc‘t‘ﬁm%eléﬁ) to mobile

G ve.uset ul D B O e Ot ARt 12 et her
t he..handset batangehie),dsswelkas a paarchant identifier apd possibly a transaction
' - - 10 -code. The customer then dials the Telepay TSN nuniber using the O
éustomer’_s mobile station 60, and in response to pro-mpts’ enters e.g., the
merchant identifier and transaction amount (and possibly the transaction
.code). If the customer is situated at one of the customer’s predetermined

native locations, the transaction is completed in the manner described

15 herein.

In the emboc_limeﬁt of Fig. 5C, both internet access and access
S — -to Telepay TSN 30 are accomplished using mobile station 60 in the form of
- laptop computer 60 with mobile termination. In this embodiment, laptop
20 computer 60 and the mobile network are capable of having multiple
connections between the network and a mobile station. |

The present invention thus facilitates funds transfer for
payment of goods and/or services without use of a credit card, bank check
- 25 orthe like; is essentially immedi_até,-s_imple, and secure. _
"~ . While the invention has been particularly shown and
described with reference to the preferred embodiments thereof, it will be

understood by those skilled in the art thé:t various alterations in form and



réported stolen, which radio cells its signal is received by, signal

strength and cell locations (in GSMe.g. Hone Location Register,; Equipnment
ldentity {eedsabAE, Authentication Centre). This informati eCrses/edesd be 15
used as data to validate the transaction -- e.g. a stolen handset can not

pay for purchases, and a handset can not verify a purchase in a shop in New
York if the radio cell to which it is connected is in San Francisco.. In the
enbodi nents of Fig. 5B and Fig. 5C, ti8) nerchant's 20 web page is '
generated and transmtted by a web server 71 (which may, or may not, be at

the nmerchant’s prem ses). The nmechanics of Wb page generation-and - - ===

“oratocore. oRetLBRY HBSHIR Relta WifoRl G5 ine RO AT R g o T

conveyed'onﬂmbﬁ“Mﬁﬁo@ﬁge is pertinent; in that such 25 “information either

" presents or enables the customer to acquire financial information in the
nature of e.g.,-an advertisenent or a bill. The advertisenent may provide a
description of a product or service, as well as a cost (transaction anount)
and a nerchant identifier, and perhaps a transaction code or the like to

~identify the particular advertised itemor bill - WD 98/ 47116
PCT/ SE98/ 00691 29 (invoice) number or account nunber. As _one.exanple, in
the manner illustrated in Fig. 5B, at honme a custoner on conputer 64 may
reach the Wb page of a utility conpany in5 order to pay, for exanple, a
utility bill. By entering the custonmer's nanme or account nunber with the
utility conpany (and possibly a PIN or the |ike for security reasons), the
customer is linked to a display of the custoner's present u1|I|ty bill. The

dlsplay provides the transaction amount (current .- _ -



bal ance due), as well entjfier and possibly a transaction = .
10 code. The custorre IEEIEJIEI]‘ HﬂTel epay TSN~ nurber: usi ng: thg == e
cust oner ' WOr#BHK7116 sta esponse to pronpts cREEYEIBLOGT {he
merchant identifier and transactlon amount (and possibly the transaction
code). If the custoner is sictuated at one of- the custoner's predeterm ned
native |l ocations, the transaction is cggpl eted in the manner described 1
herein. In the enbodi nent of Fig. 5C, th internet acce,;sfm%@ qu‘.g\s BEEN
Tel epay TSN 30 are acconplished using nobile station 60 ifn't eR ﬂfﬁ(@EB '

| aptop conputer 60 with nobile termnation. In this enbodi -
conputer 60 WHAI'DISF@EAE’[@\ISFK ar e capabteofhaving murtipte”
connect i ons hetween the network and a mobile station. ~The_present. J_nyenunn__..__
thus facilitates f-'unds transfer :for paynent . of goods and/ or servi ces

wi thout use of. a cr nk.. check 25 or the |like; is essentially

i medi até, sinpléd-: atﬂ(}é‘a 1 qutemated paymsat o5 BSESORETt i cul arl y

shown and d f s thereof, it

will be gndgdr%stoo %%%ggﬁﬁfﬁﬁwﬁl%neg?lﬁéﬁgf&t\%%mter ations in

" form and3 mﬁ@gﬂtﬂhlmml mstmmon, the method including:

pirit ald scope BHubhe R tﬂfe%%ﬂe%%kw%%%%&ﬂﬁﬁ%ﬂg feomite. , .

5 customer mobile station;

6 venfymg the transactlon amount with a merchant termmal and

7 upon receipt of a verification from the merchant termmal requesting
8 transfer of the transactlon amount ﬁ'om the customer account to the ~
9 merchant account. |

[

2. The method of claim 1 further compnsmg consulting a customer ~.

2 data base wherein is stored for the customer (1) a telecommunications

3 address of the customer financial institution and (2) a customer account

4  identifier.

1 3. The meﬂiod of claim 1, further comprising consulting a merchant -

2  data base wherein is stored for the merchant identifier (1) a
3 - telecommunications address of the merchant financial institution and (2) a
4 merchant account identifier. '

1 4. The method of claim 1, further comprising determining whether

the customer mobile station and the merchant terminal are within a |

predetermined geographi'callproximity, and wherein transfer ofthe
transaction amount from the customer account to the merchant account is

precluded unless the customer mobile station and Ihemerchant terminalare .
within the predetermined geographlcal proximity.
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1 1. A net hohf——#acl_l_m.g\a?t
account of a 2 -cust financial 1 nsti

onat ed payrrent froma custoner

tution (80) to a nerchant account
of a neroh@r)t;,ﬁjl@anmQ@UH’FH’”IM’C‘H (90), the nethod i n@arEEeg006d1
acquiring a nerchant i ansaction amount from a custoner
nobile 5 station (60); 6 " Svetifying.the transaction anount with a
merchant terminal (70); and 7

t he nmerchant term nal,
fromthe custoner account to the-nerchant

clai-m-1, further- COI’T’pF’r—SI Liiom consu+t—1 ng-a
~wher-ei-n-;s-store 4
3 customer_fi n§n E“%ﬂu%¢r£~

. upon receipt of a Isf
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HERN

hod d
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account 1 2
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—h

(222)

' ;@g&ggg%gg{fess of t.he
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4. The method of claim1, further conpris
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rein i
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det erm ni ng whet her the
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precluded unless the custoner.
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m)bi le 5

proximty,.and wherein transfer of the
i's
station (60) and t he nerchant
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(70) ar
5. The néthod of cI

Pl ek e

g X|mty 1

coor di nabes ge PhstbhRr ﬁuﬂﬁlewudﬂ)ib isitBatet At b @AstORIRY r@d&aﬁﬁﬁmmﬁ@e t he

geogr.aphi c ‘coordi nates of th

doration, she gelaﬁ:rapﬁgrné

geogr aphBc
whet her the

wi thin the prede

custoner nobile- statl

the-Eansactonpmaunt from the
rdian® b&4 uﬁf‘ 1s(;ﬁ@clu39@ uhf38s

geograp ical” proximty.

act &f{Bfth

term ne

%Fe’ Glitsthert x‘g&)ﬂi}

on (60). with
customeget ém ne

are 5.
e net hod of

cl ai m 1, sf urstdtion is abfhe cistomerpredetermingdwiativh docation. cust oner 2 nobil e

station (60)

Is situated at a custoner predeterm ned na

tive Iocat|o~n

~wherein
' 1 7. The method of claim 1, W_herein the merchant identifier is
2 acquired from a display on a computer screen.
1 8. The method of claim 7, wherein the merchant identifier is _
* 3 ‘méquired Fr6T & Web PABE: SRR BT
1 9. - The method of claim 1, wherein the merchant identifier is
2 acquired from a display on a computer screen, the computer screen being
. 3 situated at a customer predetermined native location.
1 10. The method of claim 9, further comprising detennining whether
2 the customer Q_o_b1_1_e__ station is situated at the customer predetermined natlve
3 location, wherein transfer of the transaction amount from the customer
4 account to the merchant account is precluded unless the customer mobile |
5 station is at the customer predetermined native location. |
This Sheet Has Been Re laced



32 3 transfer of the +ranmsaction amount from the custoner,  account to the
nmer chant-:-aceount--i-s—-4--p l E‘“he custorrer nobi | e station §60) S
at the cuwbosmriipredet emﬂ “Iumt ocat i on. - PCT/SER0 hod of
claim 1, wherein the me amt. Fdehtifiédr is acqwred froma 2 display on a
conput er screen. 8. The method of claim?7, ggﬁg
identifier is acqwredfromaZweb page. 1 9. &g%&@ i m
1, wherein the nmerchant identifier is qU|redfroma2d| F i
conput er screen, the conputer screen being situated at a customer 3
-pr-edet er-m-ned-nat-i-ve--toecati-on.-- L - -10. - The-nmethod of claim9, further

~GORPr-S-pe—teter i Nt THs WRRk&Ebf &1'3&:121 ﬁﬁ‘ﬁ%ﬁim ﬂ@@%t&eﬁi@ha@ﬂ (60)is
Qca

situated at the custoner_ predeterm néd native | ion,. 3 wherein transfer

“of the- t2anmrﬁagmgaﬂ%bﬂtdat&b@ﬁetﬂﬁéh%€iﬁtm¥ﬁa@%%lnmsﬁl@“@ﬂéorrer chant 4. .
coctomer o RPEHE htiicr Bl ¢fi6é BTBbnil Bhedurt b thORanbibion> 8¢ The o

(D (D
cgo

cust omer-5

furthgr @g{mmtssag;hbﬁkahhom cally interfacing with a 2 data base at the
-custorrer financial -institution (80) to determ ne whether debiting of the 3

cust omer...account..by. t he transacti.on .anmpunt:-is-aut horized. 1 12. A
method fer facilijat i AenéiHbe fét RilkatitSaitbanRsEfunds tanifepogact i on anount, 2
the method conprising: 3 - determning, at a service node of a

t el ecomm@ni- mmmm@mkmmmoomm5%4 customer. nobi l-e station (60)
and a megehant ! SidRdiahide’ 8 a 8k d ﬂe%&&l&@?&@@hm&xs&e graphl cal

proxi mty; 2yt oner e station IS situated at a
‘cust onmer 46. p;vlmthexer(rh)ramustmnenmobﬂmstaUmandradnerchantterminala&wﬁhme to the

determ ni ng, arran I 0 at th rLvice .node reguest
“from t he Scud R ﬂ'ﬂH?qdeg@gé? %Wﬁféwmwrﬂggﬁleo@s{ﬁ&qpiﬁg %}?ﬁgﬁ' amount
froma 9¢ Cli§§ﬁﬁ&éd&t:§@u§fomﬁrptr£dbtcmﬁhedmu%maﬁom;lanmstltutlon (80) to.a

mer chant account of the
7 in response to the determining, arranging, at the service node and in

3 re'sponse to a request from the customer mobile station, transfer of the
9 transaction amount from a customer account of the customer financial
10 institution to a merchant account of the merchant financial institution.

1 13. The method of clalm 12, further comprlsmg using a merchant
~~y--—identifier provided on a display ona computer screen for ascertamlng the

3 merchant account.

o 14 The method of cla1m13, whé,féiﬁ the _mérchant identifier is

- 2 acquired from a web page.
1 ) | 15.. A method for facilitating automated funds transfer of a

transaction amount, the method compnsmg

determmmg, at a'service node of 2 telecommumcauons network

2"

3

4 - whether: (1) a customer mobile station and a merchant termmal are within -
5 a predetermmed geographical proximity; (2) the customer mobile station is
6

situated at a customer predeterrmned native location; and
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10 merchant fi nanci al—nstitution \ 33 13. The met hod of claim12,

further conpr|5|ng usi ntlfler 2 provided on a display on a
conput er @% ngﬂﬂﬂﬁ[“ﬂ rchant account. 14pcTReosmesdiod of
claim13 erelnthe

1 15. A method for faC|I|tat|ng autonmat ed fu

l'er is acquired froma 2 web page.
transaction amount, 2 the nmethod conprising: 3 | TS SHEETWHAG BEEN |
servi ce node of a tel ecommuni cati ons Bé work, whether{ (1) REPLACERust onpr
nobil e station (60) and a nerchant term nal (70) are wttim—a predet er m ned

5 . geographical proximity; (2) the custoner nobile station is situated at
--a custorrer 6 predeter ve.l ocation; 7. .o i res*porrser'-tcr
‘the det ef i ni ng, TR eﬁ&ﬁ?@“l"% & %35 §eﬁV1r08§.88ﬁ§gdttb B,
request §r opaspbfisetosieqiiest from theciiterheomobile statio) fitid crois agsade0 be sent

to a merchant’9. account_ of the nerchant fjnanci al nstltutlon (90) and a
debi t me%sa@ﬂe @ §en$éo §éﬁ§1’°h6meﬁ°fgumrﬁfs‘g6 msrchant ’@i

Cfi nanC| £t 1 ffg{cgﬁgt !géﬁ-)dqa further-
conpri si ng UI ng a .C ?r?tsﬁndeon?f: om é%"%’?’g\?. d?ﬁe Lsp ay on ‘a

.corrputenlscmsﬁmﬁm'r ascertai ni ng the mer chant. account. 17. The ™
~method of claim 16, wherein the nerchant identifier is a_c_qu_l.re.d froma 2 .
web page. 1° 18. A tel ecomunications service ror facilitating f unds
~transferjof a traBSdEhctﬁfetl?ochﬁMEimlShﬁlrﬂﬁr\t mﬁnsmgusmgalmer&lant - a
custoner nobile stati Qa é ant term nallgo

a cust ongr i‘im-sﬁﬂo‘fl 3 p{l@tch@plraxgg)acoglputerscree OF @S e IRING; %mC| al

i nsti tutyonpiBhant account.

~

] " 17. The method of claim 16, wherein the merchant identifier is
2 acquired from a web page. '

[

18. A telecommunications service for facilitatizig funds transfer ofa

2  transaction amount, the service comprising:
3 a customer mobile station;
4. - a merchant terminal;
5 a customer financial institution;
6 a merchant financial institution;
7 a service node which, in response to a request from the customer
8  mobile station, arranges. for transfer of the transaction amount from a
) 9  customer account of the customer financial institution to a merchant
10 . account of the merchant financial institution provided that the service node
11  determines at least one of the following: (1) that the customer mobile
12 station arid the merchant terminal are within a predetermined geographical
13 proximity; and (2) that the customer mobile station is s1tuated ata
14  customer predetermmed native locatlon, and i
15 a mobile switching center connected to the service node, to the
16

customer mobile station, and to the merchant temunal and, .

- @
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7 a service node which, I'n response to a request fromthe customer
nmobi |l e station 8 (60), sfer of -the transacti on anpunt from-
a cust onewoasguint of tlwmnmjmﬂml anci al institutiorPQER8PKIH

mer chant account of the frerchant *fi hantial 10 |nst|tut|on (90) provi ded

that the service node determ nes at |east one of the f : ﬁé hat
the custoner nobile station and the rrerchant t erm nal ,? EP ]
f ner

34 12 predetern ned geogr aphi cal prox35n and (2) t
mobile station is 13 situated at a custorrer pr edet er m ned native Iocatlon
and 14 an -nobi-l e switching center connected to the-service-node,~to-----

the custgmer nob 'd &t&ﬁeﬁﬁ&k‘v@!ﬁch%ﬂné&s ﬂibese?ﬁfcé h8at 1d BHaBiRtmé0)——and, 16—
a data netvvork whi ch connects the service node to the custoner financial 17

i nst i t utison fireoyial institetiemand ity beanerchantfinansial ingitition i on (90) 1.
19. The system of claim 18, further conprising using a nerchant |dentifier R
2 prOV|ded on a display on a conputer screen for ascertaining the. nerchant
account . 1%0Th5hyste;ns¢famtam 18] furthet @omphising usmgle merchdnetnt

|dent|f|er cquir r,om a A seryi ce node of
o iRe RO Hvidehn s apley s Bt serpen for Sbersdit e, 10%°
cust oner ;N0 behsheddcolind 60) . arranges for transfer of a transaction 3. =
amount- from a cust omer account of the customer financial instituti.on (80)

to a nmerchant 4 account of nmerchant. financial institution (90) provided

that the_ service d t jation (60)

and the ter chant er%}lga&&rfg}f)??aﬁgn\}mb?ﬁ?%%g@%gg%{?%h{ﬁggﬁgeographl cal
proximty 1 acquired fitn aAvetepagece node of a tel ecommuni cations network .

which, in response to a 2 request froma custoner. nobile statior £60),
arranges for transfer of a transaction 3 anount ffom.a custoner arcount of

the custqmer fi naQ‘P'A'setﬂ&éhbdébﬂﬂtélB&Bmﬁ:ﬁnﬁ:aﬁ%ﬁ@héﬁorﬁwhlaﬁcmunt of

merchant financial institution (90) provi t hat the seryice nqde
det er mi n@s response to a request from a customer mo 1 e statlon, arranges 1or transier

3 ofa transaction amount from a customer account of the customer financial _
4 institution to a merchant account of merchant financial institution provided

5 that the service node determines that the customer mobile station and the
6

merchant terminal are within a predetermined geographical proximity

[

22. A service node of a telecommunications network which, in ~-- e s
response to a request from a customer mobile station, arranges for transfer
of a transaction amount from a customer account of the customer financial
institution to a merchant account of merchant financial institution provided
that the service node determines that the customer mobile station is at a

L R S S VU N

customer predetermined native location

1 23. A telecommunications service for facilitating funds transfer of a o
transaction amount, the service comprising:
a customer mobile station which includes a subscriber identification

mobile card, the subscriber identification mobile card having stored therem o

A W W

a customer account number
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5 that the custorrer nmobil e station is at a cust oner predeterm ned native.

| ocation 1 . UI ﬂ’!ﬂammmﬂnt i-ons--servi ce--for-facilitating funds

transfer Lfjghsa t he Service conpri si ED a
47118 | BEer/SED8/00691

cust omer %bg?fl € station 60 vthi ¢h #ncl udes a subscriber identification-

mobile 4 card, the subscriber -identificatiaon nobile card having stored
therein a custoner account 5 nunber: 6 - a nmerchant termnal (70); 7

-a custoner financial institution (80);3¢8 = a merch il N
institution (90); 39 - a servi'ce node whi ch, %&r%ﬁgﬁé& BaEE
call fromthe custoner nobil-e-stati-en:— 10 - “-(1) -aequres chant .

I dent+-f i-er—transacti-pn—anount-r—and-t-he—cust-omer—account ~ 11~ nunber from
t he cust®ner mpbp|Ber ggt,tsﬁnmfg (2).verifies the transacti.on. anmount

W th at J,east ongﬁﬁ&m&gyﬁmm d:¢ 13 station and the merchant

term nal  (70); upon recei pt- of a verification, requests
15 8 credltlarlgemhamﬂﬁnmc@ﬂ:ismmn,anount to a merchant account of the

“merchant (16 fina ransaction
anount td the cu %ﬁ@?eﬁﬁa % @Boéggeex\%ﬂgadcgﬂr%%@ﬁle@fgw .’"helg'ng cent er
connect aqg tmdlﬁksmuion ce node,.-to.the-custoier nobile 19 -station;-and to
the nmerchant termjnal (70); 2Q. . ... .....a data n l.ch connects
the service nodera))aq %MW@@?‘BM?aF@%chﬂmqw%ﬁtp‘gO) and to the
-mer chanty, f i RaGehit acBStirtintimieR fid1R thelcustomer moBile stifienger vi ce of claim 23,

wherei n the custoner account number is one of a 2 customer credit card

- account 18r a cust@heerifies therransadtion ampeund with atleast one offhe cyste m§§rV| ce of
claim 23, { i sthRoRbhd HIPmERbAR BTN obtained on-a- - -

15 (3) upon receipt of a venﬁcatlon, requests o ~ |

16 crediting of the transaction amount to a merchant account of the

17 merchant financial institution and debiting of the transaction amount to the

18 customer account; ' ' - _ o~
19 . -a mobile switching center connected to the service node, to the

20  customer mobile station, and to the merchant terminal; and, _

| 21 a data network which connects the service node to the customer
22 financial institution and to the merchant financial institution

i " 24. The service of claim 23, wherein the customer account number
2 is one of a customer credit card account or a customer telephone bill

3 account.

1 25. The service: of clalm 23, further comprising usmg information
2 obtamed on a display on a computer screen as the merchant identifier
3. provided and for ascertaining the merchant account.

S S —-.26...The system;of_claim'25,ﬂ.wherein.the information 1s acquired
2 from aweb page.
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2  display on a conp e nmerchant identifier-provided and
for ascertaining-3th mlﬁ,mn EE ME 1 26. The systemof claim
25, wher »iO®8i4TH6i nf or en LS froma web 2 pagePCW/SE8/00691 27 A

t el econmuni cati ons service for faC| litating funds transfer of a transaction

2 anount. the service conprising: 3 ' -a custoner nobile station (60);

=

4 a nerchant term naI (70); a custoner fi rwr%
institution (80); 6 _ ca rrerchan37f| nanci al instituti i %Fﬁ E‘é\g BEE
a service node which, in response to a call fromthe custo lé-\

-station: 8 (r) acquires-a-merchant -i-dentifi- er- -and transaction

“anount ~fromthe ﬁJSAQEﬁh‘oﬁiﬁmﬁéiﬁ%féfs%wf&gﬁhht' g funds rabglr YPAT1 €5 the

.transaction anmount with the merchant term.n ydo)
- upon- r-eéei mamac@mmﬂn%éhnmcc@qmtsmgransf er of -the transaction anount

12 from,t he cust.g rrerchant account of the mer chant

fi n'anC|m§ I nsti tu%@sg%rﬁ%&?)ggfts@aﬁ%g ' a nobile switching center
connectad to theamerchaut'temﬂnal to the custonmer nobile 15 station, and to

t he merchant term n% 7&} ae‘?‘ 1\;1 a data network which connects
the service nodefHPm RGANSHIHGRL | &l 17 i-nst i-tut+on- (80) and to the
nerchantg financignerdhint fubhdlbl inSutiél; The apparatus of claim 27, wherein
t he service node determ nes whether the 2 custonmer nobile station (60) and
t he ner @hant terarsqmce(npdpvélneh,vmrnspmeem agall drom thaicstorgenmobilsi cal

pr oxi mt8y .to requesting transfer of the transaction anmount fromthe 4

cust oner accourﬁ to the nmerchant account of the nerchant fi nancial
i nstitubion (90)(1) acqulres a merchant 1dent1ﬁer and transacnon amount ﬂom the

-~

10 customer mobile station; o L <
11 - - (2) verifies the transac’non amount with the merchant terminal; and
12 . (3) upon receipt of a venﬁcanon, requests transfer of the transaction

13 - amount from the customer account to a merchant account of the merchant ..
14 financial institution; and -
15 . a mobile switching center connected to the service node, to the
16 customer mobile station, and to the merchant terminal; and, '
17 a data network which connects the service node to the customer
—18  finan¢ial institution and to the meérchant financial institution

1 28. The apparatus of claim 27, wherein the service node determines

2 whether the customer mobile station and the merchant terminal are within a
) 3 predetermined geographical proximity prior to requesting transfer of the

4 transaction amount ﬁom the customer account to the merchant account of

5.

.. the merchant financial mstltutron

29 The apparatus of clalm 28 further wherem the service node

N

_obtains geographic coordinates of the customer mobile station, and wherein
the service node compares the geographic coordinates of the customer

Bow

mobile station with geographic coordinates of the merchant terminal to
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1 ' 29. The apparatu im 28, further wherein the service node .
obt ai ns 2 geogr aphi c ? es of -the custoner nobile station (60), and
.~ wherein ce e geogr aphi ¢ coordi he
CUStOﬂ‘EI‘W%éﬁYStatldn w ﬂmﬂ gmgphl c coordi nates of e r?@?%%ant
termnal (70) to determ ne whet her the 5 customer nobile statlon and_the
merchant terminal (70) are within a predeternmined 6 g ity
1 . 30. The apparatus of claim 238 further conpri ,
security nodule 2 which det’ erm nes whether the custong 60)
+s situated at a custorrer 3 predetermned native | ocati on, and V\,herei n

--transfer -of ;the trans unt fro he 4 ust oner acco.un to the--— -
herchants acdemine M B ciomes motilestation e ekt

. the CUStOMBL¢RFEARL reiéteAmiREigé ggfagﬁﬁ;alg Xithity" - 31. The appar at us of
claim27, further conprising a custoner data base (222) 2 wherein is stored

for the custonmer (1) a tel econmunications address of the custoner '3

f | tit ' ' '
B e tappar at (A0 e PR beiina IIRCAREAND  dliSlAdd o D
..(224) .2 2. veeensitymiodulst whisth determihes whethlanﬂte oustmncrfmeblle stbtxan is '
‘tel t dd f hant f t t t 90
and () b rifitng: SORRE Pegh@inhed TRV Iataron A0S whestif Happ e o7 vt 9

wher ei n 4 heofihe tanBadtiiEari ORTfFoh Ahe Sustbingr hotuat t@ﬂ}%trﬁ&%haﬁﬂ nanci al
institution (80) to determ ne whet her debiting of a, custoner account 3 by

the trarfs acaqcennbmm luded pplespitieugtomer mobile station itt thp GUFIEMEE of claim

- 33, wherge Rt RS 166 ed froma di splay 2 on a conputer screen
S used as e merc[ﬁant tﬁ'Sentalt 35. -The apparatus of ~cl ai m 34,
wherein the information is acqwred froma web 2 .page. 1 36. A node

of -a tel ecomuni.gat S Relwar | fagct 9 2 _

cust omer' account ﬁ;f }ng EBRT e r&f:lﬂtnuanﬁ%? aiﬁ& # {&Bﬁ@mﬂgwfﬁé adgtng r chant

account 20f lease wherein is stored for the customer (1) a telecommunications address of
3 the customer financial institution and 2)a customer account 1dent1ﬁer T

32. The apparatus of claim 27, further comprising a merchant data

Suoad

2 . base wherein is stored for the merchant identifier (1) a telecommunications

3  address of the merchant financial institution and (2) 2 merchant account
4 1dent1ﬁer

1 . 33. The apparatus of claim 2_7, wherein the service node

2 communicates with the customer financial institution to determine whether
3 debiting of a customer account by the transaction amount is authorized.

1 34. The apparatus of claim 33, wherein information ascertained
2  from a-display on a computer screen is used as the merchant identifier.

1 35 The apparatus of clalm 34, wherein the information is acqun'ed
2  from a web page. '
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3 nerchant financi a! i nstifution: t he node conprising: 4 a
cust onmer comuni catlonmﬁmum uires a merchant identifier and s -
transact WnoRMTBINt fro le station (60); 6PCT/SE9RN0EInpr chant
comuni cati on nodul e whi ch® verrfres the transaction amount with a 7
merchant- termnal (70); and 8 . a funds transfe haorization rmdule
whi ch, upon receipt by the nmerchant 9. _comuni cati on{ Tbi8ISHEET HAS BEEN '
verlflcatlon fromthe nmerchant term naf (70), requesfs 10 REpIApEDEr of t he
transaction anmount from thé“customer account to the- :
37. The apparatus of clai m 36, wherein the node is a service control- por nt- -

—of an 21 intell ISEHA ﬂ&ie&iﬂﬂﬁl&bﬁﬁﬁmﬂaﬁhmtmw&k which factht@t%s The’ appar- arus™
of claim36, wherejn the node is a speC| al tion _nod .39..:The. . __

appar at 3s draysnent frogs a qustamaceawt 9k swgt%rne emlla%tttaﬁaa% a( 222) 2

wher ei n |s £ss of t he
'custorrer S@Fﬁgﬁgﬁ%ﬁ%ﬁgtgff%on ?gﬂ& hﬁgﬁ'ﬁ gustorrer ?:%oune '
i dent i fider . _ a customer cmmmmgdr@lbwhxahmquesfamemntonprr sing a -
nmer chant_ dat,a red for: rchant identifier
(1) a t el eégﬁﬂﬁﬁércﬁﬁ%saggaﬁg@%?ﬁpﬁeg Stﬂ’étﬁsﬂh‘?h‘ eﬁt#e%r al institution
(90) ang (2) a rmmandﬂm*c sonmuunicatibindotinlrwhich vatifiks the transagfion The .
apparatus of cl al‘Wﬁé ther cngr;éin%kgg a transaction security nodule 2
whi ch. dét erdfpet taH'B Fr%ttEUEL bile station (60) and the merchant
termnalg 3 (70) @ﬁﬁldﬁ"ﬁfdﬂsfbr%uﬂ{cﬁ%h%%&ﬁﬂem&{ UpbhGadeipi By iHd ty, and
wherein transfer of the 4 transaction anpunt romthe cust oner account to

t he ner Gharinephestsemmunicasion raeduls of avesificatine feama thewserchapt | e station and
~th h %) qeog ki cal
pr gxm@ a%&ﬂﬁﬁﬁhﬁﬂ&%ﬂ%ppﬁ%ﬁjs O&? 96 E%%‘%ﬁraégé’}bnm er ?\’I'p'all‘lggct I on

security noabeoanbtat thiemserzghamecgounthi ¢ coor di nates of the custoner nobile
station (60), and wherein the transaction

1 -37. The apparatus of claim 36, wherein the node is a service control
2 point of an intelligent telecommunications network.

1 38. The apparatus of claim 36 wherem thenodeisa specml
2 ﬁmctlon node.

1 39. The apparatus of claim 36, further comprising a customer data
2  base wherein is stored for the customer (1) a telecommunications address of
3  the customer financial institution and (2) a customer account identifier.

1 40. The apparatus of claim 36, further comprising a merchant data
2 base wherein is stored for the merchant identifier (1) a telecommunications
3 address of the merchant financial institution and (2) a merchant account_

4 identifier. | - |

1 41. The apparatus of claim 36, further compriéing atransaction
2 security module which determines whether the customer mobile station and
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3 security nodul e conpares the geographic coordinates of the custoner o
mobi |l e station 4 Wi th Hmﬂlmnﬁuu)m“uIInat es- of—-the-merchant terninal (70)

to deter ",? §her it bile station (60) aeq/sebHose® chant
term’nalr{y g re vvrthlntﬁe *br &def’er mi ned geographical proximty. 1.

43. The apparatus of cl ai m 36, further conprising a-transaction security
nodul e 2 whi ch det erm nes whet her - the custoner nobi |re—~st-ati-n—{(E0)}—i-s-
.situated at a customer 3 predetermi negdgnative | ocati of THiSSHEEEHASNBEEN
transfer of the transaction:amount fromthe 4 customey acccRERLACEDt he

nmerchant account -i-s precl uded -unless t-he-eustoner-nmpbi e STt

t he custoner: - pred er-n-ned- na{1v=+oeat1 -ofr- 1 A Thr-:f g r)ar atus-of-
Cl'ai m 36 e TREIChERL S A i Brede e iniacd ERQERHEA XX PRBn ch

conmuni q4at Ql‘élﬂﬁEﬁ!'ﬁi gme&Mﬁmﬁh&ﬁﬁ%ﬁbﬂﬁ]ﬂ@'Euét%mertaec&ﬁ{ter i ne...-.. I

whet her 3 It1ng of the custoner accou e transaction anount is

- aut hori zsed to the merchant account is precluded unless the customer mobile station

6 andthe merchant termmal are within the predetermmed geo graphlcal

1 42. The -é.pparatus of claim 4'1',_' wherein _thé transaction security
2 module obtains geographic coordinates of the cx'is_tomer mobile station, and
3 wherein the transaction security module compares the geographic - o
4  coordinates of the customer mobile station with geographic coordinates of™
s the merchant terminal to determine whether the customer mobile station
¢ -and the merchant terminal are within the predetermmed geographxcal
7 proxnmty _ _ : _ .
1 43. The apparatus of claim 36, further comprising a transacﬁon _
2 security module which determines whether the customer mobile station is
3 situated at a customer predetermined native location, and wherein transfer
4 of the transaction- amount from 'th'é'Eﬁéfiiﬁiéf"ic?éﬁﬁﬁt_fé"’thé"ﬁxéféhéﬁt
5 accountis precluded unless the customer moblle statlon is at the customer
6 predetermmed native location.
- 1 44. The apparatus of claim 36, further comprising a financial
2> institution module which communicates with the customer financial
3 institution to determine whether debltmg of the customer account by the
4 transaction amount is authonzed o )
—_—
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