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PCT/ 1 B98/ 01606 MODEM CONTROL The present invention relates to nodens, and
nore specifically to the renote control of nodens. It finds particular
application WPPHBBnt erfaci ng of application prograns to BEyEB®BALOGevi ces,
particularly but not exclusively in the context of receiver/decoders 5

for digital transm ssion systens. The t&rm "recei ver/decoder" used herein
may connote a receiver for receiyj ei t her encoded or non-encoded signal s,
for exanmple, television and/or rﬁgﬂﬂE¥£%¥¥§E§§HWhich may be broadcast or
transmtted by sone other neans. The term nmay al so connote a decoder for

decodi ng recei ved signals. Enbodi nents of such receiver/decoders nmay 10
i ncl ude a dedbelpresénh inygntidn refatel to medenmc aidursre spdcifitally thi the rénte t@g@l ved

signals, for exanple, .in.a "set-toR.box", such a decgder, functioning in
co?rbi nati on fq‘i’g%“sb i gag%\??@m‘i‘gﬁﬁﬁﬁf‘%‘mr‘@é% \?i?Ff,%c‘B? °§ERH1F°%“°&<§’(§%§PS
i ncl udi ng aded pliysisall detidBiC parfidiBarly i abt 8LchasiveBOin A RMRRLt ofFecbivif@ech@eOr der, or

a television. The advent of digital transm ssion systens Inten e&d)&prl marily
for br ohdcas forfiigital transmissjom sygtems.on signal s, in particul ar but not
exclusively satellite tel evision systens, has opened up the possibility of
usi ng such systens for other purposes. One of these is to provide

i nteractivit Theddn "réveivenittcodee used\hersinanhyh@nrote a rédaivet £ Feceflinyl dithkr

transm ssion _system' includes, a ransm ssion.systemfor transmtting or
br oadcast i nge‘?‘)éﬁei%a?ﬂyfeém%‘%ﬁﬁﬁl%*ﬁ’éw&ﬁ &elrisiqey angor radio signals, el a
di gi tal dat amaylhilistadkeopasaitid ) (SAL bBRr IuRAHe Aty 1APRbARAP! © Lo 2

broadcast digital television system the invention may als e applicable
to a fixed t@adecoderifondecedingrescivrasignale. Embodimients nfsiich rdceiver'deeddessapdyi cat i ons,

t d ¢ it .Sl . 0N T . "digital. tel I Si
Systen® ni skl s acobder thuBlich B, AP for UEodigl Hhe e pigtal B o1 por
system 25 exampljeinps dseeidp bow/esichon dédodels fimpesinfd & apAbingtadnl @Rni a

broadcast digital. televjsion syste
&ysﬁ:ally separate recerer,%r sucg]a decoder including additional functions, such as

a web browser, a video recorder, or a television.

The advent of digital transmission systems intended primarily for broadcasting

15 television signals, in particular but not exclusively satellite television systems, has
opened up the possibility of using such systems for other purposes. One of these is
to provide interactivity with the end user.

As used herein, the term "digital transmission system" includes any transmission
system for transmitting or broadcasting for example primarily audiovisual or
20 multimedia digital data. Whilst the present invention is particularly applicable to a
broadcast digital television system, the invention may also be applicable to a fixed
telecommunications network for multimedia internet applications, to a closed circuit
television, and so on. The term "digital television system™ includes for example any

satellite, terrestrial, cable and other system.

25 The present invention finds specific application in a broadcast digital television system
in which received signals are passed through a receiver to a receiver/decoder and

thence to a television set. The receiver/decoder (also known as a set-top-box or STB)



i n which received signals are passed through a receiver to a

recei ver/ decoder and thence to a television set. The receiver/decoder (also
known as a set-top-box or STB) -2 - decodes a conpressed MPEG type
signal into &Q@{I&)?si on signal for the television set. ItPFE’“&"G’mégl | ed by
a renote controller handset, through an interface in the receiver/decoder.
One way of providing the interactivity%éscribed above is to run an

P nal i &1 cRRobh Bmpreed 4R R R LS Bt lBanBe B Tone 1o

comuni cat e W ish contholled Eyy aOfenidhy Tomedllef iehdses thfbugh tmaMGOESNIn WRNNEr .
Qur co-pendi ng applications PCT/EP97/02115 and PCT/ EP97/02116 descri be

systens in wHCelMersigeodst. nore appl i cati ons can be downl oaded by a
set-top-box (STB) and comuni cate with physical devices in the 10 STB
such as parallel and serial interfaces and smartcard readers by neans of a
devi ce dri veOné ony efiplovidingitimcintaradtivity deseribad hbotte is to eurnanapplcatiolPon gheant to

t he present inven

jon, it has heen propaqsed, tq .provid he capability for a
set - t op- box feeelu"?f_% Gl BrouEB IR, e P ioh ST PO dri doaFi 9 s, such
as a modem  gnpRId FriebFAPSlcatichs R b BlicbO RN & vari @ ol FllckICRIREERSed and

coded video signal) 1 channel, swipe card readers,” and so on. The
set -t op- box & nbhusparenta manperual Owncbi-pendingi @pplicationsd PETERITN2 1 reandngi ne.

The Vi rtual gRechis e CQUBLES 8t HOVES FRNAOSEoENLGHCL Taf U COUDI ed

to the physi int'erraces o varl ous channel s Vi evi ces & devi ce

drivers. Thedéwenloads®Ph o @f-tibbok (STBPariicdomrhunddatenwiths physical dsvdees de tevel oped
by the 20 I nt er nat i qonal Stafmdards Organi sat i o({1 wor ki ng 1group "Motion
Pi ct urkks ExpﬁTF sgg.hoqm)arallel and serial intertaces and Smartcard readers by means of a device

driver for each device and an overall device manager.

Pursuant to the present invention, it has been proposed to provide the capability for
a set-top-box to interface with a variety of different signal channels, such as a modem,
a serial channel, a parallel channel, an MPEG (compressed and coded video signal)
15 channel, swipe card readers, and so on. The sef-top-box includes a virtual machine
which includes a run-time engine. The virtual machine is coupled to a device manager
which is in turn coupled to the physical interfaces of the various channels via devices

and device drivers.

The term MPEG refers to the data transmission standards developed by the
20 International Standards Organisation working group "Motion Pictures Expert Group”

and in particular but not exclusively the MPEG-2 standard developed for digital

television applications and set out in the documents ISO 13818-1, ISO 13818-2, ISO

13818-3 and ISO 13818-4. In fhe context of the present patent application, the term

includes all variants, modifications or developments of MPEG formats applicable to
25 the field of digital data transmission.

As noted above, one of the channels is preferably 2 modem. The main object of the
present invention is to provide improved control of such a modem. This is achieved

by providing an improved device driver for controlling the modem. For present



and in particular but not exclusively the MPEG 2 standard devel oped for
digital television applications and set out in the docunents |ISO 13818-1,

| SO 13818-2, SO 13818-3 and | SO 13818-4. In the context of the present
patent appli ¥PBFBthe termincludes all variants, nodifi @ETABASLGI6E6

devel opments of MPEG formats applicable to 25 the field of digital data
transm ssion. As noted above, one of the3channels is preferably a nodem

The main object of the present invention is to provide inproved control of
such a nodem PHROses Seprecisspaturasf agy distinntions batweanpleviceschndalevice drvearyisr f or

controlling t g?%':' o3 s - Jpurposes,.the precise nature of
any disti nctigﬁ’gﬁg me%r?ggé%r%g@ gn ecfg?}'ieﬁeasd‘i)sleéz‘?@q an be ¢apstryedide.  and
the term "deviineudbranydorn ofintarfend besveen Raréwas bl £LappREELA UREESS Be chtitbide any
formof interface between hardware and an application, unless the context
requi res ot herfit&&s OIEIWISe. According to the invention there is provided a
device driver for controlling and comrunicating with a nodem conprising a
buffer nenory for receiving and storing nessages fromthe nodem a control
nmenory fér st ghacargingote thelinysmtionrthees &, pravided: al deyice drivet fdrogontrolling cinlii ng t he

device driver . ssages,. wherein the lLogic, unit .includes a
conpar at or forc%%@%@%ﬁ ?é’rons ’s‘io%‘%ﬂng ﬁg‘#ﬁ%“&e&ﬂ tqrg?f’éW’gé?Pﬁgt 10
messages St Or efksbdged homitié hodePaBontrol @nﬁﬁ@ﬁefoafs@riﬁgébtﬂfwbmfaﬂkteﬁ?%’q go to a
devi ce manager. Qog‘giltgd to the device driver. The device manager w

usual |y be ar rogig %CWW@%@%"EMYGF exd e flgw il gessagdsywhesein fhedogias s
Corm Sdovi ce. REn IRes hiifardlin 460 RAL AR YordB6 BB SR tB gy |

term "device nmanager” Is | onpass any T
control B9 ng t meessages stored in the buffer memory to generate a signal for sending to a device -

)

manager coupled fo the device driver.

The device manager will usually be arranged to control a plurality of device drivers,
and pass messages between the device drivers and one or more appiications, but the
term "device manager" is intended to encompass any entity capable of controlling the
15 device driver; it may be a controlling application itself, Further significant features
of the invention will become apparent from the following detailed description and

claims.

The apparatus is most preferably implemented as a device driver in a receiver/decoder,
for example for a digital transmission system as described in our co-pending
20 applications PCT/EP97/02106 - 02117. In such an implementation, the device driver
can operate under the control of an application, via the device manager, providing a
convenient and flexible arrangement for controlling the device driver. The application
is preferably run in an interpreted language and the device driver is preferably

compiled.

25 Preferably, the comparator compares the stored patterns against a predetermined final

length of the message.

The pattetns may be of a plurality of types and there may be a plurality of patterns .



15 device driver; it may be a controlling application itself. Further
significant features of the invention will become apparent fromthe

foll owi ng detail ed description and clains. The apparatus is nost preferably
i npl ement ed FOX¥¥ice driver in a receiver/decoder, for BCAABIBOING, 7
digital transm ssion system as described in our co- pend| ng 20 -

appl i cations PCT/ EP97/ 02106 - 02117. In-duch an inpl ementation, the device
driver can operate under the c%ntrol of an application, via t he device

manager, provi%i H§ M APENi SRt BAftem I%@F HF@’ &Pmﬁ%ﬁems f &¢Ke dpesitivel i ng
the device drijBhowldiiRnR laﬁ@NlA@Kslﬁ 11‘1!8:(1# y el.ed
| anguage and the dev‘lllg?e gdrg)l ver 1Is pre era y co?'(r(]irﬁr ﬁ&l%’beh&ﬁt%é@éér abl y,

t he conpar at orindigatingrtbe typh of pattsrreniatohad er ns agai nst a predet ermi ned fi nal

| ength of the nessage. The patterns may be of a plurality of types and
there may be a plurality of patterns -4 - of the sane type. Such pattern

types may conpThedevice Gfives mapGEarrinpesid deﬂ@méﬁigﬂﬂ% 8 AeViBSnArlagerdichaipgs
(negative acknovvl edgenents),. the gener at e & i ndicating the type of

pattern fat cheto ﬂ"ﬁém‘d%"‘gp seseiyed teoughde wedem.r Bomgoundsonex beipassed W&al to
t he devi h th
dem | Con mnﬁge&ﬁg%e passed%E devied H’[a{!ua%elt i e ggf Eggl %ﬁﬁg e\c})lgge ©

nodem Conmands may et ween devi ce . ver
manager in thepaframemrs)m tmaﬂ&vsqe dnivercTOss which perdaoatoat sighals b ddteetodie/devizedr i ver,

| Gs, which sen contr t’é and d ta to the device drivers, and Events,
whi ch si gnal V&t |a8 h $ieng) ﬁ@é’é’%g‘g {OF JRESSRBEL TeSEPERR 5 on

problens to t r@anﬁﬁi&m@@pfwléﬁr@% the @ @cé MatAgey. (ﬁ@'f&mpmmrcbﬁxﬁﬁses

10 at least one pattern sefting command for defining one or more patterns to be searched

for by the comparator.

There are preferably 3 sub-types of pattern setting command defining patterns to be
searched for, one pattern setting command for each pattern type. The or at least one
pattern setting command may be arranged to define a plurality of patterns to be
15 matched, each pattern having an associated event signal to be generated on detection

of the corresponding pattern.

The patterns to be searched for may be stored in respective sub-areas of the control
memory. Alternatively, the patterns to be searched for may be stored in a single

continuous area of the control memory.

20 In one embodiment, on a plurality of matches occurring, only the last match is acted
on. Alternatively, on a plurality of matches occurring, the type is indicated according

to a predetermined priority sequence between the different types of match.

Functions of the device driver may be implemented in hardware, for example in a
dedicated integrated circuit; this may provide enhanced speed of operation. Preferably,
25 however, at least some of the device driver is implemented in software, preferably run
by processing means which runs the application; this allows greater flexibility, requires

less components, and allows the device driver to be updated more readily.



10 at | east one pattern setting command for defining one or nore
patterns to be searched for by the conparator. There are preferably 3
sub-types of pattern setting command defining patterns to be searched for,
one pattern &"P &PN#Y3 command for each pattern type. The or BETIR9E8I60mNe
pattern setting conmand nmay be arranged to define a plurality of-patterns
to be 15 mat ched, each pattern havt ﬁg an associ ated event signal to be

generated on ect the.c d ern. . The patterns, to be
searched for p'f)eé tnbve%"q ﬁctermggfy 8& ggf)d%%f’@’% agg C?IH@RE‘WGW thnory.
Al ternativel ymddem using aclevise Web&m’i;ﬁﬁfn@'ﬂ%ﬁ@ﬂﬁerﬁ&y ahPa SdrdfoPfieiBryfsaid N9l €
continuous area of the control nenory I n” one enbodi nent’; on a
plurality of ﬂﬁﬂlﬂdé@mé@ﬂgﬁhsﬁé@s@ﬁly the | ast match is acted on.

Al ternatively, on 0 in e is indicated
according to a pr egbe? % g&%egg‘%ah@%?@ds‘é‘qaééﬁ%ﬁﬁép BFPPr ent types
of matchs Functi onstoﬁﬁgb&ﬁoﬁpatmaerdlins&tcdﬁwlﬁembﬂyphmrent ed i n hardware,

for exanple in a dedicat ed integrated circuit; this may provi de enhanced
speed of operation™d tigsns storedsin the conpypl faermery againgt WEWGQ)FI thére
device driver &HAR r C ng
means whi ch rl?'rlllgeﬂtﬁglhappl |g§§%rftgﬁ%%ﬁ:,§f gerﬂdﬁ\%gf’) grdggﬂtcigﬂa#{ggg}é%@?%@%ﬁ% equires
| ess conponentdsvicaddvesl | ows the device driver to be updated nore readily.
-5 - The present invention extends to a nmethod of controlling and

comuni cating with a nodem using a device driver conprising a buffer nenory
and a control ATREthe aboed Ratiies g be eortithed t ?tﬁehﬁl &lyQBpropfiate E@ABIhationg and

storing massa%es fromthe nodem | n said buf nmenory
10 pparatus features may be applied to method aspects and vxce versa.

Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:-
Figure 1 is a schematic diagram of interfaces of the receiver/decoder;
Figure 2 is a functional block diagram of the receiver/decoder;

15 Figure 3 shows the general logical organization of the present device driver;

Figure 4 shows in more detail the logical organization of the pattern handling aspects

of the present device driver; and
Figure 5 illustrates message structure and storage.
RECEIVER/DECODER BASICS
20 To assist in understanding of the device driver, the preferred platform on which the

device driver operates, our digital transmission receiver/decoder will first be described

briefly.



5 storing control paranmeters in said control nenory, and

mat ching patterns stored in the control nenory agai nst nessages stored in
the buffer menory to generate a signal for sending to a devi ce nanager
coupled to t %féﬁlée driver. Any of the above features mayCh&BBEMIP ned
together in any appropriate conbination. .10 Appar atus features may be

applied to nethod aspects and vice versé.G'Preferred features of the present

i nvention will Cii . i .ef erence
to'the accompdiiiie o 3, ©etbenBietider Wa0RY BhroBXBTRLE s e § SHEIPOCS
i nterfaces of inthmctiveceevigion siateariawhidhi thedewicg diiseraf thereibiodinent 6 iteddedi agr am
of the receiver/decaoder,;. 15 ] gi ure 3 sho_wseréhe eral. lo ica,le

or gani zat i on de bFHBSt%_fegs’éﬁFh%?F% %"P}%"@r ; DFif“_é%P a@“&ﬁ@?\é‘?ﬁ“ﬂi Wger’%ct’éiét ai l
the |ogical onganksakiin HayaSoRi MR BRMlind IR RRME ?qulEﬁdd@Z%@§ent

device driver; and Figure 57illustrates ssage structure an tor age.
RECE| VERS DECON2K! Bieswizich 2¢ference shpwld bs gnasle, ind thedisclosuesdofimyhicti ateheraevi ce

driver, the preferr | atforman which the device driver operates, our.
i g ol anoiiEBioRes BLRirRier B B ot dythence, Pt SEssred Bln B PE) i
-6 - Ref erri ngféremért@nedlspecifications areendialpd@igndied By the réferendedfimiefits dsed use in
a digital interactive television systemin which the device driver of the
enbodi nent i s T 4086 ReGICHIBE | nstal led is schematical ly depicted. Details
of a suitable digital interactive television systemmy be found in our
co- pendi ng applications PCT/EP97/ 02106 -

As described in more detail in the aforementioned specifications, referring to Figure

10 1, the receiver/decoder 2020 includes several interfaces; specifically, a tuner 4028 for
the MPEG signal flow, a serial interface 4030, a parallel interface 4032, and two card
readers 4036, one for a smartcard forming part of the system and one for bank cards
(used for making payments, home banking, and such like). The receiver/decoder also
includes an interface 4034 to a modemmed back channel 4002 to the television signal

15 producer, so that the user can indicate preferences and such like back to the television
signal (programme) producer. The receiver also comprises a Run-Time-Engine 4008,
a Device Manager 4068 and a plurality of Devices 4062 and Device Drivers 4060 for

running one or more applications 4056 (see Fig. 2).

For the purposes of this specification, an application is a piece of computer code for
20 controlling high level functions of preferably the receiver/decoder 2020. For example,
when the end user pdsitions the focus of a remote controller on a button object seen
on the screen of the television set 2022 and presses a validation key, the instruction

sequence associated with the button is run.

An interactive application proposes menus and executes commands at the request of

25 the end user and provides data related to the purpose of the application. Applications
may be either resident applications, that is, stored in the ROM (or FLASH or other
non-volatile memory) of the receiver/decoder 2020, or broadcast and downloaded into
the RAM or FLASH ‘memory of the receiver/decoder 2020, ‘



5 02117 to which reference should be made, and the disclosures of

whi ch are herein incorporated by reference. For ease of reference, parts
described in nore detail in the aforenentioned specificatign 6&?nerally
desi gnat ed bYVAME3H¥f er ence numeral s used in those specifigﬁf’f%ﬁ@. As
described in nore detail in the aforengg}joned specifications, referring to
Figure 10 1, the receiver/decoder 2020 includes several interfaces;

specifically, ?@‘Pé léﬂﬁﬁ?l?sggg apicatidts, MeEbedl ﬁngﬂmf b iR tﬁ@%ﬁ‘émé'nﬁ%ﬁédf ace

4030, a paral inte 32, and two card readers 4036, one for a
smart card f oraplicatipas treef t he system and one for bank cards (used for

maki ng paynents, h .banking., and ch like The r.ecejver/decader al so
includes an inter f&%@%@%&"‘?&%ﬁ%@m%&“ 6&3@ bkﬁ’gﬁ?@f’n 3%8?{“368 ?nﬁoﬂmg
tel evision si gRagkcedRr/decoder ROSTHHORY imnfediatdhAbpdriiive S He MPBGIY éivirairBent.
preferences and such |ike back to the television signal (progranme)

producers The recehvBurtup Applisatiny Whisk alow Ay pppdicatiegi Aither Glownlogdededsi ce
Manager 4068 acgﬁﬁxﬁe{%;p alig reQJivJPf%Jg §5%62 and Device Drivers 4060 for

runni ng one of I"I"cat’i ons (Sée Fig. 2). For the purposes of
this specificationA PmgappiCuidet whithiis @ Miteradivef applicgtioh ewhicln dgvdsofull20
controlling high level functions of preferably the receiver/decoder 2020.
For exanpl e, W%@ﬁiapﬂ‘éa@%?’i?mitions the focus of a remote controller

on a button obj eCFA%g@eWieW‘@pﬁ&ﬁeﬁWhﬁfl it Reink@hBive §rfite 8RE1aF0 3R eadhd
presses a validation key, the'instruction sequence associated with the

butt on 16 r unPPWchammekofals digital tefqvisiondohgnet torenphie the endugs todwy thociEightes
commands at the request of 25 the end user and provides data related to
t he purpose of”vef’{‘\e application. Applications may be either resident
applications, thatAiBc Ddwillcad dpplidakien RAIVIGE ranFndSkHed o dbwrlbadoompwttrat i | e
menory) of the recei ver/deco&g‘é‘qugzo, .or. broadcast and downl oaded into the
RAM or FLASH BRiters usies thed G davnlqpd appiicaticher 2020.

A Magazine Browser application comprising a cyclic video broadcast of images

15 with end user navigation via on-screen buttons.
A Teleshopping application enabling offers of goods for sale to be transmitted
to the receiver/decoder 2020 and displayed on the television 2022 and enabling the

user to select a particular item to buy.

Applications are stored in memory locations in the receiver/decoder 2020 and
20 represented as resource files. The resource files comprise graphic object description
unit files, variables block unit files, instruction sequence files, application files and

data files, as described in more detail in the above-mentioned specifications.

In the MPEG data stream, each module comprises a group of MPEG tables. Each
MPEG table may be formatted as a number of sections. In the MPEG data stream,
25 each section has a "size" of up to 4 kbytes. For data transfer via the serial and parallel
port, for example, modules similarly are split into tables and sections, the size of the

section varying with the transport medium.

Modules are transported in the MPEG data stream in the form of data packe:cs of
typically 188 bytes within respective types of data stream, for example, video data -



-7- Sonme exanples of applications, described in nore detail in the

af orenenti oned applications are:- An Initiating Application which is an
adapt abl e col |l ection of nodul es enabling the receiver/decoder 2020 to be

i medi ately SYRP48313e in the MPEG 2 environnent. 5 PCT/IHBI646 t up
Applicatien which allows any application, either downl oaded or resident, to
run on the receiver/decoder 2020. A Pr o@?ém Quide which is an interactive
application ' ' | Jved LU QU ' r 1.0el. Per Vi ew
bl i cat i on vArg? VS dhihshearlt ST AN E) SLPURL S proelllY oy D)

channel of t héackegidentifiérPHEY)i ofi18 itk @uéeIPED for ever phoket trdnspoeted iithe MERG buy t he
current event. A PC Downl oad applica | ing an end user to downl oad

tion_en €
conput er soft \ﬁé?éf‘ﬁ@né i Wbéfa@h%ﬁg\%}:%& 5.2 Lt rEge diffeeenBldas er
application CQFBirhinddefind 5l édinotls$e Sach BRURAE albrdilIPI%h: hipective p1fy, L N €N
user navigation via on-screen buttons. A Tel eslt ogj)l ng application enabling
of fers of goods additionsta|peogramies, certainsPEDs tap be essigned tospplicationscr otheedat2 020 and

di spl ayed on the televisio 022 .an abling.the user l.ect a
particul ar it&NETOH* eﬂﬁ%lsﬁgﬁ’i@%@&@%’[ﬂ rgegiuﬁmﬁgl?%ﬁ@rls% %tions in the
recei ver/ decoder 2020 and 20 represented as resource files. The

resource files_conprise graphic ob!ect description unit files, variables

bl ock unit fi T8 degadss ¢ SRCIBQEY intp |aRAM HoBine; atFLASTY voluge ania dat a

files, as desqiapefiiint K&rﬁsﬁﬁ%sgdélu?ﬂgﬁﬁ%a'ﬁ& AN Tt bRNS c%gg%h{zgtg Lions.

In the MPEG data stream eac conprises a group o es. Each
MPEG t abl e mayTheenchmryrmiy finthersbeatdividediiato nodmose edlimesassociated vethvREaridas a
stream

10 interfaces. From one point of view, the memory can be regarded as part of the
hardware; from another point of view, the memory can be regarded as supporting or

containing the whole of the system shown apart from the hardware.

The system can be regarded as centred on a run time engine 4008 forming part of a
virtual machine 4007. This is coupled to applications on one side (the "high level"
15 side), and, on the other side (the "low level” side), via various intermediate logical
units discussed below, to the receiver/decoder hardware 4061. The receiver/decoder
hardware can be regarded as including the various ports or interfaces as discussed
above (the interface 2030 for the handset 2026, the MPEG stream interface 4028, the
serial interface 4030, the parallel interface 4032, the interfaces to the card readers
"20 4036, and the interface 4034 to the modemmed back channel 4002).

With reference to Figure 2, various applications 4057 are coupled to the unit 4007;
some of the more commonly used applications may be more or less permanently
resident in the system, as indicated at 4057, while others will be downloaded into the

system, for example, from the MPEG data stream or from other ports as required.

25 The unit 4007 includes, in addition to the run time engine 4008, some resident library
functions 4006 which include a toolbox 4058. The library contains miscellaneous
functions in C language used by the engine 4008. These include data manipulation

such as compression, expansion or comparison of data structures, line drawing, and’



25 each section has a "size" of up to 4 kbytes. For data transfer via
the serial and parallel port, for exanple, nodules simlarly are split into
tabl es and sections, the size of the section varying with the transport

medi um I\/bdul‘&”éi?@i’transported in the MPEG data stream i n PCREBISE1686 of dat a
packets of typically 188 bytes within reépectlve types of data stream for
exanpl e, video data -8- streans, audid data streans and tel etext data
streans. Each gagketryes c c DynQf: 13 bits,
one PID for eve?i‘/‘}ép Tl{?eltlﬂ}t ansggarl{&yléi\@luﬁ)é’jg ﬁ‘%ﬁ}é@é&{w &E}aem)m(% Blrgjﬁr amre
map table (PMIi'etemtdr/@coderrﬂzoaO rssiclaas haﬁdwa@ef artd'sofrerarefversivhtnueben a8l aealableand

defines the c ents of ea data reamaccordlngtothe respectlve PID 5
In addition t%ﬁ‘%ﬁ’é‘g P?Ia]”ﬁ iheR %910%“31§§F‘§r4§ﬂ°§6 @ppﬁ@é@ﬂqsons or

other data co 'b@%@whﬁa&é&%ﬂ%@lﬁ:%%re ed using the
PMI tabl e. The decoder contains rlre Pﬁdéﬁl nt oblgﬂ%?lvhkﬁ a FLASH
vol une and a ROM vol une, but this phyS| cal organl zat lon is disti nct from

t he | ogi or an|z | y fucther i nto ry

vol umes SSOCI &ﬂehenlgwg %%Z{T%&ﬁgﬁii%% 2 W%t”éqnﬁﬁ% gké/ I‘f’mlﬁﬁ‘@" th of

view, the nmenmy yetofetiesr 4092 vilich &6 chapléd ff ddvire diived\BEE whidhOde 3R @irher
point of view, the nepory can be regarded as supporting or containing the

whol e of the wgﬂéﬁf%%mawﬁm% niabﬁeadlntmﬂevlw%’egw@ﬁﬁm
regarded as CE‘A%E QaOLB i@l i ngécb”s% tﬁﬁ%@ﬁxfﬁ?%dgﬁwﬁerﬂg@?é)%ouﬁlpﬁ hua'

machi ne 4007 1S71'S oup to applications on one | evel "
15 si de), camoncphysibal potthey devicdewi{l tioemallycw doapled to mbrécthan Oneadevael ous

i nt er nedi.ate | |ca ni.ts, di squssed below,. tg.the.r celver deco
har v 403061 G 3 o dBribR i AREHEET S clatict Syt Aenes HULASERIN OF udi ng
the various preExgnaI tolifdofjotAC B P fildbifonef§ Fehuired for communication, so that the

need for a separate device driver is obviated. Certain devices may communicate

among themselves.

As will be described below, there are 3 forms of communication from the devices
15 4062 up to the run time engine: by means of variables, buffers, and events which are

passed to a set of event quenes.

Each function of the receiver/decoder 2020 is represented as a device 4062. Devices
can be either local or remote. Local devices 4064 include smartcards, SCART
connector signals, modems, serial and parallel interfaces, a MPEG video and audio

20 player and an MPEG section and table extractor. Remote devices 4066, executed in
a remote location, differ from local devices in that a port and procedure must be
defined by the system authority or designer, rather than by & device and device driver
provided and designed by the receiver/decoder manufacturer.

‘When a new device 4062 is created, it can be installed in existing receiver/decoders
25 2020 by downloading the relevant application 4056 from the broadcast centre. This
downloading is performed in the receiver/decoder 2020 by an application 4056 which
checks the hardware and software versions and, if correct, loads the software n;odule

representing the new device 4062 and asks a procedure of the library 4006 to install”



above (the interface 2030 for the handset 2026, the MPEG streaminterface
4028, the serial interface 4030, the parallel interface 4032, the

i nterfaces t&v(yl}e card readers 20 4036, and the i nterface 4034 to the
nmodemmed bac AfHd1 4002). Wth reference to Figure 2, vEFT@R801
applicatiens 4057 are coupled to the unlﬁ 4007; sone of the nore- connDnIy
used applications may be nore or |ess pe pmnently resident in the system
as indicated af, 7 r m for
exanpl e, fromtﬁ[}lg.};?/Pde da?tLJge %dra@atﬁ?or %?ggf#% porgg gférﬁité%u ?E%

The unit 4007 flexitleicied sedure adtdlldtionroftrewt functions vhﬂmeﬂmrlgcm#d%aer 2@0p0e
resident |ibrar ngti.ons, 4006 \ﬁ? %w I ncl ude a tool box 4058. The library
contai ns m scei“iﬁécﬁlg eetipg fhe reghpf F¥nguage used by the engine 4008.
These include data mani pul ati on such as conpressi on, expansi on or
conparison of data structures, |ine draw ng, and 9 so on. The library
4006 al so i ncl%éewwmmm‘&%amwpmmon a‘cziﬁtelfaqerbetmnrtb@@pheatlodecoder

2020, su h as r ft rsiaon n d |Lable RAM
space, d a f%?a‘ﬁg e %@gﬁéﬁgﬁ tﬁ ﬁﬁcﬂﬁeré&éﬁ%(&f 2%@ Eﬁ4 ¢ TRET ons
can be downl 084158 dofitréls tabuess foliemicys 4052) dglasdsaesbtiof aﬁhﬂ@kpa@t@d@%&ﬂtn@ﬁory- S
The run tinme engine 4008 is coupled to a device manager 4068 which is

coupl ed to a s®Nages YREAIRRIAYE2 whi ch are coupl ed to device drivers 4060
which are in turn coupled to the ports or interfaces. In broad terns, a
device driver can be regarded as defining a logical interface, so that t wo
di fferent devi %mnmmmﬁﬂ%m@réhb ¢onirel cxfdimmmqpmcsssmadnd;wbmmoﬂ devi ce

N Iy b . d
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desi %nedoh 0 | ngohmodliedeeivdiedodérk 2020N4¢ ideAfidal Bl 186 dpplREtidnOfoirk GFWIEW, cat | on,
so that the
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The engine 4008 runs applications 4056 on the receiver/decoder 2020. It executes
interactive applications 4056 and receives events from outside the receiver/decoder
. 2020, displays graphics and text, calis devices for services and uses functions of the

library 4006 connected to the engine 4008 for specific computation.

15 The run time engine 4008 is an executable code installed in each receiver/decoder
2020, and includes an interpreter for interpreting and running applications. The engine
4008 is adaptable to any operating system, including a single task operating system
(such as MS-DOS). The engine 4008 is based on process sequencer units (which take
various events such as a key press, to carry out various actions), and contains its own
20 scheduler to manage event quenes from the different hardware interfaces, It also
handles the display of graphics and text. A process sequencer unit comprises a set of
action-groups. BEach event causes the process sequencer unit to move from its current
action-group to another action-group in dependence on the character of the event, and

to execute the actions of the new action-group.

25 The engine 4008 comprises a code loader to load and download applications 4056 into
the receiver/decoder memory 2028. Only the necessary code is loaded into the RAM

or Flash memory, in order to ensure optimal use. The downloaded data is verified by’



need for a separate device driver is obviated. Certain devices may

comuni cate anong thensel ves. As will be described below, there are 3 forns
of conmuni cation fromthe devices 15 4062 up to the run tine engine:
by means of WQP48¥18s buffers, and events which are passedCFEBYOLEE of
event queues. Each function of the receiyxer/decoder 2020 is represented as
a device 4062. Devices can be either | or renpte. Local devices 4064

| 0
i ncl ude smartcar ] .Sl . J al | el
i nterfaces, a“ﬁ/ﬁ%@%ﬁ%ﬁ%ﬁ%ﬁﬁ%@% tgd%hl%gﬁdgg%?mgf%gp}plw%lgﬁéﬁg%gﬁ%n and
t abl e extract @xeculferrof anyl aniutiesizéd GplicatiohC UTIRd eriginead(08 nfutther! amgﬁsema differ
fromlocal devices in that a pqrt, and _procedure nust be defined by the

syst em aut hor i9gsPrEIresss | Afb¢ applicating cods (arfopy of intatmediate £ade)de ompressed ver
provi ded and | ' : MBI r ew

devi ce 4062 igﬁiérpggbf%, i@ﬁgﬁﬁﬁyﬁgﬁﬁggﬁ% EXIgtI n ?‘esgg%g?/ egoders
25 2020 thyilinwededaddergddr mepode che valetmuaplyd decernpressed) bé&forefloasting ib to

br oadcast cent This, downl ' is perforned in . the receiver/decoder
2020 by an apﬁ{“‘? 0 %G’éle,mﬂg%%@%ﬁ%nmrﬁw? é‘ﬁ%r[ﬁg E’Sfalpﬁéﬁag%er si ons
and, if correchde tPashhte Vi iriBlecyvaiies the® detemdifs safus dBarkhy afe\wn dgret ce 4062
and asks a procedure of the library 4006 to install - 10 - the new

devi ce code wichegkar.t he firmvare (in Flash nenmory). This can provide a

flexi ble and secure installation of new functions within the

recei ver/ decoder 2020 without affecting the rest of the software. The

devi ce nmanagerBefd6 &ising the sarmioenofSmfyt device 4062,e2 brogeanb é&ucke @ ah happligagibn cat i on
5 4056 and the s ecifi%a;‘uné:t('l ons ,of t,‘fle e ei.ver{decoder 202(%. The
devi ce Afn agermstrucnon equence) has to be declared as a "client", that is, a logical access-way 1o

the device 4062 or the device manager 4068. The manager gives the client a client

number which is referred to in all accesses to the device. A device 4062 can have
several clients, the number of clients for each device 4062 being specified depending
on the type of device 4062. A client is introduced to the device 4062 by a procedure
15 "Device: Open Channel". This procedure assigns a client number to the client. A
client can be taken out of the device manager 4068 client list by a procedure "Device:

Close Channel".

The access to device§ 4062 provided by the device manager 4068 can be either
synchronous or asynchronous. For synchronous access, a procedure "Device: Call" is
20 used. This is 2 means of accessing data which is immediately available or a
functionality which does not involve waiting for the desired response. For
asynchronous access, a procedure "Device: /O" is used. This is a means of accessing
data which involves waiting for a response, for example, scanning tuner frequencies
to find a multiplex or getting back a table from the MPEG stream. When the
25 requested result is available, an event is put in the queue of the engine to signal its
arrival. A further procedure "Device: Event" provides a means of managing

unexpected events.

As noted above, the main loop of the run time engine is coupled to a variety of

process sequencer units, and when the main loop encounters an appropriate event, -



4068 controls access to devices 4062, declares recei pt of an unexpected
event, and nanages shared nenory. The run tinme engine 4008 runs under the
control of tHF '&égprocessor and a common application pro%ranning
interface. T éygé installed in every receiver/decoder 20¥6TARPSNI606 55 ¢ hat
all receiver/decoders 2020 are identicalfromthe application point of

vi ew. The engi ne 4008 runs applications 56 on the receiver/decoder 2020.

It executes i \ a0l ' nts from out si de
RbREGIGE te\zﬁ%é)%?l% nggfelgg@%o ér%g(ﬁ'itﬁé"gmfz st‘éeq)\gt@x;e{gg@ ot

t he receiver/decoder s g cs™ an s devices for
services and uses functions of the library 4006 connected to the engine

4008 for specifi ¢ - tatiaon., .15 . The run ti engj ne 4008 .is an
execut abl e co&lfgm?’nlgtgg? eeéf_e%lgﬁaé&ﬁr?baflécs_gft%rpf%f@e&fe?ﬁg%ﬁb%’a%‘ﬁnﬁé?rﬁ@és an

i nterpreter fdlexibilitg i exblinarnaplic44i6n itd) SorPhit S WitR ASvaridh fABALRE 4008 s
adaptabl e to any operating system including a single task operating system
(such as M5-DOS). The engi ne 4008 is based on process sequencer units

(which take vaghPis DESHEE as a key press, to carry out various
actions), and contains its own 20 schedul er to nmanage event queues

fromthe different hardware interfaces. It also handles the display of

gr aphi cs_and xt. A pgroce seguencer unjt conprjses a set of . .
action- g? oups .ﬁEQEnggg?ﬁs Mngtaﬁﬁ%é%v@éﬁéﬂgws»&w thedistriggtian f r om
i ts current adjeivin Ghdwarel#d 3646 hreafhhied 0§ cRE: fob ﬂi&%ﬁ:’[@xﬁ‘éﬂ&? B whne

character of the event, and to execute the actions of the new action-group.
25 The emgt he dewabed-Bndataik ok is, howewer) poted that dedicatell mbagratesivitavits

appl i cations ' . i K 2028. .Onl y.the necessary
code is | oade%ggag’géo Q% ﬁ’e %%M%%F@%%&%%%%ﬁeg?ﬁgd’ﬁs% odeice, favey Y
use. The downlcomttechiailytavailableweicad betadily designed] dnd-these can be used as the basis

10 for a hardware accelerator, or more preferably modified to produce a dedicated

hardware accelerator, fo implement various of the operations required, thereby
reducing the processing power required to run the software. However, the operations
required may be implemented in software if sufficient processing power is available.
The device driver can be considered as comprising a series of individually accessible

15 functional units, each of which will hereinafter be referred to as a "command".

Each command interfaces with an application under the control of the device manager
4068 by means of one of the three standard procedures mentioned above, which are
common to other devices. Information may be passed between an application and the
device by means of parameter tables. For ease of reference, the three basic procedures

20 are summarised briefly below:-

1) Device: Call. This prbcedure can be used by an application for performing
synchronous commands or data transfer. Execution of the application is suspended
until control is returned when the operation by the device driver has completed; this

allows operations which must be performed in strict sequence to be controlled reliably.

25 2) Device: /0. This procedure allows asynchronous operation. That }s, an

application can send a request for a data transfer or a particular function to be-



an aut hentication nechanismto prevent any nodification of an application
4056 or the execution of any unauthorized application. The engi ne 4008
further conprises a deconpressor. As the application code % f orm of
i nt er medi at e YOS conpressed for space saving and fast PSSERIEMIPng from
the MPEG 2 transport streamor via a 5 built-in receiver/decoder node,
the code nust be deconpressed before IoaH;ng It into the RAM The engi ne
4008 al so comyirs B UEH! BARE ahPedBhiRRirThe bificARR!dafi Adefile AR ! O
updat e variou varlab e val ues and determ ne stat anges 8 an error
checker. Bef ortbe data frgnsférer Sunction spedfbrnzadybydbe dewdceddiBRr. a program (such as
an application 10 I nstruction sequence) has to be declared as a
“client", that is, a logical access-way to the device 4062 or the device

manager 4068. 3jhe IRORESHEveRl. Vﬁ&&r&ﬁhﬁbﬁﬁé‘hm@hdﬂ@ﬁ&ks SAAR%S bkl
referred to in"all accesses to the device. A device 4062 can ave several

clients, the rbeilesicedd aplappliratior, and &gpactigular action 06 be kadem by Shpeapplication
2065 by 3 pr odhSerpdg 45 e 45l iftcpbiuny b e h b AL SRSl B S 0

a client nunbaimé thetebamd signalled; Rffedtiveln theCapplibetion dkinfenpled OEvédiemdg be ce

manager 4068 clj ent gévt by a procedure "Device: Close Channel". The access
to devices 40@PoPH¥; 3nt5§natyrp§ uiedd foienabisBs OCoHIRRE %Weﬂr@e@?‘iehﬂw‘c as

synchronous or r . Pevi ce:
T T3 20 ' BRI IR Toud oy AR hRRGR Sl 106 Lt Le BY
i mredi at el y awignhbiibg eompletionf ofrecteyenstatl idety trahifeh does not i nvol ve vval ting for
the desired response. For asynchronous access, a procedure "Device: |1/O
is used. This is a means of accessing data which involves waiting for a

responsgg for Exppgte dedtadivicns showitds tidcR 306 (FiE.e3), éoﬁgfrﬂsﬂﬁg adogidthdit $d1ex or
getting back a table fromthe MPEG stream \Wen t req uest ed

result is avaid @Bire meporgpahtand @ byffer memaeryd ﬁu@hf‘ée &yo f”ﬁ@%?ﬁgﬁrﬁe’gi“énlél gnal
its arrival. Zu&ied BRboRTHRERT & theaME Sﬁysxcgf’rﬁé}ﬁgry%ﬁ@é'sﬂ&ﬁcﬁuﬁmff};

managi ng

memory will form part of the RAM memory, and the control memory may form part
of the RAM or FLASH memory). The device driver is coupled to the device manager
15 '4068 and the modem interface 550 as shown. Each command will form a part of the

logic unit 501, and may operate on portions of the control and/or buffer memory.

In broad terms, the modem functions in the narrow sense of modulating and
demodulating signals are performed by a modem unit which may be incorporated in
the interface 550 or attached thereto. Control and management of the information
20 flowing through the interface, apart from those narrow modem functions, is performed
by the device driver 500.
As described above, communication between the devices/device drivers and the device
manager 4068 is performed by 3 types of procedures: Calls, IOs, and Events. For the
procedures used by the device driver 500, Calls are used to send various parameters
25 from the application through the device manager to the device driver, IOs are used to
send commands from the application through the device manager to the device driver,
and Events are used to send messages from the device driver via the device me;nager

to an application.



unexpected events. As noted above, the main |oop of the run tine engine is
coupled to a variety of process sequencer units, and when the main | oop
encounters an _appropri ate event, - 12 - control is tenporaril
transferred WP 3t the process sequencer units. Thus, itPCEQW”\é’é“’éeen
that the basic system provides a pl atfo_rm_havi ng considerable flexibility

i n enabling an application to communicate with a variety of devices. MODEM
DEVI CE DRI VER Q&d ' 2l [ aihe
various funct ilglr?sc,0 %%hﬁrg&lgﬁs%% %ﬁ%?gﬁﬁ%ﬁéﬁtgﬁlﬁﬁgggﬁaﬁghg&ﬁggsﬁ S%P%drﬂ'le are a
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It is, however, not that dedicated.inteqrated citcuits capa f
perforning t hed°8‘6@}1§gf SR?aF’g%ﬁi“raeo&e Pﬂh?ﬁggff?t&ﬁg ﬁ&%@@?@ée@’fgvﬁ"?éﬁé’f
comrerci al | y ah@tdnhils déscibed tebow @d bt prodiisd e the fantiohd §IRe CdiimiRs Used as
the basis 10 for a hardware accelerator, or nore preferably nodified

to produée a dBe) kedlised, Althrughths cemmandsipay, be igdepspicatbeptovidad poslierest t he

operations reqyi kel r 3! - Pr [ ' to run
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software if subfidtionaity pruvisieé by ithegcopmnends descidbedi | abl e. The device driver can
be considered as conprising a series of individually accessible 15
functional units, each of which will hereinafter be referred to as a

"command”. EactheCoffiines wilf B dd6fed W tefm@Bf AR RbAnEEd A FubbHdRd prloRed 8Pt rol  of
t he devi ce manager 4068 by neans of one of the three standard procedures

ment i oned aboweech eammandatogetberwiinontional and prefrsatile fegturesn Wifmthe indermation be
passed gt weer,an a%ﬁ%écf‘tﬁctg{i@ﬁ rpg(gg%etélgfchgf Yx%@gxagr?faetisgﬁao?%e% reRRAFRTRLR4 vh ab! es.

For ease of reference; Ic pr
straightforward for one skilled in the art, and the precise details are left to the

implementor. As an example, each command could be implemented in software,
preferably written in the C programming language and preferably compiled to run on
the processor used to run the application; however the device driver may be run on a
15 separate processor, and some or all commands may be implemented by dedicated
hardware. The Call and IO commands may signal information or pass parameters
back to an application by setting values in a parameter table stored in memory whose

address is passed to the device.
In more detail, the procedures or commands used are as follows:

20 Device: Call
Set: sets buffer sizes, timer delays.
Comm set: sets data size (5 to 8 bits), parity, transmission rate.
Char set: sets pause character and delay.
Control set; enable/disable signal sent to distant equipment.
25 Pattern set: sets patterns to be searched for.
Device: 10
Command: sends a command to the device driver without interpretation.
Send: sends data to the device driver. )

Action: sends a command to the device driver with interpretation.



20 are summari sed briefly below - 1) Device: Call. This procedure
can be used by an application for perform ng synchronous conmands or data
transfer. Execution of the application is suspended until control s
returned wheWO®PESStheration by the device driver has corrpl%‘f’@li‘?al?’ﬁ+6$ al | ows
operations which nust be performed in sgﬁggt sequence to be controlled
reliably. 25 2) Device: 1/QO Thi s procedure allows asynchronous

operation. That is,DRGnA¢R! disahhetd thAlkvie dtva. request for a data transfer
or a particular function to be - 13 - perforned by the device driver and

execution of tBevieg@Evemati on can continue while the data transfer or
function is perforgd 'bé' L he ﬂﬁ\'i ce .driger. 3 Devi ce: Event. The event
trappi ng function VE SIS IReTePPlgR oL p Ji%SRB%d by the device to an

application, and fapp alstJﬁa{smﬁ&’bh?fbblembe taken by the application 5
I n response to the event independently of the code the application is

executing at the tinme the event is signalled; effectively the application

is interrupted I Qriti d 1t o.signal
cvent's ocsur i ArONR 8B Sotinbld St bW el Backhy B P TS

moni toring of Gffpretedae)a salt repom s repbrtitig Gacknfpba they/devicgrdziver oghe dexdect | on
of a requested data tragnsfer e present devi Cegcfdrri ver i s shown as

10 The p
bl ock 500 (Fi g™a®ager.¢ ias% o Oy graceqims ComaRs 2, menaRy, addresg e 152, and
a buffer menoryiadton hESLscnPaARERE £3 8'08) IsA9ibeahing di stinct, but both

formpart of the same physical nemory (nore specifically, the buffer menory
will formpart of the RAM nenory, and the control nenory nmay form part of

the RAM or FL ) e T ice driver is upl ed.to.t devi ge
manager 15 Aﬁl{%g%ga{% ¢ ft“hogp?m ée/sﬁl cloﬁg’@#sa 8Ib§q§g®a°g°n¥ma.l‘ Eﬁ’é‘f?"ﬁfomnd

wi Il foryd a papresenf systein contains a special command, the Call command Pattern set. This

command defines one or more patterns to be searched for by the logic unit 501. The

command contains a memory address, and the memory contains, starting at that

address, a series of patterns. (More specifically, the first location in the memory

contains the number of patterns, followed by the individual patterns, and each

15 individual pattern in the memory includes a header giving the length of that pattern.)

In general, 3 different types of pattern can be set, to generate Events, ACKs (positive
acknowledgements), and NACKs (negative acknowledgements). It would of course
be possible to include all 3 types of pattern in the same command, with the header of
each pattern identifying the type of that pattern. It is preferred, however, to use 3
20 sub-forms of command, for the 3 types of patten. Thus, ACK and NACK patterns,
which may be required to detect reliable reception of a command by the modem are
preferably set using dedicated commands, and all other patterns are used to trigger an
event, each pattern being assigned a number to enable the patterns to be distinguished.
These commands set up a memory zone 510 (Fig. 4} in the control memory 502; this
25 memory zone has 3 segments, containing the Event, ACK, and NACK patterns
respectively. The logic unit 501 contains a comparator unit 511 which is coupled to

this memory zone.

The memory zone 510 may consist of the memory areas specified by the 3 Pattern set”



l ogic unit 501, and may operate on portions of the control and/or buffer
menory. In broad terns, the nodem functions in the narrow sense of

nodul ati ng and denodul ati ng signals are perfornmed by a node ' i ch may
be i ncor por a¥1818he i nterface 550 or attached thereto. fg:]ﬁwgg}m@hd
managenent of the information 20 fl(%vi ng through the interface, apart
fromthose narrow nodem functions, is perforned by the device driver 500.

As descri bed apove,. O | [ ' ' Jq and
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used to send nessages fromthe device driver viat evi ce nmanager to an
appl i catison. individbal fetterns tmdrterarine thepreaissdodations of éhe palteransibiaig agcas

i nvention will now b escribed, Each,co ngd. nay .he - by ja

appl i cation byt°p?fv§\§iﬁ o TP JWR 3oy J.\Tirt:egm o) E@’aﬁ‘% °é’§ﬁ’%%§°§$g“&e 1elrgh\% a one
of the above tiﬁit%zéﬂﬁﬂﬁ@ﬁ&yﬁﬁ@ﬁﬂﬂglﬁﬁ&w mhigiorilzbnecf10tds @ talenhpatentdnar i bed
bel ow need be provided, and the functions of the conmands 5 may be

al tered. AIthonfgﬂet?fHé“eédﬁ??&%s may be independently provided or altered, as
wi |l be appreciated, certain synergistic benefits accrue fromthe conbi ned
functionality provided by the commands descri bed. The commands w || be
described in tWhes aafestapeisirecaivad,dtsis passedfinoattinfliasingheifife temprys¥dh Thisnrmand,
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than one buffer; however, the message space is logically continuous for any individual

message. If pattern matching is being performed, the comparator 511 searches the last
32 characters of the message for matches to any of the patterns stored in the memory

zone 510.

15 If a match is found, then the type of match (Event, ACK, or NACK) is written into
the header of the message as stored in the buffer, and/or some suitable action is taken

by the device driver.

It is to be noted that ACK and NACK pattern detection can be used to detect expected
responses from the modem, for example when commands are being sent while the
20 modem is offline. Other signals from the modem are matched to a separate list of
patterns, and used to trigger events; for this reason the setting of ACK and NACK
patterns is preferably performed independently of the setting of a list of patterns

corresponding to unexpected events or other messages from the modem.

In this way, it is possible for an application to communicate with any of a variety of
25 modems. For example, many modems may conform generally to a standard, such as
the Hayes standard, for instruction sequences and responses, but may have additional
features, for which a proprietary response sequence is generated. Insuch a _caée, the

ACK and NACK patterns will be set to standard patterns, and the response sequences’



10 gi ven and specifications provided, actual inplenentation of these
features should be straightforward for one skilled in the art, and the
preci se detal re left to the inplenentor. As an exanple, each command
coul d be ian%i%ﬁf%& in software, preferably witten in t h&CEBPBOIS i ng
| anguage and preferably conpiled to runng t he processor used to-run the
application; however the device driver T @'be run on a 15 separate

processor, an g{a@ 0 ji@ ie,;gqg : dedi cat ed

har dwar e. Thedcea 3%g?AOL(1commn gﬁrﬁagg%s?egna é|n or%%g%l A or pass
paranmeters back to an application by setting values in a paraneter table
stored in nmemy, ose address,.is .passed to.the devige. In nore detail, the
procedures o %ér#:%‘m§ aﬁf?éﬂg%%) ré't%&l%}nl ‘g?/\}%?ff"i gremory é(%e\;th ieSege FONgS:  set s
buffer sizes, 4f fMRéadeebBY ind £D6Y) SBL. - Tﬁ@h&séig% taleﬁﬁszeaségse?gyys&a&ha&de parity,

transm ssion rate. Char set: set’s pause char r and ntrol set:
enabl e/ di sabl eetvegndwo dufferst5d2 and 5kt Thewompparator S206performs pattern mwhingr n set :

d f jce.. 1O Co : d dt
Che dbvi G dr i 0B RurRRBE 0 i ot e PR Mo SIRLSER Y co
driver. Acti onthe fen3iscliraceipepith 520 dof e biRYIS22 of teiBdssape! IThe RhtFePsfaingt | On.

- 15 - Di sconnect: . di onnects the device driver, Device: Event
match founi (i\'s lrrllserted ?nto e message header 521 in the buffer memory.

It is possible for more than one match to occur, in two ways. First, two patterns of
the same type may occur (at different positions in the last 32 characters of the
10 message). This double match can be ignored, that is, treated as a single match.
Second, two matches of different types may occur (again, at different positions in the
last 32 characters). Depending on the circumstances, the comparator 511 may be
arranged to indicate the match type according to either a predetermined priority
sequence between the different types of match, or which of the patterns is closer to

15 the end of the message.

In Command mode, that is, when the modem parameters are being set up, this
technique can be used to send a command message to the device driver. The meésage
is interpreted by the device driver and not sent through the interface to, for example,
a data server. For each command sent, the device driver searches for a pattern in the

20 return message and responds to the device driver accordingly.

In this mode, it is also possible to receive a message through the interface without
having sent a command. This can happen if, for example, a ring voltage is detected.

The device driver should also search for a pattern in the event pattern list in that case.

In On-line mode, the Modem is connected to a data server and it is possible to receive
25 messages from this server. The device driver searches for a pattern in the last 32

characters received from the data server.



Receive: signals the reception of a nessage. Of: signals a transm ssion

problem 5 A procedure also contains an error code for reporting back
and (except for the Event: Of procedure) a call report, for reporting back
fromthe devi'@®dt¥er to the device manager. Al so, a Call PGT“‘?9§5"1§P%cedure
contains a nenory address where the information being sent (paraneters and
so on) is to be found. The functions of” Host of these commands are br oadl y

conventional . ver, the [0 presen stem cont ai ns a.speci al
command, the éﬁ%%&%ﬂ&“ﬁ%ﬁ%% e??%ﬁ%iﬁﬁﬁgﬁd“@e&ﬁ’é@% mﬁy%f’rpre
patterns to bamphaeaRt@dn' ®vaity oFowdya 0k, URifartRllkr, AR CSHMRENN HEPbHAI NS a
menory address, and the nenory contains, starting at that address, a series
of patterns. (qombinedyath ¢thersmihich perfemt similar fusstiqnsoer sometthey be amitteddont ai ns
t he nunber of d [ Ndic\ tierns.. and ch 15

i ndi vi dual pat%l%@ﬁ%h%%%%y %ﬁaﬁ%g{sd sg’hr\?él%&glp 1%%\? ﬂénqt%feea{’]}eﬂG@‘ﬁ of

t hat pat Ser n. )fuhotiogemey bd freeBs mixed, both betwicprpasnrmdndparid veititin & singlb eorf@ind. t O
generate Events, ACKs (positive acknow edgenents), and NACKs (negative
acknow edgenents). It would of course be possible to include all 3 types of
pattern in tha SAHIEHCRIR dndehdod HiRCHEIBAEEND berditidd R 1 hrdlE! hE Y1 NG
the type of that pattern.” It is preferred, gw&vey, Sticllgﬁtse }%.rzvgﬁél thé
sub-forms of compuistsoffware, edsugh likgraspasforped ereormsinglelestrical@rd dikielsisiadK
patterns, whi be.requi.red to,detect. reliable receptipon of .a.comand
by the nodem 4 °§g§¥eew}%%augﬁ%|bﬁ§m @dpclg(b doﬁm&? ored prpatehed B oy
patterns are UgeAKKH.O trigger an event, each pattern being. assigned a nunber
to enable the patterns to be distinguished. These conmands set up a nenory
zone 510 (Fig. 4) in the control nmenmory 502; this 25 menory zone has 3
segment §o CONtRlyA BY ubdifsrbafls i bisenf eIl BlenicOSnb ! The
| ogic unit 501 C(l)nt ains a conpara orenuir;;]it 5 1a\/\/rg1%e?:lh °?b§‘b%oﬁg‘f§ﬂ%§’¥%i S
menory zone. TWaY ofeemamplez embmbdifications ob defait cambe niade mathir the scapmsofstheci fi ed
by the 3 Pattenr“pmtslgrt1

-

Each feature disclosed in the description, and (where appropriate) the claims and

drawings may be provided independently or in any appropriate combination.



- 16 - commands. In this case, the 3 segnents of the nmenory zone may be
physically in different regions of the nenory. The conparator unit 511 wll
have to store the start addresses of the 3 segnents and, to obtain access
to the vari oNO¥48#&rns, use the nunber of patterns (as st &ICEEBWOI§Re

begi nni ng of each segnent) and the lengths of the 5 I ndi vi dual
patterns to determ ne the precise | ocati bhs of the patterns and obtain
access to each,of themin turn as required. Alternatively, the conparator

unit 511 can i Salize the menory by setting up the nmenory zone 510 as a
table of patterns in a predeterm ned |ocation. Wien a nessage i s received,
it is passed into a buffer in the buffer nmenory 503. This 10 menory is

di vi ded into a.pl ufedsviop dovenfor gontrellisg and commminicatins withy @ modem owoppisingor e

t han one buffer, howeye a ace is logically continuous.for any
i ndi vi dual rres%g‘b%r ?m{;ﬂtttogfeﬁgﬁg%cﬁﬁnﬁgw BETRES* p?éqnf 6}?%’@8,8“?’% @ofPar at or
511 searches thgmdrgsor stdrifd)osntel parametbrs) ARl ﬂ&?@c’il Bt fdli][coﬁﬁélﬁﬁ@ﬂletdbvﬁﬂay of

the patterns stored in the nenory zone 510. L a match is found,
then theS5type diveraad fhe floye pf messenes, whergindhy lagic ypt includes »eempasetonfader of
the nessage a ' ' H4Rs L3, 53! | ey  2KEN
by the devi ce%%%l\%gga dle%:hs}s{sb??dgﬂftt)%%:?g?g t arly sig\@tg&r%% %&rﬁdﬁng@%‘% at ect i on
can be used t onemergde genepaie & signaldfopsending té ralevichmamgeeequpled to ¢theadgrice when
commands are &E’g sent while the 20 nodemis offline. Oher signals
fromthe node matched to a separate |ist of patterns, and used to
trigger events; for this reason the setting of ACK and NACK patterns is

preferably perfornmed independently of the setting of a |list of patterns
2. A device driver according to Claim 1 wherein the comparator compares the

10 stored patterns against a predetermined final length of the message.

3. A device driver according to Claim 1 or 2 wherein the patterns are of a

plurality of types and there may be a plurality of patterns of the same type.

4. A device driver according to Claim 3 wherein the pattern types comprise
Events, ACKs (positive acknowledgements), and NACKs (negative
15 acknowledgements), the generated signal indicating the type of pattern matched.

5. A device driver according to Claim 4 wherein the device driver sends the

signal to the device manager by adding it to the message received through the modem.

6. A device driver according to Claim 4 or 5 wherein commands are passed
between the device driver and the device mailager in the form of Calls, which set up
20 parameters in the device driver, 10s, which send control signals and data to the device
drivers, and Events, which signal detection of patterns or message reception or

transmission problems to the device manager.
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correspondi ng to unexpected events or other nessages fromthe nodem 1In
this way, it is possible for an application to communicate with any of a
variety of 25 nodens. For exanpl e, many nodens nay conform generally
to a standar YOVEM3as the Hayes standard, for instruction B3ABWNEE and
responses, but may have additional features, for which a proprietary
response sequence is generated. In such-230ease, the ACK and NACK patterns

wll be set to standaé%d patterns, .and the resgon_se seguences - 17 -
correspondi ng to ad¥iSEViehdIver ageqsding i@ Sdpimcd wherewnane fosmofdrall emgnands. Fi g

5 shows a ness RESH 1 :

consists of a @ﬁ%é@aﬂﬁ%ﬂﬁéﬁg%%% t?%q{rﬁ?cgre as%@@
physi cal | y di vbedsedrchet foe by thevemmipafafoer s 512 and 512' . The conparator 520
perforns pattern matching 5 (that is, searching for a match with the
patterns stored in the nenory area 510) over the |last 32 character region

523 of the body 5224 ﬁéviée"tﬁiv@?&‘é?zﬂglg {J F%ﬁ?ﬁé*%&ei&ﬁxe%e mats:ﬁ?t&som&ﬁ

inserted into the nessage heade uffer menory. IS possible
for nore 5t han sstimgeamgiand defipingpatternsfobageapehpd formine pattern settingromearand faf t he
same type may gcg 5ngifferent positions in the |last 32 characters of
the 10 message : I's double match can be ignored, that is, treated as
a single match. Second, two matches of different types may occur (again, at
different positions in . the |ast 32 characters). Depepding on the
circumstances,% he 4 8F%r Vﬁ?a@irf%?/%kéma’(r‘?’a{%&éﬁfe ?ﬂrd?qé%&s%m{eﬁ’@t‘%tch
type accor di NgsetifoClohidfind s Rir&tdel %5 BiAiRCh Plubdfy b pARAKEGIIR MAENACEachhe

di fferent typese 01g r(r)at_ch, or which glt; tﬁ_he pat'fyerng I's closer to 15acth t he
end of the nespaige. havingCanmassngiataddevent lsignali to, bevigsnerathd ompdetentionrefitheer s are

bei ng Selto up, éo@e%onding pattern.

10. A device driver according to any of Claims 4 to 9 wherein the patterns to be

searched for are stored in respective sub-areas of the control memory.

11. A device driver according to any of Claims 4 to 9 wherein the patterns to be

searched for are stored in a single continuous area of the control memory.

15 12. A device driver according to any previous claim wherein, on a plurality of

matches occurring, only the last match is acted on.

13. A device driver according to any of Claims 1 to 11 wherein, on a plurality of
matches occurring, the type is indicated according to a predetermined priority sequence
between the different types of match.

20 14. A receiver/decoder incorporating a device driver according to any previous
claim.

T



techni que can be used to send a conmand nessage to the device driver. The
nessage is interpreted by the device driver and not sent through the
interface to, ég* géanple, a data server. For each command sent, the device
driver searcRE&™ 8% pattern in the 20 return messagd GABYESSonds to
t he device driver accordingly. In this nﬁ e, it is also possible-to receive
a nessage through the interface w thout kaving sent a conmand. This can

happen if, for;gexanpl i i s _detected. The device driver

shoul d al so se}alére’ch ﬁetléo%péﬂ@gﬁﬁ%gﬂﬁgowgﬁfﬁggtw& A Todgt Yse; 4, 4FViase. I n
On-line node, d&fver bansisings batfeneahes ahda onddl Mehieryyaid MéHod donprisRg @i bl € to
receive 25 nmessages fromthis server. The device driver searches for a
pattern in t heS®REf 32 characters received fromthe data server. - 18 -
The above commands ol L EVE [L.pvention
may be inplenented in a %%@g&%%#ﬁé#ﬁ%&%gﬁ%%r%sg@ commands
may be cénmbi ned wi tstormglventsol\plarapistepreinfsaidroostroti theamorf,uamdt i ons, or sone may be

omtted in sinplified.i.npl enent ati,ang. rdqwar e _and, sof t war e )

i npl ement ati ons of ’E%thnr%?&f’ﬂlé séredmﬁ‘efcgﬁﬁq SO, ARISEmEsSagss storrd e pot h
bet ween conmang\gfermtbmbiry B Penerafd NSkl GHGRAAD td 4 dvvitd mRfgbeamibled ty'ager st ood
that the functions perfornmed by the hardware, the conputéer software, and
such like are @fé’i"lecfgwed on or using electrical and |ike signals. Software

I npl ementati ons may be stored in ROM or may be stored or patched in FLASH
10 It wll be understood that the present invention has been descri bed
above purely b6 wayA aicttedearpdrding am Claimdis whatinahs sofeddrtteint ata¢oniparedade

wi thin t.llae S Coé’g%jn‘éf a %r@getér;]n\{r?e%tﬁn%piengﬂl of the message.

17. A method according to Claim 15 or 16 wherein the patterns are of a plurality
of types and there may be a plurality of pattems of the same type.

18. A method according to Claim 17 wherein the pattemn types comprise Events,
ACKs (positive acknowledgements), and NACKs (negative acknowledgements), the
15 generated signal indicating the type of pattern matched.

19. A method according to Claim 18 wherein the device driver sends the signal to
the device manager by adding it to the message received through the modem.

20. A method according to Claim 18 or 19 wherein commands are passed between
the device driver and the device manager in the form of Calls, which set up
20 parameters in the device driver, I0s, which send control signals and data to the device
drivers, and Events, which signal detection of patterns or message reception or

transmission problems to the device manager.

21, A method acc.ording to Claim 20 wherein one form of Call command
comprises at least one pattern setting command for defining one or more patterns to

25 be searched for in the control memory.

————— e



Each feature disclosed in the description, and (where appropriate) the
clains and drawi ngs may be provided i ndependently or in any appropriate
conbi nati on. o7 glg - Cains 1. A device driver for controlli nq% and
communi cati n WP nodem conprising a buffer menory for PCEARIBOI8NE and
storing nessages fromthe nodem a contr&% menory for storing control

paraneters, and a logic unit for controltfng the device 5 driver and

the fl ow of nespageg, i e | aqj j.t I de onpar at or. for
mat chi ng patte?fﬁs s‘?ourleg |%écpﬁée&ct8n ro 2#3’!' efé)}lp%g? stflﬁébs'g'ﬁﬁse By i n
t he buffer mensttingcomyend defiringpatit@s ol befsedrctizd fist 61 pattera séltivd cotmBRdFae"

coupled to the dgvi e driver. 2. A device driver according to Caiml
wherein the coffyaPa fEﬁ'f”'5(§’('1’rn)ar es the 10 stored patterns against a
predeterm ned final |ength of the nessage. 3. A devi ce driver according

to daim1l or 2 wherein the patterns are of a plurality of types and there
may be a pl ural3.ty 4Afmethad: ascordingfto ttiams2imer 22 peheredn the or/et demsi e shitterter

according to Caim3 wherein the.pattern t C i se, Events CKs
(positiv ackn%%ngdcgogﬁ% Jy arangd e(‘h@é’g%%w? ggt{ems t°E!?fc’E‘ﬁ*ﬁbﬁ §8dent s) |
the generated pit@fnhavinglimaissaigatéd) Sveny REmEN tdD Bk t RAERBL G Akectn of tfd devi ce
driver according to ailm4 wherein the device driver sends the signal to

£

t he devi ce nman®yEFP ZP3HEB it to the nmessage received through the nodem
6. A device driver according to Claim4 or 5 wherein commands are passed
bet ween the device driver and the device manager in the formof Calls,
which set up 224 A mehadnerendmgito ahpef @hiins @1doi28ewherdiftahe phttely t6sed

control signals and, data to the device
9 Seafthed gr are sttore& 1n respective sub-areas of the control memory.

10 25. A method according to any of Claims 21 to 23 wherein the patterns to be

searched for are stored in a single continuous area of the control memory.

26. A method according to any of Claims 15 to 25 wherein, on a plurality of
matches occurring, only the last match is acted on.

27. A method according to any of Claims 15 to 25 wherein, on a plurality of
15 matches occutring, the type is indicated according to a predetermined priority sequence
between the different types of match.

28. A device driver for controlling and communicating with 2 modem substantially

as herein described.

29. A method of conirolling and communicating with a modem using a device
20 driver substantially as herein described.

—_—
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drivers, and Events, which signal detection of patterns or nessage
reception or transm ssion problens to the device manager. - 20 - 7. A
devi ce driver according to Claim6 wherein one formof Call command
conpri ses atwbegsdsione pattern setting comrand for defi ni NBcPiRsMlsodTOr €
patterns to be searched for by the conparator. 8. A devi ce drrver
according to Claim7 wherein there are 3 sub-types of pattern 5

setting command defining patterns to b¥3sear ched for, one pattern setting
command for each pattern type. 9. A device driver according to Claim7
or 8, wherein the or at |east one pattern setting command is arranged to
define a plurality of patterns to b hed each pattern having an
associ ated event signal to be gener g N detection of the 10
correspondi ng pattern. 10. A devi ce according to any of Clains 4
to 9 wherein the patterns to be searched f¥r are stored in respective

sub-areas of the control nenory. 1%?18 A_d¥ e driver acg gl ng to any of

Claims 4 to 9 wherein the patterns T el arched f red in a

singl e continuous area of the control . 15 HISET |A device driver
ity

according to any previous claimwhereimh - ) t ches
occurring, only the last match is acted on} 13. A i ce driver according
to any of Clainms 1 to 11 wherein, on a plutality of ches occurring, the
type is indicated accor di ng to a pr edetermned priori sequence between

the differ g Lypco of—rratcir——2> g v er
i ncor porati ng a devi cetodei-yer according to|any previ
/(;94 4« 20303
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claim - 21 - 15. A nmethod of controlling and conmunicating with a
nodem usi ng a device driver conprising a buffer nenory and a contro
menory, said nethod conprising the steps of: receiving and storing nessages
from the nooegvyiessai d buf fer nmenmory; 5 st or i NGpGARsGRE0s
paranmeters in said control nenory, and matching patterns stored tn the-
control nenory against nessages storegzin the buffer menory to generate a
signal for sending to a device manager coupled to the device driver. 16.

A nmet hod according to Caim15 wherein the stored patterns are conpared 10
agai nst a predetermned final length of the nmessage. 17. A et hod
according to Claim15 or 16 wherein the patterns are of a plurality of
types and there may be a plurality Qf patterns of the same type. 18. A
met hod according to Caim17 wherei _éépattern types conprise Events,

ACKs (positive acknow edgenents), an CKs (negative acknow edgenents),
the 15 ge €;ated si gnal knd@&hting t he40Be of pattern matched. 19.
A et hod accor \to Caim in thelevice driver $ends the si gnal
to the device |mnager by adding it to| the hessage—recetved through the
nmodem 20. Al t@gg accordigg?;o Clhpim 1B or 19 wherei njcommands are
passed betweenjt he Vick dri ard he devi ce manager i the form of
Calls, which sgt erb in fhe device driver, 10s, which
send control s evice drivers; and Events, which
signal detection of att er AIS—Oly Message re'"epti on or
- 4007
4006 ~ e
4008
TOOL
RTE LIB — BOX
4058
i . 4068
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4062 ! ! 4064 4066
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transm ssion problens to the device manager. 21. A nmet hod according to
Claim 20 wherein one formof Call command conprises at | east one pattern
setting command for defining one or nore patterns to 25 be searched
for in the cwolewmdsiarenory. - 22 - 22. A net hod accor dp@gisboseedl M 21
wherein there are 3 sub-types of pattern setting comrand defining patterns
to be searched for, one pattern settiB8g comand for each pattern type. 23.
A nmet hod according to aim?21 or 22, wherein the or at |east one pattern 5
setting command is arranged to define a plurality of patterns to be

mat ched, each pattern having an associ ated event signal to be generated on

detection of the corresponding pattern. 24. A net hod according to any of
Clainms 21 to 23 wherein the patterns to be searched for are stored in
respective sub-areas of the control nenory. 10 25. A et hod
according to any of Clainms 21 to 23 regn the patterns to be searched for

are stored in a single.ggpti nuous afef4efTihe control memory. 26, gg3A
met hod acc Claims 15 to 25 wherein, ona pluralf1v of

mat ches odcurring, only thejlast nmatch isgpfed on. 7. A et hod

accor di ng [t o 54@y, s {5 to ' a pl Lral |BquER$

mat ches odcurrimp, EMe t pels i pdi cat ed accordfgng td

priority dequencf weeh the di{ferent A91les of mat

driver forf contrpl IAGCH and iCEthﬂ/lWIh afeecdr

herei n dedcri bed P
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, 0o 1440-5
29. A net ho@#®f controlling and comunicating with a nodem usm @}Qﬁyi ce,.
20 driver substantially as herein described. )
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(57) Abstract

A modem device driver, particularly for use in a receiver/decoder (2020) for a digital broadcast system in which received signals are
passed through a receiver to the receiver/decoder and thence to a television set. The receiver/decoder is controlled by awirtual machine
(4007) which includes a run time engine (4008). The receiver/decoder includes a plurality of interfaces to external units, and logical driver
devices for the interfaces. A device driver (500) for controlling a modem interface comprises a buffer memory (503) for receiving messages,
a control memory (502) for storing control parameters, and a logic unit (501) for controlling the device driver and the flow of messages.
The logic unit includes a comparator (511) for matching Event, ACK, and NACK patterns stored in the control memory against the end of
messages stored in the buffer memory.




