j e3ev: 6" TvXa+~ ~ OCT 2002 Access-protected data carrier This inlznol‘ﬂnza“z
relates to a data carrier having a sem conductor chip in which cret data
are stored. The iinvention relates in particular to a snmart card. Data
carriers containing chips are used in a great nunber of different applica
tions, for exanple for perform ng nonetary transactions, paying for goods
or services or as identification neans for .access or adm ssion controls. In
all such applications the chi preess-REOtected data.cartler o npi |y processes
secret data which nmust be protected from access by unauthorized third
parties. Such protection is ensured by, anpng other things, giving the

| nner st ruct Umss i ehtitth FlPRS ¥EA Ya@irtichdBAS h QBfihdulidr chip ISwhEhY
difficult to access said structures wth the aimof spying out data

pr ocessedsédtesdital afd stoeddu Mds.invéhtivndelatéLin pirtcdanncesmaftwakdier, the chip
can be enbedded in a very firmy adhering mass whose forcible renoval
destroys t he Batd camidusceantaiping ¢hips axgtusedanta grag muabeartofdhffarcat epglica-
therein. It is likew se possjble to provide the sem conductor plate during
its pr oduspn%rfomﬁnalepﬁ%ps@pmwg ra%ﬁamhﬁremﬁaeaﬁ%rpawgrfgwe?eés QF 898Ut

destroying th 21 ductor plate. Wth rresponding techni cal equi pnent,
which L s e A RERENGh SheB BoF acrhl e FEBLSRARRAD: 47 ) b Bp Bl a0

att acker i i j Malaly B i _
St ot ar e R FISatap 0P e SHE LR or for R T A et Riich fup i
et chi ng nedchatlfiof acteSdby abhherizadihi@ erties Such Pretcc o icxmasetibpt ruct ures
of the chip, such as conductive paths, could be contacted with mcroprobes
or exam nethong othdrethingss pivasg the ide¢estmiotares b€ the gnplvepasmel dsmensisad sb

structures. Subsequently one could attenpt to determne fromthe detected
si gnal s s#wutétisygnaddficulido aggoss saidstactures withabe g odspriagutidatagprger t o
use them for .pur s of ni pyl ati.on. .One co | i kewi.se attenpt, t

setect | vePSerpsREh bR e R e pufihsaRacs s S e JLtlb o secitecleta « ne
m cr opr ob i Mgﬂ{ i . I j et
data pr efsg;fl? V%-ﬁﬁftih{g C |H€ﬁ§g rga%gsfg&gg?ﬁ@% @?@?ﬁhgﬁﬂ{%}?ézg g@gg@@&f Thi s
probl em i pla3@by edlehyt thOSedreadath tdredidieinl NS IREwWistepdsBbhEP idecthai Ms.

-2 17 0 C T 2002 The inventive solution, unlike the prior art, involves no
measur es semipoadector pipedurirg i produdtivnewrthla protectivetasr ethictheartut beand t he

mounting of m croprobes. Instead nmeasures are taken to make it difficult
for a pot eempegd withgukdestroyingthersesuegrstuctarfdateat i on from any i ntercept ed

signal patternps., The signal paiterns depend gn the operations whigch the
chipis perfo%%@‘?“%%ﬁog‘%}ﬁe@a{‘i“&ﬁ G%P%‘%E%t“ﬁﬂ?}l‘ égoe’wpetnﬁea}b’ﬁép%‘?%veo Utan
operating I J i I IS
oper at |0 AHARSTLASEACARN TR B alhe Ll FUSHAPRIALLI BRI
speci fi edap@ekahimig tROinhBAtridtBr ol the Ghip. Fposiif® doikd bokeRerd fbregirhons a
correspondi ng conmand string is to be defined for each of said functions.
Such a fuptdbpsperaal dochihg methadypdrea stimbdngriggingqmoodss dhathaistdxpbbe ai d of a
secret key. To give an attacker intercepting the processes on the chip by
ni cr opr obswuetsrdses the ghtreduelsag ¢endustive pethsacowd besoptasssbwithapisueprohes

particul ar comman execut e nd the data, used in executing the commands, a
s rod © BRERHBISIXA BrEMaIy e e PICTB S, e ) RALAS ToFo AT nd. o

using co S| h it kil gul t i 2 i spy
out 1'nf or NAPrmeniR ofe s BpErentitih eloshnb o e derkcte B e ISERY BB 40 2
used whi Clh Ao Watrite, AIACRSTER KBS it Orde th HEE TN fhpiApsiddd fami¥apulay
interception. It is always especially easy to infer data when a conmand

pr ocesses tivar @nt evuliblilewike attexpim selestévely influente the sighalgmoerena the
preferably uses conmands, according to an enbodi nent of the invention,

whi ch si nekpesedstsiciurps viaghe micpipuebds.ty of bits, e.g. one byte, at |east
for all security-relevant operations, fuch as encryption, of data., Stxmh
si mul t aneous PHBAREEIg 18Pasedon the probleg of prafegiing secrgidlata preseMda thee

i ndi vi dual , bi t ve on the signal pattern caused by the conmand into a
total sigfiP 95%5@%3% Sip IrpifhiprifRs peetiey to infer the individual bits.
The signal pa%%faﬁr}gbfetméum Sy‘El’fE”il%'aﬁf‘rcFcBﬁiBiﬁd?i&n@%fQﬁ@ﬁﬁi%?hﬁ‘&rﬁ’fclaims.

i ndividual bits is not readily evident which part of the signal
bel ongs to which bit of the processed data. Additionally or alternatively,

one can inpede an attack on the processed data accordin ntion
by using in ﬂﬁmm“\m‘mmievant operations solely comndg\u\mm\mmmmmer an

i denti cal m“m Mar signal pattern or conmands by processed
data have very Ldgbdod«e or no influence on the signal pattern*647 o0 C T
2002



New page 2a of description US patent US-A-4,932,053 discloses a data
carrier with sem conductor chips which_has at |east one nmenory in whi&T 3802
operating programcontaining a plurality of commands is stored. Each
command causes signals detectable from outside the sem conductor chip. The
signals are neasured by current consunption at the termnals of the

integrated circuit, permtting t rocessed .data to be inferred. To
prevent readi &5? I%Veﬁ‘ft'cYFéEi‘ltWaépﬂﬁ‘ﬁ e prionrh N yRlyeHAP Eneageres ta peaveat

pcusor g EauPO, b TRALS 5 0L 9056 Koun R SRR REIR o
French | abfé‘g? g&?ébhﬁi?fe's e EReA18 nldke d@ AraeLRIbPS ?6#?%51&\%5@ ﬂ?%ﬁer secret

unr ecogni za using for a random generato

desynchr oitifaahatien Gioh Bgy Btecupicdnigial Bﬂﬁéﬂh@ﬁfh@@ig&@ﬂpmmd endrigtham
sequences within the processor. AMENDED SHEET -3 ~ ? oar 202 According to
anot her adpenatiagesischethisadiiprespertdrniihg. Saidepeiations anecqoerdlbadwith the aid
security-rel evant operations not. wth authentic secret data but with

fal si fi edokaePperaiagpregiom sRrechin hmeainry ohtheclipcThe opgrabing pipgranbis

det erm ned vvithod;t the.ad(gfi.tion of1 furthe seﬁret i nformat i %g Thi:ﬁs means
that even PPPRIChet2e%iss L jpdiadal compagnds il fHiegsinaut Fractlypseedd in an
operation can : LN i-ed- not the
aut hent i cogge'lgipg?' %gg}éaqg%%%lg%fl# eg se@?éﬁagﬁﬁﬁﬁ%g? gg@?gﬁ%}@ﬁgm ee the
functi oni emedandnerifl@istotsy ddfafedofoe chtls bf 41 Yikctidm! Shiélea daddiohddani RS
delivers the right results when rightfully used despite the falsified
secret dafar exBmple itlse elnrgptiadobgathiwigh theped ioff i segrea kewribs gom dnoattdchbsi fyi ng
the authentic secret data, for exanple EXORi ng the secret data wth a

r andom nufrieicepting thaprespisee osdle ehipdat mictpprobgs befiag aunted anbittieHns

speci fied_.function. Th j

he.falsifjed secret data are used t erformall those
oper at i on£oRtONAS passIble, pbous the Ratfyerilas compaa Scea&epwg&m%ttﬁ% da@ysst Wat a

can subse | a . i £ t..data,
can, SUbSCRKERInG (HE SATRENASE Skind i Raf AR P R (BRI 2 2
Bef ore exgeuhdiPNkRd, 3P uSiAB RimMAndidh shek A4y, TRatSHENI SRERETIRK 'irﬂBossﬁE‘lE
exanpl e an operation which is nonlinear with respect to EXOR operations,

t he aut hetd sy swdnéirmeaion. Mistheb evords tnor @anmandhat canmeand parimisiave to be
performed with the authentic secret data. The authentic secret data are
restored asekwhivhedlaw die processed dotntodis! mf¢ruedin apinple vesydipingetBgptIEXOR ng
the function Yalu deternm ned b the falsified secret data with a

) f
cor r espondi ng ¥ 1S ACYPGFSPEFA YSPQIX ﬁrﬁr’g%?% RGR3oNYRRRd PERCCPSASiFY B i on.
Tt it ; . ; ) ! A
pﬁ e{/fohg}’gﬁtgagféer éx’&n{eogé dne B B ¢ 1é°¥ea"sg}? gﬁ%%@ﬁ%ﬁy a4 co%fl{;lllgfs? %@&Hﬁygt o be

rmn and stored 1n's rroundi Ngs so
cal cul at i gRa®Emb8ihsMtdfitRS ikRnksnf ﬁ/ﬂiﬂhtshﬁlu'ltﬁﬂ@&my‘ﬂ{&%és &ﬁﬁﬁ‘@l‘itybﬁ“ bits,
i ntercepted. The above procedure neans that the authentic secref data are
used onl yefgoonpbytd, at leasgfop pHrsaturdtysrelesanhoperationd, isnelans opeayptiowos dafaor
which this is absolutely necessary, i.e. which cannot be perfornmed
al t er nat i Setly simultaneans pracsdsing of etplaralisy oShite blussithe inPuened tegndivedual
normal Iy very conpl ex and not easy tqQ analyze, i}, is extrenely diffjcult if
not irrposgltﬁi{‘@"? gh the ﬂspglrﬁqttérn sadssdibyrthe sommiandinio o elahegRaor whicher
data from.anal yzi.ng t signal .patterns.c ed by, sald operations. Since
the i mpl I S0 Ptee TRl o APt Bed ROl Bk o RE MeBUBRI: T SRR w3 coBt
fal sificat, : : ‘M kil at a,
t he descr H)e(;’(crzllt hg{1 g‘ég%rﬁ@%r%%legso? 1t41d?;)7(1 9 ?aelfrgé%yag%ﬁfg %%(E[qu &ﬂf %\;elut%gr‘?hﬁ%g %{aﬁ
aut hent i cof €%y signaldetors tbehidRba sfahe pedcekseanddthl egal Iy intercepted signal
patterns. The signal patterns depend on the operations which the chip is
executing. |f Asldittormblyrartalsnsativiety, aineags impede ardttacic on dhcprocessetalataane
rigid pattern, i.e._in particular inp the sanme order, and the attacker, knows
this ordePoCifling to4bg &1venEen NSRS HeSSoUREY TRt gperations splely egmapds ut
data t han ihf. h?.does ngt even know.V\/mli ch. og‘er Ei on is be%@g bexegu}lﬁg at
whi ch ti mPich TH&eer ppidengieal gr ¥oRdaiiaE vigp R%%OBCPWFE nBIE Rt of
t he i nvent, : { r bgid flow pattern
when exech%@r%aéege{%ér{??ﬁyéels’g{}gﬁ@ggngta?@r@ ﬂl{ehs?gﬂa?ﬁghg%n'grt card, thereby
offering the attacker next to no hints for analyzing the secret data. This
i s obtained by executing as many operations as possible, ideally even all
operations, which are independent of each other insofar as each of the
operations requires no data determ ned by the other operations, in a
vari abl e order, for exanple one that is random or dependent on input data.
This achieves the result that an attacker, who will normally be oriented by
the order of the operations, cannot readily find out which operation is

o o o o, Y § o o



Fig. 1 fromthe front. Fig. 3 shows a schematic representation of12aQETgé 2
an operational sequence within the smart card, and s 170 CT'20 l@.
4 shows a variant of the operational sequence shown in Fig. 3. Fig. S shows
a schematic representation of the sequence in the execution of sone
operations by the smart card. Fig. 1 shows smart card 1 as an exanpl e of
the data carrier. Smart card 1nje$y da&f.rivgibd body 2 and chip nodule 3
set in a specially provided gap—Tﬁﬁ@§$§£§U%7“§g—%ssentiaI conmponent s of
chip nodule 3 are contact surfaces 4 via which an electric connection can
be made wth an external device, and chip 5 electrically connected with

Cor | "ot snopesnil g AT BE2 bR afscRisen & Rl B SR BRhuB ST

pr oduci : ' ' LAk: WX I hce. Fig.
D Shovs “ich AR RS eI gy FARER GiieBin e AR SHARAT A SRMIRE. ™ e
speci al ofeafitighdefis Floded. £dch dohdhand csilie¥sighAR deddtisle Trorh aassi®f thehi p 5,
i.e. Fig. 2 omits all layers which generally protect the active |ayer of

chi p 5. semiamdactar chghtldiersigmdl o areaeasuradby tutrbet cingnaiptipatat ¢haterinnsi de t he
chip one can_ for exanple contact exposed structures 6 with m croprobes. The
ni cr opr 8BBsofthe integratecheircuib agrmitingthmpeacesssasiaghto baindewed 1 Te prayshhct

wi th exposgd str%ﬁ&ﬁres.G,.tor exgq&lﬁgﬁgnductive at hs, g means of a
preci si SFAPB%ia PRORGHPIAAULES PFRPdey Jiiush BERTRIEHS H5Fgan %T“b“ﬁq’t‘?*lbce

m cropr : 4 i € i I rd-0g i ices in
or der "t S npas RASRERRE NS, Tho it SRERR B0 R DRSO AuERIE COF,
that anahaGhBerimPBaRd withidrafd6@SsignQlr only with great difficulty, to in
particul ar secret data of the chip even if he succeeds in renoving the
protective [Fagreh lafd-operppantF R 742924 dischuget hmking sighéls amdecognizact i ng
exposed structures 6 of chip 5 with m croprobes or_ otherw se intercepting

t hem Thble basing dor 4 sarsfon gemeratoaveicleldads £ desynchegnizatiancdkuingietasy- access
to the sj n%L gatterns of chip 5 in another ma¥ .ﬁgcordin to the

i nvent i G191 AHBSEYHARFYUERCES SHPARRT a8t $GINGROT W thig PSSP pr ogram of the
chip are selected at least in all security-relevant operations in such a
way that the data processed with the conmands can either not be inferred at
all or at least only with great difficulty fromthe intercepted signal
patterns. -6 17 0 C T 2002 This can be achieved for exanple by
fundanentally using in security operations no commands whi ch process

i ndividual bits, such as the shift of individual bits, intended to cause a
pernmutation of the bits of a bit string. Instead of bit conmands one can
use for exanple byte comrands such as copy or rotation commands which
process not an individual bit but a whole byte conprising eight bits. The
byte conmand triggers a much nore conplex signal pattern than the bit
command, it being extrenely difficult to associate individual bits with
partial areas of the signal pattern. This blurs the information processed
with the byte command, making it difficult to spy out said information.
Further, the invention offers the possibility of fundanmentally using in
security relevant operations only commands triggering a very simlar signal
pattern so that it is very difficult to differentiate the conmands bei ng
executed by the signal patterns. It is |likew se possible to design the
commands so that the kind of processed data has very little or no influence
on the signal pattern triggered by the command.

AMENDED SHEET



The described variants can be used either alternatively or in com’i?n%tci on
Wi th respect to the individual comands.3 An inventive set of TZUUZ
security-rel evant commands can thus be conposed of commands bel onging to
one or nore of the abovenentioned variants. One can |ikew se use an
instruction set in which all conmands belong to the sane variant, it also
being all owed that sone or all commands belong to other variants as wel|.
For exanpl e, @¥EOEHAL P pBQthshpdyantagaous ephodHasnt ¢fithe anvantipn enagetadas
commands which in addjtion.trigger.a very .simlar signal.pattern.

Secur ty- Peratuelenat adteiats f il alfighd sirg Pl O B LRI S e smarets are
fre quentl LA ti 0 Wy} I . a
seri s of B WHCATRE aufiRBHE spCrHE iy RahaR S 0o YE MAURNT Y ARl

wor d. AccofgifiBer Rcidenfomv@fibh OThid nhednb eB& veRRA sttadlRr k8flc_8€th WétkR byte
commands and/ or the abovenentioned inventive neasures are taken. This makes
it even momiainy theiseotet datmrusad imth apkmtionphée nhwrotichessaty ¢dmigysinostdd i n

encryption fromthe intercepted signal patterns, thereby preventing abuse
of sai d sépiedtowtalpsn arringt the auibartiaserseicdrda but fadgified searat dasa. of part of an

operational sequence in the spmart card. An _encrypti on operation

sel ected for ?‘Pl@r eéﬁ?@é‘éwqgﬁfbﬁ}c%?“g O?ihf: @?té‘?ali‘t?@?n&m‘é%gﬁﬂﬁ\éﬁﬁ%mver,
t he princi L 3l i I r | | t ot her
secur 1y- 1 S0aRARIE PR g AR FpRERD SRBAHRE Bl BIAMAT o7
oper at i on sgkyevath "THhisGs oﬁta‘i’ﬁé_cﬁbdyaﬁﬁst spBiefing artulti o %?%Isjﬂgmﬂ}@'dﬁft}?éﬁticor

al ready encrypted, are supplied to logic point 7. At logi ¢ point 7 data abc
are conbi gecretlath, foeyexinple EXORimgthesediet datamitlea rhidone auhibeatTien i s an
EXCR operation but other suitable forms of conbination can al so be used.
Nonl i near afithentic secrgt datatane falsifiediveith the thue speaified faictivontha dalsidred se-

function block 8. In grder to show that functjon bl ock 8 represents,

nonl i near Cralia s used kaertaEm el thoss OperaigRtin e d@@cqaaﬁsmwﬁwﬁiféfmf% The
data produced wWit:h function bl ock 8 are EXORed w apdom nu at
ogi < por Hatien AR deBheeh e il pe PR Eeled RS BT ER O Pt on
wi th randemmugog f H i ' e : Ui it
0 oo s TRt dBRL SRS %@P%@Fﬁ@&?&@?@sﬁlﬁeﬂ@f‘%ﬁgﬁ‘f‘&k 10
repr esent IBOR dpergtéonsiBefore @xbyutidasfardbpdratich inotpérmifimgisuihsdopricdda-
rectangle is used as a synbol of a linear function in Fig. 3. The data
produced itionf forexianplé hookerbbioarvhichidhomdtheatr wWithgiespguito £ XIQRwipehattatsa

(Z) previously generated e.g. during production of the card by application
of functi & authentiasesseh dainpist be resipred sothatiatd eperatipm enprafeagadywith the

falsificatign of the t i th,.random numher Z at | ogj.c point. 9. .Said
compensar Phifenge seogL S8y T ieRBRRRBLARE arditlared hiér isbligt oo be
applied t i i : GRITR i - fahsifLeation
is no | ong’gi‘&g’éésjg?rﬁ°|“é’ﬂa¢’?g%d§g%|@egﬁbo%%? Hgfnonll ?%géé ?ét}ﬁﬁulngﬁ b?lolmta%%
data. Furifiglie faldifiedatdetdsta BNORe dontspaadinng Afiction Walwd dhthkeindon \Waheh s
necessary in connection with the encryption operation. The conbi nation at

| ogi ¢ poi ber adednfor falsifecatianaltfis {rAporard iK2his aontext é1f rmodent mimbdremdviund-

si ngl e conponents K2 and, f g2) or with the result_of an EXOR opera{ai on of
sai d conpdearitadue tene previQislydejernined aggdstared pn safe sysoundingssg that they k2
not needi ng, to be il.able in.plaintext byt only key K2 EXORed with f (2).
't this constinangt Osfincpsyale Bom e randomatiothss oot misseRleds | ne
card previous i iniLtiali aatd i L 1
card 1 it i's s 8ol pRdRe idhhd Mol A7 ARerilc BELANAM Mg ULRTR] SFIRE
This furt W@fmin?%;ﬁﬂz&%s} SRhSRMYlintaPbpsifbhs, FoF @hich thid ierabsglatdl¢ aktaan of
function g to the data in function block 12 the thus deter mned result is
i n turn ceaty, nedwhichhcanantberperfobeed Ztanatiogyovigoifalsified saott dimar 8we g

17 0 C T 2002 falsified. Linear function f js then applied.to the result of
conbi nat i 6Ach ap¢ratiens are Mrewklyvery Fomplaxyand ket caay & anayExdRs gxiciely he

T ogi o BaNETRENormEts(hle 0 RoRRHakatebET B B P ASHEA 5 bt Sy
snon _ P .
Summar | zedti) WBatyPire e ftmefpburs Budscd VUESoRA BRENGR NI el e T B

are fal sifiRd MRS erRRERiguBsdYicRIETPensitibl JfFRRATRHBAREE pérformed der to
prevent secret data from being spied out. Falsification is fundanentally

possible with all functions f showi ng |inear behavior with respect to EXOR
operations. Wth nonlinear functions g the unfalsified data nust be used.
It is therefore necessary that the falsification be conpensated by EXCRi ng
the data with function value f (Z) before application of nonlinear function
g tothe data. It is less critical froma security point of viewthat

Y T R ) . . o



-9 17 OCT 2002 tageous in encryption nmethods by which keys K1, K2 ﬁﬂﬁ&ﬁf 2002
are derived fromcomon key K In this cpse key K falsified with r

nunber Z is stored in smart card 1, and random nunbers Z1 , Z2 and Z3
determ ned by application of the key derivation nmethod to random nunber Z
are stored in smart card 1. Storage nust be done in safe surroundings, for
exanple in the personalizati ongf)hase of smart card 1. For carrying out the

funct i onaWith tisilist spershdata, tiegqlesaribgbpiosgdyncanalistit exremelyedifiaiew dpat a
but al so falsified i ved k K1., K2' and. K3 . Said.k deri ved
P rom f ol sretmpe i AR Seated Tt Bt thelde EfFTielitiam e Tifeniifed Sghsl 'V

oper at i ONg, &qﬁperformed with authentic key K or authentic derived keys Ki,
K2 and K3'so that it is virtually inpossible to spy out said keys. Since
derived randomhew padtdsns A pandl of ShaBp&rafibsOwlesetheichgslisakdcaling.gd i n
smart card 1 in advance, no nore operations are perforned therewith which
coul d be spideapevationsyaraalwaysadicented Heusrdimg tathessame sgidqmitetn, .et m part hent i ¢
derived keys Kl, K2 and K3 by spying out falsified derived keys K1, K2' and
K3' si nce tichlas ip dpusanes orler anstithe ataelsrrinedes: thisardez anatacker naed ®ieter t o
increase security further_ it .is also possible. se a different random
nunber 2 FOREIHUED st GHaFtiPDe ity e if Reiogfor qven Ko Whirhal so
present f i f [:f4 catl on i I enbodi ment ,
B 1™ andogPeSBre BEig ke et shibh il ¥t RS PR Red ot e Wior y ot
the smart fGahék edhib¥@MRNt of the MvVEAKEMSRIONE 2§ itk RvdPasShENsblOMlom 8 ripial |
nunber of random nunbers R and function values f (Z) ‘and determ ne new
random nuiflosv patferanvhdrueradcuting seduréty-rklevant dperitkeds wighor thaseddrecardyi t abl e
conbi nation of several stored random nunbers Z and function values F (2)
whenever $hkgraby affgasgaheattacker next tormbiinia fouspalyzing thaseorst dataeThisds f or

EXORing from.the set of, stored random nunbers_Z at. random |n a further
enbodi nenp,%tqlmf BY FXeGISIng: a5 AYRY BPCTAUARGM ?,sldzalﬁsh@vefrmlL@p@ﬁﬂ9las,ues f

(2) since_th ar enerated b ns. of suitabl enerat ors _whenever

Fequi red. N o faBFREIct BFafh BB sBlards 8T ol LRI TSN Y e at
function ; i i f j t @ LaL St iZ but
t hat pai r\élﬁta]‘jd’e:tgtfﬁalgﬁ]ﬁ r?gﬁgéregieﬁo g?lnfoﬁﬁ’ggl iao%m\gigléljgrs&e{ ’ f(a)i)eilglgggggener at% {el in
anot her wayndomee depéritient o iput dath. @BIs 28H1ves the réwilt thata Bitadkchewlb se be
spied out by interception of the application of function f to random nunber
Z and furtvhﬁrncs'gxailetbedmemt@tbbrethﬁ ordar of the apresationg, odnnatireadilyf fondraui on.

According tao the inventjon, basically all securjty-releyant data, for
exanpl e k&uch epprageniiy Sineicaouie T Hisdoldseagrcielly o & OReTaliGB 8 MHandom

nb , dth i i . Thi h .h I h
nunber s, BIPhAeOEEy RB BB HRL s sSSP AR,
since t he)fhe%f @aufsﬁlwﬁ{}{ ih%‘%aﬁg%trgl‘g?ﬂﬁdeﬁ&dlf%e Rit&der %b%néﬂﬁreﬁ%ﬁ)w tHeRih@Bf! S

undone. Fig.” 5 shows a sc Ic representation t he sequence during
execut i on opkrationeyRieBiabemeexeyutetiit sh@ttteraelydifiidult tospyrutdlatanseart i cul ar
whi ch operations nust necessarily be executed sequentially by smart card 1
si nce t heyivebpéhtheomisghe dangérerf, ancatthckbi mlakoges gteabngmbanobsmyiingbttgmpts
executed in parallel and thus in any order. ln this, connection Fig. 5 shows
part of alpP amamrr@géfougFkﬁrrrtanéamavarlaitwn\mﬁtb%orfgﬁraltawcam@d@b ed. All

operations_th have,.t 0 .be executed se ntially are shown sequentially in
Fig. 5. Appal@ﬁtbpé/@pgﬁgn%}Per}%aﬁpp?}h ! ﬂﬁg%téli al order of execution are

di sposed in p | . i i 1 i P1 shown
'n"Che-form on g beyni *9RB% sRBlapled Ryt RRgIAS Yo Il (BREMAS: |60

r epr esent isRewanRe tiad 'ﬁgﬁrejg,zin whith: 5 thus indicates that the processing order
of operations P1 and P2 cannot be interchanged, i.e. is obligatory. After
bl ock 80 the diggh shovehasmaitrcakd gronbther fronthesdi nto five bl ocks 90, 100,

110, 120, 130 representing operations P3, P4, P5, P6 and P7. It results
that bl ocks PFig-Pashavss a paglyentrged detsd afithe ghinpolthmsmaghesdshgwada t hus
al so exeCIllqt.ed1 lgn a% for er. According to the invention the execution order
of operatiohs' BSMPETYY- pg P7 is varied in each run, i.e. it is not

foreseeabl e fgf, angait agkale ic;%p Jseﬁ%ggfl f g'f’tt- ancgge%ﬁi t s?(ﬁ.gé'n%i on P2,

whi ch operatioﬁ% are perforne er I on order can
be effect geliightiheimancardispg to a fixed pattern or, better still, randomy
or in accordance with input data by fixing by neans of a random nunber or
by the input data which of operations P3, P4, P5, P6 and P7 is executed
next. This possibly random variation of the execution of the individual
operations makes it difficult to spy out the data processed with the
operations. Wen all operations P3, P4, P5, P6 and P7 are executed,
operation P8 necessarily follows 17 O C T 2002 whose processing order is

~ o ~ .




The invention can be used for exanple for the execution of encryption al go
rithnms which frequently contain simlatsaperations whose proces{?n@[}&rﬁ}ﬂg
is variable. The processing order can either be fixed before the first
vari abl e operation jointly for all operations interchangeable with said
first operation, or the operation to be processed next can be determ ned
before each varigble operation_.fromthe set of renmnining varjable
operations. | lgbgts‘&i“’@'ésae‘éar&ﬂ’i’éoggﬁ QReIay éﬁﬂ‘l‘ﬁﬂ?ﬁgﬁgwfld Fgxing the
processi ng orgder. -12 Patent. cl ai 1.2 20§2Adt carrier with a
e conduct or | oo A aheptisremeiBdign St hrbite i i Bn SRR | ng
program C%éi"ghﬁ%" Sgk}qﬁ@bﬁqgﬁ &fq.commands is stored, each conmmand causing
e fro e t%

si gnal s detect out si e sem conductor chip (5), characterized

in that the dBiga 1Ghowsemdrt dard 1 & siesignsid dfahe dafawamiise Skiart yarddl igvant
operations solely executing operating program comands of such a kind, or
execut i ngcempds ddoidy 2sandrchap wendule Bact inreespiatal yprovetedahpintdard he
correspondi ng_conmmands cannot be_ inferr fromthe detected signals. 2. A
dat a carr Pedy dcEsseatiakcarapeneatsofichippaedite drare gantast suskaces Havia 8% ysed

desi d f i -bv- i f.d A
carrior aCEGiet SrESUER b PY it n sBl2Rel et Aag SBUGs eBayliRar ¢ ne
commands el it (b LAGLLSRARNEmMiL B R IRSAIAR (HRBNRIBA R4 61 NS
caused thereby. 4. ata carrier according to any of the above cl ains,

char act er g@igdot shdvdin Fite 1cBtRGdSanés@dneamcantidpreserd o1 prvdluchigt4 €6m- Whi ch
is substantially independent of the data processed with the command. 5. A

dat a carr memicatioarldiknipetiveenichipo$ abdhen @lterealadeaices, characterized in that
the operating programis able to execute a series of operations, (f). input

data being ref@ Reshomsra geattyientsggechdetail of shirohérom Figddfren thadranst Therei ng
ted by. ti f .t.h ti . by .t.he I t t

a1 ol 11 cdSBFITIrBRFES] B @ F NSOt PabHLe etasor BHLP Sx LELE o S5 one. or

mor e oper o 1A% {jeh petfrBi BitheA Thep AR STPb LAty P AP Gitler B8 oBlaif B PDY )

order to ﬁ%@ﬁ%@hﬁt}fe@gﬁa@@&éhﬁ%ﬁa@ tigd cﬁih%nb@autfoﬂeia%ndpmh%y ckp&sed

auxi liary function value (f(Z) was previously determ ned by execution of

t he one ostruciusesdpwithtmieneprobgs. iiHehmidieprabes hfcavery disihanced)easviiopate data i n

safe surroundings and stored on the data carrier ( 1) along with the
auxi | i ar ybraght (i7glecinivRNDEt SHEEFXpOsed startupgn®, for example conductive paths,

by means of a precision positioning device. The signal patterns picked up by the mi-
croprobes are processed with suitable measuring and evaluation devices in order to
infer secret data of the chip.

The invention achieves the result that an attacker cannot gain access, or only
with great difficulty, to in particular secret data of the chip even if he succeeds in
removing the protective layer of chip 5 without destroying the circuit and contacting
exposed structures 6 of chip 5 with microprobes or otherwise intercepting them. The
invention is of course also effective if an attacker gains access to the signal patterns
of chip 5 in another way.

According to the invention, the commands or command strings of the operating
program of the chip are selected at least in all security-relevant operations in such a
way that the data processed with the commands can either not be inferred at all or at

least only with great difficulty from the intercepted signal patterns.



-13 6. A data carrier according to claim5, characterized in that t7h
conbi nation with the auxiliary functiongvalues (f(~) for corrpensai]i n@CtThgﬂuz
falsification is per fornmed at the latest directly before execution of an
operation (g) which is non linear with respect to the conbination
generating the falsification. 7. A data carrier according to either of

clains 5 and 6, characterized in that the auxiliary data (~ are varied, the
cor r espondi ngT Bisxganiberaehigyiedifop gxampledy g‘“ﬂPmF“E?é]iYﬁtf“ﬁ BY €GUTHY epratieifor y

f the dat ' 1), 8. A dat.a i di t o.cl.ai o

char act o1 1S SRR At B prassRs PP gLp oo Rt SR s oSSR el biteriet i on
72 9 _ QBTN Hr

(2 ana_aulTReRIS oRRE AR OB R b gy B IR O b Sofiitinds Opy o' @

claim8, gliphactorieka@pld ByteRdinmhMRsexich tak BOpReX rdthB6Y cOfinfands vAileh pead-l i ary
function values (f(~) intended for the conbination are each sel ected

randonl y. essthotAndadevidueal bitedrutaceboldibyte campnyingfeightdiitss The byte’7command
characterized in that pairs of auxiliary data (~ and auxiliary function
val ues (f triggess @ mywhanareeepmples signel pptierarthen theokit commande theingmex- £ (~)

of g?a?ﬁé’{ris%%bvt it Srsos iV Aot kbl Vith PRl re R B RraLP gty
char aot or 1B RApAFREER s @r AR Rtk Aoy, bl Gifibuthy

carrier ageobghdagd foAnxti@, the above clains, characterized in that a plu
rality of ‘Operations can be executed with the operating program it holding
for at |east HRusghdsdic miveston offpry thtipossibilitabof fineddansdmblly esiugtin aedurgyed by
execution of several operations of the subset does _not depend on the order
of execut relevant oppeatiops oaly eoremandsitriggsringdeyeryfsimmlacsighdrpattern bethat &t ed

or o seouiS NGy AUTE I P BlfEreatipi e COMMANI DS SR B U eR] RadomSal m
13 char apEbare SR A5AL0RL SBAE Rt e
;'C 21) ;n d%ﬁg@%tgﬁﬁtt]ﬁb}?@ qg?ﬁﬁ%ﬁ(ﬁé tH% i paltBrPf gl b tRUnMAnd S vari ed
The described variants can be used either alternatively or in combination with
respect to the individual commands. An inventive set of security-relevant commands
can thus be composed of commands belonging to one or more of the abovemen-
tioned variants. One can likewise use an instruction set in which all commands be-
long to the same variant, it also being allowed that some or all commands belong to
other variants as well. For example, one can allow solely byte commands, preferably
using those commands which in addition trigger a very similar signal pattern.
Security-relevant operations include e.g. encryption operations which are fre-
quently used in smart cards. Such encryptions involve execution of a series of single
operations which lead to bit-by-bit changes in a data word. According to the inven-
tion all these commands are replaced with byte commands and/or the abovemen-
tioned inventive measures are taken. This makes it even more difficult for an at-
tacker to infer the secret keys used in encryption from the intercepted signal patterns,
thereby preventing abuse of said secret keys.

Fig. 3 shows a schematic representation of part of an operational sequence in

the smart card. An encryption operation was selected for the representation by way



AMENDED SHEET - 14 17 0 C T 2002 16. A data carrier according to, cl brlnéﬂﬁ
or 14, characterized in that the order _of. execution is varied r andbi a 14002
A data carrier according to either of clainms 13 and 14, characterized in
that the order of execution is varied in accordance with the data processed
with the op erations (f). 18. A data carrier according to any of clains 13
to 17, characterjz

' h he, der, of ' is fixed bef
o e T o B S P B T o S o
th bset wh Ut | s Intend to b [ t| ' . 19. A
data car r PBY OBEE sRaT g e ahf ot P e e Bt T bl PSR O 1
s 11 xed BERRASHO ATSE! 3 0huLXRE WHIO oAl bAB-aBRT ARy ork1 Bhat BE. Subse!

whi ch op eration of the“subset whose execution Is inten € successive

i s execut egypiektare 2@pplAditatiagieaioine?. Aclogtdhsigt ¥ datiybOiretddemtahey &ithl ai ns,
characterized in that the security-relevant operations are key pernutations
or per nut &ey &s Inthepicsentexanpde thintembimtion islan £X@Rroperatamcbutdither t o any

of the abov,eehél %i ms,@ghar cterized Lﬁ?} t hat t he gata carrier is a smart
card. 22. switshle hemg of cembingtipn gan alserhe ysede NopHneardyartien gis then apphsda

ot o AP ARSI G I Rl Ok
S oA ST R T

oper at i onThefdatSptodiufed SiitfuAREH R bIdtK PARIFRDRAWRA dendm sufitbed Zdtnd, or
using said conmands in such a way, that the data processed with the

cor r espondiogig poortPearibssubaaquintlyeprooéssed ad fifirctionttheckd 80 .eComblimmitionatish 23. A
met hod according to claim?22, characterized in that the commands used em
pl oy dat ar@rdose Armber Zé:éyﬁesbfﬂ%ﬁwlqwqféthe data which makes it difficult for an at-

tacker to analyze the processes in function block 10 representing a linear mapping by
means of function f. An undistorted rectangle is used as a symbol of a linear function
in Fig. 3. The data produced in function block 10 are combined at logic point 11 with
data f'(Z) previously generated e.g. during production of the card by application of
function f'to random number Z. This combination compensates the falsification of
the data with random number Z at logic point 9. Said compensation is necessary
since nonlinear function g is subsequently to be applied to the data in function block
12 and compensation of falsification is no longer possible after application of a non-
linear function to the data. Further, the data are EXORed at logic point 11 with key
K2 which is necessary in connection with the encryption operation.

The combination at logic point 11 with the data f(Z) and K2 can be effected ei-
ther with single components K2 and f'(Z) or with the result of an EXOR operation of
said components. The latter procedure opens up the possibility of key K2 not needing
to be available in plaintext but only key K2 EXORed with f(Z). If this combination
value was calculated and stored in the memory of the card previously, e.g. during
initialization or personalization of smart card 1, it is unnecessary to store key K2 in
smart card 1 in plaintext. This further increases the security of smart card 1.

After application of function g to the data in function block 12 the thus deter-

mined result is in turn combined with random number Z at logic point 13 and thereby



24. A nethod according to either of clainms 22 and 23, characterized. in tha&
the commands used are indistinguishablegwith respect to the signal ﬂz?t 0&Tn2002
caused t hereby. AMENDED SHEET -15 17 OCT 2002 25. A nethod according to

any of clains 22 to 24, characterized in that the com nmands used each | ead

to a signal pattern which is substantially independent of the data

processed with the command. 26. A nethqd for protecting secret data serving
as input tHsifiedokinsapiyctiop fds Hf?n@rp&ﬁlpaﬁ% therepls of epmpapption INHEACHE | nput

dat | sified i.nat i i t PLi t \ f i
of the onelog o Fnali P TRt BRORSCnN e et of HelhmfieiGa S S IBB | on
¢ th : . Lo N ti
val e (1 (3 BB GABE b aut ko Ko KA EBE 13 MBI ALK RS,
wher eby t iyl firtief produsbin@rstofil it shbbA)in'\Wag, Previ ously determ ned by
execution of the one or nore operations (f) wth the auxiliary data (Z2) as
i nput dat a i nAslahalk the procddmgshamna iatlige? can baguminidrizeddyaayirg thaythdat a (

27. A method according to claim 26, characterized in that the conbination
with the defRiorpessyed ihtheieasrypiioneperation aredplstfinhwheagves gossbleryl EXfi cati on

5o o R B R st oSl 26 Rt St Sreait on, of an cpstal ) (9
N R T e
auxi | i arywhineshan to/ BIXUGR dpkfaflond€With S8éMiRdr fithcdtidas PRAPunfAsifleARlatiat @
carrier. 29. Anethod according to claim 28, characterized in that new
auxi | i ar ymust beasddZ)it Brihereéorcaiexedsany that thecfalsdficatainuisscdmpébhtealr ey EXner at ed
by conbination of two or nore existing auxiliary data (Z) and auxiliary
function (D&{ingghe( dz(tz)with function value f'(Z) before application of nonlinear function g to

the data. It is less critical from a security point of view that nonlinear functions g can

only be applied to the unfalsified data since said nonlinear functions g are much

more difficult to spy out than linear functions f. The diagram shown in Fig. 3 is ap-

plicable both for identical functions g or functions f and for different respective

functions.

The diagram shown in Fig. 3 achieves the result that it is almost impossible to
spy out secret data during the processing of data abc. However, since upon provision
of secret keys K1, K2 and K3 operations are also to be executed with said keys which
could in turn be the target of a spying attempt by an attacker, it is recommendable to
take corresponding safety precautions in the processing of the keys. An embodiment
of the invention involving such safety precautions is shown in Fig. 4.

Fig. 4 shows a part corresponding to Fig. 3 of an operational sequence of a
smart card for a further variant of the invention. Processing of data abc is identical to
Fig. 3 and will therefore not be explained again in the following. In contrast to
Fig. 3, however, keys K1, K2 and K3 are not supplied to logic points 7, 11 and 15 in
Fig. 4. Instead, falsified keys K1', K2' and K3' are supplied together with random
numbers Z1, Z2 and Z3 required for compensating falsification, the falsified keys

preferably being supplied first and then the random numbers. This ensures that

proper keys K1, K2 and K3 do not appear at all. This procedure is especially advan-



30. A nethod according to claim?29, characterized in that the exi st1i.{ng]em 2002
auxiliary data (Z) and auxiliary functi@n values (f(2Z) intended for 't

conbi nati on are each selected randomy. 31. A method according to any of
claims 26 to 30, characterized in that pairs of auxiliary data (Z) and
auxiliary function values (f(Z) are generated by a generator w thout the
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operations (f) wthin the operating systemo a carrier

hol di ng f eibnahethedsd réndvubaeinbef Zaeé StoeEinérman satdhBStbRgetatisberdvsiel ih

achi eved by execution of several operations of the subset does not depend
on the or dafle sofrogrdingsj for eahmpheinthe petsonakizatiomdphdse of istert efrddxecut i on of
the stated subset of, operatiogns is varied at |east, when the subset contains
one or nore sEenP@wmg@%%fur@Ben@td%@m SOWNIhEg dPnedeardenhset x| ai m

B e R Ko BRI BhSS R R AP 830 B 1 24
O 5, " DINGEIA R Kbk il GLCSl, B FSOCH ) B 0.8 BRIl
in that the gereimef wikaathdntiorkey X vRhnenti@deievdykeydsK 1 A Pahi&d actkat di ng
to either of clains 34 and 35, characterized in that the or der of
execut i onitiis virtualbdimposaibdo tadsmeeutwaidkdyse Soat alepivod essdoin withitbetrshél ofikr a
o That | ) Aed @3k gist determined and stofed 1 smiart card | 1n advance, nb more oper: |
tions are performed therewith which could be spied out by an attacker. Thus, no ac-
cess is possible to authentic derived keys K1, K2 and K3 by spying out falsified de-
rived keys K1', K2' and K3' since this requires derived random numbers Z1, Z2 and
Z3.

In order to increase security further it is also possible to use a different random
number Z for each EXOR operation, making sure that an f(Z) is then also present for
compensating the falsification in each case. In one embodiment, all random numbers
Z and function values f(Z) are stored in the memory of the smart card. However, it is
likewise possible to store only a small number of random numbers R and function
values f(Z) and determine new random numbers Z and function values f(Z) by EX-
ORing or another suitable combination of several stored random numbers Z and
function values F' (Z) whenever said values are required. Random numbers Z can be
selected for EXORing from the set of stored random numbers Z at random.

In a further embodiment, there is no storage of random numbers Z and function
values f'(Z) since they are generated by means of suitable generators whenever re-
quired. It is important that the generator or generators do not generate function val-

ues f(Z) by applying linear function f'to random number Z but that pairs of random

numbers Z and function values f(Z) be generated in another way since random num-



execution is fixed before execution of the first operation of thq @002
for all operations of the subset. 40. Ajgethod according to any of clains
35 to 39, characterized in that it is fixed before the onset of execution
of an operation (Z)of the subset which operation of the subset whose
execution is intended to be successive is executed next. 41. A nethod
according . to_any of clains 22 to 40, characterized in_that the sec
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6410%0% ().- 95310%08 () - % 10%0& () - Me~i J+KIL3 10%0% ()- %3 10%0% ().-
&5#210ty@§-)T@)°«-bﬂ@kmo %Wd&mu@&wé -bwlgek/&-r@gtﬂﬁ#t@tﬁwr@t}o%’@&gg 5 thus

109%%L, 109 & (ks w&I 48 g‘rlogs):ésinglgr%e%%(f:)operations P1 and P2 cannot be interchanged,

i.e. is obligatory. After block 80 the diagram shown in Fig. 5 branches into five
blocks 90, 100, 110, 120, 130 representing operations P3, P4, PS5, P6 and P7. It re-
sults that blocks P3, P4, P5, P6 and P7 can be executed simultaneously and thus also
executed in any order. According to the invention the execution order of operations
P3, P4, P5, P6, P7 is varied in each run, i.e. it is not foreseeable for an attacker
which of said operations follows operation P2, which operations are performed after
that, etc. Variation of the order can be effected either according to a fixed pattern or,
better still, randomly or in accordance with input data by fixing by means of a ran-
dom number or by the input data which of operations P3, P4, P5, P6 and P7 is exe-
cuted next. This possibly random variation of the execution of the individual opera-
tions makes it difficult to spy out the data processed with the operations. When all

operations P3, P4, PS5, P6 and P7 are executed, operation P8 necessartly follows
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which are not shown in Fig. 5.

The invention can be used for example for the execution of encryption algo-

rithms which frequently contain similar operations whose processing order is vari-

able. The processing order can either be fixed before the first variable operation

jointly for all operations interchangeable with said first operation, or the operation to

be processed next can be determined before each variable operation from the set of

remaining variable operations. In both cases one can use random numbers for fixing

the processing order.
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1. A data carrier with a semiconductor chip (5) having at least one memory in
which an operating program containing a plurality of commands is stored, each
command causing signals detectable from outside the semiconductor chip (5),
characterized in that the data carrier (1) is designed to perform security-relevant
operations solely executing operating program commands of such a kind, or
executing said commands in such a way, that the data processed with the corre-
sponding commands cannot be inferred from the detected signals.

2. A data carrier according to claim 1, characterized in that the commands used
are designed for at least byte-by-byte processing of data.

3. A data carrier according to either of the above claims, characterized in that the
commands used are indistinguishable with respect to the signal patterns caused
thereby.

4, A data carrier according to any of the above claims, characterized in that the
commands used each lead to a signal pattern which is substantially independent
of the data processed with the command.

5. A data carrier according to any of the above claims, characterized in that the
operating program is able to execute a series of operations (f), input data being
required for executing the operations (f) and output data being generated by
execution of the operations (f), whereby
- the input data are falsified by combination with auxiliary data (Z) before

execution of one or more operations (f),

- the output data determined by execution of the one or more operations (f)
are combined with an auxiliary function value (f{Z)) in order to compen-
sate the falsification of the input data,

- whereby the auxiliary function value (f{Z)) was previously determined by
execution of the one or more operations (f) with the auxiliary data (Z) as
input data in safe surroundings and stored on the data carrier (1) along

with the auxiliary data (Z).
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formed at the latest directly before execution of an operation (g) which is non-
linear with respect to the combination generating the falsification.

7. A data carrier according to either of claims 5 and 6, characterized in that the
auxiliary data (Z) are varied, the corresponding auxiliary function values ({Z))
being stored in the memory of the data carrier (1).

8. A data carrier according to claim 7, characterized in that new auxiliary values
(Z) and new auxiliary function values (f{(Z)) are generated by combining two or
more existing auxiliary data (Z) and auxiliary function values (f{2)).

9. A data carrier according to claim 8, characterized in that the existing auxiliary
data (Z) and auxiliary function values (f{Z)) intended for the combination are
each selected randomly.

10. A data carrier according to any of claims 5 to 7, characterized in that pairs of
auxiliary data (Z) and auxiliary function values (f{Z)) are generated by a gen-
erator without the operation (f{Z)) being applied to the auxiliary data (Z).

11. A data carrier according to any of claims 5 to 10, characterized in that the aux-
iliary data (Z) are a random number.

12. A data carrier according to any of claims 5 to 11, characterized in that the com-
bination is an EXOR operation.

13. A data carrier according to any of the above claims, characterized in that a plu-
rality of operations can be executed with the operating program, it holding for
at least a subset of said operations that the total result achieved by execution of
several operations of the subset does not depend on the order of execution of
the operations, and the order of execution of the stated subset of operations is
varied at least when the subset contains one or more security-relevant opera-
tions.

14. A data carrier according to claim 13, characterized in that the order of execu-
tion is varied at each run through the stated subset of operations.

15. A data carrier according to claim 13 or 14, characterized in that the order of

execution is varied according to a fixed principle.
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order of execution is varied in accordance with the data processed with the op-
erations (f).

18. A data carrier according to any of claims 13 to 17, characterized in that the or-
der of execution is fixed before execution of the first operation (f) of the subset
for all operations of the subset whose execution is intended to be directly
successive.

19. A data carrier according to any of claims 13 to 18, characterized in that it is
fixed before the onset of execution of an operation (f) of the subset which op-
eration of the subset whose execution is intended to be successive is executed
next.

20. A data carrier according to any of the above claims, characterized in that the
security-relevant operations are key permutations or permutations of other se-
cret data.

21. A data carrier according to any of the above claims, characterized in that the
data carrier is a smart card.

22. A method for executing security-relevant operations in a data carrier (1) with a
semiconductor chip (5) having at least one memory in which an operating pro-
gram containing a plurality of commands is stored, each command causing sig-
nals detectable from outside the semiconductor chip (5), characterized in that
the data carrier performs security-relevant operations (f) solely using operating
program commands of such a kind, or using said commands in such a way, that
the data processed with the corresponding commands cannot be inferred from
the detected signals.

23. A method according to claim 22, characterized in that the commands used em-
ploy data present at least byte by byte.

24. A method according to either of claims 22 and 23, characterized in that the
commands used are indistinguishable with respect to the signal patterns caused

thereby.
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- the input data are falsified by combination with auxiliary data (Z) before
execution of the one or more operations (f),

- the output data determined by execution of the one or more operations (f)
are combined with an auxiliary function value (f{Z)) in order to compen-
sate the falsification of the input data,

- whereby the auxiliary function value (f{Z)) was previously determined by
execution of the one or more operations (f) with the auxiliary data (Z) as
input data in safe surroundings and stored along with the auxiliary data
2.

27. A method according to claim 26, characterized in that the combination with the
auxiliary function values (f{Z)) for compensating the falsification is performed
at the latest directly before execution of an operation (g) which is nonlinear
with respect to the compensation generating the falsification.

28. A method according to either of claims 26 and 27, characterized in that the
auxiliary data (Z) are varied, the corresponding auxiliary function values (f{Z))
being stored in the memory of the data carrier.

29. A method according to claim 28, characterized in that new auxiliary values (Z)
and new auxiliary function values (f{Z)) are generated by combination of two
or more existing auxiliary data (Z) and auxiliary function values (f{Z2)).

30. A method according to claim 29, characterized in that the existing auxiliary
data (Z) and auxiliary function values (f{2)) intended for the combination are
each selected randomly.

31. A method according to any of claims 26 to 30, characterized in that pairs of
auxiliary data (Z) and auxiliary function values (f{Z)) are generated by a
generator without the operation (f{Z)) being applied to the auxiliary data (Z).
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total result achieved by execution of several operations of the subset does not
depend on the order of execution of the operations, and the order of execution
of the stated subset of operations is varied at least when the subset contains one
or more security-relevant operations.

35. A method according to claim 34, characterized in that the order of execution is
varied at each run through the stated subset of operations.

36. A method according to claim 34 or 35, characterized in that the order of execu-
tion is varied according to a fixed principle.

37. A method according to claim 34 or 35, characterized in that the order of execu-
tion is varied randomly.

38. A method according to either of claims 34 and 35, characterized in that the or-
der of execution is varied in accordance with the data processed with the opera-
tions (f).

39. A method according to any of claims 34 to 38, characterized in that the order of
execution is fixed before execution of the first operation of the subset for all
operations of the subset.

40. A method according to any of claims 35 to 39, characterized in that it is fixed
before the onset of execution of an operation (f) of the subset which operation
of the subset whose execution is intended to be successive is executed next.

41. A method according to any of claims 22 to 40, characterized in that the secu-
rity-relevant operations are key permutations or permutations of other secret

data.
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